; CDe3eJ1nJ. ">6Tn! &1 7 MAR 200 WO 01/Z0451 1 THREAD LOCKI NG PCT/ Ggoplmgzamz,
The present invention relates to thread | ocking in a nufti-threat :
environment, and in particular to nmulti-threaded object-oriented systens. 5
Progr anmi ng | anguages whi ch are object-oriented and which have a

muf ti-threagigw@respability are wel |l -known. One exanpl e etrmgHcNzRe! anguage
is Java (trademark of Sun M crosystens Inc.). In a multi-threaded
environnent, threads share the sane coddé and nenory. This can cause a
synchr oni zati on problem and care has to be taken to ensure that two
threads are not trying to 10 nmake 1¢{RREDIL.HEKING Sane nenory location. In
order to deal with this problem Java (and I ndeed nost ot her

obj ect-oriented | anguages) requires that each object has a | ock associ at ed

with it. Wien a thr A] hr oni.sat i Iemlsto

i nvoke a met hod of zﬁéig}bé@én‘i Vggth Fg gllréla?ﬁ%clk%lﬂlél@?qg'ﬁ di's tested. If
it is |ocked, tdnelrblhﬁﬁﬂ,chxﬂah particilhd fo mMﬁ-duesdedbsﬁana&nﬂeﬁ syStemsked. 1f the
object is unlocked the | ock .is | ocked, the nethod is invoked, and when the

met hod i s conpl et edPIOgEAMIBING F@“ﬁgﬂsd@w@b@eﬂ&bﬁ‘?m&@dﬁwB’hl“fbrhav‘?]&va
i mpl enent ation rhtﬁh&ﬂ&%ﬂé‘ém%ﬁft*lﬁélv@ﬂ- reﬁaﬂ%le %f‘%ﬁh'arlgﬁs%l g%ﬁl obj ect
and a

100, 200, 300 has a respective header Ive | ock
bl ock 120, 220 Jaw@radamerkrcvf&n Mlcmh}sst@m IacI) {Imz eniti-tirtasie@ @ndicomentat a and

so on) is sho e I res ve bl ocks 140, 24Q, 340.
Al t hough the | oc eg@ﬁ%gi tﬁ%aéxes H\‘?E}? At ﬁ‘? CELEAUSRT SHPCIIDIAERer . t hey
could in fact hroblempareicasslysshebetaki to dhsird habRiPifiteadFae hot @fikig B ock 120;

2 0, 320 reserves space W|th|n t he object which is used to store | ocki ng

tor mat i ¢R abdBtkeghanecs kg tsam?&e“%‘?ﬁﬁt@ntﬂéorﬁkoéﬂahmtm% who has the
| ock,  how many drbBIEs, jak}s (Adaqkdéaam?aﬂe@&@ct-&% @ﬂ%@qg&g %ﬁﬁé& f that

bIock is reserved for |ock status infor I on ollcally
in the Figure. cfpleokipjtdas a kb apsociatedayith ibc Wadn aﬁseadmzhlclat:mrbabwa he synbol

130, ~ 1~AR p Q0/ 3 ec i.,s unl ocked,;
as i ndi cat ed b%y?ﬁlég}%&%%pﬁ%n%tﬁgﬁ?a%&éé o(? *hﬁé?é%l(’fotagt i ndi cat ed
bybt he synbol %ﬂth’WCICKlSl&StbdaIflﬂBﬂ(mkg@ﬂmlhreaﬁmhsﬂﬁilﬂfleBl@Ba:%n{e@ reserve a
subst ant i

t.o nor. r. exanpl e 64 bytes), whether the | ock
i s actual 39 %kB‘I ]&ﬂg’fe O%é% ﬁ?“&?‘géh%]@ﬂb@rl“@ﬁ’débﬁ@&ﬂ‘? digiavekedng hel d in
menory at any C&ﬂﬁv&ﬂeﬁ'&nsrﬁ&ﬁo@&% &1 REWR s WllockBgOT y that needs to be
reserved for |ocks can be large. This poses a problem particularly where

t he obj ect - ori ent edApyrigalanior art haviarimpleswettation isisheswn schdmdticallyiin Fignenit , such
as within a nohi WRIeE spa imted.
Not only is t hg l%acg%ﬁ?&%?bﬁem 0 2% ?1){ adgregp%cﬁéi}egge r 3é§i®0¥1 he | ocks
| arge, that anemdt respedtmeddcldﬂdclefz‘OeEIG 320 ymmumtrmetcfbjetn(exemmead" :
whet her or, not ed. Accordi to the prese i nvention
there 1 s @Povi detie-danann s onlis Sipu ehematisaly by Heesmartic Ripsks dAPrafd
obj,ect - based prigoeA%thbektSthe IMHICHKR bleShodn HhAEdiktEly following the header,
they could in fact be located anywhere within the object. |
Each lock block 120, 220, 320 reserves space within the object which is

used to store locking information about that object, for example the lock status,

25 who has the lock, how many times the lock has been applied, and so on. Part of
that block is reserved for lock status information which is shown symbolically

in the Figure. The object 100 is never locked, as indicated by the symbol 130,



15 locking information for a | ocked object at a nenory | ocation, :{13 -
| 34 MAR: 2004

mai ntai ni ng a pointer associated with the | ocked object which poi

menory | ocation. By storing the |ocking information separately fromthe

| ocked object, nenory utilisation can be inproved. Less space needs to be
mai nt ai ned fwooel/Mad Nng i nformati on within the object itsg%{' 'Biéfad, space
needs to be provided 20 nerely for a single pointer. Typi dF?@, t hough
‘not necessarily, the nmenory space that i2 associated with the object wll
be a single word which is stored as part of the object itself. Preferably,

t he object may kg ¥k 47 oi nt.e or .exanpl e_b
changing its val.ueb?oagggg%ﬂg%(gég’g%téﬂgg&heg%?ﬁ% mﬁgsé’@egﬁ“tﬂ?J‘f"b?OéS ot her
uses. | n one entiblockesdas indicatedtbaitie syabol 380. of menory may be reserved
exclusively for | ock'g;@ i n}faor mation; alternatively, in another enbodi nent,
any nenory that is released2hBTANsEmERigeach ohiestaseds to geservea substantipé of ot her
data t hat 1 ? avidtnC6FGdemME sBaded i r Sl the executing
appl i cation, PCT/ GBOOlOSZS%WPrQef :e{r a%%@@lggﬁhﬁﬁsgh‘ggé&%gg%ﬁ&s#af Vi%es a
cont i guous Tenoi§e o Btk Wheniarange aumhetiof objects atsl biriesheldini rgmoty alaoNt i guous

| ock pool. The | i [, ds to conput er program for
effecting a f n'gﬁﬁggkh@ggkg%’%géﬁn 38/63?@31??88'&33&%3 tﬂi’Fde%é‘feﬂif@rlo%rryi ng
Such & conput er o belaes, Thichdscs apbblon atdcany Wichd ey &GRsADL 2 |V Of

s provided a nfiQEFP A RS0 W5 b erbecdeomirormpnl mich o within cocald Sing
means for stori mﬂmﬁ&imr&&eﬁ@fﬁpﬁ&tﬂ‘%éSg{ferélglslfs?lgigel%gtl\gcgjo%f}{iﬁﬁ%e a menory

| écati on, d nmeans for maintaining a pointer he | ocked
object whi th poffeuntf memoryahighhas bt resenved Fowethe inoks tdrge) thymbentGar ri ed
into practice i Bx¥Piddfe e specifig enhodi ment, will now be
descri bed, by way of exar‘r:})t’f)ill%e/l,§ aal&mggﬁgﬁbeq‘negg%g%adﬁw TR gL S AsERYY ng Fi gures
in which: Figurtsed.is a schematic di agram showing a typical prior art

| ocking inplenentatipn; and Figure 2.is a |ocking inplenentation according
to the preferred enb‘g%{"#@’ﬁ% tootbg?’ﬁ@e"bf"é{%’rﬁ‘ there isrpyided 2methediofiebjeetef er r ed
enbodi nent, sholucking ifrb galg-trcadife; bbjeRtHaVddhtadesSRb Stend i po0 has a
respecti velgﬂeadFr'Alo, 510, 6] 0. Betj&/een td%g ﬁgﬁ@%?ﬁger%gﬁ%és?&s}o%qg t he
obj ect 440" 540%0cking founatiandor g lagkedapjectata m@naryilecatios emdenhidtainidgacki ng

i nformation. Wigéinteh 8ss8Bihea twil cke i ndi cat ed. at 430,
the word is setﬁs?o a specifi é@ﬂ%ﬁ?‘fdn&gge CVQP}S@PO etﬂﬁeh’é‘e fyZle?aqog.

unl ocked, as By storing the locking information separately from the locked object,

memory utilisation can be improved. Less space needs to be maintained for

locking information within the object itself; instead, space needs to be provided
20 merely for a single pointer. Typically, although not necessarily, the memory

space that is associated with the object will be a single word which is stored as

part of the object itself.

Preferably, the object may be unlocked by resetting the pointer (for

example by changing its value to zero) and releasing the memory location for
25 other uses. In one embodiment, a certain section of memory may be reserved

exclusively for locking information; alternatively, in another embodiment, any

memory that is released may be made available for the storage of other data that




25 indicated at 530, the word is set to a different predefined vl TidIAR 288k
val ues mght be 1 and 0, respectively, although the exact nunbers do not
gatter: all that is required is for the thread reading the word 420 to
realise that the object 1 ? MAR 2004 WO 01t 20451 PCT/ GB00/ 03236 400 is
never | ockedyo@shdior a thread reading the word 520 to rp@l,&@ 0 t the
obj ect 500 is unlocked. When an object is required to be Tocked, the |ock
word is changed fromits original value $30 to a new val ue 630 which
represents a pointer to a specific 5 nmenory location 710 within a separate

| ock pool 700. I Syol S0 ed by.the arr.ow 800. The nenory bl ock 710
contains the Ioggyﬁoger?%%rqr?gﬁeo%ef Pgtaﬁgﬁ%fl%k 600, for exanpl e information
on who has the | ock, Preferatiyeyct memerytlbeation 6bmprises BRI ghdGImaRAGrSC on. In

the preferred igpl ene ti.on,. there need be no specific coded I"'ndication
either within tgg’cgo‘i”ﬁﬁ gfd“@?’lduﬁlthlﬁqss makingwpgropntignops ok pedl0 t o show t hat

the lock is on: the f@RGhvddtdh fﬁ’%Lﬂ%sitéa?&nﬁ‘?‘g{@?aﬁﬂfgﬂgﬁﬁh by virtue of

the fact that the word 620 contalns a polnter Pxed

pr edef i ned Unl oskéwdrs pegvidustyldescribetlite @ GRQar#3 CarryihgsuchGlcofler 700 i S
preferably dynam i i.tional ry blocks 710 being reserved only
as and when rqu%oﬁgad%gég?t‘?%g%tﬁﬁﬁ%ﬁg? BIFSCatatyg ot puchpromputse set  on.

Wil e the | ock prgranpr ef erably consists of a series of contiguous nenory

bl ocks, that is not essential and non-contiguous nenory areas could be used
if desired. In oper ZFOHRGHIRARotcHEsRee of thetinvention theteds pravided aakultior d i s

initially set tgyédind)eNRE: é‘d\;ﬁgn Lhe unl qcked.val ue 530
dependi ng upon t he 2(%1 ott‘)jj%etcl%a.g er?\(lgér'ltg ﬁsrte;‘iggm\%fnsl%g%mf%nsgélé&?wal8 Bet, it
tests whetMer t indormmtien for aslockedehibpt 4t @ohembry Ascation, agd nieanssfoin! ocked, it
reserves a menoLy. LQn. ¢10 withi,n .th ock. pqol for the necessary
| ocki ng i nfor mﬁ?ﬁgﬁﬁﬁ%ﬁg‘f)@ zzi%rd’éssoc ageélvyli}btﬁeb&fﬁad &@“ﬁ"ﬂ%‘f“rﬂ%‘m et o t hat

| ocati on. Once temornlooitéodh. net hod has been conpl eted, the lock word is
changed back to its.ynl.ocked val ue 530, and the 25 nenory block 710 is
rel eased. That bl ockDFIBYeRHEM M3k be rarsied inte prastice in yariqus.yeays byd emeot her | ock.

Al ternatively ogpeaiitidniteaihdny will RowBE d ' Q,%S,E}ﬁ ith RE2GK. 710 is
not reserved purpel y for | ocki 1kr’lvglg i nforrrgétepg%i,’ gg%yr?%y gﬁ&@él%%eien?eNAR 2004

r WO 011 20451 Pothéeeompsrydse Biguresimivhizhl e for the storage of any ot her

data that the tq .cation require Lt will be appreciated of
cour se that th?%%%ufn{g%osgﬂ %ﬁ‘%@*ﬁ%&%&%%&%%@?f@é@%ﬁgmthi n each’
obj ect is extrecimglgmentatidn; wibn conpared with the 5 anmount required by the
prior art inpl e}g.ent jor]. Ln the preferred embodi nent, only a single word
(8 bytes) is res8PFedsFiloding mplemeniztion mecasdipg k the prdferred eptiodimeny 064 byt es
per object in t{iepRiskin@tion.The amount of menmory required per object can
in the present invention be made as small|l as possible, consistent with the
need to stf8re a poi At the paefamredserabbdiment, showatin Bigurd 2,fehch intividuabdbjgrol . 10

400, 500, 600 has a respective header 410, 510, 610. Between the header and
the rest of the object 440, 540, 640 a single word 420, 520, 620 is reserved for
locking information. When the object is never to be locked, as indicated at 430,
the word is set to a specific predefined value. When the object is unlocked, as
25 indicated at 530, the word is set to a different predefined value. These values
might be 1 and 0, respectively, although the exact numbers do not matter: all

that is required is for the thread reading the word 420 to realise that the object
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17 MAR 2004t , GCLAIMS: 1. A nethod of managi ng object locks in a

mul ti-threadi ng, object-based processing system each |ockabl e object
within the systemincluding a pointer 5 |ocation (420,5.20, 620} which, when
t he object iwolopzksid, contains a pointer (630) which poipdBcleRsdenory

| ocation (710) storing locking informatioen for the object; characterised by
the step of unlocking the object by replécing the pointer with a

non- poi nter value (530): 10 2. A nethod as clainmed in claim21 in which,
when t he obj ect 408 isHpvecis 2ot 4 i vai | abl e
for storing | ocking i nf.orﬁlgatdl’ %dﬁog?g@?ér?gr%@%bﬂthggpg% ] égtrgﬂﬂgﬂl%k&ﬁet hod as
claimed in clai RPiECt ¥P0ippelackeghen t he object is unlocked, 1 S the nenory

| ocation (710) is maﬁ@ id-abl.e for fhe storage of other.data, 4. A nethod’
as :claimed in claim e:?ﬁ?b ?@ﬁﬁeﬁeu%%tﬂ‘-%ﬁi‘?c?ff(g%hevlﬁflﬁgows‘s shanged oma et hod
as clainmed in aityodgiealofalue5300 acedivathe GBeiwHEchirgsitdedisibokl& 89 s?%(ﬁﬁc of
repl aci ng t§1e poi nterlvvitth ;]r?ee.cond non poi nter val ue (4.30%c I f e obj ect
is never to be FSEIORYlocgtonyl0withip a sepaate Jock ol 708N Fhishsindicatet by theecedi ng
cl ai ms i ncl udi NgrrowBBONTEE Rie Lt Va:0f .ed.gbj ects .a

associ ated- nenory | ocati onsﬂggbl%%d)?fd ‘%%a““%é%@gﬁﬁg% oY 1§m(§%tfr}ﬁ%i ng a
common | ock pooblock 609, forexampirsinfasation enl whorbat thevlock,diow Ganytimbs ®b t he

menory | ocation f D SHf ET C~ | ~Q7i 1 T.t1 A=l gin'.-A~
ennnnnnvn~rr T n%Ckéég%ef?léﬁw.mf h.lﬁjﬁptrﬁg“? legbﬁﬂtat’@‘?dbfred‘teé‘gb%nti guous.
1~~: GB0003236 no speeHiczanded hﬂicaﬁomuie@dzitnﬁnﬁé%mmo?vﬁﬂ]ﬁ{ﬂﬁbﬁxeﬁ{orf' aim 7
when depengent F OQ féfuogng including the step of reserving the 1ock pool
(700) excl Usive (})’c 10 fosthethatshe lock isipms thnfagtthatthedlack istearis tmpligdj ect is to
be | ocked, resemérdNbyWirthicdf iHaadt l; lhocatiaon, (710).
9. A nethod as ¢l a?grrejéwi n claiml %ﬂmﬁ%?ﬁg&rﬂ%ﬂsor &B{S’(}:/léatﬂlwggh?%%) - -
conprises a confix¢fRrgdefinedunlockadinener-locketvaluas 63y¥8@.er . program f or

effecting a nethod i A e of clai .to 9. 11. A data

carrier carrying a ?3‘%3{’1% r g?%d;lrs iﬂc%f%rgﬁg @Pﬂ%‘a’ ‘ivﬁ?ﬁ‘%dé'i“?ﬂa?mﬁmo%blﬂﬁs A dat a

st ream r epr esen? Hi bajmg whersedcontp as ard whiaageqiitedSorGh 8iheERoidd wHelaTockls 13- A

mul ti-thr i ng,_ ,0bj ect - e onput er system having a plurality of 20

| ockabl e g‘?ﬁect?"%ﬁ‘iﬂ‘ﬂ%ﬁ%ﬂ@%"? P‘ie?mhhﬂf’?ﬂjlsﬁ 9f @ispiesrofcortiguos

(420, 520, 620) Whietibry bIBEKS, thaeis abi &ﬁénti%ﬁaﬂd%hﬁ:gntéﬁ@% ﬁ]!efﬁ% f ? ic%hfdrbe( 630)
oc |

whi ch points to- a,merrpé‘é | ocation (710} storin I'ng i nformati on for
t he object; chaysgd dgesia in that each object, when unl ocked, contains a

non- poi nter val ue (338)erdfida! i r.docatign (520). . ‘. 140 A

conput er system as cl ai}e%ﬁd&np?\vﬂg? g?lgﬁfgﬁfﬁg\%e%ﬁf&xem Wé"ﬁés %‘bﬁ‘aﬁ@tseﬂé’

unl ocked, the nibaoeyerilogked valne §30.6y the anioeicd valieisbaabgenling upbRteng | ocki ng

AMENDF D S%ET %Dlth J?~7tng R.LAAl tn, An A~l(~11O1/~V(~7~TT A i1 AWfl1
. ject. When a thread wishes to use the object, ititests whether theotgectis ~ * ~.© ~

( V oL already locked. Assuming it is unlocked, it reserves a memory location 710

within the lock pool for the necessary locking information, and changes the lock
word to a pointer 630 to that location. Once the invoked method has been
completed, the lock word is changed back to its unlocked value 530, and the

25 memory block 710 is released. That block 710 then becomes available for reuse
by another lock. Alternatively or additionally, in one embodiment, the memory

block 710 is not reserved purely for locking information, and may be made



80003234 information relating to other objects. 15. A conputer 'sysgefnm
claimed in claim13 in which, when the object - is unlocked, the nmenory " 2004
l.ocation (710) is nmade available for the Storage of other 5 data. 16. A
conputer systemas clainmed in any one of clainms 13 to 15 including neans -

for testing Woangewients of the pointer |ocation (420,52gﬁ),%9é0m for A
determ ning that the object is locked if the location contalrn “poi nter

(630) and 10 unlocked if it contains a ndn-pointer value (430,530). AMENDED
SHEET i'1/r1f A11/ " t21'7rI T n ALl In I n-nMmnnnmmm~7re~ n m~ ...

I'NS3' / NS} | / NP/ NGy - . o

2wzt O d_}ZU] ca] ca ca| céa%r?:i% %‘g%f‘lc%%“%eéﬁéﬂf?é}hégf@éf}%&fwcea?wma] calcalc

g] c?} cg]ﬁsl]zzla]zc?}%@lfﬂec?q cal c™aj caU% ca} c"ia! Jcal Ul cal cal caU ca] cal
vAJl 1 2u{v cal ca] ca] ga] ca] ca] ca] ca] ca] cal] ca] ca] cal] ca]ca]c

iat] 0;3711]1 ca]YJca} i:a] i:?b]% ?a??ﬁ%ﬁé@ﬁﬁaﬂg&?@&ﬂ @&%@%FQQ}QEQ. msmomhan@d? td | cal caU
wr mhc”Y] c] ] ca i al cal cal.ca] ca] ca] ca

]ca] ¢ a] ca] ca] ca] crg?ca] (ggl] clg] ch] c%?cgﬁkﬁ%a?kﬁggg@%%ﬁp ilreﬂmﬁ][he

$9g&&J" (()+9:) BYAMOMRHEAYired by) the prionss} micmﬁﬂtflmalmﬂ?]peﬁ?:@ed €mbddiment,

2] cal call cal calliif) #ahgieliad flyia) iSRS bR hjct] Saheaks hgat 2l cal e

5. +1++++$, , h. v. typically. 64/ bytésTEatiidrh vy m}mmefa@Ambpn@Lﬁ?,} &ahﬁﬁdiU] c

aljcalcalc alJc aU%clTjaJécgécat]gca% c%tca] caljc . a W]c ggg‘c aljc d]c all ¢
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1. A method of managing object locks In a multi-threading, ob_]ect-based

processing system, each lockable object within the system including a pointer

5 location (420,520,620) which, when the object is locked, contains a pointer

| (630) which points to a memory location (710) storing locking information for

the ObJCCt, charactcnscd by the step of unlocking the object by replacing the
pomter with a non-pointer value (530).

£
A\

10 2. A method as claimed in claim 1 in which, when the object is unlocked,

the memory location (710) is made available for storing locking information
relating to other objects.

3. A method as claimed in claim 1 in which, when the object is unlocked,
15  the mcmory location (710) is made available for the storage of other data.

4. A method as..claimed in claim 1 in which the non-pointer value is zero.
5. A method as claimed in any one of the preceding claims including the

20 step of replacing the pointer with a second non-pointer value (430) if the object
is never to be locked.

6. A method as c1a1med in any one of the preceding claims including
maintaining a plurahty of locked objects and associated. memory locations

25 (710), the memory locations defining a common lock-pool (700).

7. ‘A method as _claimed in claim 6 in which the memory locations (710) of

AMENDED SHEET

CMOCANROTICTT N AN A 4A AIARRIAZATIETT A 1su aA 4.
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10L$10%& () - F the 08dk 5ol F780)Ae®ohlighotk0%& () - F @O%& () -1 109 ()-?u |
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" 1A (Y- 7F: 1Q% & .() M 10%4z8' () - '
1091 g10%4 & ()g ' "0 Q& Gl AfiTic {%lc(%aig 6orc al/mz7 vsglzcn dependent upon claim

10

15

20

25

2, including the step of reserving the lock pool (700) exclusively for locking
information and then, when an object is to be locked, reserving within the lock

pool the said memory location (710).

9. A method as claimed in claim 1 in which the memory location (710)

comprises a contiguous memory block.

‘_10. A computer. program for effecting a method as claimed in any one of
claims 1 to 9.

11. A data carrier carrying a computer program as claimed in claim 10.

12. A data stream representative of a computer program as claimed in claim
10.

13. A multi-threading, object-based computer system, having a plurality of
lockable objects, eac.h locable object including a pointer location (420,520,620)
which, when the iject is'locked, contains a pointer (630) which points to'a
memory location (710) storing locking information for the object; characterised

in that each object, when unlocked, contains a non-pointer value (530) within

- the pointer ~locati6n‘ (520).

14. A computer \system as claimed in claim 13 in which, when the object is

unlocked, the memory location (710) is made available for storing locking
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means for testinig the contents of the pointer location (420,520,620) and for

- determining that th?. object is locked if the location contains a pointer (63 0) and
/ 10 unlocked if it contains a non-pointer value (430,530).
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