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308

A first blockchain node generates a shared key based on a private key of the first 
blockchain node and a first public key of a second blockchain node

The first blockchain node generates a second private key based on the shared key 
and first transaction content

The first blockchain node generates a first public key address of the second 
blockchain node based on the second private key

The first blockchain node writes first transaction information into a blockchain, 
where the first transaction information includes a public key address of the first 
blockchain node, the first public key address, and the first transaction content

The second blockchain node generates the shared key based on the public key of the 
first blockchain node and the first private key of the second blockchain node

The second blockchain node generates the second private key based on the shared 
key and the first transaction content

The second blockchain node generates a fourth private key of the second blockchain 
node based on the second private key, where the fourth private key is 

used to spend a product in the first transaction information

306

The second 
blockchain node reads at least 

one piece of transaction information on 
the blockchain, determines whether the first transaction 

information exists in the at least one piece of transaction information 
on the blockchain, and if the first transaction information exists, determines 

that a transaction indicated by the first transaction content is a 
successful transaction; or if the first transaction information 

does not exist, determines that a transaction 
indicated by the first transaction 

content is a failed 

transaction
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A first blockchain node generates a shared key based on a private key of a first 
blockchain node and a first public key of a second blockchain node

The first blockchain node randomly generates a fifth private key

The first blockchain node generates a second public key address of the second 
blockchain node based on the fifth private key

The first blockchain node performs symmetric encryption on the fifth private key by 
using the shared key, to obtain the encrypted fifth private key

The first blockchain node writes second transaction information into a blockchain, 
where the second transaction information includes a public key address of the first 
blockchain node, the second public key address, first transaction content, and the 

encrypted fifth private key

The second blockchain node generates a sixth private key of the second blockchain 
node based on the fifth private key, where the sixth private key is used to spend a 

product in the second transaction information

607

The 
second blockchain node 

reads at least one piece of transaction 
information on the blockchain, determines 

whether the second transaction information exists in the 
at least one piece of transaction information on the blockchain, and

 if the second transaction information exists, determines that a transaction 
indicated by the first transaction content is a successful transaction; 

or if the second transaction information does not exist, 
determines that a transaction indicated 

by the first transaction 
content is a failed 

transaction

The second blockchain node generates the shared key based on the public key of the 
first blockchain node and the first private key of the second blockchain node

606

 

FIG. 6  
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