WD 99/ 09479 PCT/ US98/ 16956 -1- REDUNDANCY | MPLEMENTATI ON ON OBJECT ORI ENTED
DATA STORAGE DEVI CE FI ELD OF THE | NVENTI ON The present invention relates to
dat a- st devi ces. More specifically, the present i rel at es
to a da&ﬁgg?%? ge device, such as a disc drive, tape d“p\'(/";\ef%gg?/%(}s?l cal
drive, in which data is organi zed and accessed as objects. BACKGRClJND OF
THE I NVENTI ON 10 Two conventional conputer nodels have become well known
in the industry of conputing. The fi rstt-is a mainframe conputing nodel and
the second is a clustered corrputl ng nodel . The tradi tional progression for
an end user in &%M se an initial

system and when addlyﬁﬁm C 63% required, to
replace the initial ﬁ zﬁgtg‘gﬁﬁ {;gnﬁgtﬁgﬁ ous points in this
cycl e, traﬁrrati Ch' di sconti n]tcjpimhm OK CIHE ﬁwENay( le, if the user 30
outgrows the architectyre of t i.niti ser need to
convert from one opera %é’%%etrgtm r%ﬁ&'% ﬁn}SFse58ng??%rﬁto‘?\;‘é A9%ndor' s
proprietary davites$ ect uMereo $pexdtibicahly hetheengoesenheninventsbaond
upgraded mai pi{ AP SYStLMS, %(g}?@a@%eaevg@@sesﬁg 19855 231 €01 yenor mous

costs for the organization pu asin ats and
enpl oyee ti neape Theked 010, O@Géﬁaéo@vw'%l olrirswéirléiha@ér—éeﬁs orgamhgedases. In

addi tion, the,geillsasesmdelnreat@sl s poor residual value of conputer

equi pnment. Thus, the system_ 30 replacenent often results in invested
capital which is substant Ww he initial systemis
repl acetio by an upgradetwsysdeventlohdercothpuiger mafgladedves)is¢esmet end to

be sold in Iouer yolumes,thed MR LIAP EHLHOY 1698 riree is

a mainframe computing model and the second is a

clustered computing model.
The traditional progression for an end user in
15 the mainframe computing model is to purchase an initial
system, and when additional processing capabilities are

required, to replace the initial system with a bigger

system. At various points in this cycle, traumatic
discontinuities occur. For example, if the wuser
20 outgrows the architecture of the initial system, the

user may need to convert from one operating system to
another, or even from one vendor’s proprietary
architecture to that of anothexr vendor, when the second
upgraded mainframe system is purchased. These changes

25 entail enormous costs for the organization purchasing
the upgrade, in both dollars and employee time.
Therefore, such conversions are avoided, in many cases.

In addition, the mainframe model entails poor

residual value of computer equipment. Thus, the system

30 replacement often results in invested capital which is
substantially completely lost when the initial system is
replaced by an upgraded system. Further, larger

upgraded systems tend to be sold in lower volumes then



-2 smaller systens. Thus, each new system upgrade typically has a higher
cost of conputing than the previous system In a clustered conputing

nodel , i ane 5 conputer is replaced with a cluste r,
st andar 9@?@@3 servers. This can of fer many advant ages E%@@ﬁf{)ﬁgfmi nf rame

nodel . Since the cluster may start off as only a single system the
threshold to entering the cluster nodel is |ower. Further, such smaller 10
systens are typically sold in high vokune, making the cost of conputing

| ess. Al so, such systens are standards based in that they do not exhibit
dependence Cl;a’ﬁ":oprEiYeg[tfr“irq -ar chi ur 800 TREY o SYRTESs fURIRaRe

avai | abi | i toyymifcadduy phmet 4 r trboielrt | pbet s@f cesmphitéhglStiahhowshd he user to
choose the&ees\;ioq{St €g’ve wi th each subsequent purchase. Still other
advant ages “present t emselves with the clustered conmput i ng nodel. Upgrade
costs can be controllrer nplespered sepypbyinddinadedn| ¢ tiseiremame of 20

addi ti apal JHgUHSES TLAWSAG IR NMRAL XISt iNg ARd-  idrediale fut ure needs.
Further, the user can choose froma w de variety of vendors, wthout

concer n abdiftrdaxfstasitbrecsRversi O 628 AEHCEBHY SHRAE2ISi i |l arl y,
with the righir attthinsiaifirne Rl MG iRRE D dlaisx dieathy tL@nversion to

anot her operating system . Still, the clustered co tin del does have
di sadvant ag?ef%t aar% Tob 1 s NS sé’f&r%‘}’e,t'%’[%irﬁel? Og‘r%d_’oge W nodel
encount er s Wid f c¢ubtyri magedvi dsng-owsust erfed-tdhest,ensusht edlelabi ity to
share 4t dykdmid 280 Lhalcald pusoties ! HILRM vbaukdke ik il WAL Kl 0ad that
a single mai'nfrane coul d perftor For exanpfe, it Is curremtly very

di fficult t¥ShplSdmefOmELEdrsr edefbdel s Alhfrer e Bh TYIIRNSerd%8s in the

cluster aresdAHHr®Ed Bdbedriocagmt manRsacd ot ki s daiehcExanpl es of
some VO 9949?4g§o£¥§éé§¥$/%ggggtectures.' This provides for the
availability of equipment from multiple sources which
15 allows the user to choose the best alternative with each
subsequent purchase.

Still other advantages present themselves with
the clustered computing model. Upgrade costs can be
controlled more precisely by adding only the amount of

20 additional resources required to meet existing and
immediate future needs. Further, the user can choose
from a wide variety of vendors, without concern about
migration or conversion to a new architecture.
Similarly, with the right architecture, there may never

25 be a need for conversion to another operating system.

Still, the clustered computing model does have
disadvantages and problems. For example, the clustered
computing ‘model encounters difficulty in providing
clustered systems with the ability to share data in a

30 way that allows the cluster to take on the workload that
a single mainframe could perform. For example, it is
currently very difficult to implement clustered models
where each of the servers in the cluster are required to

process transactions on the same data. Examples of some



-3 such applications include an airlines reservations systemor a
financial institution's conplete inventory of transactions. The second

di sadva the clustered 5 conputing nodel sinply e lack
of extenS|v§)9%xperience i n managi ng storage and data mh?gﬁRééﬁg?épin t he

mai nframe environment. Such experience has evolved into nmanagenent
software that is sinply not yet available in the standards based cl uster
environnent. 10 The present inventiorr3ddresses these and other problens,
and offers ot her advantages over the. prior art. SUMVARY OF THE | NVENTI ON A
dat a st or ag®Syst&FRTHET Sa IGrudRe MY 2SRRI AGSSTOREd Per eon dat a
confi gured agsaepl araki fynahciabj éntsiteadbnobj ecmphiatiend ratdtdait es

i ndicative g tg%ﬁggg&gghgtics of the object. The objects include a
redundancy obj ect storing fedundancy information. A control component is
operably coupl ed to tHbesteeeerd 20dheaiivanrirides @onflifpur eduss-gnei de an
interfage t@ofhﬁﬁtiﬁ‘?i gebiel The '1&%@%,@;)@@@31%@%@3 sl afe 1 nvoked
to access the objecis. K BRI EF DEE | PTION OF T DRAW N Figure 1 is a

bl ock di agr &f®of 3nﬁ%t%r‘Ran%llé?t%‘b?l’é%ﬁ%t?fF%g’%@é'{}@rﬁ 5ot ddhce with
one aspect ohe hatnprasendnviwemhent. Buh exbdrtilaisdid dias earplohidect nodel
in accordance W th one aspect the present .inventign, _Figure 3-11is a
bl ock diagréﬁ?gf A°FPPST=30 B8R %§8F8ti%§a?n Wi ¢ Al 35jé%¥90ﬁ“Fhe st orage
device is avsdisbdebynatheqatsndrrdfi hased3clustex Ifnyuk adigyrtam of a
second;gconfi gurationrhn Whighan qbiect 0 azaheeagesdevhggel Sindiccessed

by a requester. WD 99/.09479 PCIT/ US98/ 16956
other problems, and offers other advantages over the

prior art.
SUMMARY OF THE INVENTION

A data storage system includes a storage media
15 having stored thereon data configured as a plurality of
objects, each object having attributes indicative of
characteristics of the object. The objects include a
redundancy object storing redundancy information. A
control component is operably coupled to the storage
20 media and is configured to provide an interface to the
objects. The interface exposes methods which are
invoked to access the objects.
BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a network

25 attached storage system in accordance with one aspect of
the present invention.
Figure 2 illustrates an object model in
accordance with one aspect of the present invention.
Figure 3-1 is a block diagram of a first
30 configuration in which an object on the storage device
is accessed by a requester.
Figure 3-2 is a block diagram of a second
configuration in which an object on a storage device is

accessed by a requester.



-4 Figure 4 is a perspective view of a disc drive 1in accordance with one
aspect of the present invention. Figure 5 is a functional block diagram

|IIustr%{,¢5|go9qucess of an object by a requester. 5 Fi gurq,&,&&%&%at es a
of

portion orage nedia partitioned in accordance wi th one aspect

the present invention. Figures 7-1 and 7-2 show a fl ow di agram
illustrating access of an object by a requester in 10 accordance wth one
aspect in accordance of the present ifAvention. 15 Figure 8 is a flow

diagramillustrating oy eati 9. of an object in accordance with one aspect
of the present inventi G Sigdfe?PFESREFHOVE LYY £h @ PdsCrd¥iNg  opening
and updat i ngrokcawrolineet withaoter da;peet\/\/otfhthéeprasaﬁet1ﬁfrehheoﬁresent

invention. Figure 10 is o] d| i 1] ustrat es, vertln to an
obj ect in accordance wi gﬁ‘l%énevgaspect of gb“?% rjzsen{[ mvenh%ﬁg "Figure 11
is a flow dilddmahnatiidly iadasts @fesan opeitdly n @b}f@@ueisberr ead only

pur poses; in accordancq?lgﬁw one1aspecht 85 Lhediaseniod NyegtbPhgeFi gure 12
i's aflowdla am 25 readin an%ect in accordance with present

i nventi on. PE¥ §id 1009 % i i Sefr FrRlaRED SYHER aPR @ bf BRECE noﬁcEB?dance
with pr ese@irdswtnlrmenmmrc.h illustrates one aspect of the which

|[1ustrates —one aspegt; of dN1e3q FLgW e, 13 1$nd, Mo dcqor dILyhLgh
illustrating access of an object by a requester in

10 accordance with one aspect in accordance of the present
invention.

Figure 8 1is a flow diagram illustrating
creation of an object in accordance with one aspect of
the present invention.

15 Figure 9 1is a flow diagram illustrating
opening and updating of an object in accordance with one
aspect of the present invention.

Figure 10 is a flow diagram which illustrates
writing to an object in accordancé with one aspect of

20 the present invention.

Figure 11 is a flow diagram which illustrates
opening an object for read only purposes in accordance
with one aspect of the present invention.

Figure 12 is a flow diagram which illustrates

25 reading an object in accordance with one aspect of the
present invention.

Figure 13 is a flow diagram which illustrates
closing an object in accordance with one aspect of the
present invention.

30 Figure 14 is a flow diagram which illustrates
removing an object in accordance with one aspect of the

present invention.



removi ng an object in accordance with one aspect of the present invention.
WO 99/ 09479 PCT/ US98/ 16956 -5 Figure 15 is a flow diagramwhich illustrates

creati ng,r&%?‘rr}gi tion in accordance with one aspect of tlﬂ‘é'srmsgt?/?@%

i nventi gure 16 is a flow diagramwhich illustrates renoving a
partition in accordance with one aspect of the present invention. Figure
17 is a flow diagramwhich illustrates  exporting an object in accordance

with one aspect of the present invent?on. 10 Figure 18 is a flow di agram
which illustrates obtaining, object attributes in.acgordance with bne
aspect of the present%ilﬁ\'fgﬁt ?‘gn}fs"i}i W, dpgran WHRH &gt imItien

i Il ustratescreettingg sorpamditfiomgirobhectrddnce buieh oneacegpetancef 15 with

one aspect @ft ggegré $en vjepl\éqggli on. Figure 20 is a flow diagram which
illustrates reading lock attributes in accordance with one aspect of the

present invention. Fi§dgarz1lpsig a|blewidigamamwnideh |4ljsistaates 20

settingsl oCkedlhfingUies paRtaegehdanc e cWollii-onRe asReclor add-dpresent
invention. Figure 22 is.a flow diagramwhich illustrates resetting |ock

attributes aR TE5EEEt Y eREE6Pdance with one aspect of the present
invention. 25 Figure Z3gusealf/l be i Bgsward vdycdm iwHiedt ridtlesst dieas ni ng

nventi on. ErbGre pe PaSETEEE i abcsh s AR b e b ELFE e e ce
associ at i onprieseatcanyantaoni-t h one 30 aspect of the present invention.
Figurei25 is a block giiagramigl bk yssr&fdhe fagdid Gueiidy & Brddy-d £pd ement ed
in accordance with one . ) .

obtaining object attributes in accordance with o©ne

aspect of the present invention.

‘Figure 19 is a flow diagram which illustrates

setting or modifying object attributes in accordance

15 with one aspect of the present invention.

Figure 20 is a flow diagram which illustrates
reading lock attributes in accordance with one aspect of
the present invention.

Figure 21 is a flow diagram which illustrates

20 setting lock attributes in accordance with one aspect of
the present invention.

Figure 22 is a flow diagram which illustrates
resetting lock attributes of an object in accordance
with one aspect of the present invention.

25 Figure 23 is a flow diagram which illustrates
obtaining device associations in accordance with one
aspect of the present invention.

Figure 24 is a flow diagram which illustrates
setting device associations in accordance with one

30 aspect of the present invention.

Figure 25 is a block diagram illustrating a
disc drive array implemented in accordance with one

aspect of the present invention.



aspect of the present invention. WO 99/09479 PCT/ US98/ 16956 -6 Figure 26 is
a block diagramillustrating a target disc drive in accordance with one
aspect present invention. Figure 27 is a bl ock dj jlL.Lustrating
a b5 pag%y%nﬁf@c drive in accordance with one aspect of %ﬁgﬁ@%%ggéﬁt
invention. Figure 28 is a flowdiagramillustrating the creation of a
parity group in accordance wth one asgect of the present invention. 10
Figure 29 is a flow diagramillustratiy a wite operation in which parity
information is updated. in accordance ¥%ég %ne asEQQt of the present

i nventi on. DETAI LED DESERFETIFN F THR' PREFERREDCEVBEBINWENFS 119 glire 1 is a
bl ock di agr amrgktaddatcadstiorade abtoosysinerm WG H rac eIt oM the One
aspect of t rese j ion. System 100 includes object oriented data
storage dev %ggeﬁioqgﬁgg¥?§%'file server 114, requesters 116, 118 and 120,
and interconnect 122. Fdgarem2l00is i 4 | bieekt déagraet idik sttrtadriveyl &t or age
confi gusati 9n,2Q Waiich ¢3n ke iﬁoﬁwoﬂa%@fwi%qy'oqf@@spﬂé@:?ft e from
many different véndars, and which appear to users as a” single large
conput er syPLEFENEHEVENSHOENt ed storage devices 110-112 are the storage
component s whi ch perf eriguiree 2datia st @lage didoyriau Gitlilaks tfa Syrsd eghd 00.

St or age devEc%%t%%O-l%Z pkgﬂﬁgabhyling%yde diac drive,gh redundant arrays of
i ndependent “dir§cE PRAND] Bbsys ey taApecGPrvatce upe™ PIBrAFRest opti cal
drives, jukefbtkespaesasmy drivenmtismorage devi ce which can be shared.

St orageggdevi ces 110 3@ and 112 arge al sO ff oyi g it [ ut put (1/0
channel attachment to %.qugéters.116, 118 and qgﬁﬁn%ggg%tr%gﬁ%kgc%ess
devi ces 110V&Ade1 PPeTREGHSEs ey ¥MLE PRYE tahd MRy m@td origbritedated
in accordance with one aspect of the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Figure 1 is a block diagram of a data storage

15 system 100 in accordance with one aspect of the present
invention. System 100 includes object oriented data
storage devices 110 and 112, file server 114, requesters
116, 118 and 120, and interconnect 122. System 100
illustrates a network attached storage configuration

20 which can be constructed of equipment and software from
many different vendors, and which appear to users as a
single large computer system.

Object oriented storage devices 110-112 are
the storage components which perform the data storage

25 function of System 100. Storage devices 110-112
preferably include disc drives, redundant arrays of
independent discs (RAID) subsystems, tape drives, tape
libraries, optical drives, juke boxes or any other
storage device which can be shared. Storage devices 110

30 and 112 are also provided with an input/output (I/0)
channel attachment to requesters 116, 118 and 120, which
will access devices 110 and 112.

Requesters 116, 118 and 120 are components,

such as servers or clients, which share information



such as servers or clients, which share informati on WD 99/ 09479
PCTI US98/ 16956 -7 stored on devices 110 and 112. Requesters 116-120 are

al so pr configured to directly access the infor t orage
devi ces fﬁ%’an 112. File server 114 perforns nanagenentgﬁ&gggﬁﬂgéiurlty

functions, such as request authentication and resource location. In
smal | er systens, a dedicated file server is preferably not used. |nstead,
one of requesters 116-120 assunmes the’function and responsibility of
over seei ng the oaeratlon of s sten1#po 10 carried out b{gflle server 114.

I'n addi ti onSt ongdeyires And Pifictidnal REFUFEEFESed By 120 8T8er ver 114
i s not needatlsor pgesteedblor mb@ffgaﬁe@veﬁdlcﬂﬂﬁpdﬁﬂyi dotesper themance

requires th%ﬁfégﬁfghgi §5 QEOQE%EG% %281&§0120 tgb% directly with storage

devices 110 an I'e"sérver i el i nat &d from system 100.
| nterconnect 122, in &Hhadepr ebevesd ddBodpredbrmsi s mahegemesitcaknd

i nf rast £ uct gre, Vet whhehiahk, cameonaat §equx'%slﬂerawghlén%tﬂc%%a%g ahar age
system 100 comuni cate with one another I n operatjon, when_System 100

i s powered GBSCUXFE H%Q?Eé%npréﬁb?@ﬁﬂ}eFd§KFFPWStH%ﬁ%%ﬂ%ﬁ%?%ﬂw:ﬁéﬁ to each

ot her or tosar¢emDispophefetabeieresee, usegh as Irfsldeﬁa.&el’ e 14 or

i nt er connect 122 For in in _a Fiber nnel bas d systen1100
obj ect ori eht &4 fgerforagéigéggkes A5 N 1%%? and rquespers ffG 120 | og
onto the fabebspookibiidisysomversecionpaienbvpetasyonent shidren A09uch an

I pl eggﬁt at Lgp,; Wl “Jhtdeﬁ r%s_lteo %‘ﬁﬁeﬁf m g th%§p§831t98n00 legir ation can

use fabric services to ent| ot her conponents Fromfile 30 server
114, requesEBFETity- apgd ﬁé&ﬁﬁl@PaﬂﬁéYé%F§Wéﬁ@é 304 éﬂ@r&&éVGéVﬂéés 110 and

112 wi th whighnerquRsERIG cslledeéﬂﬂe&anohawnea@caﬁsovskmflllda;hbyne%aor age
devices 110.and 112,183 Lthe bocation, ofd MiQrimll o nequlled Lo locate

116-120 talk directly with storage devices 110 and 112,

15 file server 114 is eliminated from system 100.
Interconnect 122, in one preferred embodiment,

is the physical infrastructure over which all components

in network attached storage system 100 communicate with

one another.

20 In operation, when System 100 is powered up,
all devices preferably identify themselves either to
each other or to a common point of reference, such as
file server 114 or interconnect 122. For instance, in
a Fiber Channel based system 100, object oriented

25 storage devices 110 and 112, and requesters 116-120 log
onto the fabric of the system. Any component of system
110, in such an implementation, which desires to
determine the operating configuration can use fabric
services to identify all other components. From file

30 server 114, requesters 116-120 learn of the existence of
storage devices 110 and 112 with which requesters 116-
120 can have access. Similarly, storage devices 110 and
112 learn the location of information required to locate

other devices in system 100 and the address which must



ot her devices in system 100 and the address which nust WD 99/ 09479
PCT/ US98/ 16956 -8 be used to i nvoke a managenent service, such as backup.

Simlarl server 114, in one preferred enbodi nent, 1) t he
exi stent%oosiwé“{?or age devices 110 and 112 fromthe fabri cdser\??/?:%ggg

Dependi ng on the security practice of a particular system 100, requesters
116-120, or any of them may be denied access to sone conponents of system
100. Fromthe set of storage devices 180 and 112 available to each

requester, reguest.er an then 10 identify the files, data bases, and
free space i seﬂﬂ( &° dZvike A& MPRBIEHABLL PREVISAcHSEIRpThRACKYP syst em 100
preferably isientlidf#ls, tfd lcheekivbe B¢ vem dhé pﬂgfé:ﬁﬁ@cﬁé’dmbdmntﬁérdﬁrati ons

associ at ed y. A5 devi ce I rv.
Brer butes CarBLE oo ihe A Alof AR GIRNES A Rrd 1 her
conponent s ifiray sthan fador iheseebees of those attributes fromf| |l e server

114. Fors instance, a n?é;sérsa&@% drp%@l%tegeé&@légo pPBYc ye&h & he informed
of the 20 introduction of ad i onal storage devices, subsequent to start

up. Such an BAETIBUE nBYSbeTproPi e IISSTEC TSy akh? ol 2 WheRTt REYr fuest er
| ogs onto fidieensemesr b:la].@.enlled] acgesgetolddmé hesmperiomesd i sRldystadyi ses t hat

particul ar r est 116 e new stor.age 25 ces .are added to
syst em 100. ]l%ﬁje ngfler 1E e S\!\Iﬁ:tﬁen %%/%ﬁac%eflge FSSS Cajls‘]sd t g™ fiheurQequester
ot her i nporavitlahies ab@eleas:h ceaiattes V\h}e«%thereqhessear@g@ wWerice is a
RAID 5,391 rriofeith i ) Ghe $49689€a4EYI5Eed N ALCRLARNES, Wi LN, ONe @spect of

t he present 30 invention, the information store on storage devices 110
and 112 is $t®ridd with a systembetter illustrated in Figure 2. Each of

storage devices 110 amt the stee pigépreddly hipeelen®r ianéwee deviges which

operate Ir]%referably identifies to the file server 114 any special

considerations associated with it. For example, any

15 storage device level service attributes can be

communicated once to file server 114, and all other

components in system 100 then learn of those attributes

from file server 114. = For instance, a particular

requester 116-120, may wish to be informed of the

20 introduction of additional storage devices, subsequent

to start up. Such an attribute may be provided, for

example, when the requester logs onto file server 114.

File server 114 then automatically advises that

particular requester 116-120 whenever new storage

25 devices are added to system 100. File sever 114 may

then typically also pass to the requester other

important characteristics such as whether the storage
device is a RAID 5, mirrored, etc., storage device.

In accordance with one aspect of the present

30 invention, the information stored on storage devices 110

and 112 is stored with a system better illustrated in

Figure 2. Each of storage devices 110 and 112 are

preferably object oriented devices which operate in a

mode in which data is organized and accessed as objects



node in which data is organi zed and accessed as objects WO 99/09479
PCT/ US98/ 16956 -9 124-126 rather than as an ordered sequence of sectors.

The obj i-ented devices 110 and 112 nanage obj ects- ~ ith an
obj ect ?ﬁ%ﬂé@@t emwhich illustratively includes a si ngﬁ'éf‘/luégxgw‘%elt st of

the objects for each 5 partition on the particular device. This is also
referred to as a flat file system The objects 124-126 which are stored on
the storage nmediumin each device 110%and 112 are preferably the snall est

vi si bl e unit f apacit | location on_a device 110 or _112 which is 10
oper at i ng inf%%fﬁ%g g??%ﬁ¥e§h%%v?%eaﬂtﬁﬁﬁeﬁﬁﬁzﬁﬁ%%fnﬁﬁ °§uERCEOEFor age
devi ce i ncl udes anjectderrilesetd oflevict®rkl0 amsdcl bt edanadgd abtiacgee
identifier. aq r y £t i i n n: into the
obj ect . The ab ka8 FENE e e L A e et 0L 1 e
storage devi Eeciudesr a1 Eindleselavelnhiist 1@ thpeodtiasy ssykereneaghages its
files angd nepadei@ibh thesehObjRG e Ugks4cknNst ead sof 1BaNagLRY sectors
of data, as |£ doeé in $r|or grchttectures. The oq%ects 124-126 are
accessed by BR-SBHEFnt@rfacR 153 it hhi SIS TR obfectRIeKpBst24-pRArality of
met hods whi chihtah beei szoked by aheegitesiefe hk@ilA) im eacHedetr@caccess and
mani pul at e i d j j.ects 124-126. .Thus, as.sho in
Figure 2, aa%%g6§§§%ﬁfgggfss%ggégab? &%FaEWE%ué?%éFlffgﬁféﬁPlﬁﬁ §@preferred
25 enbodi nentapaetesediocatdon2®@rara dempgeerlldystengl2orwhigh efenent in a

cluster; r nepuPEKiRh SY K9 Bet WY it SRS o RRWest AR0oE9EcRCHLON On a
st orage device which™ cont gl ns obgects 124-126._ Thus, requeSters 116-120
may be bot hSEFPht FFESELVEFS. 1TAlAdsS AR erddqieset186 S6ChAreh s

i ssued by onesebcieteesiitls alhfidde idswkesiene Deftal he pretbpedackd
Dver!ace 128, ML Chegh DD, EAUSES o dthe, LA AL 1, fcere gperore of

object is allocated and placed on the storage media by
15 the storage device 110 or 112, itself, while the
operating system manages its files and metadata in these
object constructs, instead of managing sectors of data,

as it does in prior architectures.
The objects 124-126 are accessed by an
20 interface 128 in which the objects expose a plurality of
methods which can be invoked by a requester 116-120 in
order to access and manipulate attributes and data in
objects 124-126. Thus, as shown in Figure 2, a request
130 is issued from a requester 116-120. In a preferred
25 embodiment, requesters 116-120 are computer systems, or
an element in a cluster or network of systems, which
submits request 130 for action on a storage device which
contains objects 124-126. Thus, requesters 116-120 may
be both clients and servers. 1In any case, request 130
30 which is issued by one of requesters 116-120 invokes one
of the methods in interface 128, which, in turn, causes
the manipulation of one or more of objects 124-126, as

will be described in greater detail 1later in the

application.



application. WD 99/09479 PCT/ US98/ 16956 -10 Figures 3-1 and 3-2 are bl ock
diagrans of two different configurations which can be used to access

obj ect s st on storage devices 110-112. For the sake j icity,
only a g?’n%foggrs‘equester 116 and a single 5 object orient gg*g?%%gfmw ce

110 is illustrated in Figures 3-1 and 3-2. \Wen requester 116 wi shes to
open an object (such as object 124-126) requester 116 nay be able to
directly access storage device 110, orOrt may be required to request

perm ssion fromfile gerver Sl}glandd]:p ilhe | qcat i 1 _nfor mat |t2rﬁl__ i n order

0
to access an object onJstorage deVice 110°° O ERITT MM 1 e server
114 control difdfeventt canfooygatdensceviiichi sapr ibearised hof @wectdsen of t he

security reguk n t e | S ti f 100. 15
In the bl oc%gaiégg?a%ngf?léﬁs(%}?ﬁe aitdr(IB é:eg%rcee%gﬁfﬂggétgﬁrggot |s%tagésgsurred to

be secure. PhafifBliffEYe ORLYmd $itfike aritettepricieand e stimedshi ssi on of
commands i nbefeeti Griaditdntsebeiyeenetreguestier ild6iandssi-aeage iflevi ce

110. | . i tation, t till 0 b fil 114
oresent {or TAGNEGENERE PURCE T ons. LG9 Vi PRANSE it SHeded 1o
oversee reqeesbbjeckntenabtarolyadt stur-afs dendpeestidr 16 suoh kan

| mpl ement at LgRe ES“&'?%@El}Ja%dessdée%.to%a SHELQR G S?%Lgccﬁgi@%}frb%ate

obj ects directly on storage vi cé TT0. Requestef can "t hus open,
read, witer8Adi&LFsECoPPEeest areymisHign vieren faitlis dgrves tlddhedd o

requester life JuehAtraper ahiroRmadhen, deschirbed kB abedler gdeldledater in
t he applicati on, .overview i s provided at t'hll'{s)lﬁn i nt, however, 30

A braef
sinply for CReS58K8I6f AEVAFFt{101 n HUSITT & “Ai-© S61 V§tor age
devi ce 110, lnequestevlslécraps ppetepabby fHleviter ead ficomrdmerdrlynor e

obj ects whigh geveal,hed oghgal VOLWES, or - Rght LLEGASsON o3t 0130
particular implementation of system 100.

15 In the block diagram illustrated in Figure 3-
1, system 100 is assumed to be secure. That is, there
is no requirement to protect the transmission of command
information and data between requester 116 and storage
device 110. In such an implementation, there still may

20 be a file server 114 present for management functions,
but file server 114 is not needed to oversee requester
interaction with storage device 110.

In such an implementation, requester 116 is in
a position to access and create objects directly on

25 storage device 110. Requester 116 can thus open, read,
write and close objects as if they were natively
attached to requester 116. Such operations are
described in greater detail later in the application.
A brief overview is provided at this point, however,

30 simply for the sake of clarity. 1In order to read an
object on storage device 110, requester 116 may
preferably first read from one or more objects which
reveal the logical volumes or partitions on storage

device 110, and how to begin searching for an object



device 110, and how to begin searching for an object WD 99/09479
PCT/ US98/ 16956 -11 stored thereon. Requester 116 then opens and reads an

obj ect, Wé'g%la4ﬁay be a root directory. Fromthis object CJI‘R}%Q%/L@% ot her
' BSTS

objects is 'straight forward, and is based on the conten € root

directory. 5 Requester 116 repeats the process until the desired data is
| ocated. Data is referenced by an object identification (object ID) and a
di spl acenent within the object. In asecond inplenentation illustrated in

10 Figure 3-2, security is reguired. Therefqre, file seryer 114 is

i nt er posed F%PEet%hgrﬁef%O@Hai %xﬁgéﬁﬁceteeﬁf %%E%Jgket%roﬂ%ﬁs StHEYe*Yevi ce
110, to a d@@degt,neWHSShr ynehyor behea desioteddiegetony . pr oFechi othisn one
P e e ORI N o R aNE bR T BolUSE of LESL FEURD edA,RERM 2340 FTOM

file server 0 performa set o operafion e server
(whi ch may B&vebaserhePs &heragenkeshei odli nfle neroon fdonereopest er 116

for additi eRajiep@ed hi¥) r&Peat aCERE P tsedde unegueshef 408 rLgatiess er 116 by
returning sufficient |£|forma§| %n to 20 al [ow reqéues%)er 116 to conmmuni cate
directly wth stHHEdevi c821P0. 1§ nck5tErRGgE  defce 310 PRI§TE.S er abl y

i nformed of ideatdddusttiprpdpbieter SDMEN st diageadewveae witBihogseonto file
server 114, o%g%rc%ge device 110 preferably does not allow an |I/O request
unless it is properly constructed and includes encoded data which

i ncludes val id perm sdironaf regsdnd e ig@lementpticthehlluherpeedessnpr oceeds

in a shgilar;ghaghi gnyto gé&xrmﬁpriisbeﬁeaff]@w@dresp@ﬁteregoléieg)urfif’é 1.
However, the payl oad associated wth_each command quite

may be 30 i
different. E6FV&¥anbt?, 1Fn YHETRRIEWNEPEC dduril§ B aidquPe e eRhowi ng
Fi gure 3-2) reofuiest@rrands andl dalcrads clepass betowend equesdégred 16 and

storage dE%E%%S%g%fﬂ%%éxiﬁguaéggégh ﬂébé%kgéié¥5té§¥{gg§io n one

preferred embodiment, requester 116 must first request

15 permission from file server 114 to perform a set of I/0

operations. File server 114, (which may have withheld

storage location information from requester 116 for

additional security) then accredits the request from

requester 116 by returning sufficient information to

20 allow requester 116 to communicate directly with storage

device 110. Since storage device 110 is preferably

informed of the security parameters when storage device

110 logs onto file server 114, storage device 110

preferably does not allow an I/0 request unless it is

25 properly constructed and includes encoded data which
includes valid permission from file server 114.

Then, the process proceeds in a similar

fashion to that described which respect to Figure 3-1.

However, the payload associated with each command may be

30 gquite different. For example, in the case where

security is required (showing Figure 3-2) both commands

and data which pass between requester 116 and storage

device 110 may be encrypted. In addition, permission

information must preferably be added to the command



information nust preferably be added to the command WO 99/ 09479

PCT/ US98/ 16956 -12 paraneters provided fromrequester 116 to storage device
110. Si ge devices 110 and 112 can, in one pref i ment,

i ncl ude 89%&§%€c drives, a brief 5 di scussion of a disc Fﬁ%egggg?n or der .
Figure 4 is a perspective view of a hard disc drive, which can be

i npl emented as storage device 110. In disc drive 110, a plurality of discs
132 are journal ed about a spindle notér assenbly 134 within a housing 136.

Each di 132_10 ti t f t I di
racks, | ndbGRCBACCERORALY CAPRyF ! rReu BRET 1R Ak I 4e SROISA dad i nto

a pluralityldb.partitions (described in greater detail with respect to

e o) e SAn SpRLoLedraBe Bbvighl RYERAd oo dlags PRy

referring 15 to a specr on wt h “actue
assenbl y 14DreSersedt aﬁb9dﬁrﬁ9ﬁt3edlp€eﬂ@¢am3§/dlChl%medrﬂc‘tﬁﬁhera @rr:mfusu ng 136.

The actgat oalgaaggieanekyalégscca&ﬁwes 1% alnurﬁwetry Ofpﬂy%ﬁ% Qi nhaly
assenblies 142, which each carry %F%W% ﬁh?FaVIH ad/wite head, or 20

transducer PROEPERGMNF oo eQfi Ay oﬁrﬂrﬁﬁra R FERNe
i nformat i onioplemdhses 432 stAragieceevdide mutoar 144 discadafitved 1@ ,pr eci sel y

rotate the ac .ar,m.as Ly 0 C rd h_ that the
transducersgoéyg%?geﬁg 22%%%%3 éé%o?g%tﬁ %f%a%%r %%%%%f %itdes sdgﬁﬁ al ong an
arch gener ampyorndpeanbdy bytavibhinds heugime 136 al Rrgh [dista dB&s, in

bl ock 16i agham for pu12ighge i@k Ves C%thrcewt%clll&r&@l&iﬂ @ db3ed ng N
controlllng certain,operatiqns of drive 110 a _known nmanner.

However, intBEE6PdahBELGRERM ﬁ%hﬁ?‘égéﬁf‘léﬁ f‘Flee?ﬁr onEa‘H“r &rask véeeont rol | er
148 is al soigsedbdbvidagl eﬁﬁta@mﬁmiﬁ@f Jgﬁ&ﬁlaﬂbwcrtdesb%ébb% stored

on discs 13% gEE E% ge alﬁ 1%%kr%%% r%nk F%g%prtkqn OData can

be stored on, or retrieved from, discs 132 by referring

15 to a specific partition within a track 138. An actuator

arm assembly 140 is rotatably mounted preferably in one

corner of housing 136. The actuator arm assembly 140

carries a plurality of head gimbal assemblies 142, which

each carry a slider having a read/write head, or

20 transducer (not shown) for reading information from and
writing information onto discs 132.

A voice coil motor 144 is adapted to precisely
rotate the actuator arm assembly 140 back and forth such
that the transducers on sliders 142 move across the

25 surface of discs 132 along an arch generally indicated
by arrow 146. Figure ‘4 also illustrates, in block
diagram form, a disc drive controller 148, which is used
in controlling certain operations of disc drive 110 in
a known manner. However, in accordance with the present

30 invention,'disc drive controller 148 is also used in
implementing interface 128 to objects 124-126 stored on
discs 132.

Figure 5 is a block diagram of a portion of

disc drive 110 as it fits within system 100 shown in



disc drive 110 as it fits within system 100 shown in WO 99/09479 -13
PCT/ US98/ 16956 Figure 1. In Figure 5, disc drive controller 148 includes a

cont rol t 150 which inplenents interface 128. j -126 are
ek CHegitp

stored storage nedi um which constitutes disc 132.

conponent 152 is inplenmented on a requester 116-120, and is fornmed to
| ogically formul ate requests which invoke nethods in interface 128.
Control conponent 150, upon the invotation of a method, carries out

certain taskﬁi'greordertfhngmigulat ent;%%ed objects in a desired way.

i
10 Control conponent® 150 Fet urf rSnEgVe ESCWRTTH ©afo™ Aot d8E dhtd or

attributes astBethdeed ai tdprimel | dempichiead obpectwhibk eimnlensnesSo
returned basggdiyp9R-t heygarti £ rethad ;ibpvo the, request er 116-
120. 15 In orde? foreob]ect o#?gkggdggée?céggllﬁfglngP%K%rSgldéh?he sane
functional i t§ta€?99eﬁr@§1@gﬂ arhighperanphgtayseedivia h1B2 ock Redensted

devi ces, 5 st otegponsRBCE P sdempteseAtfaldr suehubereanageabbe to,@ simlar
degree. Thus, i

ip one.preferred odi ment, an 20 organi zational |ayer on
st or age devi %%sgiﬁla?iléoi §093p$%€f}ge€03§5‘83§/%t%b7%%%st%2ﬂq%h WP EPK@r e st ored
t hereon. | nmeheo@s efrr ivdeehdosdi haht , @m@txmlCﬂdmpﬁmﬁhStDS@QEQp&inCes
110-112 provy f j i p j 4 ne_or _nor tually
excl usi ve re%?%nlsg?%deﬁg?f?g Igéséggé ;ér:%eﬁ’{:ﬁ%érzso}ﬁl?g?ﬁ: i’“(r)lngaggﬁ tescri bed
in greater de¥aet tmEmipedgéet idenFigued shiaNthilim a gasiredomya

requestes 1llGod@BoTarcdumitentobieet Sretiirede £ ebeehed gabedi meny, the
structure mﬁthiﬂﬁgepartitlon is a_ sjnple, flat organization. Onto this
3

or gani zati on™™ 09858r atd™mg YSTHMEH nBPSPFLABRA stddt urdlY Figure 6

illustrates adgorifbadobbjtotage Tispaseen fisShiEagedRAindn Sasdy as one of

di scs 132. upon the particular method invoked by the reguester 116-

120.

15 In order for object oriented devices 110-112
to provide the same functionality delivered by an
operating system with block oriented devices, storage
space on devices 110-112 must be manageable to a similar
degree. Thus, in one preferred embodiment, an

20 organizational layer on storage devices 110-112 is
provided above objects 124-126 which are stored thereon.
In one preferred embodiment, object oriented storage
devices 110-112 provide for allocating disc space into
one or more mutually exclusive regions, referred to as

25 partitions. Partitions are described in greater detail
with respect to Figure 6. Within a partition, a
requester 116-120 can create objects. In one preferred
embodiment, the structure within a partition is a
simple, flat organization. Onto this organization, any

30 operating system can map its own structures.

Figure 6 illustrates a portion of storage
space on a storage medium, such as one of discs 132.
The storage space includes a number of objects, such as

a device control object 154, a device association object



The storage space includes a nunber of objects, such as a device control
obj ect 154, a device association object WO 99/09479 PCT/ US98/ 16956 -14 156,

and a p | of partitions |abeled as partition 0 (a i ted by
nuner al 5()',937%artiti on 1 (also designated by nuneral 1gé?ﬂgﬁszi6gg€titi on N

(al so designated by nuneral 162). Each partition also 5 includes a nunber
of objects such as partition control object 164, partition object |ist
166, and a plurality of data objectsl£#68 (|abel ed data object 0-data

object N). _Associated with each object.is a se f 10 attribuytes. In
accor dance Wh 8R asﬁﬁd’fa%?‘wh%géaé%te’rﬁlqrfﬁ/éﬁhegﬁd &% RE&ELE 188t r ol
attribute' i0s (gireayvidked grdtad ilsy seimdyaln Bee) At patbit forretthddlscdi scussed
in greater tail _later,in i i 0 a r.Qui des by which
access to a%%e?ﬁ |n€u%éire lfg o%?@%?g?s %g(grl}tron‘%rf%d%%ﬁ%lc lé%’gi rll\]ge?%z‘s%r si on
nunber of Cesigvedss chit rohmarati blg?) - cer tEBaaD r pgurdstteéon 18820 can be

deni ed ar gii‘ﬁ@lmd%“sc%siuh&etrh%fpé%ﬁie%%%a%ugﬁj get payﬂth_L)HSTc%Elit%lObj ect is
an attribute which_ indicates whether the particular object shauld

objJ
desirably SPIFEY &4 ePorEAT19R0CRLCEDLESE LARGE hBNS: 6r Rg&TSYditdm The
cloning attdfodata djerites 1sset(habellkd patki ebhacr obgath waseesteat ed by
copyi ng anotl\ger object in the storage system A group of size attributes
define the i'ze characteristics of the particular object. For 25 instance,
the group of size att Adswcdatiedc| wilks earflor wibiesrt | hdi cat isat ofoft he

| argest Of T sgle iR Wi BcEReqaREECTy 1 die pUbgELebe bl oekg al | ocat ed

for the object, the nunber of blocks used to store data wthin the object
and the nunt&iesERthytE8YEPELCR ocR? RCTRTIHI FIHEDD] EHEX RYSusof time
attributes igidivwialeess Wherht hes obpectbpasa Creal edttiieutast rdtmdata in

the obj ect Vﬁ&iscussed in greater detail later in the application)
and provides means by which access to a particular
15 object is controlled. By changing the version number of
the access control attribute, certain requesters 116-120
can be denied or given, access to the particular object.
The clustering object is an attribute which
indicates whether the particular object should desirably
20 be located near another object in the storage system.
The cloning attribute indicates whether the particular
object was created by copying another object in the
storage system. A group of size attributes define the
size characteristics of the particular object. For
25 instance, the group of size attributes includes
information indicative of the largest offset written
within the object, the number of blocks allocated for
the object, the number of blocks used to store data
within the object and the number of bytes per block

30 within the object.
A group of time attributes indicates when the
object was created, the last time data in the object was
modified, and the last time an attribute was modified in

the object. The object also may preferably include a



nodi fied, and the last tinme an attribute was nodified in the object. The
obj ect also may preferably include a WO 99/09479 PCT/ US98/ 16956 -15 set of

attribu ih define the last tinme that any data in i st em was
nodifie a9n9\c;1mf‘%at any attribute in the file system was t}r;‘gg{lrfslbée/gfﬁ% her

attributes can also be provided, in order to indicate 5 other paraneters,
characteristics or features of any given object. Each object is also
associated with an object identifierlahich is chosen by the particul ar
storage device 110-112 and returned.to. the requester ,116-120 in 10
response tos?ﬁeo%oﬁ’n’f'&ﬁ&btu&e@r %qhnd%%’[%%t’?hefhiasf'd@ﬁrﬂefi G S1pfef erabl y
an unsi gneddahtegier thea fihecishiseen enwgbh.mddi Hied pragider tbdterdogi nent ,
the Ilength : pdenti fier ul a_sjze iLfi.ed by articul ar
st or age dev?grérﬁg-t%lgﬁorthleet gg%gbeézse%&gs W%fzamgg\?}?égdét.tri_tu ell.O Furt her,
in one. pref@EEsdbusaBodiamel s R celedVided subseprerr dentindigatg 1 ds) is

reserved foprhel! JeiuetiiLect Shaspectal stses, ANTrOLheFesSRECIAhy fuNCtiOns
whi ch nay desi rabl é;be performed. Figure 6 illustrates that the sl{orage

nmedi um 20 ByBFBaPPyeFhcl udes a nunber of well known objects which al ways
have a specific obj ecEakB. obfieg@ntscabes, asscdiaved | wkiloven allppedtS exi st on

every device.Qr.i.n.every . partition. For_ ex I n h | l_ known
object ist ﬁgenE%@a&% (‘%ucc(%lntlr%l C%Bjsggt bf54€hng\j\h§8ﬁ96§é1§§%ab yo%%%? ai ns
attribut es fgavarai hed-b}2eand devireedlte 1Ule wgubedieh 1¥eth2@ i t he

devi ce;btsektesgentse ald objeectsmRintiha o devkaee The Adjddutes aie
mai nt ai ned b he Set Attribute method which s described later in the 30

appl i cati ont9PRtoAdEr et Br (RN YRR URSLgTES o0hBEegEYi cefcdhtrol
obj ect 154 peecdévede lédytH?2. Tabl end iddafsdrmi®senbedieenal, priederabl e

length of the identifier defaults to a size specified by
a particular storage device 110-112, or it can be set as
15 a device attribute. Further, in one preferred
embodiment, a predefined subset of identifiers (Ids) is
reserved for well known objects, special uses, and other
special functions which may desirably be performed.
Figure 6 illustrates that the storage medium
20 typically includes a number of well known objects which
always have a specific object ID. 1In some cases, such
well known objects exist on every device or in every
partition.
For example, one such well known object is the
25 device control object 154, which preferably contains-
attributes maintained by each device 110-112, and which
relate to the device itself or to all objects on the
device. The attributes are maintained by the
Set Attribute method which is described later in the
30 application. In one preferred embodiment, there is one
device control object 154 per device 110-112.
Table 1 illustrates one set of preferable

device control object (DCO) attributes.



device control object (DCO attributes.

WD 99/09479 -16 TABLE 1 5 10

PCTIU898/16956 TypeNanmeByt esSemanti cs SecurityCd ock8nonot oni ¢ counter

Mast er

controlw
Parti-PartitionlNunber of partitions tionsCounton device
Devi ceobj ect 8defines properties attrAttri butesassoci at ed

gnast er key,

with all

controlling device key Device Key
%”Bﬁ?tltlon keys Protectionldefines protectlongggééﬁ%ﬂégons

| obj ects

on device In one preferred enbodi nentl6éthe DCO attributes include a clock

which is sinply a nonotonic counter, a master key which includes the
encryption key, 15 or other nmster ch controls all other Keys on the
device, ang a gvi ce %%1 i ch conrégkéspewéé&éﬁgaggys and whi chif may be
used to lo —Hhe—attr-Bate5—g-so—+heltde—a—protection | eve
key whi ch 8entirficgs aﬂpxﬂdeternined protemimdﬂbmfweéo@mdemhlch PO has
associ at ed Eecurlty pol cl.es 1&38 It1on count I ch defines a punber of
partitions |on the devi j Gt attrlTﬁﬁt%F ?%h eflne properties
associated [[with all objects on the partiduf %ﬁlﬂ% ?“bceacce>sed. 25
I n order tJfadeguately—ranrage—ebiegts spar
5 Device Key | 8 dev1ce key,
controlling partition
keys
Protection |1 defines protection
Level options
Parti- Partition 1 Number of partitions
tions Count on device
Device Object 8 defines properties
10 attr Attributes associated with all
objects on device
In one preferred embodiment, the DCO

15

20

25

30

attributes include a clock which is simply a monotonic
counter, a master key which includes the encryption key,
or other master key which controls all other keys on the
device, and a device key which controls partition keys
The

attributes also include a protection level key which

and which may be used to 1lock partitions.
identifies a predetermined protection level and which
has associated security policies, a partition count
which defines a number of partitions on the device, and
object attributes which define properties associated
with all

accessed.

objects on the particular device being

In order to adequately manage objects spanning
multiple storage devices 110-112, each storage device
110-112 also preferably includes a device association
object 156 which defines associations between various
devices 110-112. For example, where storage devices 110

and 112 are a mirrored pailr of devices, or members of an



mul ti ple storage devices 110-112, each storage device 110-112 also
preferably includes a device association object 156 which defines

associ ati o t ween various devices 110-112. For exanp t orage
devices“%igﬁgggand 112 are a mrrored pair of devices, o%%ﬁgﬁggp§ﬂgf an WO
99/ 09479 -17 PCT/ US98/ 16956 arrayed set, the device association object 156
identifies this relationship. Table 2 illustrates preferable attributes of
the devi ce association object 156. 51TABLE 2 10 15 NaneBytesSenantics
Associ ati on 2Uni§ e 1D, of tﬂgs sgt lLdentifier Association Type2Kind of
Associ at i on®FERBEFshiSE i st AssBEVALF on 28 SPEEALPRer RIKT atfoh t ype2
Menber shi p Ldsnhhifiel athibbure$apiefhshably Talklede2anilassocaaéson

i dentifier, ' | s.a ' Ldenki fier e | e ssoci at ed
devi ces. - THBYaFFFBaees LarehE LhEY alol o HREaa LA E R b ke pe  whi ch
20 defines Lthe-kind of association (eg, mrrored pair, RAID 5, etc.) :
bet weenst he devices. The attri but esrAagirs ber preferably include a

menber shi p FFStTWrCIT ST PHy —J Gt 1 eg e gdevrces—+Frro—trr>—wrqh are
menbers of | Nemeabove-defined jpBgbeati dnSe@8nEacHd partition 158 160 and
162 on a StD%%%%ciation 2 Unique ID of this set
Identifier
Association Type 2 Kind of Association
10 Membership List n
Association 2
Identifier
Association type 2
Membership List n
15

Such attributes preferably include an
association identifier, which is a unique identifier for
each given set of associated devices. The attributes
also preferably include an association type which

20 defines the kind of association (eg, mirrored pair, RAID
5, etc.) between the devices. The attributes further
preferably include a membership 1list which simply
identifies the devices 110-112 which are members of the
above-defined association.

25 Each partition 158, 160 and 162 on a storage
device 110-112 also preferably includes the partition
control object 164 which contains the properties of a
single partition. Object 164 preferably describes not
only the partition but also any object attributes that

30 pertain to all objects in the partition. Each device
110-112 preferably includes one partition control object
164 for each partition defined on the device. While
Figure 6 illustrates partition control objects stored

within each partition, this need not be the case. The



device 110-112 also preferably includes the partition control object 164
whi ch contains the properties of a single partition. Object 164 preferably

describ only the partition but also any object attr] at 30
pertain%@%gg@vw%bjects in the partition. Each device 113%??§&§§%%€rably
I ncl udes one partition control object 164 for each partition defined on
the device. Wiile Figure 6 illustrates partition control objects stored
wi thin each partition, this need not “B&-the case. The WD 99/09479 -18
PCT/ US98/ 16956 rtition control objects can be storeq in_the_flat file
oyst em abovBSEROCHER FOTEEOL ol ekt CAIDPE. S PRt cl doicn hGDEH L

attributes whistkm abevpr eher ablryithohadédstaatihe partition control objects

168. TABLE 3 10 Type t -§§ﬁ§9bi : i_on_ ke Current8
Wor ki ng Key Previ ousg%%%?éj %;l ey ‘ae%ts ?%é@%égﬁ%ﬁgg‘%ﬁgﬁ% théﬁ
attrAttri bubssassetenddy vinhluddd dbj ehe Lant igdrarn coowrpd shihchst ri but es
preferably hgglude a master key which defines an encryption key for the

entire partition, and which can be used to set a current working key. The
attributes al so preferably i ncl ude Eurt ent wor ki ng key and a previous

wor ki ng keymﬂb££9=§ Ly used for encryotion and dacrvption of
command anii daja regsages. PartifpopecontdQlapjgct 164 also prieferably
i ncl udes objrect—attir—butes—which—pre
Master Key 8 Encryption keys

10 Current 8
Working Key

Previous 8
Working Key

Part. | Object 8 defines properties
attr Attributes associated with all
objects in partition

15 Such attributes preferably include a master
key which defines an encryption key for the entire
partition, and which can be used to set a current
working key. The attributes also preferably include a
current working key and a previous working key which are

20 preferably used for encryption and decryption of command
and data messages. Partition control object 164 also
preferably includes object attributes which are
associated with all objects in the designated partition.

Figure 6 also illustrates that each partition

25 preferably includes a partition object list 166 which is
an object that is built by control component 150 when a
partition is created on the storage medium. Partition
object list 166 preferably has the same identifier in
every partition, and constitutes the point of departure

30 for navigating the object file system implemented on the

storage medium. Table 4 illustrates a 1list of



associated wth all objects in the designated partition. Figure 6 al so
Illustrates that each partition 25 preferably includes a partition object
list 16 s an object that is built by control comgpq when a
partltlgﬁ¥gg&%?tated on the storage nmedium Partition obje % ?9166
preferably has the sane identifier in every partition, and constitutes the
poi nt of departure 30 for navigating the object file systeminplenented on
the storage medium Table 4 illustrat@s a |ist of WD 99/09479 -19

PCT/ US98/ 16 a |butes rabl associ at ed each partition object
list. TABLEgggg éré?ﬁs RO RIS FﬁgﬁV“éPEHaQQEQBOHWRYTE
CLCSE on tthJéBDECTStBer DataNPCL Attribute sets this, use GET ATTRI BUTE
to learn value As illustrated in T the object 10 preferably

i ncludes a |ist of object identifiers or object | Ds) for aII obj ect s

to each

resident in : : 2

obj ect.5 ThigFakjlect idenByteer S used by a requester I n order tof| open,
read, wit 0 an_objecft., _Tn a dltlon The TI5 Uuser can preferably

al | ocat e UQFgggﬁig ﬁso 8ach ab&%i se §EYtPE§Nth5E6§er data B

in the part|Hion—objeet—ist- r PPt FBASoRPIECT | ot 1

eberabkyai nckudes japptusetiiyuot data cabkeCtBel 6T 'i' of the
data obj ectls 168 preferjably 20 AMERMHH$E066 méaﬁﬁreamhethe attrlpjtes set
out in Tabl 0 T g

specific inpl ement atlma oﬁluhet@atedst%ageram% en, Th@h@bl j i ent ed
storageodevrcege%

partition

égly includes a list of object identifiers Tor
object IDs) for all objects resident in the partition,

and the volume of user space allocated to each object.

The object identifier is used by a requester in order to
open, read, write and close an object. In addition, the

15 user can preferably allocate user space for each object
ID by setting the user data attribute in the partition
object list. After the partition object list 166, each
partition preferably includes a plurality of data
objects 168. Each of the data objects 168 preferably

20 includes one or more of the attributes set out in Table
1, and can include additional attributes, depending on

the specific implementation of the data storage system.

The object oriented storage devices 110-112

preferably support requests to provide data to, or store

25 data for, a requester " 116-120. Moreover, storage
devices 110-112 preferably assume responsibility for
~other functions that would have been done at other
components, most likely in the operating system, in
prior art architectures. Space management, as well as

30 the maintenance of the attributes associated with
objects on devices 110-112, is preferably performed by
devices 110-112 themselves. Such functions are

preferably performed by invoking methods supported by



preferably support requests to provide data to, or store 25 data for, a
requester 116-120. Mbreover, storage devices 110-112 preferably assune

respons for other functions that woul d have been her
corrponew%m}%? likely in the operating system in pri 8?9@§?§’}f6995

architectures. Space nmanagenent, as well as 30 the maintenance of the
attributes associated with objects on devices 110-112, is preferably
per formed by devi ces 110-112 themsereg'. Such functions are preferably

performed b g th su 99/ 09479 .- 20 PCT/ US98/ 16956
interface 1 %{:% ﬁsﬁli? %énltéofiJL yleénon \g)bé’o 5‘%&?{1 B Hach of
st or age devl%@slllle@qfle Atpuaiger defvichke 1ih@t—!hibas whirohmloen dofe thevoked are

di scussed iHegh8aLelhidat akblh (1 D n. H@_Aﬁ in order
to 5 facili Zte bet tler ur?delrb;é: g#dl%gé%eaiucﬁié&ﬁﬁgée 1nF| gu\régt;% 1 and

7-2 provi dedat#t v\}%i‘i%ﬁrlémt\kﬁ ERecifLGatignes HPMeYRYi ght iy tiche obj ect
orientes fifecisysaes i @@&Qredanﬁﬁdétbhaﬁﬂ@ngsp@ﬁt sﬁicﬁ h%e‘t‘c’lrﬁﬁfsnt

i nvention. el i eved t i scissig Figures and 7-2, prior

to a detail e%glc]il %%us{/s?]o (‘Wﬁe?c% ofb* ?Hé ms‘—fl hotld]s ‘%\hldc?r?qléa‘%et‘”hdtﬁh bel ow,

will facilitdltestpatessthadiagigatihe pfesbat objeent baienfiegufdder- 1 and

7-2, tend bl 2 il t i n n e in a
exten sggt&aomn 20ESradd s 204+ ni 1ddis 5%15&:& rf%o g’ pg%lr e

speC|f|ed partition on one_of storage devices t he
request or 1&%"%’%%?%3 tife igebpédeyed, Fhat sdispigripreof diuxss dbj ect 154.

Thi's i50i ndi cat@ds lgixﬁei(: t82a déﬂ&@ﬂé&l@ﬂs@&séb@n@f e[ml/&ft Tipeut es
met hod causgs, <gntro rrponent |%50 o g grn the tr| but stored in 20
the device GORETor of é% 15%. Ffifs PY%i ntft8Fed H;} bI §ael ?Eatﬁequestor

116 t hen sehmd¢ssbagdieq pﬁrthelpnesbasednmannlbhe attributes returned from

the device control opjgGied54 1Thigs! s bndiSaled iy PEOSK $i8cxs
170-204, illustrate finding an object in a specified
15 partition on one of storage devices 110-112. First, the
requestor 116 obtains the device attributes in device
control object 154. This is indicated by block 172.
Invocation of the Get_DCO_Attributes method causes
control component 150 to return the attributes stored in
20 the device control object 154. This is indicated by
block 174. Requestor 116 then selects a given partition
based upon the attributes returned from the device

control object 154. This is indicated by block 176.
Once the partition is selected by requestor
25 116, requestor 116 then invokes the Get_ DAO Attributes
method as indicated by block 173. This causes control
component 150 to obtain the attributes from the device
association object 156 stored on storage medium 110.
Control component 150 then returns the device
30 association attributes to requestor 116 as indicated by
block 175. Based on the device association attributes
and the device control attributes, requestor 116 selects
a partition to interrogate. This is indicated by block

176.



Once the partition is selected by requestor 25 116, requestor 116 then
i nvokes the Get DAO Attributes nethod as indicated by block 173. This

causes |, component 150 to obtain the attributes fr ice
associa&ﬁg%hggF%ct 156 stored on storage nedi um 110. Coﬁ?&gﬁggggg%nent 150

then returns the device 30 association attributes to requestor 116 as
i ndicated by block 175. Based on the_device association attributes and
t he device control attributes, requeé?BF 116 selects a partition to

o

interrogate. This is hgghggkgg bylp%gtKﬂ 176AE¥%%§9/094 PCT/,US98/ 16956

-21 Requestor 116 then rFnvo t he es hod®®hi ch causes
control conPePehttitButes etkod whishatansbatesfieihdoamponkeatpassiti on

control _obggolnddnWhhehd & ASEAG) HAMhth Hae SPEGEiLE SoRAELLLion to be

interrogated by requestor 116. This causes control conponent 150 to obtain
and return PReéSChartpti ofPEOht riet seaiated | wdtds. thRi sspscifidfcated by
bl ocks 478 padtiBonl frot he objestBodd édep§eheeie@dropantid.i ontaig not the

objects which are of interest to 10 t request or, then the requestor

sel ects ano?%%?espSPP%FPgncggppﬁﬁp a93§ Fﬁ’6%35%%1f?%gaﬁ%t%ﬁ%.tFBmever,
assum ng thgartheioeqoesﬁnmlJdmﬁéw@ atftourish ttdze. pahﬁbtﬁenfndichﬁéérest, t hen
t he request i e L trihu e

partition, gg P%§¥§§t23§i§n§?%3§'18§% #h?sgﬁi?égé Egaﬁggsgg%ﬁgFéa conmponent
150 to obt PATERELIQRt RFBuREs thpoRPiRetparvhichonrebpécintesesteBoassoci at ed

with the sehectedgpastot| onchdhesmet tidgidlRear actiBenspr NbeRdy to
requester 116 as_indicated.in Qlack 1§§. éo Next, éhe requester 116 i nvokes
an Open RBI OMFyOPARSPALEACTHi &7 8LPREFcABedeBY bFEck 188. As is

di scussed in greater Hewaverbebhewmpumihg thantthé eegpesent 156 hatai ns the
data Storedf&ﬂn&h%he partitions of interest, then the requestor
invokes the Get_ POL _Attributes for the selected
15 partition, as indicated in block 184. This method
causes control component 150 to obtain the attributes
from the partition object list 166 associated with the
selected partition. These attributes are then provided
to requester 116 as indicated in block 186.

20 Next, the requester 116 invokes an
Open_Read Only POL method. This is indicated by block
188. As is discussed in greater detail below, the

control component 150 obtains the data stored in the

partition object list 166, associated with the selected

25 partition, but modifies an attribute in that object to

indicate that the data is being provided on a read only

basis such that the data cannot be modified or extended.
This is indicated by block 190.

The requester then invokes the Read_ POL method

30 which causes control component 150 to tender the list of

objects in the selected partition for review by

requester 116. This is indicated by block 194. After

choosing the desired objects in the selected partition,

the requester 116 invokes the close POL method which



partition object list 166, associated with the selected 25 partition, but
nodi fies an attribute in that object to indicate that the data is being

provi de ead only basis such that the data cannot d or
extende&cp&lﬂﬁf{g is indicated by block 190. The requester P?ﬁléﬁpgin%% es the

Read POL net hod 30 which causes control conponent 150 to tender the |ist
of objects in the selected partition for review by requester 116. This is
i ndi cated by block 194. After choosi the desired objects in the sel ected

partition, t i h | pse had ich WO
99/ 09479 PCI#%%Gg%g’S% - gaﬁg\é]gi%?h%é&cgﬁt%r g? %g%p%@m? Qpl%lf)%]ttol%rf ose the
partition obpEeet|}isst. THIRLS sis nidbeateedyowbloedckl I6 Havi ng di scovered -

the object ID for the pgesidedUSrd @eLChB;ebeUEST B o116 Hdien
i nvokes 5 }&e %)e€_x€x Obj ectx. et hod. The xxx indicates a specific open
met hod whi cHSETT0RRUTRy PReOPdgGESr eFeIUSEEEY dpbn HhFE® pHiGked ar data

mani pul & i orclkesi oesh byxx tdiej s epieshethodhe 1 ect»x | ndidiadased hes obj ect 1D
from the p iti obj ect li.st. Whi. i.dentjfies the object tg 10 be

mani pul at edaéoéé%icgggs%f%byetthhgdr 3’51&52}% er. * ‘ﬁ(e)i{§§xbyd“:e}§? gnation: ¥ or

exanpl e, carPasgpd egeon e Qpernt pdbae dopereanipylaricm @peirdededy Only
operati on. Té}?éereélagﬁle‘estfﬁxs.cuiﬂﬁ@doﬂ??é% A d s %t}l%ppb§§b9dtﬁ?f by bl ock

198. 15 20 25 30 e requester then perforns.the desire mani pul ati on of
the object rettmfedF it TorbsCtcbipbngrtch igentifdiesushreehd@st iR ch can be
used t o ganiypel pdeipthhetelj eet scaeesdaseyssee ireq@eeaker. defrai |xbel ow. This
s indicatenggiggggﬁogpofor example, can represent an Open_Update
operation, or an Open_ Read-Only operation. These are
discussed below, and this step is indicated by block
198.

15 The requester then performs the desired
manipulation of the object returned by control component
150. Various methods which can be used to manipulate
the objects are discussed in greater detail below. This
is indicated by block 200.

20 Finally, once the desired object manipulation
or access is completed by the requester, the requester
116 invokes the Close Objectx method which is also
described in greater detail below, and which operates to
close the object which was accessed by requester 116.

25 Figures 8-24 are flow diagrams illustrating
various exemplary methods which can be invoked by a
requester in order to accomplish desired functions and
desired manipulations of objects stored on an object
oriented storage device, such as device 110.

30 Figure 8 1is a flow diagram specifically
illustrating an Open_ Create Object method. When a
requester 116 invokes this method, as indicated in block
208, control component 150 creates a new object ID and

enters the object ID in the partition object 1list



Finally, once the desired object manipulation or access is conpleted by
the requester, the requester 116 invokes the O ose_(bjectx nethod which is

also d i in greater detail below, and which operat se the
obj ect ‘f’éﬂpﬁg% accessed by requester 116. Figures 8-24 ?@@Pgﬁs i agr ams

illustrating various exenplary nethods which can be invoked by a

requester in order to acconplish desired functions and desired

mani pul ati ons of objects stored on an"2(§b’j ect oriented storage device, such
as device 110, Fi.gure 8 is a tlow di agramspecifically illustrating an
Open_Cr eat efaﬁoé:cj’[%%r?edt h%ﬁéhvﬁgl & PT%e u]ecstggrﬁiélf)ﬂv sw?ﬁ?é %hod, as

i ndi cat ed i mHyjlestk 12089 bentrebtednpor@nis 159 tnéatased bgwikdkjedct | D and

enters the ject i-Qqt Pfi j£C L v/
oo ot 1odag 2517555% Sfmpdichi it)ér;be%?ﬁglcit:f F%HSEY% I?%%%negcv%ibé’h t he

obj ect is t @PHEGERBFRETRINEREY iGfdiRdQES b EHS - ocRSSPEGAtESh*HAR conponent
150 thers gre:_aiees%wgétewh E&J&@cmybmad@fy@ﬁ%_t };n_g bbgﬁaun‘ggtr@bulab@pblts) etc.,
associ ated wit t he .object,” a i fyi t he ect attributes to

i ndi cat e t he MRS U] ect™er gt?}giegﬁdcf%agg?no?ﬂgrlcoatste i S 1isted in
Tabl e 1 and sgsoidietesd Wigtted hen Gbpéet 1 MG assonthtededibh heck 212
Next, contr . 0] O0:rat t t q ong 10
with the ne\?ébljﬁ o#' tﬁgﬁtgbﬁgctlﬁ%?%ﬁéﬁa?j }l%(?é%?e% c:igee}l{tg'd. itthl I?li s

i ndi cat ed bR A5 Rl Rs obe 0SERAPS yOEr EREI AGIRRSEhjdENT

r eq]yestlet{j lﬁtgfantﬁeeqiéw aphwyethef pldcanswhion maxanpher igeeane
Passuor d pr ORG-S (AT, K Hiode 2er ypt od, cortal n quality
service threshol ds (edin whédtiheiohhewbginplys dreatd ngdhaskedy@st ,| ock
char act er | UGS 60, WSLNeL. 1 NEpODIRG! o | SubBeP JiockBes Baan s ect | ock
example, in one preferred embodiment, requester 116 can
15 specify whether the object 1s password protected,
whether the object is to be encrypted, certain quality
service thresholds (eg, whether the object is to be
backed up), lock characteristics (eg, whether the object
is to be locked by an object lock as well as any other
20 locks, such as partition and device locks), the access
control version, mirror or other backup support (which
will cause all updates to be mirrored onto another
object, or backed up in another way which is specified),
to indicate that space will be allocated in units of a
25 specified minimum size, and to set collision
characteristics (such as write in a UNIX-type system).
The particular information which requester 116
provides to control component 150 in order to invoke
this method includes permission information in systems
30 which require this for security, the partition of the
device in which the object is to be created, and any of
the options mentioned above. In response, control

component 150 returns, in one illustrative embodiment,



20 | ocks, such as partition and device |ocks), the access control version,
mrror or other backup support (which wll cause all updates to be

i rror_eq,ég)ﬁyog‘”@not her object, or backed up in another W%T)ﬁ@%zﬁns@ﬁs
1 S

specifie to indicate that space will be allocated in uni o# a 25
specified m nimum size, and to set collision characteristics (such as
wite in a UNl X-type system. The particular information which requester
116 provides to control conponent 150%fn order to invoke this nethod

i ncl udes perpission i pfornat| in_syste .30 which require _this for
security, t%ggp%????%gﬁ %Ya%%%gﬁ%ﬁﬁﬁéﬁﬁh%%ﬁPfﬁ'tﬁ eoﬁfégPsigftB%Ge creat ed,
and any of rehseepti ehsngewtitbnebdeabbvef therespoobgectontrol conponent

150 returns, in one i&kusgﬁﬂﬁiﬁe EﬂQQdHE?n%DE@@ 9%@%%47% Pg§é8§?§/16956 -24
the capacity avail able on the device, the status of the request, along
with the | D'BftERESne] bBjechethedsaanl Beaisvokednovhichhanciudssci a

i nstance of atihi gafat hedoeantba wovAKEH, owhieh. i nehugdrst Saakl daka
associ at ed mﬁEg n_obj.ect. qut at, case, one nethod c e i nvgked which
e O -

d n b
can create 3f eGel BFitny ¥ DbjceRt crgrkecPBs8PY REToblELLE Figure 9
is a flow dcagchm pbhest; aandgcanseOpka_dbglate. Obj ect x net hod. Wen the

requester 116 10 inve hiss et hod; as 4. g t 2 this
al l ows requester 116 tgség%d9aﬁ§§m§i?éoghgh%'gb?*?%HBX%%%%%¥?§Ighalso
provi des foPrert BErdrhg_PhRacFergtetdiod  he Wisrecthe Wimaudrt et Bad i s

i nvokedp conhkBkesCRMIGNGMHRY, S&tSianiahteabule dindiherspecihiigd obj ect
15 indicating. that the object.is in use. Requester 116 provi des perm ssion

infornation?ggﬁgspéﬁﬁqﬁs T B1&oh? aF fiffg 2PRe YOttt P hePPadherti er of the
object to bbjactessdad, dallw tprperiefesadidrettoemeiiqakehe (SaagtAsofupdat e or

write) and Ene 2 bﬁQStOpti%%%nUEEh%Oﬂﬁgﬂ%RQV%s 29 bRk POR3E yEONL F O
conponent 150 refurns the status o
component 150 sets an attribute in the specified object
15 indicating that the object is in use. Requester 116
provides permission information, the partition 1ID
containing the object, the identifier of the object to
be accessed, the type of action to be taken (such as
update or write) and any of the options mentioned above.
20 In response, control component 150 returns the status of
the request and the length of the specified object,
along with remaining capacity available to the requester
116.
Figure 10 is a flow diagram illustrating a
25 Write Object method. When requester 116 invokes this
method, as indicated by block 242, this causes control
component 150 to write to a specified number of blocks
in the designated object at the location specified.
A write method can also cause other methods to
30 be invoked. For example, if parity support is called
for on the device 110-112 to be accessed, a write can
automatically invoke an Exclusive Or method which

performs an Exclusive Or operation on the data to be



t he request and the length of the specified object, along with remaining
capacity available to the requester 116. Figure 10 is a flow di agram

illustrati 25 Wite Object nethod. Wien requester 1 i this
met hod,%és "Rl cat ed by bl ock 242, this causes control %ngrpﬂ%ég/E(f%(lSO to

wite to a specified nunber of blocks in the designated object at the

| ocation specified. A wite nethod can_al so cause other nethods to 30 be
i nvoked. For exanple, if parity suppb??"is called for on the device
110-112 to be. accessed, a wite .can .automatically invoke an Exclusive O
met hod whi c%rlt%é?’?br%%daﬁaﬁ%%% f—"\%éa &° peer“éﬁll%e%n{?hgnaaf)ﬁ {45 WO

99/ 09479 PQIY¢I8D844b6P56pe@bf wedt panityndeparesy data to be witten to one
or nore previously spgcified FEAY h der, t Q. hi s

met hod, the requester _ 116 pr ot\%dles. Op}ge!are\r%rglgsisanr?ltlmrﬁr q\r%lﬁ gr?,q%\aé%%%brjt ect 5
i dentifier,1%6 palitiisies D, PETBLEFEPRY | BREPTBAL 8P bl 0B t @BEAkr i tten

wi thin g he plégelsiarnunbepagtithbackepf o beswaikting troddeiob @xt, option
i nformation, nd the data to b i j i

control co ?fg]ﬁf’ ¥80 %d‘f’ﬁ"é‘éefe‘hg’ﬁil t'%nf?%cgéggbﬁegfé \?\ﬁgﬂkgﬁelog\égiéie?i’ c
dat a provi debocRéitsoilse wmiditcat eod Inheblobgle 244 opCdmtr dn foamaarient, 150 t hen
modi {1 es negessaly. AhLELDUES Jon Lbecpagel 11 ollabl efts SHthas the | ength
of the object, the tine stanps associated with the object, etc. This is
i ndi cat ed binvisked ockopAEOLCSAMPONSEENpoeodEhienehhRodivcicdd iagecessary
attribuges objotheryobh ealrs %ES‘éQifﬁ.ct hgatpar pbi-08e@bj ectThi St i gwhere
needed. This s indicate b | ock 248. Control conponent 150 .then returns .
the status® ‘%l?ﬂEeﬁieg’Uegfl?‘é‘t ﬁé‘lspecF‘f’PErPi}qlfé’é"tHﬁqunfhi $502¢h88 i ndi cat ed
by bl ock 256cdfffjesenttessaayf laawrdiagreamin | vsér apengfderd object
such as the length of the object, the time stamps
associated with the object, etc. This is indicated by
15 block 246. Control component 150 then modifies
necessary attributes of other objects, such as the
partition object list, where needed. This is indicated
by block 248. Control component 150 then returns the
status of the request to the specific requester. This
20 is indicated by block 250.
Figure 11 is a flow diagram illustrating an
Open Read Only Objectx method. When this method is
invoked, control component 150 allows the requester 116
to have access to the specified object for read only
25 purposes. Thus, when this object is invoked, as
indicated by block 230, the requester provides
permission information, a partition ID, an object ID,
and option information. Control component 150 then sets
an attribute in the specified object indicating that the
30 object is in use. This is indicated by block 232.
Control component 150 then sets a read only attribute in
the object indicating that the object cannot be written
by the requester. This is indicated at block 234. The

control component 150 then returns the status of the



Open Read Only hjectx nethod. When this nethod is invoked, control
conponent 150 allows the requester 116 to have access to the specified

obj ect only 25 purposes. Thus, when this object Sl , as
i ndi cat &@%&gﬁock 230, the requester provides permssi gﬁl’dr#ggrgéggi on, a
partition ID, an object 1D, and option information. Control conponent 150

then sets an attribute in the specified object indicating that the 30
object is in use. This is indicated byl ock 232. Control conponent 150

then sets a_read only.attripute in _the object_indicating that the object
cannot be \/\f??’t‘%ﬁg %égdt’ﬁléerg%]ﬁ%gﬁt‘e?? Ekr}h? sséic%%’u?(ga?%be%ttg' bl P34, The
control conpodénaté80byhbhocét @BAs the status of the WO 99/ 09479

PCT/ US98/ 16956 -26 regt and, t ength. of. pechfi ject. This is
i ndi cated by bl ock_ZBgESE%SuF% 1J;§ié arﬂfcl%ovéh‘lg g?lgmgﬂlpﬁg Fggjin% % Read
Obj ect x meRpdd_OPhpstiettricdhed. | Mvikedmbihefe 15 Aayokederby 16 hehen

requester. 116qdestees1deviveenl e st@bunn sdafed ifre@mddia &pecid iyl obj ect.
The requester rovi des perm ssion information, an object ID, a partition
ID, a start?’ﬁﬁugacgﬁitén "hI Gk SRS b 1gga8]?3eﬁtnu dte Bt to be
read, and apyooffies deermedsioOnoptindormaftdiomgti @n Idbjerspornds, contr ol

conponent 1 ceturns~th f uest I f_data being
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i1 ustigtingpdiol paeoLhhesby . meihotky t e SnBdhQbdSordyokesh by a
requester 11 as indicated b{ bl ock 264, the reguester = _provi

des
perni ssi on FREBFAEL tHR, SERtY &k HiS BdueRy. B88si 1&a95ht iUn 93Hr mat i on.
I n responsebetingt ek uZbedgnearkerihd SActmgi f 8asat beidat adtmrinee sipeci fi ed

object as Lndicated By bl ek 1289 a9 1885 PYaHPNILS AL 256
and 258.

15 Figure 13 is a flow diagram illustrating a
Close Objectx method. When this method is invoked by a
requester 116, as indicated by block 264, the requester
provides permission information, an object ID, and any
desired option information. In response, control

20 component 150 modifies the data in the specified object
as indicated by block 266. In addition, any changes to
the object as a result of writing to the object, if not
already written to the storage media, are written at
this time. Control component 150 also updates

25 attributes of object x as indicated by block 268. For
example, if the object is a newly created object, its
attributes are updated with the time of creation, and
other required attribute information. 1In addition, the
attributes are modified to indicate the last time that

30 the data in the object was modified, the length of the
data, if it was changed, and an attribute is set by
control component 150 which indicates that the object is

no longer in use by a given requester.



the object as a result of witing to the object, if not already witten to
the storage nedia, are witten at this time. Control conponent 150 also

updat es i butes of object x as indicated by bl ock xarrpl e
if the 3%?%921{9 S a newy created object, its attribut es%g}’eusggaﬁggﬁe 7

the tine of creation, and other reqwred attribute information. In

addition, the attributes are nodified to indicate the last tinme that 30

the data in the object was nodified, "2he length of the data, if it was

changed, and an attribute |§ set by control conmponent 150 which indicates
r
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or is no lon bei ng cached rating, system of storage device 110
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by bl ock 272. Figure Is a w di agramillustrating the Renpove Objectx
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conponent 15%QacxKeF whecaeve@ceeﬁpbﬂeﬁtepﬁat@ze:te!netmd heyolmeeet tbrom t he
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another requester request access to this object in the
15 meantime. Control component 150 then returns the status
of the request as indicated by block 272.
Figure 14 is a flow diagram illustrating the
Remove Objectx method. When this method is invoked, as
indicated at block 278, control component 150 takes the
20 necessary steps to delete the object from the storage
medium. This is indicated at block 280. Control
component 150 then modifies the partition object list
associated with the partition from which the object was
deleted, in order to reflect that the specified object
25 ID is available. This is indicated by block 282.
Control component 150 then returns the status of the
request, as indicated by block 284. In order to invoke
this method, requester 116 provides permission
information, a partition ID, an object ID, and any
30 desired option information. Control component 150 then
returns the status of the request as indicated by block
284 .
Figure 15 is a flow diagram illustrating the

Create Partitionx method which can be invoked by a



associated wth the partition fromwhich the object was deleted, in order
to reflect that the specified object 25 IDis available. This is indicated

by bl oc Control conponent 150 then returns the st g4y
request 5”%2%‘?96%?. cated by block 284. In order to invoke this S%‘&t’%%g

requester 116 provides permssion information, a partition ID, an object
I D, and any 30 desired option information. Control conponent 150 then
returns the status of the request as i4Rfi cated by block 284. Figure 15 is

a flowdiagramillustrating j.he ate Partitionx nmethod which can be
i nvoked by a YY) ¥R} ¥047° 9%*f1t]15§’§§%%g5§°9282?8qué§t%¥,eﬁst‘? fdieakt®d by bock
290, in ordex partithie ora grantads devikestiapageldevheeld e rddtedoul d be

noted.  thateyhi g, e (Reatsedial thdlofis IRt hod Al LIRS S (i ve | nto
one or nore regions, all space onthe storage medi-a needl no e account ed
for. In addi€¥de PHiQ iANC0RY PeBE ofRd klrs al spagevani vue stomeagon a di sk.

In one esbodhe@d nddd norebROsESunEEd £ . CrRatQAPRIbA! NS didhghtiling
arrangement, with the partitions representing true djvisions of the

storage 10 sPaZE°dh THe Ye¥F cEITH W Amfdient®h £ to divide the
space by service | evel snsoak asntadianearty,aythSdchetpadd i 1$ onsedamot be

resi zed, but e_r nd. _recreat.ed. In_accordance w.th another
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the request ebl® pPBIFBe8YpERAVESFOMCVAT S FEEPORS S adESHd optyDhs, a

partition | Dhaghtt ddnsnchhabtspaceaalisept ikt Weathbe removed and
recreated.

In accordance with another aspect of the
15 present invention, the partitions are used as a logical
partitioning in order to organize objects logically
rather than manage the space according to service
levels. In this second embodiment, the partitions can

be resized dynamically.
20 In order to invoke the method, the requester
provides permission information, any desired options, a
partition ID, and an initial space allocation which

identifies space to be allocated to the specific portion

identified. In response, control component 150
25 allocates space on the storage media for the specified
partition, as indicated in block 292. The control

component 150 then establishes a partition control
object and a petition object list, as indicated by
blocks 294 and 296. As discussed above, the partition

30 object list cannot be removed and serves as a starting
point for navigating objects in the partition. Control
component 150 then returns the status of the request and
a partition map illustrating the partitioning which has
been conducted. This is indicated in block 298.



identifies space to be allocated to the specific portion identified. In
response, control conponent 150 25 al |l ocates space on the storage nedia for

t he spegif| partition, as indicated in block 292. The onponent
150 the&kggﬁggvﬁshes a partition control object and a pg???#%%hggfect

list, as indicated by blocks 294 and 296. As di scussed above, the
partition 30 object |list cannot be renoved and serves as a starting point
for navigating objects in the partiti?%%“ Control conponent 150 then
returns the status of i, equest_ an a partition, illustratjng the
partitioni ng which haéﬁ'?g%hq%gﬁﬁhéﬁe&PwH#%?QE?Wrﬁﬁgﬁﬁ%ﬂaFﬁn%lBbﬁ 298. WO
99/ 09479 PqﬂqmgMﬁznﬁxﬂatJZgnFigatéOQG i sIa foodedi dgr asmiviokest thisng the
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i dent i fyi ng -9 PRI BEG endred ItAes 12 jdrpehfvingntBeock 304
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associated w th t partition as _indicated in bl 306. ntrol conponent
150 t hen r§%%Ves é?lr%%?%%?%’iﬁOPhEOEaFPWPP n%bﬁg%% %%é?fﬁﬁcﬁggﬁciated
wi th t he parspadeonprevbieuddlyet sdsodeébeeds wheh phhei tpantdbjient kst and

del et es the ;pgy:td.td n ject . .S 41S  Lod) I 308, 310
and 312. Cﬁﬁ?&%&ﬁ%%ﬂp%ﬁekgg%go teih ré%%#%ghth%ggégﬁﬁggo?x¥ﬁeeﬁégquest and
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request and the partition map showing changes made to

15 the partitioning. This is indicated by block 314.

In accordance with one aspect of the present
invention, data management policies are communicated to
each storage device 110-112, so that the Storage devices
can act independently of one other to execute the

20 management policies. This provides significant
advantages in that it results in not only less human
intervention, but also more predictable and timely
management control.

For example, data on the storage devices 110-

25 112 may desirably be backed up each week. Conventional
systems are typically backed up during an idle period on
weekends, such that the system availability is not
interrupted during a business week. However, the window
of availability has been gradually shrinking at the same

30 time the system capacities have been increasing. Thus,
the problem of attempting to find time to interrupt a
system long enough to back up possibly terabytes, of

data has become very difficult.



managenment control. For exanple, data on the storage devices 110- 25 112
may desirably be backed up each week. Conventional systens are typically

backed 9&39’ |ﬂp an idle period on weekends, such that 5Egﬂ%&§h§
y

avai | abi 11 I'S not interrupted during a bu3|ness week. wever

wi ndow of availability has been gradually shrinking at the sane 30 tlne
the system capacities have been increasing. Thus, the problem of
attenpting to find tine to interrupt”éo'systenllong enough to back up

possi bly terabytes, E u%at%_has bec ne vehx % ifficult. 4!09479
PCT/ USOB/ 16956 - 30 ThERUS! n 1t AP dar Qe GF 1 s e%epe%?PSF tRE Phesent
i nventi on, pyesahkngnaentdnnonb&ntQMMmg:dmkyam con aat tah jritescassdgned to

it, an obj egly é?%t?%& oS! bmedad a¢ 118 di2.cand fér&){%@ga%@@%%@ funct ion

Whenever an 5 obj ect as reac e COI‘I‘eCt ate
taken. Al sodeffﬁéebaéfeublafcanlllflf@?é@ %ak?ﬁ@@l@pﬁ%l@we«h%nqamrgeanpen od -

during whi cBbgkber sagr @esthkld thel rervRdat edwd Fut afd ecdding das a

integrity. r.exanples of attributes nvoke 10 action by an
obj ect orieﬁ%ega§ﬁ8ragéﬁ§8viEgel%ﬁ % 9 n@ﬁgdég it RfAtssi on,
versi oni ng andrpanlqngamdpeﬂhody— Hmnang1wﬁ1¢Meeehexammn§;sﬁi&ﬂstorage

devi ce 110- ﬁé%n %?%@thw@%% ngkf%%tlghofﬁg deV|cgﬁnf§gllcy wth respect

to a specific o 5 objects 1f can then
performthe functlon Oéheﬁnﬁﬁﬁmpéﬁsaeén@t@ésb@hﬁﬁé@h%@bpﬁ@wlxEVQMQ servi ce.

For Inibancact%ﬂpr@yssaan @%@ﬁceyﬂéheadcq:ltd&%g@r heyhed omdhe storage
device 110-112_ itsel f erefore, the gnly thing which need be
connunlcate&nF&UdfoePﬁ§yE§&P€e co?ﬂﬂ%?%%ﬂﬁ Fﬁ%?géﬁﬁﬁﬁb§§flP%ﬁlﬁﬁcryptlon

is reqU|redrédUndanab]ectInF@mahrmmaghﬁgm:éxﬂmplam whiechstisrges f or ned by
?Reagtegf, ag”%v% LY 14/3¢ 118N agerent pi M BePAY Y T DS GOAMUNL cated to
policy with respect to a specific object or set of
15 objects. The device itself can then perform the function
or inform an agent designated to provide the service.
For instance, compression and encryption can
be performed on the storage device 110-112 itself.
Therefore, the only thing which need be communicated to
20 the device, is the fact that compression or encryption
is required for an object. For a management function
which is performed by an agent, not only the management
function policy must be communicated to the storage
device, but also an identification of an agent to
25 perform the function, such that the agent can be
accessed by the storage device when it is time to
perform the function.
In accordance with one aspect of the present
invention, associations are establighed among objects so
30 that those with the same attributes or with dependencies
can be identified. For example, assume a database
includes 6 files oxr objects, none of which can be backed
up until either all have been closed or until one

designated as the object on which all of the others are



device, but also an identification of an agent to 25 performthe function,
such that the agent can be accessed by the storage device when it is tine

to pergﬁgggég function. In accordance with one aspect 9E§éﬂﬁﬁg%§fent

i nventi ciations are established anong objects so hose
with the sane attributes or with dependenci es can be identified. For
exanpl e, assune a database includes 6 files or objects, none of which can
be backed up until either all have b&&n closed or until one designated as
t he object on which_all oﬁ)the oih S are:%§199/09479 PCTI US98/ 16956 - 31
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rel ated contpol conpopents. . 4o 15 Lake steps dn ardet dg perfgpmthe

management TUNCt T ONS 6cirated w ne i nvok igure 17 is a
fl ow di agr agffituencasnfgethectExport bj ect x nethod. Requester 116 invokes

this gpgthod, as indieatgdely hlngk 32£’rebe@6QV' dilrgg;x%ﬁngoerwhsﬁéhon
information,_option information, an obje get device ID and a

target partitiBRCFBEeTRENAGRPEPE ﬁBPﬁBHOEﬁaBPégh C§F0P%QBeH§9FE% 110-112 to
t ake acti opybaseebloing ules hexdar esspdseéd aiyt r thut esb-psstoei anedthe

storage devices. Invoking the methods causes control
component 150, and/or related control components, to

15 take steps in order to perform the management functions
associated with the invoked methods.

Figure 17 is a flow diagram illustrating the
Export Objectx method. Requester 116 invokes this
method, as indicated by block 320, by providing

20 permission information, option information, an object
ID, a target device ID and a target partition ID. The
export method enables a storage device 110-112 to take
action based on rules expressed in attributes associated
with a given object. For example, it can be used to

25 initiate a backup or support versioning of objects to
other devices.

When the Export Objectx method is invoked,
control component 150 obtains the specified object from
the storage media as indicated by block 322. Control

30 component 150 then invokes an Open_ Create method at a
target device specified by requester 116. This is
indicated by block 324. Control component 150 then
invokes a write method at a target device supplying data

and attributes of the specified object. This 1is



with a given object. For exanple, it can be used to 25 initiate a backup or
support versioning of objects to other devices. Wen the Export_ bjectx

met hod |.S. i ed, control conponent 150 obtains the spegilfi ject from
t he stob‘gﬁ%%:ég@i a as indicated by block 322. Control 30 ?glrrr;pdosggln@pdwo t hen

i nvokes an Open_Create nethod at a target device specified by requester
116. This is indicated by block 324. Control conponent 150 then invokes a
wite method at a target device suppliA4ig data and attributes of the
specified object. This.is 9/.09479 PCT/ US98/ 16956 -32 indicated by bl ock
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18 and 19 arcf f tbw abijgranshibhchad |lsén aveithencara eshandiaigetGet

hj ectx Attrihut ang ts £h| ggt {1 nibyt.es t hods respectively. The
met hod il | us(%%cg%' in f%ur_e loar%c%& i]d valg)é:kaizaoﬁi cated by bl ock 336,
causes control conpord IZGearfaskt alA8at ivpbementédr ky spoitdhiadd obj ect .

I'n one id | uddiddriihentiod MeNke theEoauestRi AP QKiERS PETH, S on
information, an object ID, or a |ist of object IDs, and option

i nf or mat i on.*BHITOTT t@oﬁb&ﬁéﬁt‘*ﬁ%‘:? Rt obtudia®s TPReT aY £ 8V b ARS tssoci at ed
with the objset bbjeer tdwrdiilgitesf. objraeturklds,1@ndnd 19 are flow

diagrams which illustrate the corresponding
Get_Objectx Attributes and Get_Objectx_Attributes
15 methods respectively.

The method illustrated in Figure 18 once
invoked as indicated by block 336, causes control
component 150 to obtain attributes for a specified
object. 1In one illustrative embodiment, the requester

20 provides permission information, an object ID, or a list
of object 1IDs, and option information. Control
component 150 then obtains the attributes associated
with the object ID, or the 1list of object IDs, and
returns those attributes, along with a status of the

25 request to the requester. This is indicated by block
338. ‘

The Get_Objectx Attributes method illustrated
in Figure 19 can be invoked as indicated in block 344,
by a requester providing permission information, an

30 object ID, and option information to control component
150. Control component 150 then modifies the attributes
of the specified object with the information provided by

the requester, and returns a status of the request,



returns those attributes, along with a status of the 25 request to the
requester. This is indicated by block 338. The Get (bjectx Attributes

met hod yﬁ)le%@é{ﬁt ed in Figure 19 can be invoked as i ndi CEE%#%%@% 344,

by are provi di ng perm ssion information, an 30 objec

option information to control conponent 150. Control conponent 150 then
nodifies the attributes of the specified object with the information
provided by the requester, and returds-a status of the request, WO

99/ 09479 PCT/ US98/ 16956 .- 33 tgtlf%\’“h he, attri butes .of the specified
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are used forrPSth&AS Adec oSl FERE aPEStaPlansd ofs thoissthy access
during mai nttenaneeilngttratsve dnlgpdiaterR(, odlccanrdcaa aeel ddlovd ditagr ans

illustratin | ock. t hods i ca e.t.hought of as_instangces. of the 15
Get Attri but%eheanO ]Seerr(?t A? \r"?%t ggﬁetphor%sl.tl nmglvee\fe?l’ addi ttl onal- detail is
provi ded forldevMedse Ehecilfdck wnechantes eroviides nEbhodsitesuctemet t hey can

be used i n fhesharing ok idata ameagnt EoLkyISt e ofoJLaYRE RIS o d1 gure 20
is aflowdiagramillustratin Read Lock Attributes nethod. This

the 20 ) [
net hod can qdsREd ?rasqu? JSt5 £c88Wy LPB0ERNSBYT Ry WPIITAF R
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and any desiiedoontion | loLIR Lo JL0M) 8, 8948sLel WAL
lock methods which can be thought of as instances of the

15 Get Attribute and Set_Attribute methods. However,
additional detail is provided for these specific
instances of those methods, such that they can be used

in the sharing of data among the cluster of requesters.
Figure 20 is a flow diagram illustrating the

20 Read Lock_Attributes method. This method can be
invoked, as illustrated by block 354, by providing
permission information, object, partition or device ID,

lock parameters, and any desired option information from

a requester 116 to control component 150. In response,

25 control component 150 determines whether the specified
object has a lock which is set. Control component 150
then returns the status of the request of a requester

owning the lock. This is indicated by block 356.

Figure 21 is a flow diagram illustrating the

30 Set Lock_Attributes method. This method can be invoked
by a requester, as indicated by block 362, by providing
permission information, object, partition or device
identifier information, lock parameters and option

information. When this method is invoked, control



25 control conmponent 150 determ nes whether the specified object has a
| ock which is set. Control conmponent 150 then returns the status of the

request requester owning the lock. This is indicat 356.
yP ol i

Fi gure flow diagramillustrating the 30 Set Loc I es

met hod. This nethod can be invoked by a requester, as indicated by block
362, by providing perm ssion information, object, partition or device
identifier information, |ock paraneté?é'and option information. Wen this

method is i on | \MQ.99/.09479 US98/ 16956 ~34 companent 150
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a lock in ag:eye t hat er I S ck.Ad nger
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response, cgﬁtr I ég conponent 150 | ocks the specified object, partition:or
devi ce, as P& at by bl ock 376, and returns the status of the request
along with the identi figatreog2ofis bhélser damognairc i 1dwss adteidaakhe This is

i ndi cat ed bﬁes%kﬁ%%c%i%ttribute method. This function is used in
an attempt to reset a lock in an event that the server

15 which owns the lock is no longer functioning. The
method can be invoked, as illustrated by block 374, by
providing permission information, object, partition or
device identifier information, lock parameters, and any
desired option information. In response, control

20 component 150 locks the gpecified object, partition or
device, as indicated by block 376, and returns the
status of the request along with the identification of
the server which owns the lock. This is indicated by
block 378.

25 Figures 23 and 24 are flow diagrams
illustrating Get and Set_Device Association methods.
These methods define or interrogate relationships among
devices 110-112. One illustrative implementation of
such relationships includes that one of the storage

30 devices 110-112 is identified as a master of a first set
of devices, and others being dependent members of that
set. The first or master of the set, is responsible for
disseminating to the other members changes in set

attributes. Other members reject attribute settings if



25 Figures 23 and 24 are flow diagrans illustrating Get and Set_Device
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are providedpidd fihecedbhdt yehdy &@éfﬁf&méél&lmseﬁ&taﬁmlw goal I ows
t he devi ces to 5 ins ectjgéhemsel ves to det erm ne whet her they are included

in a member APV £ 1 FHer ARSI ouptBHR EHHRVR BBe dREIERE ERvi ce
Associ atg onsingpddtod tlsetdd lisés ated. dbtermbidodwiathde | bNekedaras

i ndi cat ed byl béloc 84 by I‘OVI d]iln]g Der mf]siﬁon 1$ information and option
i nf or mati on. M TH T€% sponse onponent 950 PEYtFRsSt R8P st atus of the
request, and the requbstéﬂgamcﬂétu onbef otephbenicheAdeoctatieonsa nmenber.

Thi's is | ndigalieth bys Db 98k 880c ol 0456 2 b Jd Pl AgraRRG] | Hstrating

the 15 Set Device Assoc] ations nmethod. This nmethod_can be |nvoked as
i ndi cat ed by-MEAESD2 PRy BLEFKdI R§4 periy s BTV IHFRS nePEERISEHOT on

i nf or matg on, 1ramlr:aa&i@xﬁ £id nespaelan aﬁ.dlf@lxﬁrfa!tﬂldrﬁs defthni Agspbise,

associ ati ons, { esponse nthr%t r ol S E‘ﬂé cajﬁl Hles t he device 20
associ ation ocbl]lte o Rt ned 68 Pﬁe s Ui §sTPREPERL ed by

bl ock 394. ﬁreddelwcnee@ss@m@ta@ﬁocm;mnm ﬁom)dhicledthe deviadeishe
attributes br ook by rhle [20uRa1EReoandy 108! 4EE 3 h TR, SLagR Showi ng

when the object attrlbutes wer e
is a flo diagram 1llustrat1ng the

15 Set Device_Associations method. This method can be
invoked, as indicated by block 392, by providing
permission information, option information, and a list
of members and attributes defining the associations. In
response, control component 150 modifies the device

20 association object 156 contained on the storage media,
as indicated by block 394. The device association
object is modified to include the attributes provided by
the requester, and to include a time stamp showing when
the object attributes were last modified, etc. Control

25 component 150 returns the status of the request, as
indicated by block 396.

The permission information described above
illustratively allows the file server 114 to gate access
to storage by controlling which requesters 116-120 the

30 file server 114 gives the credentials needed to obtain
a response from a storage device 110-112. File server
114 also dictates to the storage devices 110-112 that
they must only honor I/O requests which adhere to the
installation security policy. The keys underlying the



25 conponent 150 returns the status of the request, as indicated by bl ock
396. The perm ssion information described above illustratively allows the

file sew%geg/(é&% to gate access to storage by controlli ng ‘g'HJsSQl guesters

116-120 file server 114 gives the credentials needs aln a
response froma storage device 110-112. File server 114 also dictates to
the storage devices 110-112 that they nmust only honor 1/0O requests which
adhere to the installati on security ptAicy. The keys underlying the WO
99/ 09479 PCT/ US98/ 16956 er m ssions security capability are

i |1ustrativOSFPIEHHART Y heCRM A Yeites 4 bu%"i’éa‘b’yv?%lé

Set _(bj ect Atotmmthcmermt hod. tlhé atoappieopdeaieebkevelo-0f2 segurthy i s set

for a storagj%td%\ﬂ(’j% é%&%&ugé@tmiﬁééﬂagﬁf deV| Se \Ae%r?aeltg%%lggred to

check every 17© oF securtt y conpli ance ussed
above, soneodppidaaiitonsipesdt népreﬁplsaybrmurdet\mce FukQ@he}2, i that

particulsar %%ro\ieargbeclaéweeh%ﬁays%@ @%&&Ifqgarehoct% eehbeka@;&%r physi cal
facility, it may "be 10 desirable to define a higher Ievel security for

communi cat i &?“Watnﬁi o FerHTelty COERLeGGEvi cESVEBRL  ndE d%%?u%%ﬁﬁunl cation
from | ocal talbajvfel C. sﬂthes aﬂ:ﬂam\eatlﬂenserwéékynﬁiﬁt Oferr@%yfr i sycthpicyenotel y

| ocat ed reqllge (;1 le gerve,gsc {)ut avol e e fh mance %oss whi ch woul d
15 acconpany el oy| ﬁg SR sleclﬁrlfysef e]fé:cléﬁs eerqugf 8PEc OrViervers as
wel | . Furt hélocaerm sitror agetdes cepliydidd?l Dreikitpl y incloaes her eadabl e
monot oRigcal lge o sl AGNeMenti ng £ Qck ot o Dghdised fan thpe s%tc%'m't@;g ﬁS?Ure 20

nmessages and Obj ects. In one_illustrative enbodi nent, s for the
various devicOBEUEE afiaih Wa kb, Bieoremat ¥ tkaRati e d@é’§1¢§srl F?uén’é@ﬁer
illustrati vezozera&ddmr&atﬁdd €f 156 VEScdll 4 agepi@pdatiess f 9110w SEnepanci es

and val ues fel}n%Tosi;moaarn fdesvelcct?rfto S% F aJ'.gemotely located requesters
or servers, but avoids the performance loss which would
15 accompany employing such security for local requesters

or servers as well.

Further, each storage device 110-112
preferably includes a readable monotonically
incrementing clock to be used for time stamping secure

20 messages and objects. In one illustrative embodiment,
the clocks for the various devices are synchronized on
a system-wide  Dbasis. In another illustrative
embodiment, file server 114 accommodates for
discrepancies and values from storage device-to-storage
25 device.

Thus, it can be seen that the present
invention provides object oriented storage devices such
as disk drives, which provide significant advantages
over conventional storage devices. The object oriented

30 storage devices significantly improve the cluster
architecture. For example, by storing data in an object
oriented fashion, the data can be managed by the storage
device itself. Objects provide the storage device with

sufficient knowledge of its resident data such that it



25 device. Thus, it can be seen that the present invention provides object
oriented storage devices such as disk drives, which provide significant

advant a r conventional storage devices. The objec ri 30
stor age%cpz%/@éﬁ significantly inprove the cluster archi :ng usrg@& or

exanple, by storing data in an object oriented fashion, the data can be
managed by the storage device itself. QObjects provide the storage device
with sufficient know edge of its resdent data such that it WO 99/09479

PCTI US98/ 16956 -37 can assune ,responsibility for managing its own space.
Further, shSPPnGS6MTGat e SPARSEEIddhr fOe IR 1] ntlet | PR NEPFRhen t he
devi ce has Fotehsmti oshabouyy wheit depast it esea togtealleat i hygreFor

exanple, if; . to.share data staored.on a,bl ock, oriented
devi ce, all l%@%gé?é%?ﬁ@%@%ﬁﬂ%" gl\g/eh 0 be Orénoa(rjﬁlroor’i PRS0 8bncur r ent
access. By eenstatutepn anloghfaét emtiidnt.ed dovd cexampté, ofift hewoet adat a

activity iSgyQPaAdeweel RS SISLOTRACCEIUMY idn I MWPock N6 S¥3LEFE 10 need
only concern thensel ves with access conflicts to_ user data. Further, space

management BEVhGeper PotnedetfdatRe @&HIVE it seiquld i 3R estanyPeont enti on

or conf usi osonthbthegafoar ic®Rcur@RNtWR cEESEeNS By Yddd tastTRNageagpace on

t he sane stggagetdg}/icetaé éeQ% sane tcbme JhS Inta itti ont.he%ero eneous
conputing i SPARAGE CHChTRASRI By THCE07 &t S B PRt PoRC EABELt 261 i ent ed
storage devPpeguprbei tbet kgstbinki agcessangl ast Tave, anhe osganemat i on whi ch
an opei gl | Ne8YS LA C AU Riifine WG N RRId OLIREELLY @oCl ust ered

system 20 I's enhanded by using obj ect oriented storage devices for a
nunber of rB&SEndatTor FakAMSTe, SPRES MRARRERECHe &G 1Nt Per L PEREE PYe device

itself, elifghBadéngcd oaydia Bl iRMdAREE sOiny /BMReIEIdOBS. cbAragddbhi on, the
device knom@h&@kcgagbgggég from two systems trying to manage space
on the same storage device at the same time.

15 In addition, heterogeneous computing is made
much easier by an object abstraction. Object oriented
storage devices provide the ability to at least have an
organization which an operating system can interpret.

Further, the performance in a clustered system

20 is enhanced by using object oriented storage devices for
a number of reasons. For example, the metadata need
never leave the device itself, eliminating a certain
number of I/0 operations.

In addition, the device knows which objects

25 are open or closed at any one time, and is able to use
this information to more effectively cache data. Pre-
fetching can also be much more effective, since the
device knows the layout of the object being read. The
storage device can more effectively determine sequential

30 access patterns. The cache in the device can also hold
metadata once for multiple systems which are accessing
it. Further, the device can participate in quality of
service decisions, such as where to locate data more

appropriately. The device can typically only do this if



25 are open or closed at any one tinme, and is able to use this information
to nore effectively cache data. Pre- fetching can also be nuch nore

ef fecti e the device knows the |ayout of the obj ead. The
st orage é??%ggcan nore effectively determ ne sequentlalﬁéhwggié{e%ggBr

patterns. The cache in the device can also hold netadata once for miltiple
systens which are accessing it. Further, the device can participate in
quality of service decisions, such a38where to locate data nore

appropri at el The devi ce ¢ ) |1y an do, this if WD 99/09479

PCT/ US98/ 16856 133 e SpaRst Z’&&% ib???tya]f]cgcaaﬁlirtﬂ:aﬁtﬁ&agteor ageBY By
contrast, atonstasd, opencdt ng Spét&ﬁﬁngaﬁyéﬂém&cabﬁ.dalacatbydiﬁﬂe on a

di sc drive. Thus roviding t ability. on the dr| e |ts f _enhances
perfornance Y5 %ﬁ%gpreégntglnggé i of can’ afg% e |%ﬁ?eneﬁ?%d ehﬁ di sc
drives arrangedbasian anrbleofirdlvevesseBecensanceherenfornancen stored on a

disc drive array is ofhen,-dach: "feeialdiakl-g Lhap BQelr%ﬁé‘erﬁte\!&S
t hensel ves, | drive arrays are often referred to_as Redundant Arrays 10 of

| nexpensi velli SE8C(RAIYSS AXARGed as)5@s 25KaRAPD JEj¥eEns BRCRAFD | evel s
are known. Ene Qmemlnatlﬁnr storkaveh RBAId2dcs dﬂiafeac‘atﬁa}zeﬁs byfpeavi di ng

mrrored discs as_di I.n fi.fth I both the data to
be stored t@ufﬁer%%Q 7 fugbf? ggaphéjbarﬁfﬁc lve Rﬁﬂﬁﬁ%ﬁ?iﬁﬁ?a, is
spread overdahVedascaﬁslaes phtean geﬁepredhEOfa$tmed@mé¢nﬁwktrdYstributes
the dajg ande e{gérfyl%n%w& aqeass) al | sdre Al Eoe pbacldydi prpheck

di scs. her evel | evel's 2-4) are I n greater
detail in USBStPEEeRE erlezf@ 5, GTE 40%vent i (10 BFSPIRRAYIFRVI NG ARRAY
SUPPORTI NG 1 ATROLLERS ANRrhNEERFAEE. b it asi idy A9 rirblrugt aakesa wite

operat lon  per LoLARdaLR S5GOLCange M AL gne a5ach OLoLIecRES3SEL

to be stored to the array as well as the parity or

15 redundant data, 1is spread over all disc drives in a

group. The fifth level RAID distributes the data and

check information across all the discs, including check

discs. Other RAID levels (e.g., levels 2-4) are

described 1in greater detail in U.S. Patent Number

20 5,617,425 entitled DISC ARRAY HAVING ARRAY SUPPORTING
CONTROLLERS AND INTERFACE.

Figures 25-29 illustrate a write operation
performed in accordance with one aspect of the present
invention, in which data is stored as objects on the

25 disc drives in an array. In the embodiment illustrated
in Figure 25, file server 114, requestor (or host) 116
and interconnect 122 are shown connected to a disc drive
array which includes target drive 402 and parity drive
404 configured as storage devices, such as storage

30 devices 110-112. Target drive 402 holds an object, or
a portion thereof, which is to be written to, while
parity drive 404 holds the parity information associated
with the target object stored on target drive 402.



25 disc drives in an array. In the enbodinent illustrated in Figure 25,
file server 114, requestor (or host) 116 and interconnect 122 are shown
connect bosd Spi sc drive array which includes target dr‘jcglgllsé%“%d parity
drive con¥|gured as storage devices, such as storage evi ces
110-112. Target drive 402 holds an object, or a portion thereof, which is
to be witten to, while parity drive 404 holds the parity information
associated with the target object st8Ped on target drive 402. WO 99/09479
PCT/ US98/ 16956 -39 In_Figure 25, the drive array is inplenented as a RAID
5 array in which datalBnHLgHFFt ¢5i s EhEi SEAVEUPETaciSsS TRISRATERE in the
group. Therekorg, REIDVes 402ri®yt hin t avtgiath drdates anthdlr ipeer 404 issa parity

5 drive, onl or. the .present ite operatiaqn. In other _.wor t ar get

e ve 402 antgREPHESARRRECRR 1t nir PERE hhd i | S0 Pol ds
data. Howeveriveof0Rhes shagtarget tdr bperand oridied®sed elmyitdri ve 402
s the stargel driyg1ndodriye $0dschct heseer bpmnandichd pard locid drive. It
shoul d al so be noted that the present_ invention can be inplenmented using
ot her RAI D Ve¥ePFs, tagerér dHae RiD #Esel PRIAFhPagLEYe A IUh i n such
RAI D syst emanW phrbeyagpavent ot oalfosEoBbks |deth | n Hdwever f . £3b dime Figure
25, target dnivgﬁ402.and arit% QJJVG 404. ar conaected b? on%j§nother
through Fi bPEPICRaRRETSi e whdR MUt LSt apPE 1Vt &PFate<s ™ Such  as
ot her seri aktairgeer flades. anbi duies 264ane 2he doostasmptendiargataditiwe 402 20
and parpty Lk 404,; 1€ lve E ri i d C onponent
150 an%boneggﬁ¥§ﬁ(e Jﬁgc28%§3? E%%ﬁo 3%?vg°§F§% ?ﬁ%FuggEerggﬁé%é?ge circuit
406 (such adn¥engipra Iféad RfeskTRLRIERERN eySiRd QhrnNEXcRESD el e¥e Y (OR)

circuit 408othargehadr RXep4DaveNCE Udepndlisite SHAE 6l rhidh 2bomhi € hegdior es the

" . ! . . '

target Ob‘eﬁkx%osg%QgHJtﬁi liﬁglégbarent to those skilled in the
art.

15 In Figure 25, target drive 402 and parity

drive 404 are connected to one another through Fibre
Channel interfaces, or other suitable interfaces, such
as other serial interfaces.. :

Figures 26 and 27 illustrate target drive 402

20 and parity drive 404, respectively. Each drive includes
control component 150 and one or more discs 132. Each
drive also includes read/write circuit 406 (such as a
data head described above) and an Exclusive Or (XOR)
circuit 408. Target drive 402 includes disc space 410

25 which stores the target object to be written. Parity
drive 404 includes disc space 412 which stores a
corresponding parity object. The operation of drives
402 and 404 is discussed in greater detail below with
respect to Figures 28 and 29.

30 Conventional disc arrays implementing small
computer system interfaces (SCSI) XOR commands enable
disc drives to carry out the bit manipulations necessary
to implement parity protection against drive failure.

Such commands require the host (or requestor) to have



drive 404 includes disc space 412 which stores a corresponding parity
obj ect. The operation of drives 402 and 404 is discussed in greater detai

bel ow w pect to Figures 28 and 29. 30 Conventiona I ys
i mpl erre\i\nr‘l‘wgrlgé({ggﬁal | conmputer systeminterfaces (SCSI) X ng%mgms@@/ﬁ%ééenabl e

disc drives to carry out the bit mani pul ati ons necessary to inplenent
parity protection against drive failure. Such conmands require the host
(or requestor) to have WD 99/ 09479 PC¥PUS98/ 16956 -40 sector access to the
disc so that for any sector witten to one disc drive, the correspondi ng
sector on aPBthe¥ 2¢Fees fiq Vs oits APngERarfey amf starkoVEdit e updat ed
appropri at ety. otloweyee, dikheepbiRet corirespedddinsC sdiciteds dn Giridissed above

i ntroduce a lagg(ir1 o_\f’ a@gtggftion bet.\/\%een f{he ost_and actual . storage
sectors on ThECAIEEY ArFUEAIERE BT LAY v PN 1P 9% &8 MRPREdi sc space
as - obj ect sagprhprhatedyhodtoweoren,egpbesokr ctioesientefiadbsc abciesss t o t he
under| ysng SPELaks8dUBSH N ShRES aThey I G Sl ol dwed:d

responsi bl e for space managenment naeking 1t 1npossible Jf,or a_requester or
host to cofpel BPeta2per BFrbHadf SHRFaIGr PEEERYEN CBNE NG Sisfr idkl Ve th a

| ocati on onspaetibheeallhys tidediequesi vedoe@mndtl kHew tHgasddrass on a

G sc 3t ve, Shsacbloskebahall o500 Mol et gl painel caleplate
i npossi bl e, atoegsetconvenideral y XOR demuty endiessing offleete or iBme ed di sc
O e 05y Beigboreso oo S whedlib gt S eS8
di sc drivesmpkingseitof ipassSiglevelonhizh TRKE SR paf i thog ol The
net hod accespkbshes BWROHiRES offidsta wiiPEONi €8S onef didemridaf or mation
' ggngn?gkgt?Qﬁ%ggggﬁgag%f%% %ﬁﬁéggEHéE?S ¥%ﬁé?_gg£6%%&gggyglté%égﬁforn1the
not know the address on a disc drive of a block that it
15 has written, and it cannot calculate a corresponding
parity address. This makes it very difficult, if not
impossible, to use conventional XOR functions in an
object oriented disc drive, as described above.
Therefore, the present invention provides a
20 method referred to as Define Parity Group which is
invoked at each of the disc drives in a set of disc
drives which make up a parity group. The method
accomplishes two things. First, it provides sufficient
information to enable an invocation of a standard
25 Write Object method to perform the same function as a
sector based XOR command in a conventional drive array.
It also causes an object to be created on each drive in
the set which holds that particular drive’s share of
parity data. The parity object ID is a well-known ID,
30 known to each drive, so that any drive wanting to update
parity information is aware of the correct object
identifier to which it can address its request.
The Define Parity Group method is described in

greater detail with respect to Figure 28. First, a



sector based XOR command'in a conventional drive array. It also causes an
object to be created on each drive in the set which holds that particul ar

drive's parity data. The parity object IDisa I D, 30
known t%’%@y"%‘@n ve, so that any drive wanting to update parlﬂlzﬂggg/xrl

information is aware of the correct object identifier to which it can
address its request. The Define Parity G oup nethod is described in
greater detail with respect to Figure4?8. First, a WD 99/ 09479

PCT/ US98/ 16956 - 4% reques% or host, .i.nvoke the met hod at each drive in
a parity grbGFUeFRPE /i 8T Rartat AV DI dek 04 Rt §AFEr ALSVPN¥Bke t he

met hod, thear@xaues:tyorgrtmqy.l dethas thenbediehteli bys HAodwl40s: Tnl. An
ordered |isf,,gf,driy St QP! LRE "t iBa PR Y QU o T 20 £80R. L g ude,
d Fiv

illustrative seri a NUNbers an resses I~ eac
aI gorithm useber ofl thiagisngspéeilipws:In one sinple illustrati ve

i npl emegt ation, modul ys  1@napihbpebi il &@rotx%é%dc%p&ﬁelﬁgogheaddress of
data to be witten. This arithmetic yields hoth th arit rive address

(based on t RBTotdeFERUPF stTHD AR e‘rﬂc1ﬁlﬂ’?oe|l1&H§t586\’fe’)31afmdst3ﬁeaiel ative
bl ock addr easmberkhandpadidirysebsegbronathedparety drive (whl ch is the

relative 15 portion of, the_par opject containing.the desire parity
i nformation). 3. The ]:eztm)ungﬁ)l gafag%“ﬁ parity %f:gllﬁglngl Pﬁﬁég?’ati vely in
units of bl doksonef panpley cﬂalt]alstsratfotvebe impilemepsrsednt hr vaghdus t he space

on eachodri getttttheelcwsl ﬁé?fgﬁﬁtégnoﬁstﬁ@%l%&ma%dli@sts gfe akkgcagi on.

The parity object identifier. A drive mvomg Wite_(oject_ methodto
update a paPPt yWoHiteRR- | Shids a?’”flttl'ﬁ“ﬁtlfﬂ‘”s Ybpeee Potén & Parity drive
deternined agiset fddrddsi (BEEEE @bovBe |drddvad diakso 2oeinekhed that

mul tiple IE%EI arltg ggg%g asnévghe réiatlve block address in the

parity object on the parity drive (which is the relative

15 portion of the parity object containing the desired
parity information).

3. The amount of data in a parity stripe,
illustratively in units of blocks. If parity data is to
be interspersed throughout the space on each drive, this

20 information is the atomic unit of allocation.

4. The parity object identifier. A drive
invoking a Write Object method to update a parity object
issues it to this object ID on the parity drive
determined as set out in item two above. It should also

25 be noted that multiple level parity (such as two level
parity) can be implemented as well. Thus, each drive
may have up to two parity objects. 1In one illustrative
implementation, two well-known object IDs are allocated
and reserved by each drive, in case the drive is used in

30 a disc array having two-level parity. The presence of
a second parity object indicates that two-level parity
is being utilized.

5. The parity object allocation policy.
This indicates whether each drive is to allocate the



parity) can be inplenented as well. Thus, each drive nmay have up to two
parity objects. In one illustrative inplenentation, two well-known object

| Ds arevﬂﬁ&gﬁg;ed and reserved by each drive, in case tg%quﬁygﬁggpused in

30 a disc & havi ng two-| evel parity. The presence of sec arity
object indicates that two-level parity 1is being utilized. 5. The parity
obj ect allocation policy. This indicates whether each drive is to allocate
the WD 99/09479 PCT/ US98/ 16956 -42 pé#?fy obj ect as a single contiguous

extent of disc. .space.or _to inters se the.parity object with.,user data
obj ect s. Thggfltilé?4?%5pﬁfify %Hﬁggf SﬂagagPauﬁm%gﬂﬁﬂﬁn%&s O in
Figures 26 spacg7oastecomtieuapersh shesparétySolbfest iveitH lusshr datae only. |t
should be nekldhal rhus! NEnPeL Lie GRLAMY Ib dthebspehsed hhdata, it
can still be pre-allocated. In response to Invocation of the

Def i ne_Par i &y SgFBapinel HokFuie® 2foattol 7 RMFEHEoUsE dd scigpageh of the

di sc drisvesthist hg panily ratawl eahgul atessaonenceat ageeaf thhe $pace
required for paru%¥,data . This is,indicated bl ock 422. The anount of
iheOBar

y
space requitfEd BT thH Pty 36bj Bt ST P IS n'hED &d oht FAEB nunber of
di sc drives sitililhdepariet-pldoeapeld.st. For 15 exanple, if there are nine

disc drives in the Iist, exgggp5gége n?gt ahgg%%%%-ggp nig%h o% Ets space
for parity _information. This anount of space is identi fi®d wi E t he wel |
known par it PedinectPapptyr ercgedmeyhede theegoastrel epmpesentudd? itnvocati on

of theiget hedchlyrs thé0 disd BdigRed nby hel gakiﬁ%grgaﬁhca&bwatest he parity
set or group list retains_the information defini the parit roup so
Chat every i RETTRAGEE OFi v ptver B8THPER 11e8eParTtY cGRtqer i fy t hat
the parity @gihdgp lmasimdicdesh 2 baopkorkged. THwisamdunet | of ospateon i s

stored in n%%ﬁuired for the parity object is determined based on
the number of disc drives in the parity group list. For
15 example, if there are nine disc drives in the list, each
drive must allocate one ninth of its space for parity
information. This amount of space is identified with
the well known parity object ID provided by the
requestor or host upon invocation of the method. This
20 ig indicated by block 424.

Each drive in the parity set or group list
retaing the information defining the parity group so
that every time the disc drive is powered up or reset,
it can verify that the parity group has not been

25 compromised. Thus, the information is stored in non-
volatile memory, as indicated by block 426.

Having thus created a parity set of disc
drives, and having allocated space on each disc drive to
hold one or more parity objects, data stored in a data

30 object on one or more drives can be updated. Figure 29
is a block diagram illustrating the updating of a data
object, and the corresponding updating of a parity
object, in accordance with one aspect of the present

invention.



vol atile nmenory, as indicated by block 426. Having thus created a parity
set of disc drives, and having all ocated space on each disc drive to hol d

one or %&%@ pty objects, data stored in a data 30 Obj %%tm%?w%@g nor e

drives Updat ed. Fi gure 29 is a block diagramillustrarti ng
updating of a data object, and the correspondi ng updating of a pari ty
obj ect, in accordance with one aspect of the present invention. WO
99/ 09479 PCT/ US98/ 16956 -43 In order -#é-update data, the requestor 116
which is requesting data to be updated invokes the Wite_(bject method
descri bed above on onéPoPhdeE di}cUPHRFGedatR t Hd aF PEYEFEBLP. 1N t he
enbodi ment Ghikhusig aﬁcedueatEngurd%a:aZStW ber eqpasted 1ﬂ-16v<blaég’§k&;5hé he

Wite bjec th drive_ 402 is s |nd| by..arrow 428 in
F gur s 26 i brock 855 MReRpagibEEsEBen dBble Bp,oRR, S The S ho
request or dipsovﬂdes thﬁl | psrityi velkpupan objlact th@enaﬂhoehnmlt

| denti g1 ngsuheqobhech 19 PEoUPdRtaEl op, NAIGIAION, D6 @ nabald it | ocation

of blocks to be witten with ject to be
written witHrAtenObisstectetipdi o i hpBERkL |<35¢11V%1n60t2he datai®o ife witten,

Target dri VQnﬁQ%alé@@W&)yt hatrseraigi ng Fmguwal tzes -arfd] m:écﬂ;54m©t hed nust
i ncl ude upd%tl ng | ty nfor ti.on OCI mﬁgg t.he o ect_ being

updat ed. Tafg&t§ Wiows t_t‘?nj'sn‘f) %UE lf’t Oy o & Uter?éxﬁﬁornatl on
provi ded andlgenpratrededurln}glwmnlmﬂw tare dbefdare_Raterttyl fGreoup net hod

| n nons ol aliy 85 T2gLY. tA0 LB;eEdero s qg%ga@%i NS AR 4 Y Ofpm!

target drive N an Tst, reads olcfldatafrom
t he specifi é&aFféiéalﬂ' HPGat ke Q%r]@%?Ck%bF@ctbearf'tFJp‘F‘b%ﬁldé’éthtln dhshg with

the new dataphecke awhbhesrt @ft h:ﬁltodmaﬁboﬁe v HR wuh&hy t4Q8. This is
25 Indlcate%b%%cgkoggtﬁg% iﬁfgéﬂgéfoﬁg QS Q¥§x§%i>be written.
Target drive 402 knows that servicing the Write Object

15 method must include updating parity information
associated with the object being updated. Target drive
402 knows this because it has stored the information
provided and generated during execution of the
Define Parity Group method in non-volatile memory.

20 In order to update the parity information,
target drive 402 performs a number of steps. First, it
reads old data from the specified location in the target
object and provides it, along with the new data to be
written to that location, to XOR circuitry 408. This is

25 indicated by block 432 in Figure 29 and arrows 434, 436,
and 438 in Figure 26.

Next, target drive 402 XORs the old data with
the new data to obtain intermediate parity information.
This is indicated by block 440 in Figure 29. Target

30 drive 402 provides the intermediate parity information
at an output 442 in Figure 26. Next, target drive 402
writes the new data to the target location within the
target object 410, thus updating the target object.
This is indicated by block 444 in Figure 29.



and 438 in Figure 26. Next, target drive 402 XORs the old data with .the
new data to obtain internediate parity information. This is indicated by

bl ock 4 hdnolbgure 29. Target 30 drive 402 provides the i.at e
parity i%ﬁ(f%%r?étgon at an output 442 in Figure 26. Next, ﬁ?‘gsrgg/?%??ve 402

wites the new data to the target location wwthin the target object 410,
thus updating the target object. This is indicated by block 444 in Figure
29. WD 99/ 09479 PCTI US98/ 16956 -44 Taffet drive 402 then, itself, invokes

anot her Wite_Object, nethod. on rity . drive 404_identifying the parity
obj ect correspondi ng t8° £fik q]%\]rvg%t%%&g%{l' 4107 i clﬁ“{&i%g‘i t5dated. This
i s indicat edrbyebbbgkcddbethod di quam 39 danidrearodwidéd tiif yEirgutthe?7. Tar get
drive 402 . cal cul- t | o] or. |t obj.ect in a
nunber of mggg%ego%%g%tgﬁpléﬁrﬁ%ﬁﬁdldﬁ%b 28% 'ctaatlnltbgeatlpg%#gt&e:tt %Jeleolcocati on
fromthe re‘i"%f—?bewé%cl‘éﬁt %@% of Thife 5 dardicates objdackndidfy witten.
The 10 sel athveigddeess hadqdayiéedsby therngber 20f drhvesd Rrikhe parity
group to pr%%de the rel ative address Ln he  parit obhgct on the parity
drive 404 e GAR (7 HIRFS ol e5azPE ddPEANTREL TRF t hSaPGditehm
specified i obfbet Defansulbert gfGrayp. eFhodexdapjel, dorgetddzitdeen 15

constructs jpe Ié%ifc%%%f&%%@ﬂ@%@d&&?%% tle %1%'&%&%@8@69” ve 404

i dentifying par an apgéoprl ate [ocation wthin that
obj ect usi ngddness &l bhevelaghr BasgeByoRagcst betaapheititenor ddthe o

cal cul ape the1a29veehatib¥8sblackiingthenpathby nfhbest o@nadihg 494 to be
updat ed, target drive 402 can use the fq_ﬁ:ow ng . Equatj on: Equation 1 B=
INT (S/ D-17P9sPakit¥ FPWP iR Rt atds s 5&a Vten@adé%%st in the

parity object on the parity drive 404. The parity drive
address is determined by the algorithm specified in the
Define Parity Group method. Target drive 402 then
15 constructs the Write Object method and invokes it on the
parity drive 404 identifying parity object 412 and an
appropriate 1location within that object using this
relative address.
By way of example, in order to calculate the
20 relative block in the parity object on drive 404 to be
updated, target drive 402 can wuse the following
Equation:

Equation 1

B=INT(S/D-1)

25 where B is the relative block in the parity
object;
S is the relative sector address being written
at target drive 402; and
D is the number of drives in the parity group.
30 In order to calculate the parity drive
address, target drive 402 can wuse the following

Equation:



object; 30 Sis the relative sector address being witten at target
drive 402; and Dis the nunber of drives in the parity group. |In order to

cal cul %%ngari ty drive address, target drive 402 cap((,@%gtf;%gﬁf ol I owi ng

Equat i on: /09479 PCT/ US98/ 16956 -45 Equati on 2 P=Mod when P is
the displacenent into the list of drives in the parity group of the parity
drive (the list 5 used in calculating4 must excl ude the address of target
drive 402). In response to this Wite ®bject nethod, parity drive 404
recogni zes the command as a wite to its parity object gﬂg erfBrns t he
parity operations. 10 Such operations include reading tﬁ oFgoﬁarity dat a,
as indicated by block 450 in Fi99M8d¥$/BD§ arrow 452 in Figure 27. Parity
drive 404 then XORs the old parity I'n orna%ion with the internediate
parity data from target drive 402. This is indicated by block 454 in 15
Figure 29 and by arrows 456 and 458 in Figure 27. The result of the

Excl usi ve OR operati owhéfa Bpdat ethepatidpladdifaardraintod vwheéchiss wEitten to

the parity object of _.disc 132, This is indicated by .bl ock,460.in Figure 29
and by ary oNE SED Hnd ST garkB,9F TE SR S VST e iBtat e of t he
parity obj eeted Thussaldhel giriawe it musveaxcbndebtlz rsidmmas gif tadgent ages over
sector-baseg.paLitypchemes which are conventionally used. For exanple,
parity information is_ not interspersed with user data on the disc. This
makes 25 it possible £B s¥®FROBSRr §9 | &difor WaHitec O ectontrghisds! y f or
better perfpapapgedrifneaddist r@todi&es the command as a write to

its parity object and performs the parity operations.
10 Such operations include reading the old parity data, as
indicated by block 450 in Figure 29 and arrow 452 in
Figure 27. Parity drive 404 then XORs the old parity
information with the intermediate parity data from
target drive 402. This is indicated by block 454 in
15 Figure 29 and by arrows 456 and 458 in Figure 27. The
result of the Exclusive OR operation is updated parity
information which is written to the parity object of
disc 132. This is indicated by block 460 in Figure 29
and by arrows 462 and 464 in Figure 27. This complete
20 the update of the parity object.

Thus, the present invention obtains several
advantages over sector-based parity schemes which are
conventionally used. For example, parity information is
not interspersed with user data on the disc. This makes

25 it possible to store user files (or objects)
contiguously for better performance. In addition, the
objects can be backed up or exported as true user data
files. Since there is no parity data interspersed, they
are meaningful and usable, in and of themselves.

30 Also, when unloading a database to a parity
group, applications can access it from requestors

immediately after the data is loaded without waiting for



obj ects can be backed up or exported as true user data files. Since there
is no parity data interspersed, they are neaningful and usable, in and of
t hensel yes Al so, when unl oadi ng a dat abase to a pari

appllcaymb%@sggn access it fromrequestors imrediately %&?@ggﬁﬁﬁsﬁala IS
| oaded wi thout waiting for WD 99/09479 PCTI US98/ 16956 -46 the parity to be
cal cul ated. As a background process, the parity information can be
constructed without interruption of-4écesses to the data. This nakes it
possible for data to be usable nore quickly. It is 5 inpossible to access
data in convBRtPBRAFYsHSt BRsCRAERLLER dé?aa|§aF5§H@HndlHéPGGFﬁg parity

data construgéi oparidfie ﬁﬁﬁmfmaﬁ&ﬁﬁlldhﬁ.n&ﬁiSQ@h%@QubhédughQﬂhohBe user
data, and the user data c nnot be oqged ﬁepa ﬁtely bhut
16ReuPeRE

nly i
conj unct i on*®#FEhTHP éPPt)? c A% Shithce r&‘%ﬁgd?gc drive in
t he parity pgseibles fawadatef mmebatheabhenmers ofuitchkd ypari tytgisup, a

disc drive eaPoXBibiy LHahcldies Hdp® M Icthdhnelidn tlagggkteg“ ghthia parity

update is the correct one drive is replace S address is
changed, 15aiwa|@a*éanl%e1%ﬁed%%¢éd1c&nuinmgep@;¥értaft A3 2aBOREBEUCTRPE . prot ect s

agai nst COVTH@“p&%iHyth@tﬁaﬁk£Y1ﬂ@éﬂs §@d £PeGL hoXGRtQQﬂ“ﬁBé§ need not
be used to _ipvoke & rit¥¥Protect|on s ui n e éﬂ rity G oup
command, t h&2GRY V& ndvis IéQFEﬁdC%Bna F F@p@ﬁfé nd to

i nclude paronhyy pnotectuontidhi gicanabpaddhg byltheadioue transparently

I n add%s' on, second '%}ﬂgghgé‘“ %Xnggneggh EHBBOEH%‘N&B%HQT ngeyona' 110

comman belng i ssued ives froma request
Pari t y- G ougraBPhbdsaviaee iafy hedosheramanbges ahdhehipearasyi 95088, doubl e

failure propeicdn. aFiee didave &wewsy t bahti it HRISAri ¥@dahe chwoi Pak sty
targeting t arity update is the correct one. 1If
obj ects, one in each & rhtg groug
a drive is replaced, or a drive’s address is changed,
15 this can be detected and the operation aborted. This
protects against corruption of the parity data.

Also, special XOR commands need not be used to
invoke parity protection. By issuing the
Define Parity Group command, the drive knows to extend

20 a simple Write Object command to include parity
protection. This can be done by the drive
transparently.

In addition, second level parity can be
supported with no additional I/0O commands being issued

25 to the drives from a requestor. Two Define_Parity Group
methods are invoked on a drive, and this activates
double failure protection. The drive knows that it must
update two parity objects, one in each parity group.
The drive can also check to ensure that there is only

30 one drive in common between two parity groups (otherwise
the configuration would be invalid).

The present invention includes a data storage
system comprising a first storage media 132 having
stored thereon data configured as a plurality of objects



The drive can also check to ensure that there is only 30 one drive in
comon between two parity groups (otherwi se the configuration would be

invalid). The present invention includes a data storage rising
a first%g?gggaﬁ’nedia 132 having stored thereon data coﬁiﬁé&gghgggpa
plurality of objects WO 99/09479 PCT/ US98/ 16956 -47 124-126. Each obj ect
has attributes indicative of characteristics of the object. The objects

i nclude a redundancy object 412 stor4hg redundancy information. A first

control conponent 150 is operably coupled to the 5 storage nedia 132 and is
configured $84ptddi de BACh MElgdcehass a1 HAR edindlit24ives. of nter f ace

128 exposesnghbods: £AELBOBEOhomeLhRdtl) e it NuDkeThat ogaccess the
obj ects 124- I n oneagreferred enbadi nent e netho 10 include a

126. t s 0- N,
Define_F@duﬁﬁéHE?aﬂEYhB fAFc L AMRRP L TG Keiun sl?ﬂ%r@ﬁﬁ%PBF conponent
150 to al | oraf £rst aragerols pampohentt he0r sl wptarsdyl yohjocegiledll2o theanot her

enbodingnt, %Q?aggfh&giﬁgdﬂggang%dn?%pog ng@§argqu5§d r&A! esakhe control
conmponent 13 o“store information 1 inalca Ivé of a redundancy set to
whi ch the contevfaceodpdndmt U5D oeiengs. 1RA-acéor datleenfade aheBher

enbodi ment , oL pEseDehil PR dURSANGY dTet hRdhoshen AYekedreCaHsBRebE

control conponent 150 to calculate_a size of storage 20 space for
al l ocation t8 BRESFEJERBaRRYSEbFett?2425 I n accordance with anot her
enbodi nent, a Wite Chjent pethedred envoBideho, cehiseméhrodonDFunl

conponept 15 Q.up e-a specifl | W t h : nd to
updategg co%gggﬁgﬁd?ﬁ%a?ggﬂﬁggﬁ%gﬁggﬁg%?ﬂ%%gp%%ﬁ ésggggklgﬁéﬁﬁgw data. In
accor dance whtheanchivercanizodi nepmponért I68r dge shirean¢ neragdagea

plural ity of,storags,dewiLeseatddaald 4985ethe {15t storagaodguice 402
' neluding aembodiment, the Define Redundancy method, when invoked,
causes the control component 150 to store information
15 indicative of a redundancy set to which the control
component 150 belongs.
In accordance with another embodiment, the
Define Redundancy method, when invoked, causes the
control component 150 to calculate a size of storage
20 space for allocation to the redundancy object 412.
In accordance with another embodiment, a
Write Object method is invoked to cause the control
component 150 to update a specified data object with new
data and to update a corresponding redundancy object 412
25 based on the new data.
In accordance with another embodiment, the
storage system includes a plurality of storage devices
402 and 404, the first storage device 402 including a
first storage media 132 and a first control component
30 150 and the second storage device 404 including a second
storage media 132 and a second control component 150.
In one such embodiment, the specified data object is at
least partially stored on the first storage media and

the corresponding redundancy object is stored, at least



first storage nedia 132 and a first control conmponent 30 150 and the second
st orage device 404 including a second storage nedia 132 and a second

controlpgggﬁggént 150. In one such enbodi nent, the Spec%&&§g9?ﬁ%§3°bje0t

is at rtially stored on the first storage medi a” an
correspondi ng redundancy object is stored, at |east W 99/09479

PCT/ US98/ 16956 -48 partially, on the second storage nedia. The first
control conponent 150 invokes, in one #$Tlustrative enbodinent, the

Wite Objec h on the cond t orage_device,.to up he redundancy
object. 5 T%aggaeggnt |nven ?oﬁegéﬁ%blsggﬁ%genﬁﬁanentedQﬁe g f8thod of

nalntalnlngceednndanovmwnmaﬁdaﬂéOstomogbessysmenKMew|m@laspratawety of

storage deviggsdifaaf, SEHéaG@kfké“dﬁﬁédEﬂ‘MQHH%&i %Boreﬂe mediand32 and a
control conponent 150. The nethod T ncl udes _storing data 10 on the st or age

medi a 132, FheradeadBEifg EBnfPgRredthe redwﬁtam 9b@f305bj ects 124- 126,

each Obﬁect |nC|UdIngThéIpféihﬁﬁﬁhanhdiﬂﬂ\dénobl@habéCEﬁp&&héﬁ&e@f t he
object. The object

ude r.edundan 412 ét r|n redundancy
o ot | onSE TRETRRRRB A A SO dSCLTEAIGy i Ao CRRe AEBFPEEe 128 1o
t he obj ect ssgspeﬂ;l neving hadpXumsthidty 0of nett dnoaigd) demzlojeed t eagbcess the
obj ect s. I % i t n d at, step 420,
i nvoking a Eg? gEng%%3k%e§ﬁ8gQ§gh§ﬁge %%?gaggthe Etr%%?tgﬁo %torage
devi ces to CEBRFPUE@BRIRERE(I XD | FPE atfirtod yidaf séQid@négtaschene. In

one !|hUSFrahliﬁeeﬁbeﬁbgénhediﬁelﬁEIh@ﬂe d@@éuﬁé§n reshEfgured e@sponse to
in 25 the o8t PLYRBLAEVGN FORERGS (1l thids, SHEIoiSBIA%%, RER BB ing &
portion of storabetspatedicataré cofatdharaarentits radwidahey obbeett. 412, |t
I's to be ungﬁESEQ%%éJEuiﬁyf@déhgu%%dundancy object 412 storing
redundancy information. The method further includes
15 providing an interface 128 to the objects exposing
methods (method 0 - method N) invoked to access the
objects.
In one illustrative embodiment, the method
includes, at step 420, invoking a Define Parity method
20 on a set of the plurality of storage devices to
configure the set to implement a desired redundancy
scheme. In one illustrative embodiment, the method
includes creating, in response to the invoking step, a
redundancy object 412 on each of the storage devices in
25 the set. The method further includes, at step 422,
calculating a portion of storage space for allocation to
the redundancy object 412.
' It is to be understood that even though
numerous characteristics and advantages of various
30 embodiments of the present invention have been set forth
in the foregoing description, together with details of
the structure and function of various embodiments of the
invention, this disclosure is illustrative only, and

changes may be made in detail, especially in matters of



nunmer ous characteristics and advantages of various 30 enbodi nents of the
present invention have been set forth in the foregoing description,

t oget he etails of the structure and function of odi nent s
of the |d;1\6v9eoﬁ?7|qon this disclosure is illustrative onl ,¥8%)cligbb2h6§g})es may
be made in detail, especially in matters of WO 99/ 09479 PCT/ US98/ 16956 - 49
structure and arrangerrent of parts within the principles of the present
invention to the fuII extent indicatei®by the broad general neaning of the
ternms in whigc nded cl ai ns are expressed, Fqr exanple, the 5
particul ar %tr@ﬁ‘é'h‘f’é FEAPTESIGTE RE BAT RV R ddiaPTingi&lesce met hods
and r edundapt yt sz hperes ange d nwienlte onmebnt hie nf unl mmtmrainlqattéﬁe b@,arre

| nvent | on. T8 vB-98 ogi70 BT (RH TH0ck - oo WAk s T AThER™ 51 7 A" Gat o

st or age sysﬁﬂ@ﬁ?n APreLaHES AXe r AXRARRIRRE- nediBPthagMeqpsicor edheher eon

data comfi %&ﬁ@uﬁl@r@l@r@éﬂﬂd Ry vamyeaéﬁena% &bl&fé haviiRg 1kt ributes
indi cative pf characteri c@% of 't he j.ect, s including a

redundancy objett2Stort uﬁﬂ’éinﬁed}‘ﬁfiapﬁé{t i %‘ﬁhe‘é\ d uetsqq r ¥ idént r ol
conponent , m:eni’ad%ilylﬁ@Lmik&ﬁ:aﬂtmatmfcMeSﬁaﬁéCﬁ’tﬁQ:ﬁ:I&th]&h.t}@Qﬂﬁj}@mlted to

provi de an .@égﬁfﬁgss gl e%‘:ctospez ragg %5]11[ ftac%fex OSI n% net hods whi ch

are invoke 0 acc of “ai Nt ai (5’ rné:dundancy
in a data slli‘éﬁala’géo@ystem having a plurality of storage deV| ces,

10



each storage device including a storage nedia and a control conponent
operatively coupled to the storage nedia, the nethod including steps of:

storlng“Q@g the storage nedia, the data being confi
plurality o S)?mggbjects each object including attrlbutesg#ﬁ ca‘Pg% of

characteristics of the object, the objects including a redundancy object
storing redundancy information; and grOV|d|ng an interface to the objects
exposi ng met hods invoked to access theC%-objects. 3. The nmethod of claim 2

and further onprising a.Stgp of : invoking a define redundancy nethod on a
set of the“l%‘%%—émgage devices to WD 99/ 09479 PCT/ US98/ 16956 - 51
configure the set to Anjheaestodeger egsteedundapeysitg:The method of claim

3 and further conprising, ts%&%%g %c§%e;ingavlgg §§89gaeeﬂgrlyalnvoklng

step, a redundancy o jec on eac storage evices in 5
The net hod of clai m4 wher @phat hegrdaruineg §¥ép zonphhsadifyst &F of :

calculating a portion of sagpegessp%@:ﬂ Ubi &t ORavEAR &R thhgutedundancy
obj ect. 6. The nethod of ,claim3 urt%

i nvoking a wite nethod onlﬁdFF?§PV8f Phe c?ﬁ¥ﬁ%ﬁ“¥£é%$g td%%;% vTces
such that a first control cbgapanent the t hebfjecsls stiowdgelideyvi ca updates a
specified data redundancy object storing redundancy
information; and
a first control component, operably coupled
to the first storage media, configured
to provide an interface to the objects,
the interface exposing methods which are
invoked to access the objects.
2. A method of maintaining redundancy in a data
storage system having a plurality of storage devices,
each storage device including a storage media and a
control component operatively coupled to the storage
media, the method including steps of:
storing data on the storage media, the data
being configured as a plurality of
objects, each object including
attributes indicative of characteristics
of the object, the objects including a
redundancy object storing redundancy
information; and
providing an interface to the objects
exposing methods invoked to access the
objects.
3. The method of claim 2 and further comprising
a step of:
invoking a define redundancy method on a set

of the plurality of storage devices to



object on a first storage nmediumon the
nmet hod of claim 6 and further conprising

first storage device. 7. The
a step of: invoking, in response

to the W()igtg@g%t hod, a parity wite nmethod on a second g&Tbg&“gQ%ural ity

of storage
medi um on the second storage device and
object. 8. The nethod of claim7 wherein

ces to update a parity object stored on

second st or age
associated wth the specified data
the step of invoking the wite

met hod conprises steps of: reading ol°d-data fromthe specified data

object; and witing new data to the specified data_ object., WO 99/09479
PCTI US98/ 16956 -52 9. The TRtIHERTS W% F8T WRerBPAePREtstd57i31®d i nvoking a
redundancy wite nethod cagaurgesicst.eps of: perform ng an Exclusive OR

(XOR) operation on the ald,data and t.he
redundancya4dat a; and f|}1nev()“f(elq:r?gocjt of cqc‘i’llm

he redundancy w

new a.to obtain. i.nternedi ate
3 ‘—’mdd(’j‘leiutxet hr?é:t t%%{por}nl $Hhe second

storage dew cgi:emcq/ﬁdi ng the internediate redundancy data and a
redundancy object identddd Gl B bBhonll. céhendeliind. fly @ddn 4 and

further conprising, 1in response to invoking the redundancy wite nethod,
the steps of: reading ol FFBHARNEIEPPIGLEaC s 8BERRN G D EH3Ie1. a step

of: 12. devices in the

set.

5. The method of claim 4 wherein the creating

step comprises a step of:

calculating a portion of storage space for

allocation to the redundancy object.’

6. The method of claim
a step of:

3 and further comprising

invoking a write method on a first of the

plurality of storage devices such that a

first control

storage device

component on the first

updates a specified data

object on a first storage medium on the

first storage device.

7. The method of claim

a step of:

6 and further comprising

invoking, in response to the write method, a

parity write method on a second of the

plurality of storage devices to update a

parity object stored on a second storage

medium on the second storage device and

associated with the specified data

object.

8. The method of claim 7 wherein the step of

invoking the write method comprises steps of:

reading old data from the specified data

object; and
writing new data
object.

to the specified data



a step of:

i nter i

further conprising cal culati ng which of the set of storage

new redundancy data; and witing the new redundancy data
redundancy object. fromthe XORing the old redundancy data with t

he

7t;;dundancy data to obtain to the The net hOdPe{‘/U§$8?]!6g§69 and

contains the redundancy object associated with the specified dat

based on a nunber of storage
specified data object witten with

and further _conprising cal culating.a location_.in the redundancy
be updated Based on argﬂﬁnﬂlgl(rllhogf ‘gftoFitﬁémdgvi“é}é%r‘?Jrfltﬁges&t%doﬁased VO
99/ 09479 PCihUSB8h§6856edb8dancy Wotke i vatwd hcomphiesspestépedofiata obj ect

ari tren wth the new datgo ddug A 03RRI AAIRoXRERY! BONBLL SLNG,

éreon data

di sc drive
configured
i ndicative

drive including a fiFBYOKOREr

i ncl udi ng Irst stora a having s

evi ces

a object

devices in the set and a location within the
tPe new data. The method of claim 11

object to

a first

e ne
as a plurality 6h609}@cg§Fa aR@ htlodj Rew #VA nge adbEabat es

: of characteri sthesrbdl e ObboGhdahB$ aRbhechsaincluding a
first redundancy object storlng red ndgncy infogrmation, _and a s
5 ec6ﬁ§8ﬁ ALY,

storage nedi a, second storage device providing the

intermediate redundancy data and a

redundancy object identification (ID).

10. The method of claim 9 and further comprising,
in response to invoking the redundancy write method, the
steps of:

reading old redundancy  data from the
redundancy object;

XORing the o0ld redundancy data with the
intermediate redundancy data to obtain
new redundancy data; and

writing the new redundancy data to the
redundancy object.

11. The method of claim 9 and further comprising

a step of:
calculating which of the set of storage
devices contains the redundancy object
associated with the specified data
object based on a number of storage
devices in the set and a location within
the specified data object written with
the new data.
12. The method of claim 11 and further comprising
a step of:
calculating a 1location in the redundancy
object to be updated based on a number

of storage devices in the set and based

econd di sc

opEr&s et ithi ¥ BBSthe first



configured to provide an interface to the objects, the interface exposing

met hods which are i nvoked to access the

obj ects; and a second disc drive

operati&gg¥mﬁ9gpled to the first disc drive and nedia h@&%ﬂggyﬁﬁgged

t her eon

a‘configured as a plurality of objects, each objec

aving a

attributes indicative of characteristics of the object, the objects
including a first data object storing data corresponding to the
redundancy information in the first -Pédundancy object, and a second
control conponent, operably coupled.to the ,second storage nedia,
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configured to provide an P

gation Hathapeltls, spres

erFH@ exposing

nmet hods which are invokedobgeaecezitthe @hjfdCtie new data.

13. A data storage system, comprising:

a first disc drive including a first storage

media  having

"stored thereon data

configured as a plurality of objects,

each object having attributes indicative

of characteristics of the object, the

objects including a first redundancy

object storing redundancy information,

and a second

first control

disc drive including a

component, operably

coupled to the first storage media,

configured to provide an interface to

the objects,

the interface exposing

methods which are invoked to access the

objects; and

a second disc drive operatively coupled to

the first disc drive and media having

stored thereon data configured as a

plurality of objects, each object having

a attributes indicative of

characteristics

of the object, the

objects including a first data object

storing data

corresponding to the

redundancy information in the first

redundancy object, and a second control

component, operably coupled to the

second storage

media, configured to

provide an interrace to the objects, the

interface exposing methods which are

invoked to access the objects.



