METHOD AND SYSTEM FOR MANAGING A POWER GRID REFERENCE TO RELATED
APPLICATION 10001]This application claims the benefit of U.S. Provisional Application No.
61/127,294, filed May 9, 2008, and claims the benefit of U.S. Provisional Application No. 61/201,856,
filed December 15, 2008, the entirety of both applications are hereby incorporated by reference.

BACKGROUND 10002]l. Field of the_ Jnvention 100031 The pres?t w}v{gr?g relates generally to a
system and method foVRERQRNP o EYHEO B S BARRUISHY ystem and method for

collecting d iff [ t id and analyzing the collected data in order to
manage th%ﬁ?@ﬁ%ﬁéﬁ%&f%&%ﬁ A power grid may include one or all of the
following: elpetrigity ggREratinelectisnowenkaranision Pand eieatricityiidistabdtion. Electricity may
be generated using generating stations, sych as a.coal fire p ant, a nuclear.power plant, etc. For
efficiency pﬁ?éb?geg?%hg%@i‘@?éﬁ%o&g%cﬁ?ga?lﬁmép?sbgfggﬁggﬁu%t@?‘\f}él@/ g}g hp\;/)g%tgté%n(such as 345K
Volts) and trensinitedssderitearBocisstan lies0Ehthéremsriis sidbolinepicayiormmitetisypower long
distances, such as atcrqbssrg%;gnlci:rées or across international boundaries, until it reaches its wholesale
customer, V\}Hfgﬁpror{gf%eya company that owns the local distribution network. The transmission lines

may terminate at a transmission substation, which may step down the very high voltage to an
intermediat@¢éHag8 BdRas 138K Volts). From a transmission substation, smaller transmission lines

(such as su@;@g@ssmiqs_iopgéiﬁegtg@mim intermediate voltage to distribution substations. At the
distribution Substations, the intermediate voltage may be again stepped down to a "medium voltage"

(such as frolA0K) VoltShe ZSreN dREyIENE YriRTGIRPFERINLIOGH SUHE AR SRTHISEfrom the distribution

substations ;Qk £x3mplavdPYrLD igasetfearaucisuitsieptamanaiefiomihe slistingtion substation.
The feeder circuit is a 3-phase circuit comprising. 4 wjres ghreetgvireﬁ for %aé:h aof the, 3 Phases and one
wire for neuﬁfﬁﬁ apdifigEentisachians of the power gr d and analyzing the collected data 1n oxder 10 _

manage the power grid.

[0004] 2. ‘Related Art

[0065] A power grid may include one or all of the following: electricity
generation, electric power transmission, and electricity distribution. Electricity may
be generated usihg generating stations, such as a coal fire power plant, a nuclear
power plant, etc. For efficiency purposes, the generated electrical power 1s stepped up
toa irery high voltage (such as 345K Volts) and transmitted over transmission lines.
The transmission lines may transmit the power long distances, such as across state
lines or across international boundaries, until it reaches its wholesale customer, which
may be a company that owns the local distribution network. The transmisston lines
may terminate at a transmission substation, which may step down the very high
voltage to an intermediate voltage (such as 138K Volts). Froma fransmission
substation, smaller transmission lines (such as sub-fransmission lines) transmit the
intermediate voltage to distribution substations. Atthe distribution substations, the
intermediate voltage may be again stepped down to a “medium voltage” (such as from
4K Volts to 23K Volts). One or more feeder circuits may emanate from the
distribution substations. For example, four to tens of feeder circuits may emanate
from the distribution substation. The feeder circuit is a 3-phase circuit comprising 4

wires (three wires for each of the 3 phases and one wire for neutral). Feeder circuits



may be routed either above ground (on poles) or underground. The voltage on the feeder circuits may
be tapped off periodically using distribution transformers, which step down the voltage from "medium
voltage" to the consumer voltage (such as 120V). The consumer voltage may then be used by the
consumer. [0006]One or more power companies may manage the power grid, including managing
faults, maintenahr,\ce, and upgrades related to thelg wer éid. Howgv tr‘lfel{n%ng ement of the power
grid is ofterTASRIISACH R RGARP ot SR BIEPH BO NP CEREB A that nanageS The Tocal distribution
network mafgrianageifaults thatappad edt perndhelfeedersoiisuitsicp onroisteitssreatiddtateral circuits,
which brancf frgm, he feeder crcults, e management.of ineocal digbulipn network often relies on

st own the voltage [ro © 9 .
telephone calie fom conslmers When an outage occurs or relies on fie dworkers analyzing the local

distribution hEﬁWbrKh&@ﬁﬁmmwaﬂtagmpmtésnﬁm@aﬁémm@dmw@gmde the power grid using digital
technology  REIMes, aleg ac S ol Rt Ay Mpleaacie ieliasns meless,sometimes called

"smart meters”) are a type of advanced meter that identifies consumption in more detail than a
conventionak#netste Thitsmmintaeesrannf RSTESATFINIE 0B RONFS ETEtSH ViRV 8biié network back

to the local il formaiaEng ARc ARG RuRases dalemeteing) AMhilease gasat advances in

upgrading the power grid are beneficial, more advances are necessary. It has been reported that in the
United StatSS™aReR% i menaesichaionad dahiierpRismeak R e dsg ehdsiiet fihsmission network

capacity is yougad tenebag thitdsobits]earbdisicinetiantsaunusads, Matalormca neaditearly exists to
improve the management_of the power grid, BRIEF SUMMARY 100081A. smayt grid for improving the
manageme PR HEWEY &W@glﬁ?%bﬁf ; EFI"'E%I &WH%%“&&B‘#%@%?%@“&%& %ggd includes using
sensors in akphepegiltsont tue gnickrs siignconontagioations andiesmip tikigitedterology (such as
additional bgs F.trycttérlgs‘gtg] upgr % '1th% gurrent electric power grid so that it can operate more
efficiently anaaréﬁggly andpsuppor additional sérvices to consumers. The smart grid as presently
disclosed mi&¢ihgradweraditipaalcslbetriclippiad itisuieradn thaRuisttod wengdiRiB! "grid," such as

by using robust wo-waycommuUniselionsadvaneedisensars RN Aisthkuiee. fomRuers (including

additional intelligence in the electric power transmission and/or electricity distribution). The smart grid

may further (ensdE asientish AFTOREBREITY atercuptral AdyRacrhRsierdaliifstidider to manage
operations, ggtachancheamantiasits, MANAAR VESMHELSIE. The smart meter may then

communicate that information via some network back to the local utility for
monitoring and billing purposes (telemetering). While these recent advances in
‘upgrading the power grid are beneficial, more advances are necessary. It has been
reported that in the United States alone, half of generation capacity ts unused, half the
long distance transmission network capacity is unused, and two thirds of its local
distribution is unused. Therefore, a need clearly exists to improve the management of

the power grid.

BRIEF SUMMARY

[0008] A smart grid for improving the management of a power utility grid is
provided. The smart grid as presently disclosed includes using sensors in various
poﬁions of the grid, using communications and computing technology (such as
additional bus structures) to upgrade the current electric power grid so that it can
operate more efficiently and reliably and support additional services to consumers.
The smart grid as presently disclosed may upgrade a traditional electricity

transmission and distribution network or “grid,” such as by using robust two-way



[0009]0One example of the management system that may manage a smart grid disclosed below is the
Intelligent Network Data Enterprise (hereinafter, termed INDE) Reference Architecture. The INDE
Reference Architecture enables integration of intelligent or smart grids into the electric power industry
(or other types of industries). Further, management of the power grid may be improved using

Intelligent Netwark Data-Servises hereipaftertarmed,INDS), The-follwing diselpggsa set of

processes and assets for assisting utilities with the development of smart grids. This set of assets and
methods coiiphigesahis IRDEeSBIGR VS ANDETETFae LT B IREfSHsHERWeehitéBture, which may

comprise a {emplatg for eaiererise wide smarharddaithand anabdiesmanademsnt and integration; -
Data acquisition and real time analytics, which may include distributed architectures and analytics
implementcf6HEYAR ATEET {pErasn RGP Bh ATGES ARt EHY - AR ag5 g ST Bhitecture assets,
which may pgelude open standards-based data management solution elements; End user transactional
analytics applications, which may include implementations of a wide range of analytics covering.
system per ﬂﬂ%ce,%‘&?/\féﬁaa%‘ﬁ ,tﬁ'ﬁd‘%@%‘fﬂﬁﬁ&%‘f%ﬁ%ﬂ@ﬁﬂ@ﬁ%@?%Sﬁgbaétn%ﬁ(t:; and Smart Grid
developmedipiocesssivhichhadhdiztnay aormpribata Baethotiel dgy dasnalyzeradBriigtiar utility's
current grid determine a recomm ian for impraving the particular utility:s cugrent grid with one
or more aspects o &%T%Eﬁ%ﬂ“é’ﬁd%% a%%ffﬁgse%%egéé é ‘E%E‘%ée?ﬁ‘ﬁ%&*e g%zr%{é%nﬁé?lr{chitecture may
improve thestiligtmeoamtarigragene thofiturispwergrduray exeetipienirs (DERERsIence
Architecture e ghidls & R B QRIEHS Biises B san ABRMLYReR @llata Including: ()

e dedi t er

multiple buses may t cated to the different types of data, such as opérational/non-operational
data, event PrclesingsdaeacigaticotereetiNatal BnfrHeripadisdatvirdatal &rFeRsSsing the

multiple bus, sirychitagnablingdgtivgy efthadatadp padtipls dastinaiongnkhedprikipie buses may

comprise different segments in a single bus or may cor?;?rise separate buses. The multiple buses may
be used to #HEHBRCHEVRREES (A5 RS bRk M A SIREBTICERE S5-I Bs at a centrally
located conpeliar}cAlieratirelya poegirnoradypeswofodatacmaydeitansmittet usiagitie same bus as
other types of data (such as event processing data being.transmitted on the same bus as the
operational/?{ggy-gﬁse %ﬁea’inggfaam%lntﬁ raég’s’?é%tteag%%%légﬁar%%?qeg réen%snr%'r‘{técc?’u%%lﬁ%%a specific
protocol for gy évendqpderebsing dakitef00ts pad andthes exahplerieiNOERbfepeete Architecture
may include, diyibuiad isliopaee 2l RANLLBHLNEMMNRGL) Aecen At arnataig.daia in

of the gri

different sections (such as sensing devices at substations, meters at customers' premises,
line sensorHPEH)stadiEs- BRGEh AR FEPEHTE ARWH YRS TRER T 8 CUEHIHOEEESING at the

substations o Qi HiEs REWIRLIIREs SldicRNHastitRe.aonkelcrateiin apalyReithadatafto determine whether
a particular event has occurred) so that the analysis may be done at different poingﬁ in the power grid

and/or at th@COHFSICOSATEE SYRICHH P oI Hiak WHE AL LIS R S Bhem#sh&a section of the
power arid (sisehrasmmesify©pedatinaraGihe &ubiiptientiased ovaidetacinieedheyent). [0012]For
example. IndMSaLeompenenis NN Ronel ard M AL eels [ cenilapthort of the
power grid, ma)Plnqudré Inte ﬂg ce (such as processing aﬁ'dsstorage cap:gblllty In order to analyze a
state of the powemgridafsucfeasranalyridgapkikiiandid rosauormbagod| iy toprscfordise fault. One
such individ@eg%rgp%%gg ;gomprise a substation in the power grid, which may include sensors,
at least one processor, and at least one storage device. The substation may use the sensor to sense

data for a sdB889) of thERpEWeRsHERIS AN e prsce sdslesRcsiraanieVid8sanalyze the

sensed dataip,Q{fehia deterRinenhs siaisoithaigeqtianolthe-powenprio(suehas determining

whether there is a fault in the section of the power grid) and/or may automatically correct the
determined FRGHILT s T OHECS FRIRSH RETERGRS %HFE&I@rc??%bfé‘égﬁeég?toé@e&?ﬁtrol aspect of
the section akthenpieg ofifrpeicinte vesiring thedednisallavthieriiffefdiapewef drid receiving the
sense data and/or riorlt requiring the central aLgthoritéé ana!y%in% tge sense dpt%. l[g)Ol:é]As another
. ORErdiio non-operationai daia, event pro sing data, gna conneclivity datd, an
example, th&%iR8W ué’lacomp ents in the power Srldp,
network location data; and (ii) using the multiple bus structure enabling delivery of

the data to multiple destinations. The multiple buses may comprise different



intelligent in and of themselves, may cooperate together to analyze and/or control the state of the
power grid. Using the additional communication ability with the multiple buses, components in the field
of the power grid may exchange information, such as data sensed from the power grid and/or fault(s)
determined via analysis. The components in the field may thus work together, with or without the
central authority, in arder to determine the state of the power gri and/(iorre t for a fault in the power
grid. 10014 FFHBHSHHA A T EGGERAE FREHUPREPRTIT DR Gistr BBl SFAGE FBPERSmple, devices
in the powemngtitk4stichpas: the substations) snayhave idatarsiarage mesosiedéchivlitis them. The data
storage may be o>§imat§ to the %u sE{i\fion suc@fas associated With{ad rocessor in the substation).

u

The devices il R }bgﬁ?é? g??d‘ﬁ% Qtore GATA N the dafa 5 %rr%lag) &flsn% A

mgmsgnsor data, analytical
data, etc.). Thesletizbssinghie: pemebgsidsmdnethgrsehthto helcentralitemter silgklatathe storage
location of the.data (e. oipter to the ss that.-houses th I ata stqrage). The
control centg? lr[rl‘i%a%asjst%n%ﬂf%e ﬁn[kﬁﬁ%ng&\%?aggég%ag %6%%%%&{ suc Oggggat ?é’%g;‘ﬁ%%. E%ﬁ(sg when the
control centepsetieseisisieinnias tatsansmoitehysineariretimaprateaddehfiskdnlthe central data
storage, ser}g&ggs%ée@tgq the grid device (such as a substation) requesting data associated with the
link, and receive a response from the grid device comprising the data associated with the link.

[0015]As stiltAbther AxanRfsher gia s infoRsderenes s iFeHEsY 196! B&wer grid in several

aspects inclgcling aedistatemeasy iamnsnhcheroperaliapalisalenlianand-siargeagvent management,
demand reduyction signaling, outage intelligence, fault intelligence, remote asset monitoring (including

monitoring SHESFhe RS ethRidiA (R PER A GIE) DotE AR HRBMiBFRE Euch as the purity of
the current/\aliagewayeiarss), bystenmspentaiindadesndasatielvienhspateascklabilitycas to whether the

power is on or oﬂzjE work order injtiation, meta data management, notificati %§n[}, meter data
collection, trAnSacl rrl%egsﬁg%/ﬁ{céegsr%%%?}l?rngf BPOCS s?é’ysiga%r?g’r%glit?rrﬁeagn%?ﬁ%csfo 0%’1% n still another
example, theol ARGzt itaprovécmanageriettcoh thatpole cyeid histadkingaldvaritag@of the modular

design of th 9{;%% Re{alense BRI SIS MAY hableaidifigtent bisiaass model than is

currently used (Such as by outsourcing one or more functions) and enabling the efficient management
of a pluralityest %wmv‘gﬂa&Wyt-ﬂ%ﬁnC@Hdtﬁ&dé%éhﬁmé?fatwﬁéala?%\ia@? YRS Bd%nalyzed in
order to detgrpingwhislrospastorkihed NRERRefeseraaMrchitestire PEBR)INDS to apply to upgrade
the Operatior[](}c()}flé?e pagct)ircelsjigrﬁlg(})ev,viex{d%]\ﬂ ual components in the power grid, which are remote

from the central authority of the power grid, may include intelligence (such as

processing and storage capability) in order to analyze a state of the power grid (such

as analyzing a fault) and/or to automatically correct for the fault. One such individual

component may comprise a substation in the power grid, which may include sensors,

at least one processor, and at least one storage device. The substation may use the .

sensor to sense data for a section of the power grid, and may use the processor and

storage device analyze the sensed data in order to determine the state of the section of

~ the power grid (such as determiniﬁg whether there 1s a fault in the section of the

power grid) and/or may automatically correct the determined fault. In this way, the

substation may automatically change at least one control aspect of the section of the

power gric!- prior to requiring the central authority of the power grid receiving the

sense data and/or prior to requiring the central authority analyzing the sense data.

[6013] As another example, the individual components in the power grid,

intelligent in and of themselves, may cooperate together to analyze and/or contro] the



(001710ther systems, methods, features and advantages will be, or will become, apparent to one with
skill in the art upon examination of the following figures and detailed description. It is intended that all
such additional systems, methods, features and advantages be included within this description, be
within the scope of the invention, and be protected by the following claims. BRIEF DESCRIPTION OF

THE DRAWSIQtG%gS C:C:é?? lTé ures éﬁ%%%% %ﬁ%n‘%ﬁ%ﬁﬁg rl% g@%%g@pﬁtgftmem% Eqall architecture

for a power grlé. re2isa lagram o . epicted in %8re 1.
[00201 Figures&hcGrarabhtck diadralh sichanotear asidamgl e vidreovdrathanchiteethre for a power

grid. [0021]fgune .15 ﬁﬁkgﬁé g&%ﬁﬁi&%ﬁa%w%é%%@%?{é@%ﬂm%g Ifrfdgures 1 and 3.

[0022]Figures 5A-B are iagrams of the INDE DEVICE depicted in

components in: the field may thus work together, with or without the central authority,
in order to determine the state of the power grid and/correct for a fault in the power
grid.
[0014]  The distributed intelligence may further include distributed storage. For
example, devices in the power grid (such as the substations) may have data storage
associated with them. The data storage may be proximate to the substation (such as

| associated with a processor in the substation). The devices in the power grid may
store data in the data storage (including sensor data, analytical data, etc.). The devices
in the power grid may then send to the control center a link to the storage location of
the data (e.g., a pointer to the address that houses the data in the data storage). The
control center may store the link in a central data storage (such as a database). Thus,
when the control center seeks to obtain the daté, the central control may access the
link in the central data storage, send a request to the grid device (such as a substation)
requesting data associated with the link, and receive a response from the grid device
comprising the data associated with the link.
[0015] As still another example, the INDS may improve the management of the
power grid in several aspects including grid state measurement, non-operational
collection an_d storage, event management, demand reduction signaling, outage
inteliigence, fault intelligence, remote asset monitoring {including monitoring one or
more assets within the power grid), power quality monitoring (such as the purity of
the current/voltage waveform), system performance measurement (such as reliability
as to whether the power is on or off), work order initiation, meta data management,
notification agent, meter data collection, transactional analytics, grid control
processes, and real-fime analytics.
[0616] In sull another example, the INDS may improve management of the power
grid by taking advantage of the modular design of the INDE Reference Architecture.
This may enable a different business model than is currently used (such as by

outsourcing one or more functions) and enabling the efficient management of a



Figures IA-C and 3A-C. [00231Figure 6 is a block diagram of still another example of the overall
architecture for a power grid. 100241Figure 7 is a block diagram of still another example of the overall
architecture for a power grid. 100251Figure 8 is a block diagram including a listing of some examples
of the observability processes. [0026]Figures 9A-B illustrate flow diagrams of the Grid State

Measurement & Operatjons Processes. [(OO 7]Figure 10 illystrates a flow diagram of the
Non-OperatioR P ATa pREUASEAEEE 1o et sfl another example, & prfcular pover grid may be

analyzed in order to determine which aspects of the INDE Reference Architecture or
the INDS to apply to upgrade the operation of the particular power grid.

je617) Other systems, methods, features and advantages will be, or will become,
apparent to one with skill in the art upon examination of the following ﬁgures'and
detailed description. It is intended that all such additional systems, methods, features
and advantages be inciuded within this descriptit:;n, be within the scope of the

invention, and be protected by the following claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0018]  Figures 1A-C are block diagrams of one example of the overall
architecture for a pbwer grid.
{6019} Figure 2 is a block diagram of the INDE CORE depicted in Figure 1.

- [06026] Figures 3A-C are block diagrams of another example of the o.vera.li

- architecture for a power grid. |
6021} Figure 4 is a block diagram of the INDE SUBSTATION depicted in
Figures 1 and 3.
[o622] Figures 5A-B are block diagrams of the INDE DEVICE depicted in
Figures 1A-C and 3A-C.
[0023] Figure 6 is a biock diagram of still another f:ka.mpie of the gverall
architecture fora powerr grid. _
[0624] Figure 7 is a block diagram of still another example of the overall
architecture for a power grid.
[6625] Figure 8 is a block diagram including a listing of some exampies of the
observability processes. |
|0026] Figures 9A-B illustrate flow diagrams of the Grid State Measurement &
Operations Processes. ,
[0027] . Figure 10 iliustrates a flow diagram of the Non-Operational Data
processes.

{0028} Figure 11 illustrates a flow diagrém of the Event Management processes.
[0029] Figures 12A-C iltustrate flow diagrams of the Demand Response (DR)

Signaling processes.



[0028]Figure 11 illustrates a flow diagram of the Event Management processes. [00291Figures 12A-C
illustrate flow diagrams of the Demand Response (DR) Signaling processes. 100301Figures 13A-B
illustrate flow diagrams of the Outage Intelligence processes. 100311Figures 14A-C illustrate flow
diagrams of the Fault Intelligence processes. 10032)Figures 15A-B illustrate flow diagrams of the

Meta-data Managemeny processes h?é%SSlF' ure, 16 illustrates a flow diagram of the Notification
Agent procesSE5 1003 )ﬂ@ﬁrzflg?%l té?ées%g) oW fgalf’a(r)rﬂgfe the Col gc%ﬁﬁem&er Data (AMI)

PIocesses. :
[6031] Figures 14A-C illustrate flow diagrams of .the'FauIt Intelligence processes.
[0632] Figures 15A-B illustrate flow diagrams of the Meta-data Management
processes.

16033} Figure 16 iliustrates a flow diagram of the Notification Agent processes.
[0034] Figure 17 illustrates a flow diagram of the Collecting Meter Data (AMI)
processes.

[6035] Figures 18A-D are an example of an entity relationship diagram, which
may be used to represent the baseline connectivity database. ' “ '

10036} Figurcs 19A-B illustrate an example of a blueprint progress flow graphic.

DETAILED DESCRIPTION OF THE DRAWINGS AND THE PRESENTLY
PREFERRED EMBODIMENTS

[0037} By way of overview, the preferred embodiments described below relate to
a method and system for managing a power grid. As discussed in more detail below,
certain aspects relate to the power grid itself (include hardware and software in the
electric power transmission and/or the electricity distribution). Further, certain
aspects relate to the functional capabilities 'of the central management of the power
grid. These functional capabilities may be grouped into two categories, operation and
application. The operations services enable the utilities to monitor and manage the
smart grid infrastructure (such as applications, network, servers, sensors, etc).

[0038] As discussed tn more detail below, the application capabilitias may relate
to the Ameasurement and control of the grid itself. Speciﬁcaliy, the application
services enabie-the functionality that may be important to a smart grid, and may
include: (1) data collection processes; (2) data caiegorization and persistence
processes; and (3} observability f;rocc_sses. As discussed in more detail below, using
these processes allows one to “observe” the grid, analyze the data and derive
information about the grid. | '

{6039} INDE High Level Archi_tecture Deseription

{0040) ' Overall Architecture

[6041] Turning to the drawings, wherein like reference numerals refer o like

elements, Figures 1A-C illustrate one exampie of the overall architecture for INDE. -



processes 100351Figures 18A-D are an example of an entity relationship diagram, which may be used
to represent the baseline connectivity database. 100361Figures 19A-B illustrate an example of a
blueprint progress flow graphic. DETAILED DESCRIPTION OF THE DRAWINGS AND THE
PRESENTLY PREFERRED EMBODIMENTS 100371By way of overview, the preferred embodiments
described below relate to a method and system for manafging a pawer grid, As discussed in more

detail,below, CVEAFFRLESYTE TEMESTHS i PSP Rt IMBHRIBYE HANFAPdEY software in the
electric power bpnRsBlSHRRMRAGKS e, elet sy eistibotionrfuitherackimin dspenisidelate to the
functional capa%ies of the Fe.ntral mana e{nent o{lthe power riglf t;h?gre gynnc;ltril%n[%t ﬁggabilities may
be grouped intd bcﬁg?gjﬂﬁé@%ﬁ’é‘r“aﬁ%n anndagf)"ﬁlc%l iOn-eThe opera IoneSar/ices enable the utilities
to monitor angrnanegeriheyswast Hademfiastyotuvetedch as applivatonsicetvorkuservers, sensors,
etc). [0038]Asdiscussed in more detail belo icatj il the
measurementcger[]§ I%Srﬁr?(ﬁﬁ}jﬁ’tug%g?% ggﬁ?é%e%%ﬁ%%?&%%p ca%t%)é?ggerﬁggs{%%%fg-the
functionality tidscnsssd e marsoiesat belavsmart grid, and may include: (1) data collection processes; (2)

data categorizgfies) andrRersisiROGE:PRcRISE S BNtk 1phservabilibnes esasrAigsliseuSsed in more
detail below, using these processes allows one to "observe" the grid, analyze the data and derive

information aBUEERIE B A0 6 Bon RIS PRthSERRAE AR NS LG £ 5L MY dpctude

operational and non-operational data); (2) a dedicated event processing bus 147
(which may include event data}; (3) an operations service bus 130 (which may serve
 to provide information about the smart grid to the utility back office applications); and
(4) an enterprise service bus for the back office IT systems (shown in Figures 1A-C as
the enterprise integration enviromment bus 114 for serving enterprise IT 115). The
separate data buses may be achieved in one or more ways. For example, two or more
of the data buses, such as the high speed sensor data bus 146 and the event processing
bus 147, may be different segments in a single data bus. Specifically, the buses may
have a segmented structure or platform. As discussed in more detail below, hardware
-and/or software, such as one or more switches, may be used to route data on different
segmcnts of the data bus. |
[0043] As another example, two or more of the data buses may be on separate
buses, such as separate physical buses in terms of the hardware needed to transport
data on the separate buses. Specifically, each of the buses may include cabling
separate from each other. Further, some or all of the separate buses may be of the
same type. For example, one or more of the buses may comprise a local area network
(LAN), such as Ethernet® over unshielded twisted pair cabling and Wi-Fi. As
discussed in more detail below, hardware aﬁd/or software, such as a router, may be _
used to route data on data onto one bus among the different physical buses.
[0044] As still another example, two or more of the buses may be on different
segments in a single bus structure and one or more buses may be on separate physical

buses. Specifically, the high speed sensor data bus 146 and the event processing bus



[0040]Overall Architecture [0041]Turning to the drawings, wherein like reference numerals refer to like
elements, Figures 1A-C illustrate one example of the overall architecture for INDE. This architecture
may serve as a reference model that provides for end to end collection, transport, storage, and
management of smart.grid data; it may also provide analytics and analytics management, as well as
integration of {he forgeinarnie VUl BrRcESseR A Y BIEMENTISREE LAY R Viaed as an
enterprise-wide architecture. Cettain e ements, such as operational management and aspects of the
grid itself, arecdiscussed tasidientethi weR)W.ﬂ@@’in%@@rbhﬁecture depicted in Figures 1A-C may
inoluce up o fggisflata gi{%ggamkb@%%‘s;&)mmé??aqe§%9 ALafatRRERL 46 kdaich may

include operational and non-operational data); (2) a dedicated event processing bus 147 (which may -

include eventertaF (SHdn GFer A SERAEBES of St AR ragPke A/ 88D HESFEE iEEmation about

the smart grid,{Q % yiiiepaskpificerrnrigationss: and 44 an entarprse sanyigadus for the back
office IT systems (shown in Figures IA-C as the, enterprise integratjon envié;’)nment bus 114 for serving
??r%‘\b‘é‘ &

enterprise IT PISETHESIANNHSES HULES iy & B5iR or S WSS Eor example, two
or more of thengataphusesithochissdpadiohs spetd bensdé datéobie tdGrariskthesgmeishprocessing bus
147, may be dmr‘ergerﬂ% sc?%meﬂtz'? in a single data bus. Specifically, the buses may have a segmented
structure or pfatform. Rs dicussed in more detail below, hardware and/or software, such as one or
more switchellidfdy belisdd o visonmdatanan wiffétérmoserpnblets 5rvis Satentsds. 100431As another

example, two Qrimerg,Qf (8 ApleRusssmay et aanatale IS RSP R RS SRRAIALR Physical buses

in terms of the hardware needed to transport data on the separate buses. Specifically, each of the
buses may inBYSHEE AR SERAUREADAT SREN SN HEIA o ierdr & PEIAL e d55PSte buses may
be of the samadypeviKonsurMplafeneuwotimease b the: ficisas apsjcabmprisexentacg|dmea network

(LAN), such as Ethernet(r).oyer unshielded twi tﬁgo;aa'hr ablineg %)QHF&HAAS -d{scussed in more detall
below, hardw%lr%(era:{‘ﬁ%?!(?ra is%ﬁwg?é?essﬁ Oggssaesr'oéter, n%ail?h%‘bsseo(? to foute data on'data onto one bus
among the difeomigst iplsysiceptiermds. 100441As still another example, two or more of the buses may be

on different s nts iR SRGHE RUSSIE S AR OReRr Wighs PSR MANRaseparate physical
buses. Speciicall, the ngh Shect ISR 158, 1490 UG SURRLRIRP SRR |

INDE DEVICE 188. This division of the elements within the overall architecture is

 for illustration purposes; Other division of the elements may be used. The INDE

architecture may be used to support both distributed and centralized approaches to

gh'd intelligence, and to provide mechanisms for dealing with scale in large

implementations. 7

[0048]  The INDE Reference Architecture is one example of the technical

architecture that may be implemented. For example, it may be an example of a meta-

architecture, used to provide a starting point for developing any number of specific

technical architectures, one for each utility solution, as discussed below. Thus, the

specific solution for a particular utiiity may include ong, some, or ali of the elements

in the INDE Reference Architecture. And, the INDE Reference Architecfure may

provide a standardized starting point for solution development. Discussed below is

the methodology for determining the specific technical architecture for a particular

power grid.



147 may be different segments in a single data bus, while the enterprise integration environment bus
114 may be on a physically separate bus. 100451 Though Figures 1A-C depict four buses, fewer or
greater numbers of buses may be used to carry the four listed types of data. For example, a single
unsegmented bus may be used to communicate the sensor data and the event processing data
(bringing the total number of huses to three), as discussed below. And, the system may operate

without the op@i¥iions sEtv IR AT ATdoF e BiteRIHES AREGrmEIceIAFGRTRET R BS 114.
[00461The IT enyirposeaniybayoie A the frpatibtek SanvicRiOsir et Ahiacisad804) is a
computer systems architectural style for creating and.using business processes, packaged as
services, thro%%%ﬁat[ﬁ{g&sr | ec‘:‘% }fag%&%ls%s%legfﬁ]gsﬂg pF%r\rlilss%lrﬁ?su l}é%eﬁemsgggﬁ%ﬁge to allow
different appligaticersuoiegrhffags daty asptpariidipigtdinibesinpessprscesseasouMtheugh, the use of
SOA and the i ice bus ar i 047. i illustrate different elements within
the overall arc é((aag?gif@eﬁg;%%ss t‘h"z %ﬁo%v%ﬁgg(é%% 5%%:%%%%&%%%&% retlrgrél gJeB%%??’,&Df 'ON 180; and
(3) INDE DEAEER 88 bethstigmsing eptrarsrinehisiormauprtlyrdNReRedornes is for illustration

purposes. Other.divsiae ofithgielsmenisinay he 1srd idike SNREGHERIREIIE By e used to support

both distributed and centralized approaches to grid intelligence, and to provide mechanisms for

dealing with TR 5 GO i EHoSHEH0IRE ! T PHRITOE HE AL A% Rsaketdetis one example
of the technicalquieliteatire thatimeyine ioplembeitectiftop dXammalenthenay BOarvekample of a
mew-architecyte, ysg 1o provie & taring POt or developing sy, pumber gfspecif technical
architectures, one for each utility solution, as discussed below. hus, the speciic solution for a
particular utilifpeisaiiclidategiatienne, bisaipbfaibredamensier i iMPINBE RefeentiArchitecture.

And, the INDE Referpncaunbehitrluss.naRiwderssiandaidizadstastipdRaietigrsolution

development. Discussed below is the methodology for determining the speeific technical architecture
for a particulafJoEpegfigrd elements. .
[0050] INDE Component Groups

[0051]  Asdiscussed above, the different components in the INDE Reférenée
Architecture may include, for example: (1) INDE CORE 120; (2) INDE
SUBSTATION 180; and (3) INDE DEVICE 188. The following sections discuss
these three example element groups of the INDE Reference Architecture and provide
descriptions of the components of each group.
[00s2] INDE CORE
[0033] Figure 2 illustrates the INDE CORE 120, which is the portion of INDE
Reference Architecture that may reside in an operations control center, as shown in
Figures 1A-C. The INDE CORE 120 may contain a unified data architecture for
storage of grid data and an mtegration schema for analytics to operate on that data.
“This data architecturs may use the International Electrotechnical Commission (IEC)
Common Information Model (CIM) as its top level schema. The IEC CIMisa
standard developed by the electric power industry that has been officially adopted by
the IEC, aiming to allow application software to exchange information about the
configuration and status of an electrical network. .
[0654) In addition, this data architecture méy make use of federation middieware

134 to connect other types of utility data (such as, for example, meter data,
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100491The INDE Reference Architecture may be an enterprise wide architecture. Its purpose may be
to provide the framework for end to end management of grid data and analytics and integration of
these into utility systems and processes. Since smart grid technology affects every aspect of utility
business processes, one should be mindful of the effects not just at the grid, operations, and customer
premise levels, but also at the back office and enterprise levels. Consequently the INDE Reference
Architecture??fﬁagﬂﬂaZB PSR EA X Bt QR HEEE R T B M 2R B RAFRBIA st dRF 5™ bport the SOA
environmentfies interfade: pUipaseshikhisshbalehaohbe:-takeiy ds aurepoine e at cbat g utility must
convert theirheﬁilslgn% IT nvironm.en{ ta(’,]f SOA before a s‘martg‘ri%ca}n_be builtt and useq. An enterprise
service bus 18 HEETUT PRECH AT AT F6¥ %Qllf‘fiﬁPaﬁrr?gljE it ?ﬁf)elé:ragﬁoﬁ, T it e tSr%r(ﬁlﬁiIr%Ea/ ifi Order to
implement theusstkef theastears gridisohigio apeEdelalisbussivhsbelol daeuses ommdiftepdrt components of
the INDE smart grid elem . OJINDE, Component Groups 100511As discussed above, the
diferent comm L K N A A e s A 300 I B Core
120; (2) INDESUBS EATI ON dig@ssadd (3 wNDBOENIE EUBST ARECII¥inersentions discuss these
three examplg,lemant.ol QLHP:%JM%B%@%@@%'{ﬁ‘g%&%@ﬁw@ &%ﬁﬁé{'@t'ons of the
components of each group. 100521INDE CORE 10053(Figure 2 illustrates the INDE CORE 120, which
is the portiorf & IRISEMR IR AFprtatdid thardipradtc s ErHEBNR RO APET center, as
shown in Figyeembhefaod BRINREIGRR B 420 M2 eaotain assifisd dats, arghitecture for storage of

grid data and an inte%ation schema for analytics to operate on that data. This data architecture may

use the IntePRIHRIAACEARER SHRSHARAFEBRTATSSON (e = hn e RS AR MUt €IM) as its top
level schemaar log =4t Mdg Bestangaid:deyelepediny thatelectric power industry that has been
officially ado y the IEC, aiming tq allow lication software to exchange information about the
configuration LAd srat ST e e R O0E I G b e AOE RRAare may make
use of federation yneddhicwarec 8 tyito drectuihet vk soof i gatatansachmes dfor yemple, meter
data,

include, but is not limited to, swiich state, feeder state, capacitor state, section state,
meter state, FCI state, Iime sensor state, voltage, current, real power, reactive power,
etc. Non-operational data may include, but is not limited to, power quality, power
reliébility, asset health, stress data, etc. The operational and non-operational data may
be transported using an operational/non-operational data bus 146. Data collection
applications in the electric power transmission and/or electricity distribution of the
power grid may be responsible for sending some or all of the data to the
operational/non-operational data bus 146. In this way, applications that need this
information may be abie to get the data by subscribing to the information or by
invoking services that may make this data available. |

[0656] Events may include messages and/or alarms originating from the various
devices and sensors that are part of the smart grid, as discussed .beiow. Events may be
directly generated from the devices and sensors on the smart grid network as well as
generated by the various analytics applications based on the measurement data from
these sensors and devices. Examples of events may include meter outage, meter
alarm, transformer outage, etc. Grid components iike grid devices (smart power
sensors (such as a sensor with an embedded processor that can be programmed for

digital processing capability)} temperature sensors, efc.}, power system components

1



operational and historical data, log and event files), and connectivity and meta-data files into a single
data architecture that may have a single entry point for access by high level applications, including
enterprise applications. Real time systems may also access key data stores via the high speed data
bus and several data stores can receive real time data. Different types of data may be transported
within one Qr more buses jn.the smart.grid. As disc below in the [DE TION 180 section,
substation ég 5”&%&1“3% %Seagé f(leocqael ré?r%ads ored” %é%’l?ﬁ?‘t e%ﬁ%@%éﬂ‘é%&é%&éﬁ%ﬁ%% database, which
may be assouoiatetisalith antepreadmeatecto)thoduivdidtidnlhiargstisractid subgtaticntglata. Analytics
pertaining tQ the substation level m % 0 f t i \puters and stored at the
substation gg%é%gaiéeef an Fzgal %grnf)’glrtgz}%t §eg aﬁeﬁ%ﬁy&%ﬁ%ﬁ,&%ﬁ%ﬁ? t%}éac?éar@rol center. [0055]The
types of dateptratiopartat: mbkcinetutdatperaticicdnd thisrthsperationsl BeabeVentdlgEd connectivity
data, and network lacafion,data. Operational data may include, but is not limited to, switch state,
feeder state, capacitor state, section state, meter state, FCI state, line sensor state, voltage, current,

real power, Httive pSTiéeosRecKGh: S5k M s sy aHER{dBE BT BBEIMIEE B2bower quality,

power reliahjlity pagsaibealifichtirssdadia sigsithanpetaionakandaapoapasatienal data may be
transported using an operational/non-operational dat?abus 146. Data collection arl)xpi(lications in the

electric powSPHRISTHERTEH dtHore FA Ry Hrs B LR Pt PSR gRaRiss Be Fedhonsible for
sending sorpeiey, ait pithendntato-theeparationatinataaper diandl date kysnidGitithis way,
applications that need this information may be able to get the data by subscribing te the information or
by invoking'%re“r?\;ccoenél%% nrtn%/&rﬁeaskén%%e %?gef\?%}/égl’eg.tisog% \C/%r? S ?ﬁ’gi’%‘ﬁc% ec(?rlnégggages and/or
alarms originatin:grfrinnat_lbesﬁ/ari@aQidrexﬂsre@rantbmeﬁsbﬁiawa@epam@nhefm‘wﬂ@mgas discussed
below. Eventsmay be.dlirecthy, genaraied frasp dneidevicesand sRRseLs 8:Hogismarigid network as

well as generated by the various analytics applications based on the measurement data from these -
sensors andzdevicest Exarpie sast Eveats PR RIBIERIE ietatedtride, sreteted BRm Ransformer outage,

etc. Grid coppangnis likeariside Uees(SI0as) RAN.SRARMBE S US MagiAGeRE kil an embedded
processor that can be programmed for digital pro_cessé%g apabigﬁg tergl]perature sensors, etc.), power
system compaiad e rreR s R RICHErARIE YR eﬂcrﬁ’c%s' ERAFEYREe), smart meter networks
(meter healtfupamter readings j@ia)oaddimabjlerftald fdreenfleviees{abtagehewents, work order
completions, etc) may generate event data, gperational and nonoperational ..Ihe event data
generated V\ﬁ%ni] b %n};%ér eg??én mlallly}l%ael r%ﬁ%quftrgd%/?gsalﬁ e{/%lﬁgt}%ursn yA%e ﬁ)ggg%é-&(ﬁ;connectivity data
may define theskageudrst tife unaiiprgriothT herecray drel adaentayodtaiich lgefisesdpie physical layout
of the grid components (s staliaRs.SeamenSsiRadersq tansiaunerRwuitches teclosers, meters,

sensors, utility poles, etc) and their inter-connectivity at installation. Based on the events within the grid
(componentaimEresn fainiapaled Adannrastes, B g sorHYensrs ARy BREHyY Bi%a continual basis.
As discusseghiprmarsndetailinaiows Sregtaugture of how the data is stored as well as the combination
of the data enable the historical re.creatiorré (%%#%e r%rid l%¥0rli1;[ atb\éariou (g)rgsvtatrilr&%s. Grid connectivity
data may be kitacted F SHHEG BT LB IR tHIBF AT SA Syétens (EISY O 22heHodic basis as
modificationsciaibestufility theigrad ésmade BRDENFERITABHON IS0 pddiesd HDREGSISE&pplication.
100581Net logcati n data may.in U{ijl% mfegﬁ%ti%%%gg qlid.gogRonent on the
communica\/'[\f%} hgf\‘}veo‘?ﬁ. i %oé%rrrl]tgéon rrfg%) be used to send me&ag_e%’and information to the
particular gricbutimpérent bk fosatw bargeriagbe sithéy ecfereambnDaNyHesEhe Smart Grid
database aﬁ%@%ﬁ{&@fﬁ%@@:ﬁ%ﬁ@@ﬁ@%&@&@déﬁ%@l@@ @IS Nt adam Anydsset Management

System if this information’is maintained externally. .
comprise software and/or hardware for managing routing of data onto a segment of a

bus (when the bus comprises a segmented bus structure) or onto a separate bus.
Routing device may comprise one or more switches or a router. Routing device 190
may comprise a networking device whose software and hardware routes and/or

forwards the data to one or more of the buses. For example, the routing device 190



100591As discussed in more detail below, data may be sent from various components in the grid
(such as INDE SUBSTATION 180 and/or INDE DEVICE 188). The data may be sent to the INDE
CORE 120 wirelessly, wired, or a combination of both. The data may be received by utility
communications networks 160, which may send the data to routing device 190. Routing device 190
may comprise software and/or. hardware for managing routing of data onto a segment of a bus (when
the bus cordEES %ﬂ@ﬁ@&mﬁﬂfgfﬁpﬂ’a%ﬁé%%8&?5&15 nl%/?}%ﬁﬁﬁrga%per\lﬁge may comprise
one or morgawiiehesor¢quiasr Reutng devicevdRimayabmprise unétworking device whose

software ar@ dware routes ar&d/or f%v(\{ards éhe data tk?oglnte or more, %‘;‘Eyga?é'&%% 0Ii:}(gr example, the

: ; & TOULLD CVICC ma cleriminge e .
routing devi 0 ma r%’ufe pera(flona ana non-operationa c?aa o.the operationa non-operatlonal

data bus 146.ridre noubedm o atsarpltetbyentugtddodhé Hyeny sxerhyE. qOO0ITRE routing device
ooy TSI AP AANRSAAIB A G ELTANe R SHgmBle, e T

device 190 may examine one or more.headers In the transmitted data to determine whether to route
the data to fle thegnsesitcior thenoprsrationallfasnbup dfistionial datsepmsiferdhes YRR S8§ment for the

event bus 167 Specifically, Sne AT BRahaadersin Hhe. dals Makdpdicaiawhethrtdhe data is

operation/non-operational data (so that the routing device 190 routes the data to the

operational FRSRBPRIPRRcPRITARPAS (e 1148) bR\ ThetRRI S tMes iS0eHc dis feirdtdPthe routing device

190 routes theausRiiiss - Lpdlandipimatvely, the mulingidevicedtBlimayexamige the payload of the
data to determine the type of data i

f ) e.q,, the routin vice 190 may examine the format of the data to
determine if8R&YHEE @B’ﬁ@r&?f&ﬁ%‘f&% -%E‘gfétt%ﬁe%%(;td%fe&%tﬁf% ?i%g’fl%ﬁlézeof the stores,
such as thegpenatierahiiaiahypesheidsel id/dthatsteresithe dperation&dadata, andyebe implemented as
true distributed database, Another of the stores, the historian (i ifi Ristorical data 136 in

Figures 1 aﬁ?:f‘ﬂ??rﬁ%‘i} eei?rbgﬁ‘g%%jﬁatrenéln gs§1 a f@ﬁg'g}?égt% edé%a%é@e%%%ﬁ%ﬁer "ends" of these two
databases mpgrdvenaldatechipethieotN DES UBSTATHON 180 group (discussed below). Further, events

may be Stoméﬂfct%&ﬂ@%m\é ofsavelal data SN sRNe COmPIEX QYenbRIgESRSig bus.

Specifically, the events may be stored in event logs 135, which ni}g}/ be a repository for all the events
that have pibtiSheigtiersdevemapis plerratedaniiydstPasresitbigo oBFEftSREhe following:
event id; eveltiyng: SMestt SOURALEYERE PiGsHY:pad LVENiJERRFBHONNTS, hag wvent bus 147 need

not store the events long term, providing the persistence for all events. [0062]The storage of the
data may bé%ﬁm%%%fm&§%%%§%ﬁ%§é?o°§ﬁ8fs lifige %%t%p%ssegg%dé?%?a%ﬁ%ﬁe. In one
implementatienyditisl naaid Msldes (B SRamge] 13 substadicnudsta iy HordgmetitetsNDE

SUBSTATION T80, Sk iz data max alsp e faduied aLing.aperalingn copirel center level 116 to

make differé]ﬁﬁypes of decisions t onsider the grid at a much granular level. In conjunction with a
distributed intelitgengupproacifical isiitbernes oaty apstoRchnmyBdaseddaddpiddityfacilitate data

availability atjiea.yrl?p\ég?bg e ApiHbentheangmihe Mi%&?{@mem bus 147. The event '

log may store one, some, or all of the following: event id; event type; event source;
event priority; and event generation time. The event bus 147 need not store the events
long term, providing the persistence for all the events.

(0062} The storage of the data may be such that the data may be as close to the
source as possiblie or practicable. In one implementation, this may include, for
example, the substation data being stored at the INDE SUBSTATION 180. But this
data may also be required at the operations control center level 116 to make different
types of decisions that consider the grid at 2 much granular level. In conjunction with
a distributed intelligence approach, a distributed data approach may be been adopted

to facilitate data availabiiity at all ievels of the solution through the use of database
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links and data services as applicable. In this way, the solution for the historical data store (which may
be accessible at the operations control center level 116) may be similar to that of the operational data
store. Data may be stored locally at the substation and database links configured on the repository
instance at the control center, provide access to the data at the individual substations. Substation
analytics may be performed locally at the substation using the local data store. Historical/collective
analytics maPBEPEABARRYISEIRS HRdcHR Eﬁs%@?ﬁ& acy(-i‘rﬁ1 FRVEPY %rﬁ%ezﬁé?:tgggﬁ?g(% data at the local
substation ipgianoescusing the.dasabasalinksphlainativelycdatawrdyvobS@redcentrally at the INDE
CORE 120. Hoyvever, given the amount of data that. may need 1o be, tran 'Et from the INDE
DEVICES 1%5{%&03{]6%@%&6? ﬂ?gfag?g%ﬁ 8 tN’SE ﬁ%@é%ﬁ gﬂr%g?/c 'eggére erred. Specifically, if

* there are theulsanis andehsabhihounsandsiofsabstatiersiesiioly maiprseciitin eopeder grid), the
amount of data that needs to be fransmitielfo the INDE GORE 20 13w 85382 sRmmunications
bottleneck. f&&é’l}ﬁ)ﬁ% Ff/,at CSSNB%BC RE iZO_ may program or control one, som(ftor all of the 1INDE
SUBSTATI@iNyLi80perfiDEE DEMICE i8S ihsaeqpowsrdghe lehiskiagstPielow). For example, the INDE

CORE 120 may, madifyihe: DLogiapaming. (Such-pe siaunipad speHRrRtes RragEam:qewiovide a control
command to control any aspect of'the INDE SUBSTATION 180 or 1INDE DEVICE 188 (such as

control of thelédnseiessinhanitias fholpral SIBRRING IHSTYREWHTR B EEEsmil hclude various
integration elemants 4 suRRAL NS legicakasahiteetuie. INIOB4ITREle20. duserives thesaertain elements

of 1NDE CQRE 120 as depicted in Figure 2. INDE CORE Elemen (EW? 8S%ré/ices 144
Provides highestsaamt plsirtdhel Behestiodn FrotRul é%é{}rgﬁ? h#%efﬁléng, an?%%ﬁﬁ-étream event
correlation storage of the data at the INDE DEVICES 188 may be preferred. Specifically, if

there are thousands or tens of thousands of substations {(which may occur in a power

grid), the amount of data that needs 1o be transmitted to the INDE CORE 120 may

create a communications bottleneck.

[0063] Finally, the INDE CORE 120 may program or control one, some or all of

the INDE SUBSTATION 180 or INDE DEVICE 188 in the power grid (discussed

below}. For example, the INDE CORE 120 may modify the programming {such as

download an updated program) or provide a control command to contro! any aspect of

the INDE SUBSTATION 180 or INDE DEVICE 188 (such as control of the sensors

or analytics). Other elements, not shown in Figure 2, may include various integration

elements to support this logical architecture.

[G064] Table 1 describes the certain elements of INDE CORE 120 as depicted in

Figure 2.
INDE CORE Element Description

CEP Services 144 Provides high speed, low latency event siream
processing, event filtering, and multi-stream event
correlation

Centralized Grid Analytics May consist of any number of commercial or custom

Appiications 139 analytics applications that are used in a non-real time
manner, primarily operating from the data stores in
CORE

Visualization/Notification Support for visualization of data, states and event

Services 140 streams, and automatic notifications based on event
triggers

Application Management Services (such as Appiications Support Services 142
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Centralized Grid Analytics Applications 139 May consist of any number of commercial or custom
analytics applications that are used in a non-real time manner, primarily operating from the data stores
in CORE Visualization/Notification Services 140 Support for visualization of data, states and event

streams, and automatic notifications based on event triggers Application Management Services (such
as Applica Qns Qunnnrr Services. 142 Services 141 and Distributed-Computing-Support ] 43) that

support appheetiens iinch and execut|oﬁ%éﬁ%@hﬂ@é&%ﬁﬂ%%@?%?&%@ﬂﬁﬂbﬂ’%ﬁ’ﬁputing and
automated remote program download (¢ @P@S@F} ks MASSY RN SERIIES 288 Automated
monitoring| of communications networks, %}?ﬁﬁ&‘a@éﬁ’éﬂfﬁﬂ“&ﬂt&%@&“%?%ﬂftﬂgﬁm

remote program downioad (e.g

Network Management Avutomated monitoring of communications networks,
Services 145 applications and databases; system health
monitoring, failure root cause analysis (non-grid)
Grid Meta-Data Services 126 | Services (such as Connectivity Services 127, Name
Translation 128, and TEDS Service 129) for storage,
retrieval, and update of system tneta-data, inciuding
grid and communication/sensor net connectivity,
point lists, sensor calibrations, protocols, device set

points, etc

Grid Data/Analytics Services | Services (such as Sensor Data Services 124 and

123 ‘ Analytics Management Services 125) to support
access to grid data and grid analytics; management of
analytics

Meter Data Management Meter data management system functions (e.g.,

System 121 Lodestar)

AMOS Meter Data Services See discussion below

Real Time Complex Event Message bus dedicated to handling event message

Processing Bus 147 streams — purpose of a dedicated bus it to provide

high bandwidth and low latency for highly bursty
event message floods. The event message may be In
the form of XML message. Other types of messages
may be used.

Events may be segregated from operational/non-
operational data, and may be transmitted on a
separate or dedicated bus. Events typically have
higher priority as they usually require some
immediate action from a utility operational
perspective (messages from defective meters,
transformers, etc)

The event processing bus (and the associated event
correlation processing service depicted in Figure 1)
may filter floods of events down into an
interpretation that may better be acted upon by other
devices. In addition, the event processing bus may
take multiple event streams, find various patterns
occurring across the multiple event streams, and
provide an interpretation of muitiple event streams.
In this way, the event processing bus may not simply
examine the event data from a single device, instead
looking at muitiple device (including multiple ctasses
of devices that may be seemingly unrelated) in order
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monitoring, failure root cause analysis

(non-grid) Grid Meta-Data Services 126 Services (such as

Connectivity Services 127, Name Translation 128, and TEDS Service 129) for storage, retrieval, and

update of system meta-data, including

grid and communication/sensor net connectivity, point lists,

sensor calibrations, protocols, device set points, etc Grid Data/Analytics Services 123 Services (such

as Sensor Data Services 124 and Anal

tics. Management Services 125)-to-support-access to grid data

and grid amalytics; management of analy%gméﬁwwmwgﬂﬁrﬂ‘ﬁiqﬂeter data

management system functions (e.g dBu{LpIaRESAaIRE n below Real
Time Com o%@@krﬁgﬂﬁ@%&%%gﬁd%@s 149%%%&%“&@6 E&‘t‘é‘?}et%a t message streams
- purpose oB¥HEHicated bus it to provideRiGH “o%?fa\ﬂ/fé{ﬁ 8tfb% bursn event
message floods. The event message ma "E{E R YRR A5 R FS{WB geﬁfh P} Tﬁ%‘% of messages
may be used. power, reactive power, etc on-operati

data may include data reflecting the “health” or
condition of a device.

Operational data has previously been transmitted
directly to a specific device (thereby creating a
potential “silo” problem of not making the data
available to other devices or other applications). For
example, operational data previously was transmitted
to the SCADA (Supervisory Control And Data
Acquisition) system for grid management (monitor
and control grid}). However, using the bus structure,
the operational data may also be used for load
balancing, asset utilization/optimization, system
planning, etc., as discussed for example in Figures
10-19.

Non-operational data was previously obtained by
sending a person in the field to collect the operational
data {rather than automatically sending the non-
operational data to a central repository).

Typically, the operational and non-operational data
are generated in the various devices in the gnid at
predetermined times. This is i contrast to the event
data, which typically is generated in bursts, as
discussed below.

A message bus may be dedicated to handling streams
of operational and non-operational data from
substations and grid devices.

The purpose of a dedicated bus may be to provide
constant low jatency through put to match the data
flows; as discussed elsewhere, a singie bus may be
used for transmissien of both the operation and non-
operational data and the event processing data in
some circumstances (effectively combining the
operation/non-operational data bus with the event
processing bus).

Operations Service Bus 130

Message bus that supports mtegratzon of typical
utility operations applications (EMS (energy
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Events may be segregated from operational/nonoperational data, and may be transmitted on a
separate or dedicated bus. Events typically have higher priority as they usually require some
immediate action from a utility operational perspective (messages from defective meters, transformers,
etc) The event processing bus (and the assomated event correlatlon processing service depicted in
Figure 1) r?ayﬂueLILaadSQLeuenls_daA
devices. In addition, the event processin
occurring across the multiple event stre:
this way, the event processing bus may

instead lo

unrelated)
rule based
current sta
real power

king at multiple device (incluc
in order  to find correlations, T
Real Time Op/Non-Op Data
le of the electrical state of th(—:
reactive power, etc.). Non-o

condition of a device.

dés?%'
weather feeds, etc. via a security framework 117.

The operations service bus 130 may serve as the
provider of information about the smart grid to the
utility back office applications, as shown in Figure 1.
The analytics applications may turn the raw data
from the sensors and devices on the grid into
actionable information that will be available to utility
applications to perform actions to control the grid.
Although most of the interactions between the utility
back office applications and the INDE CORE 120 is
expected to oceur thru this bus, utility applications
will have access to the other two buses and will
consume data from those buses as well (for example,
meter readings from the op/non-op data bus 146,
outage events from the event bus 147)

JBHRERY aRE ﬁ?@ﬁég%s find varig

1Fﬁ§n%ﬁ?6“ 6\5/?'5?? Bk afnn%?fpp?e eve
aj tSE" ﬁ?ﬁgff éc ”Pff ?%1 ?P’om single ¢

é r? wewers ELI“’E =PICGS Seem
L ks % bl ngf”% e

€ratld QL GNP (G4 5UrTen
Jsﬁa fﬂ@é‘ﬁ%@oﬁa@em %%995@ seflesiing the "hd

jpon by other
us patterns
Nt streams. In
Jevice,

ingly

ms may be
3us 146

ts, voltages,
palth” or

CIM Data Warehouse 132

Top level data store for the organization of grid data;
uses the IEC CIM data schema; provides the primary
contact point for access to grid data from the
operational systems and the enterprise systems.
Federation Middieware allow communication to the
various databases.

Connectivity Warehouse 131

The connectivity warehouse 131 may contain the
electrical connectivity information of the components
of the grid. This information may be derived from
the Geographic Information System (GIS) of the
utility which holds the as built geographical location
of the components that make up the grid. The data in
the connectivity warehouse 131 may describe the
hierarchical information about all-the components of
the grid (substation, feeder, section, segment, branch,
t-section, circuit breaker, recloser, switch, etc —
basically all the assets). The connectivity warehouse
131 may have the asset and connectivity information
as built. Thus, the connectivity warehouse 131 may
comprise the asset database that includes ali the
devices and sensors attached 1o the components of
the prid.
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Operational data has previously been transmitted directly to a specific device (thereby creating a
potential "silo" problem of not making the data available to other devices or other applications). For
example, operational data previously was transmitted to the SCADA (Supervisory Control And Data
Acquisition) system for grid management (monitor and control grid). However, using the bus structure,
the operational data may also be used for Ioad balancmg asset utlllzatlonloptlmlzatlon system

planning, etc.,as_disaus.se.d_to:.exanaar?le-
obtained by seMalfigReiBeaseRthd Feld

sending the honoperational data to a cen
non-operational data are generated in the
contrast to the event data, which typically

td %ﬂli’é‘f‘iﬁé‘% ﬁ’éfﬁ’ﬁ

m%:)rmatl & a ome
ST S A
meter data warehouse 133 and provided to other
utility applications for billing (or other back-office
operations) as well as other analysis.

el {%%[g Vdfffg‘f‘?ﬁgﬁﬁp%tom
t “u and
é‘?&% G RFisr % Bfermined tim

iously
atically

es. This is in

Event Logs 135

Collection of log files incidental to the operation of

various utility systerns, The event logs 135 may be

used for post mortem analyszs of events and for data
mining

Historical Data 136

Telemetry data archive in the form of a standard data
historian. Historical data 136 may hold the time
series non-operational data as well as the historical
operational data. Analytics pertaining to items iike
power quality, reliability, asset health, etc may be
performed using data in historical data 136,
Additionaliy, as discussed below, historical data 136
may be used to derive the topology of the grid at any
point in time by using the historical operational data

“in this repository in conjunction with the as-built grid

topology stored in the connectivity data mart.
Further, the data may be stored as a flat record, as
discussed below.

Operational Data 137

Operational Data 137 may comprise a real time grid
operational database. Operational Data 137 may be
built in rrue distributed form with elements in the
substations (with links in Operational Data 137) as
well as the Operations center. Specificalty, the
Operational Data 137 may hold data measurements
obtained from the sensors and devices atiached to the
grid components. Historical data measurements are
not held in this data store, instead being held in
historical data 136. The data base tables in the
Operational Data 137 may be updated with the latest
measurements obtained from these sensors and
devices.

DFR/SER Files 138

Digital fault recorder and serial event recorder files;
used for event analysis and data mining; files
generally are created in the substations by utility -
systems and equipment

[6065] Tabie 1: INDE CORE Elements

[0066] As discussed in Table 1, the real time data bus 146 (which communicates

the operation and non-operational data) and the real time compiex event processing
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A message bus may be dedicated to handling streams of operational and non-operational data from
substations and grid devices. The purpose of a dedicated bus may be to provide constant low latency
through put to match the data flows; as discussed elsewhere, a single bus may be used for
transmission of both the operation and nonoperational data and the event processing data in some

circumstances (effectively combining the operation/nan-aperatiopal d S,Withthe event processing
bus Oper’atior%s“(ssjé%{ge %goﬂlgﬁle%geggﬂée%uﬁL t s%,pf)o%ts%nfegratig}r?gc?ﬁy%\é:lcal utility oserations ap
lications (EMSxgamseqyf thimaritigsmisdinpiecin} 00 mE igissiBaton management system), OMS (outage

management g GISHBeRA R IIAHER SIS BE ARG ger Smart ord unciions

and systems (DRMS (demand response management system), external analytics, CEP, visualization).

The various HHSBaSShdIAUFE IREESFEPEL Y NASFRD RO PRI PRAZEEL D 2B AR S RRISAE AT bus 147, and
the operations, g \igesEijscd aPvaiayaR alasweetbersfeadss e6¢ twWa adsees ibniasmanork 117.

other hand, are mare or less constant, with the exception of digital fault recorder files,
but these can usually be retrieved on a controlled basis, whereas event bursts are
asynchronous and random.
{G068} Figure 1 further shows additional elements in the operations control center
. 116 separate from the INDE CORE 120. Specifically, Figure [ further shows Meter
Data Collection Head End(s) 153, a system that is responsible for communicating
with meters (such as collecting data from them and providing the collected data to the
utility). Demand Response Management System 154 is a system that communicates
with equipment at one or more customer premises that may be controlied by the
utility. Outage Management System 155 is a system that assists a utility in managing
outages by tfacking location of outages, by managing what is being dispatched, and
by how they are being fixed. Energy Management System 156 is a transmission
systemn level control system that controls the devices in the substations (for exampie)
on the transmission grid. Distribution Management System 157 is a distribution
system level control system that controls the devices in the substations and feeder
devices {for exampie) for distribution grids. [P Nétwork Services 158 is a collection
of services operating on one or more servers that support IP-type communicatioﬁs
(such as DHCP and FTP). Dispatch Mobile Data System 139 is a system that
transmits/receives messages to mobile data terminals in the field. Circuit & Load
Flow Analysis, Planning, Lightning Analysis and Grid Simulation Tools 152 are a
coiiection of tools used by a utility in the design, analysis and planning for grids. IVR
(integrated voice response) and Call Management 5] are systems to handle customer
ca]i;s (automated or by attendants). Incoming telephone calls regarding outages may
be automatically or manually entered and forwarded to the Outage Management
System 155. Work Management System 150 is a system that monitors and manages

work orders. Geographic Information System 149 is a database that contains
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The operations service bus 130 may serve as the provider of information about the smart grid to the
utility back office applications, as shown in Figure 1. The analytics applications may turn the raw data
from the sensors and devices on the grid into actionable information that will be available to utility
applications to perform actions to control the grid. Although most of the interactions between the utility
back office a[%plicayons and the 14DE CORE 120 is expected to oF%?[ur ttru this bus, utility applications
will have actESETRHLABME PHBETSRE HRdATHCE SIS AL POMIRS SEEHERE 48 well (for example,
meter readirgsiromi theedpnoli-tp clatadms:AdiGsafageceyEnisrfrahnthbievent (KSA¥7) CIM Data

Warehouse 63{%3 8 SI%\()efl.%ata stoiagc%g ghc% r %r}{z%t%%nvpgg%j dat%ﬁu%e%gng IEC CIM data schema;

provides the primary con At BB%E or a6e6Ss 10 grlg data from tﬁlépgperaﬁonal systems and the
enterprise systentgneRederation Middleware allow communication to the various databases.

Connectivityjgyehouse. 34 The FORNECHUY Waehauss. 47l M 6e0iain hrclgetical connecivty

information components of the grid. This information may be derived from the Geographic

Information Sysehe{brSNTHeowmiRBP I dpeRBi dsativcay et gaatraptitaiechiion of the
componentseibatmales Rsthe arid sTHs HaiR B b e cRRpeR v warRRadse d3dmaygescribe the

-hierarchical information about all the components of the grid (substation, feeder, section, segment,
branch, t-seESBr BRI REsEe 4w itask dengsuraiNairtid 45<etl). The connectivity

warehouse Management 151, Circuit & Load Fiow Analysis, Planning, Lightning Analysis and

Grid Simulation Tools 152, Meter Data Collection Hcacf End({s) 153, Demand
Response Management System 154, Outage Management System 155, Energy

" Management System 156, Distribution Management System 157, IP Network
Services 158, and Dispatch Mobile Data System 159, However, these legacy product
systems may not be able to process or handle data that 1s received from a smart grid.
The INDE Core 120 may be able to receive the data from the smart grid, process the
data from the smart grid, and transfer the processed data to the one or more legacy
product systems in a fashion that the Iegécy product systems may use (such as
particular formatting particular to the legacy product system). In this way, the INDE
Core 120 may be viewed as a middleware.
[0070] The operations control center 116, including the INDE CORE 120, may
communicate with the Enterprise IT 115, Generally speaking, the functionality in the
Enterprise IT 115 comprises back-office operations. Specifically, the Enterprise IT
115 may use the enterprise infegration environment bus 114 to send data to various
systems within the Enterprise IT 115, including Business Data Warehouse 104,
Business Intelligence Applications 103, Enterprise Resource Planning 106, various
Financial Systems 107, Customer Information System 108, Human Resource System
109, Asset Management System 110, Enterprise SOA Support 111, Network
Management System 112, and Enterprise Méssaging Services 113, The Enterprise IT
115 may further inchude a portal 103 to communicate with the Internet 101 via a
firewall 102.
[0071] - INDE SUBSTATION
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131 may have the asset and connectivity information as built. Thus, the connectivity warehouse 131
may comprise the asset database that includes all the devices and sensors attached to the
components of the grid. Meter Data Warehouse 133 The meter data warehouse 133 may provide
rapid access to meter usage data for analytics This repository may hold all the meter reading
information from the meters at customer prem es.. The d ed from he m may be stored
in meter dat@%v% tehofi¥ 3 ARG S8 ?h%fmﬁ E FJ %éefé?rbl R fc‘if\%ﬁ er b{;tck-oﬁice
operations) @Smm@hm(ﬁg@yﬁls}@gﬁmpmm&ﬁ@&e@m@& logflesaHnoidbritattal the operation

of various ut|I| er/%ems Tq%%vent Io 5135 m%){ be used for %ost mortem anaJyS|s cai;]events and for

data mining B a‘iab%{fa ‘?'éf'ebr% ?r?/ncfafé SrANE I tRBFEH OF 4 Standar istorian.

Historical datatil GG mhgtdnaldeﬂhettmemwnemmperational data as well as the historical operational
data. Analy rtai y,.reli t performed
using data mﬁﬁ rlcel:jI r:i%%%ﬁ tl%%g ésgﬁsg %iéggﬁ%s%m%la |stoa¥£31§a%m%)6 lE)rEﬁay be used to
derive the tmbtﬂ@g}ﬁdi‘)mesgnmlm @mef’imtﬁhémmlﬁthé ibsesiical PpEiaBeRl data in this
repository 'rhﬁé}ﬂﬁ%ﬂ;%ﬁ@@h\%tﬁué@%% 5@&%&999&%@%@9@%&%@@n@@%wata mart. Further,

the data may he stored as’a fiat record. as discussed below

INDE SUBSTATION Drescription
ELEMENTS

Non-Operational Daia Store Performance and health data; this is a distributed

181 data histonian component

Operational Data Store 182 Real time grid state data; this i1s part of a true
distributed database

Interface/Communications - Support for communications, including TCP/IP,

Stack 187 SNMP, DHCP, SFTP, IGMP, ICMP, DNP3, IEC
61850, etc. '

Distributed/remote computing | Support for remote program distribution, inter-

support 186 process communication, ete. (DCE, JINI, OSGi for
exampic)

Signal/Waveform Processing Support for real time digital signal processing

185 components; data normalization; engineering units
CONVersions

Detection/Classification Support for real time event stream processing,

Processing 184 detectors and event/waveform classifiers {ESP,
ANN, SVM, etc)

Substation Analyvtics 183 Support for programmable rea} time analytics

applications ; DNP3 scan master;

The substation analytics may allow for analysis of
the real-time operational and non-operationai data
in order to determine if an “event” has occurred.
The “event” determination may be rule-based with
the rules determining whether one of a plurality of
possibie events occurring based on the data. The
substation analytics may also allow for automatic
modification of the operation of the substation
based on a determined event. In this way, the grid
(including various portions of the grid) may be
“self-healing.” This “self-healing” aspect avoids
the requirement that the data be transmitted to a
central authority, the data be analyzed at the central
authority, and a command be sent from the central
. authority to the grid before the problem in the grid
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Operational
Operational

Data 137 Operational Data 137 may comprise a real time grid operational database.
Data 137 may be built in true distributed form with elements in the substations (with links

in Operational Data 137) as well as the Operations center. Specifically, the Operational Data 137 may
hold data measurements obtained from the sensors and deV|ces attached to the grld components.

Historical da
The data bg

> al data 136.
se tables in the Operatlonal d&&%ﬁ%ﬁ?ﬁy be updated W|th the Iatest measurements

obtained from these sensors and devices, DFR/SER Flles 38 D| ital falglt regorder,a d serial event

recorder files: used for event analysis and S54RI 10%?

eafted1 t\h substations by

utility systegms and equipment [00651Tatl S A ES é%ae ?sg t’f‘d a wodlscc:ikgssed in Table 1,

the real time data bus 146 (which commum g e ntﬁ“%‘ﬁergtl i an n?en t%Pscﬁ&%

time compl

ta)and the real

X ?Yinf processmg bus 147 (w E.% %rqlgcasu% fie gvg%ﬂggcessm ata)) into a single

bus 346. A

IA-C, the buses gre’ separa

IR Lalyys Hustrated O AR LGRS T S ORI Figures

or performdn%?uons of the substation, such as microprocessor

relays 173, substation instrumentation 174, event
file recorders 175, and station RTUs 176.

Security services- 171 The substation may communicate externally with
various utiiity communications networks via the
security services laver.

[0074] Table 2 INDE SUBSTATION Eiements

{0075} As discussed above, different elements within the smart grid may inciude
additional functionality including additional processing/analytical capability and
database resources. The use of this additional functionality within various elements in
the smart grid enables distributed architectures with centralized management and
administration of appiicatione and network performance. For functional, perform.ance,
and scalability reasons, a smart grid involving thousands to tens of thousands of INDE -
SUBSTATIONS 180 and tens of thousands to millions of grid devices may nclude
distributed processing, data management, and process communications.

[6076] The INDE SUBSTATION 180 may include one or more processors and
one or more memory devices (such as substation non-operational data 181 and
substation operations data 182). Non-operational data 181 and substation operations
data 182 may be associated with and proximate to the substation, such as located in or
on the INDE SUBSTATION 180: The INDE SUBSTATION 180 may further
include components of the smart grid that are responsible for the observability of the
smart grid at a substation level. The INDE SUBSTATION 180 components may
provide three primary functions: operational data acquisition and storage in the
distributed operational data store; acquisition of non-operational data and storage in
the historian; and local analytics processing on a real time (such- as a sub-second)
basis. Processing may include digital signal processing of voitage and current
waveforms, detection and classification processing, including event stream

processing; and communications of processing results to local systems and devices as
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purposes. For CEP processing, low latency may be important for certain applications which are subject
to very large message bursts. Most of the grid data flows, on the other hand, are more or less
constant, with the exception of digital fault recorder files, but these can usually be retrieved on a
controlled basis, whereas event bursts are asynchronous and random. [00681Figure 1 further shows
additional elements in the operations control center 116 seé)‘agte from the INth‘I% COtlﬁE 120.
Specifically Vel & B YR A H6 RS AT S & SRR HekITERIPISE, X Y& Mthat is
responsibleffonserumsmicating vethnasteis: (Gtidbeascoliagtihgnakate frdradtheireiasd providing the
collected data to. the utility), Demand Respanse Management System 154.is a.Sys that
communica?gg’Wﬂﬁné’alﬁé‘ﬁiéeﬁ‘taé'[go‘ﬁiée ?Srsggélgrceﬁgfgéefg}r:et?ﬁ?ss& Stﬁg?r%a@a agfrc%ﬁtt%) led by the utility.
Outage Mafidp@seiB SsRON 5His atsyspertitiat assisiscanntility tnmmabagimgbutdges by tracking
location of , | hat is_being di ched, 1 ing. fixed. Energy
Manageme%ggérg gl@%%:fsagi trrigrq;ﬁrﬁ g%%?%i/%f%%l%%@l %qsoﬁa?%gii gérsb:ger!n% that ?gﬁ?rgggatgﬁe devices in the
substationsofferexaimple) ta tperttarsnaizyionh itk DiktriR s AN s HHB S S ST is a
distribution systeIevelontiel syalem el oials dperlenses. the subsiationsand feeder devices
(for example) for distribution grids. IP Network Services 158 is a collection of services operating on
one or mord&eldérs that support 1P-type communications (such as DHCP and FTP). Dispatch Mobile
Data Systerpdpf is aﬁé&%&%@rﬁ%{ﬁ&ﬁﬁéﬁﬁmﬁ%ﬁﬁimﬁmml&srﬁ%ﬁ@éiﬁéﬁttﬁf@iﬁlalﬁ in the field.
Circuit & Load Flow Analysis, P anni}rillg,8 Lightning Analysis and G&E‘id Sim Iati%ré 1r'f®ols.152 are a

|

collection oPfoRAEfRISReH! 58 U AT IHEHES Shir=TaRSE SR P e R T A e ‘f?t(fﬁfegrated voice
response) agdHGaltiMapagementlhlayalsysients to handle customer calls (automated or by
attendants). ing.telephonge calls regarding outages b tfomati : nually entered
and forward@ggfgﬂ:he (Eftg%énﬁfgh%)gngﬁﬁr\f t§3E/%§t%lrrrln nge ﬁgﬁg 7\%&%1%3&%&%?%&@&%150 IS a system
that monitorsand theanageswsekaordemsitG ddgraprbirdbawation Shsmimn YY) in @ erigdase that
contains infaimalian shaukivhere asselarnipcaied aecuRabiealiandhan diggssets are

e

connected together. If environment has a Services Oriented Architecture (SOA), Operations SOA
Support 148¢starddifeistinn Bnsdevrie ok tppsHarBatons CHREEHIHEhE TOEIBRE or more of the
systems in the, QRerALNSCoORIPLEsRiRLLE thalAreeuiside ebthauliNaE L ar ixthare legacy

product systems that a utility may have. Examples of these legacy product systems include the

Operations SRSRUSHSSERPAREEL SH1BPHE I brmation System 149, Work Management System 150,
Call Managegen} 151Siginatlit, jeoatbidddatnalyshs, Ripiivieg 2t ightmegdealysis@hd Grid Simulation
Tools 152, Meter Data Collection Head Engl(s) D anag ystem 154,
Outage MancgateGFnl?e% g‘i/és#a?r%f&ggﬁ)e%?/gléra%%%%%?%;%%ﬁ%@?%gributigﬁmﬁe%rigement
System 157wiEiNemvirki8enligesar58annd Dibpeitchemblitd IrstansysiamaBandydikever, these legacy
product systems may,not.be.able o Rraasssiek handlg-data-ibatis seacivarlapna amart grid. The

INDE Core 120 may be able to receive the data from the smart grid, process the data from the smart

grid, and trafferErmaE b S esas A4 BeRs RIAERRSE RISTRE R T SUBEY YIS ESHIFS fashion that the

legacy prodyget sxsteaas: MayrbsgeSechasnriticuiarieimating.pas titular dpdfaddagadytproduct
system). In this way, the INDE Core 120 ma .(5%% viewed asfacgnid%”eware1 100701The operations
control cent&i°[1 8t eeERYy fRAFRDEEHR & A Eom AMUARERE Wt thE Enterprise 1T 115,
Generally spgekiagnéhnfurplionadityaind theaBlinte rpiise it dBcomigtise sdiadkie fiioecoperations.
Specifically, the Enterprise IT 115 may use the enterprise. | o) ' ] 4 to send
data to variois Sélégfér{rgso\?\?i%ﬁlr?%ey I%ﬂ‘té(e‘ﬁf)%r?lsoél I%glllai%cglrégl ﬁ%%%%%%ﬁ%%%%%%r%ﬁ 104,
Business Intéiigersatiappitations 105, 2 e gniselipesennice!l Prafmileyel 08 Svarbls Eiancial Systems

107, Customer Informaion SYSIm -+ umman BeseuiernRySian 40% A58k Manppgament System
110, Enterprise SOA Support 111, Network Management Systéem 112, and Enterprise Messaging

Services 1132PHe Histerpagterts11s payrRimErditived A5 HenTescty ebrRhimc Bt liRh the Internet
101 via a firqwalbAOZo kRO RHNP Es:BEIATION
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100721Figure 4 illustrates an example of the high level architecture for the INDE SUBSTATION 180
group. This group may comprise elements that are actually hosted in the substation 170 at a
substation control house on one or more servers co-located with the substation electronics and
systems. [00731Table 2 below lists and describes certain INDE SUBSTATION 180 group elements.

iogroted INOTE INBIE SRR FRAFEE0 5 HORDE SOHE PATIONELERIEN T Doctripton
Non-Operatigtia) Ratanaiose sk eriermaines endehealthddatbishitnis andistribueizdatd historian
component Operational Data Store 162 Real tme arid site, datp; s 5 ARl Bl rue disvibuted

operations control center access to the data at the individual substations. Substation

analvtics may be performed locally at the substation 170 using the local data store.

Specifically, using the additional intelligence and storage capability at the substation

enables the substation to analyze itself and to correct itself without input from a

central authority. Alternatively, historical/collective analytics may also be performed

at the operations control center level 116 by accessing data at the local substation

instances using the database links.

0681} INDE DEVICE

[0082] The INDE DEVICE 188 group may comprise any variety of devices

within the smart grid, including various sensors within the sma}t'grid, such as various

distribution grid devices 189 (e.g., line sensors on the power lines), meters 163 at the

customer premises, etc. The INDE DEVICE 188 group may comprise a device added

1o the grid with particular functionality (such as a smart Remote Terminal Unit (RTU)

that includes dedicated programming), or may comprise an existing device within the

grid with added functionality (such as an existing open architecture pole top RTU that

is already in place in the grid that may be programmed to create a smart line sensor or

smart grid device). The INDE DEVICE 188 may further inciude one or more

processors and one or more memory devices.

[0083] Existing grid devices may not be open from the software standpoint, and

may not be capable of supporting much in the way of modem networking or software

services. The existing grid devices may have been designed 1o acquire and store data

for occasional offload to some other device such as a laptop computer, or to transfer

batch files via PSTN fine to a remote host on demand. These devices may not be

designed for operation in a rea! time digital network environment. In these cases, the

grid device data may be obtained at the substation level 170, or at the operations

" control center level 116, depending on how the existing communications network has
been designed. In the case of meters networks, it will normally be the case that data is

obtained from the meter data collection engine, since meter networks are usually
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Interface/Communications Stack 187 Support for communications, including TCP/IP, SNMP, DI-1CP,
SFTP, IGMP, ICMP, DNP3, IEC 61850, etc. Distributed/remote computing support 186 Support for
remote program distribution, inter-process communication, etc. (DCE, JINI, OSGi for example)
Signal/Waveform Processing 185 Support for real time digital signal processing components; data
r)ormallzatloné gnaineering nlilé’{lts converﬂ}onjjgetec '8“’%'1?5%{‘;"{@&%@1 g’t{Qc ssing 184 Support for real

er ay not oc a £85 ey, V
time event stream processing, cferf‘egtors and event/waverorm classifiers IS, , SVM, etc.)

Substation Ana¢ytissiBe S gpdrituicps aupaberibledadlytirddrassabltics aplietaimag PONP3 scan
master; The %gﬁg}t%ﬁ a&g&n&}% DavdlqvpiRnanalysis P aseadng aperaionalanths

non-operation a In order to determine if an "event" has occurred. The "event” determination may
be rule-basedcvitretisenieidd Gicrurmaying soneias emderaSlurality of ‘

[0084]  Devices such as faulted circuit indicators may be married with wireless
network interface cards, for connection over modest speed (such as 100 kbps)
wireless networks. These devices may report status by exception and carry out fixed
pre-programmed functions. The intelligence of many grid devices may be increased
by using local smart RTUs. Instead of having poletop RTUs that are designed as
fixed function, ciosed architecture devices, RTUs may be used as open architecture
devices that can be programmed by third parties and that may serve as an INDE
DEVICE 188 in the INDE Refersnce Architecture. Also, meters at customers’
premises may be uséd as sensors. For example, meters may measure consumption
(such.as how much energy is consumed for purposes of billing) and may measure
voltage (for use in volt/VAr optimization).

{0085}  Figures SA-B illustrate an example architecture for INDE DEVICE 188
group. Table 3 describes the certain INDE DEVICE 188 elements. The smart grid
device.may include an embedded processor, so the processing elements are less like
SOA services and more like real timé program library rouiines, siﬁce the DEVICE
group is implemented on a dedicated real time DSP or microprocessor.

INDE DEVICE ELEMENTS Description
Ring buffers 502 i Local circular buffer storage for digital waveforms
sampled from analog transducers (voltage and
current waveforms for example) which may be
used hold the data for waveforms at different time
periods so that if an event is detected, the
waveform data leading up to the event may also

‘ be stored
Device status buffers 504 Buffer storage for external device state and state
transition data :
Three phase frequency tracker Computes a running estimate of the power
506 frequency from all three phases; used for

frequency correction to other data as well as in
grid stability and power quality measures
(especially as relates to DG)

Fourier transform biock 508 Conversion of time domain waveforms {o
frequency domain to enabie frequency domai
analytics '
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events occurring based on the dataThe possible substation analytics may also allow for automatic
modification of the operation of the substation based on a determined event. In this way, the grid
(including various portions of the grid) may be "self-healing.” This "self-healing" aspect avoids the
requirement that the data be transmitted to a central authority, the data be analyzed at the central

authority, an
be corrected
generate a \

sent from.the

central autharitv to.the arid_hefare the nroble

in the grid

Tigadamei fefe deteitinat
Jélllg-order for transmission to a

schedilina a.renair.af.a-devic
ScRegHH a-fepai-ol-a-aevice

D

RraFeRung 0 o sigBalt BshaismetnmAs may
@Fﬁgﬁgﬂ%ﬁ@ﬁ%m&wﬂ&é}emﬂbe used
“uvacnhef L 1

example, for

Frequency domain signal
analytics 512

'Processing of the signals in the frequency domairn;
extraction of RMS and power parameters

Secondary signal analytics 314

Calculation and compensation of phasors;
calculation of selected error/fault measures

Tertiary signal analytics 516

Calculation of synchrophasors based on GPS
timing and a system reference angle

Event analysis and triggers 518

Processing of all analytics for event detection and
triggering of file capture. Different types of INDE
DEVICES may include different event analytical
capability. For example, a line sensor may
examine [TIC events, examining spikes in the
waveform. If a spike occurs (or a series of spikes
occur), the line sensor, with the event analyiical
capability, may determine that an “event” has
occurred and also may provide a recommendation
as to the cause of the event. The event analytical
capability may be rule-based, with different rules
being used for different INDE DEVICES and
different applications,

-§ File storage -

capture/formatting/transmission
520

Capture of data from the ring buffers based on
gvent triggers '

Waveform streaming service 522

Support for streaming of waveforms to a remote
display client

Communications stack

{ program load

Support for network communications and remote

GPS Timing 524

Provides high resolution timing to coordinate
applications and synchronize data coliection
across a wide geographic area. The generated
data may include a GPS data frame time stamp
526. '

Status-analytics 528

also
, for

Capture of data for status messages

[0086]
[0087)

Table 3 INDE DEVICE Elements

Figure 1A further depicts customer premises 179, which may include one

or more Smart Meters 163, an in-home dispiay 165, one or more sensors 166, and one

or more controls 167. In practice, sensors. 166 may register data at one or more

devices at the customer premises 179. For example, a sensor 166 may register data at

various major appliances within the customer premises 179, such as the furnace, hot

water heater, air conditioner, etc. The data from the one or more sensors 166 may be

sent to
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Local networking inside the substation to various portions of the substation, such as microprocessor
relays 173, substation instrumentation 174, event file recorders 175, and station RTUs 176. Security
services 171 The substation may communicate externally with various utility communications networks
via the security services layer. [0074jTable 2 INDE SUBSTATION Elements 10075]As discussed
above, different elements within the smart grid may include additional functionality including additional

processing/artBtiBartddpishil &) M danyRiE Faothicda fergiaasanyfting dbrivrsarianttionality within

various elemegtsrf] thgsmastgaidRnablasHisidiiecateiitieioremyiliranialiprd eanagement and
administration of applications and network performance. For functional, performance, and scalability
reasons, a sniat Bfﬂﬁ%&%ﬂﬁ%ﬂﬁﬁ%% ‘i@si%’ﬁgrﬁmﬁf?a‘ﬁﬁg t PNBE SYBSRAHING 180 and tens
of thousands teahiitherdanf giliddal/feas Sayrindhiete! distrit vke dipr ocesain gerdata Yeenggement, and

process comrgémgcations JOPZQ];EQ sINDE SEB TATION %80 m%}/ includ io[g-:gior more processors
| a

1001, an i e ugir as a oard) may be assoclated Wit me 3
and one or more memory evices U(',?h as SU%YS'[&%IO noyn-opera ona ‘aa and substation

operations dadispi8R).c8 entbpetationtrkitaaBloamusitastavitn thp eratioimeletatib 2emay be

associated withand proximiaig ip-Hhemubsiaif: SHap ?és'&%?t%%ﬂs%%w}%s%ﬁsmﬂON_ 180.
The INDE SUBSTATION 180 may further include components of the smart grid that are responsible

for the obsenABtgSTOmRE SIS at a substation level. The INDE SUBSTATION 180 components
may provide famgprimany fupchiengropaiatinahdatmacquinitice andrstonagatin thg distributed

operational data st?re; ac uisit%%:] .of né)trh-l%%eré%ional data aqdlgst rgﬁJe in the_historian; and local
analytics prodcé’ggl?]gog%oé AFfRe U asE Sy ‘?fs%féé‘ﬁaﬁsba is. ‘PHOCEAR aﬁ?ﬁf/%taﬁde digital
signal processingntvpitagscan@onment wenefied spdete diioheard elassifitation, processing, including

event stream &r&g@g@r&; &MM@Q%&%HQES&%WJ&@F%O local systems and devices as

well as to systems at the operations control center 116. Communication between the INDE
SUBSTATIONPE8Y and’stieniefeditebifiinéyribefasimRrennretisrt tidssay comsrmsiagtian of wired and

wireless. For gxafeples WeylansHussipie Basmdrass] s Dbl SWiRBIAEINAESAde e operations
control center J 6 gy, be wited, e INDE SUBSTATION, 180 may s defa, such as

operation/norf—oper tIOf: a or event data € operatons contro ng device 190
may route thetramsmiitgdeddtznteiorbcotttadioperation alimo nusivaratipralisksta Busay 46 or the event bus

147. sent. As shown in Figure 1, one or more customer premises 179 may comprise a
Stnart Meter Network 178 (comprising a plurality of smart meters 163}, sending data
to a coliector 164 for transmission to the operations control center 116 via the utility
management network 16(. Further, various sources of distribuied energy
generation/storage 162 (such as solar panels, etc.) may send data to a monitor control
‘161 for communication with the operations control center 116 via the utility
management network 160, |
[0696]  As discussed above, the devices in the power grid outside of the operétions _
control center 1 16 may include processing and/or storage capability. The devices
may-include the INDE SUBSTATION 180 and the INDE DEVICE 188. In addition
to the individual devices in the power grid including additional intelligence, the
individual devices may communicaté with other devices in the power grid, in order to

-exchange information (include sensor data and/or analytical data (such as event data))
in order to analyze the state of the power grid (such as determining faults) and in

order to change the state of the power grid (such as correcting for the faults),
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10077]Demand response optimization for distribution loss management may also be performed here.
This architecture is in accordance with the distributed application architecture principle previously
discussed. 100781For example, connectivity data may be duplicated at the substation 170 and at the
operations control center 116, thereby allowing a substation | 70 to operate independently even if the
data communication network to the operations control center 116 is not functional. With this

information (cGRREERTA)) BRI IBEANIG WEBS BRI HRRIS KRS ba [erHiatmas (Sedlgeven if the
communicatiopriedssagheraperations senisel santes ikdanppsatidetd:Q07 Aksimalaiyoeperational data
may be duplicatgg%it the o er%tion&c%ntro&l‘center ]%}6 and at the subsﬁ%tionsér;g. Data from the
sensors and dEVICesSEUBIIGAIPR T S5 S T SUBEEOH MATF BEsES RFS PR atest
measurementimeéys e stdrethdivbisddda stoie Gt thevsu psthting chhendaleasinict vsepevitthe operational

data store may pe de.same andEnce daiahase kS mAResed e pravide seamless access to
data that resides on the substations thru the instance of the operationa data Store at the control

center. This pl8¥tiés a Rhemasunelt adedmtBgasqhegtirgisniosedinbpramar pliedon denetenabling
substation datgARa¥tics, MRIChIS RS 1EMs SRDBILNE decagcurogal - 2Rt yWihaut reliance on

communication availability beyond the substation. Data analytics at the operations control center level

116 may be 185@ BESEROEAL ORI (AR STRSThPRFEFEIH R hedarisy fRsihmEamine historical
data to disceranapiiesfis thakal panaiepredietieriratiherstivan f gactivalasearayrbe able to work around
network issuesxigrgqg. ﬁ}eOOSaQ]ngin?L é'Qeist%ri(i:i%!lmdattﬂar m{gy kge stored locally. at thﬁ ubstation and a
copy of the data m%y’be L the Control center. O ) aa nasgeallcr?l‘?spmésﬁ & ¢ enfigured on the
repository instgnsss antirectpeyitiorrsutaigrolicehtbredhicdd prdiddimgythengpéatitesdcontrol center access
to the data at fhejedivisiialsyhstiationssibstatignanayicsavHReResiRrmesipgally at the

substation 170 using the local data store. Specifically, using the additional intelligence and storage
capability at tE8A5at5S A eRREF A pRIBNS MR Rnihs astset wrrforewsrREr s &If without input
from a centralfasltharite. iAdteiradively  This el walleatier abalyfisscaiawalseniepasiermed at the
operations cont enterdevel 11

_ Su%%% I\TI A (? bé a%%es ingugﬁa{% at the Iocallsubgggit%naingrt&%:grs l_Jsing the _ |
database links. EIMNSEBEVIEE 16062 e E’Sﬁ%/?&%nfﬁgroup n?ay comprise any variety
of devices  feeder circuit. The device may sense the state of the particular feeder circuit, and

determine whether there is a fault on the particular feeder circuit. The device may
communicate with the substationn. The substation may analyze the fault determined
by the device and may take corrective actéon’ depending on the fault (such as reducing
the power supplied to the feeder circuit). In the example of the device sending data
indicating a fault (based on analysis of waveforms), the substation maf/ alter the
power supplied to the feeder circuit without input from the operations control center
116. Or, the substation may combine the data indicating the fauit with information
from other sensors to further refine the analysis of the fault. The substation may
further communicate with the operations control center 116, such as the outage
intelligence application (such as discussed Figures 13A-B) and/or the fault
intelligence application (such as discussed in Figures 14A-C). Thus, the operations
contro! center 116 may determine the fault and may determine the extent of the outage
(such as the number of homes affected by the fault). .In this way, the device sensing
the state of the feeder circuit may cooperatively work with the substation in order to

correct a potential fault with or without requiring the operations control center 116 to

infervene,
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within the smart grid, including various sensors within the smart grid, such as various distribution grid
devices 189 (e.g., line sensors on the power lines), meters 163 at the customer premises, etc. The
INDE DEVICE 188 group may comprise a device added to the grid with particular functionality (such
as a smart Remote Terminal Unit (RTU) that includes dedicated programming), or may comprise an
existing device within the grid with added functionality (such as an existing open architecture pole top
RTU that is HIf82Hy indplacethetheagridetiweliraagiver prdphrmsiadescdetianesh isialigdnse sensor or smart

grid device)uééng g%@éés%g\éﬁ%r%@mgyggﬂa%m?ﬁlgg9rga§c@r%ﬁ@5@dar9§ﬁ%§%r§&ﬁ9none or more

memory devices. 10083]EXisting grid dévices may nof be open from the software standpoint, and may

not be capabfahsfasishisortireg afgepeirtirfainay bt Biscereriv BRIy ShashWERR.vices. The existing
grid devicesynay,havs heenAasignsso,aeauiresandhetorerdataderneonrsionral offlogudo some other

device such as a laptop computer, or to transfer batch files via PSTN line to.a remote host on demand.
These devick&m#His /FBOBE AR EREBERSISSTERafion Y FeRFRhR RS IBPHERFR@hvironment. In these

cases, the griddpvicqidata may-be-pbiainet atihenstibstntigndevak a0, hoatihdiaperations control
center level 116, depending on??g%the %xistingécommunications net\{v%rk has been %esigned. In the

case of met&FEHEnRPREUELEH DR HERE SR A RET TS 1 Bainad O ThE Mater data
collection engingesiyorameienaetverks afé asliatyhctosethans thenmemrsmgstanot Hé addressed

directly. As these networks evolve, meters and other g gvi 3 M. t&ﬁé&%\é%gxﬁgdressable, SO
that data méi'/ [§§ lf%rt%%%dt’)? e%’%lfggﬁ§/ %W tglyeqﬁ%n e%%eg% évalﬁ?l%w mqyenot_necessarily be the
operations centigt emer ks thufanky Secaitjnivepersh thEasrgnICOS4IEREEERSOSERSS as faulted circuit

indicators may he magied with irgless.nevarkintariacs s fapcnnesionauar modest speed

(such as 100 kbps) wireless networks. These devices may report status by exception and carry out
fixed pre-prd@?ﬂ?ﬁﬁﬁéﬂaﬂ?ﬁéﬂ@ﬁé?ﬂ%ﬂrﬁt@?lF@éﬁé@%ﬁﬁi%’?‘@?’i’gﬁQﬂ‘éé@?ﬁé}f%‘é‘q{n‘c@f*@ﬁ’éed by using
local smart RiEMs: Jnstead ebhavingmeletop RTUs that are designed as fixed function, closed

architecture devices, RTUs may be used as open architeqture,dﬁ:%/%ces that can be programmed by

third parties ¥8dthat sy L AR LETSXIRIBIE BREVICEOTES T HR INDRRERIEREE Aiitecture. Also,
meters at cugtieroprscpremisesimay batised Bz sensormdyarexamyietcmete rsimaie vaeasure
consumption (such,as.how much energy is consumed for puUrposes %fab%QQOgr may.peasure
voltage (for 3&??5 %%M? (rnepS w%f]z?a1 |c€n .pfb%f‘é’sﬁElgﬂir(e)g%r ?B&ﬁ%s&traﬁe an example arc]hitecture for
INDE DEVICGE: 188/greug. Table 3 describes the certain INDE DEVICE 188 elements. The smart grid

device may inglyfe anepRsdad RragassAn e iligProcessing elements are less like SOA services
and more like real time program library routines, since the DEVICE group is implemented on a
e@(ﬂﬁ%{ion _

dedicated re{lt#¥le DSP or ntRHspHEEESSBRAMN GEHR YR HCETICES

[06096]  One application for the smart grid architecture allows the utility to
subscribe to grid data management and apalytics services while maintaining
traditional control systems and related operational systems in-house. In this model,
the utility may install and own grid sensors and devices (as described above), and may
either own and operate the grid data transport communication system, or may
outsource it. The grid data may flow from the utility to a remote Intelligent Network
Data Services (INDS) hosting site, where the data may be managed, stored, and
analyzed. The utility may then subscribe to data and analytics services under an
appropriate services financial model. The utility may avoid the initial capital
expenditure investment and the ongoing costs of management, support, and upgrade

of the smart grid data/analytics infrastructure, in exchange for fees. The INDE
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Ring buffers 502 Local circular buffer storage for digital waveforms sampled from analog transducers
(voltage and current waveforms for example) which may be used hold the data for waveforms at
different time periods so that if an event is detected, the waveform data leading up to the event may
also be stored Device status buffers 504 Buffer storage for external device state and state transition
data Three phase frequency tracker 506 Computes a rug%g%%estimate of the power frequency from all

three phases RGESERfST S LRI RRBShARP ¥in s dst HiF QU REPE RSP S8 power quality

measures (espesidiy asrelates to DG) Fourier transform block 508 Conversion of time domain

waveforms 1o, figgyiency domaigiQ GRARIE IR ENCY Ao IR FRaVERR
[0098] In order to implement the INDS services model, the INDE Reference _
Architecture may be partitioned into a group of elements that may be hosted remotely,
and those that may remain at the utility. Figures 6A-C iliustrate how the utility
architecture may look once the INDE CORE 120 has been made remote. A server
may be included as part of the INDE CORE 120 that may act as the interface to the
remote systems. To the utility systems, this may appear as a virtual INDE CORE 602.
{0099] As the overall biock diagram 600 in Figures 6A-C show, the INDE
SUBSTATION 180 and INDE DEVICE 188 groups are unchanged from thﬁt depicted
in Figures 1 A-C. The multiple bus structure may also still be erhployed at the utility
as well,
[00108] The INDE CORE 120 may be remotely hosted, as the block diagram 700
in Figure 7 illustrates. At the hosting site, INDE CORESs 120 may be instalied as
needed to support utility INDS subscribers (shown as North American INDS Hosting
Center 702). Each CORE 120 may be a modular system, se that adding a new
subscriber is a routine operation. A party separate from the electric utility may
manage and support the software for one, some, or ail of.the INDE CORES 120, as
well as the applications that are downloaded from the INDS hosting site to each

- utility’s INDE SUBSTATION 180 and INDE DEVICES 188.

[00101] In order to facilitate communicatioﬁs, high bandwidth low latency
communications services, such as via network 704 {e.g., 2 MPLS or other WAN),
may be use that can reach the subscriber utility operations centers, as well as the
INDS hosting sites. As shown in Figure 7, various areas may be served, such as
Caiifornia, Florida, and Ohio. This modularity of the operations not only allows for
efficient management of various different grids. It also allows for better inter-grid
management. There are instances where a failure in one grid may affect operations in
a neighboriﬁg grid. For exampie, a failure in the Ohio grid may have a cascade effect
on operations in a neighboring grid, such as the mid-Atlantic grid. Using the modular

' structure as illustrated in Figure 7 allows for management of the individual grids and
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Time domain signal analytics 510 Processing of the signals in the time domain; extraction of transient
and envelop behavior measures Frequency domain signal analytics 512 Processing of the signals in
the frequency domain; extraction of R.MS and power parameters Secondary signal analytics 514
Calculation and compensation of phasors; calculation of selected error/fault measures Tertiary signal
anaiytics 516 Calculation of syncluophasors based on UPS timing and a system reference angle Event

analysis and tmigugerEh8dbiotesidppialioniafeies foplian stabtdIP iy seayeringlof file capture.
Different type%%_ti%?&%’ééék@#é&%%mﬂﬁ%ggfﬁmﬁfwwmﬁaé&@e@fbiﬂwvmu@xample, aline

sensor may examine ITIC events, examining spikes in the waveform. If a sgike occurs (or a series of

spikes occur) RHEEIROREALSP- withstR@ e tRac s PeesIPHE AifSARSEORMS dPHIF Gt an "event” has
occurred and glsq dBayRrovideAd ecampmandaienasie, halausa okthaieweht mkye event analytical

e e P AL IR DERE S and afre
dedicated to managing the Ohio grid may attempt to correct for the failure in the Ohio -
grid. And, the overall INDS system may attempt to reduce the possibility of 2
cascade failure occurring in neighboring grids. ‘

[061062] Specific examples of functionality in INDE CORE
{00103}  As shown in Figures I, 6, and 7, various functionalities (represented by
blocks) are included in the INDE CORE 120, two of which depicted are meter data
management services (MDMS) 121 and metering analytics and services 122. Because
of fhc modularity of the architecture, various functionality, such as MDMS 121 and
metering analytics and services 122, may be incorporated. '
[00104] Observability Processes
[06165]  As discussed above, one functionality of the application services may
include observability processes. The observability processes may allow the utility to
“ohserve” the grid. These processes may be responsibie for interpreting the raw data
 received from all the sensors and devices on the grid and turning them into actionable
information. Figure 8 includes a listing of some examples of the observability
pTOCESSES. 7
[00106] Figures 3A-B illustrate a flow diagram 900 of the Grid State Measurement
& Operations Processes. As shown, the Data Scanner may request meter data, as
shown at block 902. The request may be sent to one or more grid devices, substation
computers, and line sensor RTUs, In response to the reqﬁest, the devices may coliect
operations data, as shown at blocks 904, 908, 912, and may send data (such as one,
some or all of the operational data, such as Vohagc,'Current, Real Power, and
Reactive Power data), as shown at blocks 906, 910, 914. The data scanner may
collect the opcratioﬁal data, as shown at block 926, and may send the data to the
operational data store, as shown at block 928. The operational data store may store

the operational data, as shown at block 938. The operational data store may further
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Capture of data from the ring buffers based on event triggers Waveform streaming service 522
Support for streaming of waveforms to a remote display client Communications stack Support for
network communications and remote grogram load UPS Timing 524 Provides high resolution timing to
coordinate applications and synchronize data collection across a wide geographic area. The generated

data may include a UPS data frame time stamp. 526. Status analyfics, 528 ure of data for status
messages [0%]?%@?fﬂ5@%ﬁ@l@éﬁﬁf8 céer‘ﬁ%ﬁf ]El‘gagr%ﬁﬁ}c% e 132

further depicts cuStomer premises
179, which mayyinekédReaneapshot of the data, as shown at block 942.
[00107] The meter state application may send a request for meter data to the Meter
DCE, as shown in block 924, which in turn sends a request to one or more meters to
collect meter data, as shown at block $20. in response to the request, the one or more
meters collects meter data, as shown at block 916, and sends the voltage data to the |
Meter DCE, as shown at block 918. The Meter DCE may collect the voltage data, as
shown at biock 922, and send the data to the requestor of the data, as shown at block
928. The meter state application may receive the meter data, as shown ét block 930,
and determine whether it is for a single value process or a voltage profile grid state, as
shown at block 932. If it is for the single value process, the meter data is send to the
requesting process, as shown at block 936. If the meter data is for storage to
dete@ine the grid state at a future time, the meter data is stored in the operational
data store, as showﬁ at block 938. The operational data store further sends a snapshot
of the data to the historian, as shown at block 940, and the historian stores the
snapshot of the data, as shown at block 942. _
[00108] Figures 9A-B further iliustrate actions relating to demand response (DR).
Demand response refers to dynamic demand mechanisms to manage customer
consumption of electricity in response to supply conditions, for example, having
* electricity customers reduce their consumption at critical times or in response to

market prices. This may involve actualiy curtéiiing power used or by starting on site
generation ivhich may or may not be connected in paralle! with the grid. This may be

different from energy efficiency, which means using less power to perform the same
tasks, on a continuous basts or whenever that task is performed. In demand responée,
customers, using one or more control systems, may shed loads in response to a request
by a utility or market price conditions. Services (lights, machines, air conditioning)
may be reduced according to a preplanned load pﬁoritization scheme during the
critical timeframes. An altemnative to load shedding is on-site generation of electricity
to sﬁpplement the power grid. Under conditions of tight electnicity supply, demand
response may significantly reduce the peak price and, in general, electricity price

volatility.
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or more Smart Meters 163, an in-home display 165, one or more sensors 166, and one or more
controls 167. In practice, sensors 166 may register data at one or more devices at the customer
premises 179. For example, a sensor 166 may register data at various major appliances within the
customer premises 179, such as the furnace, hot water heater, air conditioner, etc. The data from the
one or more sensors 166 may be sent to the Smart Meter 163, which may package the data for
transmissiolf¥d0Ple opsratishes s reBhESPTIENAS LRty TS IATREARSINBAMSER 1950. The in-home

display 165.may,REevige iie USRI dReRUBIemSs RIGIDISE SHWRAmauMtRdtdevice to view, in

real-time, data collected from Smart Meter 163 and the one or more sensors 166, In addition, an input
device (sucH& ke yhns ARS8 S ST CIRESHFHH thHEME GIRBRSY IS5 S8 EX stomer may

communicagwith s soesationacontelcenaeddf bvenacrpbodinant the irdeme display 165 may
comprise a computer resident at the customerﬁpre ises. 100881 The stomerg emises 165 may

further inclUd& @B 28 FARR RS FSMSITSHE TROIEBR T e PSR e R r premises 179.
Various appliapgeematibecnysiowerprasisad 153maynbe edntielleskdsudhasteeiheater, air

conditioner, etc detgendl?%%q comm{;\nds frqm tgee n%%%(a#?rplg Scontrol cent%rerlelbgil. 100891As depicted

in Figure 1A% & LR ST r%]néiy%"gmmunlca 8T aVanaty of ways. such as via the

Internet 16&ntherppblivesyyitshettetephiranbavor(FETNY dBovormddwidddisatedline (such as via
collector 16;1‘3%\%% %{gxs%‘;#l% !iﬂi%g%’ﬁ&%ﬂWﬁ?ﬁ&%ﬁ&%‘?p&%p%@@u%%%iﬁpre customer

premises 1 _ s shown in Figure 1, one or more customer premises 179 may comprise
a Smart MePorRISIWOTKSIETS ST peiaitig &SRNGS heaprPEaFs 26 B3 y SEHUTEPHEYa to a collector

164 for trang@%%gggn%gr@{tigg%lggmgoé&gnter 116 via the utility management network 160.
Further, various sources of distributed energy generation/storage 162 (such as solar panels, etc.) may

send data t6% H®hitoFKoRToTaE FRBHEHIRTIACEEURSG 1R SFURRB RAPRSIt G SEREEP 116 via the
utility managepnaimt sstwink HE0miR00AS Gisetssad akaveqthe: desiebi:itatheipofven grid outside of

the operations control ter 116 may include processi nd/or storage capability. The devices may
include the RIDE Wé%'@?\lﬂ%ﬁ%hﬁst#eo “é)ﬁ%%%&%gg 1%5 ?ﬁ?ia(gi't‘%fﬁ 58 'the ‘individual devices
in the pqwerig\ridemb“}d{tngfﬂddﬁwaaldmélId:gemig:, Mmmqmqu@ti@bme@wwh@wmumcate with other
devices in Uy, powir g prenie Sxehangs nrmarianindid eshardaigand/or analytical data

(such as event data)) in order to analyze the state of the power grid (such as determining faults) and in
order to chahigisthestatavaitiiqsb\fap gAlq St magresmerting for tHavaptey: the DR

capacity and response data, as shown at block 950, and send the DR capacity and
response data to the DR state application, as shown at block 952. The DR state
application may receive the DR capacity and response data, as shown at block 956,
and send the capacity and response data to the operational data store, as shown at
block 958. The operational data store may store the DR capacity and response data
data, as shown at block 938. The operational data store may further send a snapshot
of the data to the historian, as shown at block 940, and the historian may store the
snapshot of the data, as shown at block 942. |

[06111] The substation computer may request application data from the substation
application, as shown at block 974. In response, the substation application may
request application from the substation device, as shown at block 964. The substation
device may collect the appiication data, as shown at block 960, and send the
application data to the substation device (which may include one, some or all of

Voitage, Current, Real Power, and Reactive Power data), as shown at block 962. The
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Specifically, the individual devices may use the following: (1) intelligence (such as processing
capability); (2) storage (such as the distributed storage discussed above); and (3) communication
(such as the use of the one or more buses discussed above). In this way, the individual devices in the
power grid may communicate and cooperate with one another without oversight from the operations
control center 116. 10091]For example, the INDE architecture disclosed above may include a device

that senses bR iRsHMEteY ol o fectralicnion drie HelRETIAP RFETEOCITERide a processor
that monitorg. thesensed RBrAmeter @8 a.ferdenaligiihande it AnalEss dbasassedsparameter to

determine the state of the feeder circuit. For example, the analysis of the sensgf E)arameter may

comprise a EbPMFidRFbP e SBRSHBSBAITEBP AT HFEERIE M FRRYNPORSIA %A /or may comprise
a trend analygis,{QngSUCh78EASEERAKAGISH dFOHI DSl de BenpingHbWavetasrassand one such
analysis may comprise determining whether the sensed waveforms indicate a fault on the feeder
circuit. The r communicate with one or more substations. For example, a particular
substation npgy1$PPPlYT ROt iat paskctdarfeere opiFeuitnihdadepice:mayasenseptive state of the
particular fe%der.cir uit, acrl1dtdtetercrining1 {ghgltger tpgreﬂiﬁg a I)a}%]:tigrﬁ Itrtlﬁe %a\ggygr ;%?Qﬁlrx?circuit. The
device may LS MESRAHT Y EBsRRORTAe stbstation may analyze the rault determined by the
device and nhdy/itékenatorectivdacistdepdnigitagtorethd Tadt ¢serohsastediringcthéepoMer supplied to
the feeder CIrCLégg.ri'ln tar}}% gﬁm%éﬁét ?agei\ﬁ%gmg%gq@d&glmg)&gymgﬁ%d on analysis of

Waveforms),n%ﬁe substation'may e power supplied to the feeder circuit without input from the
operations cestrliemaha a8d Ot tes slitsatste PIadgEONLiRe theB_ & ihaEting the fault with

information figg other seRsersiQ furbssselinethe@nalysis-obine @licEhensubsition may further

communicate with the operations control center 116, such as the outage il telligencesbﬁegé)lication (such

as discussediytifakapRicay ah AfSEHH L R ERIRE AR R APl RFT SRS I 2 i SBARERY in Figures

14A-C). Thug, ¢henenermbiops-eaninal aentenid Ginayicetedininaitiefautgidtaray determine the extent

of the outage (such as the number of homes affected by the. fault). In this the devige sensing the

state of the fESHBIAERBR MEaSPRBESE! Qf?\?@fﬁ/vué’ﬂ?(fm%%at &Sl aﬁgﬁgﬁrﬁ? %?W:?S iy g%%evéeqf potential fault

with or withoast fkequiting; this oferations cotht dligeniter ol fersimtarvenahalGOgBAsdMDther example, a

ine sensor, which ineldgs Adional il gEPs HEinG ALOCESSIDavANgIRLNSmRR, GRgabilly, may
ata’i

produce gridgglta e n a portion of the grid (such as a feedér circuif). The grid state data may be

shared with teéndentiarribessponsemBiRaNEREIT Sye TSB! gHithEBp Rt oS M5ithst center. 116. The
demand respenSeINBRAIEMBNSYSIRh InRBRL SO RESARMORKaSREIGURtOMET sites on the

feeder circuitin response to the grid state data from the line sensor. In particular, the demand
response mﬁﬁ@g%?f?éﬁt‘%&é%ﬂ@%ﬁyb@ﬁmﬁ&%gyéﬁﬁﬁfmﬁ%@é SAPSYSEN 156 and/or the
distribution ragpagemantsysientl keToto)raddcs) pad dnther fé edeiaiscuifdmnstioing off appliances at
the customer sites that receive oyver from the feeder circuit in response to line sensor indicating an
outage on thePRISHRYEHRNE 1Y eic’s'way, the line sensor in combination with the demand response

managemenfjdtim [88imegashift sutonsatisn(d) | daxiefidrie pelfagitynfocredwingdtiand then isolate the
fault. [0093]A%ﬁ§QlL iNeE SXamRle: QD F- QL S TPLaYSH, Uik POWEH AN Mg hays-g-microprocessor

associated with it. These relays may communicate with other devices and/or databases resident in the

power grid irfQreBeas HasrititedoBIFRNEPS: SHARSEIHBRRGEHHA DM ERISCHTESDt and
Architecture {QO951QMISOWERE IS MRk EE: Dala/Analitics; Sanvises ModeldQe9al0ng application for

the smart grid architecture allows the utility to . « ..
comprise a relational database that stores the base connectivity data (the “connectivity

database™). The connectivity database may hold the grid topology infqrmation as
built in order to determine the baseline connectivity modet. Asset and topology
information may be updated into this database on a periodic basts, depending on
upgrades to the power grid, such as the addition or modification of circuits in the

power grid (e.g., additional feeder circuits that are added to the power grid). The
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subscribe to grid data management and analytics services while maintaining traditional control
systems and related operational systems in-house. In this model, the utility may install and own grid
sensors and devices (as described above), and may either own and operate the grid data transport
communication system, or may outsource it. The grid data may flow from the utility to a remote
Intelligent Network Data Services (INDS) hosting site, where the data may be managed, stored, and
analyzed. TRy Sotavar Somsbriengdeaed afiehaninies SErmtee wharean dbpropriate services
financial mQQﬁheEheiHIH%Bagy:ﬁXp%mgé?}ﬁiﬂé#@ﬂ%&hﬁ%@@ﬁdﬂ%’éﬁsim@ﬁim@m]@@ﬁme onQOLng costs
of management, support, and upgrade of the smart grid datgJanalytics infrastructure,.in exchange for
fees. The Il@lﬂ% %f@f@ﬁ@ée#féﬁﬁ@dﬁﬁé?%@&%% tgbtg\cyéeq%ﬁagﬁégﬁ@meaa593%({9?};% arrangement
described hefeifeci0097 LN DS Anchiteclivyelfor-Smanh GeidrBervices 100981In order to implement the

ENDS servi del, the INDE Reference Architecture may be partitioned into a group of elements
that may bef?u%oisg% re%gt%WE%%ﬁb%es&ﬁlﬁf %%@gﬁéﬁrﬁé%%% el .’ﬁ’t‘;tf‘( ?3%?%%‘3 2Cillustrate how the
utility architdetiredrira lhek eroeitive! INDIEIGEREE 20 Figsrbeébindadd hersintetube S8R May be

included as part of the INDE CORE 120.that may act asithe interfaee to.the remotesystems. To the
utility systeﬁﬁ%léﬁ?{s%%)%)%%eéf% S"%ﬁ%‘ RO S %OOQQ]A% e T diagram 600

in Figures 6¢igzshewpnherikDESYBSTATIORCIBIHHdq RO P DT SELKSS 4idlipdre unchanged

from that depigied;in 'ﬁ'&g%E%%EMB&Mltﬁﬂ@c%ﬁwfzgﬁ&mﬁqﬁ&é@% be-grhrligyed at the utility
as well. [00100] The INDE CORE 120 may be remotely hosted, as the block diagram 700 in Figure 7

illustrates. APRRIEOEIRCERPINipramoRiEehis Ahiky e timsthrdd uepreseridte RipiTt utility ENDS
subscribersdshaumnas NesaAMerican ENR S HastogCaptes 02 - BashyGOREJ ARmay be a

modular system, so that addipng a new supscriber ig a rqutine operation. A party separate from the
clectric uiATAPAAEEE S SORBOR e SRR 115 1Be SAEE PP T FOBEEORES 120, as

0
well as the applicaticiasdidiptetdeantbadecfrormthe ENDS hosting site to each utility's INDE

it b a0 (RiE BRYICERATL [ BUIBSRErIoasl o piaaions. hioh

bandwidth low latenc
database may comprise a non-relational database. One example of a non-reiational

database may comprise a historian database, which stores the time series non-
operational data as well as the historical operatonai data. The historian database may
stores a series of “flat” records such as: (1) time stamp; {2) device 1D; (3) a data
value; and (4) a device status. Furthermore, the stored data may be compressed.
Because of this, the operation/non-operational data in the power grid may be stored
easily, and may be manageable even though a considerable amount of data may be
available. For example, data on the order of 5 Terabytes may be online at any given
time for use in order to recreate the grid topology. Because the data is stored in the
simple flat record (such as no organizational approach), it allows efficiency in storing
data. As discussed in more detail below, the data may be accessed by a specific tag,
such as the time stamp.

[00116] Various analytics for the grid may wish to receive, as input, the grid
topology at a particular point in time. For example, analytics relating 1o power
guality, reliability, asset health, etc. may use the grid topology as input. In order to
determine the grid topology, the baseline connectivity model, as defined by the data in

the connectivity database, may be accessed. For example, if the topology of a



communications services, such as via network 704 (e.g., a MPLS or other WAN), may be use that can
reach the subscriber utility operations centers, as well as the ENDS hosting sites. As shown in Figure
7, various areas may be served, such as California, Florida, and Ohio. This modularity of the
operations not only allows for efficient management of various different grids. It also allows for better
inter-grid management. There are instances where a failure in one grid may affect operations in a
neighboringP@fi e SxaRTHIE R tARNEth e t@TRing FaTmERr K A SRGEeERa &N operations in a

neighboring,gfigh sHshcassthemigaAthanticrerid: bistag thenmpewlarpsiiucise asmilisiiated in Figure 7
allows for management of the individual grids and manrz%;ement of i ter-%qgr(igerations. Specifically,
é?’?ﬁ? a

an overall ERTSS&YSAARA AR RAGRSSTS (Red<Ub IS mis FHEMARR Mid age the interaction
between theiatasigus INDRI OGRS k20tchbis may peditobilieqdessihiity dftarcatasippaiic failure that

cascades from one grid to another. For example, a failure in the Ohip. grid. may cascade to a
neighboring gfHd% % eaé“?%egtran &Wtfagﬁtlggsﬁwﬁ? fﬁ%nﬁﬁf)vg% fﬁé)‘gg(%%%e%nt%ar%%ansaeging the Ohio
grid may attempietocaerecttfor therdsdhureiin tHel® piotgridirAechetharove miiENMD8ystem may attempt
to reduce th‘? eossibility of a cascade failure occurring in neighboring grids. 1001021Specific examples
of functionality in INDE CORE 1001031 As shown in Figures 1, 6, and 7, various functionalities
(representetfBy1Blocks)rapecipoitiled i thre b RCOREIZEIE i o fophicr o@gictedude meter data
management ervices (VBMa(2 L and.metering analyties.@nd ety isemidsBaganse of the

modularity of the architecture, various functionality, such as MDMS 121 and metering analytics and
services 128e/ich @A ERIEPHEINA AR OB SRFIAIBE R PRS XA RIS E R  discussed above,
one functionalityiRt (ag-anRBlisatias-ser waasHaay ickide ahseivahiisynrassssesichhepbservability
processes may allow the utility t%;observ?" %1e g?d..T ese Ol[‘g(riocesse:% a¥hbe responsible for
interpreting thefFag IS HECE e B R RIFERECE SHEBHS bR SRIFLELBH the JHPR%lrning them into
actionable igfermasiannEigw eBdnguttes abstingot sorvete fampletahtiesehiservability processes.
1001061 Figures 9A-B illustrate a. flow dia of t i .Measur : erations
Processes.%’s?%%czwir%? fﬁg%ia adgfé%nhsg?rﬁ%é%/{%%%%%ﬁggg@r Eéja(%,gé%g%é%v%r% %ﬁ%@lé{(%%g . The request
may be sent teroiteler tneréegridvdesicasssiiytEie crpgruteirsuifddiriessensorRT)s. In response to
the request, fag dgvices may CAlRSLARSI NN S IdatEm 3D S BMRALBINE) R 208,808,912, and may send

data (such as one, some or all of the operational data, such as Voltage, Current, Real Power, and
Reactive PoRieicaii) T4 BARWRFESIRKE 508, 2PPHCHAN TAY AL OMAEFAL RO AR the
operational datgoas shgwk atbiocl 326086l meayaenckiherdata tathe apesakianaidata store, as
shown at block 928. The operational data stqre may stqre.the operational data, as shown at block 938.
The operatiéa%t 8&?&%‘?&8{)%‘85}?&?{?% Y éaﬁ#' a gﬁ%p‘éﬁ% %??ﬁénég?ab o ré%%;t%lrﬁ"grﬁl N %lcghown at block
940, and theiéisierjanbaayostosentiueesnaps hioecktiserddid)sasishovlivatisiock 942014001071 The meter
state applicagion [y, S6Pl fiLeaLEshion elandaaio deMeleRGE, e sfiaun.in gek 024, which in
turn sends a request to one of more meters to collect meter data, as 'shown at block 920. In response
to the requeBttHRCHIHS BIMMBIEUTe RIS CoMBEY nstte B8 ATENIS HBFFalDIBR RDYB, @itd sends the
voltage datasfpithe gggteé@ééSa&%gw&&hm,%a-lﬂa@%mﬂ%ﬁmmI@ﬁtﬁbﬁ.voltage data,

as shown at block , and send the data to the requestor of the data, as shown at block 928. The
meter state SPPREATBHIAIArRESIE fraTmtes Fher ma Seslh WBdA 830 1and Bef@ine whether it
is for a single:yaldeREpeessiia wokiageprnfilel gtk tathoas showekathpelad3ehdfiikis for the single
value process, the meter f ta is send to the rg%u stiqgagrocelss,tas shown %tatg'gfo%;?%- If the meter
data is for stOPRGR T AT e THES g SRR AP S R FEHARR Rl Pt et 5 21855 in the
operational dafd stbire nas-shenaiioatbdeck@38piidw operatioridial dta storephrrtheraséads a snapshot of

the data to the HISQrian, 54 LA BaGRR QAR NG ISIRAAN APESR NG RRRPALOT the data, as
shown at blocK 54‘5. :

as shown at block 1024. The historian may receive the non-operational data, as

shown at block 1026, store the non-operational data, as shown at block 1028, and
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1001081 Figures 9A-B further illustrate actions relating to demand response (DR). Demand response
refers to dynamic demand mechanisms to manage customer consumption of electricity in response to
supply conditions, for example, having electricity customers reduce their consumption at critical times
or in response to market prices. This may involve actually curtailing power used or by starting on site
generation which may or may not be connected in parallel with the grid. This may be different from
energy efficiezeoy, theiioh-nresiionalidatice SRONERIEE emdtFsHEPistHEt sREPBLEBI K uous basis or
whene.ver‘thaltetﬁﬁk is performed. In demand response, customers, using one or more control systems,
may shed loads in response to a request by a utility or market price cor]}%itions. Services (lights,
machines, aif @&dionfigyraby Hustatriceiostdueimg 169 5 Facmeé'('j ARsSSlization scheme
during the CFigﬁﬁmf@m&a&%@g@fﬂa&ﬁmﬂa&dMR@éSasadsite\»gﬁmatiexnsdhelectricity to
supplement the power grid. Under conditions of tight electricit pply. dem r e may
significantly rE¥ RS MRERLARY7EL U ﬁﬁvé%%el?sa%elécﬁ?fc?@%‘r% @gfg{ﬁ%§.§a?%6§g§ﬁ9%%emand
response mayggieralyshel ysedttovsigrsiorechmnisifisadced s g corestitys to reduce
eSS aRLDS fasieard BreRec hncics ERHERLYSIRAAre gorerl s

to corresponc?sto pggﬂ( demand (plus margin for error and unforeseen events), lowering peak demand
may reduce cweddhigfasit medseaphaihsatrs SuranyrBbpaskihty dn the RESRYAPMSH of generation

capacity, howgyer; demgnitesRonsa M Aseubgdsresipdnaraansy denandtiaadidbimes of high
production and low demand. Some systems eraX’thett%b enGRuUrage, energy stgr%grtladto arbitrage
between periGHSHF RRTSASRKIRIGH GERMS A5V ARY ?gﬁ prices). ASThE prop

e propo‘?ﬂon of intermittent
power sourcesgidrbensvidnth pioaesrin usystemvgrensiodie med reshorseunspdssssmeincreasingly

mportant o effectye manaoemenq' e lgcld i ORIACKTNEDR: e apalicaton may request
ﬁy, &s Sh

the DR available capacity, as shown at block 954. The DR management system may then request
available capécinpfeaisiadhio Sigwissd HRMoME vadiadaulhanalpis P vekis AR5 or more home

devices may gpllegt.augilable BRoaRAGHNIMiGspaRsStadhe, aatRsid as abavatail ilock 944, and
send the DR capacity and response data to the DtR mana errg%nt sggséger&na& ah.gi\évplqt,block 946. The
DR managenfateydittinBRe STt P BPAdR Bha rasponse data, as shown af block 950, and
send the DR Gapaciiy: dns respoitiset tatxddotirce DRt statslappliebblonk ddidhotnd.ahblock 952. The DR
state applicatiop iy Feegive ERIR FPPFAC RSPARSE.SHE IS QIR HORKAED, and send

0

the capacity and esponse data to the operational data store, as shown at blgck 958. The operational

data store m@%tﬁé%ﬂﬁ%él@ar?&?%?ﬁéiﬁe&tg‘%ﬁ?%?%WFF&FE‘IB%R’@%%‘.“%e operational
data store mayflrthgi senssperdanahahot ibs: daiadgethehistorieiner ascshaivg by HeckEP40, and the
historian may store the snapshot of the data, as shown at block 942. 10011 tation computer
may request appicati 85%)3#?8%Ifﬁg%%%%%aﬁgr%%gﬁﬁﬁga |%%,a§§%s%%nv€r? %%B%cyg%ﬂ?dﬁ response, the
substation appikﬁiﬁmﬁmaxyaﬁeque@’@a@tmmimﬂwsmmmtd@&ﬁééf #8r8Bb\WM at block 964. The
substation deyjce maycelledt ke Applisrtion-Hai A% Phovneadd o5l 256: mpe send the application

data to the substation device (which may include one, some or all of Volta‘lﬁe Current, Real Power,

and Reactive @Bﬂféfiﬂ‘a%a‘i‘;‘%aé%?/\ﬁﬁ“é%FBERZ‘@%‘??W%S@%@%% AppiT }BIH%%;’C dct the
application dajauiascshawuakineaksD6fcRndserd the app)idatiormrats toahendgquesten(which may be
the substation . computer),.as shown at block 968, The,substatic : receive the application
data, as showit {HASHFEHF R ts%%ytﬁ‘é@édﬁgﬁcﬂa}%osﬁ%af)efét%ifigegfég{rﬁ%%‘g%%t(ga%%ore, as shown at
block 972. 106d:i3bId keogiredl étateem%hmnemaélﬁdsoperational data process may comprise deriving
the grid state ?ﬁéid t?!%%!&gxﬁkﬂzqm?smwhwmﬁ Yelb @3 MEvigingdtRis pafiimation to other

system and data stores. The sub-processes may include; (I). measuring and capturing grid state
X

information (tRRREMEaa RS REPER5EFaDRIA%RF SERERTAS YR IR HR frselRtussed previously);
(2) sending grgHaiofa sraiano RN Bnal)iesapRlchiqnE (this/enatles/ashanapplications, such
as analytical applicatigns, access to the grid state data),£3) persisting arjd state snapshot to
connectivity /%%Fémﬁfﬁiﬁgﬁé%r&ea SRS vaf}saﬁ‘egr% ip gé%g%%%ﬁf%?%ﬁﬂé%?hﬁ%%% the
connectivity/ogeiatibiaddatbhstdisributine: apprijriserinanon menditasueriardng this information to
the historian fé)‘[a%ggisgl tence so that a point in time grid topology may be derived at a later point in
time); (4) deriving grid-topology at a point in time based on default connectivity and current grid state
(this provides the grid topology at a given point in time by applying the point in time snapshot of the
grid state in the historian to the base connectivity igrthe connectivity data store, as discussed in more
detail below); and (5) providing grid topology information to applications upon request. [00113] With
regard to sub-process (4), the grid topology may be derived for a predetermined time, such as in
real-time, 30 seconds ago, | month ago, etc. In order to recreate the grid topology, multiple databases
may be used, and a program to access the data in the multiple databases to recreate the grid
topology. One database may comprise a relational database that stores the base connectivity data
(the "connectivity database"). The connectivity database may hold the grid topology information as

built in order to determine the baseline connectivity model. Asset and topology information may be
1indated intn thic datahace nn a narindic bacie dAenendina on 1inaradec to the noweaer Aarid <irich ac the



connectivity database may be considered "static" in that it does not change. The connectivity database
may change if there are changes to the structure of the power grid. For example, if there is a
modification to the feeder circuits, such as an addition of a feeder circuit, the connectivity database
may change. [00114] One example of the structure 1800 of the connectivity database may be derived
from the hierarchical model depicted in Figures 18A-D. The structure 1800 is divided into four sections,
with Figure 18ntineizsiaheas prar-riblssktidAo Fipthe tamblmdiieskulsér. (YRS EEMME Figure | 8C
being the bottgmyleil sealoR s@&@rﬁigqrﬁemm&agcm&m}ﬁ@%rm seatioR iseesifically, Figures
18A-D are an example of an entity relationship diagram, which is an abstract method to represent the
baseline conrfEARNASAIARERY. TRE ARSIARHI SRS eyt Al LIPSA 1B/ mal HAB%AE meta-data that
describes thepgwesgrideape-nmiaysanscrieitbenadbRuianio) posEmis af bigyid 266] she relationship
between the components. [00115] A second, data ed to store the "dynamic" data. The
second datab%ég %@%& PEs: %%%‘F@ggg?%’gﬁ((?gé%i@g%qyg%%p & gynrgﬁ%g?a i6nal database
may comprisé& kisporisn) dafiabese Wibishl 3Tdresdisentii® sesmawonopasationabdaioés well as the
historical opeg gion&!‘gatg. Th%gq%i%WQM St 8- s6ries Ohafiatregords such as: (1)
time stamp; ( d)é’wce%);{{%tfa ata value; and (4) a device status. Furthermore, the stored data may

be compresséeho'BreachieekofHis, The PPmadaihiehasp sramarkring#rbRE FREFGIE may be stored
easily, and may ke nanagrablrwevenitireghsa corsidetaigeamendih data s8anahagyailable. For

example, data on the order of 5 Terabytes b line at a iven time for usg in order to recreate
the grid topoIBﬁﬁf"ﬁé}&%{f?@(’tﬂsésd5?5%%%7’&%5&8&&8%5%‘?@%%% RS organizational
approach), it auﬂwslgﬁ@imwmmd}ﬁhgayataliécsidﬁswshedﬂmrﬁhr@cdé%ﬂ EébWRtﬂmaja}ta may b_e
accessed by 3.5Raelicag,RHeh 35k mecslanind A0AABIV arlais Anabiicafar figigrid may wish to -

receive, as input, the grid topology at a particular point in time. For éxample, analytics relating to

power quality ] 28liatititgenssdetdaeiethe gpambignssiaitugrs toevmaybirchbit4 Inf8tder to determine
the grid topolggythedassine saprestivivheorel ansetnadibygrdata iadhe appeetivity database,
may be accessed. For example, if the to ofl%% o{_a arficular feeder circuit js desired, the baseline
connectivity mdHbI PR AIE e BUS SAREFBLHh (I SN SREP BRI the power gric
After which, thedistdradacataishsemmapibekdf8sSbe (besecdahtdmaydrtioatdrtdigrdrmioeder to
determine thanalasaldaswitabes: i NRATRUAN RSt CifS Uhelihs BRIRAL3IEY combine the

data from the ne connectivity model and the historian database in order to generate a
representatioh3Pind prafiRtikitien ersreien ARl tRESIRRYURSElR 1Bt 19t dets mplicated
example to delernnadhe asidiRReoG)zMay)inelsidavinnitidelfaeder Uikigitie(grit steeder circuit A and
feeder circuit B) that have an inter:tie switch and sectionalizing switches. Depending on the switch
states of certg%)fasav{/’écth%ss %?sﬁ‘é lE?lgsi}tﬁ'eaﬁl er |8n§\?\7i§:’ﬁ (Qa%%l)%)llrt{%%o gé?(‘){ﬁlaﬂjz?r%ag\?v?tghags), sections of
the feeder cirowitdistrippberomyitg feléaieiogroaiaia GetfentonclpsuirBhiTha prbgekniaHat determines the
grid topology fgyREassR MG e ambatbthe hrsslir cannaelivity, madshanddhrihistorian

database in order to determine the connectivity at a particular time (e.g., which circuits belong to
feeder circuit B0y FREIBRChEEHEY %i%%ﬂ?@i%@?%%ﬂ?ﬁﬁ%ﬁﬁrﬁrﬁiTé‘bb%?the
Non-Operationa épetatpimdssassiheynendcaer glociali 234jact thppiitabnivmayerauest non-operational
data, as shown p?t block »%Q%?bu'l Jespanse, the data scapper mn%¥ I%a(;[hg(r)rnnq&;og(ﬂational data, as
shown at blodR 5‘54, where y VANoUS devices in the power grid, SuCh a5 grid devices, substation
computers, ahhtisgesenisdy RTs(bvaly EoIBct Thereperasonel electatesiowm eacblotks:1006, 1008,
1110. As disgasad-aowh ReR: ﬁ{éﬂ%ny%%tgomayz@@wgﬁd@&@%{@&y@gwﬁo%&kﬂ% etc. The

various devices in the power grid, such as grid devices, substation computers, and line sensor RTlis,
may send the’hBidpe %ﬂ%hﬁﬁ%sd‘g{%cgégﬁﬁér% SFoliAnas Bk S MAY14, 1116. The
data scanneriRayrelectihBRaae R idrabadtabas shown at block 1018, and send the
non-operationgl fata tordhe non operationalexicast apnlication. a3 shown,at bladk 1020, The
non-operational extract appﬁ?ggfllon may C&Fectt?ﬁe non-operé{tlona aatao, as SROWA &t Block 1022, and
send the collsbteo mbblaykeraiibnihe atentouineshivtoparatias sistowiaranbjodko 8@, The historian may
receive the non-operational data, as shown at block 1026, store the non-operational data, as shown at
block 1028, and send the non-operational data to one or more analytics applications, as shown at
block 1030.
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[00119]Figure 11 illustrates a flow diagram 1100 of the Event Management processes. Data may be
generated from various devices based on various events in the power grid and sent via the event bus
147. For example, the meter data collection engine may send power outage/restoration notification
information to the event bus, as shown at block 1102. The line sensors RTUs generate a fault
message, and may send the fault message to the event bus, as shown at block 1104. The substation
may analyticsermayatiempestiolz féalk ansiioroutdyeck EEhger .anceselymsmagementagianid/or outage
message to theg QVent g, o mggyﬁ%@@gﬁg{]&@,ggm@w@qmm Sigpadhehavior to the

event bus, as shown at block 1108. And, various processes may send data via the event bus 147. For
example, the PerkilaRigErrepsraiescdansbisary fiebadel drmighrbeaaidiasiy send a fault
analysis eveni¥jg e sugnib\ds:As showsahhlogkddd QeTibe, evtagernietigancelproress, discussed
in more detail in Figures 13A-B, may sendﬁn ogga\(ﬁ; \(Ia/?ent via%the eV}Tt#gF s shown at block 1112.
The event bu@SSThiPRARSEI TR G4IT0 RE FBHES B SHOWH & BiSRRMM IPIR 3R C8mplex Event
Processing (Gidtinsepdstminay fraesas dthelekelidtcand stadiéPvimab s @s showbuat block 1120.
The CEP sercer e Biosessauaies.eaginst multiele conquepiigh shegibigalsime event
message streams. Kier processing by the sefvices, the event data may be sent via the event
bus, as showhlatihlask, rnd Sepdide VP Risgneinteiay discabyis vippse2Eve APPBPIR & more event logs
for storage, agghavunasilqeksl 16, AlsRotheEysihaaa PRY:ReN RGeSV Ryare gigmore

applications, such as the outage management system (OMS), outage intelligence, fault analytics, etc.,
as shown at HIRIE I2eYrPiHTE a8 s1e LoaiRsplabN4y send the event data to an application, thereby
avoiding the "miby2 probirie @fnnetdoakingthepgatahveaitablexteacthew devicestanthar applications.
[00120] Figures 12A-C illus low djagr, 200.0 e ignaling
processes. D ?nviﬁlyaﬁgél?g%é%aé%?ég’ ft?)? ?ﬁré{?i?sﬁ?bﬁ%%%%geapa%&a%aé%%%ﬁ%@gﬁm(gt block 1244. In
response, thelipddstatestoneraizisimayizyscollctip RidvialalstinpasandaasHowe atirskk 1202, and
may send thedain.as,shaws-af Qlack k204 The-distbitionppiationapplication, may distribute the
DR availability optimization, as show at block 1246, via the event bus (block 1254), to one or more DR
Management@?%ﬁ%@.‘eﬂlfe‘%)‘ﬁ' Management System may send DR information and signals to one or
more customeo@IEsNiSErhaspshawmay btadlod? dPmbhecoaeids sipmrdscustomertipnblaizes may receive
the DR signals, as shown at hloc d.the PR onse;25:808 L hlock 1268. The DR
Management%n&%‘ynrg?:%%%katﬁ%%Rﬁi%%ﬁgegség%wsol\?lvn)%fe bJ%?:E &%ifggrlld sgﬁ%’%R rcésponses to one,
some or all ofapriegsiormtibrsyaradsUsErabmaTebEifnt e e BRYEy AN ITEPSBIREIIAG-d4tabase, as
shown at blocl,dw4 & dibebitling databasesanddhe soatketing slatrliase, maydegeive the responses, as
shown at blocks F%284, 288. The 'peratiogf qusbéJs 146 may also receive the responses, as shown
at block 1226, s BRe 3‘355%5 SRA ~“Available capacity to the DR data collection, as
shown at bloded228. ThigR btk dlettionaniay piegrss BRODRke Shunsehtditravailable capacity,
as shown at Qipck 1291y AR, sapddhe st iadie ADRIANQAS gm,b&{&a%érmmaa,bggck 1294. The

operations data bus may receive the DR availability and response, as shown at block 1230, and send

it to the grid stheveanhieeksity 03P efid 3taidbhridebvilrmPiPrscycRiTmrY RECUELESwWN at block
1208. The reqgivpdl-Saiasnaydmosadinicaienpineshn grg stateriadaaybishmay be sent (block
1206) via the operations data bus (bl 220). The distribytj eration lication may receive the
orid sate dans T8 Eh BB ARSESABLET b SIRACURY oCnbAT et BOLEE SAH- Dsing the.grd
state data andﬁhgﬁb&a&mﬁabﬂﬁyead@_mmathm dﬁmﬁbeﬁidmwp@tdﬁwkdﬁﬁﬂcéﬂ% m_ay run
distrbution ORTIZENED 13 SENAYE S HSHDYLaR oA, S A0UR Aol A2aRThe,Cisrbution data

may be retrieved Dy the operations data bus, as shown at block 1222, and may be sent to the

connectivity efeeskt Bi3Shaaesessdestisnts Gienb R 24 dmradsysratardibings BddmElg send data
(block 1224) 1q.the. Gistlifetion ppRiation mpplsatia vhwbiehtfath (BIBRY SS5rhAR e-Qidfore DR signals
to one or more DR Management Sys egz le%gt%g'ESZgaThe event pus mP?a% collect si/gnals for each of
the one or mATa‘SEHRAMAGBATEHY: yé? Ri%5 »ebICARTRERTANE D PRL RIS Wach of the DR
Managementibysteues: (btqeikd 5262 nd herb& iMandgertidntkSydttrnd fyrtheed iprocesathe DR signals
as discussed above. 100121j The communication operation historian may send data to the event bus,
as shown at block 1214. The communication operation historian may also send generation portfolio
data, as shown at block 1212. Or, an asset management device, such as a Ventyx(r), may request
virtual power plant (VPP) information, as shown aghlock 1232. The operations data bus may collect
the VPP data, as shown at block 1216, and send the data to the asset management device, as shown
at block 1218. The asset management device may collect the VPP data, as shown at block 1234" run
system optimization, as shown at block 1236, and send VPP signals to the event bus, as shown at
block 1238. The event bus may receive the VPP signals, as shown at block 1256, and send the VPP
signals to the distribution operation application, as shown at block 1258. The distribution operation
application may then receive and process the event messages, as discussed above 1001221 The

connection extract application may extract new customer data, as shown at block 1278, to be sent to
tha Marketinad Datahace ac chnown at hloneck 1200 The new crictomer data mav be cant tn the Aarid




1001231 The operator may send one or more override signals when applicable, as shown at block
1242. The override signals may be sent to the distribution operation application. The override signal
may be sent to the energy management system, as shown at block 1264, the billing database, as
shown at block 1282, and/or the marketing database, as shown at block 1286. [00124] Figures 13A-B
illustrate a flow diagram 1300 of.the Outage ntelli enee ProCcesses. Vaiols davicesand applications
may send potod? SIS PPRaHREalSH? assogﬁ%nvérr}haetfﬁfogisn'l?l?b% fB_OG%’lBl%&lBM, 1318. The outage
events may beeodietteeistdtieraveptsbus tesesdote andrseingapatydstel leaysseid-the outage events
lo the complex exent BOGesNEHEER oS Ao ARk 388, Fiiis-arigysidaidaes and

applications may-send power restoraftlon status, as shown at block 1304, 1308, 1312, 1316, 1320. The
CEP may redéluekoitije Hreldesstoviangoatbes theasiheas angernnssty ydiiaddifsvents (block

1332), and sepd,eventdata {pck-h33¢) o The wtadR ik eligenTa anRlcatinemasysreeeive the event
data (block 1335) and request grid state and connpectivity data (block 1 382). ThF o&erational data bus
ﬁeé::tgf) e atiase Tor R

may receive f58! pagtReeneRRHPRRbaE BvRfRigRRdd A BT A7 AR forvard it to one or both
of the operatignaidatsostaraend:ibadhigtosians neresptnee 136 Hpadticmaitaastofeand the
historian may send the grid state, and, connectivity d I %via the operational data
bus (block 1S‘ﬁé‘)ofsétﬁ%dgonﬁ?éza‘ﬂés?%t%“%hé:nocuetagf)p éaa %Jrl?e ?cs%%%% 0 geitklls determined whether the grid
state and corjfgr2ility aammmmwrmm@mém@ﬁ%@%;m& Sk B8ck 1342. If so, the
| mome”ta”esﬂ?&%érﬁ%é@ad‘é%&ﬁ% lienalaata usthinrk 348 ietbasepyeatiintadatabase for

storage (block 1350). If not, an outage case s created (block 1328) and the outage case data is stored
and processeesiyaRRRaYE AR AR ARG YEASHA THTISEK PESSSPI06 M5 e outage intelligence
processes may Gelectapiagess clasiiiyfaioy flvondentaric s tleidnimiriaduiagdigment; determine
outage root cause(s); track outage restoration; raise , performance
indices. [001%‘1‘15?%%%??4%5&8}%63 YA g%‘%%\ﬁvs l%a@?iri%%%g é{)gf[g[ht%n%g%i'? %ﬁgﬁéié]%g%ﬁbcesses. The
complex evenrs prosassingsdy reqiies s ot Gre SaimRd eIeeiaV IHs13EERRPNER Mlock 1416. For
example, the grid. siate and connelivit ihiesRARSH1Q hearenuesompl senchgsidaiaingand
connectivity c}ata to the complex event processing, as shown at block 1404. Similarlghéhe historian in
response to tReshoyEciiegl K80 aipr¥ S5iR VAR IS THROTEFDIES BOERT BP5%E2% g, as shown at
block 1410. Aggl,ithe semplese e miprosatsinymayvecsive, theigpidrstatdodohhidctidityg.data, and the
switch state, gs show exaévtélrb(él% &c%%%i%}%ggggg‘g% analylics mandaaugsidaulidaia, as shown at

block 1428. FatiltdHta may be sent variety of devices, such as line sensor RTUs, and substation
computers, asvetvereiat Bichryn apblogk 341§ h Ehgaubiatien Arahiicyavsisiec Y dmeddity data, and

switch state rgaybe sertitRithasibsialicnanadytiessiat byerteeipcidaand, chakastirization, as shown
at block 1430. The eyent bus may also receive event mes%%?e%bilg%. 1434) and send the event
S

messages to SR EEA% HET SRR 3ET TR LAbAREION analytics may Jgfl.e%ﬁine the type of
event, as shomvilaldelpghdlAR2, Fmmpettestitatzamticunteblstasdifioabioenlentiy shessiibatation

computers M3y fegeive 3B EXENLMERRAAEAS SIRINELNARKA A6 sal ohesipes of evens,

the event may b€ received by the event bus (block 14385 and sent to the complex event processing

(block 1440), braenabmptacsvEr Ty cacERasTiRlpTe LaRTa e v PaSYSTHITR28828) Tr further

processing. SimilatynthrgtsssatRianesepnae iviistanay aandigyid slaitdaiadchthgeosiiplex event

processing, as shown at bIocE(llégﬁ nck the Cqmmoncfnfortm?tiorfljJ%Aoqel (CIM W, rehouse may
X e ‘%@m ESMG, S SHGWn Al biock 1414 00271

send meta dat¥etl S INg, as shown a e complex event
processing maybaetishadaitexcnbyessagea, %slmmwﬂgcmw htabévétnlt.‘l@éfs heay receive the
message (blogk 4d42) and pend e e \eRhiasBoRda lnedpulbinieliasnesianplieationdblock 1444).

| v

The fault intelligence application may receive the event data (block 1432) and request grid state,
connectivity dwrd ettt SHieles Ryt asosasne SISt 4056 he FeBpbH<w F5 PO R8st, the grid state

and connectivify,sepd arifesiata:ach ¢aRARAUTHY RafriMeskotdRg aBchihaisterian send switch state
data (block 1412). The fault intelligence receives the data (block }45@, analgzes the data, and sends

event data (bRRK 16BN RE AYMPYSPAHEEY B FSEAVEI Sy P SIS LR EETSERE £36) and sent to
the fault log file (block 1448). The fault log file may log the event data (block 1402). The event data
may also be received by the operational data bus (block 1462) and send to one or more applications
(block 1464). For example, the outage intelligence application may receive the event data (block
1466), discussed above with respect to Figures BA®B. The work management system may also
receive the event data in the form of a work order, as shown at block 1468. And, other requesting
applications may receive the event data, as shown at block 1470. :



1001281 The fault intelligent processes may be responsible for interpreting the grid data to derive
information about current and potential faults within the grid. Specifically, faults may be detected using
the fault intelligent processes. A fault is typically a short circuit caused when utility equipment fails or
alternate path for current flow is created, for example, a downed power line. This processes may be
used to detect typical faults (typically handled by the conventional fault detection and protection

equipment - réhayd: fislaskat DG sAmdh the FRiATPDLfaRERteR MOARKIHMLYGRRENHSE ot easily

detectable usingfaut-Coltenishd Q201 fhadatdtdnpiioantmwratesschpyialso classify and
categorize faults. This allows for faults to be classified and caé.g:tgorized. Currently, %o standard exists

for a systemal®0&fdhniZHtiorP EHRIFXEEIHREIRS IO AN AdHREIS TARESAS A *B2 Established for
the same andimppiemenedTihe faukiinteligenes processsmeyfinthevéhpaadtenzafaults.

1001301The fault intelligence,m Iso determine fault location. tl ion.in the distribution
system may b& I g?afgly}i?é}/‘{% 'ﬁzaﬂféﬁnggﬁ?ﬁﬁeﬁttilog d‘%ﬁﬁlgﬁ? 'cgﬁgg%rgy unique characteristics
of the distribufiaei$ystenampitatas uriyalesries] theortien), dtisddlolvd 4 3ahandirrsieespEade laterals, lack of

sensors/ meas%%”‘%m?ecﬂlﬁaf QRLRgs Qs difemnhcauissaksBotGEciise 8o loading

conditions, long féeders with’multiple laterals and network configturations that are not documented.
This process EISFESRER e ANG BRMGLIYARTERLEME TabrARt RRSEHYY Se{&lesHt with as much
accuracy as thedgrhnelaenalians. sQksidihadruiinteligenceanaghturibrisaiiigdacdt events.
Specifically, this process may. create, and publish fault events to the event n fault has been
detected, clasSif§™% e‘é%‘?iig ?ghg%}:‘tg%‘a&% grtﬁ ié% éfie'l(?.s SFPIIéSS B‘r{g%?e%%%rg%%%s?%a&responsible for
collecting, filteTirgs ealldtingranddechipticbtinbefavdt bes (ihecn! Hdladd abfawt bvdmiidamised rather

than a deluge fasegr e o vaAsbah ke RE MANIR0 A daflice il the daul inteligence

may log fault events to the event_lqe% database. 1001321 Figures 15A-B illustrate a flow diagram 1500
of the Meta-d&eianmaysdenbe sesiveesyde pRoratipng! fakragdhieslk b‘f@%%%‘%%eﬁﬁlalﬁ fiE38e: point list
management; ahd &SsMBALBISALRICONRBCtMeRapTsicRl BrnRdRRIHBENanabel&EN! Maming &
translation; sensor calibration fac a nt: and real time qgrid topo data management. The
base connecti(ﬁfﬁ‘@?(%c?vﬁﬂbﬁ%taat Lo%a[; re Z&zsé Saeéa%%‘ﬁen‘e’% |v9|?3s/p 5‘5%%? llglgé e:cs)\:iva}’rl}:{al block 1502. The
Geographic InfhenvatibmSysensi SSmagyreiseivsthe regerest divdk fToyandswatkdata to the.

* base connectiyiexact apRlcRian el LA g bass el aeLapBicaton may

receive the data (block 1504), extract, transform and load data (block 1506) and send base ‘
connectivity d&¥ERbIHe ebMEeRPIEStd 8t (block 1508). The connectivity data mart may thereafter
receive the dafgeRphoyiz aiuaolkipdd ptORES3 Hihcbeoespeatility Rlatatenaedtmathegmprise a custom
data store that,contains the electrical co ctigi [ J [ rﬁ pf&‘;i e ielo] s of the grid. As shown
in Figures 15&%?—?%i%lgfﬁ\f%%gﬂgﬁuﬁ”lna@ g%pggﬁvrédagr%%?y%om the beogrargalibctf Information System
(GIS) of the uthpscificaltn Fakts mae be dsimtgdsgngdhrBribiatbipar precesses. A faultis

typically a short circuit caused when utility equipment fails or altemnate path for
current flow is created, for example, a downed power line. This processes may be
used to detect typical fauits (typicaliy handied by the conventional fault detection and
protection equipment — relays, fuses, etc) as well as high impedance fauits within the
grid. that are not easily detectable using fault currents.

{60129] The fault intelligence process may also classify and categorize faults. This
allows for faults to be classified and categorized. Currently, no standard exists for a
systernatic organization and classification for faults. A de-facto standard may be
established for the same and implemented. The fault intelligence process may further

characterize faults.
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components that make up the grid. The data in this data store describes the hierarchical information
about all the components of the grid (substation, feeder, section, segment, branch, t-section, circuit
breaker, recloser, switch, etc - basically all the assets). This data store may have the asset and
connectivity information as built. 1001341 The meta data extract application may request meta data for
grid assets, as shown at block 1516. The meta data database may receive the request (block 1524)

and send mé4idfa (Hibekarlipietigensienay attp Satemrap fidhtrmtinny Fedsipsatrireta data (block

1518), extragfe HaRsiAHBRARAAH DBt datachiaskilh20) R0F seBshibRMeim:data to the CIM data
warehouse (block 1522). 1001351 The CIM (Common Information Model) data warehouse may then
store the datAIEULRSaHTEk I SOIRYE SBTBSRTIRIGS PHUSASEBHIRP SR AYBANats for representing
utility data. TiaeaibiEdgodihgritreaqyviacitaieitizteayaiedilityraMoicraation from the smart grid in a
utility standard forrpat. And th? %ll%l datiaE ware??u%f n&a[i facilitate thfﬁ onversion of INDE specific
data to one %ﬁ%?ér}%aﬁﬁraefg? Stie Iaesr‘:’;lnp Sribedt ?I’ltyl Lraard Yorma .°fb‘€)’i%‘éﬁhe asset extract
application mayirerjoedinigfonmation omp&sdassetish asudimwinatdieck 483@H he asset registry may
recelve the [RagatLS o IR ArdRERLINETRIAN ARG Fasele [k 40). The asset

extract application may receive the information on the new assets (block 1532), extract transform and
load data (bleekBBA fodrriale Ry iAfalehfiohoPaleYiSviaRusiars e Ciiitdreivatetuse (Nock
1536). 1001319wWdhe DR connectivity extract application may request DR connectivity data, as shown

at block 1542. The operational data bus may send the. DR connectivity data request to the marketing
database, a%hdhn a%?&%ﬁ%?ﬁ%.ﬂﬁgerﬂﬁi eﬂéﬁﬁzﬁ%‘&ﬁﬁ‘éﬁﬁ%dﬁ\?@‘ﬁ‘fé%@dﬂ@st (block 1554),

extract trangioresd eag: Difacoanienthiibh data {lotockid a6dyamsd senddbe BRiconmeetivity data (block
1558). The rati L WY : R gonnectivity extract
application %g"g% BQS @%%b%%r%%ﬁEg’&%%%ég%%?%(ﬁ%g%ﬁ?fnﬂalé%é%%iger?ﬁg ﬁg%onnectivity data
(block 1544)espasibledenectiretieh fietivry @datinsigerk 1sdephsatnilagtrsgisimpaata bus (block 1552)

to the.grig ﬁ!ﬁ&@vﬁi@ﬁ%ﬂﬂ%ﬁ@)ﬁ% R%dggﬂﬁéf} giarasdaadeBacanbe et iy @%ﬂtéhﬁ@&%%o)- [0?0138]b
Figure 16 illustrates a flow diagram 1 of the Notification Agent processes. A notification subscriber
may log intd*PifREBEgE %\?‘fﬁrgwlﬁﬁ??ﬁ’lbﬁf E%’é'z‘ﬁ%\égﬁﬁ?ﬁi&%ﬂ'c}ﬂgs{?ﬂg&m@?sr‘?‘i’a&‘}“’create/modify/delete
scenario watekridvpdrsaheters, as shown at block 1604. The web page may store the

created/modfigdisieleiagacensipianlich A2 IRl RFEAR0Rcand e CIM data warehouse

may create ata'tags, as shown at block 1612. A name translate service may translate the
data tags foMaRAEFSISHERTIRTo%R. 15IE1 4ot rBarREERC BAEP EAERSY BIBL KN EBEE) PPiné iFeb page may send

the data tagrisk{éacnd 6h0)virtasi Qmeratinnatdats B padteecedasthedaiRiagdist (block 1622)
and sends it to the notification agent (black 162§Q.tThe notificati(g_n a enli retrieves the list (block 1626),
validates an%f“r‘ﬁléll%estfﬁné%é’t%n(k%gé rf@%%‘ﬁtgr? CHECRETREMERGaR 8 MR &flon scenarios (block
1630). If exctemiogs;_ daamzﬂnggﬂ_@st?eﬁmiwmemmﬁ*i(fbI@M&@@)imiMWMSent (block 1634).
The event bys recaives; e hatficalion (lesk 4618 Antheends it iniths palificatiansypscriber (block

1620). The notification subscriber may receive the notification via a preferred medium, such as text,
e-mail, teleBRbEaN retelv s oAb Ioeiek 5160 614 serdsdntr g the BersIReSREREXI flow diagram 1700

of the CollegtingcMeisndansa (AdR 13 opesEesbRe shrEentiepleetar spalciedasiyesidential meter
data, as shown at hlock 1706. r more residential meterg may. collect residential meter data in
response to e reque ?‘f‘oﬁ%%%gl) 'ahd Sen ?@ﬁfﬁﬁ@ %Aé%g?i&%\?a} (éaéczﬁ’ﬁ‘f . The current
collector mapsecenredheireditemntiak meterctaity (Biockd 7 (18ddntbeEndiidodhesopeatational data bus
(block 1710&,‘11‘%%4@%%9 m;@}qg@%qf}gH;@Fpg)gﬁgg&{%%f&@rirge;gfqial and industrial meter data, as

shown at block 1722. One or more commercial and industrial meters may collect commercial and

industrial mEtBE Rta ihhesporst VAR SNTERADICERPTTR B Fafers dotdg ssccdaismsy@iasand industrial

meter data {hlogksld30)kchRecmetpdaiasRiestion enainadnRbIeceiva thecammersial and industrial
meter data gblock 1724éfnd send it to the o%er tionaé datag?us (bloggt1726). 001401The operational

data bus mAYEHEES Il YRS HER P TEBHIR SPRYPC A58 1A hripal i B £t £ tBERRMS 12) and send the

data (block IhZddpatitne Siatanm@l Hefdecividulybytichrheltbridata sapogiamptatabreaibtock 1716) or
may be rec%y&g by the

42



billing processor (block 1718), which may in turn be sent to one or more systems, such as a CRM
(customer relationship management) system (block 1720). 1001411 The observability processes may
further include remote asset monitoring processes. Monitoring the assets within a power arid may
prove difficult. There may be different portions of the power grid, some of which are very expensive.

For example, substations may include power transformers (costing ypwards of $1 million), and circuit
breaters, OFETBRTEE SUTALEAG 10 U6 T, RSNG4 e o

e way o Bt ?/Szf E; the assets and
maximizing thetschizhithisfassatfionlnisiend| the daaysnehith efutibtgriddsulypacaity feednsure that the power
to the consumer.was maintained. Specifically, the utility was focused.on scheduled i ctions (which
would typicalfjecéiggﬂ?e per%%}er?grcrirlﬁ?]é%p}]r?tré’r%ié%lfetc?rrﬁ%%%hf?éélgv%ﬁ'gmg?ﬁfe%can%%st\gv%!}g@?mouId occur if
a fault occurrthd assatporfions citthssageidiald0re4Rd hssteandafotretypical Mohmdutadisinplctions or
“event-driveryoRaenane s, dGERIAIRA S MABI Hnc-BlpatRes MEYdRYR AReandiion-Dased
pecifically, | (orall ‘

maintenance. one portion (0 of the power grid may be assessed (such as on a

periodic or coheiwnar blasik)! 1he: hEmsr f763Fetrasg TeRmsFpEci Apregues! [OtPrA3P 8 discussed

above, data maysbeigensBHadsbMations PatiaRs:ofteRawesdlidaaod Hanseeifesite (or accessible
by) a central authaority, The data may then be ééésed b(¥ the central at@grity in grder to determine the

health of the §fitt SRR AT AHEnZiREFIHERESRR 874183504 QALRIrak sty TRLYB8rform utilization

monitoring. Tipigaty deguipteeiiv das pavsasgedbitoopesaiad using considerable safety margins. One
of the reasoryg prds I8 aEIE, COMRANESAIBCRRSEIAE Dy AINE Al ek g maintain power
ide n sisthat't

to the consumer within‘a'w argin of error. Another reason for thi e u%lﬁtrf/: companies
monitoring thégdidanrasirovbet dlvakel 528h & Btarypplestbetibijtistedarthfcrapedesr grid is being

utilized. For example;f a:RAVWRLEOMRANYIE UARSBIHNGP QU Hhsano b ainattiguiar feeder circuit, the
power companeﬁ/ may not have a means by which to know if the transmitted power is near the limit of

the feeder ci ion SR IRt g R A SRt fosratc b 8 R Because of this,
the utility compagliessenayyordilites dilizingenernsMONERpLdhs ditdhe @avsengid. 1001441 Utilities
also typicallytsg%nd a cgr&giger}‘%g){lnga 8%{1'5“ 03%“85@3¥ 10 %gd capacity to the power grid since the load
on the power %rlaaﬁassuﬁeen g?owmge(?e. ) %e amount SPpc')wer consumed has been increasing).
Because of i EaflitieSI igrassahextragtitibeicalinmmperagausié ipbwepieri amrcessitigs For example,

feeder circuitg, gl a6t PPRIALRAG a@arreg@afimawaeamm%gﬁésb@amrw Rysreconductoring
e

(i.e., bigger wires are laid in the feeder circuits), or additional feeder circuits may be laid. This cost
alone is consTERs SRRSO RAE IR PERTRAS Rk MBRhofiRDASFELELTRE MRRUATIN B Y arious aspects
of the power gtiglve dehiaRirthh ety the ewwrantagbiichadin péaneraxderpantddnsdof the grid; (2)
analyzing futye ?ﬁ%%& ']d%l_gg 2L o0e o[ male 8&%%&%&&%&@%&8‘%@1\%% Zing.Hliljzation of one or
more portions ot the grid."First, one or more sensors may measure and transmit to remote asset
monitoring pibieksE®Mm.order to determine the current health of the particular portion of the grid. For

example, a SRRI8HTPN TROWRIBARKIGIT Bamaride.apdngicatonediisresiiay measuring the

dissolved gases on the transformer, The remote asset monitoring processes may then use analytic

tools to deteAihe MR BaRIgHT Hﬁﬁio%%ﬁﬁﬁ&”@sﬁ?&ﬁ byss A S PG R AARSEX K Ithy or not
healthy). If thixfaatkiceitepmrRinnating daiabisssak hraithy: tedparsitti|arrariicetiighe grid may be
fixed. : database may receive the request (block 1554), extract transform, load DR
connectivity data (block 1556), and send the DR connectivity data (block 1558). The
operational data bus may send the DR connectivity data to the DR connectivity
extract application (block 1550). The DR connectivity extract application may
receive the DR cc;nnecdvity data (block 1544), and send the DR connéctivity data
(block 1546) via the operational data bus (block 1552) to the grid state and

connectivity DM, which stores the DR connecti vity data (block 1560).
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1001461 Moreover, the remote asset monitoring processes may analyze data generated from portions
of the grid in order to predict the future asset health of the portions of the grid. There are things that
cause stress on electrical components. The stress factors may not necessarily be constant and may
be intermittent. The sensors may provide an indicator of the stress on a particular portion of the power
grid. The re sset. monjtoring processes may log t%}% stress urements, as indicated by the
sensor dataf,aﬁn%ﬁwa& %‘Ty&%lm%tﬁl%%g %&a@ﬁ%@ﬁéh %%%Z%ﬁé? ﬂi%s?ﬁgﬁrne%%egltth of the portion of the
power grid. frat@xemplectifesenmoiebaasetmanitogingprocesses mayhose webidandd§sis in order to
predict when.the particular portign of the ri? ayfail, and may schedule.maintenance in advance of
(or concurre%]}fﬁ/n\fﬁﬁ%%%nt?mescvr\} &n %%1? ﬁ:fS %ér{l;@pzyiggﬁg%eosfﬁ%a%%d %ay lf%gl% In this way, the remote
asset monitesistpprovedsas by, predicttimiiferol atpartivutacpeifiondbficdalegfigdand thus determine if
the I of Inal RO AHNIE UL i3 1802 BRM i Bos' Ak HONIRL IR GHEBelg Usesldp oo quickly)

[001471Further, the remote ‘asset monitoring processes may analyze the utilization of a portion of the

power grid in deidwsatrnatsestioe/paWdpdritpbttér DEBF SRAMYRSTREFRBIENSSE Mbnitoring

processes may, aRANzeR feQORLFaUittodlaterming MiRtdts-QpetatRAICapRDItyTise iethis feeder circuit
example, the remote asset monitoring processes may determine that the fee?gé 8%iT:cuit is currently

being operab@aedpa0sNdrHe faihie EdbloTtoMiShriAshs QResadonpl yala (s, mend that the
particular fepdercirawiima P RpBIsird DA higbardpercetaged Suaticas: 2o hludile still maintaining

acceptable safety margins. The remote asset monitoring pr ses may thus enable an effective
increase in égagc/it?hﬁ’iH?ﬁ@‘i?%ﬁ@ﬁeghﬁgﬁﬁastwg%ﬁléqa%f’gn?%g}i’%gﬁéﬁ%fggf%rt%etermining
Specific TedtwicalcAkctitssturel [REMOTHE hire ke foarou miethodalegiessbiradicteifiinlhg the specific
technical architecture that. may.use one, sQ f e f1he, INDEReference
Architecture?xfﬁ"éilr%nestﬁlg%o 6] Jh%§§e%aéfﬁ%%%%8%{pa l%)f/% 8?5?[6&@%%?% Eft)gseline st%% may be
performed irl Gnefatingy ehodummeaataviontsf matxstisrsthleckfithEButne/sand 4 feliiness assessment for

transition to g, Smart Grid SRcANthAIT e gurerrealR daliniionstermanhe perierned in generating the
definition of the to-be state and the detailed rﬁgﬁlrements to get to this state. 100150] Third, a solution

developmeraiBprhayV e pErETTRG R YBhEHatTY 1HE dahatlidhlemRe S8t &fchitecture
componentsstihatwilhenablegdhe Smart Grid including the measurement, monitoring and control. For

the INDE architecture, this may jnclude the measurin ices, the commuynication network to pass
data from th@%&éesﬁ@?ﬁ%zliléESWI%Q% gﬁ%ﬁﬁ%%gﬁs,Otﬁ%?!gﬁgegtsﬁlgéi%lﬁfﬁ%lications to persist
and react to(thefHatacasnalytiCat applicatiohsto mwrWMeed'ata;ﬁh@dmamhﬂ%@mwto model the
measured andpierprgled ata. ihgnisqalion ALOLSETE R XEhRRgR.dala AR infprmation between

INDE and utaillty systems, the technology infrastructure to run the various applications and databases

and the stangaporseHattaydvestdbbuvid 16% a8 e ath ikdustiyiahaster paitableckdd ¥ticient solution.

[00151] Fourt, B yale Medslingsmayde resfeuasstin araeralingshridefviianiatkey:performance
indicators and success factors for the Smart Grid and the implementation aof the ability to measure and

rate the systeHhpERTATRIEE Y BiOINEkbEiPed PEHBFRRAYE FRNSHOTHENS &84ure above relates to
the Architeciyfpdievelenmant asprauefBlepdd: 1001 a2 inbignreSTRR-B ilushsteanexample of a

blueprint progress flow graphic. Specifically, Figures 19A-B illustrate a process flow of the steps that
may be und@ﬂ@ﬁéﬁ?ﬁ&%f?ﬁyﬁén@m%ﬁt E:ngigl ?é’q‘gﬁl#%%%% smfﬁ%‘%i%nétlenglﬁ Tha meatﬁrt\%l%igcuted to
implement thesgonastig ek rEessnibidicrid 2veld penenibprovessroim e giduaitialanstaart grid vision

development, WA y:BE tie ovaIAlARBIRA (e RINIEST, DALMY ISatia e srart rd
roadmapping process. The roadmapping process may lead to blueprinting and to value modeling.
industrial meter data (block 1724} and send it to the operational data bus (block

1726).
[00140] The operational data bus may receive residential, commercial, and
" industrial meter data {(block 1712) and send the data (block 1714). The data may be

received by the meter data repository database (block 1716) or may be received by the
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1001531 Blueprinting may provide a methodical approach to the definition of the smart grid in the
context of the entire utility enterprise. Blueprinting may include an overall roadmap, which may lead to
a baseline and systems evaluation (BASE) and to a requirements definition and analytics selection
(RDAS). The RDAS process may create the detailed definition of the utility's specific smart grid.
[001541 The BASE process may establish the starting point for the utility, in terms of systems,

networks, dBViEESrasesespCsond $o APPRRLMATEHBESIBARIRRS TRE R SEH P of the process is to

develop a sygiemsrineanteikehihedrdeNvhishmmaydnehidey gash @ustursuch as generation,
transmission lines, transmission_substations, sub tr r&%missi n lines, distribution %It.l)stations,

distribution AR, VOGRS EIHUNEY. RRCEIRSTITRY (RUIRR"48C V\ﬂfcﬁ’?&?t?e%slsgég}g?icapg%itors, regulators,
voltage dropreesspsnsateimriegder intersias)imsubstationidutempiior (fchuas ThBs, rsepstation LANS,
instrumentation, station RTUs/ uters); distributiop automation (such as capacitor and switch
control; fau???s%fg?ﬂgw 888’?6‘5&’%%%%)9 F“Sgﬁ{%%?é?’ﬁ‘?éﬂﬁ‘f%r‘fé i(‘)’?\ré)% ear%ssl;v%M g;;Demand Response
Managemesk System)banibosichaeisbud( poelasasefsortyfesstammonnadsséd land counts on
distribution grigs, on transmission lines | Lol ~EfE. the,inMaRIEHHideomplete, an
evaluation o%{ﬁlgniiﬁ?y 55“5%?5%‘3%{% Ieve%ggwn%’bé%g%%%)ﬁggsd%%%%f Fnay be created. An as-is
dataflow mouet efehal syaithesadiatrard maxiaistoensstebtrmsssrenlisisafe BB iftiation (ARC)
process MmayeYelqR ARIEAY SEALAHSRERSAL Al HIECtiR ok el ieombining the

information from the BASE process, requirements and constraints from the R ASgarﬁcess and the

INDE Referéﬁ%@fﬁf’é}i’l’téﬁlﬁg% ProdoeRsseRAARCAF SEHHREHRPHATHIB S I ERISRIRE needs of the

utility and thallakegadiaatagrofdhe appmpuatalagasy sysiarsssane thiatbenfalinsctarthe constraints
that exist at the utility. Use of the 1NDElﬁ§feredce Architecture may avoid the need to invent a custom
architecture bh PRI SGFEE MR ABQTHM ALK erience and best practices are applied to the
developmerooidbp sahstieid.df hayyplsal ecistddhatsiitesoiatiofocantmakenthaximum use of reusable
smart grid assets. [00156] The sensor network architecture configuration (SNARGLRrocess may
provide a frérrlﬁ%]v%cr}ﬂ? ?g’rrgln]earﬁfﬁgt aessgérrfle%x\é J(_?(‘3‘(’:f§‘ions that d%fine the architecture of a distributed
sensor networnferanearfged ftbyoif oThesramework reahpeatrercebmas be 481565°6f decision trees,
each oriented i a.SpesificiasRest QfsaRaph ARV akRIhiteEHES RREe hefgEisions have been
made, a sensor network architecture diagram may be created. [00157] The sensor allocation via
T-section reéﬁ%%’ﬁd(SATSECTR) process may provide a framework for determining how many
sensors shoygl k) plagedion theidisiributian grid tio ahiatnea givenitewglofiohsefvability, subject to cost
constraints. This pracess may also determine the sensor types and locatigns., [00158] The solution
element evalIRiib A Eh P e D EHEREs Ce HiTsEe® égéi%cf‘?)cg{?%%i%%t?ﬁgt f:)rl(j;‘i\q/(l';:cjﬂézigr{l_ra\g ework for
evaluation ofrgelbitiosedbmpenentrapetharity provittedaddssigmechypiatdiliod deerebmponent class. The
template may conyain as(erenee. mods ouanasificaians fasanl ofibssaliion elements. These
templates ma§; en be us 6 request vendor quotations and to support vendor/product evaluations.
[00159] Theuspigrias BrRINHIFGE0r (PSR SRS RIFENH BWWETRE YOFESNG preceel iRy provide for
development of s plande.ungiase ot exising wilidssvsiemshanplicationsy abehpaiwesks to be ready for
integration into a smart grid solution. The risk assessment agld man%ggme, t.%l]annigg (RAMP) process

may provideCaR EREEEE ALY ILRIREES IR TBYIHA BPEEIR HI8 FRELnst f‘ﬁé}lé t'GFid solution created
in the ARC praeassfEhel) RhAliapiesass iayiassrasas thslisvalmpaisksfonidentifietheisk elements
and provides an actiont lan to re‘%ut e th%ﬁsk before the. utility. con m“&w@?ﬁvﬁ%%’%ﬂ . The change
analysis andgfh%ﬁ‘géé’ﬁ\e tspvfgﬁenmg &ﬁ—yl Ig)pprocessqmgy anaf;l/zev e prdcess and organizational
changes thattiiaydeF neecdaabfor hepatvity tompaiiv es thienvaiitengf rhessrapughd paveseaent and may
provide a high level. mapage I i NRkS ronized with the
smart grid d%%i(%rrﬁgﬁ‘t{lgg% @?ﬁ‘%ﬁ%‘ﬁt&ggﬁy Egglgig%%%fgpﬁ%%&%ng gen}g}gtped. 1001601 The
roadmap in thensaitiednoselintnsrs e imiag fiddteispebmyihg Vst ke iBs, FrsrI ity lead to
estimation of cost and, benefits,dbecstimation.may fead, hihribyilding.efienm s more cases, such as

a rate case and business case, which in turn may lead to a case closure. The output of blueprinting
and the valugnssHElREHPLF BRRerRETHIL AT TEPESPFOVAI, which may result in utility system
upgrades and smart grid deployments and risk reduction activities. After which, the grid may be
designed, built and tested, and then operated.
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1001611 While this invention has been shown and described in connection with the preferred
embodiments, it is apparent that certain changes and modifications in addition to those mentioned
above may be made from the basic features of this invention. In addition, there are many different
types of computer software and hardware that may be utilized in practicing the invention, and the
invention is not limited to the examples described above. The invention was descrijbed with reference

to acts andl8)Adlic Hsiéeeritativrisadbopsndiarentde Rl SRR BB DPHore electronic

devices. As.guchyitaillhe yadesatanddhat maaibachs podansiatiansdesludeihe manipulation by the
processing unit of the electronic device of electrical_signals rep%ﬁifeﬁti?#g?

_ ata in a structured form. This
manipulatiGHPHASES RAYHEPABIEeH PRAIRTEINS H S8 AGREAN BB &Y sIRBF the electronic

device, whigliIeeonfiguras ok atbeawice gllemikeceperatiduotthepleciredic devige ima manner well
understood by those skilled in the art. The data é%hjctuges where data is mﬁ?igtaine are physical

locations oA thERTEN Bt H IR HMTERAr PPSpETEES ééﬁ)l%%dgy & format of the data. While the

will apprecigte that the acts gggﬁ%ﬁ)rfetions described may also be implemented in hardware.
Accordingly; i TSREREEAT SR oK Ra pplicants'to protect all variations and modification within the
valid scope[6614&]preSentimoentiont thimieng ettsateheVaaNEA berdurRsaasEtsllowing claims,

including all ¢ %i»‘t’gr'ﬁ[‘éﬁch%fc&'\ﬂ% 1y Andaia-TANRIE MEM: SYSIREJOmBRPMRI BN Y the power grid

comprising B central power grid authority for managing the power grid an _a'pluralitgl of devices within
the power geith;tfR arabyzmarfagermsaeiyaabPESRMPISTRES Porigrs Stdhageidtidled with a device

positioned in,21$aGHQR: RERERAWRE BFithdhe-dalamsieragesring prvmRalerinifsdeice, the device
sensing an electrical parameter in the section of the power gjrgd, the dataratoragc? com%reising a plurality

of memory REXFBFRSE: DD HABSIAE CelrSe elsHEA PS55I S ¥eRral data storage
associated yyith-therential poweparittauthentnvieheipritie Bentrahgatastonageooomprises links to

the memory locations.n the deta siorage. .2, The dAg MARIFSILMSIM 8fGAAL, wherein the
device withiR K& PEREP T LORIBHISES A Sibétation.

: gases on the transformer, The remote asset monitoring processes may then use
analytic tools to determine if the particular portion of the grid {such as the power
transform is healthy or not healthy). If the particular portion of the grid is not healthy,
the particular portion of the grid may be fixed.

[06146] Moreover, the remote asset MONItOTINE Processes may analyze data
generated from portions of the grid in order to predict the future asset health of the
portions of the grid. There are things that cause stress on electrical components. The
stress factofs may not necessarily be constant and may be intermittent. The sensors
may provide an indicator of the stress on a particular portion of the power grid. The
remote asset monitoring processes may log the stress measurements, as indicated by
the sensor data, and may analyze the stress measurement to predict the future health
of the portion of the power grid. For example, the remote asset monitoring processes
may Qse trend analysis in order to predict when the particuiar portion of the grid may
fail, and may schedule maintenance in advance of (or concurrently with)-the time
when the particular portion of the grid may fail. In this way, the remote asset

monitoring processes may predict the life of 2 particular portion of the grid, and thus
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3. The data management system of claim 2, wherein the data storage associated with the substation
comprises a memory that is located in or on the substation. 4. The data management system of claim
2, wherein the substation sends the link to the central power grid authority; and wherein the central
power grid authority stores the link in the central data storage. 5. The data management system of

claim 4, wherein the central power grid authqrity accesses the link in the central data storage;
wherein thedémepg\ﬁ?rlgﬁﬂféﬂ?ﬁé’ﬂf?%‘éﬂgé% FEGIRLGSTRE Qlfb’s‘lsa%’é’ﬁpr%ra}ﬁ)é}s??n%edata associated
with the linkirahBeyaareii theceenfiadippwer grid authority receives a response from the substation

comprising[ﬁ g ta associated with the link. 6. The data management syst f ﬁi.r(p 4, wherein the
substation ft rﬁll ?]sei%éngf We%'gtrgrﬁlé) S AL g With ¥ S&Tﬁ?{k?%arll\t'j%\?vﬁgglar%lt _ei central power
grid authorityf eqrapidsesf: the pavisstporitiorrddracms fagcthmpowsicatid peperationeiaganrie to the central

power grid oty e PReralianal dala. canpiising.Aeast ane (raliamaasHEamant of voltage,
current, real power, or reactive powoéP or at least’a part of the power grid; and a second portion of
the bus for dompaumicataepevent datthie fvdwateal ipowaplgrthamrsYifASEseBeBBAASortion being
separate fram the first REstioR.ihe gueRldetabeina sistinetam sadossiveddromahe real-time
measurement and comprising at least one analytical determination as to gperation of the power grid
based on thEhstRsaGtEGEsEAMIE R BERTSSATdRRY further recommend that the particular

feeder circuit may be operated at a higher percentage (such as 90%), while still
maintaining acceptable safety margins. The remote asset monitoring processes may
thus enable an effective increase in capacity simply through analyzing the utilization.
{00148] Methodology for Determining Specific Technical Architecture

[00149]  There are various methodologies for determining the specific technicai
architecture that may use one, some; or all of the elements of the INDE Reference
Architecture. - The methodology may include a plurality of steps. First, a baseline step
may be performed in genefating documentation of the as-is state of the utility, and 2
readiness assessment for transition to a Smart Grid. Second, a requirements definition
step may be performed in generating the definition of the to-be state and the detailed
reguirements to get to this state. | _

[06150]  Third, & solution development step may be performed in generating the
definition of the solution architecture components that will enable the Smart Gnd
including the_mﬁasurement, monitoring and control. For the INDE architecture, this
‘may include the measuring devices, the communication network to pass data from the
devices to the INDE CORE 120 applications, the INDE CORE 120 applications to
persist and react to the data, analytical applications to interpret the data, the data
architecture to model the measured and interpreted data, the integration architecture to
exchange data and information between INDE and utility systems, the technology
infrastructure to run the various applications and databases and the standards that may
be followed to enable an iﬁdustry standard portabie and efficient solution.

{00151] Fourth, a vaiue modeling may be performed in generating the definition of

key performance indicators and success factors for the Smart Grid and the
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wherein the operational data is communicated via the first portion and not communicated via the
second portion, and wherein the event data is communicated via the second portion and not
communicated via the first portion. 7. The data management system of claim 1, wherein data is stored
in the memory location in the data storage; wherein the central data storage stores the link to the

memory location,in the data§ ra “} nd does not séore the data stor in the memorg Iocation 8. The

data manage%ﬁ‘@hﬂ%t?é}%n AP RS e A0 FE S e S THR IR ITBAR SRS EE within the

power grid coinprtﬁq&ffunmﬂeceafaatmt@h@xmbmm@o@: n&iamthnd:émudhtammagement system for

a power grid, h&e power pg%@g{éélgg a central power grid authority for managing the power grid and

a plurality of devic smv?/ﬁ the power grid, the method comprising: sensing, using an electrical

device positidfiBthiH a ddgeisn HARB Blwaieateael cxmmplecfie f yeamh eregiessito wegaphiof the power
grid; storigg e IRNESLAISCYICH NRISAE B HIDAEHNOEY IRcalinn Rldlaigestorage device, the

data storage device assouated with the electrical device and proximate to the device;
undertaken to define the smart grid requirements and the steps that may be executed

to implement the smart grid. The smart grid development process may begin with a
smart grid vision deveiopment, which may outline the overall goals of the project, that
may lead to the smart grid roadmapping process. The roadmapping process may lead
to blueprinting and to value modeling.

| [060153] Blueprinting may provide a methodical approach to the definition of the
smart grid in the context of the entire utility enterprise. - Blueprinting may include an
overall roadmap, which may lead to a baseline and systems evaluation (BASE) and to
a requirements definition and analytics selection (RDAS). The RDAS process may
create the detailed definition of the utility’s specific smart grid.
[00154] The BASE process may establish the starting point for the utility, in terms
of systems, networks, devices, and applications to support smart grid capabilities. The
first part of the process is to develop a systems-inventory of the grid, which may
inciude: grid structure (such as generation, transmission iines, transmission
substations, sub transmission lines, distribution substations, distribution feeders,
v'oltage classes); grid devices (such as switches, reclosers, capacitors, regulators,
voltage drop compensators, feeder inter-ties); substation automation (such as IEDs,
substation LANs, instrumentation, station RTUs/computers); distribution automation
{such as capacitor and switch control; fault isolation and load roilover controis; LTC
coordination systems; DMS; Demand Response Management System); and grid
sensors (such as sensor types, amounts, uses, and counts on distribution grids, on
transmission lines and in substations); etc. Once the inventory is complete, an

~evaluation of the utility against a high level smart grid readiness model may be
created. An as-is datafiow model and a sysiems diagram may also be created.
The architecture configuration (ARC) process may develop a preiiminary smart grid

technical architecture for the utility by combining the information from the

48



sending to a central data storage associated with the central power grid authority the memory location
of the data storage device. 10. The method of claim 9, wherein the device within the power grid
comprises a substation. 11. The method of claim 10, wherein the data storage associated with the
substation comprises a memory that is located in or on the substation. 12. The method of claim 10,
wherein the substation sends the link to the central power grid authority; a rein the central
power grid &5 RPSES CMETHRIT 87 8%‘?&?&?‘33%%%%@@ Pfﬂ%e?ﬁé?%gg 12, wherein
the central ﬂ@ﬁé@érﬁﬂd&%ﬂh@ﬂﬁf@@@@ﬁeﬁdheehﬂ&t&ﬁh&:m&taémm siarage: swbefein the central

power grid autho sendsar est the substt ti t ted with the link: and
wherein the'¢& ?r %‘8\)&8]’”&&? ﬁ%srggea&é%gagl(? re%%%??ﬂl’)n%t 'C}a?i;%;l[grg i e

ion comprlsmg the data
associated mt’rfdheSlmkh&ﬁoﬁ%mmm}gmdmamagemeﬂn@swenf for hdiagielgrarpeower grid, the power

grid comprlsAn Iural ofgrlg e\ﬁgg&the\,@owe&g id man %% %natn%y%guregg]mtpnsmg a central
power grid atlt orlfyufror mé"na ging he power g r a?rst grid device posmonedii in a first section of

the power gamtpthel first @mﬂn@comwrMﬂ@radmgeﬂ%medgerﬁhﬂ@‘aﬁ@mm@élﬂﬁfarameter in the first
section of the pewer gtithy a0 dLakRIACERSAN iananalyaingdhe sensad eleetialparameter in the first

section of the power grid and determining an event based on the sensed electrical parameter, and
smart grid assets.

{00156] The sensor network architecture configuration (SNARC) process may
provide a framework for making the series of decisions that define the architecture of
a distributed sensor network for smart grid support. The framework may be structured
as a series of decision trees, each oriented to a specific aspect of sensor network
architecture. Once the decisions have been made, 2 sensor network architecture
diagram may be created.

{06157}  The sensor allocation via T-section recursion (SATSECTR)) process may
provide a framework for determining how many sensors should be placed on the
distribution grid to obtain a given level of observability, subject to cost constraints.
This process may also determine the sensor types and locations.

{00158] The solution element evaluvation and components template (SELECT)
process may provide a framework for evaluation of solution component types and
provides a design template for each component class. The template may contain a
reference model for specifications for each of the solution elements. These templates
may then be used o request vendor quotations and to support Vendor/product
evaluations.

[00159] The upgrade planning for applications and networks (UPLAN) process
may provide for development of a plan to upgrade of existing utility systems,
appli.cations, and networks to be ready for integration into a smart grid solution. The
risk assessment and management planning (RAMYP) process may provide an
assessment of risk associated with specific elements of the smart grid solution created
in the ARC process. The UPLAN process may assesses the ievel or risk for identified

risk elements and provides an action pian to reduce the risk before the utility commits
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a second grid device comprising a substation positioned in a second section of the power grid, the
second device comprising: a second processor for receiving the event determined by the first grid
device, for modifying at least a section of the power grid comprising the second section based on the
event, and for transmitting to the central power grid authority information indicative of the modification

of the at least a section of the power grjd.. 16. The power grid man of claim 15,
wherein the'$8E8HA-gr d&i }éaﬁ*ﬁ?cﬁﬁ fg?ﬁ@%%&}%ﬁ%ﬂﬁ%g oavr\llréerSr;'% wim%ft%ﬁ%%%sention of the
central powgkgtiskREOHtyrodss Thé geweragittdandnagembatisystennofdethiivr U8, wuligrein at least one
feeder circuit emanates from the substation;.and herein. t e Q@g senseiQLthe first grid device
senses the teolé%hﬁ%f%a‘%r{ﬁee gﬁfgtﬁ Eia egrsltg a{nﬁlgﬁ%ﬁﬁ/%n%eg&glgcﬁcuit. .1§ Tﬁe power grid
managementsygtemmbtiaim difrwhe disdtbages dagnahdeyivadurenecdoriirise sm28econd sensor

for sensing g elegiical parsmelar 06, ECQNA SRRUER o J1ARBAETAII Aracavherein the

second progéissorp ar?'art?fzes the event determined by the first grid device and the sensed electrical
parameter itdfHé®ecoH: seativarcitiies palwe Mgdalinecer s Mudistie RErE& % *e&ion of the power

grid. 19. The power giid managsmentsysisnvetslimiRauhereindhesnhssation isther comprises
data storage associated with and proximate to the substation, the data stora%egvg}?#%prising a plurality

of memory [SchAoHE 5125 ARG TR B CEHESES UER St PSSP PIRINERSA H'of the power
grid. 20. A sulstalion.ia fitsksetian-ofmpeupigiithitberbubstatiomheonipeisingtling a

communication interface confi%ure to com%né%#f with a grid %ﬁﬁi{:e %%siti%ned In.a second section
of the poweFGHde i GAIGUIEE donABIIRH o SR BN BiECtith &ter inthe second section of

3
ra

the power gsigli anatyzeddersensenteted ishlrpareineatetivities s’é&cﬁndfls'ebli@n gfidramower grid, and
determine aﬂe%\é(sai%tned, built and tested, and then operated. “

[00161] While this invention bas been shown and described in connection with the

preferred embodiments, it is apparent that certain changes and modifications in

addition to those mentioned above may be made from the basic features of this

invention. In addition, there are many different types of computer software and

hardware that may be utilized in practicing the invention, and the invention is not

iimited to the examples described above. The invention was described with reference

to acts and symbolic representations of operations that are performed by one or more

electronic devices. As such, it will be understood that such acts and operations

include the manipulation by the processing unit of the electronic device of electrical

signals representing data in a structﬁred forrn. This manipulation transforms the data

or maintains it at locations in the memory system of the electronic device, which

reconfigures or otherwise alters the operation of the electronic device in a manner

well understood by those skilled in the art. The data structures where data is

maintained are physical locations of the memory that have particular properties

defined by the format of the data. While the invention is described in the foregoing

context, it is not meant to be limiting, as those of skill in the art will appreciate that

the acts and operations described may also be implemented in hardware.

Accordingly, it is the intention of the Applicants to protect all variations and

50



“based on the sensed electrical parameter, the communication interface configured to receive the
event; and a processor in communication with the communication interface configured to: receive the
event determined by the grid device, modify the first section of the power grid based on the received
event,and  transmit to a central power grid authority information indicative of the modification of the
first section of the power grid., 21. The substation of claim 20, wherein the substation is configured to
oty the MTSELECHOH BTHE BoEb ore Rt AT i tnd o ey S B B 2 oty 2.
The substatioreoficldisd20naiiardin fofeedeg clroni, embdate sifremuithdestdbstation; and wherein the
communication interface is configured to receive from the grid device the sensed electrical parameter
for at least a part of the feeder circuit. 23. The substation of claim 22, further comprising a sensor
configured to sense an electrical parameter in the first section of the power grid; and wherein the
processor is configured to analyze the event determined by the grid device and the sensed electrical
parameter from the sensor in order to modify the first section of the power grid. 24. The substation of
claim 23, wherein the substation further comprises data storage associated with and proximate to the
substation, the data storage comprising a plurality of memory locations configured to store the sensed
electrical parameter from the sensor.
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CLAIMS

1. A data management system for a power grid, the power grid comprising a central
power grid authority for managing the power grid and a plurality of devices within the

power grid, the data management system comprising:

data storage associated with a device positioned in a section of the power grid,
the data storage being proximate to the device, the device sensing an electrical
parameter in the section of the power grid, the data storage comprising a plurality of

memory locations for storing the sensed electrical parameter; and

a central data storage associated with the central power grid authority, wherein

the central data storage comprises links to the memory locations in the data storage.

2. The data management system of claim 1, wherein the device within the power
grid comprises a substation.

3. The data management system of claim 2, wherein the data storage associated

with the substation comprises a memory that is located in or on the substation.

4, The data management system of claim 2, wherein the substation sends the link
to the central power grid authority; and wherein the central power grid authority stores
the link in the central data storage.

5. The data management system of claim 4, wherein the central power grid
authority accesses the link in the central data storage;

wherein the central power grid authotity sends a request to the substation
requesting data associated with the link; and wherein the central power grid authority

receives a response from the substation comprising the data associated with the link.

8. The data management system of claim 4, wherein the substation further sends at
least one header associated with the link; and wherein the central power grid authority

comprises:
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a first portion of a bus for communicating operational data to the central power
grid authority, the operational data comprising at least one real-time measurement of

voltage, current, real power, or reactive power for at ieast a part of the power grid; and

a second portion of the bus for communicating event data to the central power
grid authority, the second pbrtion being separate from the first portion, the event data
being distinct from and derived from the real-time measurement and comprising at least
one analytical determination as to operation of the power grid based on the at least one

real time measurement,

wherein the operational data is communicated via the first portion and not

communicated via the second portion, and

wherein the event dafa is communicated via the second portion and not
communicated via the first portion.

7. The data management system of claim 1, wherein data is stored in the memory
location in the data storage; wherein the central data storage stores the link to the
memory location in the data storage and does not store the data stored in the memory

location.

8. The data management system of claim 1, wherein the at least one of the plurality

of devices within the power grid comprises a meter at a customer premises.

9. A method for data management system for a powér grid, the power grid
comprising a central power grid authority for managing the power grid and a plurality of

devices within the power grid, the method comprising:

sensing, using an electrical device positioned in a section of the power grid, an

electrical parameter in the section of the power grid;

storing the sensed electrical parameter in a memory location of a data storage
device, the data storage device associated with the electrical device and proximate to

the device;
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sending to a central data storage associated with the central power grid authority

the memory location of the data storage device.

10.  The method of claim 9, wherein the device within the power grid comprises a

substation.

11.  The method of claim 10, wherein the data storage associated with the substation

comprises a memory that is located in or on the substation.

12.  The method of claim 10, wherein the substation sends the link fo the central
power grid authority; and wherein the central power grid authority stores the link in the

central data storage.

13.  The method of claim 12, wherein the central power grid authority accesses the
link in the central data storage; wherein the central power grid authority sends a request
fo the substation reguesting data associated with the link; and wherein the central
power grid authority receives a response from the substation comprising the data

associated with the link.

15. A power grid management system for managing a power grid, the power grid

comprising a plurality of grid devices, the power grid management system comprising:
a central power grid authority for managing the power grid;

a first grid device positioned in a first section of the power grid, the first device

comprising:

a first sensor for sensing an electrical parameter in the first section of the power

grid;

a first processor for analyzing the sensed electrical parameter in the first section
of the power grid and determining an event based on the sensed electrical parameter,

and

a second grid device comprising a substation positioned in a second section of

the power grid, the second device comprising:
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a second processor for receiving the event determined by the first grid device, for
modifying at least a section of the power grid comprising the second section based on
the event, and for transmitting to the central power grid authority information indicative

of the modification of the at least a section of the power grid.

16.  The power grid management system of claim 15, wherein the second grid device
modifies the section of the power grid without intervention of the central power grid
authority. |

17.  The power grid management system of claim 15, wherein at least one feeder

circuit emanates from the substation; and

wherein the first sensor of the'ﬁrst grid device senses the electrical parameter for
at least a part of the feeder circuit.

18.  The power grid management system of claim 17, wherein the second grid device
further comprises a second sensor for sensing an electrical parameter in the second

section of the power grid; and

wherein the second processor analyzes the event determined by the first grid
device and the sensed electrical parameter in the second section of the power grid in

order {o modify the at least a section of the power grid.

19. The power grid management system of claim 18, wherein the substation further
comprises data storage associaied with and proximate to the substation, the data
storage comprising a plurality of memory locations for storing the sensed electrical

‘parameter in the second section of the power grid.
20. A substation in a first section of a power grid, the substation comprising:

a communication interface configured to communicate with a grid device
positioned in a second section of the power grid, the grid device configured to sense an
electrical parameter in the second section of the power grid, analyze the sensed

electrical parameter in the second section of the power grid, and determine an event
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based on the sensed electrical parameter, the communication interface configured to

receive the event; and
a processor in communication with the communication interface configured fo:
receive the event determined by the grid device,
modify the first section of the power grid based on the received event, and

transmit to a central power grid authority information indicative of the modification

of the first section of the power grid.

21.  The substation of claim 20, wherein the substation is configured to modify the

first section of the power grid without intervention of the central power grid authority. -

22. The substation of claim 20, wherein a feeder circuit emanates from the

substation; and

wherein the communication interface is configured to receive from the grid device

the sensed electrical parameter for at least a part of the feeder circuit.

23.  The substation of claim 22, further comprising a sensor configured to sense an

electrical parameter in the first section of the power grid; and

wherein the processor is configured to analyze the event determined by the grid
device and the sensed electrical parameter from the sensor in order to modify the first

section of the power grid.

24. The substation of claim 23, wherein the substation further comprises data
storage associated with and proximate to the substation, the data storage comprising a
plurality of memory locations configured to store the sensed electrical parameter from

the sensor.
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