SYSTEM AND METHOD FOR APPLI CATI ON AUTHORI ZATI ON Fi el d of the Invention

This invention relates generally to conputing and communi cati on devi ces and
in particular to authorization for application execution on such devices. 5
Background of the Invention As computing and conmuni cati on devi ces
becone increasingly pervasive and as they are relied upon to store and
comuni cate information that is intended to be confidential or trustworthy,
the security of such devices becones increasingly inportant: This is
particularly the case for conputing and conmuni cati on devices 10 that are
desi gned to be nMObi dferhd Ny HikI4RYD FOR APHCIC AHONMRUIBORIZATIONS and
handhel d wi rel ess conmomnrcation devi ces, security Is often provided using
password- protection and encryption of data and communi cations, as well as
ot her security Feidofithpleventiony npst cases, such devices pernmit applications
to be executed on thfy eyl Gedrchis Bl fo &RRhiNARN eaRmMitAioh ypiceakidy obi ain
aut hori zation to access data or Information'to allow the applications to
carry out Secur ¢n gpeuhticantotmntiohier gelication exaaionspsuRdsvies: aut hori zation of
application execution is to store authorization information in a key store
on the devicg. énzagghégﬁﬁgﬁgmﬁggking to carry out an operation that
requires a kéy ice key store will typically need to
obtain a password frAsedutpetifind esinpenication devicepbeoping incitasingdyPETaSVE#dy be
accessed. It is often the case th Lﬁglﬁ- i3 J Wil carry
out repeated st &bex HefelPCHRIP FLSIG PGP 5??@%? n gﬁgﬁgggﬁkggggﬁg% t he

appl i cati on nay 58QuitaEortRRANHRM (IRGERSAS dfeudhlievidebemeck prestingle, with the
consequential repeated pronpting to the device.usei to “Oﬁ&ﬂﬁwﬁ asswor d
to al | ow access impprianfe Thisys pasticsledy thegess fpfoRBUPE AR P FE e it ai n t he

securi ty of fhe eyl 66 RARfoRk BiHIN. FRhidokSs 20aRR sy dngubland zed users.
However, fortrusted users of the device the approgach potentiaII% results

in repeated reqMQﬁMddhmwhpasgmmmdﬁbpﬁGﬁﬁﬁﬂwﬁﬁﬁXﬁ&ﬁ“ﬂﬁﬁﬁﬁ§%§m§ﬁ§5 %8t at i on
of the device cunbersome or INELF ksl £8ohfinbdtBndlaHell as otber seontity

techniques.

Tn most cases, such devices permit applications to be executed on the devices
15 and the applications will lypically obtain authorization to access data or information
to allow the applications to carry out secure operations on the device. One approach
to authorization of application execution is to store authorization information in a key
store on the device. An application seeking to caixy out an operation that requires a
key that is in the device key store will typically need to obtain a password from the

20  device user to permit the key store to be accessed.

Tt is often the case that a single application will carry out repeated steps that
require authorization. In such situations, the application may require repeated access
to the device key store, with the consequential repeated prompting to the device user
to provide a password to allow access to the key store. Such an approach will

95  maintain the security of the device and prevent malicious access by unauthorized
users. However, for trusted users of the device the approach potentially results in

repeated requests for password information fhat can make the operation of the device

cumbersome or inefficient for the user.



It is therefore desirable to have a nethod and systemto permt an
application executing on a device to carry out repeated steps that require
aut hori zation without repeatedly pronpting the user of the device for
password information. Summary of the Invention 5According to an aspect of
the invention there is provided an inproved nethod and system for allow ng
aut hori zed access for applications. According to anot her aspect of the
invention there is provided an inproved net hod and system for authori zi ng
application execution by providing application-level tickets. Such tickets
are generated to be sequiely. ASHAE A5 Wefibd %Qﬂy-kt&ﬁftdg%ﬁit@maplaﬁcaﬁoﬁievi ce,
such as a hand-held wreress conmuni cation devicé, and are usable by the
appl i cations to ca&agESonadRvids torsairgout adpertal steps thakesquizstagtharigshion Kidb@bvi ce.
Accordi ng to anot her aspect, of the jnvention there.i .Qvi ded a system for
granting access f%atédlkéﬂ?mé’%ﬁf%ellsr‘?r%#t qeﬁngﬁg)r?ﬁséw%rg\}’ill%ggiﬁﬁ%l udi ng one or
nore nmenory | ocations for storing one or nore applications executable on
the device, the gu@ynasit i AEntine! udi ng key store entries, the system

including a security manager for geperating tickets,. | i ng
associ ated wi%h one 6?00%?@0%@%8&58%“&%8&%%1 ﬁplg)ﬁigg(g%hm frogé%%%t?ﬁ%es in

the key store, 3pgsRAMYKEVwElEANBBRE bdtelGbigpitatinsavai | able to an
application on condition that a ticket exists that is associated with the

application and with the key store entry. .20Accar din o) aspect of
the invention there P&copies &%ﬁheﬁﬁ%’eﬁ%eﬁgl ﬁ‘étfoé‘%'ﬁr?lls aﬁléaﬁ@%lh@%gcé’curi ty

manager gener at §S.uldiGkeLStel 181 audloRz RS SR EalbE Sxesirtidn b Broxfiplgiapplicetion-by t he
ticket including a one-way hash val ue derived from one or

L 1Ore .
charact eri sti cs lef! tidvets.afyshitickets aspgencrated to be securely associated with applications on
10 adevice, such as a hand-held wireless communication device, and are usable by the

applications to access one or more values in a key store on the device.

According to another aspect of the invention there is provided a system for
granting access to a key store in a device, the device including one or more memory

Jocations for storing one or more applications executable on the device, the key store

15  including key store entries, the system including

a security manager for generating tickets, each ticket being associated with one

or more applications and with one or more entries in the key store, and

each key store eniry being made available to an application on condition that a

ticket exists that is associated with the application and with the key store enixy.

20 According to another aspect of the invention there is provided the above
system in which the security manager generates tickets that are associated with an

application by the ticket including a one-way hash value derived from one or more

characteristics of the application.

According to another aspect of the invention there is provided the above

25 system in which the securily manager generates tickets that include base tickets and in



Accordi ng to another aspect of the invention there is provided the above 25
systemin which the security manager generates tickets that include base
tickets and in which tickets potentially reference base tickets to

associ ate one or nore applications with multiple entries in the key store.
According to another aspect of the invention there is provided a nmethod for
granting access to a key store in a device, the device including one or
nore menory 5 locations for storing one or nore applications executable on
the device, the key store including key store entries, the nethod including
the steps of generating tickets,.each ti I } livdtibis one or
nmor e appl i cat igoﬂf’ lcgﬁ‘@‘%ﬂoﬁntﬂﬁfé'%f?mﬁ%r gseeu%itéeﬁ% tglsagloﬂ&f %ﬁéﬁgﬁifﬁgre, and

granting an applyjiatiile A&se ssthé Reykeye.Store entries based on one or nore
tickets associating the application with the key store entries.

Accordi ng to another aspect of the inv i : | dedod 3 above
met hod in which t he 4¢Rpngto gaakes ﬁ?%ﬁﬁﬁ%g%&uépﬁlﬁglﬁggﬁﬁ% step of

carrying out a QpRaMBkcdiash 1ePabRlih §Bevinshedoive dniidg cnpeenehar@eteri sti cs
of the applicatiion to define the assocjation of the éfﬁK§&=*@k§”%99

appl i cat i on. s15Awetimefangtotiog ensdr Aere RRliFaEs SreoPiAde PRTE ST Sn T Rer e T s

provi ded t he aboqv i | 6R e asiaRigiheaenesat i ng tickets conprises
the step of gen@?cg%df%%%g%%gllg%?%ets and in ich tickets potentially
reference base tickets to associate one or nore a ﬁ%‘catggga QQR,QU|tip|e
entries in the key Sﬁ@#@@ng_mkef&eaChhAk@SFﬂB%?ﬁs?fgat‘iﬁ]e P g oG am pr oduct
conpri sing conputer pr.Q 2ORE HRKY SodeQn@ar ry out one or nore of

t he above net hods. A%\'}anghgggpggplgﬁet%g invent?lon i ncl ude reduced pronpti ng of
devi ce users for

granting an application access to key store entries based on one or more tickets

10 associating the application with the key store entries.

According to another aspect of the invention there is provided the above
method in which the step of generating tickets includes the step of carrying out a one-
way hash operation based on one or more characteristics of the application to define

the association of the ticket with the application.

15 According to another aspeot of the invention there is provided the above
method in which the step of generating tickets comprises the step of generating base

tickets and in which tickets potentially reference base tickets to associate one or more

applications with multiple eniries in the key store.

A computing device program product comptzising computer program code

20  operative to carry out one or more of the above methods.

Advantages of the invention include reduced prompting of device users for

 passwords to allow applications on a device to access a key store on the device.

Brief Description of the Drawings

In drawings which illustrate by way of example only a preferred embodiment

25  of the invention,



passwords to all ow applications on a device to access a key store on the

device. Brief Description of the Draw ngs I n drawi ngs whi ch
illustrate by way of exanple only a preferred enbodi nent 25 of the
i nventi on, Figure 1 is a block diagram show ng el ements of a nobile

hand- hel d device for use in inplenenting the preferred enbodi nent of the

i nvention. Figure 2 is a block diagram show ng an exanple interrelationship
of applications, tickets, and a key store, in accordance with the preferred
enbodi nent of 5 the invention. Detail ed Description of the Invention

The preferred enbodi gRal 198, §1B& dikbH&EREHoWg fentiBS OF & BoBidMahdhelédetence 1o a
hand- hel d nobile co ni cat1on device and applications that access key
store informati dxusaisswplemesingdeeprefprredgobpdipent ph e iCRE® by t hose skill ed
in the art, 10 however, that other devices that support application access
to key store informaty + Ritehelatlodsip af bl ock di agram
t hat shows functi ona%fggﬁgg% 12&1{3:%&%%%}]%_%%%%@%%?1{2 conmuni cgt Il on deyi ceg
used in this despplicptidnarickes,ahd alsdyrstord, ineaceordanpt with themreiored pbedipent

conmuni cation device 10 includes a housing 12, a keyb oath 14 and 15 an

out put devi ce® 162 RSt put device shown is a display 16, which is
preferably a full graphic LCD. Qther types of output devices nmay
alternatively be&atiled Desedptiod of thedmmgiiong devi ce 18, which is shown

schematically in Fi gjll{lee pr&fen‘éds engb%HlIm%}ltnoq’ghe%\;ami& is described with reference to a

hand-held mobile communication device and applications that access key store

information in such devices. It will be understood by those skilled in the art,
10 however, that other devices that support application access to key store information.

may also be used.

Figure 1 is a block diagram that shows functional elements of hand-held
rmobile communication devices used in this description as illustrative examples.
Hand-held mobile communication device 10 includes a housing 12, a keyboard 14 and

15  an output device 16. The output device shown is a display 16, which is preferably a
full graphic LCD. Other types of output devices may alternatively be utilized. A
processing device 18, which is shown schematically in Figure 1, is contained within
the housing 12 and is coupled between the keyboard 14 and the display 16. The
processing device 18 controls the operation of the display 16, as well as the overall

20  operation of mobile device 10, in response to actuation of keys on the keyboard 14 by

the user,

The housing 12 may be elongated vertically, or may take on other sizes and
shapes (including clamshell housing structures). The keyboard may include a mode

selection key, or other hardware or software for switching between fext entry and

25 telephony eniry.

In addition to the processing device 18, other parts of mobile device 10 are

shown schematically in Figure 1. These include a communications subsystem 100; a
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the housing 12 and is coupl ed between the keyboard 14 and the display 16.
The processing device 18 controls the operation of the display 16, as well
as the overall 20 operation of nobile device 10, in response to actuation
of keys on the keyboard 14 by the user. The housing 12 may be

el ongated vertically, or may take on other sizes and shapes (including

cl anshel | housing structures). The keyboard may include a node sel ection
key, or other hardware or software for swi tching between text entry and 25

tel ephony entry.ghostrangd Ebrﬁtﬂgﬁi&z{tigﬁs Lfdelst 7 P@f?ﬁi@*ﬂ&rdjﬁvénﬁ%eééégiﬁ% frer parts

of nobile device 10 are shown schemat’l ca gure 1. ncf ude a
communi cat i ons gifg yathathet OPut/autpg Movites WEGESC Ditnaud il ¢ 2t ds oY S teawst em 102;

t he keyboard 14 ,and t lb,splay. 16, .al ong with other input/output devices
106, 108, 110" adiaeps1e L8 3EY PaiehS pufe i heSubetutie Ho. 'MEledaeb isous ot her
devi ce subsyst eprefd@lly a bbinap REQUIRATkPehs) RInhEHARLY ditdRuHRYoRE ad adi 0
frequency) communi cation devi ce havi n? voice and 5data conmuni"cati on

capabi | ities’ | A3aqempupisationsppabilitiesy Incaslditionpnelfitsrdebicy 10 pisfardbdy aslabi | ity
to conmmuni cate Wb s etol ¢ oTIVCTERAS A he | nternet.

Oper at i ng systemﬁgotlgv\g?é execut g’éﬁ’b%/ﬁ%rﬁg‘%ﬁ?tgcgétglin%la&%/]?igeé“efL'B i s
preferably stored in a persistent store, such as a flash nmenory 116, but
may be stored in ot heperatjgessston software pxeboted by she isombsimsdaiced dds mafeyablyenor y

(ROVM) or simla Jd0el enent .., I n addition ysStem sof § e, .specific
devi ce appl i cat %tgﬁg?ﬁ %ggrsb%trg $ ({rﬁg?’%?s,a% MEMOp, oﬁ‘&r"i‘qy e|8£9§%réa Mo a |
vol atile store, typesodf néesnaty dexiebsBusle S5 ad'BiIP iémory (ROM) or similar storage
10 element. In addition, system sofiware, specific device applications, or parts thereof,
may be temporarily loaded into a volatile store, such as a random access memory

(RAM) 118. Communication signals received by the mobile device may also be
stored to the RAM 118.

The processing device 18, in addition to its operating system functions,

15 enables execution of software applications 130A-130N on the device 10. A
predetermined set of applications that control basic device operations, such as data
and voice communications 130A and 130B, may be installed on the device 10 during
manufacture. In addition, a personal information manager (PIM) application may be
installed during manufacture. The PIM is preferably capable of organizing and

20 managing data items, such as e-mail, calendar events, voice mails, appointments, and
task items. The PIM application is also preferably capable of sending and receiving
data items via a wireless network 140. Preferably, the PIM data items are seamlessly
integrated, synchronized and updated via the wireless network 140 with the device
user's corresponding data items stored or associated with a host computer system. As

25 is described in more detail below, other applications are also able o execute on the

device.

Communication functions, including data and voice communications, are

performed through the communication subsystem 100, and possibly through the short-



(RAM 118. Communi cation signals received by the nobile device may al so be
stored to the RAM 118. The processing device 18, in addition to its
operating systemfunctions, 15 enabl es execution of software applications
130A- 130N on the device 10. A predeterm ned set of applications that
control basic device operations, such as data and voi ce conmuni cati ons 130A
and 130B, may be installed on the device 10 during manufacture. In
addition, a personal information manager (PIM application may be installed
during manufacture. The PIMis preferably capable of organizing and 20
managi ng data itens, such - 18 nelak:; SovstiB it GEincradds 8,

appoi nt nents, afdd*st sy %?rlrél?ﬁl‘%gét%?'l\/ﬁgép% i caétc?%ﬁﬁibsyal so preferably

capabl e of sendiagivando, aeaindtad 58and oid @meryinenassiist apkke. Hetddibier 140.

Preferably, the PIMdata [te are_seanl.ess i roni zed and
updat ed vi a t he thi OBEEEKAHBE We”i}l@ °tlﬂ&‘f4%a@§é]§%¥é%§§?%§%gggr espondi ng

data itens stor eghifsAsSREdeabagdan) 198, andlos! osciliapist(ROs)SP6t Eim spesii@5i s
described in nore detail” bel ow, other applicat iuﬁns arlﬁ aId%o %blte Lo execute
on the device. design anGimplementasion he eaverpinigation suRwPH 19§ SAPHGHREPToi ce
communi cations, Are beri K i hLBi1€ @8R N b EAbeTdd SdYBtaRt @Bt 100, and
possi bly througﬁﬁﬁﬁ%’%s Sﬁoﬁgtﬁg%g%mmn}cati ons subsystem The

communi cati on sukEyss, ambildvicadd ndpschde eeminyicatigosubysendqe Aisigngt 152, and
one or nore antennas 1 156 I n addifi Y REGRE (@RSUbsyst em
100 al so i ncl ud@ergeﬁ?tgg@ﬁﬁ%ﬁﬁxnb ﬁ?z,g‘esué @éa}tlgmia F%t?\t al  si gngl p?ocessor
(DSP) 158, and |48k d@ssinnhiid@fich delwils #h6 Glso dbiznapioopérnte withdeseign and

i npl enment ation of the comrunication sug% st %1100 i de%erg(}&pgs upon t he
communi cat i o neEwgy RE Yoire RPIPEANFAGER PRV orkS AN HPRV O BAYEA T 0 oper at e.  For
exanpl e, nobil e 4gy] hEbMI @) iRer §RBTRMIRANE Adiceaiehaylss Buth 100

desi gned to operat ekvcﬁrglﬂf e ’Na/hbbi texTM Data TACTm or, General Packet Radio
Service (GPRS) nmbidteand atteprgohmenpleabd wiizetevifopriledrical®o designed to
operate with any of a 10 variety of voice comuni cation networks, including

networks such as AVPR.. TANA .o MyenfRliSvarg Gebetaiihg uldnliley typeyfesmmbnickiba and
voi ce networks, both separate and integrated, may al so he Hti.l ized with

mobi | e devi ce 1Gystem. Forketnwis, ki the Mebitexpad DrieEAE PO HOIESEAEE AY upon t he

t f i cati i Ear. Pl . $ J_upo
n)éf \?\D?k S?O%ﬂ: %2%%%?%c§gtﬁ%ee@o1ﬁ%mgﬁ(m Srersbithl jdegiBRintxnband plat a

associated with each device. In GPRS networks, however, network access is

§

associated with a subscriber or user of a device. A GPRS device therefore requires a
. subscriber identity module, commonly referred to as a SIM card, in order to operate

on a GPRS network.

20 When required network registration or activation procedures have been
completed, mobile device 10 may send and receive communication signals over the
communication network 140. Signals received from the communication network 140
by the antenna 154 are routed to the receiver 150, which provides for signal
amplification, frequency down conversion, filtering, channel selection, etc., and may

25 also provide analog to digital conversion. Analog-to-digital conversion of the
received signal allows the DSP 158 to perform more complex communication
fanctions, such as demodulation and decoding. In a similar manner, signals to be
teansmitted to the network 140 are processed {e.g. modulated and encoded) by the

DSP 158 and are then provided to the transmitter 152 for digital to analog conversion,

-6~



15 registered on the network using a unique personal identification nunber
or PIN associated with each device. In GPRS networks, however, network
access is associated with a subscriber or user of a device. A GPRS device
therefore requires a . subscriber identity nodule, commonly referred to as
a SIMcard, in order to operate on a GPRS network. 20Wen required network
regi stration or activation procedures have been conpl eted, nobile device 10
may send and recei ve conmuni cation signals over the comrunication network
140. Signals received fromthe conmuni cati on network 140 by the antenna 154
are routed to tRe LECERIEIvehR, iMihe Ruplinuticiemdfaissisgmas thanpl i fi cati on,
frequency down conversion, filtering, channel selection, etc., and may 25
al so provi de anatnmgutication getwerk 1¢bevesteerss viadhedsgot 2% i gi t al conversion of
the received signal allows the ASP 158 to perform nore conpl ex

comuni cati on fUnct i @nge,ciis BiodSsfieBRethl oo aas, depsall sprotitesdorsi m | ar
manner, signals to be transnitted to the network 140 are processed (e.g.
modul at ed and enmmﬂhd%Mbymf*mﬂﬂﬁmﬂﬂ@@ﬂmﬁ@mﬁﬂ@Lﬂﬁﬁﬁ“ﬁﬁﬁ%g%%H@P%%ﬁﬁe
transmtter 152 for digital to anal i A SankHRIEONver si on,
filtering, afpl eqrmpserp Seppisn G Beplder 120 Ml tinpltiuter 152 B B0 baen L Pwor k. 140
(or networks) Vighubhel tbgimeonki6gait conadidilgaritmstimpiemertedisithaPHbHSuni cat i on
signals, the DSP 158 provides for control of the receiver 150 and the
transmtter 152. For, exanpl e I,.N ' : oYL h&khesbgnal s in
the receiver 150 anan?%ﬁSWFngamﬁéﬁgﬁgéh%%”% gg?gvelypigﬁ%?oLﬁed t hr ough
automati c gai n GeRbie doRhER istolurBsséd iyl thrmntnadlichtion subsyBISR 19§ @1d is imput | n g

data communi cati on node, a_ received signal, ucgh as.a. t ge or web
page downl oad, fosbppraecssalevisy 1§-nite ﬁﬁ%ﬁﬂlgﬁfﬁﬁﬁmgﬂgg§xﬁé%§ ga%nd i s input
Lo the processi pe.deks 88ichis cfaf ofipRel w6 disphgrbr divcaliedy bunbbahapr ocessed
by the 10 proceSsing device 18 for an output to the di

spl a 6, or.
al ternatively tewslinmel/@ubvee 196xAlderpsuspyrrspbpicewPaghata ‘Q'IB%%?‘%'@& Gy
al so conpose data jt 82 TR Semwilids NPadvite 1Be ¥hpasd 14
and/ or sone oth5?“%%§$§F§?§&Pw%®§§3?gg%?%%§§§hch Egﬁg t ouchpad, a rocker
switch, a thunbavuelgied, axockeoswitclytaipmit-yhel, of somemther W@?P@él"*tﬂl%cecgﬁf)os ed
data ftems my (hen bt ransmtled, OYel. t COMMRLEANARNIBIR lol40 15

via the communi CAFPSH n a vol ce commni cation node,
overal | oper@ti 9 tQf cobfinfSitnGebskGet st antially simlar to the data
communi cati on node, except that received signals are output to a speaker
110, and signals for_ trapsm ssion.are gener at Sulp &LRPRone 112.

Al ternative voice oHH&JHFB“F?Ewgﬁ%gvggghgfﬂ§f %a§§la vé%ce nessage

recordi ng substantially similar to the data communication mode, except that received signals are

output to a speaker 110, and signals for transmission are generated by a microphone
112. Alternative voice or audio 1/O subsystems, such as a voice message recording

20  subsystem, may also be implemented on the device 10. In addition, the display 16
may also be utilized in voice communication mode, for example to display the

identity of a calling party, the duration of a voice call, or other voice call related

information. '

The short-range conimunications subsystem enables communication between
25  mobile device 10 and other proximate systems or devices, which need not necessarily
be similar devices. For example, the short-range communications subsystem may

include an infiared device and associated circuits and components, or a Bluetooth™



20 subsystem may al so be inplenented on the device 10. In addition, the
display 16 may also be utilized in voice conmuni cation node, for exanple to
display the identity of a calling party, the duration of a voice call, or

ot her voice call related information. The short-range conmuni cations
subsyst em enabl es comuni cati on between 25 nobile device 10 and ot her

proxi mate systens or devices, which need not necessarily be simlar

devi ces. For exanple, the short-range conmuni cati ons subsystem may i ncl ude
an infrared device and associated circuits and conponents, or a Bl uetoothrm

comuni cat i on gl 6 @ioREANIS 0SS UBHRLGRLEG N il hiiaed ystanabl ed
systens and deviCes. ref'erred to above, a device such as the nobile
conmuni cat i on dewd éeicdescri bed typically includes nenory for storing

applications. Application program5 code is stored in one or nore menory

locations in the deviceeand;l Re. ARBLIGRLIOR HRTRHIE B Bealion EvREUL €d as
required, typically Th response to Input fromthe device user. In devices

where security ideschibe tppeiligtnchriss memap forsiicgarpbertionss APBUGHIERIOSEBp| i cat i on

aut hori zation may_ be needed before an l.icat i . t Wl are able
to execute arfd/ GPdealEEt%gmc%‘ﬁ’ﬁ’i“ﬁw%&ﬂyglg%ggésﬁl%h(r%s% B‘Sﬁ‘;%ﬁﬁg{e I\)/Iingca:ﬂé. In one

approach to 10 pppagh fde BRRbIuRALE RAuiRd] icdial omonsetn imppikine tieidevican | |
acquire one or nore key values in a key stqre |ocked.on the euxé' ce. The

, A Key
possessi on of st I demigesghorrsepraitniniles QPREUS ST F%’&?‘?%??Q?Iﬁ EXedlte in
accordance wth a%@z%a@o%qald{h@%ti&?ﬂ%%?%e&@ btei*a?e_ &l QIR olpartasfiess aslecur e
or exanpl e,

| ocati ons on the*devi ce. an emai | application may require a
private key to deefeynt amifminbosssastismsesure kngetions an the devieco 14 oe sgRIORLL0 by 15

correspondents using a publ.ic key. encr o0 ik BhSork&ye KBy be
located in tHe R’éaﬁaé’%‘?pgﬂ%?ﬁo’i‘ ﬁugh%é%ogh%l%é@%&@%@?/ a uf)r%-i cat i on?sﬁ?o the key
store is restri Ghmekiha keNSste tochibdin theteviepThoprsieasiol of sadtatsy vatael

Some. | mpl eent aFBHS e MERGR BEERU L UPE S b gD et [eel T AN

device or to access secure locations on the device. For example, an email application
may require a private key to decrypt email messages that are sent to the device by

15 cotrespondents using a public key encryption scheme. This key may be located in the
key store on the device. Access by applications to the key store is restricted' to ensure
that only appropriately authorized applications are able to obtain keys or to modify the
key store itself. In some implementations, the key store may also store public
information, such as public keys for correspondents, as well as private information,

50  such as the user’s private keys. In these instances, applications may only requite

authorization to access the private information, which is typically encrypted.

In one prior art approach to application authorization, user projopts for
passwords are required each time that an application seeks to access the key store. In
this approach, execution of the application will result in the user being prompted for a
25  secret password. Ifthe correct password is provided by the user to the application, the
application will be granted authorization to access the key store on the device and to
retrieve the appropriate key or to make the appropriate changes to the key store (for
example, changing a key value or adding a key value). With the key, the application

js able to carry out the operation that requires the key.
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i nformation, such as public keys for correspondents, as well as private
information, 20 such as the user's private keys. In these instances,
applications may only require authorization to access the private
information, which is typically encrypted. In one prior art approach to
application authorization, user pronpts for passwords are required each
time that an application seeks to access the key store. In this approach,
execution of the application will result in the user being pronpted for a
25 secret password. If the correct password is provided by the user to the
application, the appli,cati.on . w : : HoZ alc@iad b@bgccess the
key store on the de&f‘gjgpéﬁ%irefigm{ry!éqn??%\%ﬁt g&a%lg%ogg{i ate key orgt nmake t he
appropri ate chapgssatioss SunenikeappRéativelcpél dickatsdhatpresed i RMFHITESES REy Y al ue or
adding a key value). Wth the ke t he appli.cati i i &bk Y out the
operation that F@Guﬁﬁé@oﬁlﬁ@glﬁéﬁh&kﬁs with & HeARES bt?%%"és??l‘g gniogfa%er_\t,
appl i cation aut H;?Eitié&’c{git@ﬁkc&ﬁeE&E&éd%ﬁplﬂﬂdﬁonbm‘h&ﬂ@#dh&aﬁhyﬂbe&@bﬁ‘aﬁm rine

e IC

application-|ev ets that are used to permt access to a k tore. By
associ ati ng suc hssbéiatbdewiéh aparirulapiitket éfqnﬁ%‘?nﬂyﬁtt{l‘!? @’pgﬁg‘g‘?ﬁla@efooafw%%thé

application on device. 1o b A : - RleheAd pagdword ol ach sccashi eved
by the applicat ila“(’?'ng?%%i’ e%v%icgg"om ét?eé]‘gﬁj\%{mé%ﬁ&é pareti cul ar_ticket

Consequent |y, t hanhersstoeahbtdnmide. ﬁbﬂﬂw,ﬁmsmé@bﬁﬁh@ﬁ%ﬁ%ﬂaﬁ“@l%?a@% devi ce
Wi thout requiring a user to. re-enter,.a pas . P T-Yeyes da t he key
store that is nﬁu@euﬁgﬁpﬁgﬁﬁrﬁeﬁmgqgﬁr@T),Y,%ﬁ%ﬁ%‘%@%{%%%g’? he _aglg\ﬁ)\%(d ent er ed
by the user may gt ehfudiGn thHeaétadn bisetuniey mppieraaitinoprsafor qrgelEPpt of t he

appropriate ticket. In such an inplenentation,. a securit.y. retains
password i nfor rréuiithwpizbcakimit&ﬂﬁéoﬁﬁ‘ﬁﬁe@ﬁ‘tﬂaﬁsﬁ”ﬁ@&"f’% ‘e]sTfll %bﬁ ret?lgai%ﬂﬁ passwor d

i nformation. This %QEAV%@%@JJ&H TR YonB B8 A ih agSIRksonwiteining bassgordons - der ed
Fet al N

that an appli catt® ng password information is a Eoﬁ.enti al risk to
devi ce securi ty jnféademnabipuiehtia] riskrio deyideisentipo i lipEives ARBPIFRORTEY 0. The
use of tickets in the preferred e i SedESKdalnned as REEIHed,S t he

aut hori zati on f &pehRapas Y’?ifl'e&égclggggp%%s@%%ﬁ% Fndependent ly of the 15
retention of, OhethiR ticRb@dtiRdutRekysiod anessfo bepaaicwmserrndasly aiP i cat i ons.

Faure 2 s 8 Dl R A st anfldin 2t PIBNGAG AGARAL. 1 Wi ch

t

Figure 2 is a block diagram showing an example arrangement in which
applications 210, 212 are executable on a device. The device of the example includes
key store 214, As will be appreciated by those in the art, key store 214 may be
implemented to have various different configurations. The example of Figure 2

20 includes key store subset 216, Within key store subset 216, key values 218, 220, 222
are shown in Figure 2. The example of Figure 2 is a simple schematic representation
intended to illustrate the manner in which key values may be arranged to be

referenced as individual key values, as subssts of key values, ot as the entire key

siore.

25 In the example of Figure 2, the device inchades security manager 224. In the
preferred embodiment, security manager 224 carries out defined security functions,

including the provision of tickets used by applications, as described in more detail

below. Security manager 224 is illustrated as a separate element in Figure 2.

However, the function of generating tickets for applications carried out by security
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applications 210, 212 are executable on a device. The device of the exanple
i ncludes key store 214. As will be appreciated by those in the art, key
store 214 may be inplenmented to have various different configurations. The
exanpl e of Figure 2 20 includes key store subset 216. Wthin key store
subset 216, key values 218, 220, 222 are shown in Figure 2. The exanpl e of
Figure 2 is a sinple schematic representation intended to illustrate the
manner in which key val ues may be arranged to be referenced as i ndividual
key val ues, as subsets of key values, or as the entire key store. 25In the
exanpl e of Fi guh?anfﬁer 336 581b 6inkREUH BfcA@RNY iihylenBNaGe paRafkey bret he
preferred enbodinent, security nmanager 224 carrjes qut defined curity
functions, incl atdntp rplenpretiensiféey siore £14 foatiaclyies e Bpeigs ﬁﬁgﬁ?ﬁ%ﬁg‘,ﬂ as
described in nore detail bel Qyy. Y 1ndin isplbhbdast @t ed as a
separ at e elenenﬁmﬁﬁmﬁsﬂﬁ?ﬁgﬁg %E%%%fﬁﬁﬁgﬁﬁﬁgg%?on of gghera%ing tickets
for applicati ongredfel e@Bodabént.0y security nmanager 224 may al so be included
in functionality inplenmented as part of key store 214. An inplenentation of
key store 214 that includes the functi [ htich8 ST, 1 Yy
manager 224 i’s a desﬂé%QE seeaty ptpegeL 228 zﬁﬁggﬁﬁmﬁﬁgﬁgﬁgﬁ}ing t he
preferred enbodipi®iecurdy Mafggiane gheraedtikdtd thatrmarvagpoiated Pdthiapplictionh oBs

accessi ble by applications 210, 212. Securijt na 2 tickets
that are associ ataset-winde Péﬁﬁ‘?‘idcf’ﬁ%f’%ﬁ?t’ %%etf &‘é" Jggtfv.eg’ﬁ%ngf lﬁ'éd g@gﬁ@%te
embodi ment . 1 ckels3, AlfiaBliRbaifloclanlcloy @lolhy Bytmnt Wistouargiimgsd t o
permt applications to access sone or all of the key store wthout
requiring a usemsd & podds teaphestioppith 8 aEsBerd iRt S swor d for each
access. 10In the exanple of Figure 2, security manager 224 is shown as
accessi bl e by appl i calty, 08 .Ak0 of #iBu Pk akitPRansgRiIi eahtvemas2b@ssitlyby equest a
ticket fromsecurity nmanager 224. The context for such a _request is
typical |y wher e applicaspi2i 8 atioperatinacseplieasion 21 egHpsid gk T, e%ﬂﬁ%’ requires
aut hori zation to nake, su § sabhosH asalpl i cation
210 may have a QUBRECUBp DA BALR e F YR Sty dnaEROGpIEo

to access key store 214 and requires authorization to make such access. In the

preferred embodiment, application 210 may have a user-supplied password cached in

15 the application. However, such a cached password will be potentially lost if the
application execution is interrupted and resumed. In the preferred embodiment
example of Figure 2, when application 210 seeks to access key store 214 a first step is
to determine if application 210 has the appropriate password cached. If not (and ifno
appropriate ticket exists), then application 210 wiil prompt the device user for the

20  appropriate password. On receipt of the password requested, application 210 may
then prompt the deviee user to determine if the application is trusted. Alternatively,
security manager 224 may include logic to determine if the application is to be treated
as trusted. The device administrator may set different security policies that will

determine how easily an application qualifies as trusted or not,

25 If the user or the logic in security manager 224 indicates that application 210 is
trusted, an appropriate ticket is issued. In the preferred embodiment, the ticket is
requested by application 210 calling an API (application program interface) method

IssueTicket. The successful result of requesting a ticket is shown in the example of
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15 the application. However, such a cached password wll be potentially

|l ost if the application execution is inten-upted and resuned. In the
preferred enbodi nent exanpl e of Figure 2, when application 210 seeks to
access key store 214 a first step is to determine if application 210 has

t he appropriate password cached. If not (and if no appropriate ticket
exists), then application 210 wll pronpt the device user for the 20
appropriate password. On receipt of the password requested, application 210
may then pronpt the device user to determne if the application is trusted.
Al ternatively, éimg‘nieac& ctigd © thearegebtingni ne i f the
application is t%géa i%gag;@%g‘ggéske%%us . Thedﬂ%gw ce ad nj Stl’fi may set
di fferent secur iapglicpidini &i e prefeaed evipadingrag, @Plﬁﬁtﬁ@lﬁﬁw’%%‘i ‘f”)'?haé’ﬁ %ﬁ%ﬁfh cation
qualifies as tr d or_not,. DIE JebufiLHididgtsy nManager
224 indi cates t#zé BHETEHL |a%1n°§§ﬁ%tc%}§n??§{§lta%néﬂg?\iclgppr opr i atﬁ tldgket is

i ssued. In the @Q@E@dbhﬁﬁs&rﬁmﬁbmanésdfwemmaﬂw@sh@am Py appl i cation

210 calling an APl (application fac wali.eket . The
successful r ésulGongruendg ey siPig! %Stﬂ%&%&e%" SO%aﬁ%‘{'}g exlzilﬁl ?e of Figure
2 by an obj ect, ?}ﬁ&%@zﬁ%& fhe BHIGHE %ex%ratéﬂealnﬂgacbﬁlyw&meﬂteﬁ with hwleestl ng
application. In't referred embodi nent, ticket 230 is as’rs? ciated with

appl i cation 210 2. @thometh@yOfmsﬁméPutéB‘ﬂ!4%&‘??%0%“%%‘?5 “to ticket 230.
Security manager 224 establi shes th| s associ ation and securely stores the
hash of the applicat{0fl exam 2, kSpficRionne2 Rikdssbeiatabwih ito rely on

t he associ ation between appli catl on 10 and ti cke %i once the ticket is
generated and sdicketeldp, ws@bﬂaﬂé@mﬁqwf%‘ﬁﬂlbyéﬁmcﬁﬁn MFEEAERE hods of
carryi ng out such a td3ha? described fodtBe t he exanpl e
shown in Fi gmeaﬁsomg%‘?rv%gP?%%%ﬁ%?‘hg‘?@é‘?égﬁﬁfed with it tickets 232, 234.
These tickets arsgpl@hfich 216dndiyckelPdDiabatet on 212 and are securely 10
associated with application 212 in a manner simlar to that described for
the application 210 g&{;ﬂd bl GK8 {aﬁ&?gassaaﬁ)%@wuhatmket Whesppaitiopplableas bsen i s
associated with a ti lf‘ at application is abl'e to use the ticket to
gain access to ttﬁ&]&ﬁetﬂagdzﬁ a@ésstdflhode@wsmf@h@{ev Wiare thas thetticket specdigs Ipfiids. |1 n
this way, for exarrpl e, l i cat 10 ma 230 remains
valid (the vali d’("tyyob?xaf“ﬁ @‘f@h %% es}cé?isﬁéghflﬁp%gr%&a t%lmtbel ow), then
it applicatign Z10q Mk@@(@%bbm&ﬂmmbremaw}bdewl, ihek HtapplBatiancilficcess key

store 214 instead of having to pronpt the user .for hi s
manner, an appl |re%}me¥)ﬁiﬁ$“ék%lﬁ mFY&éP°%@?EB§CWé(G%ﬂ%&E£m$ t‘é@b@ha%ﬂg%

passwor ds that séiSfSif 2 gaSswotd< 8h ¥hid RarfnS6 én applicach- ieyelngkes eeﬂucastﬂ;p
settings or run |cat|ons that re wrethe use f IX ;Y?r their
number of prompts for passwords that & device user is tikely to (,e in modi

security settings or running applications that require the use of keys for their
20  operation. Further, as described above, the authorization of an application to access

the key store is made independent of the application retaining or obtaining a

password.

In the example of Figure 2, ticket 230 is shown (by the dashed line) as being
associated with the entire key store 214. This example reflects authorization for
25  application 210 to access the entire contents of key store 214. As will be appreciated,
such access is not intended fo be granted to an application unless the application is
established to have a very high degree of trustworthiness. An application that is given -

such wide access to key store 214 is potentially able to erroneously or maliciously
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20 operation. Further, as described above, the authorization of an
application to access the key store is made i ndependent of the application
retaining or obtaining a password. In the exanple of Figure 2, ticket 230
is showmn (by the dashed Iine) as being associated with the entire key store
214. This exanple reflects authorization for 25 application 210 to access
the entire contents of key store 214. As will be appreciated, such access
is not intended to be granted to an application unless the application is
established to have a very high degree of trustworthiness. An application

that is given syrglpe gﬂ'&g%s e 8SRscl il doRMniS bAks® sdieh1is Itpothenforealebipbletit € t 0
erroneously or maliciously naeke changes to or access the ﬁi%gﬁt*ﬁg%ﬁ}?m key
c

store 214. It i sestrivtthefionter dissily alications. Fntbe preferred pROHABL

appl i cations. In thgtgcf&ﬁt‘; g%ﬁofg%ﬁag duﬁ%ﬁlhﬁﬁﬁ%&eﬁﬁﬂu&% @sRaGas.ed Wi th

subsets of key &8¢ Vi ey values in the key store. In
Figure 2, application 212 is shown as being associ ated w t% éor §o§sessi ng)
5 ticket 232. This tindkgte2,spmisation 222 isshowmpseins assataed With ¥r REGEPY e
subset 216. Thus, a ication 212 | r DY wih &d ofubtdtoketTnds82 access
to all keys st or“ﬁl&ew#‘%g‘ift’§g%?se3%%ﬁ%as%ieﬁlg%%901ﬁ Wl | yt)%rap reci ated by those
skilled in the %ﬁ%licad%ﬁ)&lﬁis%&eﬁteﬁ}lﬂsmue&fﬁckww agesss o @ll FesSEGdgu beS®Rt  Of

key store menory locations_but is rather an ..dentifia t he keys
found in key st owiset2ia. Appil tiecaalfrie?iﬁe%?&l?sg g]flh%r%%%ra!g’ %6'%%03%&2%} ?ém; orely on
ticket 232 to ol%gdi t@é:ac(g,ﬁggl{ogs@{J,f_kkgﬂ,tgrein{bni@gyloedﬁeﬂﬁuﬁiMathutani s able to

access those keys that are identified as bein i thi.n key.stare.subset 216.
The associ at i onthiﬁdbbi@ebseQG?@hwkthfORWnéiﬁbﬁ"%feg&%inAom’ °"’tt'i°8égls%§?f%gt h key

store subset 216 be.i npl b oL & BNteyy@ XSy stds 20eb ks dbkdo above,
t he key stor¥® itngg‘&’et?rﬁ‘iily%&;t‘%%??%gogob{té ﬂégve a st?ucture so that tickets may

be directly assQsdeas ke Rbshhatlat identied ag Beingwishin keyowore sosEAl¢ r¥®key store.

An al ternative approach is to define a | ] abreB@sst3g6 to
generate ticket @*6‘?’“%@?‘9‘?%%&“’4@&% Sﬁoﬁgtq%gni%c&&??%%@% e relationship

bet ween keys i n {56 keMeftmien Blitroni ey hAS dabdbed alave the kaysiopitsll Mgk

expressed in the manner in which tickets are def.ined, r . N how
the key store i tbedpiinefl & lpue p preigturg 59 T fikers %%F gﬁﬁcﬁy a%ngs,t ‘?%E{é%ehn be

able to ulti [t &lideetd Qgﬁlbgﬁﬁr%tstb% AN BtcRhtivEpAroRd ikp)iafind chaawiiikbidlte to the
application requéesting access.” In Figure 2, application leh%rglgﬁo%g{l)ﬁm as

possessi ng ti ckesn BSuked @ gsueraté tickety dor individual keys n the key store.
between keys in the key store may, in this alternative approach, be expressed in the

manner in which tickets are defined, rather than in how the key store itself is defined.
Tn either approach, the ticket will be able to ultimately specify whether one or more

20  keys are available to the application requesting access.

In Figure 2, application 212 is shown as possessing ticket 234, also. Inthe
example of Figure 2, ticket 234 is associated only with key 222 in key store 214.
Therefore ticket 234 provides authorization to application 212 only to access key 222

and not other keys in key store 214,

25 A further aspect of tickets is that in the preferred embodiment tickets are
potentially time-limited. After a certain period, the ticket may be revoked by security
manager 224. In the example of Figure 2, ticket 232 may expire before ticket 234.

Consequently, application 212 has authozization to access all keys in key store subset
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exanple of Figure 2, ticket 234 is associated only with key 222 in key
store 214. Therefore ticket 234 provides authorization to application 212
only to access key 222 and not other keys in key store 214. 25A thither
aspect of tickets is that in the preferred enbodi ment tickets are
potentially tine-limted. After a certain period, the ticket may be revoked
by security manager 224. In the exanple of Figure 2, ticket 232 nay expire
before ticket 234. Consequently, application 212 has authorization to
access all keys in key store subset 216 until the expiry of ticket 232.
Foll owing this,, ki fatd gpof?g&e;wjgbj FSIRRMMg Ris Aipblivatidie1 2 wakkrequire sy st em
confirmation to be provi ded with a further ticket. qI;:gwe_\/er, because ti cket
234 has a | ongefurhérfusspasystiaanitnatien to beprovidehyith & foriget tishes HEWRihe ¢ o
access key 222 wi t hout her, aut har i ' RPnbiLkable 232 has
expired. 1n an ecﬁ‘fsfg?lﬁg#%tqa%welg%g?eééaﬁ%ﬁh%t eé%g%ﬁrﬁ?iﬁy manager 224 may be
peri odi cal |y i ngdobsd kbyerbotvthoenfokier ivierizitiohstven R8O, tickg 232 P 4xpiedrngR ance, an
application configured to clear_the contents,gf t kee 10 may
peri odi cal | y5r ed%@fewlémé@&%?’ﬁsmwagfﬁg’t%aﬁg 0 dé&?c%ﬁs{ysﬁge %iglglp(et s. As

i's described abQyge id\Gxbis 8300532, bEK o inflbhc@Vh spplhii@atonfigysedtio claardhed havi ng
to 10 retain passwords. Tickéets may or may ngt i ncl ud

.no asswor d
i nfor mati on. Theonthasiogtheanwmios &ideties Wﬁeaylméodps%lgmff‘iiﬁ?wwﬁﬁ%?ﬁ%r not

will be nade ba on j npl eng tion objectives for the device in question.
In an inpl enent gf‘{jt%ev(g{f&%)%lgg%% erred enbodi nent in which password

information is included in the tickets, the authorization for..an .
appl i cation to acceshsiadtsajbedalovbahense of ikee s BhRBERE PP BE 1 cket

password with a password value, | B 1rho8E Bashior@ RifSHrkioH, TS datign
appl i cation lﬁccggaén?%Smoé?suglé&?tﬁh{aﬁgn&%y store. Ea‘ls'o effectively end the

validity of a tiekainto inRdepssvaspmdotinagpnraseivsH de made heeed@®y store may be
changed or deleted. Thus the password in.t L.cket - pidnQeaRr match a
password in thellklé?“@fa&P%°@W&8%§Lﬁ%¥g? ‘igjei’ﬁ’? i q%ft%o#l' Fh&en l}aé%%he@a% on i s
effectively revgkedeq 2GR inehi dpath@rdinbrestioa ds iedided imbaticksts; heut  above,
different application- |evel tickets nmay he gengrated. a
appl i cations t osutideatinsdor aaéprlicatiopyto E‘F?S*ﬁég‘w &%&%@Fﬁ%ﬁ% %Z%Pﬂg{‘%@g (2
access .Sec‘”g | ocal L.Q0Sd QiR R habWord vRlhe SIRIMRY Storeth butaiitor Meny appifcetiomt i on
stored in tH8 dévi c%, and (3) "access security certificat eﬁa%g_ttus itens as

[

wel | as securit yecesris vdhies it tbs keytsboms sToasEctivelveng fhervaiiy et a nt incl udes
25the ability to define applicat] ' fadidted. SRUs ag a ticket
S hssoni atatrRTRe PR hOR%: St B Aptiset

t hat on and that” permits access to the key
store to pot ent gkt Gihe ycketvildodomgpenaitl oprssvward ndhe keysipes and

authorization for the application is effectively revoked.

20 According to the preferred embodiment set out above, different application-
Jevel tickets may be generated and may allow applications to: (1) add, delete or
change records in the key store, (2) access secure locations to obtain, for example,
private key information stored in the device, and (3) access security certificate status
jtems as well as security cextificates themselves. The preferred embodiment includes

25  ihe ability to define applications as being trusted by issuing a ticket that is associated

with the application and that permits access to the key store to potentially carry out

the operations listed above.
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Various enbodi nents of the present invention having been thus described in

detail by way of exanple, it will be apparent to those skilled in the art
that variations and nodifications may be nade wi thout departing fromthe
i nvention. CLAI M 1. A systemfor granting access to key store entries

in a device, the device conprising one or nore nenory |ocations for storing
one or nore applications executable on the device, the systemconprising: a
key store conprising the key store entries; and a m croprocessor configured
to generate tickets, each ticket being associated with one or nore
applications and wt , Qne. A 4InLe HEB¥ pgeg(gﬁﬁw&ﬁﬁbﬁh@ﬁng' Yeerd fhas degyibed mr e, each
ticket conprising in S Ration 1o permt the one or nore ap$lications t hus
associated t0 Caghybwiy dfiexdneds it vl be afparenicie &osg Fhijled iy &t PEVARTHORE  or
accessing security certificates, each k . . ori sed in the key
store being madéndmediicgtiens may ﬁFmﬁ%g (mgﬁgségégﬁﬁﬁﬁgxg%g??cation on
condition that a ticket exists that is associated with the application and
with the key store entry. 2. The systemof claim1 in which the

m croprocessor generates tickets that are associated with an application by
the ticket conprising a one-way hash val ue derived fromone or nore
characteristics of the application. 3. The systemof claim 1l wherein
the m croprocessor is configured to: define a base ticket associated with
the key store; and generate, using the base ticket, further tickets
associated wth one or nore applications and with one or nore key store
entries.
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4. The systemof claim1l in which the m croprocessor provides each ticket
with a tine stanp and which renders tickets invalid after a predeterm ned
time period. 5. The systemof claiml in which tickets conprise
information to variably permt associ ated executing applications to further
carry out at least one of the foll opngppetions: add, delete or change key
store entries in the key store, or @access security certificate status

i nformation. 6. The systemof claim1 in which the m croprocessor

mai nt ai ns pggsmord information for_ the device.. stemof claim1

7. The sy
in which the®dd¥iPRetor grapting Raerss &0 KeY Sioss entighin M AgYes %da%eﬁ gamprising g

The sysfiRiBrQhore |n?én'iﬂr% 1odMRBALIOR sl B b FIRE EpiRAtibs ORItk bAGhd Svi@Ner at e
tickets I n response to a request froman application for access to the key

st or e. the system Thmpssisgeem of claim 1 wherein each ticket is associated with

all key store 1:entri es.in f&}gﬁ( ke% store. 10. The system of claiml1,
wher ei n af&8% SOFLCUHEISHE s KeY §Pr¢ %"t ore entries by the at |east one

execut i NG a 3PRtdpedtickRR SoMPEIBA to/gdrReHK filtetd) RASHVREIEt BbIn QBdoeRidPRithdRE or
wherein the key store entrq)l/ is made available to the at | east one executing

appl i cat i on mpretapplicatiogsiand mithpme nonere ey tore exirichin ba key storw sach tidkst t hat
a ticket exists that. s associ at i RRli: cat | ] ey
Stor e ent ry. comprst infghBRREE Fpt B bt drlRaRBLlGRheRyR Atselited o Wi
conpri sed i npwdakRistoheoe in a device, the device conprising a

m croprocessor and one or nore nenory |ocations for storing one or nore

applicati onsAcEsEsgsgeire legationfe Oklevi ce, the net hod conprising the steps of:
the m croproa%ggﬁgﬁlr Sg&ﬂﬁg@éli}]igge\ﬁckets, each ticket being associated with

one or nore app at1on ’h one or nore key store entries in the key
store, eaeficht keketore empy icsmptjsddninothesltdyostoteobging mddet dvailable torat rfease one
applications thus assqciated to ry . out | east one.of: accessi secure
| gg ati ons cﬁxecutfng app 1cat?on on conﬁﬁfonythat a t?c!,ket e%ssts %at 1s assoc?iate w{tﬂgche

application and with the key store entry.

2. The system of claim 1 in which the microprocessor generates tickets that are
associated with an application by the ticket comprising a one-way hash value derived from

one or more characteristics of the application.

3. The system of claim 1 wherein the microprocessor is configured to:
define a base ticket associated with the key store; and
generate, using the base ticket, further tickets associated with one or more applications

and with one or more key store entries.

4, The system of claim 1 in which the microprocessor provides each ticket with a time

stamp and which renders tickets invalid after a predetermined time period.

5. The system of claim 1 in which tickets comprise information to variably permit
associated executing applications to further carry out at least one of the following actions:
add, delete or change key store entries in the key store, or

access security certificate status information.
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accessing security certificates; and the m croprocessor granting an

executing application access to a key store entry if a ticket exists that
is associated with the application and with said key store entry. 12.
The nethod of claim 11l in which the step of generating tickets conprises

char act or P TS EAPREU T RSB oROR R REERN AR RERR bR SO R EROE oy

wi t h t hfor fleRleivi@at i on. 13. The method of claim 11l in which the step of
generating tickets conprises: defining abuse ticket associated with the key
store; and generating, using the base ticket, further tickets associated

wth one er ! I.ON i ] r -
T he it n SREPoE ERLROR, BRHE ucORE 10k IR e Enfilildons

ticket devide. a time stanp and the step of rendering tickets invalid after a
predeterm ned tine period. 15. The method of claim 11, wherein tickets
conprise information to variably permt associated applications to: add,

del ete or gCRARQGsKRF31RNhE , Slefdifthel dickd}Rode83r 3§ S3rfiguRid (8 GRSt TREMH fih Y
certificate status infornmation. 16. "The nethod of claim11, further

conpr i skesppnsdi® avequaspfrovemsapplicavni foi agess todbgkeytstéreom an appl i cation for
access to the key store. 17. The nmethod of claim 11 wherein each ticket
is associated with all key store entries in the key store. 18. The

met hod of 9c ik Rystdm OWORIS 1 WIRGEBSECH Bcl@B B REodié®with allkey kRye &itHecinghér i es
by the executing application normally requires password authorization, and

gr ant i rkgytskge.execut i ng application access to the key store entry conprises
granting said access w thout requiring password authori zati on. 19. A
conputing devi ce program product conprising a conputer-readable medi um

storing coOPUheksyREAT2MiH0]evhesdh eceeyMpuiRrorphagofnhekelestadantrd byahbe
executed to performa nethod on a device, the device conprising a ,keﬁ
store, % lepsconspprsermgsiprhsationnaommallygeguirss passyare aubpazationgandswheteinghene or

mor e anpli GALIBRT i€ XEAL LARIBICH hb% HOY G edePRid AP Aaf R RithGt Mquiring
password authorization on the condition that a ticket exists that is associated with the

application and with the key store entry.

11. A method for granting access to key store entries comprised in a key store in a device,
the device comprising a microprocessor and one or more memory locations for storing one or
more applications executable on the device, the method comprising the steps of:
the microprocessor generating tickets, each ticket being associated with one or more
applications and with one or more key store entries in the key store, each ticket
comprising information to permit the one or more applications thus associated to carry
out at least one of:
accessing secure locations, or
accessing security certificates; and

the microprocessor granting an executing application access to a key store entry if a ticket

exists that is associated with the application and with said key store entry.
12. The method of claim 11 in which the step of generating tickets comprises the step of

carrying out a one-way hash operation based on one or more characteristics of the application

to define the association of the ticket with the application.
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the m croprocessor generating tickets, each ticket being associated with
one or nore applications and with one or nore key store entries in the key
store, each ticket conprising information to permt the one or nore
applications thus associated to carry out at |east one of: accessing secure

| ocat | ons 1307y BGRARA 11 ARAY th ISPkl RyER iR BhrR: ocessor

granting an executl ng application acces store entry if a ticket
exi st s t hdefiniag amso tickttendsomdtdd Witk tlep@lyisoaejad and with said key store

entry. 20. .. The co tin evij.c r.agr am pr.odyct..of claim 19, wherein
Genet at i ngoeritis 5sioe b rast Skl e e BbiRtd S ingo Spdle apPiFEAS e on
one or nore LRALACHR drihérekePbotd&ntABP! 1 cation to define the association of
the ticket with the application. 21. The conputing device program

product of claim 19, wherein generating tickets conprises: defining a base
ticket assgciated wth.the Y, ore: and nerati.ng, .ysing .t as
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one or timeé &a&?)ﬁnﬂ&lﬂiﬁeﬁiﬁxﬁhming ticketd Zavalil @ftePAPretibtofmimey tifR Hefiegr am product
of claim 19, the nmethod further conprising providing each ticket with a

time stanp and the step of rendering tickets invalid after a predeterm ned
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appl i cafskcqviwted spplieafonsdel et e or change key store entries in the key store;
or access security certificate status_information.
add, delete or change key store entries in the key store; or

access security certificate status information.

16. The method of claim 11, further comprising the microprocessor receiving a request

from an application for access to the key store.

17. The method of claim 11 wherein each ticket is associated with all key store entries in

the key store.

18. The method of claim 11, wherein access to one or more of the key store entries by the
executing application normally requires password authorization, and granting the executing
application access to the key store entry comprises granting said access without requiring

password authorization.

19. A computing device program product comprising a computer-readable medium
storing computer program code, said computer program code adapted to be executed to
perform a method on a device, the device comprising a key store, a microprocessor and one
or more memory locations for storing one or more applications executable on the device, the
method comprising:

the microprocessor generating tickets, each ticket being associated with one or more

applications and with one or more key store entries in the key store, each ticket
comprising information to permit the one or more applications thus associated to carry
out at least one of:

accessing secure locations, or
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accessing security certificates; and
the microprocessor granting an executing application access to a key store enfry if a ticket

exists that is associated with the application and with said key store entry.

20. The computing device program product of claim 19, wherein generating tickets
comprises carrying out a one-way hash operation based on one or more characteristics of the

application to define the association of the ticket with the application.

21. The computing device program product of claim 19, wherein generating tickets
comprises:

defining a base ticket associated with the key store; and

generating, using the base ticket, further tickets associated with one or more applications

and with one or more key store entries.

22. The computing device program product of claim 19, the method further comprising
providing each ticket with a time stamp and the step of rendering tickets invalid after a

predetermined time period.

23. The computing device program product of claim 19, wherein tickets comprise
information to variably permit associated applications to:
add, delete or change key store entries in the key store; or

access security certificate status information.
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