-1 NAME RESOLUTI ON SERVER AND PACKET TRANSFER DEVI CE BACKGROUND OF THE
INVENTION 1 Field of the Invention 5 The present invention relates to a
name resol ution server and a packet tra?sfer devi ce and, nore
particularly, to a name resolution server and a packet transfer device
whi.ch enabl e custom zation of a nanme resolution response based on
attribute information of a 10 sender of a name resolution request nessage.
2. Description of the Related Art Known as a conventional nane resol ution

server of this kind is i r, 15 as
shown in RFCL034YA¥E, R@?&ﬁWD'EfO&PgEg{ggE'\%ﬁBaﬁxﬁgﬁﬂ %Fég%g?yﬁr[)gt%gégl ) networ k
for making a nanme resolution minly froman FQN (Fully Qualified Domain
Nane) to an |P address or froman IP address to an FQDN. By sending a DNS

query message which is a naggrck bHigp pRAUE @rpRssage to a DNS
server, a client who requests name resolution nmakes a request for nane
resolution and recejVvesedgDBB PPRSEnAESHAA0E as a nane resol ution
response fromthe server. en I nquired about the same name (FQDN, |P
25 adgress, etc.), appenppasbNS sav¥atibA balheekl yota nameurn the sane

solution result (IP address, FQDN, etc.) at any time. In recent years,
however, noreeabdufibe BENSve? aadver pabket amaaddietr dexiceumad,omagfe

returning a
particularly, to a name resolution server and a packet
transfer device which enable customization of a name

resolution response based on attribute information of a

10 sender of a name resolution request message.

2. D ription of the Rel
Known as a conventional name resolution server of
this kind is a DNS (Domain Name System). The DNS server,
15 as shown in RFC1034, for example, is used in an IP
(Internet Protocol) network for making a name resolution
mainly from an FQDN (Fully Qualified Domain Name) to an
TP address or from an IP address to an FQDN. By sending
a DNS query message which is a name resclution request
20 message to a DNS server, a client who requests name
resolution makes a regquest for name resolution and
receives a DNS response message as a name resolution
response from the DNS server.
When inquired about the same name (FQDN, IP
25 address, etc.), a common DNS server is basically to
return the same solution result (IP address, FQDN, etc.)

at any time. In recent years, however, more and more DNS



di fferent nane resolution result according to conditions even when

i nqui red about the sanme nane. In the followng, a specific exanple will be
made of the above-described 5 additionalgfunction. First is a function
called View of the BIND (Berkeley Internet Nanme Domain) w dely used as
server software of a DNS. By using the View, even when inquired about the
same name, a DNS server is allowed to change a 10 solution result to be
returned to a client according to a source |IP address of a DNS query

message or an FQDN or an_lP_add jed. .
case, for exBRPYerS WY %Psﬁﬁg%égﬁéﬁgggﬁégglgﬁfBgeﬁggﬁﬁﬁgﬁéyﬁggizggeisl2 :

private addrgiffﬁ%%an?&ﬁep?ééb?h%i&ﬂ LEEHER aBcbPgaddr esscehdatiéhnsserver

|l ocated in ane A résponse to an I nquiry about FQDN: ww. aaa. com

and conversely i n A GasEWheLe ansaur cfel Bamaddapes ofnttiee DRSL Dot
nessage is a g?obaﬁ ﬁP a ﬁ?ess, it is possible to return an Isqggd?z;s of

a Wb server 20 Lacat gdek e i ; -
_ a‘sp ekBmplee¥ilangt madeesfonhe nboxr-degeiripedbout
FQDN:. www. aaa. com There is another case where in a CDN (Coﬁten? Del i very

Net woisk) , thggqabeyendeseunbedoaddi tional function of a DNS i

, _ ( ( server is used
for the purpose of load 25 distribution of a contents distribution server
and inprovenent of miestpasfar fanceiohncallen, Viewi 8fath@oRABR practice to
arrange one content in a plurality of 3 servers to allot a user's request

to an appropfBetr&eley Internet Name Domain) widely used as server

software of a DNS. By using the View, even when inquired
about the same name, a DNS server is allowed to change a

10 solution result to be returned to a client according to
a source IP address of a DNS query message or an FQODN or
an IP address queried by the DNS query message.

In a case, for example, where a source IP address

of a DNS query message is a private address, it is

15 possible to return an IP address of a Web server located
in an intranet in response to an inquiry about FQDN:
www.aaa.com and conversely in a case where a source IP
address of the DNS query message is a global IP address,
it is possible to return an IP address of a Web server

20 located in an extranet in response to an inquiry about
FODN: www.aaa.com.

There is another case where in a CDN (Content

Delivery Network), the above-described additional
function of a DNS server is used for the purpose of load

25 distribution of a contents distribution server and
improvement of user performance. In a CDN, it is a

common practice to arrange one content in a plurality of



server in order to distribute | oads anong servers and t [

performance. Here, the DNS server is useg at the tinme gf ;gP;grsn;S:r
server to which a user's 5 request is tpgbe transmtted. In a case where
for one FQDN, IP addresses of a plurality of contents distribution servers
having the same contents are registered in a DNS server, when a client
mekes an inquiry about the FQDN, the DNS server 10 returns an |IP address of
an optimum contents distribution server to the client in view of server

| oads and use er f or man Used her f

2g?resslgf(gigf£9ﬁ%eF9 ﬁiggaaeu??ﬁnsn1ggﬁéggn£ P Q%?EBbQSaF%Cg sgmgce ol
ver server c S

o' Fesponsi BFETTSF Fangrrebord: Bk EE 1Bt By By e e et

Japanese Patept Laxi ngz0pe0,eEeahteN0 nefdD1tRI3BRE Sbeverniétesedef
to as therag & 5?% © % a nethodeof 5 server fﬁr obtalnlﬁg? ?nerred

addition to EQaGhSOEQhE'BESseleétiﬁ { anterdest Kbbutiieh sewser'and | ocati on
i nformation, not only a source IP address of a DNS query nessage but al so

clientg '0catk@&uéBE0&§BEbOBe trahisiideed.ongi tude, etc.) as information
?Eggg ?nfgrﬁ;L?Q; |ﬁ§£g;tlng aghoptb%gn1serv§r for the client based on
an | P address of the seregﬁse-4 ng en;gﬁ?ﬁé gpgﬁégfgfsgfﬁfgﬁsgﬁé Pet urni ng
client's plurality of contents distribution servers having t HFIn
same contents are registered in a DNS server, when a
client makes an ingquiry about the FQDN, the DNS server
10 returns an IP address of an optimum contents
distribution server to the client in view of server
loads and user performance. Used here as client
information is a source IP address of a DNS query
message transmitted by a client or a local DNS server
15 (DNS server which receives a DNS query message from a
client and is responsible for name resolution
processing) in general.
Recited in Japanese Patent Laying-Open (Kokai) No.
2001-273225 (hereinafter referred to as Literature 1) is
20 a method of a DNS server for obtaining, in addition to
load conditions of a contents distribution server and
location information, not only a source IP address of a
DNS query message but also client location information
(latitude, longitude, etc.) as information about a
25 client, selecting an optimum server for the client based

on these information in response to a DNS query from the

client and returning an IP address of the server.



location information, a resolver of the client sends a DNS query nessage
with the client's location information enbedded to the DNS server. By
receiving the DNS query 5 nessage with the |ocation infornation contained,
the DNS server is allowed to obtain the Iocation information of the
client in question. First problemof the conventional art is that a DNS
server is incapable of custom zing name resolution 10 based on various
attribute |nfornation of a user which has sent a DNS query nessage. Even if

custom zation is S|ble agnglf%g ] e@ £858£§3?n0E1&n§tGEie”t or

that on a node mhere arUN%a de | require eddi ng vari ous

attribute |n§or tion, Yag" 15, uhibghelases
Sl L8 edeienmSIAgE i Nt o
t he DNS quer 85 é PEQS uélguger? rggﬁest?ng Ehne resolutlonghave a

diversity of pRE' G hgggeﬁletseg Hd'wﬁg;h k@At gBn i avadaeson GoFdiratinOf
connection to a using termnal and a 20 network which vary with each user.

Cust omi zat i ogBE JRBEE tof ehel BitsORerFelrQ Ch@ngeceicdngeshendisggnamy
resolution result according to an attribute of a user who has requested

name resol ut paRshakl K4 thuehean cataitiionutie f oramytiing widntadasd ugdre it

consi deration. Anmong 25 exanpl es of custom zation of nane resolution are,
when neki ngsarsekutiisonlabwed e aidrdss ther lespdrdimdg nfemmaticmehf a
server which is distributing noving picture, 5 even with a DNS query havi ng
t he sane FQDMheprdsemt ig guestion.

First problem of the conventional art is that a
DNS server is incapable of customizing name resolution
10 based on various attribute information of a user which
has sent a DNS query message. Even if customization is
possible, modification of a resolver of the client or
that on a node where a DNS query is made is required for
embedding various attribute information of the user
15 which has sent the query message into the DNS query
message.
Individual users requesting name resolution have
a diversity of attributes including, location, favorites,
conditions of connection to a using terminal and a
20 network which vary with each user. Customization of name
resolution is to change a corresponding name resolution
result according to an attribute of a user who has
requested name resolution taking such an attribute
varying with each user into consideration. Among
25 examples of customization of name resolution are, when
making a solution of an IP address corresponding to an

FODN of a server which is distributing moving picture,



solution of an IP address of a server which is conducting distribution in
a wde band to a user using an ADSL as a connection |line, for exanple, and
5 conversely presenting a solution of anglP address of a server which is
conducting distribution in a narrow band to a user using an ISDN line as a
connection line. Custom zation of name resolution can be realized by
maki ng a name resol ution further taking nore user 10 attribute information
into consideration including user's Iocation and favorites and a term nal

used. Conventi onal. I
resol ution oﬁV?nbgéggNSnBﬁ§¥§5§§ge§8e t%reﬁ%g_o gg%ggﬁhﬁ%.gaggnnnn
DNS, Conta'n§813%1$ﬁp th”ﬁb' ?d@QQBENg %S%%rb%rawﬁﬁéhQH%ry message is at

nost only a SoUrce ress of the query nessage. Conmon DNS server

s thereforecB&%ﬁB@@hg Qﬁsggﬁﬁh%&aﬂ iot Rekriidal ot ton af e ra wduice | P
address of a query nessage. Also with the above-described View 20

function of g,BhNBL asDNSceaneetibs alineveddro ekalplenl yanda source | P
address of a DNS query nessage into consideration at the tinme of nane

resol yion. Wheweswsll§nipziesentdme kesolluttiion if wsi IF eddness roramat i on
than a source I P address of a DNS query 25 nessage according to
convent i onal sattrerakihitche isecessiact 1nignfidsmatibort isifodind @ amstdand nt o

the DNS query nessage. 6 Recited in Literature 1 is a systemin which for
to a user using an ISDN line as a connection line.

Customization of name resolution can be realized by
making a name resolution further taking more user
10 attribute information into consideration including
user's location and favorites and a terminal used.
Conventional DNS servers, however, are allowed to
customize name resolution only based on data embedded in
a DNS query message. In a common DNS, contained as
15 information about a user in a DNS query messade is at
most only a source IP address of the DNS query message.
Common DNS server is therefore incapable of obtaining
other information than a source IP address of a DNS
query message. Also with the above-described View
20 function of a BIND, a DNS server is allowed to take only
a source IP address of a DNS query message into
congideration at the time of name resolution.
When customizing name resolution by using other
information than a source IP address of a DNS query
25 message according to conventional art, all the necessary
information should be embedded into the DNS query

message.



a DNS server to conduct name resolution based on user's |ocation
information, the user's location information is enbedded into a DNS query
message transmtted by a 5 client. This.gystem however, has two
shortcomngs. First is that for enbedding information necessary for

custom zation of nanme resolution into a DNS query nessage, user's
environnents including OS and application software used by the user should
be changed. 10 Since currently used resolvers lack in a function of

sei zi ng user attribﬁ%%FigééiggtLQEe%EguggbﬁdgEng gpgtehnggrggggﬁﬂgggto 2

DNS query nessage, on~ 0 g€ resolvers rs requir

modi i cati onaobtmgeﬁgw%&s toot:o%hhctth%am%e&ésgimqo hg NS 86 gkerngeds

enornmous 15 costs. Second 1s that even when a resolver is changed and user

attribute infgeaRE AN ihToeMRedda] tREOU3ePNS 19@RY B ISFRemalides i@l user
attribute informati on enbedded are fixed to fail to cope with different

cases 20 whemBedsed ahitbl BUDRS Gleifakiees ayedrbe@mittadDNy aserver varies
with each DNS server. It is therefore difficult according to the

converst i onal cadenktqr BhDBSsyseenmerhbtweobt ai hassewoathorbobmingbor mati on
necessary for custom zing nane resolution. 25 Second problem of the
conventi onal Farsti dst lrhita fopaekbe ddiags fiarf cdendtdeondingsessdron f@1mpat h
between a DNS server and a client is not allowed to use information -7 (IP
address for sustQDNzetdop ednnaregedeselating into a DNS query

message, user's environments including OS and
application software used by the user should be changed.
10 Since currently used resolvers lack in a function
of seizing user attribute information and embedding the
information into a DNS query message, modification of
the resolvers is required. The modification of resolvers
of all the users using the DNS server needs enormous
15 costs.

Second is that even when a resolver is changed
and user attribute information is embedded into a DNS
guery message, kinds of user attribute information
embedded are fixed to fail to cope with different cases

20 where user attribute information required by a DNS
server varies with each DNS server. It is therefore
difficult according to the conventional art for a DNS
server to obtain user attribute information necessary
for customizing name resolution.

25 Second problem of the conventional art is that a
packet transfer device disposed on a path between a DNS

server and a client is not allowed to use information



response nessage returned fromthe DNS server to the client. Consider a
case, for exanple, where a client 5 connects to a certain Wb site. For
connecting to the Web site in question,_ghe client first solves an IP
address for an FQDN of the Web site in question by using a DNS to connect
to the | P address obtained as a result of the solution. In the control
related to the 10 connection between the client and the Wb site, the DNS
server only conducts control of a connection destination, that is, only

teaches an | P_addr.ess of ue tlon tQ the |ent Al t hough
control rel atéf FGSESHHeéPFoﬁnbgg%geﬁtg )1% a&ﬁﬁda&g &S site furthe?
I ncl udes contral af such P r r t ansfer a
packet passiﬁs 8R™tRe cgﬁ% t?%%%%HE8Uest oﬁ Bﬁ% %%Fgﬁﬁﬁ%%hg,%noutput

path control Eﬁgerentlal transfer control, etc.), since the control of
t he packet trans met hods 20 is realized not by the client but by

statically set or 25cdyRapkeakl ¥agl, Byraekaw Eu@g phet-ecal caiene |1 ke on a
packet transfer device disposed on a passage between the client and the

Véb siste, a byansetwerd @ dektalinowed tsdteconrFoel cobhaeetpagked thensfer
met hods. Packet transfer device here represents a total of such devices

whi ch conductiepagkele tihagsketipngcede mdisnt dirdsthealstes Rn sBM t ch, an ATM
(Asynchronous Transfer 8

address for an FQDN of the Web site in question by using
a DNS to connect to the IP address obtained as a result
of the solution. In the control related to the

10 connection between the client and the Web site, the DNS
server oniy conducts control of a connection destination,
that is, only teaches an IP address of the Web site in
question to the client.

Although contrbl related to connection between a

15 client and a Web site further includes control of such a
packet transfer method as how to transfer a packet
passing on the connection in question (header rewriting,
output path control, preferential transfer control,
etc.), since the control of the packet transfer methods

20 is realized not by the client but by statically set or
dynamically set by a routing protocol or the like on a
packet transfer device disposed on a passage between the
client and the Web site, a DNS server is not allowed to
control these packet transfer methods.

25 Packet transfer device here represents a total of

such devices which conduct packet transfer processing as

an Ethernet (R) switch, an ATM (Asynchronous Transfer



Mode) switch, a router, a layer 4 switch and a layer 7 switch. If a DNS
server is allowed to sinultaneously conduct both the control of a
connection destination at 5 a client andg,the control of a transfer nmethod
at a packet transfer device, the effect of linking two controls wll be
produced. If in the connection between a client and a Wb site as

descri bed above, for exanple, wth a client's connection destination as a
Wb server 10 whose load is the smallest, control, which is to be

conduct ed at _a packet, t ansfer device n t he AL ferentially
transferringMQd% cRELLS anﬁOSgthe 3ﬁﬁ§bt|3 lﬁﬁﬁhéﬁﬁﬁﬁh& gileﬂ{ in
question ands%g%cﬁgb server in question is executed sinultaneously by the

DNS 15 server”, “speed-up of access between the client and the Web site can

pe eflectively reallied, pRgekothese il bAYBRLANEES o hAMRURLOuEARI T Ol Of 2

connection destination at a I ent and control a transfer méthod at a

packet transighgdey &etd €hel cHRRIA! &leY acgrmlu@&qofrm&h@tqt@mmo' nt of
t he packet transfer device, it is not allowed to use infornmation

cont aigned i naa cDHSHAEIPANEBMRSHEGR 1! dNitried dar ancNDd w4y wer to the
client, while fromthe standpoint of the DNS server, it is not allowed to

control the pazhefterrhsferhdedvdice,hehpatdiecy atsflamkdag dawdy using the
DNS response nessage sent to the client. -9 SUMWARY OF THE | NVENTI ON
controls will be produced. If in the connection between
a client and a Web site as described above, for example,
with a client's connection destination as a Web server
10 whose load is the smallest, control, which is to be
conducted at a packet transfer device on the way, of
preferentially transferring a packet passing on the
connection between the client in question and the Web
server in question is executed simultanecusly by the DNS
15 server, speed-up of access between the client and the
Web site can be effectively realized.
Under these circumstances, however, control of a
connection destination at a client and control of a
transfer method at a packet transfer device are
20 separately conducted. From the standpoint of the packet
transfer device, it is not allowed to use information
contained in a DNS response message transmitted by a DNS
server to the client, while from the standpoint of the
DNS server, it is not allowed to control the transfer

25 method at the packet transfer device by using the DNS

response message sent to the client.



A first object of the present invention is to provide a nane resolution
server capable of obtaining wuser attribute information necessary for
custom zing 5 nane resolution and m nut ey custom zi ng nanme resol ution
based on the obtained user attribute information wi thout forcibly changing
current user environments (termnal, OS, application software or the like
used by the user). A second object of the present inventionis to 10
provide a nanme resolution server not only capable of dynamically obtaining
user attribute information Lon of nane resol ution
and minutely custom zing namesre he obtained user

attribute informatiop ﬂgge%bbgpgl B V.48 gggagheglﬁ%h%@fmuasr to

environnments (term nal I'cation s ware or ft ke used by the

user) but %%8&1@1}5' 49n gﬂ‘e“ %%b(iﬁt‘ifond%@&%@b' %ba‘l?:tifea'o'i' % tlall@ 1%L

attribute information and managi ng the same. A third object of the present

i nvention isybar AQtRHAGVHAE 1A rRRIR tienohelledR a36" olr CaRARINE zQgcontrol |ing
both a connection destination at a client and a packet transfer nethod at
a packet trangsier réevileeiof bad Windkieast cofstiond Zimnes evainel Medtilivaiidrs t o
provi de a packet transfer device enabling control of a 25 packet transfer
met hod by a bagedr esolthe obthned]aseentatard butee iindd rirettvieen va tdiduent and
a nane resolution server. -10 According to the first aspect of the

i nvention, aforcibly changing current user environments (terminal,

0S8, application software or the like used by the user).
A second object of the present invention is to
10 provide a name resolution server not only capable of
dynamically obtaining user attribute information
necessary for customization of name resolution and
minutely customizing name resolution based on the
obtained user attribute information without forcibly
15 changing current user environments (terminal, OS,
application software or the like used by the user) but
also having a function of dynamically obtaining the user
attribute information and managing the same.
A third object of the present invention is to
20 provide a name resolution server capable of controlling
both a connection destination at a client and a packet
transfer method at a packet transfer device.
A fourth object of the present invention is to
provide a packet transfer device enabling control of a
25 packet transfer method by a name resolution message sent
and received between a client and a name resolution

server.



nane resol ution server which conducts nane resolution wth respect to a
recei ved nanme resolution request 5 nessage and returning a result of the
nane resolution by a nane resol ution regponse nessage, which obtains,
based on information contained in the nanme resol ution request nessage,
attribute information regarding a user as a sender which is not contained
in the nanme resolution 10 request nessage to conduct the nanme resol ution
based on the attribute information. According to another aspect of the
invention, a nane resolution server which conducts name resolution wth
respect to a received nanme resolution request 15 nessage and returning a

It of th i '
result of the name rgsghilssgy géttﬂeﬂ%%?s%?ﬁ%&%bkoBfr%ﬁgoﬁﬁ%eﬁ%iﬁﬁgfgute

conprises a user nfornmati o aini ng unit Ich obtains, as att

i nformation negar dbag18+Ussl satvarSaRdeh Yonde s HRne desdARR iSOl Uti on
request nessage, the attribute 20 information other than information

contai ned inylike RaERechese &l reRciVGue Hamde $eR¢Autdth ddReRANse _
generation unit which conducts the nane resolution by using the attribute

information abkaiagedahd reeursdhng Bf cemilitonf aheainzng resdlutdogensr ate a
nane resol uti on response 25 nmessage. According to another aspect of the
invention, aa pamketretodnsfien desponsshines stagens Wwlrisha abdedinsad bpessicbt - 11
to other node, wherein control of a packet transfer nethod as a nethod of
t ransf er ri ngophénfecviatddnpacngiained in the name resolution request
message, attribute information regarding a user as a
sender which is not contained in the name resolution
10 request message to conduct the name resolution based on
the attribute information.
According to another aspect of the invention, a
name resolution server which conducts name resolution
with respect to a received name resolution request
15 message and returning a result of the name resolution by
a name resolution response message, comprises a user
information obtaining unit which obtains, as attribute
information regarding a user as a sender of the received
name resolution request message, the attribute
20 information other than information contained in the name
resolution request message, and a response generation
unit which conducts the name resolution by using the
attribute information obtained by the user information
obtaining unit to generate a name resolution response
25 message.

According to another aspect of the invention, a

packet transfer device which transfers a received packet



to the other node is conducted based on information contained in a nane
resol ution response nessage 5 transmtted froma nane resolution server to
a client. According to another aspect of; the invention, a packet transfer
device which transfers a received packet to other node, conprises a DNS
proxy unit which once receives a nane resol ution response nessage
transmtted 10 froma nanme resolution server to a client and rewites the
contents of a routing table in which a packet transfer nethod as a nethod

of transferrlng Eﬁ% %glvedh Eggket tQ %? %tge @%g% t% Q%%%rbased on
8 r§ ﬁt e Il CO III:'uO a a

i nformati on tarne We nane reso I on re ponse nessag

Accor ding to a@%ﬁe as23P5Rkngh bhe crayeationy gath@a%%telve@@fa@ke%ew ce

whi ch transfers a receive acket "to other conpri ses user

i nformation ebt %h@' Bﬂhegnhbdml%hc%tiab%dawa@b@uw i iRd o regarding a
user as a sender of a name resolution request nmessage 20 transmtted froma

client to a pemRaiaed Uhi @NnafkeVeesolaidon RNSpON®E) mewslagshi ch once
receives the nane resolution request nessage, obtains attribute

i nformat i on regasditgedhéronen abnmieheegalwtiesnolseriver toeguediiemssage

t hrough the user information obtaining 25 unit and adding the attribute
informati on to the nageordésgl tibi enotbguesspressade the tinsesrrion,he nane
resol uti on request nmessage obtained to the name - 12 resolution server.
Accor di ng t oPasbetetragséer devilse minieh itaqnsfers a received packet

to other node, comprises a DNS proxy unit which once
receives a name resoclution response message transmitted

10 from a name resolution server to a client and rewrites
the contents of a routing table in which a packet
transfer method as a method of transferring the received
packet to the other node is held based on information
contained in the name resolution response message.

15 According to another aspect of the invention, a
packet transfer device which transfers a received packet
to other node, comprises a user information obtaining |
unit which obtains attribute information regarding a
user as a sender of a name resolution request message

20 transmitted from a client to a name resolution server,
and a DNS proxy unit which once receives the name
resolution request message, obtains attribute
information regarding the user of the name resolution
request message through the user information obtaining

25 unit and adding the attribute information to the name
resolution request message to transmit the name

resolution request message obtained to the name



nane resol ution server which conducts nane resolution wth respect to a
recei ved nane resol ution request 5 nessage and returns a result of the nane
resolution by a nane resolution responseg, message, wherein the nane

resol uti on response nessage contains a packet transfer nethod at a packet
transfer device. According to another aspect of the invention, a 10 nanme
resol ution program operable on a nanme resolution server which executes
processi ng of conducting nane resolution with respect to a received nane

resol ution &%%% %&jEEF%%%%e%Qd returning a result of the name resolution
by a nane reSol"ution response ‘nessage, 15 conprises a function of

obtai ning. based on hALALABHLOR, SARLALDCGLALNG R ESALULLM Leguest

nmessage, attribute information regar user as a sen which is not

contai ned i nphe RIFRIARIYULIRVSLIMETh RIRAIE s RO NI 1 dtheane
resol ution based on the attribute 20 information. According to another

aspect of thﬁriitleQ'féV@\hp_@&,t o RAFRJAVRIANGR Ree@laBipenakfesn a nane
resol uti on server i ch executes processing of conducting nane resolution

W th riespect nie®sagee@idvedtnans e sedsuiliton 2 Theeqitant mesdage candy et ur ni ng
a result of the name resolution by a name resolution response nessage,
conpri ses a ms@e nefsoludtioon refspainsien grefasacts ,owhesfreils thebtreimg ng, as
attribute information regarding a user as a sender of the received nane
resol uti on r &@sedutmess ggsponse message contains a packet transfer

method at a packet transfer device.

According to another aspect of the invention, a

10 name resolution program operable on a name resolution
server which executes processing of conducting name
resolution with respect to a received name resolution
request message and returning a result of the name
resolution by a name resolution response message,

15 comprises a function of obtaining, based on information
contained in the name resolution request message,
attribute information regarding a user as a sender which
is not contained in the name resolution request message
to conduct the name resolution based on the attribute

20 information.

According to another aspect of the invention, a
name resolution program operable on a name resolution
server which executes processing of conducting name
resolution with respect to a received name resolution

25 request message and returning a result of the name
resolution by a name resolution response message,

comprises a user information obtaining function of



the attribute information other than information contained in the nane
resol ution request nessage, and a 5 response generation function of
conducting the name resolution by using;{he attribute information obtained
by the user information obtaining function to generate a nane resol ution
response nessage. According to another aspect of the invention, a 10
packet transfer program operable on a packet transfer device which
conducts processing of transferring a received packet to ot her node,
conprises a f% ctlon of acket. transfer. nethod as

a nethod of S r’?& ah I—?CEI Vet r?gg?ttlcfno t'ar‘r:’ear lH"eqr aléu r%deasoased on

I nformation ¢o QT td eﬁgﬂg dted
froma nane (réesggl lﬁfté?gr‘ljlfqgglrever teg&%(acllhl é‘%?r ccording to anot her e'ct of

the inventionnhed 2 tRGKRILd AR Ra RO 'ARAP YA & b ARaHLt tr a”Sf er 20
devi ce whi ch conducts processing of transferring a recelived packet to other

node, conpri ntaiPN3 AMOhe M@ ir¥sAfutdREe ﬂe&ﬁ.fééﬂ oS JHE drRBQ ution
response message transmtted froma nane resolution server to a client

and rew i ti ngeshensenigateraafion fulotien Ad edniuti Wy ahed raeket transfer
met hod as a nethod of transferring the received packet to the other node
is held base@gsoiutrifoor et ueincorithe reackriibutee indroermalid are sddtddired r esponse
nmessage. According to another aspect of the invention, a
by the user information obtaining function to generate a
name resolution response message.
According to another aspect of the invention, a
10 packet transfer program operable on a packet trangfer
device which conducts processing of transferring a
received packet to other node, comprises a function of
conducting control of a packet transfer method as a
method of transferring the received packet to the other
15 node based on information contained in a name resolution
response message transmitted from a name resolution
server to a client.
According to another aspect of the invention, a
packet transfer program operable on a packet transfer
20 device which conducts processing of transferring a
received packet to other node, comprises a DNS proxy
function of once receiving a name resolution response
message transmitted from a name resolution server to a
client and rewriting the contents of a routing table in
25 which a packet transfer method as a method of

transferring the received packet to the other node is

held based on information contained in the name



packet transfer program operable on a packet transfer device which
conducts processing of transferring a 5 recei ved packet to other node,
conprises a user information obtaining.function of obtaining attribute
information regarding a user as a sender of a name resolution request
nmessage transmtted froma client to a nane resolution server, wherein a
DNS proxy function 10 is executed of once receiving the nane resol ution
request message, obtaining attribute information regarding the user of the

name resol utiqQl gﬁhﬁ&ﬂ% (. @?ﬁ)@ﬁ?ﬁk@r h the user information obtaining

function and addi ng the CETBut & information to the name 15 resol ution

request nessage to thﬁ&%ﬁﬂ&nbh%on%ﬂﬁthh%sQEBEano&e%H%SHn$%%%§Q% ot ai ned
to the name resolution servér. According to another aspect of t he

invention, apakdeR AeSRIsEeroprRiRal dperapla™y e Yddkean tseineehi ch 20
execut es processing of conducting nane resolution with respect to a

recei ved nanmeevdsel which cegdustsresoegssimd ofettransfgmrimsw t of the
nane resolution by a name resolution response nessage, conprises the step
of obt ai ni ngeckedyved @ackeftotoatotdercomids ,nedpnpritdes ranse25 resol ution
request message, attribute information regarding a user as a sender which
i s not cont aiifE@rmatiome obdad g furnickiane fesbhaddsiage atdwidnhect t he
nane -15 resaqglution based on the attribute information. According to

anot her aspedffQFMakd oM FeFRreiNgG @ user as a sender of a name

resolution request message transmitted from a client to
a4 name resolution server, wherein a DNS proxy function
10 is executed of once receiving the name resolution
request message, obtaining attribute information
regarding the user of the name resolution request
message through the user information obtaining function
and adding the attribute information to the name
15 resolution request message to transmit the name
resolution request message obtained to the name
resolution server.
According to another aspect of the invention, a
name resolution method by a name resolution server which
20 executes processing of conducting name resolution with
respect to a received name resolution request message
and returning a result of the name resolution by a name
resolution response message, comprises the step of
obtaining, based on information contained in the name
25 resolution request message, attribute information
regarding a user as a sender which is not contained in

the name resolution request message to conduct the name



nane resol ution nmethod by a name resolution server which executes
processi ng of conducting nanme resolution with 5 respect to a received nane
resol ution request nessage and returning a result of the name resol ution
by a nane resolution response nessage, conprising the steps of obtaining,
as attribute information regarding a user as a sender of the received nane
resol ution request nessage, 10 the attribute information other than
information contained in the name resolution request nessage, and

conducti ng t@%s%%”%lo%S%E% O%nb%h%s't%fﬁ@%égj”wéﬁﬁm £4 d%fornatlon obt ai ned

to generate d nane reso Uthﬂ response nessage COI’dI ng to anot her

aspect of the |nvent?georalngaggegnbggg§fgﬁgt ok ot%@bc& g@%@qﬁ&s

processing of transferring recei ve conprises the

step of C0nd%%hb”&e%%ﬂh&&bn@h@kﬁ%dp %1n%ﬁ@ﬂ%@@bldﬂ%dﬂ“&é%%é%'ﬂﬂﬂaﬁi(ﬁ
transferring the received packet 20 fo the other node based on information

cont ai ned i nexect@@s KRSy OFSROMTRICHIRAGRNY SEFOMitEGH MABER nane
resolution server to a client. According to another aspect of the

I nventd on, aregpeke! tior anseere iveidh adnshires cdondwet 3 goruecsss siass aafe 25
transferring a received packet to other node, conprises the step of once
recei vi ng a made re¢sgininigor respditsef rohss agae Essiiuttien fhiyora aamere
resolution server to a .16. client and rewiting the contents of a routing
table in mh#@ﬁoﬂﬁélﬁacK@ﬁppméﬁsﬂﬁﬁS@@@ho@qmpniﬁﬁQQHihQﬁSteps of

obtaining, as attribute information regarding a user as
a sender of the received name resolution request message,

10 the attribute information other than information
contained in the name resolution request message, and
conducting the name resolution by using the attribute
information obtained to generate a name resolution
response message.

15 According to another aspect of the invention, a
packet transfer method which conducts processing of
transferring a received packet to other node, comprises
the step of conducting control of the packet transfer
method as a method of transferring the received packet

20 to the other node based on information contained in a
name resolution response message transmitted from a name
resolution server to a client.

According to another aspect of the invention, a
packet transfer method which conducts processing of

25 transferring a received packet to other node, comprises
the step of once receiving a name resolution response

message transmitted from a name resolution server to a



transferring the received packet to the other node is held based on

I nformation contained in the nanme 5 resol ution response nessage. According
to another aspect of the invention, a pggket transfer method which
conducts processing of transferring a received packet to other node,
conprising the steps of obtaining attribute information regarding a 10
user as a sender of a nanme resolution request nessage transmtted froma
client to a nane resolution server, and once receiving t he nane resol ution

request nessggeehto%h%l gg %Ehrlgﬂte n%tb n n&?ta%ﬁ user of

t he name resoldtion reque he user ion~obtai ni ng

function a”“'w%i@h”%hrehga@:kteft' QE:ta?lsf'eQ'f Qe ! % H&% %%ln%fr esol ution

request nessage to nsmt the name resolution request nessage obt ai ned

to the ”a”Et&%ﬁ%&%&k&ﬁgﬁ%&ée&ecgﬁ%eh'@%bk%%”%of%%@ Wrih@F $RIdeerisaccordi ng
to the 20 present invention includes a user information obtaining unit

for obtai ni ngeald baleide onnfinFeriia®iocdf contsdnedhdn hae seffe a name
resol uti on request nmessage by referring to a user information database in

whi ch & he at treisblie i onnfrespanisen mefls shlge .user who has sent the nane
resolution 25 request nessage is registered and a response generation unit
for minutely custon acrgrdamg tesehothem bapedtorf the dbwentddnat@ri bute

i nformati on. Since adopting such -17 a structure enables the first nane
resol uti on s®egketotrapsdesr awdiod mhdsh eondwchiss PRRCAS side fesol ution by

transferring a received packet to other node, comprising
the steps of obtaining attribute information regarding a
10 user as a sender of a name resclution request message
transmitted from a client to a name resolution server,
and once receiving the name resolution request message,
obtaining attribute information regarding the user of
the name resolution request message by the user
15 information obtaining function and adding the attribute
information to the name resolution request message to
transmit the name resolution request message obtained to
the name resclution server.
The first name resolution server according to the
20 present invention includes a user information obtaining
unit for obtaining attribute information of a user who
has sent a name resolution request message by referring
to a user information database in which the attribute
information of the user who has sent the name resolution
25 request message is registered and a response generation
unit for minutely customizing name resolution based on

the obtained attribute information. Since adopting such



using attribute information of the nmessage sender not contained in the
recei ved nane resol ution request 5 nessage, no client needs to contain
attribute information necessary for the;panme resolution server to
customi ze nane resolution into the message in question. [In other words,
custoni zation of name resol ution based on various attribute information is
possi bl e at the nane 10 resol ution server wthout the need of changing the
current user environnments (terninal CS, application software or the |ike

used by the uset)., [helelpl feb B1esne Hite tOage 121 i, e%%@:tve'r”f?"t'on

can be attaine & Y& GhG s resolutron server accor t he
pr esent |nveqhbo?rb%%5#dgﬁvgdgﬁ§ Iy YRR idn addi tion
to the conponent rst nane reso tron server e pr sent

i nvention. E@&n&s%&t'r&fb%t@tm@%rmﬁ%ﬁ%ﬁt £ Enef!.%%g@”' e%i&efie'ﬂd@at I on
i nformati on obtai'ning unit for obtaining 20 attribute |nfornat|on and

information zbeuhined ik thleatreses ved ealeeddaplart it Refuerat | on server
fromthe authentication server and a user information updating wunit for

dynamikal | y megissiger,i ng atltikeniuhedds aomaicndaimtatanidercd nf or mati on

dat abase or dynam cally deleting 25 the attribute information fromthe user
i nformati on iddoabadd omasedess ariye folxt dibeedhaatet mdnatie i rseatvean tand

i nformation about the log-in statuses. Adopting such a -18 structure to

aut onat i cal | gustemice nagies resolotion igdice tihen mefs saae iputagsiti®mat i on to

be referred to at i ) i
In other words, customization of name resolution based

on various attribute information is possible at the name
10 resolution server without the need of changing the
current user environments (terminal, 0S, application
software or the like used by the user). Therefore, the
first object of the present invention can be attained.
The second name resolution server according to
15 the present invention includes a user information
management unit in addition to the components of the
first name resolution server of the present invention.
The user information management unit has an
authentication information obtaining unit for obtaining
20 attribute information and information about log-in
statuses collected by an authentication server from the
authentication server and a user information updating
unit for dynamically registering attribute information
at a user information database or dynamically deleting
25 the attribute information from the user information
database based on the obtained attribute information and

information about the log-in statuses. Adopting such a



the time of nanme resolution at or fromthe user information database
attains the second object of the 5 present invention. The third nane
resol ution server according to the presgnt invention includes a response
generation unit for referring to a response database in which both a
connection destination corresponding to a nane and a 10 net hod of
transferring a packet to the connection destination in question are
registered to generate a nane resolution response nessage containing both

a connection,de nat Lon corre on tQ d
resolutlonlrgﬁugéthﬁgslgggugﬁga Eﬁgt cgpd%g%?ra S eFF&%&”ég%éng?nfo t he
connecti on d%%ﬁb%ﬁbh@%f‘Btt%&%%%'oﬁnf@&h%ti%%ht% %%fg%@@f%eéﬂté'gi

receptl on of ‘a resolution request nessage, sending to a client a

name resol uti.ga &qmown@ﬁ@%%oq%&%ma@g ROl o GRG0 destinati on
corresponding to an inquired name 20 and a nmethod of transferring a packet

to the conneghifefmadesh Gaktla®asken ad4eshisorrenaiicend lod Rrekelr st er
device of the present invention to use the packet transfer nethod

cont ained i npiregendmd.nven@lidni.on response nessage. As a result, the third
obj ect of the 25 present invention can be attained. The packet transfer
devi ce of the presenfhei hhémtli oamenckesdédstd ons eerivefroareorad ngbtta rihveg uni t
for 19 obtaining attribute information of a user who has transmtted a
nane resol ut PeeseaguésvemssoagdngigdgspRSresponse generation unit

for referring to a response database in which both a
connection deétination corresponding to a name and a

10 method of transferring a packet to the connection
destination in question are registered to generate a
name resolution response message containing both a
connection destination corresponding to a name inquired
by a name resolution request message and a method of

15 transferring a packet to the connection destination in
guestion. With such a structure, at the reception of a
name resolution request message, sending to a client a
name resolution response message containing both a
connection destination corresponding to an inguired name

20 and a method of transferring a packet to the connection
destination in question enables the packet transfer
device of the present invention to use the packet
transfer method contained in the name resolution
response message. As a result, the third object of the

25 present invention can be attained.

The packet transfer device of the present

invention includes a user information obtaining unit for



proxy unit for enbedding attribute information obtained by the user

I nformation obtaining unit into a nane 5 resol ution request nessage and
then extracting a packet transfer methoggfroma nane resolution response
nessage transmtted by the second name resolution server of the prevent

I nvention to store the obtained information in a routing table. Wth such
a structure adopted, at the 10 tine of transferring a packet, referring to
t he packet transfer nethod extracted fromthe name resolution response

nmessage tr a”%’ﬂttaH%[qhgyy aTttr{?: %ﬁﬁ:%bq'n% rig O|0Lft [ orhssegtr ‘6?1‘1; eg}ast he present

I nvention attains our ] ect er JECtS ures and

advant ages o hRniRRREH nMEe R iiidn +C RS DFgAé)raMea deifeni | ed
description given herebel ow. BRI EF DESCRI PTI OF THE W NGS 20 The

present invemddxy Wnit HFRrURMNHDNG MRt idutd M dfdmdtdidrmidiekd
description given herebel ow and fromthe acconpanying draw ngs of the
preferred emyodihenisedf infRrraERin @btaihicly Jmweierto shatdntk not  be
taken to be limtative to the invention, but are for 25 explanati on and
under st andi ngresollytiom richmedrtaweasgsage-iand then aexdiimckidicagr gracdedni ng a
structure of -20 a first enbodi ment of the present invention; Fig. 2 is a
di agr am showitwgnsf eax aesihe do ff ey e manjen frsyseaivitorprd teHrT s s sHI”) to t he

first enbodi nent ]
transmitted by the second name resolution server of the

prevent invention to store the obtained information in a
routing table. With such a structure adopted, at the

10 time of transferring a packet, referring to the packet
transfer method extracted from the name resolution
response message transmitted by the second name
resolution server of the present invention attains the
fourth obiject.

15 Other objects, features and advantages of the
present invention will become clear from the detailed

description given herebelow.

BRIEF DESCRIPTI F THE DRAWT
20 The present invention will be understood more
fully from the detailed description given herebelow and
from the accompanying drawings of the preferred
embodiment of the invention, which, however, should not
be taken to be limitative to the invention, but are for
25 explanation and understanding only.
In the drawings:

Fig. 1 is a block diagram showing a structure of



of the present invention; 5 Fig. 3 is a diagram showi ng an exanple of a
response dat abase according to the first enbodi nent of the present
invention, Fig. 4 is a flow chart show ngyoperation of a DNS server
according to the first enbodi ment of the present 10 invention; Fig. 5is a
flow chart show ng operation of obtaining user attribute information by
the DNS server according to the first enbodi nent of the present

invention; 15 Fig. 6 is a block diagramshowing a structure of a response

generation u iEi&gté?ﬁtﬁgﬁ?éﬁﬁygﬁbg%%oByég%né‘15433933%§t enbodi nent of the

present inventi on, difagram showi ng a Structure in which

the user informationdgtanase Lodiskdahy shopdndaabasgnpgty el acegeding to

the first enbodi ment e present I nvention; agram show ng

an exanpl e of; Hirhe-matATRORBE aBRlsAD IR Ira Iy b USRS Aldd R diM<rdmation is
registered in the first enbodi nent of the ‘present 25 invention; Fig. 9 is a

bl ock di agr amfshkde pFedehity Uadn® idin; a second enbodi ment of the present
invention; -21 Fig. 10 is a sequence di agram showi ng an exanple of a
nmessage sequence at Fhe.t3ntsoh dhikaramnghoesdihg ant exabmpdel ®fommati on by an
aut henti cation information

response database according to the first embodiment of

the present invention;

Fig. 4 is a flow chart showing operation of a DNS
server according to the first embodiment of the present

10 invention;

Fig. 5 is a flow chart showing operation of
obtaining user attribute information by the DNS server
according to the first embodiment of the present
invention;

15 Fig. 6 is a block diagram showing a structure of
a response generation unit in the DNS server according
to the first embodiment of the present invention;

Fig. 7 is a block diagram showing a structure in
which the user information database is held by a

20 database server according to the first embodiment of the
present invention;

Fig. 8 is a diagram showing an example of the
response database in which user attribute information is
registered in the first embodiment of the present

25 invention;

Fig. 9 is a block diagram showing a structure of

a second embodiment of the present invention;



obtaining unit froman authentication server by using a 5 Proxy function of
a RADI US protocol in a case where the authentication server is a RAD US
server in the second enbodinment of the.pyesent invention; Fig. 11 is a
sequence di agram showi ng an exanple of a nmessage sequence at the tine of
obtaining user 10 attribute information by the authentication information
obtaining unit fromthe authentication server by using a Relay function of
a RADI US server in a case where the authentication server is a RAD US
server in the secondy;gnbqdi geNG aLotOE-Rr ASERL KRR AL 15 Ll L2 15 2
flow chart showi ng opération of a  UsSer In orNatton namagefent GnEt
according to LNt 40 : | PN Fig. 13 is a
bl ock diagraﬁFgﬁbaﬁﬁgggesggﬁggﬁgg %ﬁ E@%P?ﬁmgﬁﬁggﬁk%nﬁggﬁgfﬁgﬁﬁaatabase i's
hel d by a datal3s®utdl i9ErRataerOhy R R tHSRENGEREY Mg the
present invention; Fig. 14 is a bl ock diagram showi ng a structure of a
third enbodi wditaiefinigh@nireFedin iany efithetitildatiolb derveerdiBgADhHeM ng an
exanpl e of a 25 response database according to the third enbodi nent of

t he priesent Paveryt ifomctBiog o6 a RADIdiSagrrarocsivdwiing arcaseamiexreoftiae user
-22 informati on dat abase according to the third enbodi nent of the present
i nvention; Fiegthentiicagidnageaveshdw g RAWIdGamsvesf im the second

émbodiment of the present invention;
Fig. 11 is a sequence diagram showing an example
of a message sequence at the time of obtaining user

10 attribute information by the authentication information
obtaining unit from the authentication server by using a
Relay function of a RADIUS server in a case where the
authentication server is a RADIUS server in the second
embodiment of the present invention;

15 FPig. 12 is a flow chart showing operation of a
user information management unit according to the second
embodiment of the present invention;

Fig. 13 is a block diagram showing a structure in
which a user information database is held by a database

20 server according to the second embodiment of the present
invention;

Fig. 14 is a block diagram showing a structure of
a third embodiment of the present invention;
Fig. 15 is a diagram showing an example of a

25 response database according to the third embodiment of

the present invention;

Fig. 16 is a diagram showing an example of a user



routing table of the third enbodi mrent of the present 5 invention; Fig. 18
is a flow chart showi ng operation of a packet transfer device executed at
the tine of receiving a DNS query nmessage froma client in the third
enbodi nent of the present invention; 10 Fig. 19 is a flow chart show ng
operation of a DNS server according to the third enbodi nent of the
present invention; Fig. 20 is a flow chart show ng operation of a packet
transfer device executed at the tine of receiving 15 a DNS response

message frOFlg%%§E§§l%%r Egggh%cgw Qnﬁrggg%%%p%hg&dpg Qﬁaﬁﬁﬁh t he

I nvention Ia rams a structure in

user informagisoppda ggggﬁ |§ beld a database server according to the
third enmbodi nent of % nreser%t%%inventlon Fig. 22 is a block diagram

show ng anot her exapmhe of isshrHihgkgmagﬁeﬁdhﬁgahOekBﬁpHE'b@ gmbodi ment
of the present invention; and Fig is a di agram showi ng a further

25 exanpl e OEo&tS.hli;U&h!:bll% efCehd rRGite ehdddimethtedrodin®e preseing he present
i nvention. .23 DESCRI PTI ON OF THE PREFERRED EMBODI MENT The preferred
enbodisrent ofinteatpoagsent invention wll be discussed hereinafter in
detail with reference to the acconpanying drawings. In the follow ng

Fig. 18 is a flow chart showing operation of a
packet transfer device executed at the time of receiving
a DNS query message from a client in the third
embodiment of the present invention;

10 Fig. 19 is a flow chart showing operation of a
DNS server according to the third embodiment of the
present invention;

Fig. 20 is a flow chart showing operation of a
packet transfer device executed at the time of receiving

15 a DNS response message from the DNS server in the third
embodiment of the present invention;

Fig. 21 is a block diagram showing a structure in
which the user information database is held by a
database server according to the third embodiment of the

20 present invention;

Fig. 22 is a block diagram showing another
example of a structure according to the third embodiment
of the present invention; and

Fig. 23 is a block diagram showing a further

25 example of a structure according to the third embodiment

of the present invention.



5 description, nunerous specific details are set forth in order to provide
a thorough understanding of the present invention. It will be obvious,
however, to those skilled in the art tha.the present invention may be
practiced wthout these specific details. In other instance, well 10 known
structures are not shown in detail in order to wunnecessary obscure the
present invention. Next, enbodinents of the present invention will be
described in detail with reference to the drawings. Wth reference to Fig.
1, the first enbodi mep sent Jhgzed by a client
Al and a DNS server i g ent Al and the
DNS server Bl are Coa«ﬂecbegftee&%geneoaﬂn\émrtk09 theTBeeQuﬁtS%\(re&lt% can be

generalized not only as a server having a name resolution function in a DNS
but 20 al sowa3 1apRARE SRSl HRR fiNREHaN i) QAIREN YSeh ATRY@GncRervers
havi ng a nanme resolution. function in other uses are a WNS (Wndows (R)

I nternet NankoSehe eecompangingiddawinysS (hatwhekfbhiewimyi on Service)
server. In the followi ng, the description will be nade of a case where 25
t he DNS ser veéesics iptddngs namesons sipediifd ca dedsd ls es@ watorfdatictiiron. The
client Al transmts a DNS query nessage as a -24 nane resol ution request
message to tleadpNStoeprawvigle faothomgitialhy uadeaisiangiingf ofh thRe gdurssss:
correspondi ng to such an FQDN of a node on the network as

Fwww. bi gl obe J8¥engiongr Fftpindcbeordvopuseonhevwsery  ntRi fhoaesskidiled of an

in the art that the present invention may be practiced

without these specific details. In other instance, well-
10 known structures are not shown in detail in order to
unnecessary obscure the present invention.
Next, embodiments of the present invention will
be described in detail with reference to the drawings.
With reference to Fig. 1, the first embodiment of
15 the present invention is realized by a client Al and a
DNS server Bl as a name resolution server. The client Al
and the DNS server Bl are connected through a network Cl1.
The DNS server Bl can be generalized not only as a
server having a name resolution function in a DNS but
20 also as a name resolution function in other uses. Among
servers having a name resolution function in other uses
are a WINS (Windows (R) Internet Name Service) server
and an NIS (Network Information Service) server. In the
following, the description will be made of a case where
25 the DNS server is used as a server having a name
resolution functioﬁ.

The client Al transmits a DNS guery message as a



5 FQDN corresponding to a certain IP address. O her purposes of using the
DNS server Bl by the client Al are, for exanple, a solution of a host and
a port nunber which present service corggsponding to a service nane such
as ftp or http as recited in RFC2782 and a solution 10 of a URI (Universal
Resource Identifier) corresponding to a telephone nunber as recited in
RFC2916. In the following, the description will be made nainly of a case
where the DNS server Bl nakes a solution of an IP address froman FQDN or

an FQON fromanel Raddiassn 184uachegRansee Ao hed miRsUdeg BYS aery

message. . i ent recei Sponse nessage as a hane
resol ution resRIRSE MRS CH Red Il QAGRE DS SR il cHN@udNS

response nessage contains the result of the nanme resolution. 20 Wiile a

term nal noden(¥eeN & A Ralde DCHNRS nRtwdeK Rer sb@@&a.@@wbeme.?ﬂportabl e

termnal or a work station is in general naned as an exanpl e of e client
Al, since therelfspaneaseomhere cimesrdNS, seal/ag tdagolt oINS setver Bl
makes a recursive DNS query to the DNS 25 server Bl in order to nmake sone
name réesol ut F@ON swcirespobSnsertvera cartad nalT$o acsirsisder edtasrt he cli ent
Al. The DNS server Bl includes a query reception unit -25 Bl11l, a user

i nformati on pyewoskisc i wsime thel NSy sggver Bif dyvdthieoe lolsirdi Ailngngni t
B13, a user information database Bl14, a response generation unit B15, a
response datf@Fas&ampdeand SHeEPRs@t Bakofts insh amartpppmber

which present service corresponding to a service name
such as ftp or http as recited in RFC2782 and a solution

10 of a URI (Universal Resource Identifier) corresponding
to a telephone number as recited in RFC2916. In the
following, the description will be made mainly of a case
where the DNS server Bl makes a solution of an IP
address from an FQDN or an FODN from an IP address.

15 In response to the transmitted DNS query message,
the client Al receives a DNS response message as a name
resolution response message returned from the DNS server
Bl. The DNS response message contains the result of the
name resolution.

20 While a terminal node (user terminal) such as a
PC (Personal Computer), a portable terminal or a work
station is in general named as an example of the client
Al, since there is a case where other DNS server than
the DNS server Bl makes a recursive DNS query to the DNS

25 server Bl in order to make some name resolution, such a
DNS server can be also considered as the client Al.

The DNS server Bl includes a query reception unit



5 The DNS server Bl is largely different froma structure of a
conventional DNS server in newly including the user information
identification unit Bl12, the user inforggtion obtaining unit B13 and the
user information database Bl14. 10 The query reception unit Bll receives a
DNS query nessage sent by the client Al and hands over the sane to the
user information identification unit Bl12. Upon receiving the DNS query
nmessage, the user information identification unit Bl2 checks whet her user

15 at {1 but e g1qf 0LTLLAN (0l RrSelordS el H8aedlord R IESIANE J 30Nt i ned

in the message’i'n quéestion and when “contai ned, reads the user attribute

information aREork@@Abnl Bt alikendem®it Bilhe d HQrMBfIndat i contai ned,
conduct processing of obtaining the user attribute 20 information of the

sender of thga¥bageeny 47essaeRpong® deheratdlon RindrMM1isoN «datedprsrs B4

t hrough the user information obtaining unit B13. Wen the user attribute
i nformati on dateblhaen®d6 anke ausesponfser atanemiisddrin fundat iBEIY.UNit Bl2
hands over 25 the user attribute information and the DNS query nessage to
t he résponse gener at Tbe ONBt sBiFerV\Bén isoflaggediynidid fetreatuseomatet ri but e

i nformation, hand over only the DNS -26 query nmessage to the response
gener ati on ustfugtBreHeofea coavesddonatly DB Sanyest it inewlvepr esents a

total of infqrmation about a user including, for exanple, a user ID of the
user (CIient1RF}PdP@GéFm@nuﬁﬁFbﬁﬁéﬂﬁﬂitlon identification unit B1l2,

the user information obtaining unit B1l3 and the user
information database Bl4.

10 The query reception unit Bll receives a DNS query
message sent by the client Al and hands over the same to
the user information identification unit B1l2.

Upon receiving the DNS query message, the user
information identification unit B1l2 checks whether user

15 attribute information of a user as a sender of the
message is contained in the message in question and when
contained, reads the user attribute information and
identifies the same. If the information is not contained,
conduct processing of obtaining the user attribute

20 information of the sender of the DNS query message from
the user information database B1l4 through the user
information obtaining unit B13.

When the user attribute information is obtained,
the user information identification unit B12 hands over

25 the user attribute information and the DNS query message
to the response generation unit B15. When not obtaining

the user attribute information, hand over only the DNS



5 informati on about favorites such as hobbies and an activity history, a
kind of user termnal such as a cellular phone, a PDA (Personal Digita
Assistants) or a notebook conputer, infggmation about a user term nal

such as an OS (Operating System) installed in the user 10 term nal, nounted
network interface, CPU speed and nenory, and information about conditions
of connection to a network including an IP address and a MAC address of a
user termnal, a kind of connection |line such as .ADSL (Asynmetric Digital

Subscr ber Lifigh;OhebSBele ol bakegeapel Sonuies By el peo k).

connection |line nd an ss of" a connecte Net wor k

Access Server). Wengkhe, usae akbki Beteibiter Mrbehaliohhecpeadantsoh the
nmessage in question is not contained in the DNS 20 query nessage received

by the DNS seotel BE ihlferwseion aboufRl @Beebtiaiclivag ) (o2l 2xeinia)s the
user attribute information in question fromthe user information database
B14 based onat heernfior mdt ithve (@esoykdden® addr,edscart izpns dmfeoermdAGoaddr ess
of the message 25 in question) handed over fromthe user infornmation

i dent i i cati anformatBon abduraddyomidest sachams hobbties gger amf or mati on
identification unit B12. -27 Registered at the user information database
B14 are useRCAAVALHUDASERrFr mat kéRdofa ugear tRFIIAGddSUEh Bne resol uti on

fromthe DNS server Bl and a reference destination for obta-Ining user
attribute inC&-tlPgnPhrRe, a PDA (Personal Digital Assistants) or a

notebook computer, information about a user terminal
such as an 0S (Operating System) installed in the user
10 terminal, mounted network interface, CPU speed and
memory, and information about conditions of connection
to a network including an IP address and a MAC address
of a user terminal, a kind of connection line such as
'ADSL (Asymmetric Digital Subscriber Line) or ISDN
15 (Integrated Services Digital Network), a connection line
speed and an IP address of a connected NAS (Network
Access Server).
When the user attribute information of the sender
of the message in question is not contained in the DNS
20 query message received by the DNS server Bl, the user
information obtaining unit Bl3 obtains the user
attribute information in question from the user
information database Bl4 based on the information (a
source IP address or a source MAC address of the message
25 in question) handed over from the user information
identification unit B12 and hands over the same to the

user information identification unit Bl2.



5 the user information database B14, arbitrary user attribute information
can be registered as required. Exanple of contents of the user information
dat abase B14 is shown in Fig. 2. Registesged in the user infornation

dat abase B14 in Fig. 2 are a log-in ID for a 10 network operated by an ISP
(Internet Service Provider), an |IP address of a user termnal, a kind of
connection |ine, an I P address of a connected NAS and a reference
destination for obtaining user attribute information which is not

regi stered in the usggg&ggg&ggtbgntﬂgt%g%§e %§°E%§t?§é %%nagssgbhﬁlned from

an external server represent contents o
rel evant itemar¢daot aﬁ:%Qﬁ%tu%r e(ln'f% %1‘6?19 f' ’BJ Q:L flalabase Bla. In
the first entry, for exanple, r-i |cate t he re erence destination

represents t hﬁhé%@%lml%nqum@ﬁenﬁst rs'eti'#)te@:_ ipf (iptd efey-drR@ St ered
in this entry, a reference destination for obtaining further attribute

information idestielagdlonofdraiobtainimxisler latddiowRcadndtamatiodt Ta
i ndicated that a kind of connection line is unclear and that as to user 25
attri but e i nfodrematsiean imdiorediisine dedt abaceuipdid,| arhitrgmssiddre by referring
to a node designated by an IP address r8.9.1.4J registered in the
reference -2&tdadbuist ilgformadiicat edn et Inegilsitedeshtasy degyuied. attribute
i nformati on of a user whose user termnal |IP address is within the range
of rl123.45.1.0/24) cE¥appleopfacradepysr fetienyses dndedaaddodngnat ed by an

| P
database Bl4 is shown in Fig. 2. Registered in the user

information database Bl4 in Fig. 2 are a log-in ID for a
10 network operated by an ISP (Internet Service Provider),

an IP address of a user terminal, a kind of connection

line, an IP address of a connected NAS and a reference

destination for obtaining user attribute information

which is not registered in the user information database
15 Bl14 but can be obtained from an external server.

In Fig. 2, [-]1 represents that the contents of a
relevant item are not registered in the user information
database Bl4. In the first entry, for example, T-]
indicated in the reference destination represents that

20 as to a user whose attribute information is registered
‘in this entry, a reference destination for obtaining
further attribute information is unclear or fails to
exist. In the second entry, it is indicated that a kind
of connection line is unclear and that as to user

25 attribute information not registered, acquisition is
possible by referring to a node designated by an IP

address [8.9.1.4] registered in the reference



5 address F9.9.9.9J The response generation unit B15 conducts nane

resol ution processing of an I P address froman FQDN requested by the DNS
query nessage or an FQDN froman IP addsess with reference to the response
dat abase B16. 10 When user attribute information is handed over fromthe
user information identification unit Bl2 together wwth the DNS query
nmessage, conduct nanme resolution processing taking the user attribute

i nformati on into consi deration. Wien a user nakes a request for nanme 15

resol ution ofy 1nat3%%resfné“82tﬁg EgDyhgf ﬁi% rvﬁ%fﬁelﬁcgﬁ Lg del i vering

novi ng plcture even query hé"sa taki ng the

user at {1 DULg . BLQITEL R i O O 1 %o%%agi 25 QUSLATAALON Of

nane resol ution processing each user such as 2 I'ng a user whose

connecti on | iglRlrles 520 sARSlEh IO he XAMYL oft OT 1By €48, fObwtwrbaa{ g | P
address of a server conducting distribution in a w de band and a user

whose conneebiteAntdd®y TeFerrIHY 4o RAavwwd FWsilgrated HN P Traddress of a
server conducting distribution in a narrow 25 band. Registered in the

resporise dat aldesesBl6/are.engii.es indicating a solution nethod froman FQDN
to an -29 I P address or froman IP address to an FQDN for each wuser's
attribute. Al so regi $her s¢sponaengehedationammitr 86| gondmcdfs aagef aul t
i ndependent of user attribute information.
resolution processing of an IP address from an FQDN
requested by the DNS query message or an FQDN from an IP
address with reference to the response database Blé6.

10 When user attribute information is handed over from the
user information identification unit B1l2 together with
the DNS guery message, conduct name resolution
processing taking the user attribute information into
consideration. When a user makes a request for name

15 resolution of an IP address from an FQDN of a server
which is delivering moving picture, even if it is a DNS
query for the same FQDN, taking the user attribute
information into consideration enables customization of
name resolution processing for each user such as

20 enabling a user whose connection line is an ADSL, for
example, to have a solution of an IP address of a server
conducting distribution in a wide band and a user whose
connection line is an ISDN to have a solution of an IP
address of a server conducting distribution in a narrow

25 band.

Registered in the response database Blé are

entries indicating a solution method from an FQDN to an



5 Exanpl e of the response database B16 is shown in Fig. 3. The response
dat abase B16 shown in Fig. 3 is fornmed of two kinds of tables. One is a
table (zone file) where a specific nethagl. of a name resolution from an
FQDN to an I P address or the like is registered, to 10 which zone files 202
and 203 correspond. Main information registered at the zone files 202 and
203 are TYPE indicative of a kind of entry, FQDN as a key to nane

resol ution and DATA indicative of data responding as a result of nane

resol ution. Ag %@%ﬁﬁ oY £PERE f0rpl A iR etoa%rf‘iﬁﬁ%%xi a%%j tive of a

sol ution of an ess corresponding to a certa record

indicative OfysarS@l WrhonRfteAn AUIECEEgPELarERI sSEr ¥B8EhoROLEERRRARDI NG tO a
certain FQDN and a CNAME record indicative of another name of a certain

FQDN. Here, welshh12@ el @fercdfaud tf iindepaiidentofoft hgsezong drilmit#02, it is
found that a kind of the entry (TYPE) is an A record indicative of a

sol ution of dmfloRmaddiomss froman FQDN and that an | P address (DATA)
corresponding to FQDN.ww. aaa.comis r9.8.7.6J . 25 Another is a table
(nane & esol uti on tabEsgpmple wii theusespanse dattebiaskeo Bt iien séuosna in
reference destination of a nane resolution nethod for each domain -30
space are redist-efed, ThAi EASponresgahabace BlhaABowredsl Biden3t 4Bl e 201. A

ref erence destinatjion of a_nane resolution nethod is registered at the
nanme resol ut EeFMedamte 91 kigdse &dh tédHfishat PBR &F asépPaet (PBbEe

file) where a specific method of a name resolution from
an FODN to an IP address or the like is registered, to
10 which zone files 202 and 203 correspond. Main
information registered at the zone files 202 and 203 are
TYPE indicative of a kind of entry, FODN as a key to
name resolution and DATA indicative of data responding
as a result of name resclution. As examples of TYPE for
15 use are an A record indicative of a solution of an IP
address corresponding to a certain FQDN, an MX record
indicative of a solution of an address of a mail server
corresponding to a certain FQDN and a CNAME record
indicative of another name of a certain FQDN. Here, with
20 reference to a first entry of the zone file 202, it is
found that a kind of the entry (TYPE) is an A record
indicative of a solution of an IP address from an FQODN
and that an IP address (DATA) corresponding to
FQDN:www.aaa.com is [9.8.7.6] .
25 Another is a table (name resolution table) in
which user attribute information and a reference

destination of a name resolution method for each domain



5 information such as a user |P address, a user ID, a kind of connection
line and an | P address of a NAS. In the nane resolution table 201, F-J
indicates wuser attribute information whieh will not be taken into
consideration at the time of nanme resolution. In the 10 first entry, for
exanpl e, anong the user attribute information, neither a user |P address
nor a user IDis taken into consideration but only a kind of connection
line and an NAS address will be considered. The first entry indicates that

wth a user gﬂ%%dgggwﬁ%%qs%eg%%r %%lcglgg r%o%dgr%ky a%%n% connecti on

| i ne being an user "'whose S5 of & Connected NAS is

r30. 30. 30. 304-¢ls3qWt &% 3%%&% Q@lFQQN PékQPQhEQ Pegelﬂa b 8Pagengmad. com a

zone file adsl-aaa-com (zone file 202) wl ere rred to. Simlarly,

the third 20r%@bﬂhth%%l%@k%%dthétr%@&%&e&@@ B R Ridded e s d1HtAIgFRt | on,
with a user |IP address, a kind of access Iline and an | P address of an NA S

bei ng ar bi t r aaplenen ForUsechirondinse onDafs ugdr aEtriguitees about an
FQDN bel ongi ng to a donai n space bbb.com a zone file jiro 25 -bbb-com dat
will ke refeinddrmation addht aena tiserf AP tlhidewisrsy, iandiseat €Dt lratkiwen a
DNS query of an FQDN belonging to the domain space bbb.com is nade from
an |P ...... of connection line and a@l IPaddidesssl DR A4HAB51 , name
Rl el RSt L M E Skt K
address 11.2.3.41 .
user attribute information which will not be taken into
consideration at the time of name resolution. In the
10 first entry, for example, among the user attribute
information, neither a user IP address nor a user ID is
taken into consideration but only a kind of connection
line and an NAS address will be considered. The first
entry indicates that with a user IP address and a user
15 ID being arbitrary and a connection line being an ADSL,
when a user whose IP address of a connected NAS is
[30.30.30.30] inquires about an FQDN belonging to a
domain space aaa.com, a zone file adsl aaa com.dat (zone
file 202) will be referred to. Similarly, the third
20 entry indicates that among the user arbitrary
information, with a user IP address, a kind of access
line and an IP address of an NAS being arbitrary, when a
user whose user ID is [jirol inguires about an FQDN
belonging to a domain space bbb.com, a zone file jiro
25 _bbb com.dat will be referred to. In addition, the
fourth entry indicates that when a DNS query of an FQDN

belonging to the domain space bbb.com is made from an IP



In the last entry (DEFAULT), registered is a 5 solution nethod of an IP
address of a default independent of user attribute information. The entry
wll be referred to when the user attribgfe information corresponds to
none of the user attribute information registered in the nane resol ution
tabl e 201 or when user 10 attribute information corresponding to a DNS
query nessage can not be obtained by the user information identification
unit Bl2. The response transm ssion unit Bl7 generates a DNS response

nessage basediedf Pubs £ 1 e) Nal asalulich dufeessing handed over

fromthe response generation unit ansm t to the client

Al Next, W thndaleeane® benEhdpng sdeia %i@s_i@;%%‘%@dp%%nwﬂﬂ be made of

operation of the DNS server 20 Bi fromreception of a guery message to
transm ssi on addireasr eEpons®. Apssage in the present enbodi nent. Upon
receiving a DNS query nessage fromthe client Al (Step 5101 in Fig. 4),
the query reception InntheBliashapdsrgv¢DEFRULIYSSaggittetrbd isern
information 25 identification unit Bl2. Upon receiving the DNS query
message, thesg@dationninetingdi of iade AP fiddaeisen ofniat dBf2uddnduct s processi ng
-32 of obtaining user attribute information of a sender of the nessage in
questi on (St épdeperdented, uiieth atdrdbartee indormgtion.deThe| egtry
will be referred to when the user attribute information
corresponds to none of the user attribute information
registered in the name resolution table 201 or when user
10 attribute information corresponding to a DNS query
message can not be obtained by the user information
identification unit Bl2.
The response transmission unit B1l7 generates a
DNS response message based on a result of the name
15 resolution processing handed over from the response
generation unit Bl5 and transmits the same to the client
Al.
Next, with reference to Fig. 4, detailed
description will be made of operation of the DNS server
20 Bl from reception of a DNS query message to transmission
of a response message in the present embodiment.
Upon receiving a DNS query message from the
client Al (Step S101 in Fig. 4), the query reception
unit Bll hands over the message to the user information
25 identification unit B12.

Upon receiving the DNS query message, the user

information identification unit B1l2 conducts processing



description will be made of the processing of obtaining 5 user attribute
I nformati on conducted at Step 5102. First, the user information
identification unit Bl2 determ nes whether user attribute information is
enbedded in a received DNS query nessage or not (Step 51021 in Fig. 5).
When the user attribute information is 10 enbedded, read and obtain the

I nformation (Ste S1022) to end the user attribute information obtaining
processing. Wen the deternmination is made that no user attribute

nformation o egheadded AlisShen <5102k o NoediBatlived NS QUG TEsSage i s

handed over fromthe us information identification unit BlZto the

user i nfor mihanmelkalgel 14 Wik tBL3 (3Reph@hioblje user information
obtaining unit Bl3 extracts information as a Key to specify a user who has

sent the nmessage in Heuest weRh( Pe€RrShBE3to €Hg.0k,eyanpkigsgof infornmation
as 20 a key for extraction is a source |P address of the DNS query
message. Thi sleisgriiptdone wifidnbehaade @ft the iprotessdsel \ofr obftadnisey using
terminal, a source |IP address of a DNS query nessage is an | P address of

t he térni nal usegedtyyibhtseudaf or@attiivn comeuchadd atwiseert ISd0.i ent Al 25 is
a resolver of a user _using termnal and the client Al and the DNS server
Bl are directly connBéréd.wthBouserusnfgraatdgreideatsfacesivnCuaddr ess of
the client A__-33 can he simlarly used as a key to specify a user who has

sent the DNSBddef§treddngs wRekHheT: N&exs &t tritsitPatindPIatdion 3¢ unit B13

embedded in a received DNS query message or not (Step
51021 in Fig. 5). When the user attribute information is
10 embedded, read and obtain the information (Ste S1022) to
end the user attribute information obtaining processing.
When the determination is made that no user
attribute information is embedded at Step $1021, the
received DNS query message is handed over from the user
15 information identification unit B12 to the user
information obtaining unit B13, so that the user
information obtaining unit B13 extracts information as a
key to specify a user who has sent the message in
question (Step 51023). One of examples of information as
20 a key for extraction is a source IP address of the DNS
query message. This is because when the client Al is a
resolver of a user using terminal, a source IP address
of a DNS query message is an IP address of the terminal
used by the user. On the other hand, when the client Al
25 is a resolver of a user using terminal and the client Al
and the DNS server Bl are directly connected without

using a router, a source MAC address of the client Al



searches the user information database B14 for an entry 5 relevant to the
I nformation extracted at Step S1023 (Step S1024). Wien at Step S1024, no
relevant entry exists, the obtaining prggessing of Step S103 ends (Step
S1025). Wen at Step S1024, a relevant entry exists, the 10 user

i nformati on obtaining unit B13 determ nes based on the contents of the
rel evant entry whether user attribute information should be obtained by
referring to other information source than the |ocal user information

dat abase 'B14 L1 800 $1023,499, 51021, ey P LSS eLmaatl g e

that it is not 'necessary to“obtain 't user attrib I nformation
referring toghheine BN EREY I meQWhGe than the ocal user information

dat abase B14, the user Infoormation obtaining unit B13 obtains user

attribute infornati ofekb9mAB 88ELYihedRHaZlod!l oBtERNSHG2an St 8n35S1027).
When the determination is made that the user attribute information should

be obtai ned kyarehesr the Li@erotih€orimatdomidadabaey G4 tHe WSelentiyor mati on
obtaining wunit B13 conducts, in addition to the processing of 25 obtaining
user dtributrelerbotmib dhef dafotrina tdotr extiractedata tStsepSHEIDR,3 pr ocessi ng
of obtaining user attribute information further with reference to other

- 34 i nf or mat i(6repo&dd@4t)han t he user informati on database Bl4 (Step

51028). In the foregoing processing, determ nation
When at Step 51024, no relevant entry exists, the

obtaining processing of Step 5103 ends (Step S51025).
When at Step S$1024, a relevant entry exists, the

10 user information obtaining unit B13 determines based on
the contents of the relevant entry whether user
attribute information should be obtained by referring to
other information source than the local user information
database Bl14 (Steps S1025 and S1026). When the

15 determination is made that it is not necessary to obtain
the user attribute information by referring to other
information source than the local user information
database Bl4, the user information obtaining unit B13
obtains user attribute information from an entry found

20 at Step 51025 (Step £51027).

When the determination is made that the user
attribute information should be obtained by referring to
other information source, the user information obtaining
unit B1l3 conducts, in addition to the processing of

25 obtaining user attribute information from the entry
found at Step 51025, processing of obtaining user

attribute information further with reference to other



whet her the information should be obtained with 5 reference to other

i nformati on source than the |ocal wuser information database Bl4 is nmade by
whet her a reference destination such asggan external server is registered

in the user information database Bl4. Exanples of Steps S1025 to S1028 wil |
be 10 described with respect to a case, for exanple, where the user

i nformati on database B14 has the contents shown in Fig 2. Extract a source
| P address as information as a key to specify a user fromthe DNS query

message and whendhe JnP eSS t1eS ube L 'i%‘lforgfgtrﬁgﬁ%%faé:ﬁaifs? ormation

obtaining unit Bl3 searches the user 1 nformation abase r an entry
in which theghd @ddpesaoog)r.123.45.0.2J (Step S1025). Since an entry
found in this case is the first entry and its reference destination is r-J

, the user informatign ebkaifbiregoinigt p28cBi3idet cudeemihatabnai n the
information by referring only to the user information database B14 w t hout

referring towittemate ((exformaalioseshenlel be) dbfiadmedStdAh) and obtai ns
the user attribute information indicated in the first entry (Step S1027).
25 When t he gefegence dddodderofinfioerBiS cquaeoprase $dage the rlikR145. 0. 47
the second entry will be found. Since registered in its reference
destinati on M§edn ipHorgmtigyr sedabhasge Bdde igs made hor sh@tderiest i nati on,
the user information obtaining unit B13 determ nes that other, node should
be referred F&iEsEOFeSHEESHLNAS 165 Sushuds an external server is

registered in the user information database Bl4.
Examples of Steps S51025 to S1028 will be

10 described with respect to a case, for example, where the
user information database Bl4 has the contents shown in
Fig 2. Extract a source IP address as information as a
key to specify a user from the DNS query message and
when the IP address is [123.45.0.21 , the user

15 information obtaining unit Bl3 searches the user
information database Bl4 for an entry in which the IP
address is [123.45.0.21 (Step S1025). Since an entry
found in this case is the first entry and its reference
destination is [-l , the user information obtaining unit

20 Bl3 determines to obtain the information by referring
only to the user information database Bl4 without
referring to other node (external server etc.) (Step
51026) and obtains the user attribute information
indicated in the first entry (Step 8§1027).

25 When the source IP address of the DNS query
message is [123.45.0.4] , the second entry will be found.

Since registered in its reference destination is an IP



attribute information registered in the second entry, as 5 well as

obtai ning user attribute information also froma database of user
attribute information held by the node .gf.the registered |IP address (Step
S1028). Back to the description of the flow chart shown in Fig. 4. After
the user attribute information 10 obtaining processing at Step S102, the
user information identification unit Bl12 hands over the DNS query nessage
recei ved by the DNS server Bl and the user attribute information of the

Tessage sendeld Qe 10R RO e 2 AR IRSRANAS ARIGAL 100 WUd:: BLS.

When the user ute i nformation of the hessage sender cou not be
obtained at SR FHA o ¥MHA iy MBS0 I YAUEHIRE iglgrdng that no

correspondi ng user attribute information exists and hand over only the DNS.

query nessagpded) shiirald O tr@ fdied® HRONS L B0 YOR 3Pt HIP ustd: When
handed over the DNS query nessage and its corresponding user attribute

i nformati on taagetiberte tibef oriresyi@is e egateatdORiniRiHe Brarbraiasy f as an
FQDN or an | P address inquired by the DNS query nessage and an entry

rel evant to ted luser cdtttadinbunge useaigthidute tim2madfiemeredesd Eridme a
response database B16 (Step S103). Wien receiving only the DNS query
message, sealcEtra@seqf avpery adftribgdieadinf onmadiam hedd y REBNoda he | P
-36 address inquired by the received DNS query nessage with reference to

t he r‘esponse%t%%%f@e(rﬁdeﬁpsmesﬁwgsrf@?pﬁsoe?adener ation unit B15

determ nes based
Back to the description of the flow chart shown

in Fig. 4. After the user attribute information

10 obtaining processing at Step 8102, the user information
identification unit B12 hands over the DNS query message
received by the DNS server Bl and the user attribute
information of the message sender in question together
to the response generation unit B15. When the user

15 attribute information of the message sender could not be
obtained at Step S102, handle the message in question
considering that no corresponding user attribute
information exists and hand over only the DNS query
message in question to the response generation unit Bl5.

20 When handed over the DNS query message and its
corresponding user attribute information together, the
response generation unit B15 searches for an FQDN or an
IP address inquired by the DNS query message and an
entry relevant to the user attribute information with

25 reference to the response database Blé6 (Step S103). When
receiving only the DNS query message, search for an

entry of a default relevant to the FQDN or the IP



on the contents of the searched entry whether nanme 5 resol ution should be
conducted by other DNS server (Step S104). Determ nation is here nmade that
name resolution should be conducted by. g her DNS server when an address

of other DNS server is registered as a reference destination of the nane
resolution table 201 in the 10 response database B16 shown in Fig. 3. Wen
the determnation is made at Step S104 that nane resolution should be nade
by other DNS server, conduct processing to nake the nane resol ution

processi ng b%dﬁi%%%tﬁﬂggéﬁgﬁh%& EN@ §%%%§§e@§?%%a§%%§%iﬁ%§ﬁ %@ tAlchow ng

two net hods are anong es“of a nmeth a resol ution

processing b%e?é%%%b%dtQYth%tQ%%FQN§e5%%E%Bas%i%3% (S tpTRiad of
transferring both of the wuser aftribute information and the S query

nessage 20 handed oyge teepbhBe yeaerkhfienmahienpidenkbibiradhieenbuBed B12
or only the DNS query nessage to other DNS server. Structure of the

response genemnathen conitienBi5 ofn tha Gasechiker enthiys wikithed namedopted is
shown in Fig. 6. Wth reference to Fig. 6, the response generation 25 unit
B15 i ricl udes raspdsppdnse shenddabieo comgue ted byBtEhera®iiSa seasei iStem t
B152. The response generation main wunit B151 conducts the above-descri bed
processi ng 01037 .St bptegnbBabhansisshand wada thatdeasenragaelvhiprs nade

at Step S104 that the nane resolution should be executed by other DNS
server, hand§heydd b6t Fosducked, by other DNS server when an address

of other DNS server is registered as a reference
destination of the name resolution table 201 in the
10 response database Bl6 shown in Fig. 3.

When the determination is made at Step S104 that
name resolution should be made by other DNS server,
conduct processing to make the name resolution
processing be executed by other DNS server (Step S$106).

15 The following two methods are among examples of a method
of making the name resoclution processing be executed by
‘other DNS server.
First is a method of transferring both of the
user attribute information and the DNS query message
20 handed over from the user information identification
unit Bl2 or only the DNS query message to other DNS
server. Structure of the response generation unit B1l5 in
a case where this method is adopted is shown in Fig. 6.
With reference to Fig. 6, the response generation
25 unit B15 includes a response generation main unit B151
and a resolver unit B152. The response generation main

unit B151 conducts the above-described processing of



attribute informati on and the DNS query nessage handed 5 over fromthe user
i nformation identification unit B12 or only the DNS query nessage to the
resolver unit B152 and further notifiesgghe unit B152 of other DNS server
whi ch shoul d execute nane resol ution. Based on the information handed over
fromthe response generation 10 main unit B151, the resolver unit B152
transfers both of the user attribute information and the DNS query nessage
or only the DNS query nessage. Possible nethod of transferring both the

user attributadls ”%%%atah‘&” s@?gz%ﬁlﬁ Qrﬂﬁnq%rey dEteifnad] tt‘lo%t e/ DNS

server by the resolver unit or exa g upa query

message accoR@l BGekO 5300tk Yhe AahlS r'é%%&%&%.o%n%htoﬁﬂféis B tée:%%éf#%%

nmessage with user “attribute information enbedded. Field call

addi tional i pyohkeronNRaeriver eHedd dEreddbdtoRd t3@ ¥« mation is
prepared in the DNS nessage format, so that arbitrary information can be

enbedded i nt atithd buaediniforala tiiohoaimdd ithe DS gueriyhendseiageothanddes
resource record. In this nethod, encode the received user 25 attribute

i nforrati on ower tthem dhentisefr dnfesmartden rielemrtd fHrc temdre crtite Bdricoded
information into the additional information part of the DNS query nessage
to -38 transboar only GheaPNed gwesryagesisaast fer thes resolser Sig: BIEGG) .

Then, upon receivin fromother DNS server to which the DNS query nessage
has been tr afdfe o hegh@otlfles the unit B152 of other DNS server

which should execute name resolution. Based on the
information handed over from the response generation
10 main unit Bl51, the resolver unit Bl52 transfers both of
the user attribute information and the DNS query message
or only the DNS query message.
Possible method of transferring both the user
attribute information and the DNS query message to other
15 DNS server by the resolver unit B152 is, for example,
setting up a DNS query message according to a format of
a DNS message and transmitting the message with user
attribute information embedded. Field called an
additional information part for embedding additional
20 information is prepared in the DNS message format, so
that arbitrary information can be embedded into the
additional information part in the form of a DNS
resource record.
In this method, encode the received user
25 attribute information into the format of a resource
record and embed the encoded information into the

additional information part of the DNS query message to



correspondi ng DNS response nessage, the resolver unit 5 B152 transfers the
nessage to the response transm ssion wunit Bl7, so that the response

transm ssion unit B17 transfers the resgpnse nessage in question to the
client A (Step 5107). Since this transfer method enabl es a DNS query 10
message with user attribute information enbedded to be processed at a
conventional DNS server, the DNS server Bl of the present invention and

ot her conventional DNS servers can be used together Second is a nmethod in.

which a Message ol Y0 optl e AT el Wi R Rt A =0 2

other DNS server IS returned as a response nessage I“ent Al
‘and the cl i ety of) ,hawhag, rsﬁ%vgecélﬂ@lﬁet'feomns%grt bRESELESeR PyS query

nmessage to ot her DNS server his case, the response transm ssion unit

B17 20 transrinish thel im@zsclqu@ﬁy ﬁiess@gla\lﬁarsemetmecpom ning an
| P address of other DNS server to which the client shoul d new y send

t he DNS quer yoreesapgadinhgt @NsSiRéponSe wes seidesr ﬂlmd:esdlmxt heiesponse
generation 25 unit Bl15 determ nes at Step S104 that name resol ution

shoul b be do®d 52t tirtesisderss dinee me sc@ayeudio the narsponses dnarison. sfeiem an FQDN
to an | P address or froman IP -39 address to an FQDN according to the
contents of tMdt &ddncised témtr FheSresrores) tmansmidsdwey wtid sl t to the

response transm ssion unit Bl17.
transfers the response message in question to the client

Al (Step S5107).
Since this transfer method enables a DNS query
10 message with user attribute information embedded to be
processed at a conventional DNS server, the DNS server
Bl of the present invention and other conventional DNS
servers can be used together.
Second is a method in which a message notifying
15 that name resolution should be conducted at other DNS
server is returned as a DNS response message to the
client Al and the client Al having received the notice
newly transmits a DNS guery message to other DNS server.
In this case, the response transmission unit B17
20 transmits, to the client Al, a DNS response message
containing an IP address of other DNS server to which
the client Al should newly send the DNS query message
(Step S107).
On the other hand, when the response generation
25 unit B15 determines at Step S104 that name resolution
should be done at its own server, conduct the name

resolution from an FQDN to an IP address or from an IP



The response transm ssion unit Bl7 generates a 5 DNS response nessage
based on the received nane resolution result and transmts the sane to the
client A (Step S107). In the foregoi ngsglescription of the first

enbodi ment, the DNS server Bl is assunmed to include the 10 user

i nformati on dat abase B14 as its conponent. In other possible structure, the
user information database.Bl4 is held not in the DNS server Bl but in

anot her server. The structure obtained in such a case is shown in Fig. 7

as anot her %g&fggg s the Efdstt c%rg}(gilnrag:%tg tPJeSaadEiﬁgﬁgr \%@?%e unl i ke

t he above-descri be structudre shown I'n not

including thedisfled HntRlistedahiakas ¢ Phhds He8d tHe RléakA 0fto the
above-descri bed DNS server Bl and a database server D including a user

informati on diealespdlde asarsmidQiceperientslzs, used. Operation of the DNS
server B2 executed in the structure shown in Fig. 7 can be considered the

sane as the above- daher reegonper atraasmikstibe NS ts@l7egeBleratesr @pl aci ng
t he user information database Bl1l4 with the 25 user information database
D11. Functi oPN& rielsparettealesss agrer \oarseldl aranthee recedlviezechame a dedi cat ed
node and al so as one function of -40 other DNS server Bl or B2. In the
| atter case, nas@lgdon neseria@ansh taansmids Bihe Wane B rdmgddent t he

response database B16, and the user information obtaining unit
Al (Step S107).

In the foregoing description of the first
embodiment, the DNS server Bl is assumed to include the

10 user information database Bl4 as its component. In other
possible structure, the user information database Bl4 is
held not in the DNS server Bl but in another server. The
structure obtained in such a case is shown in Fig. 7 as
another example of the first embodiment.

15 In this example, unlike the above-described
structure shown in Fig. 1, a DNS server B2 not including
the user information database Bl4 is used in place of
the above-described DNS server Bl and a database server
D1 including a user information database Dll as its

20 component is used.

Operation of the DNS server B2 executed in the
structure shown in Fig. 7 can be considered the same as
the above-described operation of the DNS server Bl by
replacing the user information database B1l4 with the

25 user information database D11.

Function of the database server Dl can be

realized by a dedicated node and also as one function of



B13 will obtain user attribute information by using a 5 DNS nessage for

ot her DNS server Bl or B2 in question. Exanple of contents of the response
dat abase B16 in this case is shown in Fig. 8 A nane resolution table 301
illustrated in Fig. 8 adopts the sane format as that of the nanme
resolution table 201 shown in Fig. 3, in 10 which user attribute

I nformati on can be obtained by referring to the third entry. The third
entry indicates that user attribute information is stored in a file

user ~com dat 0 pivd § 302 53 e thecranealile o302 | 5Lhgoane user

attri bute infbrnatlon as_that storéd N e user of mat ron database
B14 shown i n jGifgrmati o ideh apals@r Ml A 111S bt %{aﬁﬁgnefalz%%ﬁéh%r Pelp s EXT

record as one kind of DNS resource records, w containing an IP

address of adas@bags Bl 6l eafddhedtistr Keiforddtilon DUt nd Anigxanpl e,
fromthe first entry of the zone file 302 that user attribute information

of a user wedSewiRladthtadn efsert tuIiingtecrimfoadimadtson B3 4fsith? & i Ncl udes
taro as a log-in ID (loginid taro), ADSL as a kind of connection |ine
(access nedi ANS2meABSlge divd ©3IMe3I0 DG JervEMAB laddr &2 in 3meHri3M .30) as an
| P address of a connected NAS. \Wen user attribute information of a user
whose | P address of Exempdengf- gontenisngif thel response. 2atabege B4 6be
obtai ned, the user, information obtaining unit B13 transm ts a DNS gquery
message requédt ithgSa CPRE Aéc HAPWRhdde Fddivai®r nAnBamg resolution table

301 illustrated in Fig. 8 adopts the same format as that
of the name resolution table 201 shown in Fig. 3, in

10 which user attribute information can be obtained by
referring to the third entry. The third entry indicates
that user attribute information is stored in a file
user_com.dat (zone file 302). Stored in the zone file
302 is the same user attribute information as that

15 stored in the user information database B14 shown in Fig.
2, which information is stored in the form of a TXT
record as one kind of DNS resource records, with an FQDN
containing an IP address of a user using terminal as a
key.

20 It is found, for example, from the first entry of
the zone file 302 that user attribute information of a
user whose IP address of its using terminal is

l123.45.0.2] includes taro as a log-in ID (login id =
taro}, ADSL as a kind of connection line (access media =

25 ADSL) and f30.30.30.30)] (NAS address = 30.30.30.30) as
an IP address of a connected NAS. When user attribute

information of a user whose IP address of its using



1123.45.0.2. user.coml) to the database server D1. 5 Next, effects of the
first enmbodinent will be described. In this enbodi nent, custom zati on of
name resolution processing taking user.gttribute information into
consideration is realized by the reference by the 10 DNS server Bl to the
user information database B14 in which user attribute infornation is
managed. Registration of user attribute information in the user

i nformati on dat abase B14 in advance enables the DNS server Bl to conduct

nane resol ut Ltgg_lmgrh?geg_%l nglijw &%’lﬁln% tltq)n b%f ng yﬂ%eri?rt ri bute

i nf ormati on by erring t'o the user nformation ata as€

descri bed 'nlh@%rﬁﬁkggﬂ'BBtaﬁﬁgﬂ@dhﬁgtt@1@h%ra%QHM%@tbQ@ﬁs leryad DNS
server is allowed to use, as attribute information regarding a user, only

a source | P Z@saddecseqabsdinhgcal ved BNSosdek¥odRs sgRin hahecdse of  using
other attribute information as well, it is necessary to enbed all the

necessary attFfibait£s.0nkoruméi otomht aca tHAES datebasessagersalt. by a client
and a resol ver should be changed at the client. 25 In the present
enbodidment, referrinjekb,tbéfasts ofntbendiret dmbaldamenBl#iby} bee DNS
server Bl elimnates the need of change of a resolver at a client. A case
-42 where uséesgribebBute information to be considered differs in kind with

each DNS server, which case is_hard to be handled by the conventional art,
can be flexibly In this embodiment, customization of name

resolution processing taking user attribute information
into consideration is realized by the reference by the

10 DNS server Bl to the user information database Bl4 in
which user attribute information is managed.
Registration of user attribute information in the user
information database Bl4 in advance enables the DNS
server Bl to conduct name resolution processing in

15 consideration of arbitrary user attribute information by
referring to the user information databése B14.

As described in the foregoing, according to the
conventional art, a DNS server is allowed to use, as
attribute information regarding a user, only a source IP

20 address of a received DNS query message. In a case of
using other attribute information as well, it is
necessary to embed all the necessary attribute
information into a DNS query message sent by a client
and a resolver should be changed at the client.

25 In the present embodiment, referring to the user
information database B1l4 by the DNS server Bl eliminates

the need of change of a resolver at a client. A case



user attribute information registered in the user information database Bl4
according to each DNS server. Next, secgnd enbodi ment of the present
invention wll be described in detail wmth reference to the 10 draw ngs.
Wth reference to Fig. 9, the second enbodi nent of the present invention

i ncludes, in addition to the client Al and the network C in the first
enbodi mrent shown in Fig. 1, a DNS server B3 and an authentication 15

server HE ac&&&&%p%g%%f%Q%rﬁ%%%%nﬁnkp$%gﬁhgﬁbg h%e§?&§£gfﬁﬂggpinent of the

present invention ers fromthe firs | MEN e present

| nventi on i n dihak 2NA0RIRAL ALK RAcHSPics REILTALT G HATANS G I

automati cal ly execut y a user I nformati on rmanagenent unit Bl8 as a

conponent of thge ARV Sy Blhel RoRRRREIBNIAAN alit],h deh raHiRALIAaL | on
server El. In the follow ng, the system conposed of the client A, the DNS

server B3 andoped aufthebl ¢hlel @tesetityembddivdnt ke trefeigeeddly asy t he
present system 25 The authentication server El conducts user

aut herit i cat i ehangingspokiad ofamsaut atrinibatbeo i nfedquestionf ey iz teserd
(client Al) in the systemto allow or -43 inhibit the user to log in to the
system The dysttde usere indomviatiiion ded abasteh® 1y eswmardsiyst dm lsach
represents all the systems which conduct user authentication at the

DNS server.

Next, second embodiment of the present invention
will be described in detail with reference to the

10 drawings.

With reference to Fig. 9, the second embodiment
of the present invention includes, in addition to the
client Al and the network Cl in the first embodiment
shéwn in Fig. 1, a DNS server B3 and an authentication

15 server El according to the present invention.

The second embodiment of the present invention
differs from the first embodiment of the present
invention in that management of the user information
database_Bl4 is automatically executed by a user

20 information management unit B18 as a component of the
DNS server B3 in cooperation with the authentication
server E1l. In the following, the system composed of the
client Al, the DNS server B3 and the authentication
server El will be referred to as the present system.

25 The authentication server El conducts user

authentication in response to an authentication request

from a user (client Al) in the system to allow or



time of use, including a network operated by an ISP and 5 nmenbershi p VVEB
service operated by an ASP (Application Service Provider). Users in the
present systemrepresent a part or all.gf.the systemusers here. The

aut henti cation server El conducts user authentication, as well as seizing
user's log-in 10 statuses whether a user (client A) having sent an

aut hentication request has logged in to the systemor |ogged out of the
sanme and further collecting user attribute information and hol di ng these

| afor et on 5 iodn PO ¢ 0% diSa A LHANLE Julhor TBhLoBygobLect ed by

15 the authentication server s, siml escri ption of

the first enmpegingnt nd0Gali;@Rg it %hgggggge% Tystehn el o Askent s

i nformati on about favorites such as es and an activity history, a

kind of user aiar whealsys4ehsasnd cheldotldRic tPheRe: Rl t9lcatd on A ok
conputer, information about a user termnal such as an OGS installed in the

user ternm nakimeDoit @Ge,NeneAiidingt & heetorkPdpsiered Ry RBIMISP, s

i nformati on about conditions of connection to a network including an |[|P
address of amesberséim WEB serkicd oberarteecbyomr Ns® JRpsddirais odDSL or

| SDN I'ine, a connection |line speed and an |IP address of a connected NAS.
Anong exanpl ésryhceh@ravtident)i.calEenssiénvehebpresenti4spsRabl Uspresest

wi dely used in user authentication and charging processing in an | SP or
the |ike. | nauPdrt Q% [Rdat cfatthen Syisdeds sisegFsbyiemiee RADI US prot ocol , the

The authentication server El1 conducts user
authentication, as well as seizing user's log-in
10 statuses whether a user (client Al) having sent an
authentication request has logged in to the system or
logged out of the same and further collecting user
attribute information and holding these information as a
log. Example of user attribute information collected by
15 the authentication server El1 includes, similarly to the
description of the first embodiment, location
information of a user (client Al), information about
favorites such as hobbies and an activity history, a
kind of user terminal such as a cellular phone, a PDA or
20 a notebook computer, information about a user terminal
such as an 0S installed in the user terminal, mounted
network interface, CPU speed and memory, and information
about conditions of connection to a network including an
IP address of a user terminal, a kind of connection line
25 such as ADSL or ISDN line, a connection line speed and
an IP address of a connected NAS.

Among examples of the authentication server E1 is



RADI US server authenticates a user based on an ID and a 5 password
contained in an authentication request received froma user to allow or
inhibit user's log-in. The RADIUS protogpl is used in user authentication
not only in a network operated by an ISP but also in many network

systens. 10 To the RADIUS server, every tinme a user logs in or |ogs out of
a network system wuser's log-in statuses and user attribute information
are transmtted froma RADIUS client such as a NAS. The RADI US server

collects ¢ hespabnt AR |Adile MUPASe e S NG AL hAC AP {1 ace

and hol ds the sanme as an Account _ attribute information sent by
the RADIUS Clon@Rigithg &Ji%ce@é@h@si%era\ﬁegsgngfl% a ihQg-1 8ol Psgl an 1SP of a

user, an |IP address of a term™nal use y a user, an |P address of an NAS
to which a UsekheoRIREkS cdNGhradesid ef by2@Hd FADIYUY b eolile theer

i nformati on managenent unit B18 includes an authentication information

obt ai ni ng unKADRL®L saidea auddentifcartst isomsdrddageg Wi tarBI8? .anthe

aut hentication informati on obtaining unit 25 B181 detects a change of

user' $ | 0g- i pastaorse soatadingtt dinnan @udrhentticstindi caEgues tofraded wesker ' s

| og-in statuses and user attribute information fromthe -45 authentication
server El t o fFemd aowsen kes@lilvhooratingrbitto uses s drod-rdifior nBheon updat i ng

unit B182. There are the follow ng two nmethods as an exanple of realizing
IUS protocol is used in user authentication not only

in a network operated by an ISP but also in many network
systems.
10 To the RADIUS server, every time a user logs in
or logs out of a network system, user's log-in statuses
and user attribute information are transmitted from a
RADIUS client such as a NAS. The RADIUS server collects
these information for the purpose of charging and back-
15 trace and holds the same as an Account Log. User
attribute information sent by the RADIUS client to the
RADIUS server includes a log-in ID of an ISP of a user,
an IP address of a terminal used by a user, an IP
address of an NAS to which a user connects and a kind of
20 line connected.
The user information management unit B18 includes
an authentication information obtaining unit B181 and a
user information updating unit B182.
The authentication information obtaining unit
25 B181 detects a change of user's log-in statuses and
obtains information indicative of the user's log-in

statuses and user attribute information from the



detection of a change of user's log-in statuses and 5 acquisition of

I nformation indicative of user's log-in statuses and user attribute
information. First is a method of havingys;when the authentication server
El detects a change of user's log- in statuses, information indicative of
the user's log-in 10 statuses and user authentication information be
notified fromthe authentication server El to the authentication

i nformati on obtaining unit B181l. Second is a nmethod in which by inquiring

the authent iAti;3ekueh B o it s hagd DvAbAWSSS {onlBion

aut hentication I nformation obtaining uni S a’change ©
user’s |0g-i RoSiplels2eraNe reR tARLRiJdME i Ry TARIS 1% .t henkog- abest atuses,

obtains information indicative of the user's log-in statuses and the user

attribute i nf@eMEC1QBwWHHYMEERE mdhioRtal iaeAtHn0R G JF re2d iMiide in the
first nmethod, the authentication information obtaining unit B181 detects a
change of usletestliog of &f ahahes R WEeS e Jpredes Hkuesraind ng for a
notice fromthe authentication server El, the authentication information
obt ai i ng uniacaBi8itdomdwdt s nZFeraettive dnodestiive aff iusgu'rs Agpdg-Hm

aut hentication server El of user's log-in statuses in order to detect a
change of tRB&agseess angguserseityddbution imforseddmh.net hod. .. ... ..

............ .46 In the followi ng, a specific exanple will be described
for each of the nmet hBdsst is a méthod of having, when the

authentication server El detects a change of user's log-
in statuses, information indicative of the user's log-in
10 statuses and user authentication information be notified
from the authentication server El1 to the authentication
information obtaining unit B181.
Second is a method in which by inquiring the
authentication server El of user's log-in statuses, the
15 authentication information obtaining unit B181 detects a
change of the user's log-in statuses and when detecting
a change of the log-in statuses, obtains information
indicative of the user's log-in statuses and the user
attribute information from the authentication server El.
20 While in the first method, the authentication
information obtaining unit B181 detects a change of
user's log-in statuses by passive processing of waiting
for a notice from the authentication server El, the
authentication information obtaining unit B181 conducts
25 active processing of inquiring the authentication server
El of user's log-in statuses in order to detect a change

of the user's log-in statuses in the second method.



First, a specific exanple of the first method is a method using a Proxy
function and a Relay function of 5 the RADI US protocol. The Proxy function
is a function of, every tine a RADIUS sggver receives user's |log-in
statuses and user attribute information froma RADIUS client, transferring
these information to other node. The Proxy function is a standardi zed
function which is 10 supported in substantially all the RAD US Sservers
currently used. Exanple of a sequence in a case of obtaining user's log-in

statuses and atLr] bulig LREOFER1LAMNEY USHRGENE BLAKYIEIAGNIORE S shown | n

Fig. 10. Fig. 10 15 illustrates a s uenc exanpl e at “the tinme when a user

logs in to thess¥stem flor Bagh %&;th@ﬁnﬁﬁﬁﬁﬁﬁtlcatlon server El is a
RADI US server. Wen user authentication succeeds and the user logs in to

the system the RADI B$rsel i anbpbtdfstl bxadplACoFUkhiend iRequesihFRissage to
the 20 authentication server El. The Accounting Request nessage includes
user attri but eeithfosk mstingn ai Praxfyorfunaft iant reinklitze Relaiyt riundte orvalfue. I n
the illustrated exanple, the Accounting Request nessage contains

i nforration it FaDOIVG prstogols uThe PDoky funotfehUser aNfnectivar of, an

| P address of a NAS is r30.30.30.30) ((4) NAS -- |P - Address =

30. 30. 30. 30)9V§5YIPlﬁﬁd@e§§ﬂéﬁsaS@§EEIU§EW§MM9ﬁnQﬁﬂr|35109F1123 45.0.2 ((8)

Framed - I P - Address = 123.45.0.2),_ and ,a connection line is ADSL ((61)
NAS - Port _sfﬁﬁgses and user attribute information from a RADI

client, transferring these information to other node.
The Proxy function is a standardized function which is

10 supported in substantially all the RADIUS servers
currently used.

Example of a sequence in a case of obtaining
user's log-in statuses and attribute information by
using the Proxy function is shown in Fig. 10. Fig. 10

15 illustrates a sequence example at the time when a user
logs in to the system. In Fig. 10, the authentication
server E1 is a RADIUS server. When user authentication
succeeds and the user logs in to the system, the RADIUS
client transmits an Accounting Request message to the

20 authentication server El.

The Accounting Request message includes user
attribute information in a form of attribute = attribute
value. In the illustrated example, the Accounting
Request message contains information indicating that a

25 user ID is taro{(l)User Name = taro), an IP address of a
NAS is [30.30.30.30] ((4) NAS - IP - Address =

30.30.30.30), an IP address of a user using terminal is



ADSL). Also included is information indicating that the wuser logs in to
the system ((40) Acct - Status - Type = 5 Start). Upon receiving the
Accounting Request nessage, the authentjfation server El transnmts the
received Accounting Request nessage to the user information nanagenent
unit B18 by using the Proxy function. The 10 user information managenent
unit B18 obtains user attribute information fromthe received Accounting
Request nessage. After receiving the Accounting Request nessage, the user

| nfor mati on FRAAGETRNY Ynigh BLAnaENS 1A AGGONAY 10 1BISNANSE JTESSR0C L0

the aut hentication : _ xt, “acqursition of user in mati on by
using the Rgl aynhdRGlian 1Wnld ike agescridead. nhe Relay fuRgijeon is a

function of transmtting, every tine a newlog is added tdothe Account

Log, the newapga)t.o Riberinededsy 28 iﬁ%%@ty&wﬁae&aﬁha Babhaythenction
is a de facto standard which is supported in many of RADI US servers.

Exanpl e of ausequdees iis Thowhe Byisitem XX 40n Acease Gtadhisai-nimgeuser' s
|l og-in statuses and attribute information by using the Relay function.
Shown 8 n FigSta2E)}ll is a sequence executed when a user logs in to the
system In Fig. 11, the authentication server El is a RAD US server. Wen
user authentication Ypedergseandnghéhes4dcgountings Requestt messpgeem a new

log is added to the Account Log held by the authentication server El
Based the authentication server El transmits the received

Accounting Request message to the user information
management unit B18 by using the Proxy function. The

10 user information management unit Bl8 obtains user
attribute information from the received Accounting
Request message. After receiving the Accounting Reguest
message, the user information management unit B18 sends
an Accounting Response message to the authentication

15 server E1.

Next, acquisition of user information by using
the Relay function will be described. The Relay function
is a function of transmitting, every time a new log is
added to the Account Log, the new log to other node by

20 the RADIUS server. The Relay function is a de facto
standard which is supported in many of RADIUS servers.

Example of a sequence is shown in Fig. 11 in a
case of obtaining user's log-in statuses and attribute
information by using the Relay function. Shown in Fig.

25 11 is a sequence executed when a user logs in to the
system. 1In Fig. 11, the authentication server El is a

RADIUS server. When user authentication succeeds and the



on the newy added |og, the authentication server EIl generates an
Accounti ng request nessage and transmts 5 the sane to the user information
management unit B18. In Fig. 11, the Acgpunting Request nessage contains
information indicating that a user IDis taro((1l)User Name = taro), an IP
address of a NAS is 130.30.30.30J ((4) NAS - IP - Address = 30.30.30.30),
10 an I P address of a user using termnal is 123.45.0.2 ((8) Franed - IP -
Address = 123.45.0.2) and a connection line is ADSL ((61) NAS - Port -

Type = ADSL) ;&Y ?%E%?gkggﬁgﬁ%%t%&%%%qpt?g%egp i LE”%¥#Q$%tkh%h%§er | ogs

in to the system as - 'T = £ ar € user

i nformation BREAGHTERLURE BLY %l?iteaia'ﬁgthe'ﬁ} lealild UGN E MR LGB T O

the received Accounting RequeSt nessage. recei ving the Accounting

Request  nesgagehe! RewlgeaddlOo iR, ¢haTRRAGRIRAM4lidn B Jdrargm ts an
Accounti ng Response nessage to the 20 authentication server El. Next,

description Yehlerbt¢esnds akcadusRddidl requesanples seige Reids egendniridhod. The
aut hentication information obtaining unit B181 periodically transmts a
messade i nquithengaaeotd ther 'uselrodnifiorsiattinse sane demenis wiitth@itg.cat i on
server El to check whether there occurs a change in the user's log-in
statuses. Wien a chadgeFig. datethedAcnouhsingeReguksdy- messbgeuses, the
unit -49 requests transm ssion of information indicative of the wuser's

| 0og-i n st at u§etadast Aafeyamationy ipgicating that a user ID is

taro({1l)User Name = taro), an IP address of a NAS is
[30.30.30.30] ((4) NAS - IP - Address = 30.30.30.30),

10 an IP address of a user using terminal is 123.45.0.2
((8) Framed - IP - Address = 123.45.0.2) and a
connection line is ADSL ((61) NAS - Port - Type = ADSL).
Also included is information indicating that the user
logs in to the system ((40) Acct - Status - Type =

15 Start). The user information management unit B1l8 obtains
user attribute information from the received Accounting
Request message. After receiving the Accounting Request
message, the user information management unit B18
transmits an Accounting Response message to the

20 authentication server El.

Next, description will be made of a specific
example of the second method. The authentication
information obtaining unit B181 periodically transmits a
message inquiring about user's log-in statuses to the

25 authentication server El to check whether there occurs a
change in the user's log-in statuses. When a change is

detected in the user's log-in statuses, the unit



I nformati on fromthe authentication server El. Mre specific exanples of
the second nethod 5 include a nethod enpl oying an NFS (Network File System
function and a nethod which enploys an SNV (Sinple Network Managenent
Protocol). NFS is file service provided through a network which is
commonly used under TCP/IP environnents and has a function of, with a file
10 hel d by ot her node connected through the network nounted on its own
node, handling the file as if it is alocal file. In the nmethod enpl oyi ng

the NFS fU”CEeg[ﬂestt@e ;—H-%% smilsBi QLM Q.Qf%%@i%an '1bctat'.3L TRk a | og

file including user In statuses a user attribute |nfornat|on

hel d by the guihent healiign s%%ﬁ:\(l%'ésElanthE%e ARG QR | nf or mat i on
obtaining unit B181 détects a change of the user's log-in statuses by

peri odi cal | y i ngbealsition Feohoghtl e tHenttiedtdon serwtr made. Wien
detecting a change of the user's log-in statuses, obtain 20 the user

attribute informati oMonkospebdgicnesbaplessodr theckargad ieaboidhe nount ed
log file. On the other hand, the SNWMP is a protocol for conducting
manageent andciodet @r meghod empdoyiode amnd@ls (NetwWbER IFR lretSysrtem)

envi ronnents. Exchangi ng management 25 information called M B _(Managenent

| nfor mati on Baoetiep angoa oeshed WW@@W|Q@Ri®YSSNWPSﬁﬂﬁhgéhﬂmﬂﬁithe
managenent side and the other of which is an "SNWP agent” on the 50 side

nmanaged, realNer¥oripagasemendt PaROcHade. NFR ?ﬁeflﬁﬁtﬁéévé§ﬁng t he SNWP,

wi th the authenti,catjon
provided through a network which is commonly used under

TCP/IP environments and has a function of, with a file

10 held by other node connected through the network mounted
on its own node, handling the file as if it is a local
file. In the method employing the NFS function, the user
information management unit B18 mounts a log file
including user's log-in statuses and user attribute

15 information held by the authentication server El. The
authentication information obtaining unit B181 detects a
change of the user's log-in statuses by periodically
checking the log file mounted on its own node. When
detecting a change of the user's log-in statuses, obtain

20 the user attribute information whose log-in statuses are
changed from the mounted log file.

On the other hand, the SNMP is a protocol for
conducting management and monitoring of other node under
the TCP/IP network environments. Exchanging management

25 information called MIB (Management Information Base) by
two, one of which is an "SNMP manager" on the management

side and the other of which is an "SNMP agent" on the



i nformati on obtaining unit B181 as an SNVMP manager and the authentication
server El as an SNMWP agent, out of 5 the MB of the authentication server

El, a part indicative of a user's log-igystatus is periodically checked.
When detecting a change of the user's log-in status, obtain a part

rel evant to the user attribute information whose log-in status is changed
fromthe MB 10 of the authentication server El. Based on the information

handed over fromthe authentication information obtaining unit B181, the

user i nfor matin xdéﬁ’l% Cidng r‘é%il'zrléjs%naex%%%gtt g% d!ésc%rer Y .ma&hoﬁhgat abase

B14. The managenent ddes, o I ng user attribute

i nfor Mat i 0N GfetMJdS s 1RO thieS ShBYEGriith Rl BotNBIatatIYH em to the user
i nformati on database Bl14 and conversely deleting the wuser attribute

i nformation ahflioiatsen Wheainindgeed touwl s 1f eMan &Nse manddaiyMadridon
dat abase Bl14. 20 Next, operation of the second enbodi nent will be
descri bed i ntthet aulthenti caefiencseevier Hle a@r ainl IBYMP adants @uar aif on of the
DNS server Bl fromthe reception of a DNS query nessage fromthe client Al
to theé transiies$Idn off theDH8thesyrdrse ives segwers Rlhe ssg@ertas 25 that in
the first enbodi ment shown in Fig. 4, its description will be omtted. In
t he fol | owi ngnhddewrdiived ofdes aisiegt’isod og-Hin isdakade isf peatiagewditlyof t he user
-51 information database B14 by the user_information managenent unit B18
wth referen@@qgﬁeﬂhg.wﬁig detecting a change of the user's log-in
status, obtain a part relevant to the user attribute
information whose log-in status is changed from the MIB
10 of the authentication server El.

Based on the information handed over from the
authentication information obtaining unit B181, the user
information updating unit B182 manages the user
information database Bl4. The management includes, for

15 example, adding user attribute information of a user who
is logged in to the present system to the user
information database Bl4 and conversely deleting the
user attribute information of the user who is logged out
from the user information database Bl4.

20 Next, operation of the second embodiment will be
described in detail with reference to the drawings.
Since operation of the DNS server Bl from the reception
of a DNS query message from the client Al to the
transmission of a DNS response message is the same as

25 that in the first embodiment shown in Fig. 4, its

description will be omitted. In the following, detailed

description will be made of management of the user



Upon detecting a change of user's log-in statuses (Step
the authentication information 5 obtaining unit B181 det
change of the log-in statuses in questigp. corresponds t
| og-out (Step 5202). When the user has logged in to the
information indicative of the user's log-in statuses and
attribute information fromthe authentication server E
information to the user information updating unit B182

S201 in Fig. 12),
erm nes whet her the
o log-in or
system obtain

10 t he user
to hand over these
(Step S203). The

user i nformy BF%nggyyH %geggd%eBéﬁgitlo%h%F%'%%e |@f9&g@ | i ndi cative

of the user’ 0g-1n statuses to

regl ster t e user

attribute i nfRHIRlehMt %nEQEBH%eklthPE%E@%@n §§e1§14 (Step S204).
Step 20

When the user has | ogged out of the system at

t he

aut hentication infor gpbhOBe@BEaliNgNe EhahgeBb8lugblanioyhen BhatRESON

indicative of the user's 20 log-in statuses and the user

attri bute

i nformati on f(skmep 5126 laubheiigi.caf2i)gn t3ry \aert Heln tdid tHand S nfcamadiese

information to the user information updating unit B182

(Step S205) and the

user iinf or matobduaimpcat umg tulilis 1BHe2 e redaesh edicttherusdre iaifsaorgeatdfortheat abase
B14 for an entry 25 relevant to the user based on the user attribute
i nformation tl@dhdhetsdatisesntiny quSisdy o @R reasponds ftor dgd—1ig dascri ption

of the second -52 enbodi nent, the DNS server Bl incl udes
i nf or mati on é&ﬁa§§§e(ﬁﬁﬁ¥h§2p@§-conponent. | n anot her

t he user

When the user has logged in to the system, obtain

information indicative of the user's log-in

statuses and

10 the user attribute information from the authentication

server El to hand over these information to
information updating unit B182 (Step 5203).
information updating unit B182 examines the

indicative of the user's log-in statuses to

the user
The user
information

additionally

15 register the user attribute information in the user

information database Bl4 (Step S5204).

When the user has logged out of the

system at

Step S202, the authentication information obtaining unit

B181 obtains the information indicative of the user's

20 log-in statuses and the user attribute information from

the authentication server El and hands over

these

information to the user information updating unit B182

(Step S205) and the user information updating unit B182

searches the user information database Bl4 for an entry

25 relevant to the user based on the user attribute

information to delete the entry (Step S206).

In the foregoing description of the

second



possi bl e structure, the user information database B14 may be held not in
the DNS server Bl but in another 5 server simlarly to the first

embodi nent. The structure in this case.js shown in Fig. 13 as another
exanpl e of the second enbodinent. In the structure shown in Fig. 13, as
conmpared wth the above-described structure illustrated in Fig. 9, 10 a
DNS server B4 not including the user information database B14 is used in
pl ace of the above-described DNS server B3 and the database server D1

i ncl udi ng th%ﬁié% &l mehidf, Ot bﬁ% Q%I&%%%s%lD%c%detss £HATRARENT 1S further

used. 15 In t arrang énent S conventi onal DNS server or

the DNS SerV?fn%o,.B_ilnatE%n ﬁ%taﬁﬁge%lﬁ' 5%' Yl G ofhp et 307 Veh Bro¥hbeh will be

descri bed | ater e followng thir enbodlne t) of e present

i nvention na oéglﬁiéds%%ubQﬁr@at%@@S%s%%f&%Eo%%aQﬁon|@a&&b%s%a%@4 t he
response database Bi6 in the DNS server w |l be used as the user

information dayabas@elilnot! Ant khe ONSCseRRY Ble bkt Hed sefotiedat i ng user
attribute informati on of the user information database D11 by the user

i nforrmati on spdeerngimiilarBy82o tha 5wt katboddimegta DEBeDghantctublpdat e.
The DNS Dynamic Update is a systemfor executing entry addition and

del eti on to amndthisncaséatishabeowhnelih Figa DNSasemnerther esampilieeofnode. A
node whi ch conducts the DNS Dynami c Update encodes information to be added
or del eted iffhe gereng embodiment.

In the structure shown in Fig. 13, as compared
with the above-described structure illustrated in Fig. 9,

10 a DNS server B4 not including the user information
database Bl4 is used in place of the above-described DNS
server B3 and the database server D1 including the user
information database D11 as its component is further
used.

15 In the arrangement shown in Fig. 13, a
conventional DNS server or the DNS servers Bl, B2, B3
and B4 (including a DNS server B5 which will be
described later in the following third embodiment) of
the present invention may be used as the database server

20 Dl. In this case, the response database B16 in the DNS
server will be used as the user information database D1l.

In this case, possible method of updating user
attribute information of the user information database
D11 by the user information updating unit B182 is a

25 method using a DNS Dynamic Update. The DNS Dynamic

Update is a system for executing entry addition and

deletion to and from a database held in a DNS server by



of a resource record defined by the DNS and transmts a nessage with the

I nformati on enbedded to the DNS server. 5 Upon receiving the nessage, the
DNS server adds or deletes the entry togor fromits held response

database. In the nmethod using the DNS Dynam ¢ Update, the user information
updating unit B182 encodes the user attribute information handed over from
the 10 authentication information obtaining unit B181 into a DNS resource
record and transmts a nessage with the infornmation enbedded to the DNS

Server. upon ?x%?'owoﬁ tﬂengﬁésﬁﬁf:‘cht%n 8 SENE' ﬁgdkﬂémﬁé' éﬁgtén

entry relevan ‘resourceé record e ssage

fromthe respaasge %atl%l%%tﬁna@i%hlr %gpggd 'Eﬁeho orrh%ellést%rd ?1‘51:‘2{ Rl dat abase

|
Dl). The zone fi a8 I's an exanple of an entry in the

gener at ed f%&p%n§%56%&@Q3§%co@B€H@Eh%@dphytQ%eDﬁﬁsﬁ%hﬂekr%$SMBtkh%
structure 20 shown in Fig. 13 can be considered the same as the operation

of the abovemgesehiebed tBNEheeivEorBithyn embledicicdy tiohehes ®NG fedtvidat.i on
dat abase B14 with the wuser information database DIl. Next, effects of the

second enbodUpent reckeliviag 2hedasssiaged. the @biSaismrnvgrardidsaragi ng user
attribute information necessary for custom zing name resolution by .54 a
DNS server, dededesmiahegemsny &b ohre faony iilnst die lich frespamisen datadpesst.i on
requi res enornous | abor and
In the method using the DNS Dynamic Update, the
user information updating unit B182 encodes the user
attribute information handed over from the
10 authentication information obtaining unit B181 into a
DNS resource record and transmits a message with the
information embedded to the DNS server. Upon receiving
the message, the DNS server adds or deletes an entry
relevant to the resource record embedded in the message
15 to or from the response database (corresponding to the
user information database DPll). The zone file 302 shown
in Fig. 8 is an example of an entry in the generated
response database.
Operation of the DNS server B4 in the structure
20 shown in Fig. 13 can be considered the same as the
operation of the above-described DNS server B3 by
replacing the user information database Bl4 with the
user information database Dll1.
Next, effects of the second embodiment will be
25 described.

In obtaining and managing user attribute

information necessary for customizing name resolution by



costs. Since in an ISP (Internet Service Provider) 5 network, for exanple,
there exist nunbers of users and attribute information (location, IP
address, kind of connection line, etc.)gpf an individual user dynamcally
changes, manual managenent of the sanme wll be extrenely difficult. 10 In
t he present enbodi ment, the user information nmanagenent unit B18
cooperates with the authentication server El to nmanage the user

i nformati on database Bl4. Registration and deletion of the user attribute

7 or et fon o g o gt WAL dRANRSE AR 1

automati cal | y conduct e user mati on managenent unit Bl18. As a
resul t, |abor @i Qliged ioh $RIINe MRIRASGRIY 1R Hdpti on and

del etion of user attribute information)” of the user infornation database
B14 can be redeed nore than that 20 in the first enbodinent. In addition,
while the authentication information obtaining unit B181 obtains user
informati on from thesiavkehent cpattisen (Iateehek! setviike presddergnbodi ment,
the authentication server requires no special function for 25 obtaining
user iinfor matnedworA,t Houygkexamplet, haderel exdlsttainumbgenss erf iudearsnetricon, t he
met hod using the Proxy function or the Relay function of the RADH US server
and -55 the adthddurs dgformets aand kasatisrhodRusiddyess ,SNmdraf t aken as

exanples in the foregoing, these are functions . i
connection line, etc.) of an individual user dynamically

changes, manual management of the same will be extremely
difficult.

10 In the present embodiment, the user information
management unit Bl8 cooperates with the authentication
server El to manage the user information database Bl4.
Registration and deletion of the user attribute
information at and from the user information database

15 Bl4 is automatically conducted by the user information
management unit B18., As a result, labor and cots
required for setting management (registration and
deletion of user attribute information) of the user
information database Bl4 can be reduced more than that

20 in the first embodiment.

In addition, while the authentication information
obtaining unit B181 obtains user information from the
authentication server El1 in the present embodiment, the
authentication server requires no special function for

25 obtaining user information. Although as methods of
obtaining user information, the method using the Proxy

function or the Relay function of the RADIUS server and



standardi zed or made a de facto standard and can be used only by changi ng
setting in many of authentication 5 servers currently used. Therefore, in

i ntroducing the present systeminto an.gxisting system no introduction
costs are required for disposing a new authentication server and repl acing
an existing authentication server wth a dedi cated authentication server.
Also after the 10 introduction of the present system since authentication
processi ng and Iog collection are conducted at the sane authentication

et ng SRS L haANAUILAT S KRAC 0 HRCHALLAL Bliay NEMaR R

processi ng and chargi ng processing € exi stin

15 Next, a tQ'?QnQ%QOQk%% Ee%f h%hgr%%%% 01 %en%h%%e‘%ﬂé ﬂ%ﬁd&ﬁﬁ?'bed in

detail with reference to ramnn S. reference to Fig. 14, the

third enbodi gRRhda@lizBa a&e%@% 'an\ﬁ‘éntf'a@"&o' $ taddaree dnldo daiC lped@sa NS 20
server B5 and a packet transfer device FI in addition to the client Al and

the aut henti ealliyobysehueiihly deterindedn manyhefsecendntikediioant shown in
Fig. 9. The DNS server B5 and the authentication server El and the packet

transfier deviseevelrsacarcentdyt eadeida e@hbrefbee, t hnoighrodbecihg nhework C .
A packet sent and received to/fromthe network C side by the client Al
passes t hr ougreskatpsyisdent iareof @n eiistdngl syisttieout noaiilntrHdugrdoket - 56
transfer device here represents ever devi ce having a _packet transfer
processi ng f GRELISoRYSyER IS reg igposing a new authentication

server and replacing an existing authentication server
with a dedicated authentication server. Also after the

10 introduction of the present system, since authentication
processing and log collection are conducted at the same
authentication server, no costs for changing a mode of
operation of authentication processing and charging
processing in the existing system will be incurred.

15 Next, a third embodiment of the present invention
will be described in detail with reference to the
drawings.

With reference to Fig. 14, the third embodiment
of the present invention is realized to include a DNS

20 server B5 and a packet transfer device Fl1 in addition to
the client Al and the authentication server El described
in the second embodiment shown in Fig. 9. The DNS server
B5 and the authentication server El and the packet
transfer device Fl1 are connected to each other through

25 the network Cl. A packet sent and received to/from the
network Cl side by the client Al passes through the

packet transfer device El without fail. The packet



(R switch, an ATMswitch, a router, a layer 4 switch or a layer 7 switch
5 The DNS server B5 differs in structure fromthe DNS server Bl in the
first enbodi ment shown in Fig. 1 in faiking to require the user
information obtaining unit B13 and the user infornation database Bl14 as
its conponent. In the follow ng, the structure including the 10 DNS server
BS5 will be described, in which the DNS server B5 may be replaced by any of
the DNS servers Bl, B2, B3 and B4 shown in the first and second

enbodi nent s. gggg%g%zde b%t%%§% &gpkggggﬁ%ggggggg E&Qﬁ%ﬁg@%Qngare shown as

an exanple in he response |ncIu es a nane

resol ution t%@c@ce‘p%ra@a@@er_‘z%&%c@s's% %Q%&%&O%ucﬁh%sn%@@ E@RQHd on

table 401 and the zone file 402 3) correspond to the nane

resol ution tglgles2@tcand athTZdO%F}u.ftldhE; 20Zd¥ers03) liayerFiqg syiwWdrcbhave
been described in the first enbodi nent 20 of the present invention. In the
third enbodi eedlyert 7 swiecd.assunmed that wuser attribute information is
handl ed including attribute information regarding a packet transfer device
in addition to the efhppb¥Soketrierudsr dafferbutie 25ructorentfirom déecri bed
in the first and second enbodinments. Mre specifically, the nane

resol ution DHS eeayerdBlf dins theohimse wabodimesituishovn dsl #1201 1 in 57
including, as user attribute information, not only attribute information
such as a usépilpngndo; nedydrss the user ‘information obtaining unit

B13 and the user information database Bl4 as its
component. In the following, the structure including the

10 DNS server B5 will be described, in which the DNS server
B5 may be replaced by any of the DNS servers Bl, B2, B3
and B4 shown in the first and second embodiments.

Contents registered in the response database Bl6
are shown as an example in Fig. 15. The response

15 database Bl6é includes a name resolution table 401, and
zone files 402 and 403. The name resolution table 401
and the zone file 402 (or 403) correspond to the name
resolution table 201 and the zone file 202 (or 203) in
Fig 3 which have been described in the first embodiment

20 of the present invention.

In the third embodiment, it is here assumed that
user attribute information is handled including
attribute information regarding a packet transfer device
in addition to the example of the user attribute

25 information described in the first and second
embodiments. More specifically, the name resolution

table 401 differs from the name resolution table 201 in



connection line but also attribute information regarding the packet
transfer device FI and in allowing 5 registration of a reference
destination of a nane resolution nethodsfor each attribute information
regardi ng the packet transfer device Fl. Anong exanples of attribute

I nformati on regardi ng the packet transfer device FI here are information
about an identifier (ID) 10 of the packet transfer device FI and a transfer
met hod supported by the packet transfer device F1 (e.g. nethod supporting

vlian of an E.Ex?liﬂgg_{l(gR agf u§lé9'p3rttt5:?gu%eumnfom%q.]pﬁw LG BYhy I'n the name

resolution ta $hown I n Fi user 1 nformation |Réludes as
user attri bUTa%%mB%‘teO%)Eorﬁxtatt&bﬁu‘é%chn%%r RRLsRP SHCRRS 2 1Use JfD. a kind

of connection Iine and a group ID but also a packet transfer device 1D and

al ows regi stoaheerioh ainkebatenaqeodasitiridiiten ioff cam2dTn eeatidieny f or
each 20 packet transfer device ID. In addition, the zone file 402 (or 403)

is different the packeg arbnelfer( Addiiceordl anldatia) afldfowdmey i ng addi ti onal
information in each entry in addition to the field (Type, FQDN, Data)
shown & n t heregis¢rhition20Z @oreZedences destimatjoeseft emsod ment, such a
field for storing additional information is used for storing a packet
transfer netFegodutiba pethed foansheh a@driributie ingPrmetiicds of

transferring a packet include priority for transferring the packet in
question (paéggpr@gaﬁsﬁgp packet transfer device Fl. Among examples

of attribute information regarding the packet transfer
device F1l here are information about an identifier (ID)

10 of the packet transfer device Fl and a transfer method
supported by the packet transfer device Fl (e.g. method
supporting vian of an Ethernet (R) or supporting a URL-
based switching).

In the name resolution table 401 shown in Fig. 15,

15 user information includes, as user attributes, not only
attribute information such as a user ID, a kind of
connection line and a group ID but also a packet
transfer device ID and allows registration of a
reference destination of a name resolution for each

20 packet transfer device ID. In addition, the zone file
402 (or 403) is different in having a field (Additional
Data) for storing additional information in each entry
in addition to the field {(Type, FQDN, Data) shown in the
zone file 202 (or 203).

25 In the present embodiment, such a field for
storing additional information is used for storing a

packet transfer method at the packet transfer device Fl.



priority), an ID (logical network ID) of a |logical network (VPN (Virtual
Private Network), vlian, etc.) in 5 which the packet is to be transferred, a
| ogi cal channel (VC (Virtual Channel lgentifier) of ATM by which the
packet in question is transferred and an ID of LSP (Label Sw tched Pat h)
etc.) of MPLS (Multiprotocol Label Swtching) and a nethod of rewiting
of, addition to and 10 deletion froma header of the packet. The first
entry in the zone file 402 indicates that a response of an A record for

waw. ddd. com i thro\?\:h@ bel e :hndd 490 .agi%%%%%gﬂ%%sgﬂ%y%%@ Ifoy address

isr20.1.1.1Jto i ch transm SSiom i e“cliéent "AI" as a result

of referencet&%ngq%r%qhgyg'@ pRER ARy ed idh ngﬁﬁégégﬁﬁ%%?%%ier devi ce

F1 is a transfer netho rewiting asource | Addr) to

r40.1. 1. 1) apgiloevrityi NGV ian-(18gicui1amddvork ab)Mye headgyidaa 1illi to
transfer an 20 obtained packet at an ordinary transfer priority through an
out put port Zktwoika (FEFe (WHiektealh @t igeney Aetgrk INTIRSp@Rs ) nessage to
a DNS query nessage, if the Additional Data field is registered in the
entry  n thhewhdshonde pachkatabzseoBbe tua ahes fieefrendt,ed tlogiidad

generation wunit Bl5 stores the contents indicated in the Additional Data
i nto the gendV&tled VDXN$Sueds fhweacie dsiegdifileny 050 A1MIr &gk whdidiodhencl udes

storing the contents indicated in the Additional Data into an additional
i nformati on pPacket in question is transferred and an ID of LSP

(Label Switched Path) etc.) of MPLS (Multiprotocol Label
Switching) and a method of rewriting of, addition to and
10 deletion from a header of the packet.

The first entry in the zone file 402 indicates

that a response of an A record for www.ddd.com is
f20.1.1.1] and for a packet whose destination IP
address is [20.1.1.1] to which transmission is made by

15 the client Al as a result of reference to the entry in
question, used at the packet transfer device Fl is a
transfer method of rewriting a source IP address
(SrcIPAddr) to [40.1.1.1) and rewriting vlan-ID
(vlanID) in an MAC header to [111! +to transfer an

20 obtained packet at an ordinary transfer priority through
an output port 21.

In a case where when generating a DNS response
message to a DNS query message, if the Additional Data
field is registered in the entry in the response

25 database Bl6é to be referred to, the response generation
unit B15 stores the contents indicated in the Additional

Data into the generated DNS response message. This



part of the DNS nessage as descri bed above. Storing the contents indicated
in the Additional 5 Data into the additional information part of the DNS
response nessage enabl es the response neggage in question to

si mul taneously include not only an IP address for an FQDN i nquired by the
client Al (or other resource record data) but also a nethod of
transferring 10 a packet transmtted fromthe client Al to the IP address
i n question conducted at the packet transfer device FI. The packet

transfer devigGe Bld Relides _i%cg% fos JLREN G Uiy asfiléﬂé%%#%? a user

i nformati on updati'ng 15 unit , a user I'nformation

i nformation b aindl AARIonEl4 Dad SDNS LY B8 Addiit IBHRL 3 ndotddied abl e F16
and a forwarding unit F17. The user authentication unit F11 has a function

of identifyi parandfathaeDNsCaldsRGige WSeidedtribedLlabte. 20 Al connected to
t he packet transfer device FI. The unit furthernore stores various user
attribute informti ostofring tther cohtentediaditheed e eheanidddntionatli on
into,the wuser information database F13 through the user information
updat iing uni Pagr2 inReprdse @datiibionsfl usdor2etawrhearitcati dheatDNShe packet
transfer device FI is IEEE 802.1x as a user authentication nechani sm

st andar di zed TESPORFEEMeSSRge CRebdst die IBEPONEe MefsEasueckiat transf er

device F1 supports |EEE 802.1x, the _user authentication unit F11 conducts
question to simultaneocusly include not only an IP

address for an FQDN inquired by the client Al (or other
resource record data) but also a method of transferring
10 a packet transmitted from the client Al to the IP
address in question conducted at the packet transfer
device Fl.
The packet transfer device Fl includes a user
authentication unit F11l, a user information updating
15 unit F1l2, a user information database F13, a user
information obtaining unit Fl4, a DNS proxy unit F15, a
routing table F1l6 and a forwarding unit F17.
The user authentication unit F11 has a function
of identifying and authenticating a user on the client
20 Al connected to the packet transfer device Fl. The unit
furthermore stores various user attribute information of
a user obtained at the time of authentication into.the
user information database F13 through the user
information updating unit F12. Representative of user
25 authentication at the packet transfer device Fl1 is IEEE
802.1x as a user authentication mechanism standardized

in an Ethernet (R) switch.



aut henti cation by communicating with the authentication server Cl by using
t he RADI US protocol based on a user 5 ID and a password of a user on the
client Al, thereby determ ning whether.gpmunication of the client Al with
the network C side is allowed or not. Based on the information handed over
fromthe wuser authentication unit F11, the user information 10 updating
unit F12 manages the user information database F13. Conducted, for

exanple, is adding user attribute information of a user who will log into

the packet transfer ydgyi %ﬁe':éﬁbﬁ%:e%oﬁ?'ﬁlgls%&edEQriEQeFHSEt'hgp:o%?;gr FRERON

dat abase F13 and conversely deleting user attribu ormation of a

user who has gyoqded @le ule¥Mal i entslatilbar Mo 1dalahreetR13. The user
i nformati on database F13 is a database for storing user attribute

i nformati on @luthentdicatdenh@Rt i@ ikatifg weeh ancheritheitidatund Fl .
20 Exanpl es of user attribute information stored in the wuser information

dat abase F13satreetrhelsdye uadnighade @ADINSE pistfocalll asdde dnfaorisadr on
described in the first enbodiment. Exanple of the user information
dat abdse is IPhewd @&s paswserd woiformusiesn cdatthieasd isdt A, udthestedy i n 25
Fig. 16. In the user information database 501, with respect to an input
port and a s@gtearmindngdahesdercgomarpseditipn ofa theclodtiendcdilved iy t he
packet 61 transfer device Fl, a user ID _a kind of connection line, a
connection | ithe $§8¥@THn&la Sgd6up s Bidrwerk QPaddt- in
Based on the information handed over from the
user authentication unit F11, the user information
10 updating unit F12 manages the user information database
F13. Conducted, for example, is adding user attribute
information of a user who will log in to the packet
transfer device Fl to communicate to the user
information database F13 and conversely deleting the
15 user attribute information of a user who has logged out
from the user information database F13.
The user information database F13 is a database
for storing user attribute information of a user
authenticated by the user authentication unit F1l.
20 Examples of user attribute information stored in the
user information database F1l3 are the same as those of
the user attribute information described in the first
embodiment. Example of the user information database is
shown as a user information database 501 illustrated in
25 Fig. 16. In the user information database 501, with

respect to an input port and a source MAC address

corresponding to a packet received by the packet



guestion are described. Indicated in the first entry, for exanple, is 5
that for a packet whose input port is [02)J and source MAC address is

1 00: 12: 34:56:78:9aJ , a user ID of a segder of the packet is ftaroJ , a
kind of a connected line is Ethernet (R), its speed is 100 Mops and an ID
of a group in which the packet sender in question is 10 included is
Isilverd . The user information obtaining unit F14 has a function of
obtaining user attribute information corresponding to a sender of a DNS

query ”esSag%rah%%%&"?i@vi&:eaF‘i“e%yu%% agbi ”%F%ghtgnggkgkgﬁekfiﬂo%i%eoxy 15

unit F15 from the uSer i nforimation ase nding over € user

attribute i nfopERLEARIbA 9488t kPBed! AnlN® GHBLY TOVOE ikh@ WaickeElSh The

DNS proxy unit F15 has a function of readirig and analyzing contents of a

DNS query ne%ﬁ%gei@adaaeDugsc%Qb@ggponse nmessage fl ow ng between the client
Al and the server B5 to rewite the nessage contents and transmt the

rewitten nessage. ThadbdbtpHoiy dhet fEibt entkydeforhexgmely,rawriting
unit F151 and a response analysis unit F152 as its conponent. 25 The query
rew i td ng unithaklFbrhas packencwhoseofinpaddipogt tie al ONS quer somssage
transmtted toward the DNS server B5 by the client A, user attribute -62
i nformati on ¥B6ueddressr ishol Ml s 3hsTh t 18t02he BNSIsaqudi®y afessage in

guestion and transmtting the obtqinep )
sender of the packet is ltarol , a kind of a connected

line is Ethernet (R), its speed is 100 Mbps and an ID of
a group in which the packet sender in question is
10 included is [silverl] .

The user information obtaining unit F1l4 has a
function of obtaining user attribute information
corresponding to a sender of a DNS query messade
received at a query rewriting unit F151 in the DNS proxy

15 unit F15 from the user information database F13 and
handing over the user attribute information in question
to the query rewriting unit F151.

The DNS proxy unit F15 has a function of reading
and analyzing contents of a DNS query message and a DNS

20 response message flowing between the c¢lient Al and the
DNS server B5 to rewrite the message contents and
transmit the rewritten message. The DNS proxy unit F15
includes the query rewriting unit F151 and a response
analysis unit F152 as its component.

25 The query rewriting unit F151 has a function of
adding, to a DNS query message transmitted toward the

DNS server B5 by the client Al, user attribute



nmessage to the DNS server B5. On this occasion, attribute information

regar di

ng the packet transfer 5 device FI can be included in the user

attribute information as required. Hereggythe user attribute information

regar di

ng the user who has transmitted the DNS query nessage is obtained

fromthe user information database F13 through the user information

obt ai ni

ng unit 10 F14 to have attribute information regardi ng the packet

transfer device FI added as required. The response analysis unit F152 has a

f ti f . i.Nd, it b th
DNS server BATESIMRN Phe 2BPREnE RPora BOCRar TEoPPRT kel Hhe B8 Y eaded i n
the nessage ifig ﬁ&e's%g?eTE% g}igr%ttifoﬂ”a & tra@sili et ndn et %t%%re%sgﬁgdi ng

to the

extracted pac tran nmet hod at the routing table F16.

routing tabl gekkBges +& ¢akabase seveli 8.2 oROcABEhgEc8Eibhansferring a

packet

received by the forwarding unit F17 is stored. Anong tables

represent ed abyribateodhifdgnatbibs Fikgazidiny takl packetitelans feacei ved
packet transfer nethod at a router is stored and a table in which a

swi tchi

ng netdeodceat FAn cEnheendnhclBdesiwine khies us2x sttarddbutientries in the

routing table F16 can be generated, other than by statically setting as in
conventi onal iaforoathesecdsorequiicedat | Bardynahecabey agB8ribbusened by a
routing protocol, by the response analysis unit F152.

10

15

20

25

information regarding the user who has transmitted the
DNS query message is obtained from the user information
database F13 through the user information obtaining unit
Fl4 to have attribute information regarding the packet
transfer device Fl added as required.

The response analysis unit F152 has a function of
extracting, from a DNS response message transmitted by
the DNS server B5 toward the client Al, a packet
transfer method embedded in the message in question. The
unit further registers an entry corresponding to the
extracted packet transfer method at the routing table
Fl6.

The routing table Fl6 is a database in which a
method of transferring a packet received by the
forwarding unit F17 is stored. Among tables represented
by the routing table F16 are a table in which a received
packet transfer method at a router is stored and a table
in which a switching method at an Ethernet (R) switch is
stored. Entries in the routing table F1l6 can be
generated, other than by statically setting as in

conventional art or based on information dynamically



Exanpl e of the contents of the routing table F16 is shown in Fig 17. The
second entry in the routing 5 table F16 shows that with an input port, a
source MAC address, a destination IP adgfyess and a vlan-1D of a packet
recei ved by the packet transfer device F1 are riij , FO0O:bc:de:fQ 12:34J ,
160.1.1.1) and 1200) , respectively, the source |IP address, the
destination IP 10 address and the vlan-1D of the packet in question are
rewitten to 140.1.1.1) , r90.1.1.1J and F333J to output the obtained

packet throu u . I add ti [_ori j.ndi cat es
"high priori ?’yt%{lgle%de o{aegzaﬁ'\l%tﬂ%rl rllfgr1r:1'os%§jildn%\xit It?l%bé:te%&gglsaet aﬁlltaéﬂ)sp%cket 15
transfer priomitysibhe forwarding unit F17 has a function of solving a

met hod of transferring a packet received by the packet transfer device F

and transferring theeramket bR tHHeebheBnRased eRet Reutiagstabieerhegd. The
met hod of 20 transferring the received packet here is solved by referring

to the routing shokwe Eh6FileAt7,. dehai sedofl@sentplyyi 91 vhel rbatimge of
operation of the packet transfer device FI and the DNS server B5 which is
executéed fr omabilenFitiés showsoftha tDNS tB5 agqudmpute peade 120 stove-ceNBaACer ver B5
by the client Al until return of a correspondi ng DNS response nessage to
the client Alddresise g desftinairiod FPnwdgiressr et @énvd ancA D @ft #e dr awi ngs.

First, description will be nmade of operation at ]
packet received by the packet transfer device Fl are

F111 , T00:bc:de:£0:12:341 , l60.1.1.1]1 and [l2001 ,
respectively, the source IP address, the destination IP

10 address and the vlan-ID of the packet in question are
rewritten to [40.1.1.11 , 90.1.1.1] and [333] to output
the obtained packet through the output port F31] . 1In
addition, the priority indicates [high priorityl to
denote that transmission will be made at high packet

15 transfer priority.

The forwarding unit F17 has a function of solving
a method of transferring a packet received by the packet
transfer device Fl and transferring the packet in
question based on the transfer method. The method of

20 transferring the received packet here is solved by
referring to the routing table Flé6.

Next, detailed description will be made of
operation of the packet transfer device Fl1 and the DNS
server B5 which is executed from transmission of a DNS

25 query message to the DNS server B5 by the client Al
until return of a corresponding DNS response message to

the client Al in the present embodiment with reference



t he packet transfer device F1 at the time when the client Al transmts a
DNS query nessage to the DNS 5 server B5 with reference to the flow chart
shown in Fig. 18. Wen the client Al tragsmts a DNS query nessage to the
network Cl side, the packet transfer device F1 detects the nessage in
guestion and receives the sane. 10 The DNS query nessage received by the
packet transfer device Fl1 is handed over to the query rewiting unit F151
in the DNS proxy unit F15 (Step S301 in Fig. 18). Here, since in the
message i n questian | P_ address of the DNS server B5 is designated as a
15 destinatigﬁ %b% gﬁgeééﬁsa method is required of handing over only the

Message 10 question k@rEhe AUBEYipEMLh! 291 Yl halbSbribbBUL ibhage! ef

simlarly to an ordinary "pac s met i ncl udes a"net ho handi ng

over only atpackelxbayithgnd reredichiiceP @t RUMDQ tif@ ¢Alenvend0d of the DNS
guery nessage to the query rewiting unit F151 (the DNS query nessage can

be identifiedlienedAdn tragisid t3 RACKS! dileese neéeslaigeattioohgomnsnunber is 53
in general). Next, search for user attribute infornmation of a 25 sender
of theé DNS gueeryereB8Sagd theceifectnaie tthe theerfylow ehaxrtt mihown tinFFih.wi t h
reference to the user information database F13 (Step S302). _65_ Assum ng,
for exanpl e, lBhat the user information database F13 stores the sane
entries as those of the
- When the client Al transmits a DNS query message
to the network Cl side, the packet transfer device F1
detects the message in question and receives the same.
10 The DNS query message received by the packet transfer
device F1l is handed over to the query rewriting unit
F151 in the DNS proxy unit F15 (Step S$301 in Fig. 18).
Here, since in the message in question, an IP
address of the DNS server B5 is designated as a
15 destination IP address, a method is required of handing
over only the message in gquestion to the query rewriting
unit F151 without transfer similarly to an ordinary
packet. This method includes a method of handing over
only a packet having a specific port number indicative
20 of the DNS query message to the query rewriting unit
F151 (the DNS query message can be identified based on
being a packet whose destination port number is 53 in
general).
Next, search for user attribute information of a
25 sender of the DNS query message received at the query

rewriting unit F151 with reference to the user

information database F13 (Step 5302).



user information database 501 shown in Fig. 16, with respect to a DNS
query nessage which is received from5 the port 11 and whose source MAC
address is r00:bc:de:f0 12:34) , referegge to the user information

dat abase F13 results in searching user attribute information including a
sender's user |ID of rhanakoJ , a kind of connection |ine being an Ethernet
(R), a 10 connection line speed of 10Mops, etc. f-J indicated in the item
of the group ID denotes that the group IDis wunknown or that it is an

attribute whose acquhgg%bgggunggnggéggigrythg@g%h%?ﬁg%%g&%%og&a%q%nuser

attribute infornmation redults i at there exists

user —attribigsg i@/ Fal QRS GHORGM drit Lilke HRNAGlosd df&nd ecel ved
DNS query nessage, add the corresponding user attribute information to the

DNS query nmesgage inFor@is@Sioroidarate Guar Shc iitd Hd ginilte Fiskmnd
transmt 20 the obtained nmessage to the DNS server B5 (Steps S303 and

S304). Wen atesPleerr $304 DNSelmdry anadddadieofwihdd ng reaidiared Famont he user
attribute information solved with reference to the user information

dat abdse F13;th25 pairttr iliuteerd mdhorseatsiconroee gy iadyintess packet transfer

device F1 to the DNS query nessage in question as user attribute

information, aBf@:bhedatfPibatasinf orekeyence 660 reareiery imEopazkion

transfer device F1 to the nessage  in question and transmt the obtained

nmessage to t §atghgse F13 results in searching user attribute
information including a sender's user ID of [hanakol , a
kind of connection line being an Ethernet (R), a

10 connection line speed of 10Mbps, etc. [-1 indicated in

the item of the group ID denotes that the group ID is
unknown or that it is an attribute whose acquisition is
unnecessary.

When the search of the user attribute information

15 at Step S$302 results in finding that there exists user
attribute information corresponding to the sender of the
received DNS query message, add the corresponding user
attribute information to the DNS gquery message in
question by the query rewriting unit F151 and transmit

20 the obtained message to the DNS server B5 (Steps S303
and S5304).

When at Step S304, there is a need of adding,
other than the user attribute information solved with
reference to the user information database F13,

25 attribute information regarding the packet transfer

device Fl to the DNS query message in question as user

attribute information, add the attribute information



server B5. Qther than the user attribute information solved wth reference
to the user information database 5 F13, add, for exanple, an ID of the
packet transfer device FI to the nessagggin question. Wien the search of
the user attribute information at Step S302 results in finding that there
exists no wuser attribute information corresponding to the sender 10 of the
recei ved DNS query nessage, the query rewiting unit F131 transnits the
nmessage in question to the DNS server B5 wi thout adding any information

(Steps S303 %%%arﬁ%géztgge?%ck%EeEQEB%%ggfdEQQCQN§ls%Ey%%eB%e%% e time

15 when the serv ecel ves a guery nessage through the packet

transfer devijgeqgnéswibh Bagdesanshed twet bprafieclngRsisade ¢o e DNsSt,
upon receiving a DNS query nessage (Step $S401 in Fig. 1I9), the query

recepti on uniskrBél BandsoZRepVehahhehdességeatbrdbeséi ONfoomhbeotser
information identification unit Bl12. The user information identification
unit Bl2 i denivkdewitbndefexenser tat thebuker dhdoratatdonbeiatgbasebedded i n
the received DNS query nessage (Step S402). 25 Wien the determination is
made tshat th&lSenadd,s fousexaaptlei,beane IDnfodr ritei @acke tertyedddedri n t he
nmessage in g;estion as a result of the processing at Step S402, _07_ read
and i denti f ydeNdcgefdeitos theepegsagehdfe duestdORat i on enbedded to hand over

t he nessage to the ) i i
When the search of the user attribute information

at Step 5302 results in finding that there exists no
user attribute information corresponding to the sender
10 of the received DNS query message, the query rewriting
unit F131 transmits the message in question to the DNS
server B5 without adding any information (Steps S303 and
5305).
Next, operation of the DNS server B5 at the time
15 when the DNS server BS5 receives a DNS query message
through the packet transfer device F1l will be described
with reference to Fig. 19.

First, upon receiving a DNS query message (Step

$401 in Fig. 19), the query reception unit Bll hands
20 over the message in question to the user information
identification unit Bl2.

The user information identification unit B12
identifies sender's user attribute information being
embedded in the received DNS gquery message (Step 5402).

25 When the determination is made that the sender's
user attribute information is embedded in the message in

guestion as a result of the processing at Step S402,



response generation unit Bl5 together with the identified user attribute

i nformation (Step S403). 5 Wien the determnation is nmade that the sender's
user attribute information is not enmbeddgd into the message in question as
a result of the processing at Step S402, hand over the nessage to the
response generation unit B15 assuming that the sender's user 10 attribute
I nformati on corresponding to the nessage in question fails to exist. After
Steps S402 and S403, operation at Steps 8404 to S408 is the sane as that

of 205, S103.60 SHAT 1 aLNe T A" AEENCDAR ResE desenified W th respect (o

the 15 firs I ment { e acket transfer method at

the packet trLaRgiGh 48 %Sb@@idhﬁ b HRGSARL! kil #Ededgel Lot HRDNS

response nessage generate he Tesponse Tgeneration unit B1b, the

response tfa&%@b%%b@ngéﬂb&a%16n2QnEEa@§@‘E%g%t@@§ LRTPORYR MESSage
including the packet ‘transfer nethod at the packet transfer device F1 to

the client AdeniNéftiedopeeat adhrébetet 6 oy nakd opagqiselep cansher device Fl
when receiving a DNS response nessage fromthe 25 DNS server B5 will be
descrifbed with referwhea thet Hetethdwathant isnmbdg. tRat VWhensthdebNS server
BS transmts a DNS response -68 nessage to the client A, the packet
transfer deviuserFattgdbutes informasdage isndote esbeddedhd ndandheThe DNS

message in guestion as a result of the processing at
Step S402, hand over the message to the response
generation unit B1l5 assuming that the sender's user

10 attribute information corresponding to the message in
gquestion fails to exist.

After Steps S402 and S403, operation at Steps
S404 to S408 is the same as that of Steps S$103 to S107
in Fig. 4 which has been described with respect to the

15 first embodiment.

At Step S408, when the packet transfer method at
the packet transfer device Fl is at the same time added
to the DNS response message generated by the response
generation unit B15, the response transmission unit Bl7

20 transmits a DNS response message including the packet
transfer method at the packet transfer device Fl to the
client Al.

Next, operation executed by the packet transfer
device Fl1 when receiving a DNS response message from the

25 DNS server B5 will be described with reference to the
flow chart in Fig. 20.

When the DNS server B5 transmits a DNS response



response nessage received by the packet transfer device F1 is handed over
to the response analysis unit F152 in 5 the DNS proxy unit F15 (Step S501
in Fig. 20). Here, since in the nessagegdn question, an address of the
client Al is designated as a destination |P address, there arises the need
of handing over only the nessage in question to the response analysis unit
10 P152 without transfer simlarly to an ordinary packet. This nethod can
be considered the sane as the nethod described with respect to the

operation of g?ssé%%\g?ﬁ(%o e Fh; aj(tB (1t he (AN I §3RONSS n@%%%a%vﬁ?%%fl 15

I dentified eing a packef "VMhose source port number

Next, the regpanis Ande Heddie dmld7RaGEs Wi S%Qr[ét.enﬁ:ggobmbhe recei ved

DNS response nessage to exam rie et her the~packet transfer nmethod at the

packet trangleipoidd R sfdadeS reRaedRd Hyntdd ha RIS a3QurgFerdéRSAicRn (Step
S502). 20 When the processing at Step S502 results in finding that the

packet transfrar inetheddds widieddedhd e sporsiRoReR 1y Sirs tUH I 2FE2 reads
out the enbedded packet transfer nethod (Step S503). In the foll ow ng,
descrifipti on wihe DNS mpadxyofundtc&9S Wistrep t950 IDNG FHrguer2@5 B5 generates a
DNS response nessage by using the first entry in the zone file 402 shown
in Fig. 15 and the Hegseageingegdssthenmessagendm ouedtiioom @me DNS server
-69 B5 to the client Al. Next, the response analysis unit F132 refers to

address of the client Al is designated as a destination

IP address, there arises the need of handing over only

the message in question to the response analysis unit

10 F152 without transfer similarly to an ordinary packet.

This method can be considered the eame as the method
described with respect to the operation of Step S301 in
Fig. 18 (the DNS response message can be identified
based on being a packet whose source port number is 53).

15 Next, the response analysis unit F152 checks the
contents of the received DNS response message to examine
whether the packet transfer method at the packet
transfer device Fl is embedded into the message in
question (Step S$502).

20 When the processing at Step S502 results in
finding that the packet transfer method is embedded, the
response analysis unit F152 reads out the embedded
packet transfer method (Step S$503). In the following,
description will be made of a case where the DNS server

25 B5 generates a DNS response message by using the first

entry in the zone file 402 shown in Fig. 15 and the

message in gquestion is transmitted from the DNS server



the entries registered at the routing table F16 to check whether there
exists the sane entry as an entry 5 generated by the packet transfer nethod
enbedded into the received DNS responseggessage (Steps S504 and S505).
When no entry is found which indicates the sane transfer nethod as a result
of the processing at Step S505, the response analysis unit F152 generates
an entry 10 corresponding to the packet transfer nethod enbedded into the
recei ved DNS response nessage for the routing table F16 (Step S506). Here,

an exanpl e of, eratl .f ;an-entry indicating the packet transfer nethod
for the rout iBr?gEE St?lgb%gl%fé: VG\SAL | be described. Assume that the DNS server

B5 generates a DNS T gepe)senges8ageniy Uallgslie hithsh1sontbresl Lhe zone

file 402 in the response database™B16 showh in Fig 15 gnd the nessage in
question tranyd en@didsOWId siteeed i@NtthA rontieReivedd P itdha Padierlk
transfer 20 device Fl. Further assum ng that a C address of the client
Al as a transtetdiean thesid rRadiisaz ahd RanEBAGS ds) afiesitmgn i S

roo: 12: 34: 56: 78: 9aJ and transfer between the client Al and the packet
transféer deviceaeEatiesl iydéehe Ipackgt tthensder FeZhoef dcrbedoeck dintio ansf er
device FI by 25 using an Ethernet (R) vlan whose vlan-IDis rini , the
first entry ithe Fecedmeidn@NSaespelGes memsage HiSteps? S504 lansk Spddar-at ed.
_70_ Wen an entry is found which indicates the sane transfer nethod as a
result of the procesypﬁg BP gp@ﬁy is found which indicates the same

transfer method as a result of the processing at Step
5505, the response analysis unit F152 generates an entry
10 corresponding to the packet transfer method embedded
into the received DNS response message for the routing
table F16 (Step S506).
Here, an example of generation of an entry
indicating the packet transfer method for the routing
15 table F16 will be described. Assume that the DNS server
B5 generates a DNS response message by using the first
entry of the zone file 402 in the response database Blé
shown in Fig 15 and the message in question transmitted
toward the client Al is received by the packet transfer
20 device Fl. Further assuming that a MAC address of the
client Al as a transmission destination of the message
in question is [00:12:34:56:78:9al and transfer between
the client Al and the packet transfer device Fl is made
through the port [02) of the packet transfer device F1 by
25 using an Ethernet (R} vlan whose vlan-ID is 11001 , the
first entry in the routing table F16 shown in Fig. 17

will be generated.



S505, skip the operation at Step S506 for avoiding generation of an

overl apping entry. 5 Next, the response analysis unit F152 deletes the
packet transfer nethod enbedded in the rggeived DNS response nessage from
the nessage in question (Step 5507) and transfers the nessage in question
tothe client Al (Step S508). 10 Wien finding that the packet transfer
nmethod is not enbedded as a result of the processing at Step S502, the
response analysis unit F152 transfers the received DNS response nessage to

the client Al wit ho“fwh%oﬁﬁséhlﬂgy Qg BuﬁéOthﬁil‘lSlh?&Eg%ﬁer ‘Jt%%“tsaﬁre‘boc“ ment

described in the foregoing erence to

nformation dakaiaee FERHOY e PRCKS L AR iR il dis digired by

storing, by the user authentication unit he user attribute

i nformation glstogl,n%qh%lt thise obb&%ta%nofatatsttfé@ﬁtsw%t If¥F keloseamd he user

aut hentication unit I and the authentication server El through the user

i nfornati on geteatrakdonniof Bh2 ovArQlap@ingoesithlye manner s manually witing
user attribute information into the wuser information database F13 from
out si de by a manager N25tef theerpapketet raadyeri sdavite FED20detlletelsi ke | n
this case, the user authentication unit FlII, the user information

updat i ng uni Parketard ansd exumedhode gmbeddert] igerbher rEcedvediMcessary as

t he conponents of the present enbodi nent.
response message from the message in question (Step

5507) and transfers the message in question to the
client Al {(Step S508).

10 When finding that the packet transfer method is
not embedded as a result of the processing at Step 8502,
the response analysis unit F152 transfers the received
DNS response message to the client Al without processing
(Step 8508).

15 In the present embodiment described in the
foregoing with reference to Fig. 14, the user
information database F13 in the packet transfer device
Fl1 is formed by storing, by the user authentication unit
Fll, the user attribute information obtained at the time

20 of authentication between the user authentication unit
F11l and the authentication server El through the user
information updating unit ¥12. Another possible manner
is manually writing user attribute information into the
user information database F13 from outside by a manager

25 of the packet transfer device Fl or the like. In this
case, the user authentication unit Fll, the user

information updating unit F12 and the authentication



In the third enbodi nent described with reference to Fig. 14, the packet
transfer device Fl1 includes the 5 user information database F13 as its
conponent. | n another possible structurey;the user information database
F13 is held not in the packet transfer device Fl but in other server
(external database etc.). The structure obtained in this case is shown in
Fig. 21 as 10 another exanple of the third enbodinment. In the structure
shown in Fig. 21, as conpared wth the structure in Fig. 14 described

above, a paC&%EveErgﬂsBﬁr dRKeEasE2 40 %s'%%'“%'%%gh.%t%ﬁ?i éﬂﬁor”at'on

dat abase F13 i s use | ace o the“previously escri bed packet
transfer devbggsghta@ﬁbbggmggkabase server DI shown in Fig. 7 which has
been described with respect to the first enbodinment is further used. The

function of the databasehsetnerdDémbstifinbat! Vekeribat wdehCeFedentet e
first enbodi nent, can be also realized 20 as one function of the DNS server

Bl , B2 or B5tol Fighi 44,cabe, phlokettserrangffermalcvieolftlaiimaigdss tthield
conducts acquisition of user attribute information by using a DNS

nessage. QpemaeronndorwacipackietabesesFd3 deviids ERmponens. 25nstructure
shown in Fig. 21 can be considered the sane as the operation of the

above- descri Ba@tparkpossibief stryerure Fithgy usey deifegymatdamser information
dat abase F13 -72 with the user _.information database DII. Mreover, in the
present enboéﬁ#@ﬁﬁs&e§é§|5§dhe d not in the packet transfer device

F1 but in other server (external database etc.). The
structure obtained in this case is shown in Fig. 21 as
10 another example of the third embodiment.

In the structure shown in Fig. 21, as compared
with the structure in Fig. 14 described above, a packet
transfer device F2 not including the user information
database F13 is used in place of the previously

15 described packet transfer device Fl and the database
server D1 shown in Fig. 7 which has been described with
respect to the first embodiment is further used. The
function of the database server D1, similarly to that
described in the first embodiment, c¢an be also realized

20 as one function of the DNS server Bl, B2 or B5. In this
case, the user information obtaining unit F14 conducts
acquisition of user attribute information by using a DNS
message.

Operation of the packet transfer device F2 in the

25 structure shown in Fig. 21 can be considered the same as
the operation of the above-described packet transfer

device Fl by replacing the user information database F13



with reference to Fig. 14, although the description has been made with
respect to the structure in which the DNS 5 proxy unit F15 of the packet
transfer device has both the query rew4d4ing unit F151 and the response
analysis unit F152, the DNS proxy unit F15 may include either one of the
query rewiting unit F151 and the response analysis unit F152. 10 Exanpl e
of a structure of a packet transfer device F3 in which the DNS proxy unit
F15 has only the query rewiting unit F151 is shown in Fig. 22. In the

case_of the %HE A us%gel %%%ggfg %n% %b%%%I ¢8 1 F3 enbeds sender's user
ery

attribute information info a nmessageé recelved fromthe client
Al and transmts thﬁo?QB@éBed1HE§§@9§rEthg FHygdiﬁEﬁ%rdégchBbﬁe

transn1tt|ng a DNS response message returne romthe DNS server B5 to the

client Al Wi thieunt r&rf@&%%%bnao Bianplia ,0fa12 hplulgic teihee defs o iRAGleRt Hasansf er
20 device F4 in which the DNS proxy unit F15 has only the response

anal ysi s uni belehSaade stiehn respkictt. t23 thlen sthi@icttase ief whiehstuhectomse, the
packet transfer device F4 transmts a DNS query nessage received fromthe
clients A tproxy DNStsé@lbeoiBEhe placke tproeessery deniidee h2s ddtibacti ng an
enbedded packet transfer nethod froma DNS response nessage returned from
t he DNS ser v&heBHUEFY gewerdisdamndrt W5ﬂ0|amdh¢heomsrpg>nts@bla@alrmsNext

effects of the third enbodinent will be descri bed.
unit F152, the DNS proxy unit F15 may include either one

of the query rewriting unit F151 and the response
analysis unit F152.

10 Example of a structure of a packet transfer
device F3 in which the DNS proxy unit F15 has only the
guery rewriting unit F151 is shown in Fig. 22. 1In the
case of the structure, the packet transfer device F3
embeds sender's user attribute information into a DNS

15 query messadge received from the client Al and transmits
the obtained message to the DNS server B5, while
transmitting a DNS response message returned from the
DNS server B5 to the client Al without processing.

Example of a structure of a packet transfer

20 device F4 in which the DNS proxy unit F15 has only the
response analysis unit F152 is shown in Fig. 23. In the
case of the structure, the packet transfer device F4
transmits a DNS query message received from the client
Al to the DNS server B5 without processing, while

25 extracting an embedded packet transfer method from a DNS
response message returned from the DNS server B5 to

generate an entry for the routing table.



In the present enbodi ment, a DNS query nessage transmtted to the DNS
server B5 by the client Al is 5 once received by the packet transfer device
F1 on the way and user attribute informpion regarding a user which has
transmtted the DNS query nessage in question is enbedded into the DNS
guery nmessage in question. At this tinme, attribute information regarding

t he packet 10 transfer device FI is also enbedded as required as user
attribute informati on and the obtained nmessage is transferred to the DNS

server B5. Further mogy ganggfeeggeb¥i@get@ﬁiggse&ggﬁ gg§33@g ligequestion,

the DNS server B5 e ased on the user attri I'nformation
enbedded i n tReNBGuUery nmessage, a DNS response and a packet transfer
met hod at the packet transfer device FI corresponding to the response in

question into a DNS gaspaesgreBesademdbdiears Mat dnEheueedt sleRedqa@essage to
the client Al. The packet transfer 20 device F1 once receives the response

message in quesinistii ttadd tex thac DS Rerf@ekels tbyardfeic IiRinRodienkedded in
the response nmessage in question to generate an entry corresponding to
the rduti ng toalgee riet@ivabi by ahENPackstonsansfexagievircen®t tdredhfer om a 25
DNS server to a client is conventionally used by the client, the present
enbodi nent ewalyl éqdnastsesnarta ibivitentinfipomadlison agyrekidng ransfear devi ce

di sposed between the _74 client and the DNS server to use information

stored in tWoioRShoss paReemidsesdydhien Diifegviegly, message in question

is embedded into the DNS guery message in question. At
thig time, attribute information regarding the packet

10 transfer device Fl is also embedded as required as user
attribute information and the obtained message is
transferred to the DNS server B5. Furthermore, upon
receiving the DNS query message in question, the DNS
server B5 embeds, based on the user attribute

15 information embedded in the DNS query message, a DNS
response and a packet transfer method at the packet
transfer device Fl corresponding to the response in
question into a DNS response message and transmits the
obtained message to the c¢lient Al. The packet transfer

20 device Fl once receives the response message in question
and extracts the packet transfer method embedded in the
response message in gquestion to generate an entry
corresponding to the routing table Flé6.

While a DNS response message transmitted from a

25 DNS server to a client is conventionally used by the

c¢lient, the present embodiment enables not only a client

but also a packet transfer device disposed between the



In the present enbodinent, a transfer nethod at the packet transfer device
FI for a packet transmtted 5 by the client as a result of the reception
of the response nessage in question is efpedded into the DNS response
nmessage in question. In a case of an application of Wb, for exanple, this
enables a DNS server to conduct such control of allowing the client Al 10
to connect to a Wb server whose load is small, as well as allow ng the
packet transfer device FI to preferentially transfer a packet passing on

the connectignhgtween :h e pis el Al %%gﬁg@e YR, SRR | q:or%%gsifgl n the

Mor eover, the function of custom zing response as descri

first enbodi WRR! pRls LRepJAseS S%@%e&5|%?e%Q§Qkps control of a transfer

nmet hod at the packet transfer evice 0 be custom zed as well|l based on

the user attribute ighokpat ersem 2Rbett ehu! € al Ri-QhEREOmek®GAr ding t he
packet transfer device Fl. I s possible to conduct control such as

preferenti al lthet parsketr ﬂ:ms&eﬂa@leetlceemtl For’ eC plack@dthytrahguiafteient i al
user or transferring using vlian for a preferential user. 25 Next, a first
speci fi ¢ exaiyl ehef cllientr esermt reswi¢ntforthw IHedeptdescraftheadheni th reference
to the draw ngs. Such specific exanple corresponds to the first _75
enbodi ment ofrespensee gEessagey dm iawes tiion [ise savteddgsedinficc tdea@Ne i s
assunmed to have the structure shown

response message in question. In a case of an

application of Web, for example, this enables a DNS

server to conduct such control of allowing the client Al

10 to connect to a Web server whose load is small, as well
as allowing the packet transfer device F1l to
preferentially transfer a packet passing on the
connection between the client Al and the Web server in
gquestion.

15 Moreover, the function of customizing a DNS
response as described in the first embodiment of the
present invention enables control of a transfer method
at the packet transfer device F1l to be customized as
well based on the user attribute information and

20 attribute information regarding the packet transfer
device Fl. It is possible to conduct control such as
preferentially transferring a packet sent or received by
a preferential user or transferring using vlan for a
preferential user.

25 Next, a first specific example of the present

invention will be described with reference to the

drawings. Such specific example corresponds to the first



in Fig. 1. In the specific exanple, the client Al is a termnal used by a
user who requests nane resolution 5 fromthe DNS server Bl. In addition,
the DNS server Bl is assuned to hold thﬁ5contents shown in Fig. 2 as the
user information database B14 and hold the name resolution table 201 and
the zone files 202 and 203 shown in Fig. 3 as the response dat abase B16.
10 Assune now that a user 1 using a termnal whose |P address is
F123.45.0.2J and a user 2 using a termnal whose |IP address is

F123.45. 0 4 ﬁs&ﬁgﬁﬁﬂeﬁ@a% he> g&%ts'e?ﬁ (lfm): %ﬁ‘i\f’w" g, pPELLhT the DNS

server Sune" t comis € 15 presenting

| ocal ar ea g %E%&bogx%ﬁﬂlbhisv‘%%s%hﬁe% tB“Pl esth%e%‘{:'r%%rtutx%k's@l%wlnocat lon

i nformati on of a user makes access (I P address of a connected NAS) and

a kind of |hﬂeFQ@nnqqteﬂnt@héth@@lEQékek&hﬁlé?“ﬁhéeé@iéﬁﬁ a1f 98 a
di spl ayi ng Web pages appropriate for these user 20 attribute infornation.

More speci fi eéakininafllr agekangsakusert whico reaqueeits G@mieedieadlia ilde net wor k
(hereinafter assuming that a user connected to a NAS whose I P address is
r30. 36 30. 30¥rom &hesdNScesemeetre®lw t inKaddsakonC the2BNEhsougbrt Bé
network), local area information of Kawasaki City is presented, while from
Yokohama Gt St esgumedr tocbeddctde contieatise Bhomn (ﬂmerf'@mafzt @s ddsuni ng

that a .76 user connected to a NAS whose | P address is 120.20.20.201 is a
user connect 8§e¥ LRTVERGHAPR dptpbase Bl4 and hold the name

resolution table 201 and the zone files 202 and 203
shown in Fig. 3 as the response database Blé6.

10 Assume now that a user 1 using a terminal whose
IP address is [123.45.0.2] and a user 2 using a
terminal whose IP address is [123.45.0.4] request name
resolution of FODN:www.aaa.com from the DNS server Bl.
Assume that www.aaa.com is an FQDN of a Web site

15 presenting local area information and the Web site
provides service, taking location information of a user
who makes access (IP address of a connected NAS) and a
kind of line connected to the network into consideration,
for displaying Web pages appropriate for these user

20 attribute information.

More specifically, from Kawasaki City to a user
connected to the network (hereinafter assuming that a
user connected to a NAS whose IP address is

[30.30.30.30] is a user connected with Kawasaki City

25 through the network), local area information of Kawasaki

City is presented, while from Yokohama City to a user

connected to the network (hereinafter assuming that a



t hrough the network), local area information of Yokohama City is
presented. 5 To a user connected through an ADSL, |ocal area information
is displayed on a Web page which mainly.q gresents nultinedia contents
suitable for wide band access, while to a user connected to the network
through an ISDN line, the information is displayed on a Web page 10 which
mai nly presents text-based contents suitable for narrow band access. Wth
t hese Wb pages hosted by different Wb servers, assune hereinafter that a

Wb page foggggiggn&%ggggt%g gaﬁﬁgewﬁgg?g&gd hd§%@§sg%g.0ity t hrough an

ADSL i s host b server ose ress 1's 8.7.6) and a Wb

page for user$zgoppesdedo] tia T it WRh it P kPNATBY SR A Warhd) ~an | SDN
line is hosted by a Wb server whose |P address is r9.8.7.3J . First, the

user 1 and th&résgh Zher agEForkd ,DiScaqueritanEsFagaattd onhe ONSKkRver Bi
through their using 20 termnals. The query reception unit Bll of the DNS

server Bl hagdsyover ptreeeneeedi.ved DNS query nmessage to the user
information identification unit B12. Since no wuser attribute information
I s emPedded i nto t heTDNS ugeer gonvesagd, thimeugberni ADSLruftogal area
identification unit 25 B12 hands over the DNS query nessage to the user

i nf or mati on épLarARtdonniis Bisplayedussr a fedr pageowhioht aadindy unit B13
first exam nes a source_|P address of _77_ the _ received DNS query nessage.

In this casePTERENESuFEd tippdigdrosdests: ReitRElqudoy Miseadend ansmitt ed

by the .
y access, while to a user connected to the network through

an ISDN line, the information is displayed on a Web page
10 which mainly presents text-based contents suitable for
narrow band access. With these Web pages hosted by
different Web servers, assume hereinafter that a Web
page for users connected to the network of Kawasaki City
through an ADSL is hosted by a Web server whose IP
15 address is [9.8.7.6] and a Web page for users connected
to the network of Yokchama City through an ISDN line is
hosted by a Web server whose IP address is [9.8.7.3] .
First, the user 1 and the user 2 transmit a DNS
query message to the DNS server Bl through their using
20 terminals. The query reception unit Bll of the DNS
server Bl hands over the received DNS query message to
the user information identification unit Bl2. Since no
user attribute information is embedded into the DNS
query message, the user information identification unit
25 Bl2 hands over the DNS query message to the user
information obtaining unit B13. The user information

obtaining unit B1l3 first examines a source IP address of



user | is r123.45.0.2J and the source I P address of the DNS query nessage
transmtted by the user 2 is 5 r123.45.0.4J . Next, based on the source IP
addresses, search the user information.gatabase B14 for entries rel evant
to the user | and the user 2. In this case, an entry relevant to the user
1 is the first entry of the user 10 information database B14 shown in Fig.
2, fromwhich obtained is attribute information of the user 1 that a
log-in IDis rtaroJ , a connection line is an ADSL line and an |IP address

of 2 connect e NaSies /L0 paR B30T BB okt 6! EHRR! ohgot NentisLuZchs (he

second 15 entr e user i on asé rém obt ai ned

s attri butemnfaaawslsoe,fofthgh e
| P address is r123.45.0.4J ddress "of a connect ed

r20. 20. 20. ZOJlseEUflt her nbre; . 45 @a:!u hend Qﬂféj ddilcd efferdddited & Hﬂii_e 20
whose | P address is r8.9.1.4J obtains other attribute information. Her e,

assume that DS dsery Meesae efranghtiaitRidi@yuritle B3 of drss to the node
whose | P address is r8.9.1.4J to obtain further infornmation that a
connection |i ht28s4an0L&DN |ine as the attribute 25 information of the user
2. The user information obtaining unit B13 hands over thus obtained
attribute informati oNest,t hesadepnlth&8sendceh@Puaddressest, heeageh

information identification wunit Bl12 and the user information
i dentificati &feuniser information database Bl4 for entries relevant

to the user 1 and the user 2. In this case, an entry
relevant to the user 1 is the first entry of the user
10 information database B14 shown in Fig. 2, from which
obtained is attribute information of the user 1 that a
log-in ID is [tarol , a connection line is an ADSL line
and an IP address of a connected NAS is [30.30.30.301 .
Aﬁ entry relevant to the user 2 is the‘second
15 entry of the user information database Bl4, from which
obtained is attribute information of the user 2 that a
log-in ID is [hanakol , an IP address is [123.45.0.4]
and an IP address of a connected NAS is 120.20.20.20J .
Furthermore, it can be found that referring to a node
20 whose IP address is [8.9.1.4] obtains other attribute
information. Here, assume that the user information
obtaining unit B13 refers to the node whose IP address
is T8.9.1.4] to obtain further information that a
connection line is an ISDN line as the attribute
25 information of the user 2,
The user information obtaining unit B13 hands

over thus obtained attribute information of the user 1



B12 hands over, to the response generation unit Bl15, the attribute

I nformation of the user 1 and the user 2 and 5 the DNS query nessage
transmtted by the user 1 and the wuser.Zgwhich is handed over fromthe
gquery reception wunit Bll. The response generation unit Bl5 searches the
response dat abase B16 for the user attribute information and an entry
relevant to an inquired FQDN. 10 In this case, found as an entry rel evant
to the DNS query fromthe user 1 is a first entry of the name resolution

bl e 20 h LR FLQ. . | Ut t hod
b1 201 shauh WA\ 04 i ey] LB A0 RSB0 ot o0 1

a first entr e zone quéry for

FQDN: 15 w333 @AW fam@mdiiae ussr i%fdi‘?rﬁ‘?ciro%s q'dggtg;]f @S e P

address rg.8.7.6J . In addition, a second entry e name resolution

tabl e 201 isploundnds Vet b tBleVRRbdnBe oPNS iGHe i iFEBARJe thieom t he
user 2 and a first entry 20 of the zone file 203 is found as a nane

resol ution pEtdtutds infoemation @f the W¥Srquernd @he KA WWinaRa. com
fromthe user 2, the IP address rg.8.7.3J is obtained in the nane

resol uti on. tThe DNSpomseygmessaigeotrranstmiBlieédhdydthey ersetrthd a2l rduee
resolution result to the response transm ssion unit Bl7. The response
transm ssi onugeirt 2Bynighbdss hiamded everv daomarnher epEinyt ireceptswint into a

DNS response -79 nessage and transmts the obtained nmessage to the user
and t he user t2it Bll. The response generation unit Bl5 searches the

response database Bl6 for the user attribute information
and an entry relevant to an inquired FQDN.

10 In this case, found as an entry relevant to the
DNS query from the user 1 is a first entry of the name
resolution table 201 shown in Fig. 3 and further found
as a name resolution method is a first entry of the zone
file 202. As a result, for the DNS query for FQDN:

15 www.aaa.com from the user 1, name resolution obtains the
IP address [9.8.7.6] .

In addition, a second entry of the name
resolution table 201 is found as an entry relevant to
the DNS guery message from the user 2 and a first entry

20 of the zone file 203 is found as a name resolution
method. As a result, for the DNS query for
FODN:www.aaa.com from the user 2, the IP address

[9.8.7.3] is obtained in the name resolution.

The response generation unit B17 hands over the

25 name resolution result to the response transmission unit
Bl17. The response transmission unit Bl7 embeds the

received name resolution result into a DNS response



Upon receiving the DNS response nessage fromthe DNS server Bl, the user

w Il access a Wb server whose 5 IP address is rg.8.7.6J . As described in
the foregoing, since a Wb page suitablefor a user connected to Kawasak
City through the network by using the ADSL is hosted in the Wb server
whose I P address is F9.8.7.6J a Wb page appropriate for the attributes of
the user 1 10 will be displayed for the user 1. Simlarly, upon receiving
the DNS response nessage fromthe DNS server Bl, the user 2 will access a

Veb server who LB 20 855 nieshiEY §nk . rd.hed . | he [ goi ng,
since a Wb pa§§a§§it§%|e§?gfﬁgﬁﬁg§¥@1§iﬁgﬁﬁ%%f§§§f§1 aﬁggah% g%%?t rough
the network RynaushRduskre 2. SDN is hosted in the Wb server whose | P address

is F9.8.7.3)J , a Wb page appropriate for the attributes of the user 2

wi |l be displayed fOU?bherd&éﬁ.vlngNth, Dﬁsseéggén%aembfsisfag@xamhﬁtw'elI be
described 20 with reference to the drawi ngs. The specific exanple

corresponds DuSt berserord ,erheduseit landlls aaxssecd Web Rawerdrherhigeuct ure
shown in Fig. 9. In the present specific exanple, assunme that the

aut herft i cati §® seddvess Els i E9 a8 RADIUS sd@svdesamdbies dsedhkorforegoids,

aut henti cati on and charging processing of a user who logs in to a network
oper ated by &incspa Hebo pagsusaiitahde tier @ user Monnectagdo ternmnal of a
user who logs -80 in to the_ above-described network operated by the ISP

and t he user Ke¥g§ekis Cidve theopaly ithe medmorke bNgsing the ADSL is

hosted in the Web server whose IP address is [9.8.7.6J ,
2 Web page appropriate for the attributes of the user 1
10 will be displayed for the user 1.
Similarly, upon receiving the DNS response
message from the DNS server Bl, the user 2 will access a
Web server whose IP address is [9.8.7.3] . As described
in the foregoing, since a Web page suitable for a user
15 connected to Kawasaki City through the network by using
the ISDN is hosted in the Web server whose IP address is
f9.8.7.31 , a Web page appropriate for the attributes of
the user 2 will be displayed for the user 2.
Next, a second specific example will be described
20 _ with reference to the drawings. The specific example
corresponds to the second embodiment and is assumed to
have the structure shown in Fig. 9. In the present
specific example, assume that the authentication server
El is a RADIUS server and is used for user
25 authentication and charging processing of a user who
logs in to a network operated by an ISP. Also assume

that the client Al is a user terminal of a user who logs



server B3 by using the client Al. Assunme that the user nowlogs in to the
network 5 operated by the ISP. As shown in Fig. 9, when the user 1logs in,
the authentication server El receives ang;Accounting Request message from
the RADIUS client and transfers the recelved Accounting Request nessage to
the DNS server B3 by using the Proxy function. Assune here 10 that in the
Accounti ng Request nessage, as shomn in Fig. 9, described as user
attribute information are a user's Iog in ID of taro, an I P address of a

connect ed NA$_ letg 39b%963§§§§§1%g9 §§% af. e %%e&h% 439

termnal (client A" bein a Conmection ne "D&i ng ADSL
and al so desghibegel asbh}a&e i ksehaas resgq%qohn £t B N@hgor k. Upon
recei ving the Accounting Reduest nessa t he authentlcatlon i nformation

obt ai ni ng uniskrB&d1lpaf Hyt ke ik ?EEhbnEQ&@%%I@ﬂ .managenent unit B18 hands over
the 20 nessage to the uSer information managenent unit B182. in this case,

since the AccountingaRetmesthaesghgeuBag hb® 1dgsCinptbomhehaktibekuser has
| ogged in to the network, the user information managenent unit B182

regi sters thepemaeedabyrthetespnfoAﬂashOWndEﬁcrmbedQ;nwhhn Aheouserng 25
Request nessage at the user information database Bl4. As a result, the
first entry dbgshénuséhei phtheaticatidat sbaveri Hlusecstiyes mnFig. 2, for
exanple, is added to -81 the user information database Bl4. QOperation
executed wh@fcpHatiser Reayesst Bessmger &onuthen RADIHS Isd iomg and

transfers the received Accounting Request message to the
DNS server B3 by using the Proxy function. Assume here

10 that in the Accounting Request message, as shown in Fig.
9, described as user attribute information are a user's
log-in ID of taro, an IP address of a connected NAS
being 30.30.30.30, an IP address of the user's using
terminal (client Al) being 123.45.0.2 and a connection

15 line being ADSL and also described is that the user has
logged in to the network.

Upon receiving the Accounting Request message,
the authentication information obtaining unit B181 of
the user information management unit B18 hands over the

20 message to the user information management unit B182. In
this case, since the Accounting Request message has‘the
description that the user has logged in to the network,
the user information management unit B182 registers the
user attribute information described in the Accounting

25 Reguest message at the user information database Bl4. As
a result, the first entry of the user information

database illustrated in Fig. 2, for example, is added to



above-described first specific exanple. 5 Next, a third specific exanple
will be described wth reference to theggdraw ngs. The specific exanple
corresponds to the third enbodi nent of the present invention and is
assuned to have the structure shown in Fig. 14. In the present specific
exanpl e, assune that 10 the client Al is a termnal used by a user who
requests name resolution fromthe DNS server B5. Al so assune that the DNS

B5 h t h . | tabl e 401
and the zone T C8 F03 B 04T RAL S Ad 45acRBE Er ARG BroREsPde 7l “has
a NAT 15 (Neypark tAddnges Hedliekals' dine’ WaGH10R 130 fH@hfitH@ngcont ent s

shown in Fig. 16 as the user information database F13. Further assune that

an identifieselhidyr &1 afherPacketint kanther ndavioik Als ithe BenCRYII . Assume
here that- each of the user 1 who uses a 20 term nal whose MAC address is

roo: 12: 34: 56thatOal ahe¢ abbiveldescedbeel fdd sto spepdfiia @Xkhnefle.he packet
transfer device FlI through a vlan whose vlian IDis r,0Q) and the user 2 who
uses & term nal whosBeMAC aadtiedsspeciddcbexdaple® ¥2134beadeswiibed s
connected to 25 a port riii of the packet transfer device FI through a

vl an whose vMikh Deiferepg@) tactdes dgawings .si ThehapengfioRexemple

http://ww. ddd. comfindex. htm . -82 First, the client A corresponding to
the terni naCo¥seFPORdBha&oudde thdrd gabgsament; ofndhie present

invention and is assumed to have the structure shown in
Fig. 14. In the present specific example, assume that
10 the client Al is a terminal used by a user who regquests
name resolution from the DNS server B5. Also assume that
the DNS server B5 holds the response database Blé as the
name resolution table 401 and the zone files 402 and 403
and that the packet transfer device Fl1 has a NAT
15 (Network Address Translation) function and holds the
contents shown in Fig. 16 as the user information
database F13. Further assume that an identifier (ID) of
the packet transfer device Fl1 is [switch99] .
Assume here that each of the user 1 who uses a
20 terminal whose MAC address is [00:12:34:56:78:%al and
which is connected to a port [02] of the packet
transfer device F1 through a vlan whose vlan ID is
f100] and the user 2 who uses a terminal whose MAC
address is T00:bc:de:£f0:12:34] and which is connected to
25 a port [11) of the packet transfer device F1l through a
vlan whose vlan ID is [200] accesses a Web site having

URL of http://www.ddd.com/index.html.



DNS query nmessage to the DNS server B5 in order to nake a solution of an
| P address corresponding to 5 FQDN: ww. ddd. com Wen the DNS query nessage
passes through the packet transfer devige Fl, the packet transfer device
F1 hands over a packet matching the destination port nunber (53) of the
DNS nessage to the query rewiting unit F151 in the DNS proxy unit F15.
The 10 query rewiting unit F151 obtains user attribute information
corresponding to a sender of the query nessage in question fromthe user

i nformation databaseFi%;gngﬁgu Eigg%_gie%okgﬁgégg?ggghggt%hging uni t F14.

In a case of the user I'ntormati on nma e first entry of the

user infor mtlemidaiabasy BY! tARdude? 4 GASEHY' ushe yYs %&-a%ﬁgfei%% t%’;ge

mat ches the second entry. The query rewiting unit F151 e

obt ai ned  Us@NsalgueiriuR sishler FRl kol dNE SRevieR &5 tihe dRaeketo akesf er

device F1 ( rswich99J ) into an additional 20 information part of the

recei ved DNSaguelytiessage aandr addrelser sotesphindined taessage to the DNS
server B5. Upon receiving the DNS query nessage with the user attribute
I nf orrati on &YDddaed,.ddde cONS swherrtBS DNHAeqtietyemeshagaspasaebri bute

i nformati on enbedded in 25 the DNS query nessage in question by neans of
t he user i nf Ghweuighn thee peickietattiremsfernt devicand lsedheheackat an  entry
correspondingﬁyo the user attribute information in -83 question and the

contents of ttHangkery dsyigeafd &rndse oviegsgoPsekgdn@agadmatie B15. In a
case of a DNS %uery )
destination port number (53) of the DNS message to the

query rewriting unit F151 in the DNS proxy unit F15. The
10 query rewriting unit F151 obtains user attribute
information corresponding to a sender of the query
message in question from the user information database
F13 through the user information obtaining unit F14.
In a case of the user 1, the information matches
15 the first entry of the user information database 501 and
in a case of the user 2, the same matches the second
entry. The query rewriting unit F151 embeds the obtained
user attribute information and the ID of the packet
transfer device F1 { [swtich99] ) into an additional
20 information part of the received DNS query message and
transfers the cobtained message to the DNS server B5.
Upon receiving the DNS query message with the
user attribute information embedded, the DNS server B5
identifies the user attribute information embedded in
25 the DNS query message in question by means of the user
information identification unit B12 and searches for an

entry corresponding to the user attribute information in



message fromthe user 1, the information matches the first entry of the
name resolution table 401 in the 5 response database B16 and the
information as the name resolution nethggl. matches the first entry of the
zone file 402. As a result, in a DNS response nessage responsive to the
DNS query nessage for FCQDN: ww. ddd. com fromthe 10 user 1, an |IP address of
20.1.1.1 is inserted into a response part and |Srcl PAddr = 40.1.1.1,vlanID
= 111, outport = 21, priority = Q) as a transfer nethod at the packet

transfer devigedel fiPhld§ el H(ﬁl}%?l%%’ ' Q%o%fk %x‘y%ﬁ'gn ikl dtqan

additional information part. case e qguery nessage of the

user 2 the balodigiid QenBRitieh Wit isd efhry 8habhesnaMBys’ gagLYLi on

table 401 and the information as the name resolution nethod matches the
first entry efesihee?@om fihlee W43 120 the 3 nRYWdtidn matdNad agRonse
nmessage responsive to the DNS query nessage for FQDN www. ddd.com fromthe
user 2, an | Biacdr estxgf ocB@hk hahe iredolsfileed Hadle a0l dspaie part

andl Srcl PAddr = 40.1.1.1, DestlPAddr = 90.1.1.1, vlianiD = 333, outport =
31, priorityrespbnge salhbasan®lér anet hdek dnfidrmgidaeetast rtdes frmedevi ce Fl
for the corresponding packet is inserted into an additional information
part. The DNSes@dpdisa mesdage ngdcdest dde firgst ehdaveforide gomer at i on
unit Bl15 is transmitted to the client A (user | or user 2) by the

As a result, in a DNS response message responsive

to the DNS query message for FODN:www.ddd.com from the

10 user 1, an IP address of 20.1.1.1 is inserted into a
response part and [SrciPAddr = 40.1.1.1,vlanID = 111,
outport = 21, priority = 0] as a transfer method at the
packet transfer device Fl1 for the corresponding packet
is inserted into an additional information part. In a

15 case of the DNS query message of the user 2, the
information matches the third entry of the name
resolution table 401 and the information as the name
resolution method matches the first entry of the zone
file 403.

20 As a result, in a DNS response message responsive
to the DNS gquery message for FQDN:www.ddd.com from the
user 2, an IP address of réO.l.l.lJ is inserted into a
response part and ISrcIPAddr = 40.1.1.1, DestIPAddr =
90.1.1.1, vlanID = 333, outport = 31, priority = 1] as a

25 transfer method at the packet transfer device Fl for the
corresponding packet is inserted into an additional

information part. The DNS response message generated in



transm ssion unit Bl7. The DNS response nessage transmtted fromthe DNS 5
server B5 to the client Al passes through the packet transfer device Fl on
its way. Wien the response nessage in gggestion passes through the packet
transfer device FI, the packet transfer device FI hands over a packet

mat chi ng the source port nunber (53) of the DNS nessage 10 to the response
analysis unit F152 in the DNS proxy unit F15. The response anal ysis unit
P152 anal yzes the information contained in the response nessage and

generates an {2 Hlsdnlse Jeallatd JrAh PG Dased NG Jof QRN

guestion. 15 In a c response nessa e user , the

first entry icnikhe @4aNRls@rofl GRNLERES 2Shewn v x%sqgg%é s generated in the
routing table F16 based on the information contained in the response part

and the additragealisisiber malikom1yart of the response nessage in 20
guestion. In a case of the DNS response nessage to the wuser 2, the second

entry in the exanpl eThk DESt getponskowessagkl grhnsind tgedefaoad the DNS
routing table F16 based on the information contained in the response part
and t He addi seavelr BSf dondghieorlpemt &l phaes sess pdnsagdb tes gegdkeatn questi on.
When the entries to the routing table F16 are generated, the response

anal ysi s uni trepsfegeldevdset fd o85S igddivwayonaWhenf sthenresnopaet megehdei n t he

recei ved DNS, response nessage and transfers the obtai ned nessage to
in guestion passeés through the packet transfer device F1,

the packet transfer device Fl1 hands over a packet
matching the source port number (53) of the DNS message

10 to the response analysis unit F152 in the DNS proxy unit
F15. The response analysis unit F152 analyzes the
information contained in the response message and
generates an entry in the routing table F16 based on the
information in question.

15 In a case of the DNS response message to the user
1, the first entry in the example of contents shown in
Fig 17 is generated in the routing table F16 based on
the information contained in the response part and the
additional information part of the response message in

20 guestion. In a case of the DNS response message to the
user 2, the second entry in the example of contents
shown in Fig 17 is generated in the routing table F16
based on the information contained in the response part
and the additional information part of the response

25 message in question.

When the entries to the routing table Fl6 are

generated, the response analysis unit F152 deletes the



the client Al. Upon receiving the DNS response nessage 5 corresponding to
the transmtted DNS query nessage, the «client Al establishes an HITP
connection for the IP address of www ddgk com responded by the response
nmessage in question to conduct request processing or the like on the
connection. In a case of the user 1, establish an 10 HTTP connection for
the P address r20.1.1.1J , while in a case of the user 2, establish an
HTTP connection for the IP address r60.1.1.1J . Al the packets flow ng on
these connecting Bass YAERUAR.4RE PAgkel Lhansheldeyies Fag baght (his
the efs ow ng on t'hé 0

tinme, as to pac connecfion between the user 1 and

the IP addressspbidelnbsbloe Anld' diahgirara! hod Dated A WA eent Iy

the routing table 601 shown in Fig. 17 is applied, e as to the packets
flow ng on theecenieski @i .20 between the user 2 and the I P address
reo.1.1.1J , a transfer nethod based on the second entry in the routing

table F16 is appliedupbar reseipiag shacensg paekehskr aesghigeed by the user
1 has rordinaryJ as transfer priority in the 25 routing table F16, transfer
Is made at orcdrmespopdiog ty, thehithensmidctesl PaEKk efuenyamsmistadged het he user
2 has thigh priority) as transfer priority, transfer is made at -86 higher
priority thasliepicRdt estabifishesd aat HITH wanpectiams ffor ghieo®y. |1 n ot her
words, the user 2 is
address of www.ddd.com responded by the response message
in guestion to conduct request processing or the like on
the connection. In a case of the user 1, establish an
10 HTTP connection for the IP address [20.1.1.1] , while in
a case of the user 2, establish an HTTP connection for
the IP address [60.1.1.1]1 . All the packets flowing on
these connections pass through the packet transfer
device Fl.
15 At this time, as to the packets flowing on the
- connection between the user 1 and the IP address
l20.1.1.11 , a transfer method based on the first entry
in the routing table 601 shown in Fig. 17 is applied,
while as to the packets flowing on the connection
20 between the user 2 and the IP address [60.1.1.1] , a
transfer method based on the second entry in the routing
table Fl6 is applied.
For example, since a packet transmitted by the
user 1 has rordinary] as transfer priority in the
25 routing table Fl6, transfer is made at ordinary priority,

while since a packet transmitted by the user 2 has [lhigh

priorityl] as transfer priority, transfer is made at



expected to have snoother Wb connection than the user 1. The present
specific exanple nmakes it clear that 5 using the DNS server B5 and the
packet transfer device Fl enables not ogfy a function of solution froman
FQDN to an | P address provided by a conventional DNS server but also a
packet transfer nethod at the packet transfer device F1 through which a
packet transmtted by the 10 client A passes to be simultaneously
controlled. In the DNS server and the packet transfer device of the

R T s

realized not so by adi ng a nane resol ution

program (appkir-aakic@r) pr2oketyexetht bf¥et hgof8acttRE @fepaghigf the above-
descri bed devices to conduct name resolution processing into a nenory of a

conput er proegpechgddevi avehsabotheal Webs cohtebNSonerhah ame geexaquting
the program In other words, the functions of the above-described DNS 20
server and packet tr@hefpredeutcepeahflhe egahlmpiedmbiessatt wdrar Thatnane
resolution programis stored in a nagnetic disk, a sem conductor nenory or
ot her & ecor dhsgngnsiieubVangervaded5i and &heoppokert precsdsimgesniice from
the recording nmediumto control operation of the_ 25 conputer processing
unit, thereb%lr@aﬁbiﬁﬁgnpﬁeoaéwvé-f@@§@ﬂpﬁe@fré@ﬂ@@ﬂP@efﬁ@ﬁb@Poﬁ§PNAlthough
the present invention has been described -87 with respect to the preferred
embodi ment s %Rd28pé€i APETreERaRpP¥LdeA Ple & 5PBYER T ONEHe DHSe $6FVEThvent i on

s n
S not but also a packet transfer method at the packet transfer

device Fl1 through which a packet transmitted by the

10 client Al passes to be simultaneocusly controlled.

In the DNS server and the packet transfer device

of the present invention, the function of each device as
a component can be realized not only by hardware but
also by loading a name resolution program (application)

15 for executing the function of each of the above-
described devices to conduct name resolution processing
into a memory of a computer processing device which
realizes the DNS server and by executing the program. In
other words, the functions of the above-described DNS

20 server and packet transfer device can be realized by
software. The name resolution program is stored in a
magnetic disk, a semiconductor memory or other recording
medium and loaded into a computer processing unit from
the recording medium to control operation of the

25 computer processing unit, thereby realizing the above-
described respective functions.

Although the present invention has been described



limted to the above-described enbodi nents and specific exanples and can
be inplenmented in various fornms within 5 its technical idea. As described
in the foregoing, the present inventiongpttains the follow ng effects.
First effect is flexibly custom zing a name resolution response at a nane
resolution server based on 10 arbitrary attribute information of a sender
(user) of a nane resolution request nessage w thout changing a resol ver at
a client. The reason is that with a user informati on database storing user
attribute | ntAIRLILRSI B0, REld orbl et derklduiinddATe des Yldldig ser ver o
the present .invention, referring to the database at the reé%ptlon of a
name resol ut igQRmAQeSh PBES 308 eRRARIES thardsetd UnhRRHAIRNCESSiHyE to _be

custom zed taking the user attribute inforfmation into consideration. 20
Second effectling tald @¥ RHhed abdVR 1RSI enPIMAMent® AHDO EaGH iy
generate and nmanage a database containing user attribute information
regardi ng a wsmthelesofanal raie bee daiplicneh te@l Ues tv ard $5@0 & oiiisC Rriiunfier mat i on
is for use in custom zing a name resolution response. 25 The reason is that
t he seécond ndrios tesdinicadn ideer.ver of the present invention cooperates with
an authentication server to dynamcally obtain the rel evant .88_ user
attribute informati ofsf descrhibedutinethiecfriregoingrvéhel presesti on and

automatically register and delete )
invention attains the following effects.

First effect is flexibly customizing a name
resolution response at a name resolution server based on

10 arbitrary attribute information of a sender (user) of a
name resolution request message without changing a
resolver at a client.

The reason is that with a user information
database storing user attribute information being held

15 by the first name resolution server of the present

-invention, referring to the database at the reception of
a name resolution request message enables name
resolution processing to be customized taking the user
attribute information into consideration.

20 Second effect is allowing a name resolution
server to automatically generate and manage a database
containing user attribute information regarding a sender
of a name resolution request message which information
is for use in customizing a name resolution response.

25 The reason is that the second name resolution
server of the present invention cooperates with an

authentication server to dynamically obtain the relevant



the user attribute information in question at/fromthe data abase in
question. 5 Third effect is allowing not only a client but also a packet
transfer device disposed between the clggnt and a DNS server to use

i nformati on contained in a name resolution response nessage transmtted by
a nane resolution server to the client 10 The reason is that at the tine
when the nanme resolution server of the present invention transmts a nane
resol uti on response nessage to the client, the nessage is transmtted with

an ordinary nal raet}@i%ﬂt%”fir{fﬁ%%%'ﬁ%na%o% RAGEK el NS/l 105 hod at the

packet 15 transfer device o0 resént i nventi on corrésponding the

response enbedded ! agetiRistand W RAGGRta il sl.‘é(]?(r)regq_%‘{:i&e da 8 dreesent

i nventi on once receives the response nessage re the response nessage

i n question tie RS Atthidudld antr ARt a6 U iRAC kAl drdansfiRy 20
met hod enbedded into the response nessage in question to generate an entry

correspondi n@latt@a abaed iimg duRltddm its own node. Although the invention
has been illustrated and described with respect to exenplary enbodi nent
theredf, 25 it shoullfdilrd edidecst desdalyottinge noki londg ian cllienar butthat t he
foregoi ng and various other changes, om ssions and additions may be nmade
therein and ©BA&Cetao pasikerro tir angs ex eleariden gl ifspemeadhdedpieean thel scope of
the present invention. Therefore, the present invention should not
client and a DNS server to use information contained in
a name resolution response message transmitted by a name
resolution server to the client
10 The reason is that at the time when the name
resolution server of the present invention transmits a
name resolution response message to the client, the
message is transmitted with an ordinary name resolution
response and a packet transfer method at the packet
15 transfer device of the present invention corresponding
the response embedded together and the packet transfer
device of the present invention once receives the
response message before the response message in question
arrives at the client and extracts the packet transfer
20 method embedded into the response message in question to
generate an entry corresponding to a routing table in
its own node.
Although the invention has been illustrated and
described with respect to exemplary embodiment thereof,
25 it should be understood by those skilled in the art that

the foregoing and various other changes, omissions and

additions may be made therein and thereto, without



be understood as limted to the specific enbodi nent set out above but to
i nclude all possible enbodinents which 5 can be enbodies wthin a scope
enconpassed and equival ents thereof witfgrespect to the feature set out
in the appended clainms. -90 in the clains: 1. A nane resolution server

whi ch conducts nane resolution with respect to a received nane resol ution
request nessage and returning a result of said nane resolution by a nane
resol uti on response nessage, which 5 obtains, based on information

cont ai ned | n gealad AMEP £LORS Uridl s LHRINER SIRRRAGE Y Uil nf o mat o

regarding a user as a sender ich is not contained in "the nane resol ution
request nessagfen®ieRNduthesatdraamehdOpiesehit iAGeRas8d 8RoLNG abtribute
information. 2. A nane resolution server which conducts nane resolution

Wi th respect beo uadeeseioodd agamdmiesd wd @he Q@I TREBAGE MM fsRIYUrni ng a
result of said nanme resolution by a name resolution response nessage, 5
conpri si ng: @udsabovef durtatticod ngitigieniadld aists iltliec lemblitddimesnts agiath ri but e
information regarding a user as a sender of said received name resolution
requedt ness&§d beaembogiies piitd innfao swepico enscwassiesh and or mat i on
contained 10 in said nanme resol ution request nessage, and a response

gener ation uﬁﬂl%ﬁ@ﬁt@oﬁ@%@fs&ﬁ]@h respect to the feature set out

in the appended claims.



nane resolution by using said attribute information obtained by said user
I nformation obtaining unit to generate a nane resol ution response nessage.
-91 15 5 5 10 3. The nane resol ution serygr as set forth in claim 2
wherein said attribute informati on obtained by said user information
obtaining unit are of two or nore kinds. 4. The nane resol ution server as
set forth in claim 2, wherein said attribute information obtained by said
user information obtaining unit includes at |east arbitrary one of a user
| D, user Io&itkggidfay&ggilon i nformation regarding a termnal used and
informati on regarding a work including a kind of connection line, a
connection line speed and an | P address of a connected NAS. 5. The nane
resolution server as set forth in claim 2, further conprising as an
internal elemant, a @saament-@EBRLEYBN éaﬁ:@a@se;hu&hv\/ebﬁau%@sd ndlrel | but e
information is stored, 5 wherein said user information obtaining unit

obt ai ns sai drea;tothutlilmtnewmhomtple@:& fooom s@ickiveRl nanfeomeidlaition

reguest message and returning a result of said name
resolution by a name resolution response message, which
5 obtains,
based on information contained in said name
resolution request message, attribute information
regarding a user as a sender which is not contained in
the name resclution request message to conduct said name

10 resolution based on the attribute information.

2. A name rescolution server which conducts name
resolution with respect to a received name resolution
request message and returning a result of said name
resolution by a name resolution response message,

5 comprising:

a user information obtaining unit which obtains,
as attribute information regarding a user as a sender of
said received name resolution request message, said
attribute information other than information contained

10 in said name resolution request message, and

a response generation unit which conducts said
name resolution by using said attribute information
obtained by said user information obtaining unit to

generate a name resolution response message.



dat abase. 6. The nanme resol ution server as set forth in claim2, wherein
-92 said user information obtaining unit obtains said attribute
information from an external database segyer 5 having a user information
dat abase in which said attribute information is stored. 7. The nane

resol ution server as set forth in claim 6, wherein said user information
obtaining unit uses a nane resolution request nessage in obtaining said
attribute 5 information fromsaid external database server. 8. The nane
resolyion server as set forth in claim 6, wherein said external database
server is other nane resolution server externally disposed. 5 9. The nane

resol ution server aspggtn étbebalﬁkﬁbﬂ‘sarvéQeég'QeEaEQrEﬁSEQnEQalm
generation unit transmits a nane resolution request nessage containing

said attribuRe Hhefte@himati on obtai ned by said user information obtaining
unit to other nane resolution server to execute processing of making said
name resol ution be ceaddchetribtiteaidforhatinanebtadnkdt bgnsaddveserl0. The

nane resol ution server as set forth in claimb5, further conprising:
information obtaining unit are of two or more kinds.

4, The name resolution server as set forth in claim
2, wherein
said attribute information obtained by said user
information obtaining unit includes
5 at least arbitrary one of a user ID, user
location information, information regarding a terminal
used and information regarding a network including a
kind of connection line, a connection line speed and an
IP address of a connected NAS.
10
5. The name resolution server as set forth in claim
2, further comprising
as anlinternal element, a user information
database in which said attribute information is stored,
5 wherein
said user information obtaining unit obtains said
attribute information from said user information

database.

6. The name resolution server as set forth in c¢laim

2, wherein



-93 an authentication information obtaining unit which obtains, from an
aut hentication server which 5 authenticates a user in response to an
authentication request fromsaid user,.gaid attribute information

obt ai ned when said authentication server conducts authentication
processing of said user, and a user information updating unit which updates
10 the contents of said user information database based on said attribute
i nformation obtained. 11. The nane resolution server as set forth in claim

10, wherein said aut beg GaLhosaERLALIRLROBLARLALALNGnYR! boideheckaa

change of log-in statuses of a user a when user logs In ﬁe user
information WRALHNEURINEraGILIbal $riot @nMekitenialdidedbb@ eOfseily@d 0g-in
statuses and said attribute information at said user information database
and when t he has@hg @gaisedt indelrlas ohdidd t abalser Tat Weichn@éaga i ve of the

| og-in statuses and said 10 attribute information fromsaid user

i nformati on adatrdbate ihF¥orhae ivandsr edoedi.on server as set forth in claim
10, wherein said authentication infornmation obtaining unit obtains said

attribute information by using a Proxy 5 function in a RADI US protocol. -94
13. The nane resolution server as set forth in claim
7. The name resolution server as set forth in claim

6, wherein
said user information obtaining unit uses a name
resolution request message in obtaining said attribute

5 information from said external database server.

8. The name rescolution server as set forth in claim
6, wherein
said external database server is other name

resolution server externally disposed.

b
9. The name resolution server as set forth in claim
2, wherein
said response generation unit transmits a name
resolution request message containing said attribute
) information obtained by said user information obtaining

unit to other name resolution server to execute
processing of making said name resolution be conducted

at said other name resoclution server.

10. The name resolution server as set forth in claim

5, further comprising:



10, wherein said authentication information obtaining unit obtains said
attribute information by using a Relay 5 function in a RAD US protocol. 14.
The nane resol ution server as set forth-¢4 claim 10, wherein said

aut hentication information obtaining unit obtains said attribute

i nformati on by using an NFS 5 protocol. 15. The name resolution server as
set forth in claim 10, wherein said authentication information obtaining
unit obtains said attribute information by using an SNWP 5 protocol. 16.

The name resol ution ggr ‘g’tﬁ{:héﬁt%fati%t EnfBrﬁE@&B&aﬂagt WHeng! Ang@i d user

I nformati on updating unit uses a nam c unctlon for updating

t he Contentswﬂ&ch5o§%hﬁn§SGErbﬁfQh”%hhﬁgniébéQa%% sbfved RaGket transfer
devi ce which transfers a recei ved packet to other node, wherein .95.

contra of aapabketiteteslar ugetrhat asspofeehed a9f ahﬁ:im@&?lftﬁ._rcraltﬁ@ns aid
recei ved packet to said other node 5 is conducted based on information
cont ai ned i nragnast fresokatidonseesperdid messdipetier dnfortiacd olr om a nane
resolution server to a client. 18. A packet transfer device which transfers
a obtained when said authentication server conducts
authentication processing of said user, and
a user information updating unit which updates
10 the contents of said user information database based on

said attribute information obtained.

11. The name resolution server as set forth in claim
10, wherein

said authentication information obtaining unit
detects a change of log-in statuses of a user and when

5 ~the user logs in, the user information updating unit

registers information indicative of the log-in statuses
and said attribute information at said user information
database and when the user logs out, deletes said

information indicative of the log-in statuses and said

10 attribute information from said user information
database.
12, The name resolution server as set forth in claim

10, wherein
said authentication information obtaining unit
obtains said attribute information by using a Proxy

5 function in a RADIUS protocol.



recei ved packet to other node, conprising a DNS proxy unit which once
receives a nanme resolution response nessage transmtted froma nane 5
resolution server to a client and rewitgs the contents of a routing table
in which a packet transfer nethod as a nethod of transferring said

recei ved packet to said other node is held based on information contained
in said nanme resolution response nessage. 10 19. The packet transfer
device as set forth in claim 17, wherein said packet transfer nethod

i ncludes at |east one of packet transfer priority, a logical network ID, a
5 logi cal channel ID, and header rewiting, addition and deletion nethods.

20. The packef transipe H8MECPe88188iohokkbvbl GkakBr k8rtwheheichakfh
response to said name resol ution response nessage once received, said DNS

proxy unit delbet @her86n5 i nfornmati on regardi ng said packet transfer met hod
anong information contained in said nane resolution response nessage to
transmt said nane rsadtiuhtibheneipansienmtafagmatthval obdatiaiagi dndki ent. 21.
A packet transfer device which transfers a received packet to other node,
conpri sing: abtednsi shadmatitenbolbeainifogmatiionnbiyc sdigaian®elagt ri but e
informati on regarding a user as a sender of a

5 function in a RADIUS protocol.

14. The name resolution server as set forth in claim
10, wherein

said authentication information obtaining unit
obtains said attribute information by using an NFS

5 protocol.

15. The name resolution server as set forth in claim
10, wherein

said authentication information obtaining unit
obtains said attribute information by using an SNMP

5 protocol.

16. The name resolution server as set forth in claim
10, wherein

said user information updating unit uses a DNS
Dynamic Update function for updating the contents of

5 said user information database.

17. A packet transfer device which transfers a

received packet to other node, wherein



5 nane resol ution request nessage transmtted froma client to a nane
resolution server, and a DNS proxy unit which once receives said nane
resol uti on request message, obtains attrgpute information regarding the
user of said name resolution 10 request nessage through said user
information obtaining unit and adding said attribute information to said
name resolution request nessage to transmt said nanme resolution request
nmessage obtained to said nane resolution server. 15 22. The packet

transfer device as S%bnft%tlhoknacbﬁbﬁhtlﬁrahﬁbg}ehe%?i%?r bgl BOmdtHBar

i nformation obtaining unit which Obtains attribute information regarding a

sender of a RAMRANFRAINGOR Q0T iFRSS 2R KetaRDNshied Juheh sidd cl i ent
to said nane resol ution server, wherein said DNS proxy unit once receives

said rane -9is esvlduidten begedsonMdsFagdtmatdlinaicehtalindduine a indiey mat i on
regardi ng the sender of said nane resolution 10 request nessage through
sai d user i nfresgiiutdionolresponsg mesistgend ransnsnittes] faiocth @amameesol uti on
request nmessage wth said attribute information added to said nane
resol uti on s&egeluti®n Bexrveacket at cddehdr. device as set forth in claim
21, further conprising, as an internal elenment, a user information

18. A packet transfer device which transfers a
received packet to other node, comprising
a DNS proxy unit which once receives a name

resolution response message transmitted from a name

5 resolution server to a client and rewrites the contents
of a routing table in which a packet transfer method as
a method of transferring said received packet to said
other node is held based on information contained in

said name resolution response message.

10
19. The packet transfer device as set forth in claim
17, wherein
said packet transfer method includes at least one
of packet transfer priority, a logical network ID, a
5 logical channel ID, and header rewriting, addition and

deletion methods.

20. The packet transfer device as set forth in claim
18, wherein
in response to said name resolution response

message once received, said DNS proxy unit deletes



dat abase in which said attribute information is stored, 5 wherein said
user information obtaining unit obtains said attribute information from
said user information database. 24. Theggacket transfer device as set
forth in claim 21, wherein said user information obtaining unit obtains
said attribute information from an external database server 5 having a
user information database in which said attribute information is stored.
25. The packet transfer device as set forth inclaim 24, wherein said user

| nf orERt I on_QRieRRLRg oHNrk 38T % BATR pRERBLIARCIEG RS TR 3705

obtaining said attri but 8 5 informati ron1sa| external data ase

server. 26. IB@OQ&Q%&anE%&%Bﬁhe@elhcgaﬁa %%hebe%Blh%l%haM@s heeWherein
sai d external database server is a name resolution server externally

di sposed. 5 Ziésshlge packetansmdnskanddasmee ras ol ibor ifespdnsleai m 23,
further conprising: a user authentication unit which identifies and
aut hent i cat esieasager ohtadneld ¢nt saddnedtiettt.o its own 5 node, and a user
i nformati on updating unit which updates
21. A packet transfer device which transfers a
received packet to other node, comprising:
a user information obtaining unit which obtains
attribute information regarding a user as a sender of a
5 name resolution request message transmitted from a
client to a name resolution server, and
a DNS proxy unit which once receives said name
resolution request message, obtains attribute:
information regarding the user of said name resolution
10 request message through said user information obtaining
unit and adding said attribute information to said name
resolution request message to transmit said name
resolution request message obtained to said name

resolution server.

15
22. The packet transfer device as set forth in claim
18, further comprising
a user information obtaining unit which obtains
attribute information regarding a sender of a name
5 resolution request message transmitted from said client

to said name resolution server, wherein

said DNS proxy unit once receives said name



the contents of said user information database based on attribute
information regarding said user obtained at the tinme of authentication. 10
28. A nane resolution server which condugis nanme resolution with respect
to a received name resolution request nessage and returns a result of said
nane resolution by a nane resolution response nessage, 5 wherein said nane
resol ution response nessage contains a packet transfer nethod at a packet
transfer device. 29. The nane resolution server as set forth in claim1,

wherein -99 $ale1MaTen $2ehdiiOMeHRS SUTRITRIZ 1R LRIRS @ packet
transfer nethod at a packet transfer "device. 5 30. A nane resol ution

program oper ablrerea ta ond e gair@i dlguthen sedided’ oMisEh @ R&ld e 4y1e8asy ng of
conducting nanme resolution with respect to a received name resolution

requeHt nessageuast messagienghaouehulshit ofsesaiith framadiesolditadmilyy a nane
resol uti on response nessage, conprising a function of obtaining, based on
i nformati on uodht andedriamsgdite sadie mesel weisolutdgque teguestagessaatet ri but e
information regarding a user as a sender which 10 is not contained in the
name resol ut Wakhr sqidsetrrdbuge imdorowdion ssideddre sadsbinamieon based on

the attribute )
resolution server.

23. The packet transfer device as set forth in claim
21, further comprising,
as an internal element, a user information
database in which said attribute information is stored,
5 wherein
said user information obtaining unit obtains said
attribute information from said user information

database.

24, The packet transfer device as set forth in claim
21, wherein
said user information obtaining unit obtains said
attribute information from an external database server
5 having a user information database in which said

attribute information is stored.

25. The packet transfer device as set forth in claim
24, wherein
said user information obtaining unit uses a name

resolution request message in obtaining said attribute



information. 31. A nane resolution program operable on a name resolution
server which executes processing of conducting nane resolution with
respect to a received nane resolution rgguest nessage and returning a
result 5 of said nanme resolution by a nane resol ution response nessage,
conprising: a user information obtaining function of obtaining, as
attribute information regarding a user as a sender of said received nane
resol ution request 10 nessage, said attribute information other than

i nfornption ggﬂ&ﬁ%@ﬂ%unctlon o conéﬁ%gdgy YL pddests oy HJ0 message, and a

response generation cting sal nane resol'uti on by using
said attribute information 15 obtained by said user information obtaining
function to generate a nane resol ution response nessage. 5 5 10 32. The

nane resol utizen prograe packet teahBfeR dedlite 3h swhererdhsandcaklim bute
information obtained by said user information obtaining function are of
two or nore Rilndsthex2inThe nane resolution programas set forth in claim
31, wherein said attribute information obtained by said user

said external database server is a name

resolution server externally disposed.

27. The packet transfer device as set forth in claim
23, further comprising:
a user authentication unit which identifies and
authenticates a user at a client connected to its own
5 node, and
a user information updating unit which updates
the contents of said user information database based on
attribute information regarding said user obtained at
the time of authentication.
10
28. A name resolution server which conducts name
resolution with respect to a received name resolution
request message and returns a result of said name
resolution by a name resolution response message,
5 wherein
sald name resolution response message contains a

packet transfer method at a packet transfer device.

29. The name resolution server as set forth in claim

1, wherein



i nformati on obtaining function includes at |east arbitrary one of a user

I D, user location information, information regarding a termnal used and
i nformati on regarding a network includingga kind of connection line, a
connection line speed and an [P address of a connected NAS. 34. The nane
resol ution programas set forth in claim 31, further conprising, as an

I nternal elenent, a user information database in which said attribute
information is stored, 5 wherein said user information obtaining function

obtains -101 said at @,ralﬁ%ﬁmbn&%mut% FRBLEALA. HRSkaGa GoARbi0R a

dat abase. 35. The name resolution program as set orth I'n claim

wher ei n sai d et MO heMiodl RIthG THaRKOR IS deSBick . attribute
i nformati on froman external database 5 server having a user i nf or mat i on

dat abase in which said attribute information is stored. 36. The nane
resolution programas set forth in claim 35, wherein said user information
obt ai ni ng furd®.i on udesame maselunédonuprogreaopetrabdiesage a manket ai ni ng
said 5 attribute information from said external database server. 37. The
name resol ut iesogudgioamses veat whdahh execsiteismpr3gessiareiof

conducting name resolution with respect to a received
name resolution request message and returning a result
5 of said name resolution by a name resolution response
message, comprising
a function of obtaining, based on information
contained in said name resolution request message,
attribute information regarding a user as a sender which
10 is not contained in the name resolution request message
to conduct said name resolution based on the attribute

information.

31. A name resolution program operable on a name
resolution server which executes processing of
conducting name resolution with respect to a received
name resolution request message and returning a result
5 of said name resolution by a name resolution response
message, comprising:
a user information obtaining function of
obtaining, as attribute information regarding a user as
a sender of said received name resolution request
10 message, said attribute information other than

information contained in said name resolution request



sai d external database server is other nane resolution server externally
di sposed. 5 38. The nane resolution programas set forth in claim 31,
wherei n said response generation functi.-gggtransnmts a nanme resol ution
request nessage containing said 5 attribute information obtained by said
user information obtaining function to other name resolution server to
-102 execute processing of making said nane resol ution be conducted at said
ot her nane resolution server. 39. The name resolution programas set forth
in claim 34purl graggnprising: an aut hentication infornation obtaining
function of obtai'ning, from an authentication server which 5 authenticates

a user in response tg aBsgdhBenykaathefon’ ednestchr 0F sahduesshg sakd
attribute informati on obtai ned when said aut hentication server "conducts

aut henti cat i pamer eeesduftd odf byaue insesaidNGta riseitd AnForaiatdonupdat i ng
function of updating 10 the contents of said user information database
basedlion sabthtatitweidbblye siadtioseti dnformeitied obtailiegndmaotdm ta on
program as set forth in claim 39, wherein said authentication information
obtai ning fgeceretedet agme Feslodmgd ool riesponses mesgsge.of a user 5 and
when the user logs in, the user information updating

32. The name resolution program as set forth in claim
31, wherein
said attribute information obtained by said user

information obtaining function are of two or more kinds.

33. The name resolution program as set forth in claim
.31, wheréin
said attribute information obtained by said user
information obtaining function includes
5 at least arbitrary one of a user ID, user
location information, information regarding a terminal
used and information regarding a network including a
kind of connection line, a connection line speed and an
IP address of a connected NAS.
10
34, The name resolution program as set forth in claim
31, further comprising,
as an internal element, a user information
database in which said attribute information is stored,
5 wherein

said user information obtaining function obtains



function registers information indicative of the log-in statuses and said
attribute information at said user information database and when the user

| ogs out, deletes said information indijgati ve of the |log-in statuses and
10 said attribute information fromsaid user information database. - 103
41. The nane resolution programas set forth in claim 39, wherein said

aut hentication information obtaining function obtains said attribute
information by using a 5 Proxy function in a RADIUS protocol. 42. The nane

resol ution pLRIKEARATiBRltel IR A tGlAl Profdsathiel e Saird atldien i cation

information obtaining function obtains said attribute information by using
a 5 Relay fudrReéabagel,n a RADIUS protocol. 43. The nane resol ution program
as set forth in claim 39, wherein said authentication information
obtaining function obtains said attribute information by using an 5 NFS
protocol. 44. The nane resolution programas set forth in claim 39,
wher ei n sai d 3&ut hent fbet nenei meepimtion pbbgramngs Semctioanholhnhaicisimai d
attribute information by using an 5 SNWP protocol. 45. The nane resol ution
program as sétl.f sheweim cl ai m

said user information obtaining function obtains
said attribute information from an external database
53 server having a user information database in which said

attribute information is stored.

36. The name resolution program as set forth in claim
35, wherein

said user information obtaining function uses a
name resolution request message in obtaining said

5 attribute information from said external database server.

37. The name resolution program as set forth in claim
35, wherein
said external database server is other name

resolution server externally disposed.

5
38. The name resolution program as set forth in claim
31, wherein
said response generation function transmits a
name resolution request message containing said
5 attribute information obtained by said user information

obtaining function to other name resolution server to



39, wherein said user information updating function uses a - 104 DNS
Dynam ¢ Update function for updating the contents of 5 said user
informati on database. 46. A packet transfyer program operabl e on a packet
transfer device which conducts processing of transferring a received
packet to other node, conprising a function of conducting control of a
packet 5 transfer nethod as a nethod of transferring said received packet
to said other node based on infornation contained in a nanme resol ution

response Meseaatutl AHVBesAthel LRTHAKIAE JoaR0LilklO T RNV dr0 4 Ol T ent.

47. A packet transfer progran1ope n a packe transfer device which
conducts proceyshiRded atl 5N thieRd ndinee ¢RISHAGHARFK @lert/e Ot her node,
conprising a DNS proxy function of once receiving a nanme 5 resolution
response nessage transmtted froma nane resolution server to a client and
rewiting the contents of a routing table in which a packet transfer

nmet hod as a3®st hod Thet namef eesbigtiandpregeancdspaeketfotrthsdind clatimer
node is held based on information contained in 10 said name resol ution
response nessdge furghetheopweldstingransf er programas set forth in claim

46, wherein said packet transfer nethod includes at | east one of packet
transfer priority, a2Rogheéhpngécadirn pnigrmgggon obtaining function

of obtaining, from an authentication server which
5 authenticates a user in response to an authentication
request from said user, said attribute information
obtained when said authentication server conducts
authentication pfocessing of said user, and
a user information updating function of updating
10 the contents of said user information database based on

said attribute information obtained.

40, The name resolution program as set forth in claim
39, wherein
said authentication information obtaining

function detects a change of log-in statuses of a user

5 and when the user logs in, the user information updating
function registers information indicative of the log-in
statuses and said attribute information at said user
information database and when the user logs out, deletes
said information indicative of the log-in statuses and

10 sald attribute information from said user information

database.



5 logical channel 1D, and header rewiting, addition and del etion nethods.
49. The packet transfer programas set forth in claim 47, wherein in
response to said nane resol ution responsgs-nmessage once recei ved, said DNS
proxy function deletes 5 information regarding said packet transfer nethod
anong information contained in said nane resol ution response nessage to
transmt said nanme resolution response nessage obtained to said client.

50. A packet transfer program operable on a packet transfer device which

conducts progassing ghe LEARSHELLINE 1A 6Tolvah Rackek tfgg%h% 2948 m

conprising: 5 a user information obtaining function of taining attribute
i nformation r@gakticsr@id user as a sender of a name resol ution request
nmessage transnmitted froma client to a nane resol ution server, wherein a
DNS proxy function i sagdeautbentficaréen iffoeaitiiongobdiadniage resol ution
request nessage, obtaining attribute information regarding the user of

sai d nane redangttiion obquedsts messhee tiibmtgh iseficd-magdron ibyf arsirig @n
obtaining function and adding said attribute information to said nane
resol fion r #qesyt frectdga tie B5 RADIWSTprotaicInane resol ution request
nmessage obtained -106 to said nanme resolution server. 51. A nane resolution
nmet hod by a nanme resol ution

42. The name resolution program as set forth in claim
39, wherein

said authentication information obtaining
function obtains said attribute information by using a

5 Relay function in a RADIUS protocol.

43. The name resolution program as set forth in claim
39, wherein

said authentication information obtaining
function obtains said attribute information by using an

5 NFS protocel.

44, The name resolution program as set forth in claim
39, wherein

said authentication information obtaining
function obtains said attribute information by using an

5 SNMP protocol.

45, The name resolution program as set forth in claim
39, wherein

said user information updating function uses a



server which executes processing of conducting nanme resolution with
respect to a received nane resolution request nessage and returning a
result of said name 5 resolution by a najpmg-resol ution response nmessage,
conprising the step of obtaining, based on information contained in said
nane resol ution request nessage, attribute information regarding a user as
a sender which 10 is not contained in the nane resol uti on request nessage
to conduct said name resolution based on the attribute information. 52. A

nane resol uti I |t I i
sol ut Iy W(px}[faa@m&“unﬁqcﬁ fneors ga\{:%.ng‘é"‘t@rat@; %g& A

processi ng of co cting nane resolution with resp

resol wion rsed\desls ¥ S9Fdemnd oreldeidibaged result of said name. 5
resolution by a nane resol ution response nessage, conprising the steps of:

obtaining, as attribute information regarding a user as a sender of said
recei ved nanme resolution request nessage, said attribute information other
than 10 i nfordfati on @ophakeédtransdied paograesopetrabler equaspacketsage, and
conducting said nane resolution by using said -107 attribute information
obt ai ned to Farasdexr deviee which gongmatss pocsessdsgngd 15 53. A packet

transfer method which conducts |
transferring a received packet to other node, comprising

a function of conducting control of a packet
5 transfer method as a method of transferring said
received packet to said other node based on information
contained in a name resolution response message

transmitted from a name resolution server to a client.

47. A packet transfer program operable on a packet
transfer device which conducts processing of
transferring a received packet to other node, comprising
a DNS proxy function of once receiving a name
5 resolution response message transmitted from a name
resolution server to a client and rewriting the contents
of a routing table in which a packet transfer method as
a method of transferring said received packet to said
other node is held based on information contained in

10 said name resolution response message.

48. The packet transfer program as set forth in claim
46, wherein
said packet transfer method includes at least one

of packet transfer priority, a logical network ID, a



processing of transferring a received packet to other node, conprising the
step of conducting control of the packet 5 transfer nethod as a nethod of
transferring said received packet to sajgg-ot her node based on information
contained in a nanme resolution response nessage transmtted froma nane
resolution server to a client. 54. A packet transfer nethod which conducts
processing of transferring a received packet to other node, conprising the
step of once receiving a nane resolution 5 response nessage transmtted

from g name negalddl QhantRVaD,! Al Hdatidr 3RS, RAdiRe Fregnt s of a
routing table in which the packet transfer nethod as a nethod of

t ransf erri ng dadied ilceC gietdddgacket to said other node is held based on
information contained in 10 said nanme resol ution response nessage. 55. A
packet transfer nethod which conducts processing of transferring a

recei ved packet to other node, conprising the steps of: obtaining
attribute infidr.mat i ofheepaceng txanséer- ptograhm as asesedderthofina clarim
resol ution request nmessage transmtted froma client to a nane resol ution
server, and4%nc&heg&dinving said name resol ution request nessage,
obtaining attribute information regarding the 10 user of said nane

resol ution request né§s§§§PBPS§aF9 said name resolution response

message once received, said DNS proxy function deletes
5 information regarding said packet transfer method among

information contained in said name resolution response

message to transmit said name resolution response

message obtained to said client.

50. A packet transfer program operable on a packet
transfer device which conducts processing of
transferring a received packet to other node,
comprising:

5 a user information obtaining function of
obtaining attribute information regarding a user as a
sender of a name resolution request message transmitted
from a client to a name resolution server, wherein

a DNS proxy function is executed of once

10 receiving said name resolution request message,
obtaining attribute information regarding the user of
said name resolution request message through said user
information obtaining function and adding said attribute
information to said name resolution request message to

15 transmit said name resolution request message obtained



user information obtaining function and adding said attribute information
to said nanme resolution request nessage to transmt said nanme resol ution

request

10

10

nessage obtained to said name r@sol uti on server.

to said name resolution server.

51. A name resolution method by a name resolution
server which executes processing of conducting name
resolution with respect to a received name resolution
request message and returning a result of said name
resolution by a name resolution response message,
comprising

the step of obtaining, based on information
contained in said name resolution request message,
attribute information regarding a user as a sender which
is not contained in the name resolution request message
to conduct said name resolution based on the attribute

information.

52. A name resolution method by a name resolution
server which executes processing of conducting name
resolution with respect to a received name resolution
request message and returning a result of said name
resolution by a name resolution response message,
comprising the steps of:

obtaining, as attribute information regarding a
user as a sender of said received name resolution
request message, sald attribute information other than
information contained in said name resolution request
message, and

conducting said name resolution by using said



15

10
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attribute information obtained to generate a name

resolution response message.

53. A packet transfer method which conducts
processing of transferring a received packet to other
node, comprising

the step of conducting control of the packet
transfer method as a method of transferring said
received packet to said other node based on information
contained in a name resolution response message

transmitted from a name resolution server to a client.

54. A packet transfer method which conducts
processing of transferring a received packet to other
node, comprising

the step of once receiving a name resolution
response message transmitted from a name resolution
server to a client and rewriting the contents of a
routing table in which the packet transfer method as a
method of transferring said received packet to said
other node is held based on information contained in

said name resclution response message.

55. A packet transfer method which conducts
processing of transferring a received packet to other

node, comprising the steps of:

obtaining attribute information regarding a user



10
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- 108 -

as a sender of a name resolution request message
transmitted from a client to a name resolution server,
and

once receiving said name resolution request
message, obtaining attribute information regarding the
user of said name resolution request message by said
user information obtaining function and adding said
attribute information to said name resolution request
message to transmit said name resolution request message

obtained to said name resolution server.



