-1- DEVI CE, SYSTEM AND TRANSACTI ON METHOD FOR | NTEGRATI NG PAYMENT FUNCTI ON
AND RECEI PT FUNCTI ON FI ELD OF THE | NVENTI ON 5l oom] The application rel ates
to the technol ogy of electronic commerce, and particularly to a device
integrated with payment function and collection function, a transaction
system and a transacti on net hod. BACKGROUND COF THE | NVENTI ON 10100021 Wth
the maturity and devel opnment of npbile_conmunication techni que, nobile
intelligent termnals are provided wi Th more and nmore functions. In
addition to_functions of calli E- mai
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services, etc. are i I e | | m nals for users.
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15requirenents of fast tenpo and high efficiency, and thus are popular in
custoners. 10003] At the sane tine, with the ever-increasing popularity of

credit mpLth orcrRIAENEION rcuit (1 C) card, nore and nore paynent
transactions and query transactions are done on Point of Sale (POS)
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t el econmuni cation and traffic industries. 100041 There are many mnet hods of

non- cadlangrayorenictiod. t he prior art, which can be generally classified into
two types: in solutions of the first type, a payer nmakes paynent on a PCS
machine in a fixed business place by using a portable paynent device such
as a magnetic card, an IC card and a Radi o Frequency (RF) IC card, and the
POS ma&fiEk GROUND O/ bHEINYBNESON i ons is connected with a POS center of

a nk,viga.cables; in solutions of th econd type of, .th ayer nakes
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an off-line state, the PUS machine operating in an on-line state by
connectilhgg indhmeksagiPigs foretions such @ Himal,ewsb dunwainic atison pblyingnehoviand a
nmobi l e_intelligent term nal bei%g integr t ed mﬁth E e.3%funcgtontqf th PUS
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terminals for users. These functions are convenient for people and satisfy the social

15 requirements of fast tempo and high efficiency, and thus are popular in customers.

[0003] At the same time, with the ever-increasing popularity of credit card and integrated
circuit (IC) card, more and more payment transactions and query transactions are done on
Point of Sale (POS) machines. Compared with cash transactions, non-cash payment systems
based on credit cards or IC cards have advantages of security, quick operation, no change,

20  healthy, etc., and thus are used widely in financial, telecommunication and traffic industries.

[0004] There are many methods of non-cash payment in the prior art, which can be
generally classified into two types: in solutions of the first type, a payer makes payment on a
POS machine in a fixed business place by using a portable payment device such as a magnetic
card, an IC card and a Radio Frequency (RF) IC card, and the POS machine in this type of
25  solutions is connected with a POS center of a bank via cables; in solutions of the second type
of, the payer makes payment with devices same as that in the solutions of the first type, and
the payee has three modes for the collection: the POS machine operating in an off-line state,
the POS machine operating in an on-line state by connecting with the POS center via a
wireless communication channel, and a mobile intelligent terminal being integrated with the

30  function of the POS machine or the RF card reader and operating in an on-line or off-line



- 2 - state. [0005] In solutions of the first type, the POS machine is of
no nobility and only used at fixed places, and dedi cated equi pnents are
required, which leads to high cost. Therefore, this type of solutions |acks
flexibility and is only suitable for deploynent in enterprises or
S5institutions. [0006] In solutions of the second type, anong the three
nodes, the first two need dedi cated equi pnents, and have di sadvant ages of

hi gh cost, large volume and hard to catfy. In order to use the nobile
intelligent termnal and the nobile POS machine at the sanme tinme, the user
has to® ry the two handhel d devi ces, which | eads to inconveni ence and
makes the two nodes 10hard to be popul arized. [0007] The third node

over cof@3] helnaigbiiwndios dler Brst Agees theol @S cerdbiiensexttenmoebitisy apd apy) used At

sol uti Href t 1dcdp lagg%géilcgtgd it 1rngr|1tgsa & IFE): ll‘é?i &vmm eleggs %qgél?g?ﬁin]“ﬁgefg}%d i§ and
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nobéle.intelligent term nal of the 15 payee, such as a nobile phone, a PDA
or porstiaBiogscomput er, has a card reading unit corresponding to an | C card
and is integrated with various secure transaction application nodul es such
as a PO®0S¢cunispiptivbsiof tieancbnd thom, etrase ti8eturcenddeseths fivitdwoaneed8adiaicdhi ch

neans the hardwarge of the existi .nobile intelligent,termnal .requires to
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nodi fication is high, and the third node is hard to popul arize in actua

appl i c& ceng the GE0BIndhaldadidide,onhich Headsrio dessn veficasaatidnyaifagrible twe niddes above

t types, ,of solutions can only be performed face to face at specified
s},\?%s, %ﬁl}%lofolbéé’(%&?‘iﬂz%ds'bad user experience. 25 SUMVARY OF THE | NVENTI ON

100091 i of.this, an object of the present invention is_to provide a
devi ce[étﬂlﬂlg?ﬁ{teég” MHlePagTraRES F%H‘Sé YOESFT Kt POHIT Eett b, xamBlfst em

f or pamgn&ioﬁnﬁi |dneotih 97 ﬁ&@ssﬁ)éé%&%ﬁ%{kﬁﬁ&ﬂ%é‘&@m b&he 904 aea%giﬁgui re

nodi fyi ng the hardware of the existing por e termnal device and afe

easy t enbentpopular iazedoldied pdppt | B8d dissthain taheChisese patantc apdlicttion No.
30t ran3885£0?9§9488r.'9¥;"¥?o%5§e€ tthi%ns%hlit{g)%'requires that the mobile intelligent terminal of the
15  payee, such as a mobile phone, a PDA, or a portable computer, has a card reading unit
corresponding to an IC card and is integrated with various secure transaction application
modules such as a POS Security Module and a Purchase Secure Access Module (PSAM),

which means the hardware of the existing mobile intelligent terminal requires to be medified.

Due to the fact that there are a large number of manufacturers and model numbers for mobile

20 intelligent terminals, the cost of modification is high, and the third mode is hard to popularize

in actual applications.

[0008] In addition, the process of loading funds in the above two types of solutions can only

be performed face to face at specified sites, and leads to a bad user experience.

25 SUMMARY OF THE INVENTION

10009] In view of this, an object of the present invention is to provide a device integrated
with payment function and collection function, a system for payment and collection, and a
transaction method, which do not require modifying the hardware of the existing portable
terminal device and are easy to be popularized and applied, so that the user can conduct

30 transactions anywhere at anytime.



-3- 10010] To achieve the above object, the present invention provides a
techni cal solution as follows: [0011] A device integrated with paynent
function and collection function, including a smart nenory card and an
intelligent termnal, where the intelligent tenninal is connected with the
5smart menory card via a universal storage interface; [0012] the
intelligent termnal is adapted to generate a secure transacti on managenent
instruction according to an instructi@r froma user, send the secure
transactjon managenent instruction to the smart nenpry card, and notify the
user ofl"WPlexration Meghpre ppictthdeselsPl MERRIRRIOVEIS fef Aplution as
instrugtiQpi:fed back fromthe smart menory card; to interact with a 10 bank
side systemvia a renpote conmuni cation network; to performinformation
interacirlon with the user via a user_interface; to interact w.th another
devi ce Molég%fisﬂcwwfﬁtsm (PRGBS OB RE R B TP & DRI a

pr edet ¢k 4 HeCafPRLLa Mrdli A8RkerhirRh dvGQERUNILEA QD IRR] i QnREQSESSthAhe
transaction’instruction fromthe user, the another device or the bank side
sysb emsmgenesatry cantivis endiarebstoegporndilag; secure transacti on application
instruction to the 15 smart nenory card; and to notify the user of an
execut ifemy 2) esgik tinRflidehe 1SRG 85 tdiane@chi QAP &abicOfRadsBsidnUaiangseni@d back
fromthe smart nmenory card, or send the execution result of the secure

t r ans adtstgAtiep ptdocding 6m ah ngtugded damt o us¢re sdrdrike stwee Sysaehion manhzenzandt her
devi ce;_and.. 0013] the smart nmeppry card is adapted to execute the
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intelliggnt termnal iIs conpected with t.he smart nenory card via a
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execut amdh result of the secure transaction application instruction to the
bank side system and 5[0016] the smart nenory card is adapted to execute

the SeF18) URDSAGH ﬂgmwgzg@r@%iapted to execute the secure transaction management

20 instruction and the secure transaction application instruction.

[0014] The present invention provides another device integrated with payment function and
collection function, which inciudes a smart memory card and an intelligent terminal, where
the intelligent terminal is connected with the smart memory card via a universal storage

interface,

25 [0015] the intelligent terminal is adapted to send a secure transaction management
instruction to the smart memory card according to an instruction of a user, and notify the user
of an execution result of the secure transaction management instruction fed back from the
smart memory card; to interact with a bank side system via a remote communication network;
to perform information interaction with the user via a user interface; to process a transaction

30 instruction from the user or the bank side system, generate and send a corresponding secure



instruction received fromthe intelligent termnal; to interact with

anot her device integrated with paynent function and collection function
within a predeternmined range in a radi o frequency conmuni cati on node; to
execute the secure transaction application instruction received fromthe
anot her device or the intelligent termnal, and send the execution result
of 10t he secure transaction appllcatlon |nstruct|on to the intelligent
term nal or the another deV|ce [0017]'The present invention provides a
correspondlngﬁﬁ%ﬁten1for nent nd col |l ection Eased on the_ above devi ces,
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t he use@ ﬁ%%? and the Ioad/unload transaction sub-system the card issuing
sub- sydte Rkt WateBRARY back- end system are arranged at the bank si de,
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t he 25term nal apparat us ystemis a
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term nal apparatus serving as the payer and the term nal apparatus serving

as t he [p@yge; TiNskesent dnveh @02 3lovidis apé&ﬁgﬁundhﬂlg/%tdlmmpﬁ%w&e&n@cmh@ﬂ for

| oad transaction by utilizing the systemfor paynent and collection, and

t he methtd ¢hehudesc devp@tazgl}d de sstablindpdesg é@m@mﬁr@p@a@m, tarm@nnls)@qi on

channel n.intel nal, and .a nd ) fter a
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[0024] b) triggering the |oad/unload transaction sub-systemto

ﬁ or §pPhetios-fpngtiont crainahapseaivs saarrascdnt threujensisic] peakbiic load/nhleadl and
I’ et ur nlt S&%H?nal&.lgﬁgé?%atdlon [ Ssrlf_a;llllltn%,f,]%) tﬁhletelnnta?ll ! tlhg%]t tgarcrly en%l SyS? taril‘g bank

back- erid sys gent  term nal receives’ 1 hforiation
i ndi catirBged a8 Uaesklilde, 10 aut hentication, automatically entering into a
| oad i nterface, acquiring |oad infornation of the user by using the | oad

interf msg anfe PERLREH PParkQs SkseRdDed ith f‘rﬂﬁcﬁl&’itel | b 98t t &f Thnalecglggs not
receive information |nd|cat|ng a successful authentication, pronptlng an
error trengahgoruger; payer by interacting with the bank back-end system and anothez terminal
20  apparatus which serves as a payee; to implement a collection of the electronic transaction as a
payee by interacting with the bank back-end system and another terminal apparatus which
serves as a payer; and to implement a load or unload transaction by interacting with the

load/unload transaction sub-system;

[0019] the card issuing sub-system is adapted to personalize the smart memory card of the

25  terminal apparatus;

10020} the bank back-end system is adapted to implement a purchase transaction by
interacting respectively with the terminal apparatus serving as the payer and the terminal

apparatus serving as the payee; and

f0021] the load/unload transaction sub-system is adapted to implement the load or unload

30 transaction of the terminal apparatus by interacting with the terminal apparatus.



[0026] d) sending, by the intelligent termnal, a | oad service request
containing the load information of the user, to the bank back-end system
and 15[ 0027] e) perform ng corresponding | oad operation on the smart nenory
card via the intelligent termnal, by the bank back-end system according
to the | oad service request. [0028] The present invention provides a nmethod
for purchase transaction by using the systemfor paynent and coll ection,

and the nethod includes: [0029] according to a paynent request sent froma
termn paratus as.a payer or a 20 trapsaction request sent froma
termin b‘@gpa lzﬁmgseaémé(e% 9\’&8%?8}%#%{35? rapsgrtion yitiligggdhe system
aUthenk&ﬁﬁ&h&ﬁtQﬁﬁ%ﬁ%ﬂﬁﬁ@gn&ﬁﬁ:.??&%ﬁﬁﬂﬁEétus as the payer and the term nal

apparatus as the payee and establishing a secure data channel; [0030]
SW t Ch![ﬁ'@lSﬁ hea)te%{amigﬁﬁllg %p&%é\ﬁr%t&é% %3ns§1?|1§s£1?¥ﬁarnn%f)b@tu%%¥ rerlgr}bteﬁ?{g%gt (t:f%_%gnal

swi tchi'ng the termnal®apparatus as € payée to a cOll'ectiorr node,

25[ 003 Lhd edndkGuingnd Higtdnt, aifeaa tuseiloks GCaRIAARCGRNMICHD s b &S ReMdingghe
financial transaction specification by the term nal apparatus as the payee
and- t hénteldigpitrienmipg pad hqlkankdackengpaysigm auihogratcspntidendity plohe b paynent
node after a successful transaction, by the term nal apparatus as the

payer ; [¢84¢r dvitngzaingrthn Fadtunbrdrtemstadion silgisistgntth @etfpam e d¥dS-tke teeporadl by
using a _privat.e key in. mart nemory card of the term nal. apparatus.as the
payes, TaBGHGHER S b afheTEED! (PR pbrcr e ¢ RDRUGHiEs Lo 5/ ear o
and th%ﬂdﬁg&k&&ﬂﬁﬁ@?@@ﬂ@%mﬁpbhﬁﬁékﬂﬂsﬁﬁﬁe, by the term nal apparatus as the
payee; [0033] | ogging on the bank back-end system and sendi ng the saved

si gned |§asag! iONnE CEANAsLR LORRANFRARK" GnINRAC Thaliidd'% | &lcd:0Rd

apparatus as the payee; a
(0 authentication, automatically entering into a load interface, acquiring load information of the
user by using the load interface, and proceeding to step d); if the intelligent terminal does not

receive information indicating a successful authentication, prompting an error to the user;

[0026] d) sending, by the intelligent terminal, a load service request containing the load

information of the user, to the bank back-end system; and

15  10027] ¢) performing corresponding load operation on the smart memory card via the

intelligent terminal, by the bank back-end system, according to the load service request.

[0028] The present invention provides a method for purchase transaction by using the

system for payment and collection, and the method includes:

[0029}] according to a payment request sent from a terminal apparatus as a payer or a
20 transaction request sent from a terminal apparatus as a payee, performing a two-way
certificate authentication between the terminal apparatus as the payer and the terminal

apparatus as the payee and establishing a secure data channel;

[0630] switching the terminal apparatus as the payer to a payment mode, and switching the

terminal apparatus as the payee to a collection mode;

25 [0031] conducting the transaction in accordance with corresponding financial transaction

specification by the terminal apparatus as the payee and the terminal apparatus as the payer;

[0032] exiting from the payment mode after a successful transaction, by the terminal
apparatus as the payer; generating a transaction record, signing the transaction record by using

a private key in a smart memory card of the terminal apparatus as the payee, saving the signed



5[ 0034] verifying the transaction record received fromthe term nal
apparatus as the payee with a public key, which corresponds to the private
key in the smart nmenory card of the payee, and processing an account of the
payee according to the transaction record after the verification is passed,
by the bank back-end system [0035] In a conclusion, in the present

i nvention, by arranging a secure trangaction 10 application unit in the
smart nmenory card, the termnal devicé including the snmart nenory card and
a portable ternlnal paratus (i.e. the intellijigent term nal is provided
with tHENHEaR ﬁ%w%ﬁngeoﬁm%@emﬁef e @t them exiimet ron e ﬁw&%mw&idﬁ‘ybhg t he

exi sti %t@ﬁﬁﬁxﬁpf%&%ﬂsﬁé @;&Bar atus, so that a user can conduct
re at

transactions an t hus faC| litating the popul arization and
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those skiokd ®CthE Batidi®ackldnd shftemi d)lrth%ttérﬁhhafl% gémﬂﬁlagﬁ{&@y@é ahbe present
invention will he described in details in F e follow ng by referring to the

dr 23i nggosa) n ket ROLAAITRFI QU Prelolisa foh! SN ALl SSRRIR! Lo ol Ageam of

a first enbodi nent " of a device according to the present I nvention; [0038]
Fi gur e wath spublstkeycvhichkcosedpendst tb chalp@gtake ot the smeem) nnbxmbomdnﬂ m‘rue pm‘yee he
devi ce according to the requﬁeg]';c i nvention; ure. 3 not her

st ruct dPaIP'ECTERAL e aGF BAYSS eceriing dp Uﬁ| Fariséi@lﬁ %ec’é’ﬁch aé‘u.‘r}

[ 0040] EkgHiRnds bass@, DL MChiHkHacB eh@Mptdre di agram of a system for payrrent
and col | ection according to the present I nvention; - 7 - [0042] Figure 6

|33 SHIRERC 1 L1 GHCALIAT A B Bl BAARE APl IoLU S e oS,
| NMENT filication unit in the smart memory card, the temnnal dev1ce including the smart memory
card and a portable terminal apparatus (i.e. the intelligent terminal ) is provided with the
payment function and the collection function without modifying the existing portable terminal
apparatus, so that a user can conduct transactions anywhere at anytime, thus facilitating the

popularization and application of the present invention.

15

BRIEF DESCRIPTION OF THE DRAWINGS
[0036] To make the above and other features and advantages more apparent to those skilled
in the art, the illustrative embodiments of the present invention will be described in details in

the following by referring to the drawings, in which:

20 [0037] Figure 1 is a structural schematic diagram of a first embodiment of a device

according to the present invention;

f0038] Figure 2 is a structural schematic diagram of a second embodiment of the device

according to the present invention;

[0039] Figure 3 is another structural schematic diagram of a core control unit 1012 in

25  Figure 2;

[0040] Figure 4 is a structural schematic diagram of a system for payment and collection

according to the present invention;

[0041] Figure 5 is a schematic flow diagram of a first embodiment of a method for load

transaction according to the present invention; and



5[ 0043] The core idea of the present invention is to enable a smart nenory
card to execute a correspondi ng secure transaction instruction such as an
el ectroni ¢ bankbook operating instruction, a POS security nodul e processing
instruction or the like by arranging a secure transaction application unit
necessary for an electronic transaction in the smart nmenory card. In this
way, W thout nodifying the existing intelligent term nal such as a nobile

phone, a 10 PDA, a portable conputer or the like, a term nal device

i ntegr wi t.h paynment function and collection function can he achi eved by
conbi nﬁfxﬁﬂa ne e i p g aiEr A h it o f_tﬁ@f %W_E?‘ﬂm’r?ﬁ : @m@fiﬁoé_.t%owg ¥fem for
payment,.a0d6ohlLedih o, th h%ggghggngx_95|ng this termnal device is easy to
be popul arized and appli1ed, and accordingly a transacti on nethod

i npl enented by this systemis nore flexible, by which both the off-1line

purchase transaction and the on-1line 15purchase transaction are supported

and th%[&ﬂ?ﬁ‘ﬁﬁ%@a@mméﬁ@?gngwl%i n a renote node other than in

a face to face e al speci 4] The present invention wl|
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shown itan&icgon epllicatiieusie ie@esaae ¢ar ohi digetiodid tighshéticmitinandedmenimel, chkie
present invention mainly includes a smart nmenory card 101 and an
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pécienpu¥
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20 [0045] TFigure 1 is a structural schematic diagram of a first embodiment of the device
integrated with payment function and collection function according to the present invention.
As shown in Figure 1, the device according to the first embodiment of the present invention
mainly includes a smart memory card 101 and an intelligent terminal 102, where the
intelligent terminal 102 performs information interaction with the smart memory card 101 via

25  auniversal storage interface 1011.

[0046] The intelligent terminal 102 is adapted to generate a secure transaction management
instruction according to an instruction from a user, send the secure transaction management
instruction to the smart memory card 101, and notify the user of an execution result of the
secure transaction management instruction fed back from the smart memory card 101; to
30 interact with a bank side system via a remote communication network; to perform information

interaction with the user via a user interface; to interact with another device integrated with



execution result to the bank side systemor the another device. [0047] In
practical applications, the near-field comrunication node nay be but not
limted to an infrared comuni cati on node or a Bl uetooth conmuni cation
node. The nmethod for interacting with another device within a predeterm ned
range in the near-field communication 10node is well known to those skilled
inthe art and will not be described in details herein. [0048] The purpose
of processing the transaction instruction fromthe user, another device or
the bank side.is to nerate a correspondi ng secure transacti on application
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application.

15 [0049] The secure transaction application instruction may be an electronic bankbook
operating instruction for effectuating payment or a POS security module processing
mstruction for effectuating collection. In practical applications, the secure transaction
application instruction can be an electronic purse operating instruction or a purchase secure
access module (PSAM) processing instruction or other fransaction application instructions, as

20 needed for actual applications.

[0050] The secure tfransaction management instruction is an instruction for managing
various secure transaction applications, for example, inquiring information related to the
secure transaction applications, such as application selecting, balance querying, transaction

record querying, PIN code resetting, etc.

25 [0051] How to generate the secure transaction management instruction according to the
instruction of the user and how to process the transaction instruction so as to obtain a
corresponding secure transaction application instruction can be implemented by those skilled

in the art with any method, and will not be described in details herein.

[0052] The smart memory card 101 is adapted to execute the secure transaction

30 management instruction and to execute the secure transaction application instruction.



5 instruction fromthe universal storage interface 1011; to execute the
secure transaction application instruction received fromthe universal
storage interface 1011; and to send the execution results of the
instructions to the intelligent termnal 102 via the universal storage
interface 1011. [ 0055] The universal storage interface 1011 is
adapted to inplenent information interaction 10between the intelligent
terminal 102 and the core control uniT”1012. [ 0056] In practical
applicagions, the universal storage interface 1011 may be, but not limted
00" an IDOEALY e 6 ol gt SEOH BEROPHEEG N daIERFl PErcseiol 1857418)
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card interface, a data Conpact Flash card (CF) interface, a Smart
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The specific interface to be used in practice can be determ ned by those
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toget her. 100571 Specifically, the core control unit 1012 includes a
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0057} Specifically, the core control unit 1012 includes a storage control unit 10121 and a

secure transaction application unit 10122.

[0058] The storage control unit 10121 is adapted to receive the secure transaction
20 management instruction from the universal storage interface 1011 and send the secure
transaction management instruction to the secure transaction application unit 10122 for
execution; to return an execution result fed back from the secure transaction application unit
to the universal storage interface 1011; and to send the secure transaction application
instruction received from the universal storage interface 1011 to the secure transaction
25  application unit 10122, and send an execution result of the secure transaction application
instruction fed back from the secure transaction application unit 10122 to the intelligent

terminal 102 via the universal storage interface 1011.

[0059] The secure transaction application unit 10122 is adapted to execute the secure
transaction application instruction and the secure transaction management instruction received

30  from the storage control unit 10121, and feed back the execution results to the storage control



5 applications of electronic financial service, which is built in the
secure transaction application unit 10122. In practical applications, the
specific application nodule(s) built in the secure transaction application
unit 10122 can be selected according to actual needs, i.e. nodul e(s) for

i npl ementing various other applications of electronic financial service,
such as debit application, credit application, and credit card application,
may al so be included to inplenent 10 cay+espondi ng applications of

el ectronic financial service. Specifically, how to execute the
corresﬁBHdpﬁ%Lsecure transaction application instruction and secure
transaction nmanagenent instruction by utilizing the built-in nodule(s) is
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[0061] It should be noted that in the embodiment, by building the module(s) for
15  implementing applications of electronic financial service into the smart memory card and
using the smart memory card to execute various application instructions for electronic
fransactions, the problem in the prior art that the intelligent terminal requires to be modified in

order to have the payment function and collection function is avoided.
[0062] In the embodiment, the intelligent terminal 102 includes:

20 [0063] acard management unit 1026, a card read/write unit 1025, an input/output unit 1024,
a transaction processing unit 1023, a near-field communication unit 1021 and a remote

communication unit 1022.

[0064] The card read/write umit 1025 is adapted to implement information interaction
between the smart memory card 101 and the card management unit 1026; and to implement
25  information interaction between the smart memory card 101 and the transaction processing

unit 1023.

[0065] The card management unit 1026 is adapted to generate the secure transaction
management instruction according to the instruction of the user; to send the secure transaction
management instruction to the smart memory card 101 via the card read/write unit 1025; and

30  to notify the user of the exccution result of the secure transaction management instruction fed



back fromthe smart nmenory card 101, via the input/output unit 1024. 10066]
The i nput/output unit 1024 is adapted to inplenent information interaction
bet ween the transaction processing unit 1023 and the user; and to inpl enent
information interaction between the card managenent unit 1026 and the user.
5[ 0067] The renpte communication unit 1022 is adapted to inpl enent
information interaction between the transaction processing unit 1023 and

t he bank side system [0068] The near-field comrunication unit 1021 is
adapted to_ i nplenment information interaction between the transaction

pr oces SPHyTER] the IVFILMEHPrARYEHAL, v hcBPW ausrH upKd Ot edet er ni ned range.
10[0069& The transaction processing unit 1023 is adapted to process the
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node via the smart renory card, which will be illustrated hereafter through
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execution result of the secure transaction application instruction fed back

from t Heitdfdkt menory card, or send the execution result to the bank side

system
[0070] In practical applications, a RF interface and a corresponding RFE control unit can be

20 arranged in the smart memory card, so that the device according to the present invention can
perform near-field communication with another nearby device in a RF mode via the smart
memory card, which will be illustrated hereafter through a second embodiment. Figure 2 is a
structural schematic diagram of the second embodiment of the device according to the present
invention. As shown in Figure 2, the device of the second embodiment includes a smart

25  memory card 201 and an intelligent terminal 202,

[0071] The intelligent terminal 202 is adapted to send a secure transaction management
instruction to the smart memory card 201 according to an instruction of a user, and notify the
user of an execution result of the secure transaction management instruction fed back from the
smart memory card 201; to interact with a bank side system via a remote communication

30 network; to perform information interaction with the user via a user interface; to process the



5100721 The smart nmenory card 201 is adapted to execute the secure
transacti on managenent instruction received fromthe intelligent term na
202; to interact with another device integrated with paynent function and
collection function within a predeterm ned range in a RF comuni cation
node; and to execute the secure transaction application instruction
received fromthe another device or the intelligent termnal 202, and send
t he execution result 10to the intellhgéh{ term nal 202 or the another

devi ce. [ 0073 The mart. nmenpry card cl a RF interface 2013, a
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it is not required to additionally arrange an extra antenna to the
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20 [0075] The universal storage interface 2011 is adapted to implement information interaction

between the intelligent terminal 202 and the core control unit 2012;

[0076] The RF interface 2013 is adapted to implement information interaction between the

core control unit 2012 and the another device within a predetermined range.

[0077] Preferably, the RF interface 2013 can implement information interaction between the
25 core control unit 2012 and another device by utilizing ultrahigh frequency, and in this way, it
1s not required to additionally arrange an extra antenna to the intelligent terminal, which
further avoids modification to the existing intelligent terminal. Of course, in practical

applications, other frequency bands can be used to implement two-way RF communication.

[0078] Specifically, the core control unit 2012 includes: a storage control unit 20121, a

30  secure transaction application unit 20122 and an RF control unit 20123.



[ 0081] Herein, the information interaction between the storage control unit
and the anot her device in the RF conmuni cati on node can be inpl enented by
enabling the smart nenory card 201 to switch between the two operating
states of a RF tag and a RF reader according to actual needs, i.e.
providing the smart nenory card 201 both the function of a RF tag and the
15 function of a RF reader. In this way, the RF control unit can works
under different sates to perform correspondi ng RF identification processing
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application instruction and the secure transacti on managenent instruction
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[ 0083] ,The. secure_transact.i | jcation upit 20122 is the sane as the
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transaction application unit 30122. Accordingly, the functions of the

r ebpectitodaagni ts will be different fromthat in the structure described
previously In Figure 3, the specific situations of the storage control unit
30121, [ed8a} RAH@omt ted infutiniati30 hidGaaich Bdieeaetdrstorkfadimao! Loin aap e aathcon

unit 30122 are as_follows. 5100851 The storage control unit 30121 is

adapt edeYiee sty RREeosBryy eatiop qpedeceanobe Hansmemsa by webhing theomaTbBEMA8Y from
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unit for execution; and to sendt ecution res ed bac rom
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unj versal storage_interface 2011. 10%0086] The RF contro] unit 30123 is
adL%t edmegop ﬁ»&ag%ﬁ?afieﬁflarthﬁtwp\ thenRErgatPbanihsamagRcs under different sates to
perform corresponding RF identification processing on information to be sent or received, so
that the smart memory card 201 can interact with the smart memory card in another device
integrated with payment function and collection function in a RF communication mode,
thereby meeting the communication requirements for the purchase transaction between the
20  payer and the payee during the electronic transaction. The specific method can be

implemented in any way by those skilled in art and will not be described in details herein.

f0082] The secure transaction application unit 20122 is adapted to execute the secure
transaction application instruction and the secure transaction management instruction received
from the storage control unit 20121, and feed back execution results of the secure transaction
25  application instruction and the secure transaction management instruction to the storage

contro! unit 20121,

10083] The secure transaction application unit 20122 is the same as the transaction
application unit 10122 in the first embodiment of the device described previously and will not

be described in details herein.

30 {0084] In practical applications, the core control unit 2012 can also be implemented in the

form shown in Figure 3, i.¢., the RF control unit 20123 is connected directly with the secure



the secure transaction application unit 20122 and the another device via
the RF interface 2013 in an RF comruni cati on node. [0087] Herein, the RF
control unit 30123 inplenents the information interaction in the sane as
the RF control unit 20123 described previously, which will not be described
in details 15herein. [0088] The secure transaction application unit 30122
is adapted to execute the secure transaction application instruction
received fromthe storage control uniti430121 or the RF control unit 30123;

to execute the secure tra ion nagement instruction received fromthe
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instruction to the storage control unit 30121 or"the RF control unit 30123.
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second [&Hi5ddi Hnttorage pendrod ppié PUtidsts adgmobtp)sead SrsgCHa FapBwE? MAARLCINL6, a
card r e, uni 5,404 t/ u i 4 t I -

pr ocesSll?sgllgﬁlw{}!r)flE '? e%%f? gr%l gher glrlrft‘)/tg %ﬁcgﬁ}%&%ﬁi %5#@8%1 ‘%ﬁ?ttozg?z.g&ﬂ?ea%%ga%loufhe
card r epplicatioh emitnfor 20&Gions aadlaptseat tlee txgehiese nésultnfed rinmk i foom ithe eeanti on
between the smart nenory card 201 and the card managenent unit 2026; and to
i mpl endRPSasHPRABRlRaTIPRHNIt A¢ dicaidis deend daride 20R &ia Higr tni vRssab S{PTegsr @ te3tec and

t he trgggﬁcti on processing -15- unit 2023. 100931 The card nmanagenent
unit 2 is adapted to generate the secure transacti on nanagemnent

. \ . ; . ‘ S d
trinsadt (] AERREE SR Rl gs R e Rl o B IS RS
card r @addehitettfinbdbiion 20RiatidRdnf LO1 704 df e bRGhHSRIiRfviathe R L8 20e5 Ul t

of the secure transaction nmanagenent instruction fed
in an RF communication mode.

[0087] Herein, the RF control unit 30123 implements the information interaction in the
same as the RF control unit 20123 described previously, which will not be described in details

15  herein.

[0088] The secure transaction application unit 30122 is adapted to execute the secure
transaction application instruction received from the storage control unit 30121 or the RF
control unit 30123, to execute the secure transaction management instruction received from
the storage contro]l unit 30121; and to send execution results of the secure transaction
20 management instruction and the secure transaction application instruction to the storage

control unit 30121 or the RF control unit 30123.

[0089] Herein, the specific execution of the secure transaction management instruction and
the secure transaction application instruction can be mmplemented in any way by those skilled

in the art and will not be deseribed in details herein.
25 [0090] The intelligent terminal in the second embodiment at least includes:

[0091] a card management unit 2026, a card read/write unit 2025, an input/output unit 2024,

a transaction processing unit 2023 and a remote communication unit 2022.

[0092] The card read/write unit 2025 is adapted to implement information interaction
between the smart memory card 201 and the card management unit 2026; and to implement

30  information interaction between the smart memory card 201 and the transaction processing



back fromthe smart nmenory card 201 via the input/output unit 2024. 100941
The i nput/output unit 2024 is adapted to inplenent information interaction
bet ween the transaction processing unit 2023 and the user; and to inplenent
information interaction between the card managenent unit 2026 and the user.
1 0[0095] The renote conmunication unit 2022 is adapted to inplenent
information interaction between the transaction processing unit 2023 and

t he bank side system [0096] The transaction processing unit 2023 is
adapted t ocess the transaction instruction received fromthe user or

t he baHE“gpg@ system generate and send a correspondi ng secure transaction
application instruction to the smart nenory card 201 via the card

read/ wi®@Blunitte emdopampensat tBitnHA0F {6 addieksée topergle BieestfUIOMARBSHPR of

the se . i : I on. ctd f f.rom.
oo i e S AR U A e G
resul t nisapdifet ankrusiisietosyis kot hém biyecat@PpOL eiachenaldireal/were wili 20220224
[0097] The intelligent termnal 202 further includes a near-field

comunit¢&ptirharie ofep Exeptionaesultind theticrrs BInsesonsBeRMsMERbBET IR fedin
| nt et aghokbil RO NRMARY Igag‘dgbl%aot;ﬁ%?ﬂ olbuPugifoaiet ooth or infrar ed

conmuni cati on C resen the existing intelligent term nal

commun T ort e IO R AT SLtBR dhBEI AL "B THG" g7 BGGH? PRVSHR i on

and w kile fgfsafndaseskedinitmodetaldl e heEeiaRd td QRPIBM ACHIE S 70 Yintetdd8on
transaction processing unit 2023 is further adapted to process the 25

t r ansabetiwsen teseardicanegencateniv @R ansrihe heeranot her devi ce, generate and send
a correspondi ng secure transaction application instruction to the snart
mehdry [@95§l 20k vémotehecromudicaad/ it t2920nis 2026 @ndmplenfaedinfaoitiomne

execution result of the secure transacti.o ppl.ication.jnstruction, which
i's fed“H%r@R“‘?nruW?‘We&‘E Frar BTy S Hied ,ﬁtaﬁdtﬂﬁgba&géf ¥ §BVvi ce via the
near-field conmmunication unit 2021, - 1 6 - units 10122, 20122 and 30122
i nvol vEM%6h tH temmerssionevaccesindinit Be2 i edenied tonvesss 81 Eamagioni RgIEHent ed
by int ?&%ﬂ}eﬁ%‘(ﬁﬁ rtﬁfyhger(drcale %Qﬁlp%de system, generate and send a corresponding secure
transaction application instruction to the smart memory card 201 via the card read/write unit
15  2025; and to notify the user of an execution result of the secure transaction application

instruction fed back from the smart memory card 201 via the mput/output unit 2024, or send

the execution result to the bank side system via the remote communication unit 2022,

[0097} The intelligent terminal 202 further includes a near-field communication unit 2021
so that the device of the second embodiment can interact with another device at proximity in a
20  Bluetooth or infrared communication mode, which is present in the existing intelligent
terminal. The near-field communication unit 2021 is the same as the near-field
communication unit 1021 in the second embodiment of the present invention and will not be

described in details herein.

[0098] Accordingly, the transaction processing unit 2023 is further adapted to process the
25  transaction instruction received from the another device, generate and send a corresponding
secure ftransaction application instruction to the smart memory card 201 via the card
read/write unit 2025; and to feed back the execution result of the secure transaction
application instruction, which is fed back from the smart memory card 201, to the another

device via the near-field communication unit 2021.

30 [0099] It should be noted that in practical applications, the secure transaction application



101001 Based on the above device integrated with paynent function and
collection function, the present invention provides a systemfor paynent
and collection. Figure 4 is a structural 5 schematic diagram of the system
according to the present invention. As shown in Figure 4, the system

i ncludes: a term nal apparatus, a |oad/unload transaction sub-system a
card issuing sub-system and a bank back-end system where the term nal
apparatus is the device integrated w-lt-paynent function and collection

function.a i 0 resent inyention, which js arranged at the user
si de, Wi dOF e 032k e P et %@%gﬁ%ﬂlg‘y%ﬁwﬁfhf RESSE 1BV SI88RiCAR be10
sub- sysiemmantdiieinRapk.LPark1g e Sysf em are arranged at the bank side, the

term nal apparatus at” the user side being communicated with the respective

syste t i i4Q. Q. wor k. 1011 Th erm nal ..
appar atuivel EaRBRS i Stk oPule LEORLE Db brenl B AR BRI Brevah s a
payer bye prebettdatdnnign Wrdhddshe systerk fbagkmednd a5y sbeetiRndranal hes atsaisiunal
apparatus, 15 which serves as a payee; inplenment collection of the

el edt r SAIENaticHagamiod heaystgmmepeiding toj the Brcaet imgniipn Hhs e wbankibue k- ad
system Lt j t i.6h. . yer; and :

ol oSt Tong e S ICkyARRR. X K30l E HAPLBR 85T e SRR oac

t r ansactb-oystanhnd ydtiglback-end syk@A0 2hcld e eatrind] Sppdra@s e Sysite Miegatddapt ed
to persqnalize the smart nmenory card of the 20term nal apparatus. [0103]
The barRPHBBRIEHdursionemd; llgefion Baction prordngne the pirserideentipanyhrhiisn by
i nteragtd r ctd ] i.nal, appar at A g .payer
and et o opish i, Al BRIk ELMopRlesAORROR' 8- SEK, Oty WreLIGuiR

| 0B/ unbipayktém angladtd bmis bbelsyst amte adaptathet oati el BARNtida, keagreindinl oad
25transaction of the term nal apparatus by interacting with the_ terninal
appar afRBRATatH #HEIE Y55 Side CEMEonEpRraEs i"@%’s'ﬁhet‘”ﬁ@e@y‘é@t Biftersr At ghG Rt sidad

col I ectionoiRye fatbher include a first card read/wite device which is
adapted to connect wth the card issuing sub-systemto inplenment direct

i nteragt h rt. ry. card in.the term na aratus .and the
Lo e Eadoan OEINEER o BRI MEIRL 1o SRort b ol Sl RERE W RERAER S,
card taes aheayeabd 3Qir&siupngits Uk Syt emiassi peieANAll ZR Hdpaasiaal (ppRiREYy card

of ., the term nal apparatus directly - 1 7 - _
1 which serves as a payee; implement collection of the electronic transaction as a payee by
interacting with the bank back-end system and another terminal apparatus, which serves as a
payer; and to implement a load or unload transaction by interacting with the load/unload

transaction sub-system.

[0102} The card issuing sub-system is adapted to personalize the smart memory card of the

20 terminal apparatus.

[0103] The bank back-end system is adapted to implement a purchase transaction by
interacting respectively with the terminal apparatus serving as the payer and the terminal

apparatus serving as the payee.

[0104] The load/unload tfransaction sub-system is adapted to implement a load or unload

25 transaction of the terminal apparatus by interacting with the terminal apparatus.

[0105] In practical applications, the system for payment and collection may further include
a first card read/write device which is adapted to connect with the card issuing sub-system to
implement direct interaction between the smart memory card in the terminal apparatus and the
card issuing sub-system. In this way, the user can carry the smart memory card to the card

30  issuing sub-system and personalize the smart memory card of the terminal apparatus directly



at the card issuing sub-systemby utilizing the first card read/wite
device, O course, this can also be inplenented via a renote network.
[0106] The system for paynment and collection may further include a second
card read/wite device which is adapted to connect with the | oad/unl oad
transacti on sub-systemto inplenent 5 direct interaction between the smart
menory card in the termnal apparatus and the | oad/unload transaction
sub-system In this way, the | oad/ unldad transaction sub-system can

i npl enent. the | oad/ unl oad transaction process for the smart nenory card by
di r ect 1By thGafyIsEHRE sWe-ayféEe Ay dtihaag A Fntsé cdveadéwrite dqvippo@f cpigpeithis came

first %Ps%q).eri%%gﬂ{!nitédevigﬁ\f% (gtegl Otrfg_e second card read/wite device can be

10an exl sting device capa reading and witing a nenory card and wil |

b ibed in detail i 0108]. The s: f t
Col 1 oot PR L RSt B Bhat b o DB Do e Y e et RS R P
t r ansa@kiien shicH RGEapted By @dhb&atitapR!1baRii 0nstihecd PafdblsaRsaGt ihnang t he

unl pad transaction have a simlar process, the nethod for |oad transaction
i s 71| dueptainieraginne beiweent the smamnmewanpl @rd 10108 tenhimapravperstusi gverthe on

provid thod faor a lo transaction i npl nt ed based on the abgve
Evot empgt T A AloraloPReht 3 TR, ol R TR G B2 % Rl PO R eps.
[ 0110] iihRment tiRShadlhishd REnQcEEE BFResatoR the aNaRINSEhaY GRaBNCebgf wagp an
intelligent termnal and a bank back-end system after a user |oges on the
bank b#taceprf eyd r@d{wjteslovicel i zing the intelligent terninal and the bank
back-end system authenticates an identity of the user. [0111] This step is
di f f er k074 r diereimathedirst ¢ved egadlstritaglelisadng tiocesend eurd ekl wiite delieeexn dti ng

10 an existing device capable of reading and writing a memory card and will not be described in

details herein.

[0108] The system for payment and collection proposed in the present invention can
implement load/unload transactions. Since in practical applications the load transaction and
the unload transaction have a similar process, the method for load transaction is illustrated

15 hercinafter as an example.

[0109] The present invention provides a method for a load transaction implemented based

on the above system for payment and collection. The method includes the following steps.

[0110] Step a, establishing a secure data transmission channel between an intelligent
terminal and a bank back-end system, after a user loges on the bank back-end system by
20 utilizing the intelligent terminal and the bank back-end system authenticates an identity of the

user.

[0111] This step is different from that of the existing load process in that: in the existing
load process, the user is required to carry a bank card and make a face-to-face operation at a
bank, and no secure data channel is required to be established between the user and the bank;
25  while in the embodiment, since the user performs the load activity in a remote communication
mode, in which the security of the interaction between the user and the bank needs to be
ensured, the secure data transmission channel is established to ensure security in data
communication between the intelligent terminal and the bank back-end system. The
establishment of the secure data transmission channel can be implemented by utilizing a

30 Secure Socket Layer (SSL) or other existing techniques and will not be described in details



| oad process, the user is required to carry a bank card and nmake a
face-to-face operation at a bank, and no secure data channel is required to
be established between the user and the bank; 25 while in the enbodi nent,
since the user perfornms the |load activity in a renote comunicati on node,
in which the security of the interaction between the user and the bank
needs to be ensured, the secure data transm ssion channel is established to
ensure security in data connunication_ﬁggmeen the intelligent term nal and
t he bank back-end system The establishnent of the secure data transm ssion
channelP*&¥h be i npl enmented by utilizing a 30Secure Socket Layer (SSL) or

ot her existing techniques and will not be described in details - 1 8 -

her ei n.[0}13] 1 2tesbehedank hackyantksisteak tregegrisg sheelopd/unlygd tiapgpctipre sttoaidtam| oad
transacti - t,em perform.a PUS-like.termnal hent i .on_on the
iR R SO R TS e T R A

i nt el | iagehehtidagibireralt.co Blc0dtkB]gehieeahinal.t he PUS-1ike termnal refers to a
term nal having the function of the existing PUS tefininal. [0114]

Preferabins thgchanke Magkike Ameys taMstth bI8etibAthat g thoaHE @faflﬁtgmaﬁgct ion

sub-systemto performthe PUS-1ike terninal authenfication on

i nt el | iPg¥ntermierli nal in Step b includes: 10[0115] the back-end bank
sub-systemtriggering the | oad/unload transaction sub-systemto begin

aut hentoLiaf i Myefehebly,ntiel |bagenbackemd ngdteras tripdebibe | thice Idegrumilodl trap@tfi6h t he

| oad/ unl pad transacti on sub-systemrequesting to authenticate the PUS-Iike
t er mi naFPPYRER g Perderm the P.Q&-El@ feganl pupmtahon py thednts ggnsicgpmeliveSter

i nfor mpt; 9pqQf the I oad/unload transaction sub-systemto the intelligent
termnal; 15[0117] according to the signature information received fromthe

! O?@/ u@@ﬂ%? Eth(g %?%(g%ﬁ(ﬁ ﬁﬁlng(;%_bﬁsryyétte%n}r{gitggﬁnl Et}tbe?folahﬂgﬂ)tad tt%%gcﬁﬁll!l ﬁl\éﬁg}lfstté{lll 9 the

i denti ansac n system perto

cor r espegidia0ghehtleitinitiye atd et tegaidadhs 4 ROSL A6 de@Rinkl) accordance with a PUS
term nal authentication specification, and sending infornmation related to

t hg POR1licke therBhdrahlohd@nhkddioh OslblE sle@AdediRtRA 1§ r-RARAGLLHOMS UDSYREEM
an
terminal identity of the intelligent terminal and sending signature information of the

foad/unload transaction sub-system to the intelligent terminal;

15  [0117] according to the signature information received from the load/unload transaction
sub-system, the intelligent terminal verifying the identity of the load/unload transaction
sub-system, performing corresponding identity authentication interaction in accordance with a
POS terminal authentication specification, and sending information related to the POS-like

terminal identity to the load/unload transaction sub-system; and

20 [6118] the load/unload transaction sub-system processing the received information related

to the POS-like terminal identity to perform identity authentication.

[0119] The specific method of identity authentication can be implemented in any way by

those skilled in the art and will not be described in details herein.

[0120] In practical applications, after finishing the authentication and before returning the

25  authentication result to the intelligent terminal, the method may further include:

[0121] if the authentication is successful, the load/unload transaction sub-system notifying
the bank back-end system to allow the intelligent terminal access the bank back-end system
with the POS-like terminal identity; otherwise, returning access-refused information to the

bank back-end system.



20[ 01181 the | oad/unl oad transaction sub-system processing the received
information related to the PUS-like termnal identity to performidentity
aut hentication. [0119] The specific nethod of identity authentication can
be inplenented in any way by those skilled in the art and will not be
described in details herein. [0120] In practical applications, after
finishing the authentication and before returning the 25authentication
result to the intelligent termnal, theg method may further include: [0121]
i f the t hen |cat|on IS successful the ] oad/unl oad transaction, sub-system
not i f yil gz HAE kISR Sifarmatpna dichtingen | Shi@féqSFﬁub@r% OEF3Mal thaccess

the b a%eﬁ%@#ﬁ t@%nélya%rt& Wapp eﬁ@ﬁng Wi Ll 15% ﬁk@ﬁ'l h{e}{facé)ta&?lm%g?

returni ng access- refuse ormation to t

[0122] IStdepiemaaibhert theasevirag thoflosdrattérdive] met pﬁicbdftgn@.t(s IslmpaSS(fthd:rwme,

aut henticatjion, the intelligent termnal automatically entering into a | oad
|nterfé%@nP?P&?ﬁﬁQ%é?qﬁﬁﬁé?face acquiring load information of the user
fromthe |1oad interface, and proceeding to step d; otherw se, pronpting an
err g]r 101233e Siserd, 8] pidtgenstepicn]l sehding it ordl isgaine tcavest santaning thegload | oad

serV|c%10§g&(§; F%%%%lo é%mgbaaggndss rnatlon of the user, to the bank

back- en sys according'to the | oad service request, the

bank b stem rfor corr.espondin d. oper |on on the smart
rertor y TE4 3%‘:83 Entephice 10 Gedted Srin et the vy palr i nfest PetiaTizaq
oper at IcgRedppnifa |10§ﬁﬂ$éfhtfoﬁ ohhﬁ’@ﬁnﬁklﬂehﬁﬂ‘iiy bzﬂ‘dtvlf‘aeth@'iﬁtelﬁﬁgnt%rlnhnélm be
10described in detail's herein. [0126] The Step e includes: [01271 the bank

back- e ftlﬁ’épegr ‘ﬂfeel%%di B?cxrapgn Lot $66Yh &8 wRd ‘é?ﬁltcd if RRCkl QQd Wﬁ%t the

user a co In the user account 1s sufficient ?ylng
thH)inﬁakhbgéntmﬁahﬂkmah.to prepare for the | oad operation, otherw se
returni ng back an alert of insufficient balance; 15[0128] the intelligent

term nad126pr resRIBslE M Wepr ocessi ng the received information, and notifying
the smart nenory card to switch into a paynent node;

[0127]  the bank back-end system processing the load service request, checking fund in the
user account, and if the fund in the user account is sufficient, notifying the intelligent terminal

to prepare for the load operation, otherwise returning back an alert of insufficient balance;

IS5 {0128] the intelligent terminal correspondingly processing the received information, and

notifying the smart memory card to switch into a payment mode;

[0129] the user inputting load information to the intelligent terminal, the intelligent terminal
signing the load information and sending the signed load information to the bank back-end

system,;

20 [0130] the bank back-end system verifying the signature of the load information, and

processing the load information;

f0131] the bank back-end system temporarily deducting fund for the load from the user

account and returning deduction information to the intelligent terminal;

10132] the intelligent terminal requesting the smart memory card to write the fund for the

25  load;

f0133] the smart memory card processing the request for writing the fund for the load, and

detecting a record of original fund in the smart memory card;

[0134] the smart memory card summing up the original fund and the fund for the load and

writing a new fund for the load;



[0129] the user inputting load infoimation to the intelligent termnal, the
intelligent termnal signing the load information and sendi ng the signed

| oad information to the bank back-end system 20[0130] the bank back-end
system verifying the signature of the |oad information, and processing the
| oad information; [0131] the bank back-end systemtenporarily deducting
fund for the load fromthe user account and returning deduction information
to the intelligent termnal; [dT@%] the intelligent term nal
requesting the smart nmenory card.to wite the fund for the 25| oad; [01331

the smdft nféiwrr@grlaetﬁ%fc%%.nﬁa st theelpirdigent rrmpgal (of gsuchessful herd gpd t he
| oad, ?%éljég%h%%hf & nfindl SERL 1% tHQf Qﬁlpacla]gk léH&’é Inh%fs ma‘E‘i%HD{l%u‘r‘%

- 20- e smart ne car not i Inte gent term na a
successhadesdfobldad;and the intelligent ternlnal notlfylng the bank back- end
system of information about the successful |oad; [0136] the bank

back- eng134) st @bRAOEAKSINA%k LR potesmBLthe mmbnté&@uﬁﬁe%ﬁwﬁhi loa@dn@nd
5confirm ng the deduction of the user account; and [0137] the user

con5|rﬁ?ﬁ@ﬂmmsﬂﬁdkﬂuﬁﬁw<§éh@u%@agmﬁotﬁﬁdcat|on of an end of the load to the
bank back-end system 101381 To further inprove the security of
transad013t), thetee dohénsingphe]oatiedrendiog afnotifiharon sicdnudesof tho[1043@]the he

|nteII| ermnal notifying the smart nmenory card to exit fromthe
paynen@ ﬁﬁh@&‘aﬁéyﬁﬁTﬂo] the smart nenory card perfornming operation to exit
he paynent node, and notifying the intelligent termnal of the result of

t he exil?1381 o1 furker itmgltov'éﬁ%@ﬁcra@m obfrapsaetiqreeiedieoiten sadetmethedétthen
according tQ. the present
10 [0139] the intelligent terminal notifying the smart memory card to exit from the payment

mode; and

[0140] the smart memory card performing operation to exit the payment mode, and

notifying the intelligent terminal of the result of the exit.

[014%] A first embodiment of the method for load transaction according to the present
15  invention is described hereinafter for further illustrating the above method for load transaction.
Figure 5 is a flowchart of the first embodiment of the method for load transaction. As shown

in Figure 5, the method includes steps of:

f0142] Stepl, a user using an intelligent terminal to log on a bank back-end system, the
bank back-end system authenticating the identity of the user using a digital certificate and

20  establishing a secure data transmission channel;

[0143] Step2, notifying a load/unload transaction sub-system to start authenticating the

intelligent terminal as a POS-like terminal;

[0144] Step 3, the load/unload transaction sub-system requesting to authenticate the
POS-like terminal identity of the intelligent terminal, and sending signature information of the

25 load/unload transaction sub-system to the intelligent terminal;

[0145]  Step 4, the intelligent terminal receiving information send from the load/unload
transaction sub-gystem, verifying the signature so as to authenticate the identity of the
load/unload transaction sub-system, and performing corresponding identity authentication

interaction in accordance with a POS terminal authentication specification, and sending the



15 invention is described hereinafter for further illustrating the above
met hod for | oad transaction. Figure 5 is a flowhart of the first

enbodi ment of the nmethod for | oad transaction. As shown in Figure 5, the
nmet hod i ncl udes steps of: [0142] Step 1 , a user using an intelligent
termnal to | og on a bank back-end system the bank back-end system
authenticating the identity of the user using a digital certificate and
20est abl i shing a secure data transm ssjon channel ; [0143] Step2, notifying
a | oad/ unl oad transa}cti on sub-syEt emto start authenticating the

i nt el | et therlfrrdigloastrapspeisn SUResS Y& i nal ; 101441 Step 3, the

| oad/ unl oad transaction sub-systemrequesting to authenticate the POS-|ike
t er m né@t46dentten y. G logrdunlpaceirpisgelinn sWrsrisieal progpgingehdirey widgnErmeaton

i nfor Lon.of. t 25| gad/ un) t.ran i oNn..sub-.s mto the intelligent
term E%l?t%? Eﬁ&’g]@'é% %%nfrﬁgld:%ﬁ&tglt? %8%?11% EG%P %gnagllthe}{léé%lo\r}f ng information
send fr he. | oad/ unl oad tr.ansactiqn sub-system verifying the. signature
S0 as 101%Le Rt Pt BecRRrueniat o B PACURGa RE (TG Pt

subs sy $hefin e bREE bR 1A%y SRS B SPRNH B thikBigBi thihiRM tRERL e dn®Mback-cnd |
interaction in accordance wwth a POS term nal authentication specification,
and sengitery withethe POZtlike teasinhl ideuntityhethbryask, netlimad: 1ocessgatisedmfguintiopde em

[ 0146] .St e%%#i}’ t he. | oad/ unl oad transaction sub-system processing the

recei vaIF YK SPAuEIDH I8P at ed to the POS-like terninal identity to perform
identity authentication; 101471 Step 6, if the authentication_ in the

| oad/ ub?E8E t¥tehdalbe lon witrdsjasasHansubysien reslr%giﬂmlﬁgelttwgﬂ%m@u%&ék- end

SYStetheOPP(g%-'_ii]‘R)é"téJ%%aajl'iﬁe%wtlggﬂé k&R mAEFess the bank back-end system

with the ke termna entity; otherw se, returning access-refused

i nfor ' to_the bank back-end.syste 0148 7, the | Lu d
rihealU140h Bt 35 urEectl NG BRI RT e OTRe bemi o R BB e
t enf i nakthegtesatibh Yedu@ Lhalowiheld iagent thebminshck-& O54, Slt@mBints atlbadi ng
the authentication result of the PO5-like termnal identity, 1f the
aut hentriterdadeomnd ié ghe quthentigaticoviiesidt s goetseselysadiaiopanion RENDBIRE FYYTEm
entering into a load interface; and if the authentication result is
access{tléOhséden Bif tbe medriiopyttipg bmdtinfogmanorepn dre lopd 166acgt spl $ndidge logér
inputting.load informatiqn on the |oad interface, and sending a |oad
servi c& ?&6%‘8’[@5&*8%’1“{%‘%3’&&1(‘8% RYSEHY system 15[ 0151] Step 10, the bank
ba]c§<-end system E)rocessi ng the | oad service request informatiaon _
[OISIY Step 10, the bank back-end system processing the load service request information,
checking the fund in the user account, and if the fund in the user account is sufficient,
notifying the intelligent terminal to prepare for load operation; otherwise, returning an alert of

insufficient balance;

[0152] Sepll, the intelligent terminal processing corresponding information, and notifying
20 the smart memory card to switch into a payment application mode;

[0153] Step 12, the user inputting specific load information to the intelligent terminal, and

the intelligent terminal signing the load information and sending the signed load information

to the bank back-end system;

[0154] Step 13, the bank back-end system verifying the signature and processing the load

25  information;

[0155] Step 14, the bank back-end system temporarily deducting the fund for the load from

the user account, and returning deduction information to the intelligent terminal,

[0156] Step 15, the intelligent terminal requesting the smart memory card to write the fund

for the load;



checking the fund in the user account, and if the fund in the user account
is sufficient, notifying the intelligent termnal to prepare for |oad
operation; otherwi se, returning an alert of insufficient balance;

[0152] Sep 1 1, the intelligent term nal processing correspondi ng
information, and notifying 20the smart nenory card to switch into a paynent
application node; [0153] Step 12, the user inputting specific |oad
information to the intelligent term nat?—-and the intelligent term nal
S|gning the | oad information and sending . the signed |oad information to the
bank ba¢I&7éndter dbethf smart meporysoprd 81%63311@ fh?ﬁéq‘ﬁéhf@fb’éfétkﬂ?e% fands foufpe

veri fyi t) Ioad 25i nf ornati on 0155] Ste
14, tKe an ﬂ?%%%%ﬁ@ 3%&“§pg%$@§%§§§ggghEQ%éduct|ng the fund for[the }oad P

fronlt u and returnl deduct i gn i nf or mat

el | RG] TR AR s BRS bR DN AN B SR TR B DG (bAF for e
proceswagaﬁd?@uhﬁgu%&; R (nihiteb)¥8r te@odaynd for the load, and detecting a
record of original fund in the card; [0158] Step 17, the smart nenory card

SumYi Ngqkp; t @c@@egth@aémgw%nﬁﬂg cta#aen&wgl ft‘% lﬁéaﬁlgeﬁefémm@ oVl §do@élsi%1 new

fund (nunber for the load; 5[0159] Step the smart nenory card

not i f yilowg, alifﬂetluemmte]lilguyetnmnmelrnntlriﬂhgdi’ie 1amklb@c1essd systédroall infamehtiohebout the
intelligent t nal notifying the bank back-end system of information
about %w§ﬁ@§8§£ful | oad; [0160] Step 19, the bank back-end system
proceSS|Q%éthe i nformation about the successful load fromthe |nteII| ent

t er mi nd16VhnStemAfsi thabark Prk-enshuistamarasessingethe daforgalagsupout ] eeepiu dt e]E)
20,

20, Do BRI AO AR 988 A FEDNEERUA fRELORE o end o
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t o exi foddhe e Mhclreglesysaing 15notifying the result of the exit to the
intelligent termnal, therefore the | oad is conpleted.

[0162] Step 21, the intelligent terminal notifying the smart memory card to exit from the

card payment mode; and

[0163] Step 22, the smart memory card performing operation to exit the payment mode, and

15 notifying the result of the exit to the intelligent terminal, therefore the load is completed.

[0164] Figure 6 is a flowchart of a first embodiment of the method for purchase transaction
implemented using the above system for payment and collection. As shown in Figure 6, the

method includes:

[0165] Step 601, according to a payment request sent from a terminal apparatus as a payer
20 or a transaction request sent from a terminal apparatus as a payee, performing a two-way
certificate authentication between the terminal apparatus as the payer and the terminal

apparatus as the payee and establishing a secure data channel.

[0166] Herein, the specific implementation of the two-way certificate authentication and the
secure data channel varies from different transaction scene selected before the transaction.
25  The transaction scene can be a RF transaction scene, (i.e. using an RF interface in the smart
memory card for communication), a near-field communication fransaction scene (using a
near-field communication unit in the intelligent terminal for communication) or a remote
communication transaction scene (using a remote communication unit in the intelligent

terminal for communication).



[0164] Figure 6 is a flowhart of a first enbodi nent of the nethod for
purchase transaction inplenented using the above system for paynent and
collection. As shown in Figure 6, the nethod includes: [0165] Step 601,
according to a paynent request sent froma term nal apparatus as a payer 20
or a transaction request sent froma term nal apparatus as a payee,
performng a two-way certificate authentication between the term nal
apparatus as the payer and the termnm mal3-apparatus as the payee and

est abl i shi_ng secure data channel. [0166] .Herein, the specific .
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application node, and the termnal as the payee is switched to a collection
operatﬂﬁdﬁﬁﬁﬁﬁ¥ﬂﬁﬁeiﬁﬁi In this step, the two-way certificate
authentication is used to confirmthat the payee has the authority for
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of & he chase transaction can be .ensured .by, the.two- certificate
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apparatus as the payer conducting the transaction in accordance with

cor r espprdiqagjoni nanci al transaction specification. [0171] Step 604, the

term nal apparatus as the payer exiting fromthe paynent node after a 15

succes$inr] t ragsasd, itterhival hgfafitnahs hppayatdaisingsirém ehppyseccry enekaticng a
transaction record, signing the transaction record using a private key in
t hed snBrecesiditolrdnsagion: dc ioHainab AAPHAILS A58 REYFRS SRICIHEE FafaraclidyisRgrd he
si gned _; S i : 4 0l [ it J rom
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apparatus, the transaction information is avoided to be tanpered by the
payee, hgRExttHears e wlecreBofdtabi ity of the transaction is enhanced.

[0172] In this step, by signing the transaction record with the private key in the smart
20 memory card of the terminal apparatus, the transaction information is avoided to be tampered

by the payee, and therefore the accountability of the transaction is enhanced.

[0173] Step 605, the terminal apparatus as the payee logging on the bank back-end system

and sending the saved signed transaction record to the bank back-end system.

{0174] In practical applications, the payee can timely log on the bank back-end system as
25 needed, so as to upload the transaction record generated previously to the bank back-end

system.

[0175] Step 606, the bank back-end system verifying the transaction record received from
the terminal apparatus as the payee with a public key, which corresponds to the private key in
the smart memory card of the payee, and processing the account of the payee according to the

30 transaction record after the verification is passed.



[0173] Step 605, the term nal apparatus as the payee |oggi ng on the bank
back-end system and sendi ng the saved signed transaction record to the bank
back-end system [0174] In practical applications, the payee can tinely
| og on the bank back-end system as 25needed, so as to upload the
transaction record generated previously to the bank back-end system [0175]
Step 606, the bank back-end systenlverlfylng the transaction record
received fromthe term nal apparatus “the payee with a publlc key, whi ch
corresponds to the private key in_the smar y card of and
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correspondi ngly processes the account of t ayee according to

t r ansaetdooding etoothed @ndaconr espohdhdgotesnsdot ovmsspeni spaaficatnn, amd thhe

pur chase %ransaction,is c leted. 101771 By using the above technical

sol ut i BHETAFHENGRORSS MR n@ dpresent invention has the fol | owing features:
capabl e of providing on-1line paynent and coIIectlon function and 10
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applicable to the Iarge scal e deployed paynment/col | ection app]ication based
on i nt &¥yogEse nkstligenhiteaminyg haydvares ggissr e i |Uﬁﬁ-‘d’01<'§%’P6d1?eﬁ ﬂf“ﬁémf‘ichséhce

| ndyst fye,and 4R lﬁﬁmgaogg&% gs]l?il {oNAYBLLYr e CANROLE iRfora Py f(??@%t'eﬂﬂceoﬁ R ne or

non- cont act payrrent an ection function conveni én
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capable 0 ng applicable 1n varlo s transaction scenes I'ng but
not | i tal¢cechnhmicaionliedigtyelchpgénbof tephinmating @nrblei drenon-contact payment and
20 collection function conveniently by only carrying an intelligent terminal plugged with a smart
memory card, capable of supporting various application modes of electronic financial services,
including but not limited to an electronic purse, an electronic bankbook, debit application,
credit application, credit card application, etc.; capable of being applicable in various
transaction scenes, including but not limited to mobile intelligent terminal-to-mobile
25  intelligent terminal payment transaction, mobile intelligent terminal-to-fixed intelligent

terminal payment transaction, and the present device-to-intelligent terminal payment

transaction.

[0178] The transaction system of the present invention has advantages of being compatible
with the existing bank specifications, having a high security, and easy to be integrated into the
30  existing bank back-end system without large amount of modification, therefore it facilitates

fast deployment, large scale application and popularization.



25 intelligent term nal paynent transaction, nobile intelligent

termnal -to-fixed intelligent termnal paynent transaction, and the present
device-to-intelligent term nal paynent transaction. [0178] The transaction
system of the present invention has advantages of being conpatible with the
exi sting bank specifications, having a high security, and easy to be
integrated into the 30existing bank back-end system w t hout | arge anount of
nodi fication, therefore it facilitatesyfast depl oynent, Iarge scale

applic d ularization. -25- 101791 The transacti sten1
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t he above enbodi ments are only preferable enbodi ments of the present
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uni versal storage interface, the intelligent ternlnal is adapted to
generate a secure transaction managenent instruction according to an
instruction froma user, send the secure transacti on nmanagenent instruction
to the smart nenory card, and notify the user of an execution result of the
secure transacti on managenent instruction fed back fromthe smart nenory
card; to interact with a



10 bank side systemvia a renote conmuni cation network; to perform
information interaction with the user via a user interface; to interact

wi th anot her device integrated with paynent function and collection
function within a predetermned range in a near-field comuni cati on node;
to process a transaction instruction fromthe user, the another device or
the bank side system generate and send a correspondi hg secure transaction
application instruction to the 15 smartshenory card; and to notify the user
of an execution result of the secure transaction application instruction
fed back fromthe smart nenory car &L8MSend the execution result of the
secure transaction application instruction to the bank side systemor the
anot her devi ce; and the smart nenory card is adapted to execute
the secur ey t4 @ASRCHIRAPRAR BERNENt FhdHDhIHE LhRtBR dutdien S@eMirRild AaSact | on
application instruction. 2. The device integrated with paynent function
and colneairy eard anten ovielligovridinngalt ovhetean thelintalhgangitermtibad 1s eonprasted with

tr sa.fg?n EﬁgligatLgn.instrucﬁigg Qongggses an el ectroni c bankbook

opet at i'Ng” T HSTFREET GRY o1 BB S5 2884 ¢ '¢Pes) security nodul e processing
25instruction. 3. The device integrated with paynment function and
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i nstruction, a PoInt-of Sal'e security nodul'e processing 1 nstruction, an
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processing -27- instruction. 4. The device integrated wth paynent
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secur e tlier @ns@Ctineactivanagio®ivh instruction to the bank side system or the another device;

and

the smart memory card is adapted to execute the secure transaction management

20 instruction and the secure transaction application instruction.

2. The device integrated with payment function and collection function according to
claim 1, wherein the secure transaction application instruction comprises an electronic
bankbook operating instruction or a Point of Sale (POS) security module processing

25  instruction.

3. The device integrated with payment function and collection function according to
claim 1, wherein the secure transaction application instruction comprises an electronic
bankbook operating instruction, a Point of Sale security module processing instruction, an

30 electronic purse operating instruction or a purchase secure access module processing



instruction fromthe universal storage interface, and send the secure
transacti on managenent instruction to the secure transaction application
unit for execution; to return an execution result fed back fromthe secure
transaction application unit to the universal storage interface; and to
send the secure transaction application instruction received fromthe

uni versal storage 20 interface to the secure transaction application unit,
and send an execution result of the sggy;e transaction application
instruction.fed back fromthe secure transaction application unit to the

i ntel | PYEAEY8rni nal via the universal storage interface; and t he
secure transaction application unit is adapted to execute the secure
transaction application instruction and the secure transacti on nanagenent
instruction received fromthe 25storage control unit, and feed back the
execut i on 4-eBif deviewn interrated oridly@apomtr Ginctigr and collectiog. fulfbigord esdoeding to

accordi tp apny ong of clains 1-5 . wherein the intelligent term nal
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to inplenent information interaction between the smart nenory card and the

card managegesf d Higér)] mﬁ]‘ig abShtbd'R) SiERR th@ﬁe%f@thin%btfoﬁHﬁ%r?a%&ﬁl%i Shygen the

smart nmenory car h transaction processing unit; e card management
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according. t éhe instruction of the user; to sen@ he secure transaction
refln Hifrop i
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transacti on managenent instruction fed back fromthe smart nenory card via
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information interactiofi betweent transaction processing unit and the
user; dndntedligenpleaninl aidvhocomtdoatiol wiier acti on between the card managenent
unit and the user; the renote comruni cation unit is adapted to

i npl enment information interaction between the transaction processing unit
and the bank side system 15the near-field comunication unit is adapted to

i npl enent 4 AR{RrIRLJ j clyl b L cld: i nit
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instruction received fromthe user, the another device integrated with
paysrent f uhets@fcardneal et isoORddptdiCtd QBeeive the secure transaction management

instruction from the universal storage interface, and send the secure transaction management
instruction to the secure transaction application unit for execution; to return an execution
result fed back from the secure transaction application unit to the universal storage interface;
and to send the secure transaction application instruction received from the universal storage
200 interface to the secure transaction application unit, and send an execution result of the secure
transaction application instruction fed back from the secure transaction application unit to the

intelligent terminal via the universal storage interface; and

the secure transaction application unit is adapted to execute the secure transaction
application instruction and the secure transaction management instruction received from the

25  storage control unit, and feed back the execution results to the storage control unit.

6. The device according to any one of claims 1-5, wherein the intelligent terminal

comprises:

a card management unit, a card read/write unit, an input/output unit, a fransaction



20 within the predeterm ned range or the bank side system generate and
send the correspondi ng secure transaction application instruction to the
smart nmenory card via the card read/wite unit; to notify the user of the
execution result of the secure transaction application instruction fed back
fromthe smart nenory card via the input/output unit, or send the execution
result of the secure transaction application instruction to the bank side
systemvia the renote 25comuni cati on-zg+t, or feed back the execution
result of the secure t ﬁrsaction application instruction to the another

devi ce p\r,chsstl%u%grn_eﬂ-é? H CBBWHH’WEQF 181} afh A Femote commupicaiigp Ui, yREen:
according to claim®6, wherein the near-field conmunication unit is further
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network; to 10 performinformation interaction with the user via a user
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si de system generate and send a correspondi ng secure transaction
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transagld QR ARRAISRNE O LBEYedd on to 15the bank side system and t he
smart nmenory card is adapted to execute the secure transacti on managenent
instructi . ' rom: N0 L gent. ] ; - : i
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W t hi ntie tpreseioanmbaedng amgend thedaniadide sfdt@guency communi cation node; to
execute the secure transaction application instruction 20received fromthe
anpi her deMé GRaRFcldhGorhMlglchli@eRhit & BIHMd t@Nehpk@cht tilrexasntiheikdiesul t

of the secure transaction application instruction to the intelligent

t er mi nhetween tthe teinsactier Mesdssag unit and th@andthe devéc within dyr predatewiingd
paynen%q;%ngkion and coll ection function according to claim8, wherein the
secur e tansact i on application instruction conprises an electronic
25bankbook, operating i nstruction or a.Point of Sale secutih% nodul e,
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transaction application instruction conprises an electronic book
op&t at imityin hetpredetiromedaafes ot thotbaSabide sgaem| ggnerael ahdsquddbe ssiresgonding
instruction, an . C . : ,
secure transaction application instruction to the smart memory card via the card read/write
unit; to notify the user of the execution result of the secure transaction application instruction
fed back from the smart memory card via the input/output unit, or send the execution result of
the secure transaction application instruction to the bank side system via the remote
25  communication unit, or feed back the execution result of the secure transaction application

instruction to the another device via the near-field communication unit.

7. The device according to claim 6, wherein the near-field communication unit is further
adapted to implement information interaction between the transaction processing unit and the

30 another device within the predetermined range by utilizing Bluectooth or infrared



30el ectronic purse operating instruction or a purchase secure access nodul e
processing -30- instruction. 11. The device according to claim S8,
wherein the smart nmenory card conprises a radio frequency interface, a core
control unit and a universal storage interface, the radio frequency
S5interface and the universal storage interface are connected with the core
control wunit, the core control unit is adapted to execute the secure
transacti on nanagenent instruction received fromthe universal storage
interface; to execute the secure tramséttion application instruction
recelvéHmWPﬁWﬁPH%“WBWﬂBCfrequency interface or the universal storage
interface, and send the execution result of the secure transaction
application instruction to the intelligent 10term nal via the universal
storage interface, or send the execution result the secure transaction

appl i cati dh A dstcaiategomned with peymaatinertiodewd celladtian firetivadiomfr 'rserq;ﬁemgrt

i nterface; (ﬁhe uni versal starage interface fs adapted .to

| nf or AT (B R EF GHODBENER e WHET g liger F dﬁ&f"fr}f’éteﬁo"?"@‘

cong 1 Ok, it & m@Alry card via aul{lbﬁse{@wré’%glﬁ%%@@cy interface is adapted to

|nplenent I nformation interaction ween 15the core control unit and the

anot her w: ?net?lwigéﬂ f%mu\}\ﬂ i £c?a§%detr rpel%a g qéc% egﬁarfsactlon mg‘lgaﬁgn-laggt 19&%0?1%11 to

accordi ng the core rrses a sto

cont r okhcuBintst rBemad Gatfir@ﬂbh@lﬂfgyt(ﬁ(aﬂtlhﬁtl'udtﬁﬂhtofaﬁldxsﬁ' 8¢ WoifY nien saat d)ﬁ)ﬁln
application unit, the storage control unit is adapted to send the secure

t r ans a&XFOHOMEReele SCASE MBI J0anEeBEYeasT SN tie bagk vors die ¥aet age
i nt erf%%mc}r? LR 1§ SGULE: LIANSRE Q8. @gs‘?éﬁl%} L QR bR émﬁxgm}l@é&%% @Bk 1@ send

the secure transaction application truction received fromthe unfversal

st i agecifone iffaneatam infeadtrdi with e ueemaya GOower lterttie] td prdche & @ausetion
transaction apgllcatlon unit for execution; to send an executlon result fed
back f ISHUEHRD Sepuihe vseieisthe PPon SidpsYiens BeieTainend pend heoTaPBIng SeRtERcy

cont r ol L0k ,0% B%lfd}ﬂoﬁ NEHRREGH LS Ak %ﬁf‘flr}ierfx?lq' BAgKald QM &t tﬁ‘écu‘é%eof an

25transaction a Ication unit tot EII’]t gent termnal “via
uni ver sadcusborraget ontier feear; transactidie apglitiadod fequenay febhidolromnite srsart

adapted to |nplenent gfornatlon |nter ction between thg st orage control
uni t aAtFMIE caido Phamddas creulipn el o4 SRS HRISACP, AR PRt NFHICHOR 491 o

f T EAUERRbLG0 MR GahL Ay mode;  and

the smart memory card is adapted to execute the secure transaction management
instruction received from the intelligent terminal; to interact with another device integrated

with payment function and collection function within a predetermined range in a radio
frequency communication mode; to execute the secure fransaction application instruction

20 received from the another device or the intelligent terminal, and send the execution result of

the secure transaction application instruction to the intelligent terminal or the another device.

9. The device integrated with payment function and collection function according to
claim 8, wherein the seccure transaction application instruction comprises an electronic

25  bankbook operating instruction or a Point of Sale security module processing instruction.

10. The device integrated with payment function and collection function according to
claim &, wherein the secure tramsaction application instruction comprises an electronic
bankbook operating instruction, a Point of Sale security module processing instruction, an

30 electronic purse operating instruction or a purchase secure access module processing



- 31 - application instruction and the secure transacti on nmanagenent
instruction received fromthe storage control unit, and feed back execution
results of the secure transaction application instruction and the secure
transacti on managenent instruction to the storage control unit. 513. The
devi ce according to claim 11, wherein the core control unit conprises a
storage control unit, a nenory unit, a radio frequency control unit and a
secure transaction application unit; the storage control unit is
adapted to send the secure transacti oACnanagenent instruction received from
the uniWEFEHP st orage interface to the secure transaction application unit
for 10execution; and to send the execution result fed back fromthe secure
transaction application unit to the intelligent term nal via the universal
storage interface; the radio frequency control unit is adapted to

i mpl enent 1 hfldendevicorctortimgaotclaon Hetiwesn thdhense oumery canisactpreas a radio

application uni nd the another. device.via .the radio freguency .interface
inar _%@Wé&iﬁé%&& OO i g Ve Sﬁ%&?emg%%a?aéﬂi r@%&ew?@ﬁx

appbi cahefcddld tht SniREARL KStaEOmBXBEH LR DR RELWIE tld RRS 8GR UnRPP! | Cati on
instruction received fromthe storage control unit or the radi o frequency

control uniykcotdle BEEEHE1AGHEET 5)?8051.%_%9& ?l%hteoﬁ]a Po%%{gelingﬁttih&%citi%ﬂ
received fromthe storage co%tro uni't; an 0 send execution results of
t he securedvddr fisaht ivmivearsh agesgeninidrfase;r tocéieoiteand stdige B@aALHcEOK RAPISALIHHON

applicatipn,instruc&ion to the storage control unit or the radio

20f r equBHRIRBHEEBIS digint the radiofiequenty inisieee ohbeoriTsit! soraasynGHacoRE! ai ns
9-13, whel ﬁieneﬁciaﬁtiérpk%hft'(ﬂg % sécﬁﬂ@‘ti@@gacﬁmﬁ#ﬂﬁ%ﬁbr} instruciion {0 %ecﬂlﬁgligent
managenent unit, a card read/wite unit, an input/output unit, a

t r 4s aderioml 35ptheamssisad storige igadac, vt ehe emuiibcakilo thewatire transactibe car d

read/wite unit is adapted to inplenment information interaction between the
smart ABRBTAHOR sfrughion {%ﬁge anerler fgiisg SHehe e g?qu {HetaRst enent

information interaction between the smart nenory card and the transaction
processi ngthg pntversal gtprage interface is adapted to implement information interaction between

the intelligent terminal and the core control unit; and

the radio frequency interface is adapted to implement information interaction between

15 the core control unit and the another device within the predetermined range.

12. The device according to claim 11, wherein the core control unit comprises a storage

control unit, a radio frequency control unit and a secure transaction application unit,

the storage control unit is adapted to send the secure transaction management instruction

20 received from the universal storage interface to the secure transaction application unit for
execution; to send the secure transaction application instruction received from the universal
storage interface or the radio frequency control unit to the secure transaction application unit

for execution; to send an execution result fed back from the secure transaction application unit

to the radio frequency control unit or send the execution result fed back from the secure

25 transaction application unit to the intelligent terminal via the universal storage interface;

the radio frequency control unit is adapted to implement information interaction between
the storage control unit and the another device via the radio frequency interface in a radio

frequency communication mode; and

the secure transaction application unit is adapted to execute the secure transaction



instruction according to the instruction of the user; to send the secure
transacti on managenent instruction to the smart nenory card via the card
read/wite unit; and to notify the user of the execution result of the
secure transacti on managenent instruction fed back fromthe smart nmenory
card via the input/output unit; 5the input/output unit is adapted to

i npl ement information interaction between the transaction processing unit
and the user; and to inplenment inforngtion interaction between the card
managenent unit and the user; thé‘}éhnte comuni cation unit s adapted
to i nplRRPRGHION MBuRBen el et SPUStTaERBeP RERSEREN T PEREST e ydokea dhag

uni t ang SR HATK oI P YEHOTo AN AR R LAARP AL AN PEAGESILNAbiitioh
adapted t 0 process the transaction I nstruction recelve rom-t user or

t he bandstsicden syisthe Brcugenaisatieonanshagemdnt ihaneobh espendirng @aaul enit.
transaction application instruction to the smart nenory card via the card
read/ wite unit; to notify the user of the execution result of the secure
transaction application instruction fed back fromthe smart nmenory card via
thesi nput / AUIRHIRE hecodling 88 Hlali a1 SRAENT (8 doRSUrkroPln REmBREN Lstorage
15transaction application Tnstruction to the bank side systemvia th

r enot e comnotunni¢at i mamury tunit, a rddo ffdwpedeyicoetrelc coit dimig at secoteaaitmmdattion
wherein the intelligent termnal further conprises a near-field
comuniBR{S2HA1 YRt adapted to inpl enent information interaction between the
transaction processing unit and the another device wthin the predeterm ned
range; andhesorgccpaiislantt iondpret BssshA ghasfchre Ensation arargdepeednsteichPbcess
a tr ansaehlefnNShE UG LEEEIVELLLOM L ;ANRL REf ARyl Goy HaNEnAlCANd
send a COrrespondi hg secure nsaction appflca FGN NSt FuctTon to the
snhldt  eREREYn CaTddoViead ttheetRutorn aadlkVvied beckufrbin, tht Gefiee raharKomapikadut i on
result of the secure transaction application instruction fed back fromthe
smart HBIG® (redateizent femainalnge Herungesisad stopaes plsefagfear - fi el d conmuni cati on
unit. 25 16. The device according to claim15, wherein the near-field
communi cattheredimnfrequency aenthB ninddapdapted to immpaneane mfompdtonmatieraskion heteeaet i on

between the transaction processin nit and.the anot her. device wthin the
or edet ATOREE PATGEOByPRILERTS Py oA (R B8IR OF o P St e S Sar afoe

t echni g radic B3quency corbhunRagysheakfa payment and col |l ection, conprising a
term nal apparatus, a | oad/unload transaction sub-system a card issuing

sups syst em,and. ge gt?ag‘ﬁa&ﬁ)ﬁké Mo tugm is%ﬁ?égng} 'CéﬁTcIu?é M AP RSN | S

t he device 1 ntegr Wt h ‘paynent functio n ol I'ecti1on function

accor diamgidatommgtrangorofeceivad fwni sHkbstotage coetroli mal oappardibusecquenay carigéd at
t he user, side, and 5the | oad/ unload transaction sub-sgstenh.thﬁlcard

i ssui namé;ug)_ gw&@rﬁlgnﬁcywetrmﬁtl%wp@gﬁnent instruction received from fhe storage

control unit; and to send execution results of the secure fransaction management instruction
and the secure transaction application instruction to the storage conirol unit or the radio

20 frequency control unit.

14. The device according to any one of claims 9-13, wherein the intelligent terminal

comprises:

a card management unit, a card read/write unit, an input/output unit, a transaction

25 processing unit and a remote communication unit,

the card read/write unit is adapted to implement information interaction between the
smart memory card and the card management unit; and to implement information interaction

between the smart memory card and the transaction processing unit;

the card management unit is adapted to generate the secure transaction management



system are arranged at the bank side, the term nal apparatus is adapted
to inplenent a paynent of an electronic transaction as a payer by
interacting with the bank back-end system and anot her term nal apparatus
whi ch serves as a payee; to inplenent a collection of the electronic
transaction as a payee by 10 interacting with the bank back-end system and
anot her term nal apparatus which serves as a payer; and to inplenent a | oad
or unload transaction by interacting wth the |oad/unload transaction
sub-system the card issuing sub-systemis adapted to personalize the
smart Ao aGCardng tonBe instrHeti ofdbp abet Ysend Brerecyig ilenrgERn BHEAEYRMEM i S
adapte I: I ans i y..inte ting . es i y
oD Rl PSR UEEDT5R 1 ANEGRY L0 ML ERACL NN RONER ALY
ser vi ngxasitivh@eqidy eftheature trankftgioh aadddgamheadinkianisacted Qack Hons YIsd @it S
adapted to i nplenent the |oad or unload transaction of the term nal

appar afitfEn®y cpidar Betinpig/ R uble terni nal apparatus. 20 18. The
system for paynent and collection according to claim 17, wherein the system
f ord paynerthe dnputéottpusceiibns fadepthértoc ompenens irdofiation méerdcticmatittiarcin ehdevi ce
and/orta seﬁond card reag/wwige deyiﬁﬁ% ol thg fiﬁst.cardfregq!wwite
devi ce "PESFHAPPEF T HENE SAD AT B wiTh 1 HRPIERFY PEUTRHE" FE5H6IE BP-IF" and

i pl e cald kREEsdnidhetAE iPhehkgémeen the smart nenmory card in the term nal
apparatus and the card issuing sub-system and t he second card

read/ writ g,deyMiGe chonRfaRksd uhe i@%aﬁwz}s%@%ﬂgﬂ hhebedonadieiittifadetween

transacti on sub-system and inplene ire I nteraction between the snart
menor y tlearahsactionpeodessing nait axpparank sidangstétheaddoad/ unl oad transacti on
sub-system 19. A method for a load transaction inplenmented with the

syKl em f orthpayin®itioraptbcesidgeatii BrudageandipR@etsothe ltahictén itdechiBl Redived
conpri si ng: a% establishing a secure data transm ssion channel
bet weefoghthiese q7ithe htnkt Bdqsystam. psaerateadicohh Be-CONESR NBrReCHE PSagtioR er

! 7 0oy utid |z bj i t i nal
ondet nEPhilcRoR A BAGKICRR SN PRy Whld L8 0 RO Ry e b0
t ri ggeniar@ftinecicoatiinmebwads theabsae tiadihctobagylRhesn ingirp&idnofcd hagk R6p-tht ke

term nal authentication on the intelligent termnal and returning an
aut henfPeHEt PEROPe §HHt Vie fhe HBPYLHIEN! | Wahtort $pdithalexepyiophesPakk tBackewad

SYB4 €Myransaction application instruction to the bank side system via the remote communication unit.

15. The device according to claim 14, wherein the intelligent terminal further comprises
a near-field communication unit adapted to implement information interaction between the

transaction processing unit and the another device within the predetermined range; and

20 the fransaction processing unit is further adapted to process a transaction instruction
received from the another device, generate and send a corresponding secure transaction
application instruction to the smart memory card via the card read/write unit; to feed back an
execution result of the secure transaction application instruction fed back from the smart

memory card to the another device via the near-field communication unit.
25

16. The device according to claim 15, wherein the near-field communication unit is
further adapted to implement information interaction between the transaction processing unit
and the another device within the predetermined range by utilizing Bluetooth or infrared

communication technique.
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c) if the intelligent term nal receives information indicating a successful
aut hentication, 10 automatically entering into a |load interface, acquiring
| oad information of the user by using the |oad interface, and proceeding to
step d); if the intelligent term nal does not receive information

i ndi cating a successful authentication, pronpting an error to the user;

d) sending, by the intelligent termnal, a |oad service request containing
the load information of the user, to the-bank back-end system and 15c)
perform ng correspondi ng | oad opﬁr ation on.the smart rrermradl ca]rd /vi a the

i nt el | i gent”- feniicAnior PaymeMama sARCHRaK cum it Bmingt denairtiy 4 18°¢ Helorbad
service, - d %'ﬁ}b- . h,OPh&68aRdi Ng
to cl a?%h%gg%g? g}llsﬁer?’rall 5%3#?%31 e%ﬁf&%ﬁ gg’gh%?gcrigﬁ?%%n%ub- systemto
per f or mertitieal POBatatuseisttbe nieviat intettaemlt waht paymeoh furfedoR Gindt @llletigenfunceemi nal
by the bank back-end systemin step b), conprises.: triggering.the

| vad/ uAFHEANERS AZEEPS BhoL{pS é—ﬁét g tFB%lBélg? s reeasd ﬂ%gtf Heet o rng gent
ters ngle B3dANRER kR ibE sTb AN emPIhe 884 BaGHpend-Hark siP1RYSHRMack-end
requesting to the intelligent"termnal for authenficating a POS-Iike

t er m nalsterdend artrangod at the bandt ®ii¢,i gent term nal and sending signature
information of the | oad/ unload transaction 25sub-systemto the intelligent
term nal, dy térivendl apsiratnt fadiaptedns aapicornsabagyaitefian electreeicl tfapkagion he
identity of the |oad/unload transaction sub-system according to the

si gnat @rR&YPhPoHeeriae VEbdhs bl }P%qnﬁngPtS‘&’d?‘}%in#%’StFrtt?lgﬁgéc%ﬁpﬁﬁt@u‘ﬁhi%st em
bert of 109 GOTr SRRONY RloleARRt 1! IRUACRE kEALIARok O ERAEIANS B Be&Obdance

with a ter au ation specification, and sendi ng I nfounation

r el @t edhtbactifhe wREIht biek bakrandalysietemtd dnother 3Gmindlapphetdsoabichsbvadas a
transaction sub-system by the intelligent termnal; and. plr o&eslsi ng the
recei v@AYInEBY fadmalemest atlead 5 wiradpemisprti® PR INFRSING qut fheylogfgnioad

per f ormj i | thentication, by the | oad/unload transaction
sub-syérTI]tag%clhglg?LF‘EJ gIyétee%rjhst hod for the |oad transaction according to claim 19,

wher ei n st b), fur.ther, conprises,t f ol | .ow er.at o e i W .shing
t he aut hen@?ccg%q BRYNE Subis?/ &Flﬁ‘elsaﬁaﬁgeﬁt tioclz)affr|g06nrelln|ges %geuf’:%gérstslﬁlefﬁ?}yn%%rpfc;}: tﬁg by
t he | oagddindl@gghrhtugnsacti on sub-system the bank back-end systemto allow

the intelligent termnal to access the bank back-end systemw th the

F’O’tés i ke ttﬁ% %Lrtnﬁtaékd@latéyg%m isfagbhied thRkeEa) hORhAS tHRkadBaasSiHiddciing
returning, by e
respectively with the terminal apparatus serving as the payer and the terminal apparatus

serving as the payee; and

the load/unload transaction sub-system is adapted to implement the load or unload

transaction of the terminal apparatus by interacting with the terminal apparatus.
20

18. The system for payment and collection according to claim 17, wherein the system for
payment and coliection further comprises a first card read/write device and/or a second card

read/write device;

the first card read/write device is adapted to be connected with the card issuing
25  sub-system, and implement direct interaction between the smart memory card in the terminal

apparatus and the card issuing sub-system; and

the second card read/write device is adapted to be connected with the load/unload
transaction sub-system, and implement direct interaction between the smart memory card in

the terminal apparatus and the load/unload transaction sub-system.
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10l oad/ unl oad transacti on sub-system access-refused information to the
bank back-end system 22. The nmethod for the |oad transaction according
to claim19, wherein step e) conprises: processing the |oad service request
and checking fund in the user account, by the bank 15 back-end system if
the fund in the user account is sufficient, notifying the intelligent
termnal to begin |oad operation, if the fund in the user account is not
sufficient, returning back an alert afyjnsufficient bal ance;
correspondj ngly processing the received informatjon and notifying the snmart
menory car tP-t% BEeE ROt & 18ad Fppestiondaalemspiednwith ibe systgantor tReéymcRapRd

20inpu§5?ﬁgmk§g r?i%Qggﬁhhqa:&98EM%%ﬁ%éﬁ%$ ent term nal by the user

signin nformat 1 on’ and sen "signed load information to the

bank back-end temby the intelligent. .termnal: . verifying the

o Onat o e DTSRl EEh St faa oGl RER bl bR Rsbe o ipEleeh B R i by
t he baminbagkk-emnd s§Méh§EﬁeQ§t@€pQ%@’si (_LrV tl%?gw ibacﬂg-&ﬂmGysft&ﬁ gwaﬁhgag the om
t he_user account and returning deduction infolmation to the intelligent

t er ¥ nantelliggntttpraninalrsiad Pachandridclsyad eypiem agBenticates pp odasgitsi picfhe heerr equest f or
witing the fund for the load and detecting a record of original fund in
t he smart Weimypgyicartit, 1day/ unhedstmarstetimemarbysystnd o perfosummPO§-lile tdnainal

original .fund and the fund. for the |l oad and witin new.fund for the
| oad, BYERECARRD ﬁ%wg?ﬂt%sm TergpAl PR AGUIHRE iat gwﬁ?r&@ﬁvorf dFfhihae tg? a

succesgfidhighaadmiy, bPeeHIRE balRER ¥seafd, and notifying the bank back-end
system of information about the successful |oad, by the intelligent

termnal; c) if the intelligent terminal receives information indicating a successful authentication,

10 automatically entering into a load interface, acquiring load information of the user by using
the load interface, and proceeding to step d); if the intelligent terminal does not receive

information indicating a successful authentication, prompting an error to the user;

d) sending, by the intelligent terminal, a load service request containing the load

information of the user, to the bank back-end system; and

15 ¢) performing corresponding load operation on the smart memory card via the intelligent

terminal, by the bank back-end system, according to the load service request.

20. The method for the load transaction according to claim 19, wherein triggering the
load/unload transaction sub-system to perform the POS-like terminal authentication on the

20  intelligent terminal by the bank back-end system in step b) comprises:

triggering the load/unload transaction sub-system to begin authenticating the intelligent

terminal as a POS-like terminal, by the back-end bank sub-system;

requesting to the intelligent terminal for authenticating a POS-like terminal identity of
the intelligent terminal and sending signature information of the load/unload transaction

25  sub-system to the intelligent terminal, by the load/unioad transaction sub-system;

verifying the identity of the load/unload transaction sub-system according to the
signature information reccived from the load/unload transaction sub-system, performing
corresponding identity authentication interaction in accordance with a POS terminal

authentication specification, and sending information related to the POS-like terminal identity



processing the informati on about the successful |oad and confirmng the
deduction of the user account, by the bank back-end system and
10confirmng the | oad by the user and sending a notification of an end of
the load to the bank back-end system 23. The nethod for the | oad
transaction according to claim19, wherein the nmethod further conprises the
follow ng operations after step e): 1 5notifying the smart nenory card to
exit fromthe paynent node, by theilﬂ&ﬂ4igent termnal; and perform ng

oper at 'tQﬂletiQacﬂﬁfﬁiEa& !P%Q&Ydﬂ%% g& ??%quﬁehfg%htntgnﬁﬂ% ﬁ‘& el l'igent term nal

of aresult of the exit menory card. 2024. A nmethod for a

pur chase {53033k Al ;c@bsmg%o%qaw lefl8 SYSHEPACHR LGB0, ERANTAL, the

met hod co ynment reques roma t erni nal

appar atpgoasing ifayiey adhiendichiti @) Sacid 1@w/ﬁﬂqa@ahmaﬁﬁn fubasys@nt. er m nal
apparatus as a payee, performng a two-way certificate authentication
between the term nal apparatus as the payer and the term nal apparatus as
the 25payee and establishing a secure data channel; switching the

terginal appafatignds d:G e RANEh aﬁqgct%npﬂ{;r%ﬁ% fgg&i rgrigl Y ‘flel@,dw’_ﬁwgnggl_:ﬁ' ) fiher

term nal apparatus as the payee to a col
speci f icompriess thy filleitgopdirnsdn dppdnahing thsaithentipaye@e and t he term nal
apparatus as the payer; exiting fromthe paynment node after a

successf ul if theanseaticaion RkutdestiEmbliNahe, HPBE dddfurdSadt g SRR subGSBemat i ng
a transaction record, signing the transaction record by using a private key
ina s et panjehasle-gné arsienofo alkw therinicHigentispainal tagiceess thcbaplhaek-cnd§ysian t he
si gned with the POS-like terminal identity; if the authentication is not successful, returning, by the

10 load/unload transaction sub-system, access-refused information to the bank back-end system.

22, The method for the load transaction according to claim 19, wherein step e)

comprises:

processing the load service request and checking fund in the user account, by the bank
15 back-end system, if the fund in the user account is sufficient, notifying the intelligent terminal
to begin load operation, if the fund in the user account is not sufficient, returning back an alert

of insufficient balance;

correspondingly processing the received information and notifying the smart memory

card to switch to a payment mode, by the intelligent terminal;

20 inputting load information to the intelligent terminal by the user, signing the load
information and sending the signed load information to the bank back-end system by the

intelligent terminal;

verifying the signature of the load information and processing the load information, by

the bank back-end system;

25 temporarily deducting fund for the load from the user account and returning deduction

information to the intelligent terminal, by the bank back-end system;

requesting to the smart memory card for writing the fund for the load, by the intelligent

terminal;



Stransaction record in the smart nenory card, and then exiting fromthe
col l ection node, by the term nal apparatus as the payee; | oggi ng on the
bank back-end system and sendi ng the saved signed transaction record to the
bank back-end system by the term nal apparatus as the payee; and verifying
the transaction record received fromthe term nal apparatus as the payee
with a 10 public key, which corresponds to the private key in the smart
menory card of the payee, and processi®y an account of the payee according

f) 0 f< he ; r aﬁ%?ssrsingnhé REAEH & 8find Bhe MR Fritk@lch®@nk ScRasRefrecBi e dpaNK
ackK-ena system
fund %/n the smart memory card, by the smart memory card;

summing up the original fund and the fund for the load and writing a new fund for the

load, by the smart memory card;

5 notifying the intelligent terminal of a successful load, by the smart memory card, and
notifying the bank back-end system of information about the successful load, by the

intelligent terminal;

processing the information about the successful load and confirming the deduction of the

user account, by the bank back-end system; and

10 confirming the load by the user and sending a notification of an end of the load to the

bank back-end system.

23. The method for the load transaction according to claim 19, wherein the method

further comprises the following operations after step e):

15 notifying the smart memory card to exit from the payment mode, by the intelligent

terminal; and

performing operation to exit the payment mode and notifying the intelligent terminal of a

result of the exit, by the smart memory card.

20 24. A method for a purchase transaction implemented with the system according to claim

17, the method comprising:

according fo a payment request sent from a terminal apparatus as a payer or a transaction
request sent from a terminal apparatus as a payee, performing a two-way certificate
authentication between the terminal apparatus as the payer and the terminal apparatus as the

25  payee and establishing a secure data channel;

switching the terminal apparatus as the payer to a payment mode, and switching the

terminal apparatus as the payee to a collection mode;

conducting the transaction in accordance with corresponding financial transaction
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specification by the terminal apparatus as the payee and the terminal apparatus as the payer;
exiting from the payment mode after a successful transaction, by the terminal apparatus
as the payer; generating a transaction record, signing the transaction record by using a private
key in a smart memory card of the terminal apparatus as the payee, saving the signed
transaction record in the smart memory card, and then exiting from the coliection mode, by

the terminal apparatus as the payee;

logging on the bank back-end system and sending the saved signed transaction record to

the bank back-end system, by the terminal apparatus as the payee; and

verifying the transaction record received from the terminal apparatus as the payee with a
public key, which corresponds to the private key in the smart memory card of the payee, and
processing an account of the payee according to the transaction record after the verification is

passed, by the bank back-end system.



