SI LI CONE CONDENSATI ON REACTI ON The present invention
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Networks of communicating devices can be constructed using many
different physical communications media. Fiber optics, coaxial cable, twisted pair,
and other structured wiring are commonly used for relatively high-performance
local-area networks of PCs, printers and other computing devices. Infrared signals
can be used at short range within a single room, as with handheld remote controls.
Cell phones, pagers, and long-distance microwave communications use licensed

radio-frequency (RF) bands.

When used to create networks of low-cost devices in existing buildings,
such as a home, these physical media all have drawbacks. Structured wiring is
not present in most homes already constructed, and adding it is disruptive and
expensive. Infrared signals do not cover the whole house. Licensed RF normally

requires payment of a subscription fee by users.
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controls.

Improvements to basic X10 devices are available in the marketplace (see
Smarthomepro Catalog, 63D, Spring 2004). Two-way communications, involving
confirmation of commands and retries when necessary, enable much more reliable
performance. Repeaters and phase bridges can solve signal attenuation
problems. Use of nonvolatile storage, such as EEPROM, along with system

controllers, can simplify system setup.

Powerline and RF signaling using spread-spectrum technology can be
faster and more reliable than narrowband X10-like signaling. US Patent
5,090,024, dated 2-18-1992, discloses such a system, and US Patent 5,777,544,



conmpounds are extrenely efficient catalysts for the
reacti on between an organo- hydrosil anes and
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IEEE 802.5 Token Ring networks dynamically assign timesilots to devices
that wish to transmit by passing a special packet called a token. A device may
transmit only when it possesses the token. After transmission is complete, the
device releases the token to the next device. See
http://www.pulsewan.com/data101/token_ring_basics.htm for a more complete

description of such networks.

US Patents 5,838,226, 5,848,054, 5,905,442, and 6,687,487, assigned to
Lutron Electronics Company, disclose a lighting control system comprising
masters, slaves and repeaters that communicate via RF and also on the powerline.



pol yners, cross-linked sil oxane networks and gels
therefromas well as other silicone and sil oxane
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and R11 are independently

The object of both TDM and CSMA systems is to allow only one device to
use the available communications channel at any given time. Therefore, the signal

strength on the channel depends on which single device is currently transmitting.
Brief Summary of the Embodiments of the Invention

One object of the present invention is to enable simple, low-cost devices to
be networked together using the powerline, radio-frequency bands, or both.
Devices are peers, meaning that any device can transmit, receive, or repeat other
messages according to a simple protocol, without requirihg a master controller.
The protocol encourages multiple devices on a single medium, in that adding more
devices makes communication among devices more robust and reliable. On the
powerline, devices according to the present invention are not only compatible with,

but also enhance the performance of pre-existing X10 devices.



selected fromthe group of one to sixty carbon atom

nmonoval ent hydrocarbon radicals that may or may not be
weuwshe2e8 ed Wit h hal ogens (hal ogen being F, Q¢T/Bs20a516l19080
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é§l OCHbR1) and one (HSi ), on the sane nol ecul ar

<bone will lead to a formation of |inear polyners
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Eh%[}b@vEIHQEQJENCY Background of The Invention 1. Field
of the Invention. The present invention relates to
intelligent devices that are in comunication wth one

anot heyG 0§ ghoRBEhE EtrU&ﬁ§ Pf‘é(ﬁ | r‘fs%or‘im’dﬂn%ssé(%é QQHtt u%ng RF.

needi ng a network contr 2. Descripti
Rel ated Art. Conmuni cati on anong | ow cost deV| ces is

onvi 1 SisrertOn B 1t s R et AR n pstefn; Shfitard
hitgkadegmners, and a gateway to the Internet can all

work together if they are in comunication. A roomin
a hone could be illum nated when people are present,

or el ap [ an
condi F13ns sBoPafhe ot A B SERTsbst prtended
hrfgs8bges.omput er .
FIG. 8 shows the meaning of the bits in the message flag byte.
FIG. 9 shows how Insteon™ devices retransmit messages.

FIG. 10 is a flowchart showing how Insteon™ devices receive messages.

FIG. 11 is a flowchart showing how messages are transmitted to groups of

Insteon™ devices.

FIG.12 is a flowchart showing how Insteon™ devices transmit Direct

messages with retries.



Net wor ks of communi cati ng devi ces can be constructed

usi ng many different physical communications nedi a.
wo-benc2pt | cs, coaxial cable, tw sted pair, aneCDUN®N5/019080

structured wiring are comonly used for relatively

hi gh- performance | ocal -area networks of PCs, printers

and ot her conputing.devices. Infrared signals can be

used short range it hi i nal e Qo with
handhg’%' F@ﬁhf’\gsggrﬂf%ﬁ’ Eyp%égqfﬁ'l'%%ﬁés m‘%a@?iﬁ and

| ong-di stance m crowave conmuni cations use |icensed

radi o-frequency (RF% bands. \Wen used to create

net woFKS. &4 shewscBPSidnstess ™ signal.st i ng bui | di ngs,

such as a hone, these physical nedia all have

drawbacks. Structured wiring is not present in nost

hones Fabr ¢adiowsrsBPSK! legteoatt siphdil mithittanisitiohi smopthing

and expensive. Infrared signals do not cover the whole
house. Licensed RF nornally requires paynent of a

subscii@t i r St YORYEGhR b b NSl

and uﬁﬁ?blﬁggéﬁggRﬁgﬂﬁglﬁggﬁgt ﬁgse thegébgﬁ%ékiﬁ@gmdtOthe
Pbeserlaree ubi qui tous and can be freely used by anyone.

They do, however, have other problens. Devices on the
power | i ne nmust communi cate despite the presence of

subst gnGi &7 sRBIWEsHowrstaRBHAT iMeBshye PELkdIS™IG appHEd &sthypowerline.
the line, and possible interference anong devi ces.

Devi ces using unlicensed RF bands nust emit | ow power,

and uglkc r L hy tRI :
ser s 1Gai SERNSHRAS BaT St AR i phali e B cBwertine.
power|line use a protocol known as X10 (see US Pat ent
4,200,862, dated 4-29-1980). Si nalin% i accqnplished

usi ng Fifdr 49 9ives the\sPsRficAtioRffof Mistapp c?%lsé%“a Ing.
synchroni zed to the powerline zero-crossings. Mst X10
devices can either transmt or receive, but not both.

X10 t F¥@s0 shews hosnbhsteoni¥ndessagesare tmasauttedgetransmitted, and
cogfirgatign reply, so nost control is open-I|oop
BEKPWIRAGEdt ynical Iy configure an X10 system by

manual |y setting mechani cal "house code" and "unit

code" switches on receiving devices. Wth the addition

of RFAIG. X105 abipek diagem §gQWlf‘@shOV¢ tharinséeont Engiae isegds and
in RFE h h renote controls can operate X10
f%%%wv%ﬁgg8§é$%e powerline. RF repeater devices can be
used to increase the range of such a system The RF

renote control signaling protocols are t){pi cal ly . )
i ndep&ided? 198 bIgrk diagrath ghawinggrow the Insteon™ Engine transmits a

message on the powerline.

FIG. 23 is a block diagram showing how the Insteon™ Engine receives a

message from the powerline.

FIG. 24 is a flowchart showing how an Insteon™ RF daughter board

communicates with an Insteon™ motherboard.

FIG. 25 is a flowchart showing how the Insteon™ RF daughter board

transmits a message via RF.



protocol, and are nore akin to signaling protocols

used by infrared renote controls. Inprovenents to
whamcn6X10 devices are avail able in the mar ket pdBUS2005/019080

(see Smarthonmepro Catal og, 3D, Spring 2004). Two-way

comuni cations, involving confirmtion of commands and

retri &5lGu26ns reftmschaTt shawiag hownrihehnstaon ™Y &F daughter board

performance. Repeat LS and phase bridges can sol ve

JPGRYPS & TERTAIG ViR I:gr'obl ems. Use of nonvolatile

storage, such as EEPROM along with system

controllers, can sinplify system setup. Powerline and

RF si grifd.id{gs @shlagk dingsam-of machnsieand cnqin bagyd with qptional

f as A cgargore reliabl e than narrowband X10-1i ke

s%?ﬁg. S Patent 5,090,024, dated 2-18-1992,

di scl oses such a system and US Patent 5,777,544, dated

7-7-1998, discloses spread s ect{umTLIn conbi n ti.%n

wi th G @baablerk didram ofEnchatery "a e Mithagn RF daughter

gd-spectrum signals is nore conplex than

narr owband processing, and nore conpl exity neans
hi gher telative cost. Regardl ess of the nethod used

f ' |0, . physi gal | 8w .
conpr 1 9Rh 814 P& SRRl S BESARy T FEBid v 8 caugher
ohodrgt ual interference. Many solutions to this problem

are in common usage. In frequency-division
mul ti pl exing (FDM, narrowband devi ces hold

cvai | de Sh3 e Vobk AdtPalthiin (BIEERTy R o Wil a'Rs232

da;jljgm@nmoaﬂreadi ng sequences for code-division
mul t1 pl exing (CDM, or they can use different
frequency- hoppi ng patterns. Using these nethods, each
devi cepjd 3 Q& KREK dfasth FREIN™ GRAhYL MWWt an Ethernet
connect with every other device. Broadcasting to all
deéaighdsr adardnce i s not possible. It is |ess conplex,
and nore common, for all devices to share the sane
comruni cati ons channel . Narrowband conmuni cati on on
the pops |3ngndilis Wivlikd-h RBtddn ™@al dwitdness costly than
frequency-agile nethods. Device interference is

typi cally managed using tinme-division nmultiplexing

row o 5t et B SRS TSl Re ARG RERd ol oara

only within particular tineslots. Tinmeslots can be

assigned in various ways. | EE§M802. 5 Token Ri ng
net wor kIS dAshavwspIRuGys ingtean Tdampidimmergappliange controller or

communications interface device.
FIG. 35 shows a plug-in Insteon™ lamp dimmer with RF communications.
FIG. 36 shows a tabletop or wallmount Insteon™ pushbutton controller.

FIG. 37 shows an Insteon™ pushbutton controller with its hinged button

cover opened.

FIG. 38 shows a tabletop or wallmount Insteon™ touchscreen controller.



that wish to transmt by passing a special packet

called a token. A device may transmt only when it
wpomsesres the token. After transm ssion i s cop@l/Es®ps/019080

the device releases the token to the next device. See

htt p: / / www. pul sewan. com dat al01/t oken ring basics. htm

for &FIE39 isanlpyeutofdhpecificdnsteandt massages thaidas. be sem

2R3 45 o8 SR bAR 0 A RetBlk 8 L g ysage session.

di sclose a lighting control system conprising nasters,
sl aves and repeaters that communicate via RF and al so
on the feteiledRescription pfthe Fmbodimants ofithgdnvention
repeat er devices can be installed in a systemto
enhance signaling reliability. To avoid the probl em of
Ingpdatttors i nterfering wth each other, the Lutron
patents require an installer to set up one repeater as
a main repeater, and others as second, third, and

subs agianbidreREhEW o tHE hﬁavﬁﬁgéma.ﬁ%m B ERRBASoft @ ntrol and

a strict tinmeslot assi gnment or_ each repea_t er, such
¢dnamuaicgtion Wevises aopstrustedrdogopdingria thedteaehingarnf he present

during its . res tiy reassi gned ti, l ot.. :
ot T e Br B0 ORI TRy YRTERN Y peing @
tradera Atk oftdpplliast Paskighes: KE leetricallpsiver isc@bkt ebrnafonly distributed
These sl ave devices also use tineslots established

tahuildipgsrandhkemes M NerthAmeder as twerPhaser22fevolt alterpating current
GDIBLF ALRRFUBRALOTLEILRIRIR IR by eblire pz0 v
pdveerlihé 38 splitfioto tvoetworwirerm 00/A€ poweelindse koownsendhase 1 and
S SR Pis s S o B 2 Boeb P11
F?nﬁég:{ﬁ)ﬁj.%viﬁﬁgfis"tfygﬁglslié g?{e&mﬁﬂthe%chléwmé%tﬂmﬁﬁgz%nd_ Phase 2 is

i nvol ve oop conmuni cati ons usi ng speci al
ussdfontrezigtvenbaifacknowl edge (ACK/ NAK) packets sent by
packet addressees. Collision resolution mght involve
a transmssion retry after a random del ay. The obj ect

of bahRyHANbRSWs, Gp\aratustReBrding tthdl ihgentisH Wil designated
device to use the avail abl e communi cati ons channel at

lasteogi™ devicese Instren Bt devices B8, 21,87 1ansk33ats shayn earnected to

[ Wehs] [ i I

NI PPERES TR G, TS R nlnRni< R 'dheh other
dverehé bowetiie uding thie histédreVPaserine ipnotesdl 30, wisich will be
enabl e sinple, |owcost devices to be networked
qesgsbadin Q@'F%'qnt"ﬂ@t;ﬁ@%@ﬁ-i ne, radio-frequency bands,
or both. Devices are peers, meaning that any device
can transmit, receive, or repeat other

Also shown connected to the powerline are X10 devices 51 and §2. X10

devices communicate over the powerline using the X10 protocol 50. The
Insteon™ Powerline protocol 30 is compatible with the X10 protocol 50, meaning
that Insteon™ devices can both listen and talk to X10 devices using the X10
protocol 50. X10 devices, however, are insensitive to the Insteon™ Powerline

protocol 30.

Insteon™ devices may optionally comprise RF communication means, as is
the case with Insteon™ devices 20 and 21. Insteon™ RF devices can
communicate with other Insteon™ RF devices using the Insteon™ RF protoco! 60.



nmessages according to a sinple protocol, wthout
requiring a nmaster controller. The protocol encourages

wondobiogd2es devi ces on a single nedium in that edOUsSD05/019080
nore devi ces nmakes conmuni cati on anong devices nor e

robust and reliable. On the powerline, devic
nsteard! weviasstthat gareuse botmiher nsteand Eomrllrtﬁwpgptocol 30 and the

RIS ptbbly Aboh SXGTRAROHenP AHIRER evicos trat
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di agram of how devi ces according to the present

Phasast 10ANd AR seyersly AEBRYAIRY. BrrAusedhers & NRdifRstiqugult
r\&tlhn% qf?gvel%ﬁer ﬂri?a\dﬂz@ gBI%fPiBmo this BroBlem is to
ows

ow nul e powerline ybrid eV| ces
cameot a@melomu@hngdwmb bedwdehdive powerlinerghasieas either by

rié’g\gﬁgi.s Ccor{%wnmdqrt@{ &gggﬁwf@&ﬁé‘éoﬂﬁcﬁﬁﬁgsln the

BredBat ﬁ%enﬁé@\{,%lng)fns%r{m devices?capds of h&thRAStEBh ™ Powerline 30

structure used for Insteon(tnm nessages sent over the
pm\mstemw RF @0 motroolsavtemalically soives ¢he pawerline phase coupling

BRAER v PG RERS ot bitheing bhybrebafigPehite dhases. As

SREGRIEFIG.H (Tnstéoﬁm%vfbbeo%rbbfétﬁmmﬁodmwlcaletm péwerline with
in Inst eon(tn) Ext ended nessages. FIG 8 shows the

albdavines on naverlne phase  ht0, étaQﬁi" flsagopymEnicaieryia powerline

r
R (oMt Bl ALl 11" oA Lol DR G Tcate via
Instenn/¥ RIe psatgesl. 60Fvith Idéteoswadé\hoe\erlawhlmhn\mmlglshimctly
nessages. are trans d to groups of Insteon(tm
ggqnqgg%(_?tq:p@veﬁlgeipinage% Mchart showi ng how -
I nsteon(tn) devices transmt Direct nessages with

retries. FIG 13 shows all of the types of Insteon(tm
messagéden suiablylaqeipped mthm@tstmqned;ﬂedngteq C@hgw@llqatlon means,

W?ﬁq@ﬁ ngﬁm %ﬁ’%hg%sé&}qgi%%h " CS‘BﬁJ]SO interface with

%mggfﬂ% bRl cliét didifal Equithemg &g gh@ml Inetbdnd™ tdeRice 20 can
communicate with PC 71 using a serial link 70. Serial communications 70 is a
means whereby networks of Insteon™ devices can bridge to networks of otherwise
incompatible devices in a building, connect to computers, act as nodes on a local-
area network (LAN), or get onto the global Internet. Coupled with the ability to
download new software into Insteon™ devices, such connections allow networks
of Insteon™ devices to perform very sophisticated new functions, including

functions not envisioned at the time of manufacture or installation.

FIG. 2 shows how multiple Insteon™ devices, each of which is capable of
repeating Insteon™ messages, form a reliable communications network. In the
drawing, devices 110 and 111, known as SignaLinc™ devices, are capable of both
Insteon™ powerline and Insteon™ RF communications. Devices 120, 121, 122,
and 123 are only capable of Insteon™ RF communications. The remaining
devices, 31, 32, 33, 34 and 40, 41, 42, 43, are only capable of Insteon™ powerline

communications.
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HbREy&betadse HewEEO WithiH rafgeroflieaicé 120, Rag ddSRes 110 and 121,
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111 to 123 (4 hops) are some examples.

It should be clear that unless there is some mechanism for limiting the
number of hops that a message may take to reach its final destination, messages.
might propagate forever within the network, in a nested series of recurring loops.
Network saturation by repeating messages is known as a “data storm.” The
Insteon™ protocol avoids this problem by limiting the maximum number of hops an

individual message may take to some small number, such as four.

FIG. 2 also shows how path diversity on the powerline has a similar
beneficial effect. For example, as shown, powerline device 40 may not be able to
communicate directly with device 43 because of signal attenuation problems or
because a direct path through the electric wiring does not exist. But a message
from device 40 will still reach device 43 by taking a path via devices 40 to 111 to
43 (2 hops), or a path 40 to 41 to 111 to 43 (3 hops), or a path 40 to 41 to 42 t0 43
(4 hops).
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meani ng that Insteon(tm devices can both |isten and
talk to X10 devices using the X10 protocol 50. X10
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Insteon™ devices communicate with each other by sending messages.
Messages sent over the powerline are broken up into packets, with each packet
sent in conjunction with a zero-crossing of the voltage on the powerline. As shown
in FIG. 4, there are two kinds of Insteon™ messages, Standard Messages 310 and
Extended Messages 320. Standard Messages comprise five packets and
Extended Messages comprise eleven packets. Each packet contains 24 bits of
information, but the information is interpreted in two different ways. A Standard
Packet 330 appears as the first packet in an Insteon™ message, as shown by the
symbol 331 in Standard Message 310 and Extended Message 320. The
remaining packets in a message are Long Packets 340, as shown by symbols 341
in Standard Message 310 and Extended Message 320.
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The bytes in an Insteon™ message are transmitted most-significant byte

first, and the bits are transmitted most-significant bit first.

The first field in an Insteon™ message is the From Address 510, a 24-bit (3-
byte) number that uniquely identifies the Insteon™ device originating the message
being sent. There are 16,777,216 possible Insteon™ devices identifiable by a 3-
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control message retransmission as explained below.

The fourth field in an Insteon™ message is a two-byte Command 540,
made up of Command 1 541 and Command 2 542. The usage of this field
depends on the Message Type as explained fully below.
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To fully understand the various Message Types, consider that there are four
classes of Insteon™ messages: Broadcast, Group Broadcast, Direct, and

Acknowledge.

Broadcast messages contain general information with no specific
destination. They are directed to the community of devices within range.
Broadcast messages are not acknowledged.
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The Group flag 612 will be set to indicate the message is a Group

Broadcast message or part of a Group-cleanup conversation. This flag will be

clear for general Broadcast messages and Direct conversations.

Now all eight Message Types 610 can be enumerated as follows, where the
three-bit field is given in the order Bit 7, Bit 6, Bit 5. Broadcast messages are
Message Type 100. Direct (P2P) messages are 000. An ACK of a Direct
message is 001, and a NAK of a Direct message is 101. A Group Broadcast
message is 110. Group Broadcasts are followed up by a series of Group-cleanup
Direct messages 010 to each member of the group. Each recipient of a Group-



bit (3-byte) nunber. Mst Insteon(tm nessages are of
the Direct, or Point-to-Point (P2P), type, where the

WO ndoenes2ds reci pi ent is anot her single, uni que PCT/US2005/019080
Insteon(tm device. The thited field, the Message Fl ags
byte 530, determines the type of Insteon(tm Message.
tieanbp Direst mpssage willleasdrran acknowledggment with s Geaup-cleanup

AR B o Groloslo S dMACH Fry “ressages can ol S0 be
sent to all recipients within range as Broadcast
nmessa or theé can be sent to all nenbers

group 6f4 @adiig &4C 56'3@%@W®W8§§3%ﬁ%839 A%ﬂ'?ﬂ@sed above,

f

of I FAOBEa R ERSAED il ASPgRA 91y 80sor Dat
ﬁald, andFithieflag & dleasionr Okiyyte StandarGmegsdiesdtiatds not contain User
nessages, the To Address field 520 contains a G oup
Natter . Group Nunbers can range fromO to 255, given
by one byte, so the two nostsignificant bytes of the
three-byte field will be zero. The third field in an
| nst e®hé regnainisg twe fieldsdn GSs8gMariHaps 64Q and spsisft 630,

Gt RO o MRy oyl 3 R vios are
t {
G5 T SARDIb syt B a0 it

mﬁohae»sm fsgélﬂn%mg neraper @h@nﬁé@s'agésaqap@arsbq retransmitted, an

gl S B AR, R B el e v

netwaake Tossoive this prubdemistee™ messagesrdraiongiriatedisvth the 2-bit
ik 43 i T g
%‘ tbtgltﬁ éﬂé gel WoMta stvaflugb?'%erd'@%o ‘%e@ﬁfés within range

iIts and ps 53 Its 1 an
nmbtofnetrladsmaidhe mﬂssages agbighet Mmslﬂo;ssvalneaelmdwlaemmtewmg

P Pt S ) bR S P PR R, s Lot
@élﬁ@ﬁé‘@n@ o?iore TR réea O@ﬁe\h&é 8ef:#efhh&1t§¢tﬁ>@ﬁﬁ>%sq_réfﬁ\fb¢ue by one,
I\/lessa e Type as explained fully below. Only

ansRtatheEmassagd witshagiew Wops Leftoraive. eB@wesﬂb@t receive

£ S B AR P et A,

device tiatiis Yhaligténurdl rekipientraf d inassddge Wilk mst refraklsmit the message,
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define a packetizing nethod for their data so that a
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messaljete that thiey desiggatos Eladtapst aeally meads nenimatre,

retransmissions allowed. All Insteon™ messages “hop” at least once, so the value
in the Max Hops field 640 is one less than the number of times a message actually
hops from one device to another. Sincé the maximum value in this field is three,
there can be four actual hops, comprising the original transmission and three
retransmissions. Four hops can span a chain of five devices. This situation is

shown schematically in FIG. 9.

The flowchart in FIG. 10 shows how an Insteon™ device receives

messages and determines whether to retransmit them or process them. When an
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Br oadcast nessages are not acknow edged. G oup

Br oadcast nessages are directed to a group of devices
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devi ces. After sending a Br oadcast nessage to a

giemm figst W&@ﬁmum@r@awe@age tirtend ech for ail members of a given
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F\;\?ngrtl CFE\I’? r;r?éen ror(n 3 2&%2 S ow:ng tF\e Group Broadcast message the
transmitting device sends a Direct Group-cleanup message individually to each
member of the group in its database. At step 815 the device first sets the
message To Address to that of the first member of the group, then it sends a Direct
Group-cleanup message to that addressee at step 820. If Group-cleanup
messages have been sent to every member of the group, as determined at step
825, transmission is finished at step 835. Otherwise, the device sets the message
To Address to that of the next member of the group and sends the next Group-
cleanup message to that addressee at step 820.

The flowchart in FIG. 12 shows how Direct messages can be retried
multiple times if an expected ACK is not received from the addressee. Beginning
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The Command 1 field 1030 and the Command 2 field 1035 contain different
information for each of the eight types of Insteon™ messages 1051 through 1058
or 1061 through1068. In the case of Broadcast messages 1051 or 1061, the two
fields together contain a 2-byte command chosen from a possible 65,536
commands suitable for sending to all devices at once. For example, a Broadcast
command could direct all devices to enter a system setup mode. Every receiving
device contains a database of Broadcast commands that it is capable of executing.

In the case of Point-to-point (Direct) messages 1056 or 1066, the two
Command fields 1030 and 1035 together comprise a 2-byte command chosen
from a possible 65,536 commands suitable for sending to a single device. For
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The remaining Insteon™ message types are for dealing with groups of
devices. Group Broadcast messages exist as a performance enhancement. While
it is true that all the members of a group of devices could be sent individual Direct
messages with the same command (to turn on, for example), it would take a
noticeable amount of time for all the messages to be transmitted in sequence. The
members of the group would not execute the command all at once, but rather in

the order received. Insteon™ solves this problem by first sending a Group
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Group Command in field 1030, it will not execute the command a second time.
However, if the recipient missed the Group Broadcast command for any reason, it
will not have executed it, so it will execute the command after receiving the Direct

Group-cleanup message.

After receiving the Direct Group-cleanup message and executing the Group
Command, the recipient device will respond with a Group-cleanup ACK message,
or if something went wrong, a Group-cleanup NAK message. In both cases the
Command 1 field 1030 will contain the same one-byte Group Command received
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I0i%e-of failure. If a receiving device fails to send
an ACK or a NAK back to the originating device, the
originating device can retry the nmessage as shown in
FI G EG.14 shows an Insteon™ 131.65 KHz powerline carrier signal with

alternating BPSK bit modulation. Insteon™ uses ten cycles of carrier for each bit.
Bit 1 1110, interpreted as a one, begins with a positive-going carrier cycle. Bit 2
1120, interpreted as a zero, begins with a negative-going carrier cycle. Bit 3 1130,
begins with a positive-going carrier cycle, so it is interpreted as a one. Note that
the sense of the bit interpretations is arbitrary. That is, ones and zeros could be
reversed as long as the interpretation is consistent. Phase transitions only occur
when a bitstream changes from a zero to a one or from a one to a zero. A one
followed by another one, or a zero followed by another zero, will not cause a phase

transition. This type of coding is known as NRZ, or non-return to zero.
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1210 and a second Insteon™ packet 1225 at zero crossing 1215. Insteon™

packets begin 800 microseconds before a zero crossing and last until 1023
microseconds after the zero crossing.

FIG. 16 also shows how X10 signals are applied to the powerline. X10 is
the signaling method used by many devices already deployed around the world.
Interoperability with X10 is a major feature of Insteon™ devices. Insteon™
devices can receive X10 signals, send X10 signals, and boost X10 signals. The
X10 signal uses a burst of approximately 120 cycles of 120 KHz carrier beginning
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Insteon™ packet is being received. Reliable validation may not occur until as
much as 450 microseconds after the zero crossing, although an Insteon™ device
will still begin listening for a possible X10 burst right at the zero crossing. If at the
450-microsecond mark the Insteon™ receiver validates that it is not receiving an
Insteon™ packet but that there is an X10 burst present, the Insteon™ receiver will
switch to X10 mode and listen for a complete X10 message over the next 11
powerline cycles. If the Insteon™ device detects that it is receiving an Insteon™
packet, it will remain in Insteon™ mode and not listen for X10 until it receives the

rest of the complete Insteon™ message.

Optionally, an Insteon™ device can boost an X10 signal by retransmitting it,
although X10 bursts will be retransmitted up to 450 microseconds late if the
Insteon™ receiver is implemented in software. Because X10 receivers perform
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FIG. 18 shows a series of eleven-packet Extended Insteon™ messages 1330
being sent on the powerline signal 1305. Insteon™ waits for two zero crossings

1340 after each Extended packet before sending another packet.

Insteon™ Standard messages contain 120 raw data bits and require six
zero crossings, or 50 milliseconds to send. Extended messages contain 264 raw
data bits and require thirteen zero crossings, or 108.33 milliseconds to send.
Therefore, the actual raw bitrate for Insteon™ is 2400 bits per second for Standard
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and a one-symbol modulates the carrier half the FSK deviation frequency upward.
The FSK deviation frequency chosen for Insteon™ is 64 KHz. Symbols are
modulated onto the carrier at 38,400 symbols per second, resuilting in a raw data
rata of half that, or 19,200 bits per second. The typical range for free-space
reception is 150 feet, which is reduced in the presence of walls and other RF

energy absorbers.

Insteon™ devices transmit data with the most-significant bit sent first.
Referring to FIG. 5, RF messages begin with two sync bytes 411 or 421
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During a single timeslot, such as 1420, an Insteon™ Message can be
transmitted, retransmitted, or acknowledged. The entire process of communicating
an Insteon™ Message, which may involve retransmissions and

acknowledgements, will occur over integer multiples of timeslots.
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When Max Hops is set to one, a Direct message propagates as shown in

Example 5, 1405. Repeater 1 will retransmit both the original Direct message and

the acknowledgement from the Recipient.

If Max Hops is set to one, but no retransmission is needed because the
Recipient is within range of the Sender, messages flow as shown in Example 6,
1406. The W in the Sender and Recipient rows indicates a wait. The Recipient
immediately hears the Sender since it is within range. However, the Recipient
must wait one timeslot before sending its acknowledgement, because it is possible

that a repeating device will be retransmitting the Sender's message. Repeater 1 is
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progress. This form of listen-before-talk is called “politeness.”

Politeness is further extended if an Insteon™ device wishes to send more
than one message in a row. In that case, the device waits one additional
powerline zero crossing period before initiating a follow-on message. The
additional time gives other Insteon™ devices that may have been waiting for
message traffic to complete an opportunity to transmit, and prevents a single
device from monopolizing the channel with a long series of its own messages.

Insteon™ Simulcasting



FIG 20. An Insteon(tm Message on the powerline
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also be equal, so a receiver would very likely still see some signal even in thé
worst-case transient phase relationship. Insteon™ receivers have a wide dynamic
range, from millivolts to five volts or so, which will allow them to track signals even
if they fade temporarily. Adding more transmitters reduces the probability of signal
cancellation even more. Rather, the probability that the sum of all the signals will

increase in signal strength becomes much greater.

The Insteon™ powerline carrier is modulated using binary phase-shift
keying (BPSK), meaning that receivers are looking for 180-degree phase shifts in
the carrier to detect changes in a string of bits from a one to a zero or vice-versa.
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operated. To conserve power, mobile devices are not configured as RF repeaters,
but only as message originators, so simulcasting is not an issue. Insteon™
devices that do repeat RF messages are attached to the powerline, so most of
them will not be moved around after initial setup. During setup, RF devices can be
located, and their antennas adjusted, so that no signal cancellation occurs. With
the location of the transmitters fixed, the non-canceling configuration will be

maintained indefinitely.
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signal 1530.

Insteon™ Engine Powerline Interface
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embodiment, a Costas phase-locked loop (PLL) 1720, implemented in firmware, is
used to find the BPSK Insteon™ signal within the noise. Costas PLLs, well known
in the art, phase-lock to a signal both in phase and in quadrature. The phase-lock
detector 1725 provides one input to the window timer 1745, which also receives a
zero crossing signal 1750 and an indication that a start code in a packet has been
found by start code detector 1740.
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The nodem transm tter send Itstream as

anfiphaseiang the data bitg mae :rwmd A signal from the start code detector
1740 tells the data complementer 1770 whether to un-invert the data or not. The
CRC checker 1775 computes a CRC on the received data and compares it to the

CRC in the received message. If they match, the CRC OK flag 1780 is set.
Data from the complementer 1770 flows into an application buffer, not
shown, via path 1785. The application will have received a valid message when

the HaveMsg flag 1765 and the CRC OK flag 1780 are both set.

Insteon™ Engine RF Interface
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I nsteon(t nal wthin the noise. Costas PLLs, well
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" RSB TI in FRRE DATB R e F285) HanltiRe ok as shown
P .
iahSe floRERAN O the right side of FIG. 24. The slave MCU periodically checks its
RS232 receive buffer at step 1852 for commands from the host. At step 1854, if
the slave finds that it has received a command from the host to transmit an RF
message, it acknowledges the command at step 1856, receives the message data
from the host at step 1858, and then composes the RF message and transmits it at
step 1859.
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in firmware running on the slave MCU 1925.

FIG. 26 shows in greater detail how the slave MCU receives an RF
message at step 1860 of FIG. 24. The steps are similar to those for receiving
powerline messages given in FIG. 23, except that RF messages are sent all at
once in a single packet. In FIG. 26 the RF transceiver 2015 receives an RF
transmission from antenna 2010 and FM demodulates it to recover the baseband
Manchester symbols. The sync bits at the beginning of the message allow the
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transcel ver
Insteon™ device. In a preferred embodiment, Insteon™ devices comprise a main

circuit board 2110 with an optional daughter board 2120. Typical daughter boards
2120 provide Insteon™ devices with additional capabilities by adding
communications interfaces of various types. Main boards and daughter boards
communicate using a serial RS232 protocol 2130 at TTL logic levels.

An Insteon™ main board connects to the powerline by means of the device
in which it is installed, either by being plugged in or hardwired. The power supply
2140 derives energy from the powerline and conditions it suitably to power the

logic and communications hardware on the main and optional daughter boards.
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t he sl ave MCU recei ves
mMes€age4. The steps are SI mlar to those for recel Vi ng
power|ine messages given in FIG 23, except that RF
nmessages are sent all at once in a single packet. In
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transm ssion from antenna 2010 an

thegnabrard 2110 is builtiatay Immwlﬁ;cmessymblm las.a Switclslyinc™ device,
Whleh ToBks HGFe A R L s \ied TG A I iR dvnetion R two
mpmentaywmtadteswitthas inder érpltiﬁtlcfﬁbntrol paddle detect user input. One
switch makes contact when the user pushes the top of the paddle, and the other
makes contact when the user pushes the bottom of the paddle. Such a device will
typically have one or more light-emitting diodes (LEDs) to indicate the status of the
load under control, or to guide the user through a setup procedure. Many
Insteon™ devices use white LEDs for this purpose, with optional colored filters to
allow users to customize the color displayed by the LEDs. User-control over the
brightness of the LEDs is another feature often incorporated into Insteon™

devices, typically accomplished by duty-cycle modulating an LED’s power.
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Hardware FIG 27 is a block diagram of the hardware
circuitry conprising a typical Insteon(tnm device. In

a prekgs f@@*sﬁgm%ﬂﬁgfeonmmaﬁ%bbra 290/ WRASarE RICY 23¢5 onnected
main circult board 2110 with an optional -daughter

tooalhivreal Se'lyqilﬁlm (UsBptaughtenboard 28200 As SW\ME. the USB board

APRSC B Hars B2l aR SfrorERRR e, Breatime clock

T Q) b4 d@ndaadd.ﬂ@#@hicﬁf-vaeﬁédans@rmﬁue@@tr@emarwm\mAM) 2326.
serial RS232 protocol 2130 at TTL I%%l c |l evels

Th@t&‘ﬁ)ﬁ’(M@U 22 copuneniedlsReavthstreda é/l%ﬁ@ﬂﬁ. Lrsénga§erlal RS232
S HE FEf@ Y hgq\l\'/ﬁAMqé%rbdr{ngcﬁeHjﬁ%al Hdad! M@Ut\ﬁbeén 12C bus
u arawu r e

elng gge In or € power supp
2339 c’raeuwss inteeagy 2826reriablesplnsmrdnﬂ%ceieamésdomdetfacmmth any

it suitabl 0 | ogi ¢ and comuni cati ons
ﬁH}edmw ttthéﬂh%ﬁ fl %EPS& i onal daught er boards. The
m crocontroller unit (MCU 2133 executes all the

firmware programmng pre |oaded into the device at the
ti me 6IGn3thaehaws andnstend "amais boarh241Q mithramiGih2dhS connected

to an RS232 daughter board 2420. As shown, the RS232 board comprises an
RS232 Transceiver 2422 with a level converter 2423, a realtime clock (RTC) 2424,
and additional non-volatile random-access memory (NVRAM) 2426. The RTC and
the NVRAM are connected to the host MCU via an 12C bus 2435. The host MCU
2415 connects via the RS232 serial link 2430 to the RS232 interface 2428, thus
enabling Insteon™ devices to interface with any other equipment that has an
RS232 port.
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the | oad control nodule can sense the current draw and
1nEteow™ ApslidatibAs and Ddvécésanp wil | i1l uni nate.
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switch is off, the |oad control nodule can sense the
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end ul earRibéfacenwitiaall kiteiseofdiomginstean® equipmeifit \da wooununications
he main bpard 2110 is bujlt into. I.n sinple, ases,
biacs ARPlsa ook TP ieTeqh enatisd GaviBmans ges o BRee »
wall switch and is wired into an electrical junction
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have one or nore Ilght-emttln di odes (LEDs) to
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wddalitips.i onal colored filters to allow users to
custom ze the col or displayed by the LEDs.
User-control over the brightness of the LEDs is
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and irrigation controllers; (5) environmental, device status, motion, room

occupancy, or contact sensors; and (6) PC, touchscreen, keypad, handheld, or

keyfob controllers.

Using bridges to other networking standards, Insteon™ devices can
interoperate with other devices communicating using WiFi (IEEE 802.11),
BlueTooth, ZigBee, ZWave, HomePlug, HomeRF, Intellon, Echelon, CEBus, or
other future technology.
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devices into which Insteon(tn) technol ogy can be
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Insteon(tm devices to interface with any other )
aoadiermrmullingit obbdisablerta depisetbyrliscormertisg difsorarthe powerline.
I nsteon(tn) main board 2510 with an MCU 2515 connect ed

to an Internet protocol (IP) daughter board 2520,

whi ch FIG. 38shost £0 INstedn MedEvices27 10 tHarirkisdatcea Wridtiod box in
| ocal - area network r the Internet. The I P board

LAl
Piaee aba Wall SWiteh- dt é@%@mﬂpgmtm@w, whisfhars dumingted from
CUNiA P WHitLETH O Rhn be filtered to be any color. Transparent legends,

printable by a laser printer, can be placed behind the buttons to label them. The

item 2750 serves the same purpose as item 2650 in FIG. 32.

FIG. 34 shows a plugin Insteon™ device 2810 that can be configured as a
dimmer or a relay switch. The appliance being controlled plugs into outlet 2820.
An optional connector 2830 can be configured to provide a USB, RS232, or
Ethernet connection for appropriate internal Insteon™ daughter boards. The item
2850 serves the same purpose as item 2650 in FIG. 32.
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Usage of Insteon™ Messages

One skilled in the art will recognize that Insteon™ Messaging technology
can be used in many different ways in many kinds of devices. To utilize the full set
of possible Insteon™ Message types given in FIG. 13, devices must share a
common set of specific, preassigned number values for the one- and two-byte
commands, two-byte device types/subtypes, one- or two-byte ACK statuses, and
one- or two-byte NAK reasons. Insteon™ devices are individually preassigned a
three-byte Address at the time of manufacture.



upgraded and interfaced renotely can be used in so

many different ways that it is not possible to foresee
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contr II s i nt tlet 282 tion
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£ eﬁéBl%%riﬁém%rHéelﬁﬂdeerhsf PentHars 6Pé'c%hﬁnbﬁ‘g%tﬂ§' This

I nst eo tm daughter boards. The 1tem 2850 serves
framwaneumight eesponditora o&ks ¢frinsilegn“3Merasagesseghby\@ I%C via a USB

838502 1B tEeE vk liba ot it Rl iame, Aluskr i e fovicds menually by

piesginbYutwndd15 is connected to the RF transceiver on
t he RF daughter board. Users can tw st or bend the
articulated antenna to achi eve best performance. FI G

3020, OE s BLRA fitthivars G800 Mat Hould lioWiuserd Ry
dccongpzhehe above @r&@@@ntourﬂeabahlghh@e thd fotlowing) cEirstnthe user
SR B s S5br ST Bendhig T RSO 52 The
s?MR)"rF RBHUR Jv%ul@ncfrlﬁagé'éét%egéﬁé giMgats ddvile tyMiEnd a “Set Button

cl osed, covers ut e ght
Pressed” command. Second, the user would press the top of the switch paddle

2640 to indicate that devices will be joining a group. (Pressing the bottom of the
paddle could indicate that devices are being removed from a group.) Third, the
user would push the Setup button 2850 of lamp module A of FIG. 34. Lamp
Module A broadcasts its device address, device type, and a “Set Button Pressed”
command. The switch module sends a “Join Group” command with a group
number (assume group number 1) using a Direct message to lamp module A.
Lamp module A acknowledges the Direct message and updates its group
membership database to show that it is a member of group 1. The switch module,
when it receives the ACK, updates its own group membership database to show
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interface to the user, simlar to that of FIG 36.
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are indeed members of group 1, execute the command to turn on their loads.
Other recipients of the message are not members of group 1, so they ignore the

message.

At line 3320, the switch module follows up the Group Broadcast command
with a Direct Group-cleanup message to lamp module A, repeating the “Turn On”
command. Again the From Address is 00003E, but this time the To Address is
000054, or lamp module A. The flags, 00, signify Direct, Standard message, 0
Hops left, 0 Max Hops. Command 1, 41, means “Group-cleanup, Turn On,” and

Command 2, the group number, is 01.
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of the paddle. Assumi ng the user taps the top of the
switch paddle in order to turn on the



two | anp nodul es, the Insteon(tm Messages shown in
FIG 39 would be sent. Line 3310 is a G oup Broadcast
wore®sagr7i el ling group 1 to turn on. The From RAOUS®85/019080

O0003E, is the address of uhe switch nodule. The To

Address, 000001 , is the group number. The flags, CF

or 11001 111 in binary, si grﬁiﬁl}m&roup Br oadcast,

St andard nessage, 3 Hops Left, 3 Max Hops. Command 1,

the G oup Command 0 1, neans "Turn On, " and Command 2,

st RaERimeis: 1s 00. The two | anp nodul es receive

this nessage, check their group database, and finding

that they are indeed nmenbers of group 1, execute the
mﬂ%o'i'r?mhwcgm?ﬁ‘ {TGJH:U n%fdr%%ﬁn a(%c};%?ér? |ﬁ8h8fnﬁr5 Blu?efnht¥ of said
he "'nessage are

tdimmmmgm métiullesnsala&ﬁﬁwmmﬂneam t’rtdniulmdmrhpnslogl ows

up the Group Br oadcast command with a Direct

O SRR B Es Aihe AR B eSSBS, iSinatin

QHtadHhés%fbr§§|dtdaﬁnmgmeéﬁéﬁﬁ$od@9000054 or lanp nodul e
| ags, 00, signify Direct, Standard nessage, O

Hops Ieft 0 Max Hops. Command 1, 4 1, neans
Gcagptiro/] f@aﬁg@dmg‘@nﬁ rga]ervmgmjemez at{east gngigemmunications
ﬁ%%ﬁﬁ is 0 1.Line 3330 is the acknow edgenent from
nodul e A The From Address, 000054, is |lanp
nodul e A, and the To Address, OO0O003E, is the switch
nodircaitryTarel §ofbwgare fﬁﬂgener@ﬁmgmmages Endafoy recsingng aind
ACK, Standard nessage, O Hops Left, O Max Hops.
¢erHRRAIING MGS§2¢8%mand 2 are repeats of the same fiel ds
in the Direct nessage, 4 1 and O 1. Line 3340 and line

3354%1cﬂrd? sbﬁ?m@s% s B@’ﬁﬁﬁﬁﬁg afirst RembeKfiélar réféff@d to as the
nodul e B. The fields are the sane except that the

adginates agidirgssrgerigaating the mglgaaddr%s @utm moguiegorigipating the

%%gggé? %Qg el cr.‘E’fﬁﬁspﬁ?'b?'{ﬁ?’F&ggA g%@?ﬁ Eécﬁﬂ?hpgdqrﬁss designating

thermvduleadddressiofias intended scisient msdolg, brthlremnufﬁb’ér field, referred
control and communi cati on devi ces and | nst eon

tor 3% gl%qnegﬁagq]ga%},ége@ignqhﬁgém IR AfPEes$AgR, snumber field,
RAYIBE %988 th %i@&m"\‘é‘tr%hsﬁ\zéé‘?orp@?urhtdﬁégg Qﬁrﬁjg%]ﬁ’%or’ﬁ%xmumtlmes

and others o are | nherent rese
thevieessage cah be refransmittedpe flﬁhdmmh)eltfdald fraferred to as the current
i fi de,.to i cation

di ficat.ions c ah
ERneBTes08 Cans o AsSGeaTag bofsmany SRR B osbe s already been
Mét¥Rpditted, a sixth number field, referred to as the command field, designating

an action, and a seventh number field, referred to as the message validator,

designating a message integrity validation;

circuitry and software for determining if a received message has reached all of
its intended recipients by inspecting said message flags and by comparing said
recipient address to said module address;

circuitry and software for determining if a received message has already been
retransmitted the maximum number of times for that message by comparing said

maximum retransmission count and said current retransmission count; and



departing fromthe teachings of the present invention.
Accordingly, the scope of the present invention is

wonlog/os27ve | imted as necessitated by the acceampasznsg08o

clai ns. d ai n8 What is claiged is: 1. A conmunication

nodul e for use in system i ncl udi ng. a =ol urality_ of
saicircaigiyrand seftwaye fﬁbtﬁlr%’@m'g'é!goﬁ Mssage Withgaid current

f
G PLORt AN B9l B By AR SO e o o
eIched iatiasfiitsintendet eeC|p|en¢sJand haé oot alreddy peendetransmitted the
recei vi ng msssafg{es over at | east one communi cati ons

Fedinaw Urakes eftimasd software for generating nessages
and for receiving and deci phering nessages; each of

sai d yessagrs cBﬁ{muhlééﬂ’& ﬁ1o@'ufe3(t>f A4 e beingtonstructed ﬁnd

referred to as the originator address, designating t
awanged talserst gndfrecdiee masshged Vel th\@tma@smwvefh@% apd/or a radio

fadraey’ R ahidhs™ pRFBbEled B STt SR T onaea

reC|p|ent nodul e, a third nunber field, referred to as

t he n2ssag€hé lcagtmuniestignaiodat: éhﬂawwe:oﬁrﬁprfﬁi}@ammryiand
fourth nunber field, referred to as the nmaxi nu

seftwareamnish; wpor Raeiving 9§Pg}ﬁ§?|dd@eﬁ%9%\f¥lthﬁﬁiq fegipient address
H%g?r{gﬁér @%88@1&&1&8&# %ﬁﬁk%%knevﬁééaq]é?né‘ﬁ’tfmsésage to the

eferred to as the current retranhsm ssi
oodote oritginatinthenmebsagerhp ynteiamasginges ait sacipienhaddress and said
al.ready been retransmtted, a sixth number field,
?’%9'@?“% ¥%s the command field, designating an
action, and a seventh nunber fi eI d, referred to as the

nmessage varhéabaimusieaticAiodk & dIBips 2ehdrairegdid imessages
validation; circuitry and software for determning if

eompees aaﬂur@bws@‘wmai@apbg@hw@emm egehiof sajchsighalepckets is

%ﬁﬁ:'h%rﬁ%é&sal Jh?%@?& Horé Jdaess gﬁng{; 8eﬁgaﬁrﬁrgtﬁymams

onpar i ecl pi en o sa
poldlegine; circuitry and software for determning if a
recei ved nessage has already been retransmtted the

maxi mpm nugber of tines for that : nmpari .

ot o T e CoTapRR Y] Bidklioh TR Sh e RRERmbet of said

élghélaébsdl‘ﬁleﬁssb&ﬂ ﬁQHgtsalcﬂﬁfé%bégéﬁ std’etéﬂﬁméef {ebit H said
transmtting a recel ved msssage W th sai current

messags ftagsiand said mmeesﬁatges@ontg;n engrbitnary data/fi¢ld depedding on

fhe’s %t\éeo 53 g%lthgﬁd sald data field preferably comprises fourteen bytes.

5. The communication module of claim 4 comprising circuitry and
software for waiting after sending or receiving one of said messages for at least an

additional one of said zero crossings to occur before sending another message.

6. The communication module of claim 4 comprising circuitry and
software for retrying to send a message a fixed nhumber of times if an
acknowledgement message is not received from the intended recipient of said
message, and for incrementing, each time said message is retried, said maximum
retransmission count, but not incrementing said maximum retransmission count

past a maximum value allowed for retransmitting messages.



reached all of its intended recipients and has not
al ready been retransmtted the nmaxi mum nunber of

WO 2006965215 The communi cati on nodul e of cl ai m 1pdBUSY0S/019080
constructed and arranged td7send and recei ve nessages
over the mmins powerline and/or a radio frequency, _
i ncl udi.ng arheopemmumnicatiopsneduesd claia 4 wheeejn said/packets begin

TR S B Ap R 0y B S ARG Mgt . preferably,
sqlid pHERSR 3 BRGINVBOH nfidiodeterdPbérote andends 023t wivrogeconds after
sai d nodul e address, sends an acknow edgenent nessage

ts@id gerongyessiagdfisgichalterngtingeurielisage by i nt er changi ng

said recipient address and said originator address. 3.

The ¢ ni j lai ; bR S RIAGrire g

oo RS LA oSl o PGBy anc
vdodtwaire feresdnding and deseiginglsigreat patkets sisingbinaonphase-shift keying
wiith the zero, crgssjng, of an alternating. current on, ...

(@ SAITIRG SigBALAPRIS8) 104hS TN BRUEHINE, 1D 1Or gAgu g phifing the
GlrRise of SAREESrRr Sl alByRertg 6/é nd 'o@i@ﬂhalp%@% téf isi%nal at one

ier
conprising sai % nessages i s d?eterr_n ned by one bit o
saidome-bali dimed thgSfrequency of gaidesssegrsignalnwhiereinrsaid carrier signal

arbjtrary data field ngj 0 he state of said
09{8*96?@)“5%@ ﬁﬁﬂﬂe%%geﬁﬁe%%'b% ably conpri ses
fourteen bytes. 5. The communi cation nodule of claim4
conpr i ng The eoriunicatidnanbdweraf claim 4vwoiniprigingf diuitry for

sendi ng or receivi n% one of sai rressagzﬁngr at | eas

| . St ..
Henging anGFRAeIIAG X0 H§FIAGRS PNEPHIEA g&ommunications

AE6RIc8!, SClpfeIhG Said R Aitsaes FHncHRBIflah AR shift keyed
feignal ¢ ngi regetvedseithin 4 50enceagecants aftdr thenbano ardssingef an
i f. an acknow .oclg}e]ment mess%%g is not. recej.ved fromth

|

ialternating ¢Wre thepains;ng gréed@@d foR Goptipuing to Feceive one of

| 936d RADHhéShgeRafflil 5hilEX FRifbsBR§S *06orhpletéd.r i ed, said
maxi mum retransm ssi on count, but not I ncrenenti ng

sai d maxi mum retransmn ssi on count past a maxi num val ue

al | oweld-f orTheeoramsmicationgnads £ 6im. 1 gpprising serial

gc%mﬂhﬁ?{ibﬁgin@ Lo L{ll‘f')l( thséﬂwgﬁé Fdr%omﬂnﬁapﬁgh&g another
egin berore and end aftefr said zero crossing or sal

aldtworatising acdifferent sighiating pratbeslabhg/or sdthcextaieb tigital equipment,

begi n, 800 m croseconds before and end 1023 .
M’fg?rr 8L $&rigk ePMuRiGatiops dﬁ%&%%% FlheMiBy apdgpftware comprises a

ahie&al 5BHaYS fMM and/or an RS232 link and/or an Ethernet link and/or an
Internet Protocol connection.

11.  The communication module of claim 1 comprising control circuitry for
operating a device associated with said communication module, said associated

device comprising
circuitry for delivering varying amounts of current to a load, and/.or
circuitry for sensing the amount of current drawn by a load, and/or

a plurality of push button switches for initiating a plurality of command

functions, and/or



8. The conmuni cati on nodul e of claim4 conprising

circuitry and software for sendi ng and receiving
wer@eabs2packet s usi ng bi nary phase-shift keyi neCDUSE®05/019080

carrier signal applied to uke mains powerline, and for

gradual ly shifting the phase of said carrier signal by

i nagraphigaladisplapdamadier hal f cycl es of signal at one and

one-half times the frequency of said carrier signal,

wher ei n .sai arr ' I Iy has a frequency
ofaﬂﬁ&.“ﬁg‘ ‘ﬁ??a}ﬁ&'ﬁf%&ﬂ%ﬁ%& %‘ﬁ'ﬂ&pcatl on nodul e of
claim4 conprising circuitry for sending and receiving
X18 gEpseppe detarniiningithg state iofitheXdfvicoarmennti aatlioons
protocol, and for receiving said X10 nessages if

anot her bi nary éH_P(Qase-.shift keyed .signal is E@t d/

r e¥RICO EBSRRNSS FNABDHVAIFE e QAUIRILCIEGUILY apd goltwage, and/or
crossing of an alternating current on the nains

POVPﬁé é BSptuPd dnd %o@éﬁ%ﬁdg?( FGtry nd 86RIWake, aRI/Gf  sai d
X10 ssages until said X10 nessage is conpleted 10
The communi cation nodule of claim 1 conpri Sgl,gg%ieser

coahigasteane wlmteuIl@héeﬂn@egalq%wﬂh;@nantprgfeﬁrt f:%lpred fiiter for

di ff
ST 5 e Slgt TRl e ak 0 B, Gr o e
equi pnment, wherein said serial comuni cations
i nt erface Ameathod for s;mdii@amd\mcmi\dngméssegea cUntaireing aigital
, . Bus |ink d/ R
BORBHRR AmaNd SABMuInGanB Dadlee. s oaBpd Eoffhcising the steps of

11. The conmmuni cation nodule of claim1 conprising

COPFJ mgle%eHIrﬁMuléw.trpméame@g refeead & a8 356 ficdubsladdress;
sal conmmuni cati on nodul e, said aSSOC|ated deV|ce

conprising circuitry for delivering varying anount
c uprcemmg @aghm%ﬁﬁag@nwﬁh arfirgti nurpberfield dﬁf%ré%tqqgs #}?eorlgmator

éﬂmgu 2 ihgthe ?ﬁ(ﬁ%ﬂge Pﬁd?eés(%ﬁ%’ mBBdleri g arfqr &y tnbfessage

onvsw of Tnitiating a
corrmand functions, and/ora graphical display, and/ or a
gr ppoviiding edich phegsaget\hitraatseoohd oueder fiaidj/reierlaedstera§dhe

f d
PEPIAE s Soaia R S oL GuRsh of AT PeneB JeChient

,ﬁgaupéare and/ or image capture and processing
circuitry and software, and/or at |east one white

light-emtting diode with an interchangeabl e col ored
f i pravidingeach message with a third number field, referred to as the message

flags, designating the type of message;

providing each message with a fourth number field, referred to as the maximum
retransmission count, designating the maximum times said message can be

retransmitted; _

providing each message with a fifth number field, referred to as the current
retransmission count, designating how many times said message has already

been retransmitted;

providing each message with a sixth number field, referred to as the command

field, designating an action;



altering the viewed color of said light-emtting

di ode. 12. A nethod for sending and receiving nessages
weonbasn2rng digital information anong conmuni CEBET/IE2005/019080

nodul es, said nethod conpri4g$ing the steps of providing

each nodule with an address, referred to as the nodul e

addnroe/ithng paok intBssggeanith aeesergﬂa nwinberdfield rreferredhiseas the

field, s the or| tor a

STt Rl desiBdiing AdiseledRe RIS gi nat i ng

sai d nmessage; providing each rressage with a second

nugbRFmining .a feebRledatessageshadiredched pillefitsdd@need recipients by
desi gnating the nodul e address of _an intended

ingRAcHng Hai sage flaas PaA Ry coRRPANRgG:Saig deqipient addrgssdo said
rﬁg@qﬂg ddr@és referred to as the nessage fl ags,

KaL] ng the type of nessage; providi ng each
nmessage with a fourth nunber field, referred to as the
madetenminieg ifanscesedonessage hasialseamhabeeny retransmiitedtine

BRI BB A Ifhes ToT 1R mhcasEaP o arapeni G4 anBtpum

rbft8nSHISsRIN chﬁftraﬁﬂssmlé;%uﬁéntcr@%hsnﬁ&fkblﬂﬁéﬁhtngnbow nany
times said nessage has al ready been retransmtted;

provi di ng each nmessage with a_ sixth nunmber field,
r efedransmittiogs rqqee/e@dnﬁﬁmef with gaidieTeaetragsmission count

A4 By BBy bt Aty 5 FERARRP kb do nag KB HdchUBRAN of its

err e nessage dat o
iftesded aétipgnts and hagmot atregdy bgen sétraredmitted the maximum number
determning if a received message has reached all of
af tingsat ended reci pi ents by inspecting said nessage
flags and by conparing said recipient address to said

modul %yad% BSHmuRERIIH r‘ﬁbBGIe'fBr fsé ﬁ?ﬁ's‘{/%nﬁfﬁ‘ﬁ:&ﬂﬂﬁ? Eé}ﬂgrality of

al rea been retransmtted the maxi num nunber of
slaitt communieatisngmotylesosgiddomymeeicatiomriadute comprising
ret ransm ssi on count and sai d current retransni ssi on

a

cob Rl R SR 880 e Dind P GRBPE SvB FRARSIN poaihe
[ f said recei ved nessage has not r eached all of its
i ntieculieg andaoftivane foragehenatingntesabgesadyd bereneceiving and
retransmtted the maxi num nunber of tines.
deciphering messages;

each of said messages comprising a plurality of signal packets, wherein each
of said signal packets is synchronized with the zero crossing of an alternating
current on the mains powerline, and the number of said zero crossing periods for

sending said messages is fixed for a given length message;

circuitry and software for retransmitting a received one of said messages
beginning at an integer multiple of said fixed number of said zero crossing
periods, referred to as a message time slot; and

circuitry and software for sending retransmitted messages at the same time as

other of said communication modules are sending identical messages.



13. A communication nodule for use in a system
including a plurality of said comunication nodul es,
WG a00d/oe2msruni cati on nodul e conpri sing circui t rycTt/u82005/019080
sending and receiving messages over the mains
powerline; circuitry and software for generating
messéddes ate canmuaiestionrigodule of simh PW@pﬁﬁlﬁgages
each of said nmessages conprising a plurality of signal

Do B REH RSO, FPRRREHRSbS o o

frequemdy; on the mai ns powerli ne, and t he nurrber of said
zero crossing periods for sendlng said nessages i's
fixed for |ven Ien th, nessg\? .Gircuit

sofFeHiingangys 50 Feksifive Fessatss aspaid radio
ﬁéﬁgﬁﬁgﬁﬁhrﬂ 'dighé‘heﬁf‘zéralcﬁrg@ém@‘é\‘ tHePmairf p&aédine following

said zero crossing periods, referred
tezn:e@troa qrﬂwagesalmmef glessagesdiadhe coains powedingsMheieia said

di d
BEseRonT e 4 RRDmeE PR RRRe aRin) Ee g TreBSages
sERNEiC@celResag @se Athins pewenimalah¢at i on nodul e of
claim 14 conprising an RF transceiver device for

sendi ng and recei ving nessages on a radi o frequen
ci PEGHITY pnd RoTtvEre fRirsendiig g@ﬁd‘ﬂ‘?@sa&?& vraeée'ﬂ\rgﬁty fréduency at

@gswé gs pitiet d?%?loo%&ﬁﬁﬂr‘ﬁ?éé%nbﬁ%m@é afe I’S‘fer&%ﬁﬁ&dentlcal

ero-crossing o e mains powerline
nmseagesamacsard radie fiexgieany.of nmessages via the mains
pomerline wherei n sai d nessages sent and received via

id f th t
FeceiFod vine SattmiENcaEoBanafyE REEn RS TR Piariie GRins
o%m;smrg?cn‘rar.t aRdisoBtwaré SorRfRaR® amcﬁsémﬂg i Messages only
frerttqluency at the sane tine as other of said

nuabies of feidunessagedtinge sints glansing attel a peeMeifemessage is
s\é]nf1 bi 2l dqrfﬁéetﬂ}gi é(%ﬂﬁ%‘ﬂ?ééﬂpﬂl%n%a@% i§ gag%ﬁﬁb%grﬁt#rﬂﬁemgfgn%d to as
aarm@k/vmésmeetrrﬁe slod ldle!;ayn #atng one glusesald myaxiewnmrestsagesission

only after then er .of sai a time slots
E;sar\ﬁigl fihe dptended egipiget Sg%&saﬂﬁ PERMIOYy Megsage can send an
RSt GRERNY %%'tﬁé‘ oﬁgﬁlr'élt@r df%aﬁﬂH?vrdL% r%e@é'é@@ 'said new
err toasanwmessag time slot delay,
mmq@emme sldd delayi isuncreased by onegilosn samlunaxrnamzl reiransmrssron
thetintended reci pi ent nodul e of said previous nessage
C4R%send an
16. A plurality of communication modules, each communication module
comprising circuitry for sending and receiving messages over the mains powerline
and also over a radio frequency, with at least one of said communications modules
connected to a different phase of the mains powerline, such that messages
propagating on one phase of the mains powerline are propagated on another

phase of the mains powerline after being relayed using said radio frequency.

17. A communication module for use in a system including a plurality of
said communication modules, said communication module comprising

circuitry for storing a number, referred to as the module address, designating

an address for said communication module;



acknow edgenent nessage to the originator of said
previ ous nessage, said new nessage tine slot delay is

wo niseered] by one plus said maxi mum retransm SBECDOS2005/019080
count. 16. A plurality of &bmruni cati on nodul es, each
conmuni cation nodul e conprising circuitry for sending .
an%!“?-@&é?%%?@dﬁ’@s%@é? RG Messages R¥enHaiieast onre geramunications
ﬁbgguﬁyer a radio frequency, with at | east one of said
comuni cati ons nodul es connected to a different phase
of the mains powerline, such that nessages propagating
orcisniinpaad sotware torgeinesatingweessagesaard forspegjsingcanth

e of .the mains powerline after being

‘?%‘??é@%@ﬂ\%ﬁga%%ﬁ'd radi o frequency. 17. A
conmuni cation nodule for use in a systemincluding a
pl ¢ircaiithy Sn@Eoftwark formaintaitihg @rd4tabase sontadinly group membership

conmunj cati on nodul e conprising circuitry for storin
FEI0GHAteNs bedveen aPrewp aynbes apdAuPkraliy pksaid module addresses of

SARet S&ﬁHd??czﬂfbnarﬂgﬂﬁ@é' for said communicati on nodul e;
circuitry for sending and receiving nessages over at

| east one comruni cations nedium circuitry and

s ofitowitreand sofjwaee for isagdimgss ogssage tefemedrte @si av groy pairdadcast

i.bherin sages; circuitr nd software for

rﬁé%%efgﬁ {?I ?1§'$®¥P§88E‘é"%ﬁ%éﬂ%%ﬁaug%aﬂd nmenber shi p

associ ations between a group nunber and a plurality of

s adirtultnoand sefialarsioe folliwing BaH FrOUPWRbS@EHs? ndBadyb &Hith a
circuitry and software for sending a nessage referred
Rlgrality of rgessaoas ielrreedto a%a giQen fcgloww mea$agss toreach one of

5156 oF RBniRSHL S A8 u@isrcuitry and software for

ol 'ow ng sard group broadcast nessage with a

plurality of messages referred to as a group foll owp
nmessages to each one of said plurality of

conmruni cat i on nodul es.



