1 Method and system protecting against identity theft or replication abuse
TECHNI CAL FIELD 5 The present invention relates to a nethod and system for
conput er -i npl enent ed access aut horisation for authorising user-access to a
target conponent of a conputer system In particular, the invention rel ates
to such a nethod and systemthat prevents - or at |east reduces the risk of
- identity theft and/or identity theft through replication. 10 BACKGROUND
In the context of nulti-user conputers, authentication procedures are

wi dely used to give a user access to the prograns and systemresources to
whi ch the user has been granted access. In the context of the present
description, 15the termtarget conponent of a conputer systemis intended

to refer to anwﬁhbhtah@iyﬂeﬁ%m&fnﬁdﬁiﬁm identify HeftGefephicatiéa nay be
granted based on an authentication schene. Exanples of such target

conponent s i nclaysea conputer or group of conputers, a conputer network, a
communi cati ons network, one or nore conputer prograns executed on a data
processing 20 system functionality of one or nore conputer prograns,
conput er resourlEEHNIGAHFIESDdri vers, nenory, conputer peripherals, data

stored i N 2 M ARG Yro S HiveRfordFelibd ffla Metiiod AP Wském 16F Comdiigdl ti onal means

of giving access a user ntification and a password. Wth the
arrival of w dimplegwntesk aaseRs adiharisatonl for authertisingrisén-ageessfo atarget er

programs and sy Rk R Lcofia GAle i WaRfuBe! ik InRARGH el ly Litth
personal i zed acCeSs Using a user rdentification and password. €én
comuni cat i ng aveethad asd wygstem thhepnerette d- arat kessp redusek thef riskhaf -ddentityi cat i on

Cdent i tier. 1 ntRSARorBERE rERTREn BTy ams o acquire a users
identity i1M0 the formof user 30identification and password have expl oded in
usage resulti ngAbrkéﬁ(S{JﬁDbei ng defrauded daily.
In the context of multi-user computers, authentication procedures are widely
used to give a user access to the programs and system resources to which
the user has been granted access. In the context of the present description,
15  the term target component of a computer system is intended to refer to any
entity of a computer system to which user-access may be granted based on
an authentication scheme. Examples of such target components include a
computer or group of computers, a computer network, a communications
network, one or more computer programs executed on a data processing
20 system, functionality of one or more computer programs, computer
resources, such as drivers, memory, computer peripherals, data stored in a
memory, services provided by a computer, etc. Traditional means of giving
access make use of a user identification and a password. With the arrival of
wide area networks and the internet, millions of computer programs and
25 systems are now security-wise solely based on giving personalized access
using a user identification and password. When communicating over a
network, the method to keep track of the communication between the first
and second computer device is done using a session identifier. In recent
years, methods and programs to acquire a user’s identity in the form of user
30 identification and password have exploded in usage resulting in users being

defrauded daily.



2 Sophi sticated nethods of stealing a user's identification and password
i nvol ve so-call ed phishing, where a 3rd party gains access to a user's ID
and password by crim nal neans. These nethods may even involve nore

5sophi sticated attacks such as man-in-the-m ddl e attacks, where a
fraudul ent 3rd party intercepts the comuni cati on between the user and a
net wor k, conputer system or program when the user logs into said network,
conput er systemor program Once intercepted, the fraudulent 3rd party

ei ther establishes a parallel process and, og into the sane network,
conputer 10 systemor programas the user “or sinply acts as a m ddl e- man
and passes the user actions on to the said network, conputer system or
network for identity theft purposes. One nethod for securing users against

such attacks is to ensure that a 15 second neans _of authentication is
depl oyed. Such Sopbistigated apethedsotsted)ings usarsddendifigation andpasswosdt or of

aut henti cation, mﬁe | %ﬁéﬁ hWHese af el %rgst I Rﬂy\are
devi ce call ed al.nY[(l) e%]d {:??Fae’td 1 e"?]‘i’er V\%§|3(§& Egﬁf?w&;&ﬁb | r’rﬂlézl?&er%el?flg ere.
The nethod al spassworday erisinakmeans Toese mathadsvaakaveroRuplvesi¥e uses the
met hod of aspr%bgﬁiéﬁ'&‘?e&’?ﬁéﬁ&%%ch *é@tmén?in‘!tﬂlelrﬂidgféfé%{a.cﬁs,%{ére% uduldke °f
unti|l used. These concepls have proven Ineffective I n preventing both
phi shi ng and i Brgparty ntereeptsdime commiveicatioll betweeendibé ssersancha natwark,never

knows, whet her fraudul.ent 3r t n__or.esend: |.nt er ed the

session. 25 A Wptj%ﬁgyﬁt?%?f pd'gg%%f Wﬁ?@ﬁe ?%e(?lg%ééﬁ&)o%%ﬁgm&édggg%ﬁgéerd

approach, nost systéml or FegramiOnue inteecapitats lttye frswdliSit@rd pbty sillger Syst em ( SMV5

or Text Messaging),systens |n . cellular phone.networks to send asscode

typically to aeﬁéépsﬁ'iescaepqrahﬂcpﬁ%cegﬁ1anpr{8%wt%mee§a\rﬁ{ P%@WW&%‘%‘?’& ion, the

:Jsber \évi Il fEcesgstémaiprograntss therusehat sinipnactpas s midelesyahamdipsséhie user's
an the user actions on to the said network, computer system or network for

identity theft purposes.

One method for securing users against such attacks is to ensure that a

15  second means of authentication is deployed. Such second means are also
referred to as a second factor of authentication. The first generations of these
solutions used a hardware device called a token that the user would carry
with him/her everywhere. The method also seen as soft-tokens or sms-
delivered token codes uses the method of a pre-issued passcode that is valid

20 for a period of time or until used. These concepts have proven ineffective in
preventing both phishing and in particular man-in-the-middle attacks as the
user never knows, whether a fraudulent 3rd party has been present and

intercepted the session.

25 A new generation of solutions is based on a message-based approach, most
widely seen using the widely used Short Message System (SMS or Text
Messaging) systems in cellular phone networks to send a passcode typically
to a user’s cell phone or, in an alternative implementation, the user will
access a central server that then opens the system for the user’s ID and

30 password login process to be authorized. It is a problem of some current
approaches that they use a separated login process where the SMS code is



30password | ogin process to be authorized. It is a problemof sone current
approaches that they use a separated | ogin process where the SM5 code is 3
entered at the sanme tinme as the user I D and password, thus enabling

phi shing and simlar nethods for conprom sing credentials. The current

I npl ement ati ons of these solutions also use pre-issued passcodes that are
valid for a period of time or until used further, thus exposing themto
man-in- 5the-mddle attacks. US 2007/0136573 di scl oses a system and net hod
for authentication using at |east one multiple nmulti-factor authentication.
This prior art nethod relies on the preseéce and use of a trusted conputer,
and this prior art docunent does 10not disclose any nmethod for establishing

such a trusted S hat_ t | d shi the trusted
conputer is pr oet%gécpgéé?g‘éaaélé%@? L@%r?—%ﬁ%#%’?#ﬁ%@e{)%s@@(gﬁu% érﬁ%tﬂnﬁg remai ns a
probl em t o pr ophishinghandesisddr smethodstfgr aoyaprosiisimporedantidie Theldurerstt t acks

w t hout the need for trusted conputer. 15 SUVMVARY vercaq sone of the
dr awbacks of | poBERFalonl B s SETERS pisP TS B g PERGaees Poatlnt i 1y
replication |i kealiyfor aaperiodiofgmenst yntiugedgrthen it exposing dfierh e maei-inod and
system di scLosed herein %&nbi ne a real -tinme, session specific two-factor

aut hent i cat? on Wrsidse @8AtShed with personal know edge 200f the user by
i ncludi ng contextual information gathered during the login process in a

nmessage sent to the user. \Wen a user accesses .a rget conponent of a

Commater  syst enig FORIaTH657S Rpise st aonSaiaed 1r Sunendpatandsing o

provide a user Iéb%%n@ﬁ@lt@l@#@ﬂ%bfbr%ﬁiﬁén’ti@ﬁioﬁ@ﬂ'ﬁi@tpri@f'aﬁ nidtAGAPElids opi N Or
0

ot her secret. Enbodi ments of the ne o
the presence and use of a trusted computer, and this prior art document does

10 not disclose any method for establishing such a trusted computer such that
the process for establishing the trusted computer is protected against man-in-
the-middie attacks. It thus remains a problem to provide increased security
against man-in-the middle attacks without the need for a trusted computer.

15 SUMMARY
To overcome some of the drawbacks of prior art solutions in stopping identity
theft or identity replication like via phishing and pharming, embodiments of
the method and system disclosed herein combine a real-time, session
specific two-factor authentication method combined with personal knowledge
20 of the user by including contextual information gathered during the login

process in a message sent to the user.

When a user accesses a target component of a computer system from a first
user system, the user is first asked to provide a user name and a password

25 in the format of a password, pin or other secret. Embodiments of the method
described herein validate the credentials and collect session specific
contextual information and create a passcode that is only valid in association
with the specific login session ID such as but not limited to a session cookie
ID. The real-time passcode and the contextual information are sent via a

30 communication network to a second user system. The contextual information
enables the user to determine whether a man-in-the-middle attack is under



descri bed herein validate the credentials and coll ect session specific
contextual information and create a passcode that is only valid in
association with the specific login session ID such as but not limted to a
session cookie ID. The real-tinme passcode and the contextual information
are sent via a 30 conmuni cation network to a second user system The
contextual information enables the user to determ ne whether a
man-in-the-mddle attack is under 4 way and if so, by not entering the
session specific passcode the phishing and pharmng attack is prevented. If
the contextual information |ooks right, the user proceeds with the passcode
and if validated against the session ID, the user is granted access. 5 In
one enbodi ment way arekihsal bymuit entening dhé gessiarosgreificrpasspddentbetphishingsamin f or
aut henti cati ng user attenpting.,t cess,a.tar nt .of ., a conputer
system from a P%?EP'”H?@?CE%rgﬁ%tgaﬁ@gl%Qﬁuagf{g(g@aﬁ@ﬁ?@oq%f”ﬁéh?i rst user
system are connget prioteedsowith ther sdsscoderand if ablidated agdinstrthe saseior (D, the

enbodi ments of the net Qo& c%)%r%ri se: - receiving user authentication

i nformation ent/8fE IRNBRECESS via a first user-interface of the first

user systeng - obtaining via the first comruni cati ons network at | east one
item of contextual information chosen from.i ngor mation indicative of a

property of thdn ang embpdiment, apethos) iglemetes By @cosrPuerampl¢raented

communi cat i ons sPREMTEKa@AENTEaBRS Biuder bEMplind ® dccesy 8target Gimpdient Ser
aut hentication 1 nformation, an respon5| ve to successful verification of

the user aut heRCPERUIESSYRIRMbIrARA Wit usESYPieR i difciassgeEmberinanis of the
conput er - i npl efiRpL&st Juieheald &itinefabRy Bl édnRulREAGHS mitwBABHG! cat i ons

network to a second user system the nessage conprising at |east one item
of contextithl embodimeantseaf tbe neihed eamMpri$er nati on from the col | ected

contextual info ' an. L3 R%ang 1.gn | P
address or a Io{:a fvj)%s}ﬁ%h%%@g gﬁqgg@%@f)ggk os))i @?é%?ﬁggﬁ? fgr’r)
coordi nat es, alidarvmntedfacdef thedistdisessystepstemto present at | east one item

of 25context ual ol (i Th b N EbrAmtAREHAHS RARGH tiesiBnb'ildh frsscode to the

e contextual information chosen from information indicative of a property of the
15  first user system or a property of the first communications network and a
session identifier;
- verifying the user authentication information, and responsive to successful
verification of the user authentication information, sending a message from
the computer-implemented authentication system via a second
20 communications network to a second user system, the message comprising
at least one item of contextual information or derived information from the
collected contextual information such as an approximate location based on
an IP address or a location name based on GPS (Global Positioning System)
coordinates, allowing the second user system to present at ieast one item of
25 contextual information and a session-specific one-time passcode to the user
via a second user interface so as to allow the user to verify the at least one
item of contextual information;
- receiving via the first user system and the first communications network a
session-specific passcode entered by the user into the first user system;
30 - verifying the passcode; and responsive to a successful verification of the
passcode, granting to the first user system access to the target component.



via a second user interface so as to allow the user to verify the at | east
one itemof contextual information; - receiving via the first user system
and the first conmuni cati ons network a session-specific passcode entered by
the user into the first user system 30- verifying the passcode; and
responsi ve to a successful verification of the passcode, granting to the
first user systemaccess to the target conponent. 5 In sone enbodi nents,
the second and first user interfaces may be the sane user interface. Wen
t he second user interface is different frgmthe first user interface, e.g.
different wi ndows presented to the user (é&.g. by the sanme or 5different
software prograns), different physical interfaces such as different

di spl ays, different nmessage gateway such as an instant nmessage systemetc.
the security of the systemis further inproved. The first user system may
be a conputer dJUiEAMELMBQHIBRAISpthedesaREANd first gs¢rdpiesiBres mayherihe spme

conputer or an)ﬁs@Fiﬁ?érfé&ép%%ﬁitﬁ‘?sé’@dﬂd%e?ﬂﬂ&?é‘équ'dﬁferr&ﬁro?ﬁ[ﬁ%}% rons
network, e.g. a personal digital assistant, conmunicator, telephone,

net wor k t er m nanterfage e.grigifferentorindems presgatedito tg uses (e.8y by the sasheodevi ce
adapted to £ecey RS ' C QifaHuN: L r cond
user systen’? mﬁ?ﬁ(:éﬁevm I f(@gﬁ%ﬁéggarﬁse)f g'rred P@%@Mgﬁéﬁoﬁghécﬁéﬂgvi ce,
may be a commuudispiaysotifier¢ot messafid gateway stichvas ahinstantsnessage systetrem e.g. a

cel lul ar phoneetca tﬁgggé%m?l&;@%@gﬁgﬁgﬂ%&ﬁmﬁﬁdgqui pment carried by the

user. AlternatiVeél ser systens nmay be enbodi ed 20
as the sane device adapted to i nplenent two separate user interfaces, e.g.

"nterace for SNEORtigeL el niatm £ syt b ped S R Bond
user - i nt erféaceportalge or hanghwid torhputeaoeany other progessihg degisagonteduitigr am or
other program {ooar cén%?n%in}/ciaﬂgns? ne %'rks I%l.ga.yai Sgsgﬁaﬁ Sd?gqt%féssistant,
communicator, telephone, network terminal, etc. The second user system
may be any suitable device adapted to receive messages via a
communications network.
15
The second user system, which will also be referred to as the second factor
device, may be a communications device different from the first user system,
e.g. a cellular phone, a pager, or other communications equipment carried by
the user. Alternatively, the first and second user systems may be embodied
20 as the same device adapted to implement two separate user interfaces, e.g.
a first user interface in the form of a login program providing a user interface
for entering user authentication information, and a second user-interface, e.g.
a user interface of an instant messaging program or other program for
receiving and displaying messages.
25
Accordingly, the first and second communications networks may be different
networks, the same network, or they may partly use the same and partly
different networks. Generally, the second communications network may be a
network suitable for communicating real-time messages, e.g. a short text
30 message system, an instant messaging system, or the like; therefore, the
second communications network will also be referred to as message



25 Accordingly, the first and second conmuni cati ons networks may be
different networks, the sane network, or they may partly use the sanme and
partly different networks. Generally, the second conmuni cati ons network may
be a network suitable for comunicating real-tine nessages, e.g. a short
text 30nmessage system an instant nessaging system or the like; therefore,
t he second communi cations network will also be referred to as nessage 6
network. The first communications network nmay be any suitable type of
conmmuni cations network, e.g. a conputer ngtwork such as | ocal area network
(LAN), a wireless |ocal area network (W.AN), a wi de area network (WAN), an
i nternet, a telecommunications network such as a cellular 5 comrunications
net work, e.g. Mkoﬁhaﬁ%mmMiQatiﬁmmwﬂmayHSmmSUMNAXymamdard or

any other suitable n rk. The t .C one-tine
passcode" is i ??Eﬁ%‘é’ﬁéﬁv@ %QFQ’VW{( 53”%8{5@@%@%%%2@&@@%@%{3 §%n real-tine
during the | oglnet\mks{LA)N) \a wineléSs\ocalhared neBlvanMd;Aat)eaimde areanewerkssi on
for vvhlchtheg oelts SFSSI% seC|f|c I—ﬁm{gsthe models not
pr e- gener at ed hab jtermef. 2 telgce cayiops g 'd‘f'ﬂ?% fhg 1 ogin
session i fs 5 n: icomintthicatibas néﬁfﬁ:i??dﬁglb baseemanms‘mmRSCEDGEeumgsoci ﬁt ed to
one specific iopn;, prefera e passcode i.s unlque or that
session. Furth r@%’?’w ar ?@y%tthﬁh\‘é“'%% %W .e. 15only valid
for a single |ogin.

The term “real-time session-specific one-time passcode” is intended to refer

to a passcode that is generated in real-time during the login session with

10  which it is associated, i.e. the session for which the passcode is session-

specific. Hence, the passcode is not pre-generated or otherwise in existence

before the corresponding login session is initiated. The passcode is session-

specific, i.e. associated to one specific login session; preferably the passcode

is unique for that session. Furthermore, the passcode is a one-time code, i.e.

15  only valid for a single login.

Embodiments of the method and system described herein may be
implemented by a computer system, computer program and message
gateway for authenticating a user when said user accesses a computer

20 system, bomputer program or network. Embodiments of the method and
system described herein may use a session-specific message-based
authentication process using at least two different factors/means of
authentication: A first factor is known to the user, e.g. in the form of a user
identification and a password, and a second factor is held by or accessible to

25 the user e.g. in the form of a networked message-receiving device such as a
conventional cell phone, pager, etc., or a computer program executed on a
computer such as an instant messaging program.

Embodiments of the method and system described herein send a passcode
30 message to the networked message-receiving device, e.g. by means of a
real-time message-based method, where the message contains the



Enbodi ments of the method and system descri bed herein may be inpl enented by
a conputer system conputer program and nessage gateway for authenticating
a user when said user accesses a conmputer 20 system conputer program or

net wor k. Enbodi nents of the method and system descri bed herein may use a
sessi on-speci fic nessage-based aut hentication process using at |east two
different factors/means of authentication: A first factor is knowmn to the
user, e.g. in the formof a user identification and a password, and a
second factor is held by or accessible to,25 the user e.g. in the formof a
net wor ked nmessage-receiving device such as a conventional cell phone,

pager, etc., or a conputer program executed on a conmputer such as an

i nstant nessagigeaeRte@FedPtime sé%@féﬂﬂbﬁ&mb%n@ﬁm*ié‘?ai&bb@éné%@n@(ﬁia?m

descri bed herein send a passcode 30 nessage to the networked
nessage-r ecei vi 'WQ"H@WR’b@th%reS duppg ﬁ%ﬁg"tﬁroﬁesrséﬂ?m €iddhefisss age- based

net hod, where tQgHRISRDAS ‘P\‘éﬂk&k%@dfd?%e dordSineF &té’tﬁef Gélicd L€B as first

sessi on- speC| fic one-tinme assSCco contextual I nfornation gat her ed
during the | og.ulsebmé@asme eentextyal infesmationsmay beranyi ssitablerisforraatian thatnd/ or

i or mat | ore g DS ALt FABl e & ol ARmPAYRE RURPR KO RAEEIAE, oy

I nformati on nay be any suita lows a user to
that a | ogi n athampe usaes Ruppassectt anmeattempt mey insiinate that Aaridertity thefirors own,

as such an att egg W}g}gl,id?ﬂh%g&ﬁt .E']Rélg%ﬁgé&ﬂ&# EridEs bt QbR el

replication event es of suilt T ex
information i na’if@fﬂ@t@nomima alcom;betarudermﬂerwf aacaopyiet esediaed fiest ugef i r st

t f f t i I
101 nf of et on_ G 6 PeritrlfrsRe R oRicHsSy A e oPRMmARTERRRAT ch the O
| ogin attetbt mforgiatiahebout & lezatoabf thedirsthsersysterndrans sdich, thehagimer t he
Co be a 11 auduriREPenaiptyPuRRER hentdrinisgrss, ubether iacomputer |1 CY
man-i n-t he-m ddémratlrbgitﬂe lodjinrpr@e@sgpémeddeeswﬁ@fﬁpmér ordixely toibead | on

i nfornmation gajhe uring 15 the I n process frome, g, the conputer or
devi ce or ne'? gir‘éiﬁf" QOWHHteFBGﬂW"HE 3 59:5allgd man- %@Pdﬁ'ﬂﬁﬁ (rarpregl onal

location, e.g. atmepopémﬁplenher&hte&w Rieptificlioh werrRatiodl giiRéreB @Rk ONi NQ
coordi nates froma cell hone or a unique data itemdeternm ned fronta

conbi nati dr t hiBedo@n pfﬁceﬁﬁérof’h?ﬂr mcommgreqﬁ%evmq ingiworkrised Siriagi on
system s | angugggodih ?’nayaﬂclT&@ aﬁ'arpﬁFoMﬁ% re l’foﬁélflaéélldﬁa& r?l B&&&tHSn @n

wi ndow based or any ot her suitable mterfa@e of program execut ed on
the first userm@@qtmtgpol@ddaewr\g@bal positioning coordinates from a cell phone

or a unique data item determined from a combination the two, or the Internet
browser’s version, the operation system’s language etc.

20
The first user interface may include a window-based or any other suitable
interface of a login program executed on the first user system or on a server
computer of the authentication system adapted to present the first user
interface on the first user system. The second user-interface may also be a

25 window-based or another suitable interface of a program executed on the
second user system or on a server computer, or a display of a networked
message receiving device. When a user logs into a system using an
embodiment of the method or system disclosed herein, the user first enters
his/her user credentials such as a user name and password into the first

30 user-interface, e.g. a login window provided on the first user system. Once
the credentials are validated, the authentication system may send a message



conputer of the authentication system adapted to present the first user
interface on the first user system The second user-interface may al so be a
25 wi ndow based or another suitable interface of a program executed on the
second user systemor on a server conputer, or a display of a networked
nmessage receiving device. Wien a user logs into a system using an

enbodi nent of the nethod or systemdisclosed herein, the user first enters
hi s/ her user credentials such as a user nane and password into the first
30user-interface, e.g. a |login wi ndow progi ded on the first user system
Once the credentials are validated, the authentication systemmy send a
nessage 8 containing the contextual information and a real-tine

sessi on- speci f icontairng the qdesdoal énfoomation aneca nebl-tiser sesgionespecficpnet 0 a

second factor device assigned to the user. At the_s i he | ogin

i ndow of the HFresscase FPE seded FrelRiRert o 4 R agebat OISty wher o
]Ehe realj-ti me sesigigedlfo theuzer.iAtitse eaﬁnettihmetmbgmogmdegmtrraf;&he%aeﬁon?
actor device can_be entered. Once this is entered_ an i dated the | ogin
enti Ly |5 or anihr e SEI0eS 2 Fa SpaR L oW ATHSCR iR RR ITRSS8EMN. syst om
i.e. the figst spadific S6tifR payodd Sehttd Biel sitohd facterdevideldin benémterarf.i on
gat hered duri ng*“tghe login process or 10 other information that is only

known to the oWiee s i srtefad anchvalidategdhe Iegin gRIHY IS9@NiGAAGEEESt he entity
attenpting to fraudulently steal the identity. For exanple, the contextual

I nformation nar be displayed in the second | ogin screen used to enter the
real -ti me sessioan aiirpativeershadiment the logibeusteranie. e firshusersysteny may
nmessage- based ' b | ihdinkrhdadstarl S @

di fferent comgﬁg%dtﬁaa%ﬁ?s%égtc%j P@éﬁﬁéggf’%ﬁeﬂﬁai‘ ﬁ’géag{ésl{)%'rr}lﬁ%?égﬁrmul d be
the case 19 a aWer informasionithatlisoalytknewn tothe ewaenafithe Il and papswerdn has

i ntercepted th i ' ' 32l rs

per sonal inforgrrl;gtb ?gﬂr'lé]? %‘?@gﬁf‘?%ﬁ“}t%‘ﬁ%ﬁ‘%ﬁ?&gdf’%ﬁ‘ﬁ‘ﬁgﬁ%@%A&éﬁggfs‘\%d when
t he said user éxamplientheedntextushirdormaionanayiosdisplayed dotherseched tngimt t he

Soend foctol SRMbEEa ey Bhe PRIE e LA BB APl R s
passcodes to tdwerassaparate awbssage-ba¥ée netwoek, esurisg treat theeuddricanddartifies t he
login syst1%m V‘l"f Itt ri1s ah idﬁf/epeer{t chn%gFer}ttri\aatl iés écttugﬁy %Sﬁu‘?ﬁqnt'o‘lﬁé gy&"errﬁc,i ev\f\{ich
would be the case in a man-in-the-middie attack, where a third party person
has intercepted the login process and is attempting to copy the said users
personal information typically in the form of a login ID and password when
the said user is prompted to enter the credentials.
20
In the event the second factor device is not connected to a message network,
an embodiment of the method and system described herein may send a set
of pre-issued passcodes to the user in advance. When the user subsequently
accesses the login system with his/her credentials, the second login window
25 would show the gathered contextual information and a request to the user to
enter a combination of one or more pre-issued passcodes that, when entered
in the proper combination creates a session specific code that, once
validated, grants the user access.

30 The present invention relates to different aspects including the method
described above and in the following, and corresponding systems, devices,



25 woul d show t he gathered contextual information and a request to the user
to enter a conbination of one or nore pre-issued passcodes that, when
entered in the proper conbination creates a session specific code that,
once validated, grants the user access. 9 and/or product neans, each

yi el ding one or nore of the benefits and advantages described in connection
with the first nentioned aspect, and each having one or nore enbodi nents
correspondi ng to the enbodi nents described in connection with the first
menti oned aspect and/or disclosed in 5 thg appended cl ains. BRI EF
DESCRI PTI ON OF THE DRAW NGS Exenpl ary enbodi nents of the present invention
are described herein with reference to the drawings, in which: 10 FIG 1
is a block di agarnamg\f)douaétr Aldang, %cEXﬁanatrgr YnENBOHATBNGf e tHeRefitdvandi on.
DETAI LED DESCRI PTI 15FIG 1 is a block diagramjllustrating an enbodi nent
of the method Advaripges segriraddbgomction. with they firstcmertiongd gspectgapdct s an

archi tect ure digagh 3 RERIAY bf thate EABUiIRENtS TBIMREBEHANRY 46 e BHIdBMdEL | ON

system (4) for providing an iIntended authorised user (1) access to a target
conmponent ( 14) dgscribegopprpnaeciians withthgifird rpertinngdi aspeskerdfor Bisclosadtimor i zed
users. The 20 X 95leriRARMGEt (14) may be a conputer program a conputer
or other data processing system a conputer network, or any other

conput er-accessi ble entity requiring authentication. The

conput er - i npl emﬁp%mw@ﬁqﬁ%?gﬂm@sem (6) may be a suitably

programmed data processing system such as a server |ogin screen program a
net wor k access Exemgplarnzembodimeantoof thempirésant inveatiorcargtascebedhersin with| e

interfaces to Feférjebéété){hievcﬁg\%in%g iﬂ%niér?' comuni cati ons network (11), to one
a systens ™’ )

or nore authentication
10
FIG. 1 is a block diagram illustrating an exemplary embodiment of the
invention.
DETAILED DESCRIPTION

15  FIG. 1 is a block diagram illustrating an embodiment of the method and
system disclosed herein. In particular, fig. 1 depicts an architecture diagram
employing a computer-implemented user-authentication system (4) for
providing an intended authorised user (1) access to a target component (14)
of a computer system while preventing access by unauthorized users. The

20 target component (14) may be a computer program, a computer or other data
processing system, a computer network, or any other computer-accessible
entity requiring authentication. The computer-implemented user-
authentication system (6) may be a suitably programmed data processing
system such as a server login screen program, a network access login

25 program or similar, that comprises of suitable interfaces to a first private or
public communications network (11), to one or more authentication systems
(6) such as application login or network login systems such as a web site
login system like Outlook Web Access or a windows login system such as the
Windows Gina interface but with an added two-factor authentication system

30 Dbased on a real-time session-specific SMS One-Time-Passcode system (4)
connected to a message based system such as a SMS message based



(6) such as application login or network |login systens such as a web site
| ogin systemli ke Qutl ook Wb Access or a windows | ogin systemsuch as the
W ndows G na interface but with an added two-factor authentication system
30 based on a real-tine session-specific SM5 One-Ti me- Passcode system (4)
connected to a nessage based system such as a SM5 nessage based 10 gateway
that is connected either via a conputer serial interface or via a network
to a hosted gateway and where the gateway is connected to a cell phone or
simlar network network and is able to s a message via said cell phone
networks SMS service or a simlar nessage network to a user device 5 (10)
or an instant nessage system based gateway that can transmt a nessage via

a public or pr'gé@év@aﬂﬁhv\@rcbnﬁééte@efiﬁéﬁ\f@b cOmpliter iseriiuheefage or 0l conput er s
to a separate programresiding on the same or a different con?uter t han t he

one used for | G§iwerkieadosted Qﬁ@‘ﬂaﬁaﬁd whete Beda R RCORBRHBA 2 8 CPgin i nto
the said inst AhofiE BF SiifiaP ALGNIK néMRIk BROW AT kil WeRESgd i s gbli NSt ant

nmessage progra esent the send information in a separate w ndow from
the one used t ®hPoRgNA rIsShSM@sennﬁ@ougéﬁmléanm%sﬁgeaﬂvmfkéfygwﬁr@a\)lcq)r ovi des

the funct! ofial iigh dManfndtbAdhbedit s y%fe%ﬁé%d éﬂsgtﬂa%bh% $Mitlem based on

SMS unlike a h ware to a user t al e gener ator and
a hardwar e di splesgage vieeepulllic oRBAvate netwarkofa acorical Qjéiﬁ'ﬂ@ﬂ@d seieini ng on a

oaul e oo EbRBUREDE Soldr i MBSRARARIGIALER tdlsdnBBy o diRAGR ) 5P 2y O @

regul ar nmessagée b re-1ss and d for a period of
time. Unlike themputmtheaul thelonatuseésﬁor login whesie the mrmssasedasmﬁefeﬁt c

peci 1o | ogi neaudl BiBBhIIo yaF Pt siinthn sl Gty (BRsRagERdhd o, on”"
cont ai ni ngiconwhzteLthe sard instamat messageoprogtdmawilbpresentrthe Skied fiforstatibadn or ,
Al e e R g o LA Pl I TRE DR Lo st e
Besi des gener aéuthénﬁda@ioﬁ epstath (ﬁélptcﬂ/rdesfthé Inmc’tioﬁany of a &ratlitionali Zaxctepn syst em
(4), the syst eé?itﬁtlar?t?ca ion ls%:tgrsn ga%%%ﬁé‘las unIIL ardvegre tokénhﬁeldtbry}ea Lljsnet ended
containing a code generator and a hardware display as seen by RSA or a
15  soft token generator running on a cell phone showing the one-time passcode
token in a cell phone display or a regular message based code that is pre-
issued and valid for a period of time. Uniike the known alternatives, the real-
time session-specific one-time passcode system (4) generates a unigue one-
time passcode for each specific login session only valid for that particular
20 login session containing contextual information about that session. The first
factor, usually a username and password, is validated by the authentication
system (6). The authentication system (6) is described in more detail below.
Besides generating the second factor of the 2-factor authentication system
(4), the system also collects contextual information so that the intended
25 authorised user can verify if he has been fraud from an unauthorized user,
ex. from an attack commonly named man-in-the-middle. This is typically done
via the network (11) connected to the system (2) that is attempting to logon.
The contextual information is after the first factor has been validated
presented to the user via either the same system (2) or via a second system
30 via second network ex. system (13) via network (12). Alternatively the user-
authentication system (4) can be integrated within an existing 2-factor



25aut hori sed user can verify if he has been fraud from an unauthori zed
user, ex. froman attack commonly named man-in-the-mddle. This is
typically done via the network (11) connected to the system (2) that is
attenpting to | ogon. The contextual information is after the first factor
has been validated presented to the user via either the same system (2) or
via a second system 30via second network ex. system (13) via network (12).
Al ternatively the user- authentication system (4) can be integrated within
an existing 2-factor 11 authentication S¥Ften1to provi de functionality
regarding the collection of contextual information and the presentation to
the intended authorised user (1). 5The authentication system (6) is usually

separated T omaieriizton GRS beRideTnathb AT bR dhoEaIER of ) | dat i on

of the usernane and pass aut hent ystem coul d be

M crosoft Acti wen®xiuatinformasionasd thepresegiptiorta thelintended atiborised user
regar di ng use and password in an application |ike hone banking. 10 Even
t hough systens '(4) and (6) are shown as separate systens, it alternatively
will be possible that they may be inplenented on the sane conputer and even

by th i ' ' ' t 6 d
Che rear ot oo dDE2H MBI Sfn [0V fRbarl BBpBialNe Poinife L8 Y2 e P ane
and sanme appl i aathenficaionsysten (4) bbd prevddexd walidafioreofthé usenaste appl | ances in

a format whereby the. t rograps works. in rated ere the. nessage based
aut henti cati onpéwo th %ﬁ)ﬁﬁaﬁ‘ﬁf‘@a%éyﬁﬁm @%Pﬂféjﬁ?? Wc{)%ség%'&ﬁwﬁ passes the
User | D and pabirectoty $evgers or &38Ystemilding drﬁorimaiiohcregarld&@qmdnagégﬁdt ihcat i on
system (6) but offering a sinhgl.e er | ogin experience nanage y the
message based BTSN f'g%'? ?Bﬁ’ll'cgggr}ﬁl_?%ﬁﬁ'?ﬁ%?mﬁﬂg' interfaces (5 and 7) between
syst em (4)10andEgarstheiigh 8ystems! (45 did (6ldry shewh bedepararpsystaiput er net wor ks
|i ke Ethernet, Internet etc. i ]

altematively will be possible that they may be implemented on the same

computer and even by the same software application whereby the

authentication system (6) and the real-time session-specific one-time

passcode system is embedded in one and same application as seen in

15  integrate universal access appliances in a format whereby the two programs

works integrated where the message based authentication system (4)

handies the entire login process but passes the User ID and password logic

real time or cached to a backend authentication system (6) but offering a

single user login experience managed by the message based authentication

20 system (4).

The interfaces (5 and 7) between system (4) and system (6) will typically be
traditional computer networks like Ethernet, Internet etc.

25  The first private or public communications network (11) may be any suitable
type of communications network, e.g. a computer network such as local area
network (LAN), a wireless local area network (WLAN), a wide area network
(WAN), an internet, a telecommunications network such as a cellular
communications network, e.g. based on a GSM, GPRS, EDGE, UTMS,

30 HSDPA, WIMAX standard or any other suitable network.



25The .first private or public communications network (11) may be any

sui tabl e type of communications network, e.g. a conputer network such as

| ocal area network (LAN), a wireless |ocal area network (WLAN), a wi de area
network (WAN), an internet, a telecomunications network such as a cellular
comuni cations network, e.g. based on a GSM GPRS, EDGE, UTMsS, 30 HSDPA,

W MAX standard or any other suitable network. 12 The process is initiated
by the user (1) requesting access (15) to the target conputer via a user
system (2), e.g. a conputer such as a PC p5 any other data processing
system connectable to the first conmmuni cations network (11). 5To this end,
the user system (2) initially perforns a | ogin process, e.g. by executing a

sui tabl e | ogi n THeq@boEBs0S inifidtet! 9 the NSdrgm) K&heﬂl‘ng@gcﬂéf@fﬁ)&? ﬂge farde?gi N
enent e

wi ndow of a | ogin program executed on the conputer-jnp

aut hent i cat i on CRHUSR VS USPT BIPOT &2k i oMU SHeR A6 L GuaF BN O | on
system (6). TyRiatRptotessiRg systemtoPheSabR t6'4ee firtBcdriMuHRationPhetdoHeer nane
and 10password or ot her authentication information. The | ogin process
further collect$hadditional contextual information about at |east one of

the user systemo(tRis étadtHe ek systbnC@YTRHIG Plefoftss Q%QWF%&Q%,@@{ %Vi a

whi ch access is requested, or infornmation’collected w thin ir get
conponent (14) esecuingreesiitable Ipgn pEggreshen ée usprsysten @l ouby prasestingiai on

Conveys - soms L RBITRNGY S LI BaTLLaEaE e bopabeess 10 |
For exanpl e, t Rutheptcationtsyatlem ) or bithecomayteimplementestauthentisation a
e o o S G PERIPTEG Byt REatehionedling Deelf SLaBPEIBIARL "5
i nf or mat i o) abpassveord oopther authentication information. The login process further
collects additional contextual information about at least one of the user
system (2) and the first communications network (11) from/via which access
is requested, or information collected within the target component (14) or
authentication system (6). The contextual information collected may be any
15  information collectable by the login process that conveys user-verifiable
information about a context of the login operation. For example, the
contextual information may be information about a property of the user
system and/or a property of the first communications network and/or the like.
Suitable information about the user system may be information about one or
20  more hardware properties, e.g. manufacturer of the user system, type of
processor, amount of available memory, and/or one or more software
properties, e.g. type and/or version of operating system. Other suitable
information about a property of the user system includes information suitable
for determining the geographic location of the user system, e.g. language
25  settings of the operating system, language settings of the Internet browser,
the type of Internet browser, the IP-address of the user system (2), the route
of the network traffic, a GPs coordinate collected or similar.or derived
information from such collected information, eg such as a location calculated
based on GPS coordinates or approximate location based on the IP address.
30  Suitable information about the first communications network may be include
the name of the network operator providing the network, network address,




20nmore hardware properties, e.g. manufacturer of the user system type of
processor, anmount of avail able nenory, and/or one or nore software '
properties, e.g. type and/or version of operating system her suitable

i nformati on about a property of the user systemincludes information
suitable for determ ning the geographic |ocation of the user system e.gqg.

| anguage 25settings of the operating system |anguage settings of the

I nternet browser, the type of Internet browser, the |IP-address of the user
system (2), the route of the network trafﬁic, a GPs coordinate collected or
simlaror derived information fromsuch collected information, eg such as a
| ocati on cal cul ated based on GPS coordi nates or approxi mate | ocati on based

on the | P addr ~_ ot ' ti BhE ni cati ons
W&C aég%&s AWk FUU?é gt ! ﬁfg‘teaggfrnfér%nt)h i$EolleeEyu

network nmay be include the nane o _ operator providing the

net wor k, net worakiteraaticady by theslogimmmoesssrvathout aeeee far fudgreuser-input, teen t he
| nformation is g?&éés@?{ &%{%&Fﬁ%ﬁi bfftreisRfor M%}y%&‘i& ﬂrtHéPfégﬁé?ldiﬂbteEQEé% a need
for further user-input, € process I's nore etrricient and the risk tor

m suse is furt lee riskcoflarednautierised eisehtampesikg ovithdthe galieatebdatads redused

tanmpering with I [:S AT ] I
I nformati o\r,;si ng?ﬂ%e@giér?ﬁgérxnalﬂ@é] dﬁ%{] 'ﬁ%ﬁ%%gpﬁwgﬂbd{ {cﬁ'l%F %g%tsﬁfféggl fiable by
t he user, the doatthyxtanidibblerdydhewmsen thececontépdualdafdrmationeeart lye used fontegify i t y of

nfor mat 1 on magTptegrinf8ihe Rt AR A gkl itordridtha iR B9en YRR Y U
not a requir emeottekioal ihfoematior ochy dbessuitabledo eiceiely, idémtify ¢theaunger systehs

10contextual ipformtion nma rely inclu i nf ormati.on about the user

system such adig R 5 RAEM A gorghe misthos SesoRE RIIPdpRERBREATEE 1 he

geogr aphi c1d ocadmtextual infdﬁﬂatﬁrﬁﬁwaZYﬁér@m in€ldé Inforiraitioh abbut e ugkr t he user
nce, based on such j nfornmatjon user nmay

system and/or the I|iKke. ) ) 0 t

STT1F he abl o P STIGHARIPRSOUTKG TEAPBGTIMG e OBl bR S s 1 s 1) kel y
to have 15beengé&syrapsigice@tion 6f the Ud¥r systarm; bitheliRanlifgétlrer af tiCliser Wien t he
user via user system (2) requests access to the target conponent ) via

, g (14
the first publ $XSIP. Fid/yihe lkererfe: Rpsehen AdeRisiqrEliey, the yeer @gyett " (3) s
routed via .thebégﬂlﬁl{ﬁﬁld b@k&ﬁ&%@%&gmy@m&%w 8dsRNs NSy Bhavb to 20t he
aut henti cati on syste (g) or a corporate user ID directory validation of
15  been compromised, e.g. by a man-in-the-middle attack.

When the user via user system (2) requests access to the target component
(14) via the first public or private communications network (11), the request
(3) is routed via the computer-implemented user-authentication system (4) to

20 the authentication system (6) for a corporate user ID directory validation of
the user’s credentials, e.g. user name and password. The request (3)
includes information required for the verifying the user’s credentials, a
session ID (e.g. a session cookie) identifying the login session, and the
contextual information collected by the login process. The session ID may be

25 generated by the authentication system to ensure that all incoming data
packets with that session ID are associated to the correct login session.
Once an authentication match is identified by system (6), computer-
implemented user-authentication system (4) generates a unique message
alert containing:

30 * The contextual information gathered during the login process from ex.

the computer (2), device (2), target system (14) or network (3,11);



the user's credentials, e.g. user nanme and password. The request (3)

I ncl udes information required for the verifying the user's credentials, a
session ID (e.g. a session cookie) identifying the | ogin session, and the
contextual information collected by the |ogin process. The session |ID may
be 25generated by the authentication systemto ensure that all incom ng
data packets with that session ID are associated to the correct login
session. Once an authentication match is identified by system (6),
conput er -i npl enent ed user-aut henti cation ﬁysten1(4) generates a unique
message al ert containing: 30 The contextual information gathered during the
| ogin process fromex. the conmputer (2), device (2), target system (14) or

network (3,11); d4A dheltirfie pabScadeyeTPYe8) 6Pk padiword. of andtirSanatig or
anot her suitable form of code or another suitable real-tine sessjon

specific one-tine sE¥OWRf GRE8 95 appthel swiable ©a-He segeina SReeHc PREHS - ti ne by

the authentication §a&$rﬂm1eérﬁseo%édue§tm§§nefa@bdmréme%ysmmflC . e.
5linked to and only valid for a specific session ID.
conput er - i npl enent e@uthigaticaiign wﬁt@nbéfhemesty@% BasswWord W'W%@ﬁek%\t ed

nmessage Vi aa seconﬂ,,@?qggﬂu%i rectfmggggmé&sg%n]@) to a user-held

conmmuni cati ons devi ce the first conputer system(2). In

t he exanpl e of Thegonrputerﬂ@ptemmm@userrqut@enSmw sistem4d) sendisitbet i on 10

t 4
TAN access or SoneARABRA I HRRAR BB PR 0 A0 LY e
message t hr oughser-hedd ecmmunidatians da\scmé‘tamr Kir¢atty)tothe first edmpulter spsteme (13) .
The gener at ed  Rsane OBMORSIRN, Hbbothet b ifbldrlitd 858 althandayshTP t0

SMS i nt erface conpu Mst an sage ace or any
sui t abl e i1 er $ystem (Fhsendsdhe gene‘ateﬁsmemgeasa;agecomd ndwomle(g)uégraphone' S

Veri fles the. comacERa ot 4 pee MaMHRePERAGHT SR tiBY Pt SR Uoer
can verify thetheonéspageahrough a telecommunications network (12) to a cellular phone
(13). The generated message may be sent via a serial interface, via an
SMTP to SMS interface, a computer to instant message interface or any
15  other suitable interface. The user receives the message in the cellular

phone’s message framework.

Upon receipt of the message, the user identifies and verifies the contextual

information included in the message. If the user can verify the contextual
20 information as being valid, the user enters at least the received real-time

session-specific one-time pass code (15) into the user system (2).

When deploying a real-time session-specific one time passcode, the user
system (2) sends a message (16) including the entered OTP (8) or other

25 second means of authentication over the first private or public
communications network (11) to the computer-implemented user-
authentication system (4). The computer-implemented user-authentication
system (4) matches the received OTP with the originally sent real-time
session-specific one-time passcode and/or with the session ID, and if there is

30 a match, the user system (2) is granted access to the target component (14)
to which initial access was requested.



20i nformation as being valid, the user enters at |east the received

real -time session-specific one-tine pass code (15) into the user system
(2). Wen deploying a real -tine session-specific one tinme passcode, the
user system (2) sends a nmessage (16) including the entered OTP (8) or other
25second neans of authentication over the first private or public

communi cations network (11) to the conputer-inplenented user-authentication
system (4). The conputer-inpl enented user-authentication system (4) matches
the received OTP with the originally sent eal -time session-specific
one-tinme passcode and/or with the sessi on D, and if there is 30a match,
the user system (2) is granted access to the target conponent (14) to which
initial access was requested. 15 The user system (2) can al so display the
contextual information in a second wi ndow as an alternative neans to send
cont ext ual i nf dheatseosystemt(Apcarsalso displaylibe tontextuabinfosmiatiom in @ segander
interface. 5 | i . i od and
ystem o et MHAEEEAY HeBpUEE FRaRELE bR LBl b AelRRTT: 2
conput er user' wialthedinst netvesrand camguter iedaest i ng a user against identity
replicatioq%through paral |l el user session via a second authentication |evel
using a second 10channel, a one-time-passcode and user contextual |ocation

i nf gr mat i onk V\lresummqssiismﬂ:se&h‘emirksre embpditresn tfq& mel;anfamisg@temﬁor t he

sai d networks, ut er  systems or. progr al.idate a user

password and CQF n@‘?g 9'6‘?19@?%@9 qgﬁf"gﬁ @th%hﬁ?g?ﬂ@g ASRMPUSHSEES ce t he
used network elman@pegswaalahamcirotacm@s@agaéganmménbpy replicationdhroeghs 15

that may be a cel hone SMS net wor k nst a ssage al -tinme
4 paralllelpuser session via a secon u%entlcatlonqeveq%smg% secong

10  channel, a one-time-passcode and user contextual location information.
When accessing networks, computer systems or programs, the said
networks, computer systems or programs will validate a user ID and
password and collect contextual information about the user, the device, the
used network etc. Once validated, a message is send by a second means

15  that may be a cell phone SMS network or an instant message a real-time
session specific one time passcode. The session specific code and the
collected information provide information enabling the user to detect a
compromised identity through a mismatch between presented information
and the information representing the user and the passcode protects against

20 fraudulent access.



session specific one tine passcode. The session specific code and the
collected informati on provide information enabling the user to detect a
conprom sed identity through a m snmatch between presented information and
the information representing the user and the passcode protects against
20fraudul ent access. 16 Cains: 1. A nethod, inplenented by a
conput er-i npl enented aut hentication 5 system for authenticating a user
attenpting to access a target conponent of a conputer systemfroma first
user system the first user system being ggonnectable to a first

comuni cati ons network, the nethod conprising: - receiving user

aut hentication information entered by the user via a first user-interface
of the first user system 10- obtaining via the first conmunications
network at |east one item of contextual information chosen frominformation

i ndi cative of tH&MSirst user systemor a property of the first
communi cations network and a session identifier; - verifying the user
aut hentication information, and responsive to successful 15verification of

the user aut herlt iAEethad. iMPISMentaddy, a semartes raPieaedigstaythentoaten
conput er - i npl eRPALAL R HURRHCSEHG & DsSRieBtibao AcBRRNBrGaTEBHINRBAI ONS

network to a second user system the nessage conprising at |east one item
of contextual RrEoHWEnNsystest fraeya frstuserrsypion.itoe figst user systesn beibged

contextual I nf epaRddstie 1th 'ﬂ@oi"ich&rﬁJh‘?ca?Bﬁf’HQtv#&ErthéMtﬁéﬂ E?Rgfiﬁé .pt V?ga;

| east the at |east one item contextual Tnformation to the us
- receiving user authentication information entered by the user via a first

user-interface of the first user system;

10 - obtaining via the first communications network at least one item of
contextual information chosen from information indicative of the first user
system or a property of the first communications network and a session
identifier;

- verifying the user authentication information, and responsive to successful

15  verification of the user authentication information, sending a message from
the computer-implemented authentication system via a second
communications network to a second user system, the message comprising
at least one item of contextual information or derived information of this
collected contextual information, allowing the second user system to present

20 atleast the at least one item of contextual information to the user via a
second user interface so as to allow the user to verify the at least one item of
contextual information, and a real-time session-specific one-time passcode
associated with the session idenitifier;

- receiving via the first user system and the first communications network a

25 passcode entered by the user into the first user system;

- verifying the entered passcode against the real-time session-specific one-
time passcode and/or the session identifier; and responsive to a successful
verification of the entered passcode, granting to the first user system access

to the target component.
30



second user interface so as to allow the user to verify the at |east one
item of contextual information, and a real-tinme session-specific one-tine

passcode associated with the session idenitifier; - receiving via the
first user systemand the first conmmunications network a 25passcode entered
by the user into the first user system - verifying the entered passcode

agai nst the real-tinme session-specific onetine passcode and/or the session
identifier; and responsive to a successful verification of the entered
passcode, granting to the first user systfzfn access to the target conponent.
17 2. A method according to claim1 wherein the target conponent is chosen
froma conputer, a conputer program conputer programfunctionality, a
conputer resourgte méth%@%@é@'ind‘l%td{ﬁlhh whreirftHERbRRE campeREntigchdsenl @i m 1 or
2, wherein the first and second user systens are different devices. 4. A
met hod accor di fPnt 8 COMpuiaraa compHisr Rragiams eepRdter Begrayy) Jurationality, dort abl e
conmuni cati ons i } §&6bbre and display the 10 nessage. 5.
A et hod accor(#ﬁ}gﬁuf%r% alraﬁrgllg%?né&%erei m@t he first and second user
systens are enbodied as a single user system adapted to provide the first

and_second goers WihehbasBioriilo WS 8 3 hdrBRAd TSP ARG sEEFNESS! [ 9 at

15l east the at |eas cont extdal 1 ntornati e single user
system vi a a seysiatsuwedifienerdrdesicesof the single user systemdifferent from
the first user interface 6. A nethod according to any one of the

preceedi ng clains, wherein the first 20 and second conmuni cati ons networ ks
are different doAmethodbcoordingdo whkairks, whereif thefseteht adeasysterdiisig t o any one

of the preceedi i further. conprisi 0 i.catin hg passcode
fromthe corrpubﬁ&géi%r%f)mwc@é'oﬂggﬁY'ﬁ%ﬁ?b@?&%ﬁ) @g{&grﬂ%ﬁ%ﬁ%ﬁ‘ er. 8. A
met hod acctd di ngssageany one of the preceeding clains, further conprising
communi cati ng gat hered contextual information fromthe conputer-inplenented

aut henti cation systemto the user via a second
5. A method according to claim 1 or 2 wherein the first and second user

systems are embodied as a single user system adapted to provide the first
and second user interfaces, and wherein the method comprises presenting at

15  least the at least one item of contextual information by the single user system
via a second user interface of the single user system different from the first
user interface

6. A method according to any one of the preceeding claims, wherein the first
20  and second communications networks are different communications

networks.

7. A method according to any one of the preceeding claims, further
comprising communicating the passcode from the computer-implemented
25  authentication system to the user.

8. A method according to any one of the preceeding claims, further

comprising communicating gathered contextual information from the

computer-implemented authentication system to the user via a second
30 passcode window displayed by the first user system.



30passcode w ndow di spl ayed by the first user system 18 9. A nethod
according to any one of the preceeding clains where the authentication
system creates a passcode in real-tine that is only valid for the session

I D created by the login attenpt that invokes the code being created and
sent. 5 10. A conputer-inplenmented authentication system conprising program
code neans adapted to cause the conputer-inplenented authentication system
to performthe steps of the nethod according to any one of claim1l 10

t hrough 9 when the program code neans areigxecuted by the
conput er-i npl enented aut hentication system 11. A conputer-inpl enented

aut hentication system according to claim 10 conprising an authentication

server and wher&iAmethed@mcogrding tocy areciitpe peaseeding elgims whege the confi gur ed
to provide the f] : <J r £ user t : A
comput er progr USSR sysRiT o125 ERabetokd el RSV oA el "y
processi ng systteersessigell) createdhsy thedgrn aftetpethabinvokesstheaodegingy 20 any

one of claim1 t h en the program code nmeans are executed by the
dat a processi n&r%}%?gpﬁj gex\@

10. A computer-implemented authentication system comprising program
code means adapted to cause the computer-implemented authentication
system to perform the steps of the method according to any one of claim 1

10  through 9 when the program code means are executed by the computer-
implemented authentication system.

11. A computer-implemented authentication system according to claim 10
comprising an authentication server and wherein the program code
15  comprises a login program configured to provide the first user-interface on

the first user system.

12. A computer program comprising program code means adapted to cause
the data processing system to perform the steps of the method according to
20  any one of claim 1 through 9 when the program code means are executed by

the data processing system.



