PCT/IB2017/052804
1/10

WO 2017/195164

i B

o s
a4 66
Y B
v » A
i v LJ
° ¥ s
ot e a7 .w.a%mx
A £0

P-aniea 0

= : . 4 H
e ] m

Milians S OUVIRY
\ o e nmn,
= : Han I
A mmos
e,
v,
vt

: A

P Y 4 \ : At

Ty : e
Ry a0 . : e,
“ 7 z V\ . faad

sanjep  Xapuj woiIung Ysey shay



PCT/IB2017/052804

WO 2017/195164

2/10

(5]

i
!
{
i
!

Second user

J
t
:

Second node 7

-4
[
[~
=
ot
Y
<

First node 3

Distributed hash

Peer-to-peer
distributed ledger 14

e’

R

T table (DHT) 13




WO 2017/195164 PCT/IB2017/052804
3/10

Second node 7

100
" determining a data {(B1) associated with the computer
110 software
X

120 L0 determining a first hash value (H1} of the computer
N software

Yoo
., determining a second hash value {H2) based on the data

130 {D1} and the computer software

S U S NN

sending, over a communications network, the data
140 " {D1)the first hash value {H1) and the second hash value
{H2} to an entry for storage in a distributed hash table, |
wherein the second hash value (H2} is a key of a key-value :
pair and the data {D1) and the first hash value (H1) area |
value in the key-value pair

TSR S, :

determining a metadata (M) comprising the second hash
value (H2} for storage on the peer-to-peer distributed
ledger

180 -1

Fig. 3



PCT/IB2017/052804

WO 2017/195164

4/10

Z4 9 , ¥ o~
H i el w
\\«\s\ - m .,..1..
ezt | H vee 618 H e
{zgusey = (18)ysey = {zv)usey = (Twlysey =
zg-yseH Tg-useH . U Ty-usey IV-UseHq _
W / \
.i\ A
/ \ cLe hie / " 60¢
§ig
{28-yseH + TE-YSEH)YsRY = (ev-useH + Tv-yseH)ysey =
g-yseH \i& Y-YSei
— . $0¢
' e,
10T S
ey
e,
/r/rf.!/s
g,
\ {g-UseH + y-yseHlysey =
/ ; gv-yseH
i \%}\
£0¢

(11



PCT/IB2017/052804

WO 2017/195164

5/10

(21ep Andx3)
3

{sAay ogngd)
4 -

v’
VRS

%A 4

{dysey =
d-ysem

\ “eLE

P
H

{3-yseH + d-yseHjysey =
3d-yseH

o
{

LO¥

N

LOP

g ‘B4

{ajqensaxs

21eMI05) {SuLns eyeq)
;S d "
7 i
6Ly I
(Shusey = (alusey =
o S-ysen g-used

e

. !
biv w
/ 60

{G-YseH + S-ysepjysey =
o as-yseH

s

SOv

{3d-UseH + gs-useMjysey =

3

-
£ov

3d05-yseH



WO 2017/195164 PCT/IB2017/052804
6/10

First néde 3 Second node 7

500

,\determining the metadata (M) from the first redeem
510 script (RS1)

520 L retrieving the second hash value (H2) from the first
redeem script {RS1)

sending, over the communications network, the

530 . Msecand hash value (H2) to a processor associated with
a participating node of the distributed hash table

3
R
N
N
N

determining, from the processor of the participating
540 node, the identifier indicative of the location of the
computer software or licence

Fig. 6



WO 2017/195164 PCT/IB2017/052804
7/10

==

First node 3 Second node 7

N 10007
installing the computer software

determining a second user public key {PU2)
810 «associated with a second user {U2) from a transaction
record stored on the peer-to-peer distributed ledger

determining a second public key {P2) associated with
6§20 .\ the second user (U2) from an entry stored on the
distributed hash table

comparing the second user public key (PU2} and the
second public key (P2} ’

7

630 -

verifying the ownership of the computer software |
ased on the comparing of the second user public key |
(PU2) and the second public key (P2)

640 .-

B S

executing the computer software

Fig. 7



WO 2017/195164 PCT/IB2017/052804

8/10
5
Vs
EALON
Network \ W s Bow X :
I Second node  Secand user

300 400
()‘
\\.% 330 y .
................................................................................................ {,'\\\\\\ R R N RRELLLLTTIEN
Determine a first user second private | Determine a first user second public
key {V2U1)} based on the first user \ key (P2U1) based on the first user
private key (VU1} and public key (PU1)
a generator value {GV} and the generator value {GV) ¢
? ................................................. S
Generate a first signed message (SM1) 430

based on the message and the first usef ™ 350
second private key (V2U1).

v

Send the first signed message (SM1) N\, 380 440
to the second user.

N
¥ ’/‘1
Receive the first signed message (SM1)
from the first user
¥

Validate signature on the first signed
450 ' message (SM1) with the determined
first user second public key (P2U1)

¥

480 TN Authenticate the first user
270 based on the result of validating
v ) the first signed message (SM1}

oA AR AR A A A4 A AR A A A A AR A A AR SR A AR AR R kA AR AR R Pt {
Determine a second user second pubh‘g 470 ?
' key (P2U2) based on the L] Determine a second user second

second user public key (PU2) and the Y private key WUE) based on the
generator value (GV) second user private key (VU2) and the
e i 480 e BENErAtOr value (GV)
e BB A L ¥
Determine common secret (CS) based on (\‘“*5‘3 ......................................................................
second user second public key (P2U2) | Determine common secret (CS) based on
. and first user second private key (V2u1) .~ firstuser second public key (P2U1) and |
A A A AN A o e o R 8RR R SR SR RS A R b A A e A 84 8 88 e 4 n i .................... Second user SQCOnd pl’i\.’ate key {Vzuz)

3 R



WO 2017/195164

9/10

First user First node

.............

700

N

%V'Determme a symmetric-key based on the |
shared common secret {CS) '\ 71@

Encrypt the executable of the computer
software, with the symmetric-key, to an,\

encrypted executable of the computer ~ 720
........................................... software
|
______________ s A
include the encrypted executable of the 730
computer software into the body of the
computer software Y
\\\\\\\\\\\\\ ;
¥

Send the computer software, over
the communications network,
to a storage location

Fig. 9

PCT/IB2017/052804

Second node  Second user

Determme a symmetric-key based on the
shared common secret {CS)

820
/J

(

....................................................... ¥
Determine the encrypted executable of

_the computer software

Decrypt the encrypted executable of the |

computer software, with the symmetric- §

key, to the executable of the computer
software




WO 2017/195164 PCT/IB2017/052804

10/10
24127
}
Memory
1520
Data
Processor 1522
1810
instructions
1524
&
L 1830
R A
T
¥
Interface
1540
‘ gori;fmmﬁ o/ Tolfrom
user interface an network 5

or peripherals 17

Fig. 10



