VI RTUAL WRI TE PROTECTI ON SYSTEM [ 0001] BACKGROUND [ 0002] Techni cal Field:
The invention relates generally to optical nedia used for information

st or age, woaoayizves for recording optical nedia used fowrcirnfsososmbizen
storage. [0003] Digital optical nedia are used for a variety of purposes
and a variety of information, for exanplie, entertainnment data, such as
audi o and vi deo, and conputer data, such as text files and nunerical data
files. In many instances it is desirable to protect the recorded data from
intentional or accidental overwiting. For preventing this, optical nedia
typically includes a bit to indicate the nedia is wite protected or in the
case where the disc is in a cartridge or nedia carrier wwth a tab or other
mechani cal switch in the cartridge or carrier. In the case of a wite
protect bit on the nedia, the state of the bit nust be changed before
writing can occur. Unfortunately, sone optical nedia allows only a limted
nunber of overwites or in the case of wite-once nedia no overwite. In
the case of rewitable nmedia with a |imted nunber of overwites, the
information recorded in an area with too many overwite becones unreliable,
while wite-once nedia requires reserving a |large area to accomobdate the

| i kel y nunber of changes V%Kfﬁgﬁg&kpﬁkes |%§TKﬁQ§YS ?ﬁfe i's an ongoi ng need

for a wite protection systemt o0 account the limtations of
some nedia that allow limted or no overwites. [0004] BRI EF DESCRI PTI ON OF

THE DRAW N 05 | lustrates an exanple systemin which the
i nvention SEWB@Q i13 eneﬁ?uﬁI%OOOG] Figure 2A illustrates an exanple system

cont ai ni ng nultiple pieces of wite protection information contained within
a single plaidé ?]t gl % lcagﬂcidu?jén% one ge ce of nf or mat i eg t O?fijf]dl cate an
al | owed vi r tU3 £ i f sy iupentign glales generaly o pRical edis WSROk at e an
wite prot eﬁtfoﬁﬂﬁéi:ﬁorag@ fand dmdeis Gt ré@rdlﬁgjb]ﬁiahl&nédﬁteusﬁﬂ €55 6ifofnion Stop@s swor d
and [0003]  Digital optical media are used for a variety of purposes and a variety of

information, for example, entertainment data, such as audio and video, and computer

data, such as text files and numerical data files. In many instances it is desirable to protect

the recorded data from intentional or accidental overwriting. For preventing this, optical

media typically includes a bit to indicate the media is write protected or in the case where

the disc is in a cartridge or media carrier with a tab or other mechanical switch in the

cartridge or carrier. In the case of a write protect bit on the media, the state of the bit

must be changed before writing can occur. Unfortunately, some optical media allows only

a limited number of overwrites or in the case of write-once media no overwrite. In the

case of rewritable media with a limited number of overwrites, the information recorded in

an area with too many overwrite becomes unreliable, while write-once media requires

reserving a large area to accommodate the likely number of changes to the write protect

bit. There is an ongoing need for a write protection system that takes into account the

limitations of some media that allow limited or no overwrites.
[0004] BRIEF DESCRIPTION OF THE DRAWINGS

[0005]  Figure 1 illustrates an example system in which the invention may be

implemented.



a password recorded on a disc in the systemof figure 1. [0007] Figure 2B
illustrates an exanple systemcontaining nmultiple pieces of wite

pr ot ect i omoi20éenmemii on contained in nultiple data structroras20060kisds ng one
pi ece of information to indicate an allowed virtual status, a different

pi ece of information to indicate an wi-te protect ONV OFF, information to

i ndicate the presence of a password and a password recorded on a disc in
the systemof figure 1. [0008] Figure 3Ais a flow chart of an exanple
enbodi nent of a method for using the wite protect systemof figure 2Ain

whi ch t her efobeejonl yi ghfeammmhteat@raateeﬁﬁplé)gys@iﬁ cdnfafnﬁﬁgmhlt@ré pi¢dedOBritei gure 3B
is a flow chart of an exanpl e, enbodj ment of a nethod for using the wite

protect s y sPrafpetign ipfogmpiioncrniained piithpn atsr‘féﬁleed"itasStW'i“feemﬁlP@P% ORe RIFeCH T

i nformati Onln‘?diﬁlahélpﬂoqﬁ’(ﬁéat@@fﬁzﬁmfeﬂl vRRBL s, a Bi@faaen%le&! HYhBrfiioh %o a fl ow
chart of a second exanpl e enhodi nent of a method for u5|ng”the wite

protect sysiditpigen pirprateoONOIFBinfprination toripicals the peaserc ptr passyodend |

Figure 4B i gpasfbaveoiRiionfdildin %a gggg £fihedi ment of a method for using
t he conplete wite protect systemo ure 2A or [0012] DESCRI PTI ON

[0013] For HK8AHE di Elg!l@lm)ﬁlﬂlﬁtfﬁéﬁs aﬁé&ﬁnépl‘# a«stenrﬁoetamg mnltlﬂemi@geof wige exanpl e
some Conmpack,fd5GSin gg%?%ncro?;@eaﬂlm‘\{lﬁglé%ya s&u&?hé& ehud gﬁé %9&% bl ue | aser

formats (H V S an eac at a surface . and groove
structure, nfarmatiemdgndienty orallpmedviewal statesy a differentrpic¢eort iffbonationénpl e, audi o

data, Vi deo iRl @en Qe QURU 6K OIR, ko IBYGPE LRGN ALt NP, BLQQYERN 01 the

| ands, or bot be "di Vi Into reqgio ecor user
dat a and a dpets‘s\wrdmecorcegwomdusexdthbeystmoﬁlglm her non-user forns of data
her, f.or usu

0100, BT Pl LR ) BB G BB e LR B Y
nor mal dat awgiteysotedtisgsters of figuaé 2An which there is only the write protect On/Off

information.

[0009]  Figure 3B is a flow chart of an example embodiment of a method for using the

write protect system of figure 2A in which there is write protect On/Off information and

includes password control.

[0010] Figure 4A is a flow chart of a second example embodiment of a method for

using the write protect system of figure 2A or 2B without the Virtual On/Off.

[0011]  Figure 4B is a flow chart of an example embodiment of a method for using the

complete write protect system of figure 2A or 2B.
[0012] DESCRIPTION

[0013] For some digital optical media for information storage, for example some
Compact Discs (CD’s), Digital Versatile Discs (DVD’s), and blue laser formats (HD-
DVD’s and Blu-ray), each data surface has a land and groove structure, with lands and/or
grooves. User information (for example, audio data, video data, or computer data) may be
recorded in the grooves, on the lands, or both. The disc may be divided into regions used
to record user data and a different region used to record other non-user forms of data

including control or format data, etc.. Either form of data is usually recorded according to



I nformati on, addressing information, etc, typically referred to as an ECC
bl ock, for exanple DVD s have the smallest recording unit as 37,856 bytes
of whi ch 89,2é@312lmsies are the nornmal or user data porti eas/usbodsher3ssLC

bl ock. Because the mninumrecording unit is so large, it typically

I ncludes additional and often critical -i3af ormati on beyond the information
used to indicate wite protection on the disc. Rewiting a particular ECC
bl ock an excessive nunber of tines will cause the ECC block to eventually
becone difficult to read causing critical information to be lost. [0014] In

exanpl e enbadipRRbtSefddoeunitiNAMJIMRs beth the@brrid) GatWpluds@rbF &rREfidroN
I nformati on nay not need to be chang[ed before al] owi ng_recording to the
¢

ot her ar eas i§prmatien. gfdiessingrntormation ¢t \aricaly tdprreddnes pREEE pcksof he user at

some poi nt b{hlﬁoméﬂﬁv%smk iR s 11BR K BRlidRit e BY 956315@@&@% B, 68 b tea!
feature that does not require changing the act ‘ual bits on the disc. Havi ng

a virtual bete thanpwakaywseislaiagortipay of the EERDiRgE. Beraussilyeminamumpecording ot ect
pit of the dhipk spﬁjrger 1 légmrngcxa&s bltfid Pt ofieh Bt ftimiticd wbnd%s you

must change 't rot ect rst exa he wite
prot ection ggfsmanvnus@é ttamshcmglverltc protecidn cmh@dmtﬂewmltmaam@p@alt%cql he wite
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u
virtual natureé a‘f con% exa ere ormation to
i ndi cate thatfﬁéthtﬁomadtceumgnreicah1mﬁormati‘omtcnm1r>stn is virtual or not. In a

third exanpl SSWor ation | uded.t | [ f
i nf or mat i gﬁ[&[16€12? Efaw?e eniHb fnfle(fﬁ(ﬁlfel 1§\9e£ 1org)?(1il o?Fhqu r%‘%gr t&nglﬁl?gl)pgaosyst em
IA ncl udi ngI a irforimadiod M@y nétmeedta Heaﬂhancgegbefﬂ:ﬁ&llow:]ng radmrdlﬁgafo thepthér atkeewiof e 106.

n optica e datg. on 102 thro I
Systom 106. U s a0V I0R e AL PaPO APOHEr € PPERPEHE B Read 104

into di gitakmakink@ie Wit @otectids adirgial ﬁhmﬂenﬁ@ﬂmtnooftquméhadgﬁg usettualdia and
non-user data. The control]er 108 isin corrgallml cation with a host device

110. The dr Py &etis- Haynga visupkbigpeaop xondagot s to g an&?ﬁlﬁec? 498 Miffe drive may
be a peri phefddct Big¥f 166 disc before writing to the disc. Without the virtual bit, you must change

the physical write protect bit. In a first example, the write protection system uses a single
item of information to indicate the write protection status such that the single item of
information has an inherent virtual nature. In a second example, there is additional
information to indicate that the write protection information is virtual or not. In a third
example, a password function is included to control changing of information.

[0015] Figure 1 illustrates an example embodiment of a system including a drive 100,
an optical disc 102, and an user input device 106. An optical head 104 reads and write
data on the disc 102 through a lens system 106. A controller 108 transforms signals from
the optical head 104 into digital information. The digital information includes user data
and non-user data. The controller 108 is in communication with a host device 110. The
drive 100 may be part of the host 110, or optionally the drive may be a peripheral device
connected to the host by a cable as illustrated, or optionally the drive may be a peripheral
device and communicate with the host wirelessly. The host 110 including a drive 100
may be a computer or other devices including optical disc recorders that record video
programming. The user input device 106 may be a keyboard or remote control device.
[0016] Figure 2A illustrates a data structure 200 containing write protection
information on the disc 102. In the example of figure 2A, the write protection information

consists of a write protection On/Off information 210, a password On/Off information



connected to the host by a cable as illustrated, or optionally the drive
may be a peripheral device and conmunicate with the host wirelessly. The
host 110 wocbestizngg4a drive 100 may be a conputer or ot hectadseeesossncl udi ng
optical disc recorders that record video progranm ng. The user input device
106 may be a keyboard or renote control-4device. [0016] Figure 2A
Illustrates a data structure 200 containing wite protection information on
the disc 102. In the exanple of figure 2A, the wite protection information
consists of a wite protection On/Of information 210, a password On/ O f

i nf or mat i on23) a pAssRBRISNAaEd & 2HtuaNOn/®Mihfokaton@30 Ol varidhoembddiment30. | n
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i
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to the disc or at” son® point after inserting the disc into the drive or

devi ce, t henesddoryivtual &n/Qf infermatienAdq. r When heueh attesmits togrrite fo the dist 0§ Hg t he
confirmatio . A . L K ' r

et at el y Ty bl Belhlint BRPLARH, alifor ikl TR IR i e,
such as wheportfinmatiysind wnlyadteswegeisg thelconftmation meyitheldiscde sgcerdstl. The write
protection indicator 210. [001 7] .F set kye,

sof tware or CYBUIARCY néayn%ctcué lg'q ueé1 é%el}’ H%f%{e}%ﬁgpét@%t? gvﬁﬁ‘?f %Efa)f% lﬁl? s déhgec&glﬁe\{ any

di sc. This cimg, dneh acwiomihé shech ey seaessiud deersdeddi thgstan of the waitt protektia sc 102
or in the driye a%tware [001 8] Figure 2B illustrates a variation of
figure 2A 859&%{5? at the wite protection On/Of information 210 is

cont ai ned i [poa7pep&Fuake, Haher lay vettthe @ive o ftwatdndevientoadi rgmisstheray have

di fferent infrgjmatio recqorded in, one .or re separate data structures 250.
[001 9] Fi gGPEimBAienaioninfq difh QFany fise 1 hifcom PR ARCEEURIEY SRHPE BFUPSER hod 1 or

using the the optical disc 102 or in the drive, software

[0018]  Figure 2B illustrates a variation of figure 2A, except that the write protection

On/Off information 210 is contained in a separate data structure 250.. Other embodiments
may have different information recorded in one or more separate data structures 250.
[0019] Figure 3A is a flow chart of an example embodiment of a method for using the
write protect system of figure 2A in which there is only the write protect On/Off
information for a representative situation when the system receives a request to write to
the media from an end-user.. Block 300 starts with loading media into the present system.
The media could be any such digital optical media such as CD’s, DVD’s, one of the blue-
laser formats (HD-DVD and Blu-ray), or other similar optical media. Block 310 collects
the read/write protect indicator that is stored on the media loaded in block 300. Decisional
block 320 determines whether the WrtProt bit is set. If YES, control is passed to block
330 to allow the system to receive user input to permit writing before passing control to
block 320. If the WrtProt bit is set, the decisional block 320 passes control to block 340 to
perform write media.

[0020] Figure 3B illustrates a flow chart of an example embodiment of a method for
using the write protect system of figure 2A in which there is write protect On/Off
information and includes password control. Block 300 starts with loading media into the

present system. Block 310 collects the read/write protect indicator that is stored on the



wite protect systemof figure 2A in which there is only the wite protect
On/ Of information for a representative situation when the systemreceives
a requestwoeosgiztwst 0 the nedia from an end-user.. Bl oclrc3AB2ab@rd3s9 Wi t h

| oading media into the present system The nmedia could be any such digital
optical nedia such as CD's, DVD s, one -6t the bluelaser formats (HD-DVD and
Blu-ray), or other simlar optical nmedia. Block 310 collects the read/wite
protect indicator that is stored on the nedia | oaded in bl ock 300.

Deci si onal bl ock 320 determ nes whether the WtProt bit is set. |fYES,
control is praReshde®inBloskid0830edistonal bioak IJ0ele@hinesvha@hdr eeWYRrdg R s | Nput to

permt witing before passi ontrol tobock tProt bit is
set, the de&t g[rf B?Pé’PmB‘PldﬂRaS?gg E'Q%%&O BHh rAVITEY: BF‘%@OQ@LﬁeR HEEPHB M writ e

nmedi a. [ 002Q)sskwbidufctn 38 ubér'b@ﬁ)ﬁ“é@h@@ 18 tiid QW i§ permittedf DadisienedBRLE embodi ment
of a nmethod for .using the wrltedlprotect system of figure 2A in which there

is wite préetegtingsiyheter thepassiard esteredRy th%qemaégrrﬁ‘é thsmgsspiert e gprrech) ock

300 starts whdddlsqaseds BB R0ObQdrASyrRE ﬁé@iﬁtlfﬁié%mor@é@@rkd 310 collects
the read/wite protect indicator that is stored on thenedia | oaded in bl ock

300. Decisi awanre%ltbw@eswoaﬁqde(b}whé%O)\bn@rer@mr?lnépwﬂip@!O%|3ﬂ0 ilkthget . 1f no,
control is RAEsEMbiliQsd REfio ﬁ‘a:lqylocm.'zgg?srs%%%h{r(ﬁ% b ?41%@%13&%{ wiiteeP Of

acceptlngapasswordfromt e user ore witing to th I'sc I's permtted.
Deci si onal biediek det er mi nes whet her the password entered by the user is

correct. {%Bﬁ‘gega%?éﬂf’«{ P‘? HEs&&és’ £fidw ciE@ e %J%poh& exPa%@?eeQnﬁcng%@ Gk, 340 t o

perfor m Wi assword entere e user
notified ( bhmtﬁodm)smgeﬁmete@qut systensofifesscti t2hivobdut Be0Virthdl Qri?i@ftWt Pr ot

bit is set, on ass s control ta,blo 340 to perform
orite mod aBREBGR AR with Rasind FReR IR Rt Py h St out Bebe evmnp e
enbodi nment m‘ad/avrinepmdt ihdicatosthitds §tbied oh tHeangdiadbaizt usbflstlemoobeéﬂ;lgmum 2A or
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block 400 to determine whether the Virtual Write Protect bit is set. If no, control is passed

to block 420 to allow the system to receive user input to permit writing before control is
passed to block 340. If the Virtual Write Protect bit is set, the control is passed to block
410 to turn off the WrtProt bit. If the WrtProt bit is set, decisional block 320 passes
control to block 340 to perform write media.

[0022] Figure 4B illustrates a flow chart of an example embodiment of a robust
method for using the complete write protect system of figure 2A or 2B. Block 300 starts
with loading media into the present system. Block 310 collects the read/write protect
indicator that is stored on the media loaded in block 300. Decisional block 320
determines whether the WrtProt bit is set. If no, control is passed to block 350, which
requires the additional step of accepting a password from the user before writing to the
disc is permitted. Decisional block determines whether the password entered by the user
is correct. If the password entered is incorrect, the user is notified (block 370) before
control is passed to block 340. If the password is correct, control is passed to decisional
block 400 to determine whether the Virtual Write Protect bit is set. If no, control is passed
to block 420 to allow the system to receive user input to permit writing before control is
passed to block 340. If the Virtual Write Protect bit is set, the control is passed to block
410 to turn off the WrtProt bit. If the WrtProt bit is set, decisional block 320 passes

control to block 340 to perform write media.



read/ wite protect indicator that is stored on the nedia | oaded in bl ock
300. Deci sional block 320 determ nes whether the WtProt bit is set. If no,
control iwopassedsso deci sional bl ock 400 to determ ne whetisesostobssedi rt ual
Wite Protect bit is set. If no, control is passed to block 420 to all ow
the systemto receive user input to perfAtt witing before control is passed
to block 340. If the Virtual Wite Protect bit is set, the control is
passed to block 410 to turn off the WtProt bit. If the WtProt bit is set,
deci sional bl ock 320 passes control to block 340 to performwite nedia.
[0822] Fi 9‘,1”32395 iWh_ill&tt}lieqﬁ@‘&ntan\felhmﬁ Habipoeh ilfktraa aﬁmasgafisedaﬁb@ﬁbf ?c_ffﬁﬂk&/itﬁfz Aa
robust net rysi .the complete w.,jte protect system igure or
2B. Bl ock 3 P@?%ﬁeagm\gﬁg‘ilﬁe%é*d?Pfﬁ%@di“&te%‘mtge P%C‘%?é%'éﬁﬁ'{re S¥enl’ Bl ock 310
col | ects t hghohRadulidrdt®dyMhER6 bkilldidh §:80R that Vidibud @aﬁge%@ﬁngdlﬁéahsnsrw' a

| oaded in bl ock 300. Decisional block 320 determ nes, whet her the t Prot
bit is set.bgmadegvithinsthe pyvieysof heappendedslaimg withant depariing diqmy thejiiae ssepet he

addi ti onal &Rﬁ?hﬁgﬁﬂggﬁgﬁhﬂglﬁﬂﬁ&ﬁ&%ﬁ&gmfr0ﬁ1the user before witing to the
disc is permtted. Decisional block determ nes whether the password entered
by the user is correct. If the password entered is incorrect, the user is
notified (block 370) before control is passed to block 340. If the password
is correct, control is passed to decisional block 400 to determ ne whet her
the Virtual Wite Protect bit is set. If no, control is passed to block 420
to allow the systemto receive user input to permt witing before control
is passed to block 340. If the Virtual Wite Protect bit is set, the
control is passed to block 410 to turn off the WtProt bit. If the WtProt
bit is set, decisional block 320 passes control to block 340 to perform
wite nmedia.[0023] Wiile the present invention has been illustrated and
described in connection with the preferred enbodinents, it is not to be
limted to the particular structures shown. It should be understood by
those skilled in the art that various changes and nodifications may be nade
wi thin the purview of the appended clains w thout departing fromthe true
scope




and spirit of the invention in its broader aspects.CLAIMS Wiat is clained
is: 1.Adrive for optical nedia, conprising: a controller, the controller
recei vi ngworodee12pyeat ecti on i nfornmation fromrecorded nmesca/snehenessed Vi ng
user approval to record on the nedia to allow recording on the nedia

wi thout nodifying the wite protection-gn the disc. 2. The system of claim
1 where the user approval may be set as a default for future optical nedia.
3. The systemof claim1l where data password function is included. 4. An
optical nmedium conprising: wite protection information for the nedia;

i nf or mat i onCsaggRfyi ng whether a drive witing the optical mediumis
permtted to wite without first turning off said wite protection
information. 5. A nethod of recording on nedia wi thout nodifying wite
protecti on Qhagisdiafgedi@npri sing: collecting a wite protection indicator
froma nmediumthat is |oaded onto a drive; determining a value of the wite
protection indicator on the nedium determ ning whether a user password is

required by1L@@ﬁﬂ;@y&ﬁmgghgﬁgkgﬁgﬁgngirtual protection indicator fromthe
medi um determning a value of the virtual wite protect indicator on the

nmedi um and per foeeilera ther watelar rpesbing writet profsctivasiafpranijorfiemapcarded val ues

det er m ned. media and receiving user approval to record on the media to allow recording on

the media without modifying the write protection on the disc.

2. The system of claim 1 where the user approval may be set as a default for future optical

media.
3. The system of claim 1 where data password function is included.

4. An optical medium, comprising:
write protection information for the media;
information specifying whether a drive writing the optical medium is permitted to

write without first turning off said write protection information.

5. A method of recording on media without modifying write protection on a disc
comprising:
collecting a write protection indicator from a medium that is loaded onto a drive;
determining a value of the write protection indicator on the medium;
determining whether a user password is required by the drive;
collecting a virtual protection indicator from the medium;
determining a value of the virtual write protect indicator on the medium; and

performing a predetermined function based any one of the values determined.



