MULTI - OANER DEPLOYMENT OF FI RMWMARE | MAGES Abstract of the Disclosure A
nmet hod, apparatus, system and conputer program product for nulti-owner 5
depl oyment of firmvare i mages. The nethod i ncl udes obtaining a signed
firmvare inmage that conprises a first code nodule signed by a first code
owner and a second code nodul e signed by a second code owner. The net hod
further includes obtaining an updated first code nodul e conpri sing updated
code for the first code nodule, verifying that the updated first code

nodul e i s si gned MYLTIEOWNER BPEPEOYMENT OFFIRM¥ARE IMAGEHned firmare
10 image with the updated first code nodule in response to verifying that

the updated first code nodule is si%ned by the first code owner. The signed
firmware inmage may further conﬁ@ﬂ@éLaﬁiﬁéiééglﬁﬁntroI i st that authorizes
updates to the fifsh ﬁnﬁp kgﬁk?ggg?[ngﬁ&rﬁﬁmlggg@ges to the

second code nDd e by The séco
5 deployment of firmware images. The method includes obtaining a signed firmware image

that comprises a first code module signed by a first code owner and a second code module
signed by a second code owner. The method further includes obtaining an updated first
code module comprising updated code for the first code module, verifying that the updated
first code module is signed by the first code owner, and updating the signed firmware

10 image with the updated first code module in response to verifying that the updated first
code module is signed by the first code owner. The signed firmware image may further
comprise an access control list that authorizes updates to the first code module by the first

code owner and updates to the second code module by the second code owner.
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