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REMOTE BROWSING SESSION MANAGEMENT

BACKGROUND

{6061} Generally described, computing devices and conmunication networks can
be ulilized to exchange information. In a common applicalion, a compuling device can
request content [rom another computing device via the communication network. For
example, a user at a personal computing device can ufilize a soliware browser application,
typically referred to as a browser software application, to request a Web page from a server
computing device via the Internet. In such embodiments, the user computing device can be
referred 1o as a client computing device and the server computing device can be referred Lo as
a content provider.

[0002] With reference to an illustrative example, a requested Web page, or
original content, may be associated with a number of additional resources, such as images or
videos, that are to be displayed with the Web page. In one specific embodiment, the
additional resources of the Web page are jdentified by a number of embedded resource
identifiers, such as oniform resource locators (“URLs™). In tumn, softwarc on the client
computing devices, such as a browser software application, typically processes embedded
resource identifiers to generate requests for the content. Accordingly, in order to satisfy a
content request, one or more content providers will generally provide client computing
devices data associated with the Web page as well as the data associated with the embedded
rCSOUrces.

{0003} Once the client computing device obtains the Web page and associated
additional resources, the content may be processed in a number of stages by the software
browser application or other client computing device interface. For example, and with
reference Lo the above illustration, the software browser application may parse the Web page
to process various HTML layout information and references to associated resources, may
identify and process Cascading Style Sheets (“CSS8”) information, may process and
instantiate various Javascript code associated with the Web page, may construct a native
object model to represent one or more components of the Web page, and may calculate
various layout and display properties of the processed content for presentation to a user.

[6064] From the perspective of a user utilizing a client computing device, a user

experience can be defined in terms of the performance and latencies associated with
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obtaining network content over a commuuication network, such as obtaining a Web page,
processing embedded resource identifiers, generating requests to obtain embedded resources,
and rendering content on the client computing device. Latencies and performance limitations
of any of the above processcs may diminish the uscr cxperience. Additionally, latencies and
inefficiencies may be especially apparent on computing devices with limited resources, such
as processing power, memory or network connectivity such as netbooks, tablets,
smartphones, and the like,
BRIEF DESCRIPTION OF THE DRAWINGS

[6005]  The foregoing aspects and many of the attendant advantages of this
invention will become more readily appreciated as the same become betier understood by
reference to the following detailed description, when taken in conjunction with the
accompanying drawings, wherein:

{0006] FIGURE 1 is a block diagram illustrative of a content delivery
environment including a number of client computing devices, content provider, a content
delivery network service provider, and a network computing and storage provider;

{0007] FIGURE 2 is a block diagram of the content delivery environment of
FIGURE 1 illustrating the generation and processing of a new browse session request from a
client computing device to a network computing and storage provider;

{0008] FIGURE 3 is a block diagram of thc content delivery environment of
FIGURE 1 illustrating the generation and processing of a request for a network resource from
a network computing and storage provider to a content provider;

[0009] FIGURE 4 is a block diagram of the content delivery environment of
FIGURE 1 illusirating the generation and processing of one or more requests corresponding
o one or more embedded resources from a network computing and storage provider to a
content provider and content delivery network;

[6010] FIGURE 5 is a block diagram of the content delivery cnvironment of
FIGURE 1 illustrating the generation and processing of browse session data and user
interaction data between a network computing and storage provider and client computing
device;

[0011] FIGURE 6 is a block diagram of the content delivery environment of
FIGURE 1 illustrating the generation and processing of an additional new browse session

request from a client computing device to a network computing and storage provider;
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[6012] FIGURE 7 is a user interface diagram depicting an tllustrative browser
interface and display of browse session content;

[6013] FIGURE 8 1s a diagram depicting illustrative browser content processing
actions as a series of processing subsystems;

[6G14] FIGURE 9 is a flow diagram illustrative of a new browse session routine
implemented by network computing and storage provider;

[6015] FIGURE 10 is a flow diagram illustrative of a client new browse session
interaction routine imiplemented by a client computing device; and

[0016] FIGURE 11 is a flow diagram tllustrative of a process user interaction
routine implemented by a client computing device.

DETAILED DESCRIPTION

0017}  Generally described, the present disclosure is directed to the generation
and management of a remote application session between client computing devices and
content providers in conjunction with a network computing and storage provider.
Specifically, aspects of the disclosure will be described with regard to the request for a
browse session by a client computing device with a content provider, the establishment of a
remote browse session between the client computing device and a network computing and
storage provider, and the transmission of browse session state data and client interaction data
between the client computing device and the network computing and storage provider.
Although aspects of the embodiments described in the disclosure will focus, for the purpose
of illustration, on the management of a remote browse session, one skilled in the art will
appreciate that the techniques disclosed herein may be applied to any number of software
processes or applications, Further, although various aspects of the disclosure will be
described with regard to illustrative cxamples and cmbodiments, onc skilled in the art will
appreciate that the disclosed embodiments and examples should not be construed as limiting,

{0018] With reference to an illustrative example, a user may cause a client
computing device to load a software browser application (henccforth referred to as a
“browser™) for accessing content provided by one or more content providers. lllustratively,
the accessed content may include a collection of one or more network resources (e.g., a Web
page) and embedded resources such as images, video, audio, text, executable code, and other
resources. In one embodiment, the browser may have a content display area or pane for
displaying the accessed network content in addition to one or more local interface

components, such as toolbars, menus, buttons, or other user imterface controls, Local




WO 2013/003631 PCT/US2012/044711

interface coraponents roay be mavaged and controlied by the software browser application or
any other process cxeccuting or implemented locally at the client computing device.
Hhustratively, managing user interface controls locally may allow for a responsive user
interface, as interactions by the user are processed locally on the client computing device,

{0019} Subscquent to the browser being loaded, a user or automated browser
process may causc the clicnt computing device to transmit a request to aceess content from a
content provider by establishing a browse session with a network computing and storage
provider across a private or public network, The browse scssion request may include
information identifying one or wore sources for the requesied coutent. The identifiers can be
in the form of nctwork addresses of network resources, such as a Web site or other network
accessible piece of content. For example, the user may select or eunter a URL, (e.g,
http://www.xyzwebsite.com) into a browser window, causing the client computing device to
transmit a roguest for a new browse session lo the neiwork computing and storage provider,
including the selected URL. The address or location of a network computing and storage
provider capable to service the browse session request may be hardcoded into the browser,
may be configurable by the user, may be obtained from a network address service, or may be
deterroined jn any other way.

[0020] In an illustrative embodiment, responsive to the browse session request
received from the client computing device, the network compuling and storage provider may
instantiate or cause to have instantiated one or yoore computing components associated with
the network computing and storage provider that will host a browser software application.
For example, the network computing and storage provider can instantiate, or cause 1o have
instantiated, an instance of a virtual machine that inciudes a software browser application
capable of requesting resources from a communication network. lllustratively, in some
situations, one or more devices associated with the network computing and storage provider
may be located in a data center or other robustly networked computing environment, and, as
compared 1o the client computing device, may expericace relatively little latency or delay
when obtaining network resources.

10621 Using the instantiated network computing components, the network
computing and storage provider may request the identified network resource(s) from one or
more content providers, a content delivery network, or a local or associated cache
component. For cxample, the browser software application on the instantiated network

computing component can process a primary network resource and then generate additional
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content requests for content identified in one or more embedded resource identifiers (e.g.
pictures, video files, ctc.). Hlustratively, in the case of other, non-browser, applications,
network resources, ot content may include any file type or format known in the art and
suppotted by the specific software application.

[0022] Having obtained the requested content (c.g., the requested network
resource and embedded resources), the network computing and storage provider may identify
a remote scssion browsing configuration specifying a remote session communication protocol
for usc in transmitting the requested content, user interaction data, intermediaic processing
results, and other information between the browser being executed on the client computing
device and the browser being exceunted at the instantiated network computing component on
the computing and storage provider. The information exchanged between the browser on the
instauntiated network computing component and the browser on the client computing device
can be generally referred to as “browser session information.”

[0023) in addition to specifying a remote session communication protocol for
transmitting information between the client computing device and the instantiated network
computing component, in one embodiment, the identified remote session browsing
configuration may specify that one or more processing actions 0 be performed on the
requested content are to be performed at the network computing and storage provider rather
than, or in addition to, at the client computing device For purposes of illustration, the
processing ol network content by a browser may involve various processing actions before
content can be rendered in an appropriate form on a client computing device. A Web page,
for example, may be parsed and processed 1o process various HTML layout information and
references to associated resources or embedded content such as CSS style sheets and
Javascript, as well as embedded content objects such as images, video, audio, etc. Each
object or piece of code may be parsed and processed before a representative object model
corresponding to the web page may be constructed and processed further for layout and
display. In accordance with the selected remote session browsing configuration, the client
computing device and the instantiaied network computing component may exchange
processing results via browser session information {e.g., state data or display data
representing the requested content).

10024] FIGURE 1 is a block diagram illustrative of a networked computing
environment 100 for the management and processing of content requests. As illustrated in

FIGURE 1, the networked computing environment 100 includes a number of client

.
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computing devices 102 (generally seferred to as clients) for requesting coutent and content
processing from a content provider 104, CDN service provider 106, or network computing
and storage provider 107. [n an illustrative embodiment, the client computing devices 102
can corresponds to a wide variety of computing devices including personal computing
devices, laptop computing devices, hand-held computing devices, terminal computing
devices, mobile devices {e.g., mobile phones, tablet compuling devices, efc.), wireless
devices, various clecironic devices and appliances and the like, In an illostrative
embodiment, the client computing devices 102 include necessary hardware and software
components for establishing communications over a communication network 108, such as a
wide area network or local area network. For example, the client computing devices 102 may
be equipped with networking equipment and browser software applications that facilitate
communications via the Internet or an intrancl. The client computing devices 102 may have
varied local computing resources such as central processing unils and architectures, memory,
mass storage, graphics processing units, communication network availability and bandwidth,
ele,

{0025] The networked computing environment 100 can also include & content
provider 104 in conununication with the one or more client computing devices 102 or other
service providers (e.g., CDN service provider 106, network computing and storage provider
107, etc.) via the communication unetwork 108. The conteat provider 104 illustrated in
FIGURE 1 corresponds o a logical association of one or more computing devices associated
with a conient provider. Specifically, the content provider 104 can include a web server
component 110 corresponding to one or more server computing devices for obtaining and
processing requests for content (such as Web pages) from the client computing devices 102
or other service providers. The content provider 104 can further include an origin server
component 112 and associated storage coroponent 114 corresponding to oue or more
computing devices for obtaining and processing requests for vetwork resources from the
CDN service provider. The content provider 104 can still further include an application
server computing device 111, such as a data streaming server, for processing streaming
content requests. One skilled in the relevant art will appreciate that the content provider 104
can be associated with various additional computing resources, such as additional computing
devices for administration of content and resources, DNS name servers, and the like, For

example, although not illustrated in FIGURE 1, the content provider 104 can be associated
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with one or more DNS name scrver components that would be authoritative to resolve client
computing device NS gueries corresponding to a domain of the content provider,

16026] With continued reference to FIGURE 1, the networked computing
envirenment 100 can further include a CDN service provider 106 in communication with the
one or more clicnt computing devices 102 and other service providers via the communication
network 108, The CDN service provider 106 illustrated in FIGURE | corresponds to a
logical association of onc or more computing devices associated with a CDN scrvice
provider. Specifically, the CDN service provider 106 can include a number of Point of
Presence (“POP™Y locations 116, 122, 128 that correspond to nodes on the conmounication
network 108, Each CON POP 116, 122, 128 wcludes a DNS componcut 118, 124, 130 made

up of a number of IBNS server computing devices for resolving DNS quertes from the client

2y

computers 102, Each CDN POP 116, 122, 128 also includes a resource cach

¢

contponent 120, 126, 132 made up of a number of cache scrver computing devices for storing
rosources [rom content providers and transmitling various requested resources Lo various
cliont computers.  The DNS components 118, 124, and 130 and the resource cache
coniponents 120, 126, 132 may further include additional soltware and/or hardware
components that facilitate communications including, but not liwmited to, load balancing or
load sharing sofliware/hardware components.

[0027] In an Hustrative embodiment. the DNS compounent 1R, 124, 130 and
resource cache component 120, 126, 132 are considered to be logically grouped, regardless of
whether the components, or portions of the components, are physically separate.
Additionally, although the CDN POPs 116, 122, 128 are illustrated in FIGURE 1 as logically
associated with the CI?N service provider 106, the CDN POPs will be geographically
distributed throughout the communication network 108 in a manncr to best serve various
demographics of chient compuling devices 102, Additionally, one skilled in the relevant art
will appreciate that the CDN service provider 106 can be associated with various additional
cornputing resources, such as additional computing devices {or administration of content and
resources, and the like,

[6028] With further continued reference o FIGURE 1, the networked computing
environment 100 can also include a network computing and storage provider 107 in
communication with thc one or more client computing devices 102, the CHDN service
provider 106, and thc contont provider 104 via the communication network 108, The

network computing and storage provider 107 illustrated in FIGURE [ also corresponds to a
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logical association of one or more computing devices assoctated with a network computing
and storage provider. Specifically, the network computing and storage provider 107 can
include a number of Point of Presence (“POP™) locations 134, 142, 148 that correspond to
nodes on the communication nctwork 108. Each POP 134, 142, 148 includes a nciwork
computing component (NCC) 136, 144, 150 for hosting applications, such as data strcaming
applications, via a number of instances of a virtual machine, generally referred to as an
instance of an NCC. One skillied in the relevant art will appreciate that NCC 136, 144, 150
would include physical computing device resources and software o provide the multiple
instances of a virtual machine or 1o dynamically cause the creation of instances of a virtual
machine. Such creation can be based on a specific request, such as from a chient computing
device, or the NCC can initiate dynamic creation of an instance of a virtual machine on its
own. Each NCC POP 134, 142, 148 also includes a storage component 140, 146, 152 made
up of a number of storage devices for storing any type of data used in the delivery and
processing of network or computing resources, including but not limited to user data, state
information, processing requirements, historical usage data, and resources from content
providers that will be processed by an instance of an NCC 136, 144, 150 and transmitted to
various client computers, ¢tc. The NCCs 136, 144, 150 and the storage componcuts 140,
146, 152 may further include additional software and/or hardware components that facilitate
communications including, but not limited to, load balancing or load sharing
softwarc/hardware components for selecting instances of a virtual machine supporting a
requested application and/or providing information to a DNS nameserver to facilitate request
routing.

[6029] In an illustrative embodiment, NCCs 136, 144, 150 and the storage
components 140, 146, 152 are considered to be logically grouped, rogardless of whether the
components, or portions of the components, are physically separate. For example, a network
computing and storage provider 107 may maintain separate POPs for providing the NCC aund
the storage components. Additionally, although the NCC POPs 134, 142, 148 are iflustrated
in FIGURE 1 as logically associated with a network computing and storage provider 107, the
NCC POPs will be geographically distributed throughout the communication network 108 in
a manner to best serve various demographics of client computing devices 102. Additionally,
one skilled m the relevant art will appreciate that the network computing and storage
provider 107 can be associated with various additional computing resources, such additional

computing devices for adrministration of content and resources, and the like. Even further,
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one skilled in the relevant art will appreciate that the components of the network computing
and storage provider 107 and components of the CDN scrvice provider 106 can be managed
by the same or different entities.

10030] With reference now to FIGURES 2-6, the interaction between various
components of the networked computing environment 100 of FIGURE 1 will be illustrated.
Specifically, FIGURES 2-6 illustrate the intcraction betwecen various components of the
networked computing cnvironment 100 for the exchange of content between a client
computing device 102 and a conient provider 104 via the network computing and storage
provider 107. For purposes of the exaruple, however, the illustration has been siplified
such that many of the components utilized to facilitate communications are not shown., One
skilled in the relevant art will appreciate that such components can be utilized and that
additional interactions would accordingly occur without departing from the spirit and scope
of the present disclosure.

{6031} With reference to FIGURE 2, the process can begin with the generation
and processing of a browse session request from a client computing device 102 to a network
computing and storage provider 107 will be described. Iustratively, the client computing
device 102 may load a browser {or viewing network content in response (0 an event or user
request,  Subsequent to the browser being loaded, the browser may be implemented to
request & new browse session, From the perspective of the user of the client computing
device, the request for the new browse session corresponds 1o the intended request to transmit
the request to one or more corresponding content providers 104. Illustratively, this request
may be generated automatically as a resull of the browser loading (e.g., a request for a default
or “home” page), or may be generated as a result of a user following a link or entering a
network address into an address bar. As illustrated in FIGURE 2, the browse scssion request
is transmitied first to a neiwork computing and storage provider 107. In an illustrative
embodiment, the network computing and storage provider 107 utilizes a registralion
application program interface (“API”) to accept browse session requests from the client
computing device 102. The browse session request can include network address information
corresponding to a requested network resource, which may be in any form, including, but not
limited to, an Internet Protocol (“IP™) address, a URL, a Media Access Control ("MAC™)
address, eic.

0032} Subsequent to the receipt of the browse session request, the network

computing and storage provider 107 may select an associated network computing component
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(herematter “NCC”) point of presence (hereinafter “POP™) such ag NCC POP 142 1o service
the browse session request.  The sclection of the NCC POP may determine the proccssing
and network resources available 1o the instantiated virtual machine. The selection of
processing and network resources and the provisioning of soflware at the NCC POP instance
may be done, at least in part, in order to optimize communication with content providers 104
and client computing devices {02,

[0033] With reference to FIGURE 3, an illustrative interaction for gencration and
processing of & request for a nctwork resource from a network computing and storage
provider 107 to a content provider 104 will be described.  As lustrated i FIGURE 3, the
sclecied NCC POP 142 may generate a browse session correspouding to one or more content
providers based on a browse session request, such as the tlustrative browse session request
depicted in FIGURE 2 above, Ilustratively, instantiating a new browse scssion instance may
include loading a new virtual machine instance and/or browser mstance at the NCC POP (42,
rescrving or allocating device memory, storage or cuche space, processor tme, network
bandwidth, or other computational or network resources for the new browse session.

10034 Subsequent to initializing a new browse session instance, NCC POP 142
may provide a request for a network resource to a conlent provider 104 based on a network
address included in the browse session request. For example, a browse session request may
include a URL for a Web page, such as “hiip:/www.xyesite.com/defaulthim.” NCC POP
142 may resolve the URL to an IP address through a DNS resolver associated with the
network computing and storage provider (not shown), and may request the Web page {rom
the content provider 104 at the resolved IP address.  1n various embodiments, a network
resource may be retricved from any combination of content providers, content delivery
network (hereinafter “CIN™) servers, or caches associated with the network computing and
storage provider 107. For example, the network computing and storage provider may check
it a resource 18 stored in a tocal cache or in another scrver or sorvice provider associated with
the network comyputing and storage provider 107, 1{ a network resource is stored in a local or
associated location, the NCC POP 142 may retrieve the network vesource {rom the local or
associated location rather than from the third party content provider 104 or CDN service
provider 106, Hlustratively, the NCC POP 142 may provide requests for any number of
network resources as included in the browse session request, and may obtain these network

resources from any number of different sources, sequentially or in parallel.
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[0035] As illustrated in FIGURE 3, the content provider 104 receives the resource
request from the NCC POP 142 and processes the request accordingly. o one embodiment,
the content provider 104 processes the resource request as if it were originally provided by
the client computing device 102, For example, the content provider 104 may select the type
of content, ordering of content, or version of content according to the requircments of the
requesting chient computing device 102, In another embodiment, the content provider 104
may be provided with information that provides information associated with the
NCC POP 142 for utilization in providing the requested content (¢.g., an available amount of
processing resources or network bandwidth),

[0036] Subsequent 1o obtaining the requested network resource from the content
provider 104 (or other source designated by the content provider), the NCC POP 142 may
process the network resource to extract erubedded resource identifiers and gather information
for determination of a remote session browsing configuration. For example, a network
resource such as a Web page may include crabedded CSS style information and Javaseript as
well as embedded resource ideniifiers to additional resources such as text, images, video,
audio, animation, executable code, and other HTML, CSS, and Javascript files. In the
process of exiracting the embedded resource identifiers, the NCC POP 142 may gather
information about the processed network resources for later use in the determination of a
remole session browsing conliguration as discussed below with reference to FIGURE 4.

[0037] With reference (o FIGURE 4, an illustrative interaction for generation and
processing of one or more requests corresponding Lo one or more erabedded resources {rom a
network computing and storage provider 1o a content provider and content delivery network
is disclosed. As ilustrated in FIGURE 4, the selected NCC POP 142 may provide resource
requests to one or more sources of content such as content provider 104 and CDN POP 116.
The resource requests may correspond to embedded resources based on one or more
embedded resource identifiers extracted from a requested network resource {e.g., a Web
page) as described in FIGURE 3 above. In various embodiments, embedded resources may
be retrieved from any combination of content providers, CDN servers, or caches associated
with the network computing and storage provider 107. For example, the network computing
and storage provider may check if an embedded resource is stored in a local cache or in
another server or service provider associaled with the network computing and storage
provider 107, If an embedded resource is stored in a local or associated location, the NCC

POP 142 may retrieve the embedded resource from the local or associated location rather
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than the third party content provider or CDN. 1Huostratively, the NCC POP 142 may provide
requests for any number of cmbedded resources referenced by a network resource, and may
obtain these embedded resources from any number of different sources, sequentially or in
parallcl, Subscquent to obtaining the requested resources, the NCC POP 142 may process the
resources and requested content to determinge a remote session browsing configuration for the
processing and communication of content to the client computing device 102,

[0038] With reference to FIGURE 5, an illustrative interaction for generation and
processing of processing results and user interaction data between a network conputing and
storage provider and client computing device is disclosed. As previously described, in one
cmbodiment, the respective browsers on the instantiaied network computing component and
the client computing device 102 can exchange browsers’ session information refated to the
allocation and processing of the requested resources at the instantiated network computing
component and client computing device. As illustrated in FIGURE 5, the selected NCC POP
{42 may provide an initial processing result to the client computing device 102 over the
neiwork 108. The initial processing result may correspond 1o requested neiwork contenl,
such as a Web page, along with associated embedded resources processed by the NCC POP
142 in accordance with a selected remote session browsing configuration as described in
FIGURE 4 above. The NCCPOP 142 also makes a determination of which additional
processes will be conducted at the NCC POP 142, at the client computing device 102, or
both. Subsequent to receiving an initial processing result and the allocation of processes, the
client computing device 102 may perform any remaining processing actions on the initial
processing result as required by the selected remote session browsing configuration, and may
display the fully processed content in a content display arca of a browser. The client
computing device 102 may process any local user interactions with local interface
components or content clements tocally, and may provide user inieractions requiring remote
processing to the network computing and storage provider 107. The network computing and
storage provider 107 may provide updated processing results to the client computing device
in response to changes to the content or remote user interaction data from the client
computing device.

|6639] With reference to FIGURE 6, a block diagram of the content delivery
environment of FIGURE 1 illustrating the generation and processing of an additional new
browse session request from a client computing device to a network computing and storage

provider is disclosed. As illustraied in FIGURE 6, a second new browse session request may
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be sent 1o network computing and storage provider 107 from client computing device 102
across network 108, In an illustrative embodiment, the network computing and storage
provider 107 utilizes a registration API to accept browse session requests {rom the client
computing device 102,

6040] The additional browse scssion rcquest may be generated by a client
computing device 102 in responsc to a user opening up a new browser window with a new
content display arca, opening a now content display arca in an cxisting browser window (e.g.,
opening a new tab in a browser), requesting new network content in an existing content
display area (e.g., following a link {0 a new network resource, or eniering a new network
address into the browser), or any other user interaction, For example, a user browsing a {irst
Web page corresponding to a first browse session instance may follow a link that opens a
new tab or browser window 1o view a second Web page. In one embodiment, any required
steps of obtaining and processing content associated with the second Web page may be
performed by the currently instantiated network computing component in which the browser
can handle the processing of both resource requests. In another embodiment, the client
computing device 102 request may be processed as a new browse session request o the
network computing and storage provider 107, including the network address of the second
Web page. In this embodiment, the browser on the clien! compuling device may not

specifically request a separate browse session. and a user’s interaction with the browser on

the client computing device 102 may appear to be part of a same browsing session. As
described above with regard to FIGURES 2 and 3, the network computing and storage
provider 107 may causc an instantiation of a network computing component for obtaining
and processing contenl associated with the second web page. In other embodiments, a new
browse session request may be gencrated by the client computing device 102 corresponding
to sections of a network resource {e.g., frames of a Web page), individual neiwork resources,
or embedded resources themselves, dala objects included in a set of content, or individual
network resources.

{6041} Hlustratively, the additional browse session request may include any
namber of picces of data or information including, but not limited to, information associated
with a user, information associated with the client computing device 102 (e.g., hardware or
software information, a device physical or logical location, etc.), information associated with
the network 108, user or browser preferences (c.g., a requested remote session browse

protocol, a preference list, a decision tree, or other information), information associated with
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the network computing and storage provider 107, information associated with one or more
picces of requested network content (e.g., the network address of a network resource), cic.
Requested content may include any manner of digital content, including Web pages or other
documents, text, images, video, audio, cxccutable scripts or code, or any other type of digital
resource.

[6042] Subscquent to the receipt of the browse scssion request, the nctwork
computing and storage provider 107 may sclect an associated network computing component
such as NCC POP 142 to service the browsce session request.  As discussed above with
reference to FIGURE 2, a network computing and storage provider 107 may select an NCC
POP to service a browse session request based on any nurmber of factors, wcluding, but not
limited to available NCC POP resources (e.g., available memory, processor load, network
load, etc), a financial cost of servicing the browse session request at the NCC PQP, the NCC
POP location respective to a client computing device 102, conlent provider 112, or CDN POP
116, a NCC POP cache status (e.g., whether a requested resource is already stored in an NCC
POP cache), etc. In one embodiment, the network computing and storage provider 107 may
select a number of NCC POPs to service a browse session request. Tlustratively, although
the network computing and storage provider 107 is depicted here for purposes of Jlustration
as selecting NCC POP 142, the network computing and storage provider 107 may select any
extant NCC POP to service the browse session request. For example, a single client
computing device 102 may simultaneously or sequentially provide three different browse
session requests to the network computing and storage provider 107 corresponding to
different network resources. The network computing and storage provider 107 may select
different NCC POPs for cach browse session request, the same NCC POP for all three browse
session requests, or any combination thereof. As discussed above, the decision whether to
select a different NCC POP than was utilized for a previous or simultaneous browse session
request may be made on the basis of available system resources, randomly, or according to
any other factor as discussed above and with regards to FIGURE 2.

10043] FIGURE 7 is a user interface diagram depicting an illustrative browser
interface and display of browse session content. As described above with reference to
FIGURE 5, a browser 700 may have a content display area 702, as well as one or miore one or
more local interface components, These local interface components may include toolbars,

menus, butions, address bars, scroll bars, window resize controls, or any other user interface
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conuels.  Hlustratively, local interlace components may be displayed as separate [rom the
content display arca or may be overlaid or embedded in the content display arca.

10044] Interactions with local interface components may be treated as focal user
interactions or remote user interactions depending on the processing required by the
interaction and the remote session browsing configuration.  For cxample, the sclection of a
preferences option in a browscr monu may be handled entirely as a local user interaction by a
browser. The processing required to display the menu, provide visual feedback regarding the
selection, display the preferences window, and process the changes made to the browser
preferences may be performed locally,  As discussed above. processing user interactions
locally may provide greater rosponsiveness at the browser as opposed to sending user
mteraction data to the NCC POP 142 for processing. As another example, when using a
remote session browsing configuration that specifies extensive processing on the NCC POP
142 (e.g., a remote session browsing configuration using a remole session contmunication
protocol such as RDP), the selection of a content refresh button in a browser toolbar may be
handied both as a local user interaction and a remote user inleraction. The limited processing
reguired (o provide interface foedback corresponding to the button selection may be handled
al the client computing device 102 o order to provide the appearance of interface
responsiveness, while the sefresh command, which may require processing of the network
content displayed in the content display arca of the browser, may be sent as uscr interaction
data to the NCC POP 142 f{or processing. The NCC POYP 142 may then transmit updated
processing rosults corresponding to the refreshed network content back to the client
computing device 102 for display.

[6045] FIGURE 8 is a diagram depicting illustrative browser content processing
actions as a series of processing subsystems 800. In many embodiments, a browser may
process sets of content (e.g., network resources such as web pages and associated embedded
resources) in a series of processing actions.  Hlustratively, and as described above with
reference o FIGURES 3-50 a remote session browsing configuration may specily a split
between processing actions performed at a network computing and storage provider (e.g., an
NCC POP) and processing actions performed at a clicnl computing device 102, Ths split
may designate some processing actions to be performed by cach of the NCC PO and client
compuiing device 102, or may assign all processing actions to a single device or component.
For example, an NCC POP may perform all of these various processing actions at the browse

session instance, and send fully processed RDP processing results to the cliont computing
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device 102 for bitmap assembly and display. Any oumber of different remote session
browsing configurations may be used by onc or more browse sessions instances running at an
NCC POP.

{0046] One of skill in the rclevant art will appreciate that the subsystems shown
here are depicted for the purpose of illustration, and arc not intended to describe a necessary
order or a definitive list of browser subsystems. Various browser sofiwarc componenis may
implement additional or fewer browser subsysters than are shown here, and may order the
subsystems or corresponding processing actions in any number of different ways. Although
the processing subsysterus 800 depicted here for purposes of iflustration are directed at the
processing of Web pages or other Web content, oue of skill in the relevant art will appreciate
that the processing of other file types or network resources may be broken up in a sinular
manuner. For example, one of skill in the relevant art will appreciate that a similar schema
may be developed for the processing of images, video, audio, database inlormaiion, 3d design
data, or any other file format or type of data known in the art. Similar schema may also be
developed for any number of device operating system or software [ramework processing
operations, such as scheduling, memory or {ile management, sysiem resource management,
process or service execution or management, etc, Further, although the HTML protocol and
RDP remote session communication protocols are discussed herein for the purposes of
example, one of skill in the relevant art will appreciate that a remote session browsing
configuration may implement any pumber of remote communication protocols for any
number of specified processing actions, and that a remote session browsing configuration
may be formulated to perform any fraction or combination of the actions identified below at
any combination of the client computing device 102 and network computing and storage
provider 107.

[0047] Hluostratively, the first processing subsystem involved in the processing
and display of network content is the networking subsystem 802, Hlustratively, the
networking subsystem 802 may be responsible for all communication between the browser
and content provider, including local caching of Web content. The networking subsystem is
generally limited by the performance of the user’s network. A remote session browsing
configuration that splits processing actions at the networking subsystem 802 might include a
remote session browsing configuration utilizing an HTML remote session communication
protocol, where one or more caching or resource retrieval actions were performed at the NCC

POP, but parsing and processing of the content was performed at the client computing device,

-16-



WO 2013/003631 PCT/US2012/044711

[0048] As network resources such as HTML documents are downloaded from the
server they may be passed 1o an HTML subsystern 804 which parses the document, initiates
additional downloads in the networking subsystem, and creates a structural representation of
the document. Modern browsers may also contain related subsystems which are used for
XHTML, XML and SVG documents, A remote session browsing configuration that splits
processing actions at the HTML subsystem 804 might include a remote session browsing
configuration utilizing an HTML remote session communication protocol, where an initial
HTML page is processed at the NCC POP in order to extract embedded resource identifiers,
but additional parsing and processing of the content is performed at the client computing
device.  In another crubodiment, a remoic session browsing configuration that splits
processing actions at the HTML subsystem 804 might perform initial processing to create the
structural representation of the HIML document, and provides a processing result including
the structural representation and associated embedded resources to the client computing
device for processing.

10049] When CSS is encountered, whether inside an HTML document or an
embedded CSS document, it may be passed to a CSS subsystem 806 to parse the style
information and creale a structural representation that can be referenced later. Ilustratively,
a remole session browsing configuration that splits processing actions at a CSS subsystem
806 may coustruct a processing result iucluding the CSS structural representation and HTML
structural represeniation, and provide the processing result and associated embedded
resources to the client computing device for processing.

10650] HTML docursents often contain metadata, for example the information
described in a document header or the atiributes applied to an element. The collections
subsystem 808 may be responsible for storing and accessing this metadata. A remote session
browsing configuration that splits processing actions at a collections subsystem 808 may
construct a processing result including processed metadata along with any other structural
representations discussed above, and provide the processing result and associated embedded
resources to the client computing device for processing.

10051} When Javascript is encountered, it may be passed directly to a JavaScript
subsystem 810 responsible for executing the seript. The Javascript subsystem 810 has been
examined fully over the years, and may be one of the most well known browser subsystems
in the art. A remote session browsing configuration that splits processing actions at a

Javascript subsystemn 810 may construct a processing result including an internal
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representation of one or more Javascript scripts, including, but not limited to state data or a
representation of the script in a native or intermediate form, as well as any other processed
structures or data discussed above, and provide the processing result and associated
cmbedded resourcces to the client computing device for processing.

[0052] Because many JavaScript cngines arc not directly integrated into the
browser, there may be a communication layer including the marshalling subsystem 812
between the browser and the script engine, Passing information through this communication
layer may generally be referred to as marshaling, A remote session browsing configuration
that splits processing actions at a marshalling subsysiern 812 may construet a processing
result including marshalling data as well as auny other processed structures, scripts, or data
discussed above, and provide the processing result and associated embedded resources to the
client computing device for processing.

{0853] In some embodiments, JavaScript interacts with an underlying network
resource such as a Web document through the Document Object Model APis. These APls
niay be provided through a native object model subsystem 814 that knows how to access and
manipulate the document and is the primary interaction point between the script engine and
the browser. lilusiratively, a remote session browsing configuration that splits processing
actions at a native object model subsystem 814 may construct a processing result including
native object model state data or AP calls as well as any other processed structures, scripts,
or data discussed above, avd provide the processing result and any other associated
embedded resources to the client computing device for processing.

[6054] Once the document is constructed, the browser may needs to apply style
information before it can be displayed to the user. The formatting subsystem 816 takes the
HTML document and applics styles. IHlustratively, a remote session browsing configuration
that splits processing actions at a formatting subsystem 816 may construct a processing result
including an HTML representation with applied styles, as well as any other processed state
data, API calls, structures, scripts, or data discussed above, and provide the processing result
and any other associated embedded resources to the client computing device for processing.

[0055] In one cmbodiment, CSS is a block based layout system. Afler the
docurnent is styled, the next step, at a block building subsystern 818, may be to construct
rectangular blocks that will be displayed to the user. This process may determine things like
the size of the blocks and may be tightly integrated with the next stage, layout. A remote

session browsing configuration that splits processing actions at a block building subsystem
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818 may construct a processing result including block information, as well as any other
processed state data, API calls, structures, scripts, or data discussed above, and provide the
processing result and any other associated embedded resources to the client computing device
for processing.

[0056]  Subscquent to the browser styling the content and constructing the blocks,
it may go through the process of laying out the content. The layout subsystem 820 is
responsible for this algorithmically complex process. Illustratively, a remote session
browsing configuration that splits processing actions at a layout subsystem 820 may process
the various state data, API calls, structures, seripts, or data discussed above to cousiruct a
processing result including layout information for the client computing device. lustratively,
an NCC POP may make use of various data or settings associated with the client computing
device or browser (e.g., as provided in the initial browse session request) in order to generate
a suitable layout for the client computing device. For examiple, a mobile device may provide
a screen resolution and a display mode to the NCC POP. The NCC POP may base layout
calculations on this screen resolution and display mode in order to generale a processing
result corresponding (o a content representation suitable for a browser running on the mobile
device. [lustratively, in various embodiments, any other subsystem implemented by the
NCC POP may make use of data associated with the client computing device or browser in
generating a processing result for the client.

[0057] The final stage of the process way occur inside the display subsystem 822
where the final content is displayed to the user. This process is often referred to as drawing.
A remote session browsing configuration that splits processing actions at the networking
subsystem 802 might include a remote session browsing configuration utilizing an RDP
remote session communication protocol, where nearly all processing is performed at the NCC
POP, and a processing result including bitmap data and low level interface data are passed to
the client computing deviee for display.

[0058] FIGURE 9 is a fow diagram illustrative of a new browse session
routing 900 implemented by network computing and storage provider 107 of FIGURE 1.
New browse session routine 900 begins at block 902, At block 904, the network computing
and storage provider 197 receives a new browse session request from client computing device
102.  As previously described, the client computing device 102 may load a browser for
viewing network content in response to an event or user request. Subsequent to the browser

being loaded, the browser may be implemented request a new browse session. From the
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perspective of the user of the client compuling device, the request for the new browse session
corresponds to the intended request to transmit the request to onc or more corresponding
content providers 104, llustratively, this request may be generated automatically as a result
of the browser loading (c.g., a request for a default or “home™ page), or may be gencraied as
a result of a user following a link or entering a network address into an address bar. This
browse session request may include one or more addresses or references fo various network
resources or other conient requested by the client computing device 102, In an illustrative
embodiment, the browse session request is transmitted 1o accordance with an APL

[0059] At block 906 the network computing and storage provider 107 may select
an associaled NCC POP to instantiatc a new browse session based on the browse session
request. As discussed above with reference to FIGURE 1, a network computing and storage
provider 107 may include any number of NCC POPs distributed across any number of
physical or logical locations. A network computing and storage provider 107 may select a
NCC POP o service a browse session request based on any number of factors, including, but
not limited to available NCC POP resources {(e.g., available memory, processor load, network
load, elc.), a financial cost of servicing the browse session request at the NCC POP, the NCC
POP location respective 1o a client compating device 102, content provider 104, or CDN POP
116, a NCC POP cache status (e.g., whether a requested resource 1s already stored in an NCC
POP cache), eic.

[0060] In one embodiment, the network computing and storage provider 107 may
select a number of NCC POPs to service a browse session request. For example, the network
computing and storage provider 107 may select two NCC POPs with different logical
locations in the network. Each NCC POP may independently request and process network
content on the behalf of the client computing device 102, and the client computing device
102 may accept data from the first NCC POP to return a processing resolt.  Subsequent to
being selected by the network computing and storage provider 107, NCC POP 142 may
obtain the browse session request. Tn one embodiment, NCC POP 142 may have the browse
session request forwarded to it by a component of network computing and storage provider
107. in another embodiment, NCC POP 142 or client computing device 102 may receive
conmection information allowing the establishment of direct communication between NCC
POP 142 and client computing device 102. Hhustratively, NCC POP 142 may be provided
with the browse scssion request originally provided io network computing and storage

rovider 107, may be provided with a subset of information {(e.g., just a network address of
A H 7 nidh N
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requested coutent), or may be provided additional information not included in the original
DIOWSES 5CS810M réquest.

[0661] Subsequent to the NCC POP 142 being sclected, the network computing
and storage provider 107 may causc the NCC POP 142 to instantiate a new browse sesston.
[fhustratively, instantiating a new browsc session instance may include loading a new virtual
machine instance and/or browser mstance at the NCC POP 142, reserving or allocating
device memory, storage or cache space, processor time, notwork bandwidth, or other
computational or network resources for the new browse session,  Ulustratively, one or more
characteristics of the new browse session instance and/or browser instance ray be based oun
client computing device 102 wformation included tn the browse session request.  For
example, the browse session request may include a device type or browser type, a device
screen Tesolution, a browser display arca, or other mformiation defining the display
preferences or capabilities of the client computing device 102 or browser. The NCC POP
142 may accordingly instantiate a virtual machine instance and/or a browser instance with the
same or similar capabilitics as the client computing device 102, Hlustratively, maintaining a
virtual machine mstance and/or browser with the same or similar capabilities as the chient
compating device 102 may allow the NCC POP 142 to process network content according (o
the appropriate dimensions and layoul for display on the particular chent computing device
102.

[6662] In sone crubodiments, the NCC POP 142 ruay utilize an existing virtual
machine instance and/or browser instance in addition to, or as an alternative to, instating a
new browse session.  For example, subseguent to the NCC POP 142 being selected. the
network computing and storage provider 107 may cause the NCC POP 142 to assoctate an
existing browser instance and/or virtual machine instance, such as one or niore instances
previously instantiated at the NCC POP 142, with the new browse session request.
[Hlustratively, an existing browser session and/or virtual machine instance may correspond 1o
another browse session, wemote application session, or other remote process associated with
the user or client computing device 102, or may be a proviously instantiated software
instance from an unrelated browse session of remote process. 1n othor embodiments, the
NCC POP 142 may instantiate a new browser or other application process in an cxisting
virtual machine instance, or may combine the uttlization of previously instantiated and newly
instantiated software processes in any number of other ways, In still further embodiments,

the network computing and storage provider or NCC POP 142 may instantiate any number of
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new virtual wachine instances and/or browser instances {or make use of existing instantiated
instances) based on a single browse session request,

[60G63] At block 908 the network computing and storage provider 107 may
provide a request for one or more network resources to a content provider or CDN service
provider based on a network address included in the browse scssion request. In various
cmbodiments, onc or more network resources may be additionally or alternately retrieved
from a cache local to the NCC POP 142 or otherwisc associated with the network computing
and storage provider 107, One of skill in the art will appreciate that, in the case of other
embodiments, the link or network address may correspond to a docurnent or file siored in a
digital file Jocker or other network storage Jocation or at a cache component associated with
the network computing and storage provider 107 or client computing device {02, In some
embodiments, the new session request may include a4 document or file in addition to or as an
alternative 10 a network address. At block 910, the network computing and storage provider
{07 oblains the one or more neiwork resources. Subsequent to obtlaining the requested
network resource, the NCC POP 142 may process the network resource o extract embedded
resource identifiers,

{0064 At block 912, the network computing and storage provider 107 may
provide resource requests to one or more sources of content such as content providers, CDN
service providers, and caches. The resource requests may correspond to embedded resources
based on the one or more embedded resource ideuntifiers exiracled from the one or more
network resource as described in block 910 above. At block 914, the network computing and
storage provider 107 may obtain these embedded resources from any number of different
sources, scquentially or in paraliel,

[0065) At block 916, the network computing and storage provider 107 may
process the one or more network resources and associated embedded resources to determine a
remote session browsing configuration for the processing and communication of content to
the client computing device 102, A remote session browsing configuration may include any
proprietary or public remote protocol allowing exchange of data and user interactions or
requests between a client and a remote server. The remote session browsing configuration
may illustratively include both a remote session communication protocol and a processing
schema for providing processed (or unprocessed) content to a client computing device for

display in the content display area of a browser.,
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10066] Hustratively, a remole session browsing configuration may define or
specify a remote session communication protocol, including, but not linuted to, a network
protocol, signaling model, transport mechanism, or encapsulation format for the exchange of
state data, user interactions, and other data and content between the network computing and
storage provider and the client computing device.  Examples of rcmote session
communication protocols known in the art include Remote Desktop Protocol (RDP), X-
Windows protocol, Virtual Network Computing (VNC) protocol, Remote Frame Buffer
protocol, HTML, cte. For example, RDP illustratively specifics a number of processing
wechanisms for encoding client input (e.g., mwouse moverent, keyboard input, etc.) into
protocol data units for provision to a remote computing device, and correspouding
mechanisms for sending bitmap updates and low level interface information back to the client
device. As another example, the HTML protocol illustratively provides a mechanism for
providing files defining interface information and containing resources referenees from a
server to a client, and a corresponding mechanism for a client computing device to provide
reguests for additional files and resources to the server. In one embodiment, the NCC POP
142 may provide an inilial communication to the clienl compuling device 102 after
determining the remote session communication protocol. This initial comnmunication may
allow the client computing device 102 to prepare to receive communications o the selected
remote session communication protocol, and, in the case of pull remote session
communication protocols like HTTP, may cause the client computing device to send an
initial resource request to the browse session instance running on the NCC POP 142,

[0667] Fach remote session browsing configuration may additionally define a
split of processing actions between the network computing and storage service (e.g., NCC
POP 142) and the client computing device (e.g., client computing device 102). In one
embodiment, a particular split of processing actions may be based on or mandated by a
particular remote session communication protocol. In another embodinient, a remote session
communication protocol may atlow several different splits of processing actions depending
on the plementation or configuration of the protocol. For the purpose of illustration, many
picces of uctwork content (e.g., Web pages, video, Flash documents) may require various
processing actions before being displayed on a computing device. A Web page, for example,
may be parsed to process various HTML layout information and references to associated
resources or embedded content such as CSS style sheets and Javascript, as well as embedded

content objects such as images, video, audio, et¢. The HTML and cach referenced object or
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piece of code will typically be parsed and processed before a representative object model
corresponding to the Web page may be constructed.  This object model may then be
processed further for layout and display in a content display area of a browser at the client
computing device 102, Ilustrative browscr processing actions are described in greater detail
below with reference to FIGURE 8, One of skill in the art will appreciate that, in the case of
other embodiments or applications, various other processing actions may be required.

[0068] A remote session browsing configuration may specify that various of the
processing actions required for display of piece of network content be performed at the
remote computing device, such as the NCC POP 142, rather than at the client computing
device 102, Network content partially (or wholly) processed at the network computing and
storage provider may be referred to as a processing result. As discussed below, the split of
processing actions may be associated with or linked to the remote session communication
protocol used for exchanging data and client input belween the NCC POP 142 and client
computing device 102.

{0069] For example, a remote scssion communication protocol such as RDP that
transniits a processing result including low level interface information and bitmaps to the
client computing device 142 for display may be associaled with a remote session browsing
configuration that specifies performing all, or nearly all, of the necessary content processing
actions al the NCC POP 142, While using RDP, the NCC POP 142 way, for example, run a
full instance of a browser the NCC POP 142 and transmit a processing result counsisting of
bitmap updates corresponding to a representation of the displayed content to the client
computing device 102, The client computing device 102, in this example, may merely be
required to assemble the transmitted bitmap updates for display in the content display arca of
the browser, and may perform none of the processing of the actual HTML, Javascript, or data
objects involved i the display of an illustrative piece of network content. As another
example, a remote session browsing configuration utilizing a remote session commurication
protocol such as HTML way transmit network content in a largely unprocessed form. The
client computing device 102 may thus perform all of the processing actious required for
display of network content while the NCC POP 142 performs little or no processing.

18070] The NCC POP 142 may base its determination of a remote session
browsing configuration on any number of factors, including, but not limited to, one or more
characteristics of one or more of the requested resources, content provider 104, or CDN

service provider 106, one or more characteristics of the content address or domain, one or
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more characteristics of the client computing device 102, browser or application, user, one or
more characteristics of the NCC POP 142, or one or more characteristics of the network or
network connection, etc. Characteristics of requested resources may include, but are not
limited to, a data format, a content type, a size, processing requircments, resource latency
requirements, a number or type of interactive clements, a sccurity risk, an associated user
preference, a network address, a network domain, an associated content provider, ete.
Characteristics of a content provider 104, CDN service provider 106, computing device 102,
or NCC POP 142 may inclade, but are not limited to, processing power, memory, storage,
network comnectivity (e.g., available bandwidth or latency), a physical or logical location,
predicted stability or risk of failure, a software or hardware profile, available resources (e.g.,
available memory or processing, or the number of concurrently open software applications),
eic. The NCC POP 142 may [urther consider perceived securily threats or risks associated
with a piece of conlent or domain, preferences of a client computing device or a content
provider, computing or network resource costs {e.g., a financial cost of processing or
bandwidth, resource usage, etc.), predetermined preferences or selection information, amy
additional processing overhead reguired by a particular remote session browsing
configuration, a cache status (e.g., whether a particular resources is cached at a NCC POP
142, at the client computing device 102, or at other network storage associated with the
network computing and storage provider), a predicted delay or time required to retrieve
requested network content, a preferred content provider or agrecments with a content
provider for a particular remote session browsing configuration or level of service, a remote
session browsing configuration being used for another (or the current) browse session by the
same user, or any other factor.

[0071] In some embodiments, an NCC POP 142 may base a determination of a
remote session browsing configuration on past behavior or practice. For example, an NCC
POP 142 that has determined a remote browse session configuration for a particular resource
in the past may automatically sclect the same remote browse session configuration when the
resource is requested by the same {(or potentially a different} user. As another example, a
user that has a history of frequently accessing Web sites with extensive processing
requirements may automatically be assigned a remote session browsing configuration that
performs the majority of processing at the NCC POP 142, In other embodiments, an NCC
POP 142 may base a determination of a remote browse session configuration on predictions

of future behavior., For example, an NCC POP 142 may base its determination of a remote
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browse session configuration for a particular resource on an analysis of past delerminations
made for a particular Web site, network domain, or set of related resources. A content
provider that historically has provided video-heavy Web pages may be associated with a
remote scssion browsing configuration that emphasizes video performance at the client
computing device 102, lustratively, past historical analysis and fisture predictions may be
considered as one or more of a number of factors on which to base the remole session
browsing configuration determination process, or may be definitive in the decision making
process, For example, once an NCC POP 142 determines a remole session browsing
configuration for a particular content provider, it may skip the remote session browsing
configuration determiination process for any future resources served from the content
provider, IHustratively, the NCC POP 142 may re-determine a remote session browsing
conliguration to be associated with the content provider afler a fixed period of time, or after
the NCC POP 142 has identified or determined a change in the content being served by the
content provider,

[0072] In other embodiments, a network resource, Web site, network domain,
content provider, or other network cntily may specify or otherwise request the use of a
particular remote browse session configuration in a resource tag, metadata, or other
communication with an NCC POP 142, The NCC POP 142 may treal the request as
definitive, or may consider the request as one of multiple factors to be considercd in the
decision making process.

[6G73] For example, a remote session browsing configuration utilizing a remote
session communication protocol such as RDP may specily extensive processing to occur at
the network computing and storage provider 107 (e.g., at NCC POP 142) rather than at the
client computing device 102. The remote session browsing configuration may thus leverage
the processing power of the NCC POP 142 to achieve lower latencies and presemntation delay
when dealing with network content that requires a great deal of pre-processing (e.g., content
with a great deal of C88 or Javascript information defining page layout). The NCC POP 142
may therefore select a remote session browsing configuration that performs a substantial
amount of processing at the network computing and storage provider 107 and utilizes RDP or
a similar remote session communication protocol for communication of processing-intensive
content. Conversely, a remote session browsing configuration that utilizes a remote session
communication protocol such as HTML may specify extensive processing at the client

computing device 102 rather than at the network computling and storage provider 107. The
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remote session communication protocol may thus achieve smaller delays and smoother
presentation when presented with simple network content that requires very Hittle processing
or network content that requires rapid change in displayed content after its initsal load. For
example, a Web page with embedded video may perform better performing the majority of
processing locally and utilizing HTML rather than RDP as a remote scssion communication
protocol. A remote session browsing configuration specifying extensive processing at the
network computing and storage provider 107 must process the video at the NCC POP 142
and rapidly send screen updates (e.g. by RDP) to the client computing device 102, potentially
requiring a great deal of bandwidth and causing choppy playback i the browser, while a
remote session browsing configuration specilying local processing may provide raw video
information directly to the client computing device 102 for display (e.g. by HTML), allowing
for client side caching and a smoother playback of content.

10074] As a further example, the NCC POP 142 in communication with a client
computing device 102 with extremely limited processing power may elect 1o use a remote
session browsing configuration that requires very little processing by the client computing
device, for example, using RDP 1o transmit NCC POP 142 processed results, Conversely, an
NCC POP 142 providing an extremely interactive Web page may elect o use a remole
session browsing configuration that allows the client computing device 102 to handle user
interactions locally in order to preserve intecface responsiveness, for example, using HTML
to transmit substantially unprocessed data. As a still further example, a NCC POP 142 may
base the determination of a remote session browse configuration on preferences provided by
the client computing device 102. A client computing device 102 may illustratively include
preferences for a remote session browse configuration in an initial browse session request, or
at any other time. The NCC POP 142 may utilize these preferences as an alternative to, or in
addition Lo any other factor or decision metric, [lustratively, allowing the client compuiing
device 102 to set or influence the selection of a remote session browse configuration allows
the NCC POP 142 to take user preferences in account when determining a remote session
browse configuration. For example, a user worried about initial page load times may prefer
to usc a remote scssion browsing configuration heavy on remote processing and utilizing an
RDP remote session communications protocol, while a user wishing to maintain an extremely
responsive interface may prefer using a remote session browsing configuration that performs
the majority of the processing on the client computing device 102, for example, using an

HTML remote session communication protocol.
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16675] Ilustratively, the NCC POP 142 may base a detenmiuation of a remote
browsing configuration on any factor or combination of factors. For example, the NCC
POP 142 may select a remote scssion browsing configuration based on a single factor, or niay
assign weights to one or more factors in making a determination. In some embodiments, the
determination process of the NCC POP 142 may change based on one or more factors
described above. For example, an NCC POP 142 communicating with a client computing
device 102 over a network with a surplus of unused bandwidth may give a low weight to
factors such as the network requireraents of a remote browse scssion, and may give a higher
weight to factors such as the latency of page interactions, while an NCC POP 142
communicating with a clicnt computing device 102 over a limited bandwidth network may
give a higher weight to factors dealing with the efficiency of the remwote session browse
protocol over a network.

{0076] in one embodiment, the NCC POP 142 may select a single remote session
browsing configuration for a sct of network conient. For example, the NCC POP 142 may
select a single remote session browsing configuration for a requested network resource such
as a Web page. The NCC POP 142 may thus process the Web page together with all
embedded content based on the selecied remote browsing session protocol, and utilize the
remote browsing session protocol to exchange user interaction data and updated browse
session data for all embedded content associated with the Web page. 1n another cmbodiment,
the NCC POP 142 may select different remote session browsing configurations for one or
more resources in a set of network content. For example, a network resource such as a2 Web
page may reference processing intensive embedded Javascript or CSS resources, as well as
embedded video resources. The NCC POP 142 may select a first remote session browsing
configuration for the Web page and all embedded resources excluding the embedded video
resource, and a sccond remote session browsing configuration for the embedded video
resource, Hlustratively, this may result in the NCC POP 142 utilizing RDP to send a
processing vesult to the client computing device 102 for display of the Web page and
associated embedded resources, while utilizing HTTP 1o send the embedded video as a
separate, unprocessed file. In one embodiment, the client computing device 102 may perform
the minima! processing required to display the RDP processing result corresponding to the
Web page and embedded resources, and may also perform additional processing necessary (o
display the embedded video, for example, overlaying the video on top of the displayed RDP

representation of the Web page. Any number of remote session browsing configurations may
A (3 - > o



WO 2013/003631 PCT/US2012/044711

be selected to correspond to any number of resources or objects inchuded n a set of network
content, regardless of whether resources or objects are obtained from a content provider 104
or CIIN service provider 106 in one or more logical files or data structures.

160771 Although the sclection of a remote session browsing configuration is
illustratively depicted hercin as occurring after all network resources and associated
cmbedded content have been obtained by the NCC POP 142, onc skilled in the relevant art
will appreciate that the sclection of a remote session browsing configuration may be
performed at any time. For cxample, the NCC POP 142 may select a remoic session
browsing configuration after receiving a new browse session request or related information
from the client computing device, may sclect a remote session browsing configuration afier
obtaining a network resource, but before obtaining any associated embedded resources, or at
any other time.  In some embodiments, the NCC POP 142 may switch to a new remote
session browsing configuration at some time subscquent to the client computing device 102
obtaining an inifial processing result, Hlustratively, the NCC POP 142 selecting a new
remote session browsing configuration may occur automatically afler a certain time period or
evenl or in response o a change in network conditions, NCC POP 142 or client computing
device 102 load or computing resources, or any other factor described above as potentially
influencing the choice of remote session browsing configuration. lustratively, an NCC POP
142 dealing with other types or formats of information may select a remote session protocol
based on any number of similar factors. For example, one of skill in the relevant art will
appreciate that a similar schema may be developed for the processing of images, video,
audio, database information, 3d design data, or any other file format or type of data known in
the art.

[0078] The client computing device 102 may, in various embodiments, further
instantiate a parallel browsing process sequentially or simultancously with the request for a
remote browse session. In one embodiment , a client computing device 102 may instantiate a
traditional local browse session as known in the art {¢.g., providing content requests from the
browser and processing obtained resources locally} in addition 1o one or more remote browse
instance executing at an NCC POP 142, o another embodiment, a client computing device
102 may be provided with unprocessed network resources by the NCC POP 142
Hhustratively, the network resources may have been retrieved from one or more content
providers, CDNs, or cache components by the NCC POP 142, The resources may be

provided to the client computing device 102 to process locally in parallel with the remote
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browse instance executing at the NCC POP 142. [u still further embodiments, the network
computing and storage provider or NCC POP 142 may instantiate any number of new virtual
maching instances and/or browser instances (or make use of existing instantiated instances) to
process resources and/or send processing rosults to the client computing device 102 in
parallel. Hlustratively, the local browse scssion at the client computing device 102 and the
remote browse session instance at the NCC POP 142 may execute in parallel.

[0079] In onc embodiment, a local browse session cxccuting at the client
computing device 102 may obtain unproccssed content {c.g., himl Web pages, embedded
coutent, and other network resources) from the NCC POP 142 responsive to a browse session
request,  Ilustratively, the content may have been retrieved by the NCC POP 142 frows a
content provider, CDN, or cache in response to the browse sessioun request. The unprocessed
content provided by the NCC POP 142 may include all the content associated with the
browsc session request or may suppiement conient existing in a cache of the client computing
device, retrieved {rom a content provider or CDN, or obtained {rom some other source. in
on¢ embodiment, a client computing device 102 may obtain all requested content from a local
cache, and may not obtain any unprocessed resources or content rom the NCC POP 142,
Subsequent o obtaining the unprocessed content, client computing device 102 may process
the requested content in parallel with a remote browse session oxecuting at the NCC POP
142. For example, as the local browse session executing at the client computing device 102
is processing the requested content, a remote browse session executing at the NCC POP 142
may be processing the same content at substantially the same time. Once the NCC POP 142
has performed a set of processing actions on the content to generate a processing result (e.g.,
as specified by a determined remote session browsing configuration), the NCC POP 142 may
provide the processing result to the client computing device 102,

{0080] For the purpose of illustration, a client computing device 102 may require
a longer load time to obtain and process requested network resources than a browse session
instance nning at the NCC POP 142, For example, the NCC POP 142 may obtain and
process content quickly due to its position on the network and the relative processing power
of the local client computing device as compared to the NCC POP 142, Bven if the NCC
POP 142 provides the client computing device 102 with all requested network content, the
client computing device 102 may stilt obtain a processing result from NCC POP 142 betore
the local browsc session has fully completed processing the requested resources. The client

computing device 102 may complete any further processing steps and display the obtained
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processing result before completing local processing and display of the content.
Hlustratively, this may allow the clicnt computing device 192 to take advantage of an NCC
POP 142°s quicker content load time relative to a traditional local browse session. Prior {o
the local browsc session completing the processing all requested resources, the browser may
process any user intcractions locally and/or remotely as described in FIGURES & and 11
below.

{0081} Once the local browse session has fully obtained and processed resources
corresponding to the requested content, the computing device 102 may determine whether to
coutinue to display results obtained from the NCC POP 142 (aund process user interactions at
the NCC POP 142} using the determined remote session browsing configaration or switch to
processing user interactions locally. Switching to process user interactions locally may
include replacing a displayed representation of the requested resources based on a processing
resull obtained from the NCC POP 142 with a local display of the requested resources. For
example, a browser may display a representalion of a Web page corresponding {o a
processing result from the NCC POP 142 (e.g., RDP display information representing the
rendered page) until the browser is finished processing and rendering the Web page locally.
The browser raay then replace the representation from the NCC POP 142 with the locally
rendered representation of the Web page. Hlustratively, replacing one representation with
another representation may be transparent to the user. For example, the local and NCC POP
142 representations of the Web page may be identical or substantially identical. In one
embodiment, when the NCC POP 142 representation of the web page is displayed, the
browser may scnd various user interactions with the displayed page to the NCC POP 142 for
processing.  When the locally rendered version of the Web page is displayed, user
mteractions may be processed locally at the browser. Ilustralively, the determination of
which representation of the requested resources to display (e.g., local or from the NCC POP
142) may be based on any of the same factors described with reference to determining a
remote session browse protocol in above.

{0082] In one embodiment, the client computing device 102 may switch 1o
processing user interactions locally as soon as local resources are fully loaded. Hlustratively,
the remote browse session instance running at the NCC POP 142 may be terminated after
switching to local processing, or the remoic browse session instance may be maintained as a
backup in casc of unresponsiveness or a failure with regards to the local browse session. For

example, the client computing device 102 may process user interactions locally, as well as
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sending remote user interaction data to the NCC POP 142 in accordance with the selected
remote session browsing configuration. The remote user interaction data may be used by the
NCC POP 142 to keep the remote browse session instance fully in parallel with the local
browse process being cxecuted by the browser at the client computing device 102, As long
as the local browse scssion continues to handle user interactions, the NCC POP 142 may
cither refrain from sending updated processing results, or may send updated processing
results ignored by the client computing device 102, If a problem develops with the local
browse session at the client computing device 102, npdated processing resuits may be
provided to the client computing device 102 from the NCC POP 142 for processing and
display in lies of the local browse session. Hlustratively, this switch from the local browse
session to remote processing may be transparent to the user. {n some embodiments, the client
computing deviee 102 may swilch from a local browse session o a remote browse session
instance based on factors other than unresponsiveness or faiture at the local browser. For
example, the client computing device 102 or network computing and storage component 107
may select between a remote and local browse session based on any of the factors
enumerated with regards to determining a remote session browse protocol above

[0083] In another embodiment, the client computing device 162 may continue {0
process and display updated processing results from the NCC POP 142 cven after the local
browse session has fully loaded the requested content. The client computing device 102 may
terminate the local browse session or may run the local browse session in parallel as a backuop
process in the converse of the example provided above. It should be appreciated that
although the local browse session is described here for the purpose of illustration as being
slower to load than the remote browse session instance. in some embodiments the local
browse session may load the content faster than the remote browsing session, in which case
the browser may process user interactions locally until the remote browse process has fully
loaded the requested content, In some embodiments, the client computing device 102 may
display and process user interactions through whichever browse session, local or remote,
loads the requested content first.

16084} In various other embodiments, the network computing and storage
provider 107 may instantiate multiple remote browse session instances 1o run in paralle] in
addition o or as an alternative to instantiating a local browse session. IHustratively, these
parallel browse session instances may utilize any of the same or different remote session

browse protocols, and may act as backups in the manner described above with regard to a
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local browse session, or may be wsed and switched between as alternatives in order to
maximize browser performance at the client computing device 102, For example, in response
to one or more browse session requests, the network computing and storage provider 107
may instantiate a browsc session instance running on a first NCC POP and utilizing an RDP
protocol as weli as browse scssion instance running on a sccond NCC POP utilizing an X-
Windows protocol, The client computing device 102 or the network computing and storage
provider 107 may determine which browse session instance and protocol should be used
based on performance or resource usage cousiderations as described with regards to
determining a remote session browse protocol above.

{0085] With continued reference to FIGURE9, at block 918, the aciwork
computing and storage provider (07 may process the obtained content, including the one or
more requested network resources and embedded network resources, according to the
determined remote session browsing configuration to generate an initial processing result. At
block 920, the network compuling and storage provider 107 may provide the mitial
processing result to the client for further processing and display in the conlent display area of
the browser. For the purposes of further example, an illustrative client new browse session
interaction routine 1000 implemenied by client computing device 102 is described below
with reflerence to FIGURE 10, At block 922, the start new browse session routineg 900 ends.

[0086] FIGURE 10 is & fow diagram illustrative of a client new browse session
interaction routine 1000 implemented by client computing device 102, New browse session
interaction routine 1000 begins at block 1002 in response to an event or user request causing
the client computing device 102 to load a browser for viewing network content. At block
1004, the client computing device loads locally managed components of the browser,
including all local interface components. As described above with reference to FIGURES 5
and 7, local interfuce components may include toolbars, menus, buttons, or other user
interface controls managed and controlled by the sofiware browser application or any other
process exccuting or implemented locally at the client computing device. Al block 1006, the
client computing device 102 provides a request for a new browse session instance to the
network computing and storage provider 107. From the perspective of the user of the client
computing device, the request for the new browse session corresponds to the intended request
to transmit the request to one or more corresponding content providers 104. In other
embodiment, the new scssion request may correspond to & request to load a file or other

document (e.g., a request to load an image in a photo-editing application, etc.). Hlustratively,
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the request may be generated automatically as a result of the browser loading (e.g., a request
for a default or “home” page), or may be gencrated as a result of a user following a link or
entering a network address into an address bar. As illustrated with respect to FIGURE 2, the
browse scssion request is transmitted first to a network computing and storage provider 107.
In an illustrative ecmbodiment, the network computing and storage provider 107 utilizes a
registration API to accept browse session requests from the client computing device 102,

[0087] A browse session request may include any number of picces of data or
information including, but not limited to, information associated with a uscr, information
associated with the client computing device 102 or software on the client computing device
(e.g., hardwarc or softwarc information, a device physical or logical location, cic.),
information associated with the network 108, user or browser preferences (e.g., a requested
remote session browse protocol, a preference list, a decision tree, or other information),
information associated with the network computing and storage provider 107, information
associated with one or more pieces of requested network content (e.g., the network address of
a network resource), ete. For example, a browse session request from the client computing
device 102 may include information idenlifying a particular client compuiing device
hardware specification or a hardware performance level, latency and bandwidth data
associated with recent content requests, a desired securily level (or processing different types
of content, a predetermined preference list of remote session browse protocols. and one or
more network addresses corresponding to requested network resources, among others. In
another example, the browse session request can include information identifying a client
computing device 102 screen resolution, aspect ratio, or browser display area in the browse
session request may allow the network computing and storage provider 107 to customize the
processing of network content for display on the client computing device. As previously
described, the browse session request can include network address information corresponding
to a requested network resource, which may be in any form inclading, but not himited to, an
Internet Protocol (“1P) address, a URL, a Media Access Control (“MAC”) address, etc. in
one embodiment, the request for a new browse session instance may coirespond to the
network computing and storage provider recciving a request for a new browse session
instance at block 904 of FIGURE 9 above.

10088] At block 1008, the client computing device 102 obtains an initial
processing result from the network computing and storage provider 107. [llustratively, the

format and data included in the initial processing result may vary based on the remote session




WO 2013/003631 PCT/US2012/044711

browsing configuration selected by the network computing and storage provider 107. In one
embodiment, the initial processing result may include or be preceded by data informing the
client computing device 102 of the choice of remote session browsing configuration and/or
cstablishing a conncction over the remote scssion communication protocol corresponding to
the sclected remote session browsing configuration. As discussed above with reference to
FIGURES 8 and 9, the obtained initial processing result may include requested content with
onc or more processing actions performed by the network computing and storage provider
107. Subsequent to obtaining the initial processing result, the client computing device 102
may perform any remaining processing actions on the iuitial processing result at block 1019,
0088} At block 1012, the client computing device 102 displays the content
corresponding to the processed initial processing result. For example, the client computing
device 102 may display the processed client in the content display area 702 of a browser 700
as described in FIGURE 7 above. In one embodimeni, the processing result may only
include display data corresponding to content displayed by a browser, and may not include
display data corresponding to. for example, the interface controls of a browser instance at the
NCC POP 142, the desklop of a virlual machine instance corresponding to the browse
session, or any other user interface of the NCC POP 142, For example, the NCC POP 142
may process a Web page and associated content for display via RDP in a browser instance
running in a virtual machine instance at the NCC POP 142. The browser instance may have
one or more interface clements such as toolbars, menus, scroll bars, etc., in addition to the
displayed Web page. The NCC POP 142 may send an RDP processing result corresponding
to the displayed Web page only, without any of the interface elements associated with the
browser, lustratively, including an RDP processing result corresponding to the displayed
Web page only may allow the browser at the client computing instance 102 to display the
Web page by assembling the RDP processing result in the content display area of the browser
without any further processing. In another embodiment, the RDP processing result may
include a full virtual machine desktop and browser window corresponding to the full
interface displayed at the NCC POP 142 browse session instance. The client computing
device may automatically identify the area of the RDP processing result corresponding to the
requested content, and may display only this area in the content display area of the browser.
100%0] At block 1014, the client computing device 102 processes local and remote
user interactions, An illustrative routine for processing user interactions is provided below

with reference to FIGURE 1. At block 1016 the routine ends. Illustratively, a browse
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session instance instantiated by the network computing content provider 107 may terminate
when a browser window or content display area is closed, may terminatc when a remote
session browse protocol is replaced by a parallel process at the client computing device 102,
or may terminate in accordance with a timer or other cvent. llustratively, if a browse session
has terminated automatically duc to a time-out but has associated content still displayed in a
browser at the client computing device 102, later attempts by the user to interact with the
content may result in a new browse session request being provided to the network computing
and storage service provider 107 {o start a new browse session according to the last state of
the terminated session. {llustratively, terminating a vemote browse session after a time-out
may allow the network computing storage provider 107 lo save computing resources at the
NCC POP. In one embodiment, this process may be transparent to the user at chient
computing device 102, even though the remote browse session has been terminated during
the intervening period.

|00%1] FIGURE 1! is a flow diagram illustrative of a process user interaction
routine 1100 implemented by a client computing device 102. Process user mleraction
routine 1100 begins al block 1102 in response to an Interaction by a user. Ilustratively,
process user interaction routine 1100 may begin subsequent to the display of content in a
content display area of a browser interface. For example, process user interaction routine
1100 may correspond to block 1014 of FIGURE 10 above.

[0092] Mustratively, the displayed content may have one or more inferactive
elements, such as forms, buttons, animations, etc. User interaction with these interactive
elements may require processing and display of updated content in the content display area,
For example, selecting an element in a drop-down menu on a2 Web page may require
processing and may change the configuration or visual appearance of the Web page or
embedded resources. Illustratively, the processing required by user interaction with the
displayed content may be handled as a local user interaction at the client computing device
102 or as a remote vser interaction at the NCC POP 142 depending on the remote session
browsing configuration in use. For example, if a remote session browsing configuration
utilizing substantial local processing (e.g., sending unprocessed files over HTML), user
interactions with displayed content may typically be handled as local user interactions at the
client computing device 102. Itustratively, handling user interactions with displayed content
as local uscr interactions at the client computing device 102 may allow for better

responsiveness and fewer delays with simple user interactions {e.g., selection of a radio

-36-




WO 2013/003631 PCT/US2012/044711

button, or typing text into a field), as interaction data corresponding to the interaction does
not need to be sent to the NCC POP 142 for processing.

[0093]  As a further example, if a remote session browsing configuration utilizing
heavy remote processing of content {e.g., sending processed bitmap data over RDP) is being
used as the remote session browsing configuration, all user interactions with displayed
content may be handled as remote uscr interactions. For example, user input (¢.g., keyboard
inputs and cursor positions) may be encapsulated in RDP protocol data units and transmitied
across network 108 to the NCC POP 142 for processing. Hlustratively, the NCC POP 142
may apply the user interactions to the network content and transmit processing resulis
consisting of updated bitmaps and interface data corresponding to an updated representation
of the content back to the client computing device 102. IHlustratively, handling user
interactions with displayed content as remote user interactions at the NCC POP 142 may
have a negative impact on interface responsiveness, as data is required to pass over the
network and is limited by network latency; however, user inleractions that require a
substantial amount of processing may perform better when handled as remote user
interactions, as the processing latency of the NCC POP 142 may be substantially lower than
the processing latency of the client computing device 102,

In addition to a content display arca (or displaying network content, a browser may
have one or more local interface components, such as toolbars, menus, buttons, or other user
interface controls. Interactions with local interface components may be treated as local user
interactions or remote user interactions depending on the processing required by the
interaction and the remote session browsing configuration as further depicted in illustrative
FIGURE 7. For example, some local interface components may be managed locaily by
browser code running on the client computing device, while other local interface components
may have one or more locally managed aspects (e.g., button click feedback, scroll bar redraw,
etc), and one or more remote managed aspects treated as remote user interactions (e.g., page
refresh, requesting a page at an address in an address bar, etc.)

[0094] Al block 1104, the client computing device 102 obtains a user interaction
from the user. This user interaction may be an interaction with local interface components as
described in FIGURE 7 and above, or may be an interaction with any interactive elements of
the content displayed in the content display area of the browser, such as form fields, buttons,
animations, etc. User interaction with these local interface components or interactive

elements of displayed content may require local and/or remote processing depending on the
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nature of the component or elemeunt and the processing split specified by the remote session
browsing configuration as described in FIGURE 7 and above. At block 1106, the client
computing device 102 determines the interaction processing requirements for the obtained
user interaction. At decision block 1108, if the user interaction has local aspects (¢.g., button
click fecdback, a change to a local browscr state, a content clement being processed at the
client computing device, etc.) the routine 1102 moves to block 1110 to process the local
aspect or aspects of the user interaction at the client compuiing device 102 and subsequently
update the local interface components at block 1112, Hlustratively, and as discussed above,
aspects of the inieraction and updating interface components and elements locally allows a
browser to provide responsive user inlerfaces and content. Subsequent to processing local
aspeci(s) of the user interaction, or if the user interaction has no local elements (e.g., a user
interaction with a content element displayed in the content display area when using a remote
session browsing configuration processing entirely on the server side and utilizing an RDP
remote session commiunication protocol) the routine 1102 moves to decision block 1114, If
the user interaction has remote aspects that require processing, the routine 1102 moves to
block 1116 aud provides remote user interaction data to the network computing and storage
provider 107, Tlustratively, in the case of a heavily server side remote session browsing
configuration utilizing an RDP remote session communication protocol, the remote user
interaction data may include input data such as a cursor position or keyboard input
encapsulated in one or more RDP protocol data units. In some embodiments of remote
session browsing configurations utilizing RDP or other remote session communication
protocols, particular agpects of remote user interaction data such as cursor positions may be
provided to the network computing and storage provider 107 on a continuous basis, while in
other embodiments of remote session browse configurations remote user interaction data may
only be provided lo the network computing and storage provider 107 when associated with a
user interaction that requires remote processing.

[6095] Al block 1118, the client computing device 102 obtains an updated
processing resuft from the network computing and storage provider 107, the network
computing and storage provider 107 having processed the remote user interaction data to
generate an updated representation of the content. At block 1120, the client computing
device 102 performs any additional processing required on the updated processing result
(based on the remote session browsing configuration) and at block 1122 displays the updated

processing result in the content display area of the browser. At block 1124 the process user
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interaction routine 1102 ends. Iustratively, the routine may be executed again any number
of times in response to further user interactions with the browser and displayed content.
10096 Embodiments of the present disclosure can be defined by the following
non-limiting clauscs:
{0697] Clanse 1. A computer-implemented method for accessing content
comprising:
obtaining, by a network computing and storage provider, a request for content
from a browser instance on a client computing device, wherein the requested content
comprises a network resource referencing one or more embedded resources, wherein
the browser instance on the client computing device includes one or more local
interface compounents and a content display arca for displaying content provided by
the network computing and storage provider, and wherein the one or more local
inlerface components comprise uvser interface controls countrolled by software
processes exceuting locally at the client computing device;
obtaining, by the network computing and storage provider, the network
resource and the one or more embedded resources from one or more content
providers;
processing. by the network computing and storage provider, the network
resource and the one or more embedded resources to generate a processing result {or
use in generating a representation of the requested content on an instantiated browser
application;
transmiiting, by the network computing and storage provider, the processing
result to the browser instance on the client computing device in accordance with a
browser protocol configuration, wherein the browser protocol configuration identifies
at least one display-based communication protocol and wherein the client computing
device causes the representation of the requested content to be displayed in the
content display area of the browser instance on the client computing device;
obtaining, by the network computing and storage provider, interaction data
from the browser instance on the client computing device in accordance with the
browser protocol configuration, the interaction data based on a user interaction with
the representation of the requested content displayed in the content display area,
wherein the interaction data does not include user interactions with the one or more

local mterface components;
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generating, by the network computing and storage provider, an updated
processing result for use in generating an updated representation of the requested
content, wherein the updated processing result is generated by the network computing
and storage provider based on the requested content and the interaction data; and

transmitting, by the network computing and storage provider, the updated
processing result to the browser instance on the client computing device in
accordance with the browser protocol configuration, wherein the client computing
device causes the updated representation of the requested content to be displayed in
the content display area of the browser instance on the client computing device.

{0098] Clause 2. The computer-implemented method of Clause 1, wheren the
requested content can be processed in a plurality of processing actions.

|6699] Clause 3. The computer-implemented method of Clause 2, wherein all of
the plurality of processing actions are performed at the network computing and storage
provider,

{0100] Clause 4. The computer-implemented method of Clause 1, wherein the
processing result does not include representations of local interface components associated
with the browser instance on the client computing device.

[0101] Clause 5. The computer-implemented method of Clause 1, wherein the
display-based communication protocol includes as sclection of at least one of a remote
desktop display protocol and a virtual network computing desktop protocol,

[0102] Clause 6. A system for accessing content comprising:

OIC OF MOTC COMPULCT Processors;

at least one computer memory accessible by at least one of the one or more
computer processors; and

a network-based application instantiated on a network computing component,
the network-based application comprising an executable software module executed by
the one or more computer processors, wherein the network-based application is
operable to:

obtain a request for neiwork content from an application instantiated

on a client computing device, wherein the application instantiated on the client

computing device includes one or more local interface composents for

obtaining local user interactions and a content display area for displaying

content: and
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transmil a processing result to the application instantiated on the client
computing device in accordance with a display protocol configuration,
wherein the display protocol configuration identifies at [east one display based
communication protocol, wherein the processing result corresponds to a
processing of the requested network content for usc in generating a
representation of the requested content, and wherein the client computing
device causes the representation of the requested network content to be
displayed in the content display area of the application instantiated on the
client computing device.

[0103] Clause 7. The sysiem of Clause 6, wherein the network-based application
instantiated on the network computing compouent is further operable to:

obiain interaction data from the application instantiated on the client
computing device, the interaction data based on a user inieraction with the
representation of the requested network content displayed in the content display area,
wherein the interaction data does not include local user interactions based on user
inferaction with the one or more local interface components; and

trapsmit updated processing rvesults for use in generating an updated
representation of the requested network content o the application instantiated oun the
client computing device in accordance with the display protocol configuration,
wherein the client computing device causes the updated representation of the
requested network content to be displayed in the content display area of the
application instantiated on the client computing device.

[0104] Clause 8. The system as recited in Clause 7, wherein the network-based
application instantiated on a network computing component is further operable to generate
the updated processing results for use in generating an updated representation of the
requested network content, and wherein the updated processing results are generated by the
network computing component based on the requested network content and the interaction
data.

|0165] Clause 9. The system of Clause 6, wherein the one or more local interface
components comprise user interface controls controlled by sofiware processes executing

locally at the client computing device.
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101066} Clause 10. The system as recited in Clause 6, wherein the network-based
application instantiated on a network computing component is further operable to generate
the processing result for use in generating a representation of the requested network content.

[0167§ Clause 11, The system of Clause 6, wherein the requesled network content
comprises a network resource referencing one or more embedded resources,

[0168] Clause 12, The system of Clause 6, wherein the requested network content
can be processed in a plurality of processing actions.

{0169] Clause 13, The system of Clause 12, wherein all of the plurality of
processing actions are performed at the network computing component.

(0110} Clause 14, The system of Clause 6, wherein the network-based application
instantiated on the network computing component corresponds to an application executing on
a virtual machine instance, wherein the virtual machine instance is instantiated responsive to
the request for network content obtained from the application instantiated on a client
computing device,

{0111} Clause 15, A computer-implemented method for accessing content
comprising:

obtainiug, by a wunetwork-based application instantiated on a network
computing component, a request for network content from an application inslantiated
on a client computing device, wherein the application instantiated on the client
computing device includes one or more local interface components for obtaining local
user interaction and a content display area for displaying content; and

transmitting, by the network-based application instantiated on the network
computing component, a processing result to the application instantiated on the client
computing device in accordance with a display prolocol configuration, wherein the
display protocol configuration identifics at least one display based communication
protocol, wherein the processing result corresponds to a processing of the requested
network content for use in generaling a representation of the requested network
content, and wherein the client computing device causes a representation of the
requested network content to be displayed in the content display area of the
application instantiated on the client computing device.

10112} Clause 16, The method of Clause 15 further comprising:

obtaining, by the network-based application instantiated on the neiwork

computing component, interaction data from the application instantiated on the client
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computing device, the imteraction data based on a user interaction with the

representation of the requested network content displayed in the content display arca,

wherein the interaction data does not include local user interactions based on user
interaction with the one or more local interface components; and

transmitting, by the network-bascd application instantiated on the nctwork
computing component, updated processing results for use in generating an updated
representation of the requested network content to the application instantiated on the
client computing device in accordance with the display protocol couofiguration,
wherein the client computing device causes the updated representation of the
requesied petwork contenl to be displayed in the content display area of the
application instantiated on the client computing device.

{0113} Clause 17. The mcthod of Clause 16 further comprising generating, by the
neiwork-based application instantiated on the network computing component, the updated
processing results for use in generating an updated representation of the requested content,
wherein the updated processing resulls are gencraled by the network computing component
based on the requested content and the interaction data,

{0114] Clause 18.The method of Clause 16, wherein the interaction data is based
on a user inferaction with the representation of the requested network content.

j0115] Clause 19, The method of Clause 16, wherein the one or more local
interface componenis comprise user inferface controls controlled by software processes
executing locally at the client computing device.

[0E16] Clause 20. The wethod as recited in Clause 15 further cowmprising,
generating, by the network-based application instantiated ov the network computing
component, a processing result for use in generating a representation of the requested
network content,

[0117] Clause 21. The method of Clause 15, wherein the requested network
content comprises a network resource referencing one or more embedded resources.

[0118] Clause 22. The method of Clause 15, wherein the requested network
content can be processed in a plurality of processing actions.

[0119] Clause 23. The method of Clause 22 further comprising, performing, by
the network-based application instantiated on the network computing component, the

plurality of processing actions.
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[0120] Clause 24, The method of Clause 15, wherein the setwork-based
application instantiated on the network computing component corresponds to an application
executing on a virtual machine instance, wherein the virtual machine instance is instantiated
responsive to the request for network content obtained from the application instantiated on
the client computing device.

[6121] Clause 25. A computer-implemented method for remote session browsing
comprising:

initializing, at a client computing device, a softwarc browser instance, wherein

the softwarc browser instance includes one or more local interface components and a

content display area, and wherein the one or more local interface components

comprise user interface controls controlled by software processes executing locally at
the client computing device;

providing, by the client computing device, a request for content to a network
computing and storage provider, the content comprising a nctwork resource
referencing one or more embedded resources, wherein the network computing and
storage provider is configured to obtain the network resource and the one or more
embedded resources from one or more conlent providers, and wherein the network
computing and storage provider is further configured to process the network resource
and the one or more embedded resources 1o generate a processing result comprising
display data corresponding 1o a representation of the requested content;

obtaining, by the client computing device, the processing result from the
network computing and storage provider in accordance with a browser protocol
configuration, wherein the browser protocol configuration identifies at least one
display based communication protocol;

causing, by the client computing device, the representation of the requested
content to be displayed in the content display area of the software browser instance;

obtaining, by the client computing device, local user interaction data, the focal
user inleraction data based on a user interaction with a local interface component;

processing, by the client computing device, the local user interaction data at
the client computing device;

obtaining, by the client computing device, remote user inferaction data, the
remote user interaction data based on a user interaction with the representation of the

requested content displayed in the content display area;
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providing, by the client computing device, inleraction data corresponding to
the remote user interaction data to the network computing and storage provider in
accordance with the browser protocol configuration;

obtaining, by the client computing device, an updated processing result from
the network computing and storage provider in accordance with the browser protocol
configuration, wherein the updated processing result corresponds to an updated
reprosentation of the requesied content, and wherein the updated processing result is
generated by the network computing and storage provider based oun the requesied
content and the interaction data; and

causing, by the client computing device, the updated representation of the
requested content to be displayed in the content display area of the software browser
instance.

[0122} Clause 26. The computer-implemented method of Clause 25, wherein the
requested content can be processed in a plurality of processing actions.

{0123] Clause 27. The computer-implemented method of Clause 26, wherein all
of the plurality of processing actions are performed at the network computing and storage
provider.

[0124] Clause 28. The computer-implemented method of Clause 25, wherein the
browser protocol configuration includes a selection of al least one of a remote desktop
protocol and a virtual network computing protocol.

[0125] Clausc 29. A system for remote session browsing comprising:

One Or MOre COmpuier processors;

at least one computer memory accessible by at least one of the one or more
computer processors; and

a browser component comprising an executable software module execuied by
the one or more computer processors, wherein the browser is operable to:

provide a request for network content to a network computing and storage
provider, wherein the network computing and storage provider is configured to obtain
the network content, and wherein the network computing and storage provider is
further configured to process the network content to generate a processing result

corresponding to a representation of the requested conlent;
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obtain the processing result from the setwork coruputing and storage provider
in accordance with a browser protocol configuration, wherein the browser protocol
configuration identifics at least one display based communication protocol;

causc the display of the representation of the requested network content based
on the processing result; and

obtain an updated processing result from the network computing and storage
provider corresponding to an updated representation of the requested network content

i accordance with the browser protocol configuration, wherein the updated

processing result 1s generated by the network computing and storage provider based

ou the requested network content and interaction data obtained from the browser
component.

{0126] Clause 30. The systemn of Clause 29, wherein the browser component is
[urther operable {o cause the digplay of the updated representation of the requested network
conlent based on the updated processing resuit.

H127] Clause 31. The system of Clause 29, wherein the interaction data is based
on a user interaction with the representation of the requested network content.

j0128] Clause 32. The system of Clause 29, wherein the browser component
includes one or more local interface components.

j0129] Clausc 33. The system of Clause 29, wherein the browser component is
further operable to:

provide interaction data to the network computing and storage provider,
wherein the interaction data is based on a user interaction with a local interface
component of the browser component in accordance with the browser protocol
configuration; and

update the local interface component of the browser based on the user
interaction, wherein the update to the local interface component is processed locally
by the browser component.

[0130] Clause 34, The system of Clause 29, wherein the requesied network
content comprises a network resource referencing one or more embedded resources,

[0131] Clause 35. The system of Clause 29, wherein the requested network
content can be processed in a plurality of processing actions.

[0132] Clause 36, The system of Clause 35 |, wherein all of the plurality of

processing actions are performed at the network computing and storage provider.,
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[0133] Clause 37, The system of Clause 29, wherewn the processing result is
generated based on the requested uetwork content processed by a network based browser
instance executing at the network computing and storage provider.

10134 Clause 38. The system of Clause 37, wherein the processing result does
not include representations of local interface components associated with the network based
browser instance.

[0135] Clause 39. A computer-implemented method for remote session browsing
comprising:

providing, by a client computing device, a request for network content to a
network computing and storage provider, wherein the network computing and storage
provider 1§ configured to obtain the network content and process the network content
to generate a processing result corvesponding to a rvepresentation of the network
content,

obtaining, by the client computing device, the processing result from the
network computing and storage provider in accordance with a browser protocol
configuration, wherein the browser protocol configuration identifies at least one
display based communication protocol;

causing, by the client computing device, the representation of the network
content to be displayed in a browser executing at the client computing device based
on the processing result;

providing, by the client computing device, interaction data to the network
computing and storage provider in accordance with the browser protocol
configuration;

obtaining, by the client computing device, an updated processing result from
the network computing and storage provider in accordance with the browser protocol
configuration, wherein the updated processing result corresponds to an updated
representation of the network content; and

causing, by the clicnt computing device, the updaied representation of the
vetwork content to be displayed in the browser based on the updated processing
result.

10136] Clause 40. The computer-implemented method of Clause 39, wherein the

interaction data is based on a user interaction with the representation of the network content.
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[0137] Clause 41, The computcr-implemented method of Clause 39, wherein the
browser includes one or more local interface components,

[0138] Clause 42, The computer-implemenied wmethod of Clause 41 further
comprising:

providing interaction data to the network computing and storage provider,
wherein the interaction data is based on a user interaction with a local interface
component of the browser; and

updating the local interfacc component of the browser based on the user
inferaction, wherein the update to the local interface component 18 processed locally
by the browser.

10139) Clause 43, The computer-implemented method of Clause 39, wherein the
network content can be processed o a plurality of processing actious.

[0140] Clause 44, The computer-implemented method of Clause 43, wherein all
of the plurality of processing actions arc performed at the network computing and storage
provider,

10141} Clause 45, The computer-implemented method of Clause 39, wherein the
processing result is generated by a network based browser instance executing at the network
computing and storage provider.

[0§42] Ciause 46. A non-trapsitory  computer-readable medium  having
instructions encoded thereon for managing remote session browsing, wherein the
instructions, when executed by a computing apparatus, cause the computing apparatus to:

provide a request for network content to a network computing and storage
provider, wherein the network computing and storage provider 18 configured to obtain
the network content and process the network content o generate a processing result
correspouding to a representation of the network conient;

obtain the processing result from the network computing and storage provider
in accordance with a browser protocol configuration identifying at least one display
based communication protocol;

cause the representation of the network content to be displayed in a browser
executing at the computing apparatus based on the processing result;

provide interaction data to the nelwork computing and storage provider in

accordance with the browser protocol conliguration;
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obtain an updated processing result from the network computing and storage
provider in accordance with the browser protocol configuration, wherein the updated
processing result corresponds to an updated representation of the network content;
and

causc the updated representation of the network content to be displayed in the
browser based on the updated processing result,

[0143] Clause 47, The non-transitory computer-readable medium of Clause 46,
wherein the interaction data is based on a user interaction with the representation of the
requested network content,

|0144) Clause 48, The non-transitory computer-readable medium of Clause 46,
wherein the browser component includes one or more local interface components,

[0145] Clause 49, The non-transitory computer-readable medivm of Clause 48,
wherein the instructions cause the computing apparatus 1o:

provide interaction data to the network computing and storage provider,
wherein the interaction data is based on a user interaction with a local interface
component of the browser component; and

update the local interface component of the browser based on the user
interaction, wherein the update to the local interface component is processed locally
by the browser component,

[0146] Clause 50. The non-transitory computer-readable medium of Clause 46,
wherein the requested network content comprises a network resource referencing one or more
embedded resources,

[6147] Clause S1. The non-transitory compuier-readable medium of Clavse 46,
wherein the requested network content can be processed in a plurality of processing actions,

[0148] Clause 52, The non-transitory computer-readable medium of Clause 51,
wherein all of the plurality of processing actions are performed at the network computing and
storage provider.

[0149] Clause 53, The non-transitory computer-readable medium of Clause 46,
wherein the processing result is generated based on the requested network content processed
by a network based browser instance executing at the network computing and storage

provider.
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10150] Clause 54. The non-transitory compuler-readable medium of Clause 353,
wherein the processing result does not include representations of local interface components
associated with the network based browser instance.

10151] While ilustrative embodiments have been disclosed and discussed, one
skilled in the relevant art will appreciate that additional or alternative embodiments may be
implemented within the spirit and scope of the present invention. For cxample, the
techniques described herein may be utilized, without departing from the scope of the present
invention, to allow remote processing management in any number of other sofiware
applications and processes, including, but not limited to, fmage or video editing soflware,
database software, office productivity software, 3d design software, audio and sound
processing applications, etc, Additionally, although many crubodincnts have been indicaied
as illustrative. once skilled in the relevant art will appreciate that the illustrative embodiments
do not need to be combined or implemented together. As such, some illustrative
embodiments do not need to be utilized or implemented in accordance with scope of
variations to the present disclosure.

j0152] Conditional language, such as, among others, "can," "could," "might," or
"may," unless specifically stated otherwise, or otherwise understood within the context as
used, is generally intended to convey that certain embodiments include, while other
embodiments do not include, certain features, elements and/or steps. Thus, such conditional
language is not generally intended to imply that feaiures, elements and/or steps are in any
way required for one or more embodiments or thal one or more embodiments necessarily
include logic for deciding, with or without user input or prompting, whether these features,
elements and/or steps are included or are 1o be performed in any particular embodiment.

[0153] Any process descriptions, elements, or blocks in the flow diagrams
described herein and/or depicted in the attached FIGURES should be understood as
polentially representing modules, segments, or portions of code which include one or more
executable instructions for implementing specific logical functions or steps in the process.
Alternate implementations are included within the scope of the embodiments described
herein in which elements or functions may be deleled, executed out of order from thal shown
or discussed, including substantially concorrently or in reverse order, depending on the
functionality involved, as would be understood by those skilled in the art. It will further be
appreciated that the data and/or components described above may be stored on a computer-

readable medium and loaded into memory of the computing device using a drive mechanism
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associaled with a computer readable storing the computer executable components such as a
CD-ROM, DVD-ROM, or network interface further, the component and/or data can be
included in a single device or distributed in any manner. Accordingly, general purpose
computing devices may be configured to implement the processes, algorithms, and
methodology of the present disclosurc with the processing and/or execution of the various
data and/or components described above,

[0154] It should be emphasized that many variations and modifications may be
made to the above-described cmbodiments, the clements of which arc to be understood as
being among other acceptable examples, All such modificatious and variations are intended
to be included herein within the scope of this disclosure and protected by the following

claims.



What is claimed is;

1. A computer-implemented method for accessing content comprising:

obtaining, by a network computing and storage provider, a request for content {from a
browser instance on a client computing device, wherein the requested content comprises a
network resource referencing one or more embedded resources, wherein the browser instance
on the client computing device includes one or more local interface components and a content
display area for displaying content provided by the network computing and storage provider,
and wherein the one or more local interface components comprise user interface controls
controlled by software processes executing locally at the client computing device;

obtaining, by the network computing and storage provider, the network resource and
the one or more embedded resources from one or more content providers;

processing, by the network computing and storage provider, the network resource and
the one or more embedded resources to generate a processing result for use in generating a
representation of the requested content on an instantiated browser application;

transmitting, by the network computing and storage provider, the processing result to
the browser instance on the client computing device in accordance with a browser protocol
configuration, wherein the browser protocol configuration identifies at least one display-
based communication protocol and wherein the client computing device causes the
representation of the requested content to be displayed in the content display area of the
browser instance on the client computing device;

obtaining, by the network computing and storage provider, interaction data from the
browser instance on the client computing device in accordance with the browser protocol
configuration, the interaction data based on a user interaction with the representation of the
requested content displayed in the content display area, wherein the interaction data does not
include user interactions with the one or more local interface components;

generating, by the network computing and storage provider, an updated processing
result for use in generating an updated representation of the requested content, wherein the
updated processing result is generated by the network computing and storage provider based
on the requested content and the interaction data; and

transmitting, by the network computing and storage provider, the updated processing
result to the browser instance on the client computing device in accordance with the browser
protocol configuration, wherein the client computing device causes the updated

representation of the requested content to be displaycd in the content display area of the
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browser instance on the client computing device.

2. The computer-implemented method of claim 1, wherein the requested content can be

processed in a plurality of processing actions.

3. The computer-implemented method of claim 2, wherein all of the plurality of

processing actions are performed at the network computing and storage provider.

4, The computer-implemented method of claim 1, wherein the processing result does not
include representations of local interface components associated with the browser instance on

the client computing device.

5. The computer-implemented method of claim 1, wherein the display-based
communication protocol includes as selection of at least one of a remote desktop display

protocol and a virtual network computing desktop protocol.

6. A system for accessing content comprising:

one or more computer processors;

at least one computer memory accessible by at least one of the one or more computer
processors; and

a network-based application instantiated on a network computing component, the
network-based application comprising an executable software module executed by the one or
more computer processors, wherein the network-based application executes on a virtual
machine instance instantiated responsive to a request for network content obtained from an
application instantiated on a client computing device, and wherein the network-based
application is operable to:

obtain a request for network content from the application instantiated on the client
computing device, wherein the application instantiated on the client computing device
includes one or more local interface components for obtaining local user interactions and a
content display area for displaying content; and

transmit a processing result to the application instantiated on the client computing
device in accordance with a display protocol configuration, wherein the display protocol
configuration identifies at least one display based communication protocol, wherein the

processing result corresponds to a processing of the requested network content for use in
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generating a representation of the requested content, and wherein the client computing device
causes the representation of the requested network content to be displayed in the content

display area of the application instantiated on the client computing device.

7. The system of claim 6, wherein the network-based application instantiated on the
network computing component is {urther operable to:

obtain interaction data from the application instantiated on the client computing
device, the interaction data based on a user interaction with the representation of the
requested network content displayed in the content display area, wherein the interaction data
does not include local user interactions based on user interaction with the one or more local
interface components; and

transmit updated processing results for use in generating an updated representation of
the requested network content to the application instantiated on the client computing device
in accordance with the display protocol configuration, wherein the client computing device
causes the updated representation of the requested network content to be displayed in the

content display area of the application instantiated on the client computing device.

8. The system as recited in claim 7, wherein the network-based application instantiated
on a network computing component is further operable 1o generate the updated processing
results for use in gencrating an updated representation of the requested network content, and
wherein the updated processing results are generated by the network computing component

based on the requested network content and the interaction data.

9. The system of claim 6, wherein the one or more local interface components comprise
user inierface controls controlled by software processes executing locally at the client

computing device.
10. The system as recited in claim 6, wherein the network-based application instantiated
on a network computing component is further operable to generate the processing result for

use in generating a representation of the requested network content.

11.  The system of claim 6, wherein the requested network content comprises a network

resource referencing one or more embedded resources.
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12.  The system of claim 6, wherein the requested network content can be processed in a

plurality of processing actions.

13.  The system of claim 12, wherein all of the plurality of processing actions are

performed at the network computing component.

14. A computer-implemented method for accessing content comprising:

obtaining, by a network-based application instantiatcd on a network computing
component, a request for network content from an application instantiated on a client
computing device, wherein the network-based application executes on a virtual machine
instance instantiated responsive to the request for network content obtained from the
application instantiated on the client computing device, and wherein the application
instantiated on the client computing device includes onc or more local interface components
for obtaining local user interaction and a content display area for displaying content; and

transmitting, by the network-based application instantiated on the network computing
component, a processing result to the application instantiated on the client computing device
in accordance with a display protocol configuration, wherein the display protocol
configuration identifies at least one display based communication protocol, wherein the
processing result corresponds to a processing of the requested network content for use in
generating a representation of the requested network content, and wherein the client
computing device causes a representation of the requested network content to be displayed in

the content display area of the application instantiated on the client computing device.

15.  The method of claim 14 further comprising:

obtaining, by the network-based application instantiated on the network computing
component, interaction data from the application instantiated on the client computing device,
the interaction data based on a user interaction with the representation of the requested
network content displayed in the content display area, wherein the interaction data does not
include local user interactions based on user interaction with the one or more local interface
components; and

transmitting, by the network-based application instantiated on the network computing
component, updated processing resulis for use in generating an updated representation of the
requested network content to the application instantiated on the client computing device in

accordance with the display protocol configuration, wherein the client computing device
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causes the updated representation of the requested network content to be displayed in the

content display area of the application instantiated on the client computing device.

16.  The method of claim 15 further comprising generating, by the network-based
application instantiated on the network computing component, the updated processing results
for use in generating an updated representation of the requested content, wherein the updated
processing results are generated by the network computing component based on the requested

content and the interaction data.

17. The method of claim 15, wherein the interaction data is based on a user interaction

with the representation of the requested network content.

18.  The method of claim 15, wherein the one or more local interface components
comprise user interface controls controlled by software processes executing locally at the

client computing device.

19.  The method as recited in claim 14 further comprising, generating, by the network-
based application instantiated on the network computing component, a processing result for

use in generating a representation of the requested network content.

20.  The method of claim 14, wherein the requested network content comprises a network

resource referencing one or more embedded resources.

21.  The method of claim 14, wherein the requesied network content can be processed in a

plurality of processing actions.
22. The method of claim 21 further comprising, performing, by the network-based

application instantiated on the network computing component, the plurality of processing

actions.
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