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SWITCHING CENTER

5 Technical Field
[0001]
The present invention relates to a mobile communication

method and a switching center.

10 Background Art
[0002]

Presently, study is being made by the 3GPP on a mobile
communication system in which a radio access network of a UTRA
(Universal Terrestrial Radio Access) scheme and a radio access

15 network of an E-UTRA (Evolved Universal Terrestrial Radio
Access) scheme are mixed.
[0003]

In such mobile communication system, the mobile station

UE is assumed to perform handover between a cell under the
20 control of a radio base station of the UTRA scheme and a cell
under the control of a radio base station of the E-UTRA scheme.

Disclosure of the Invention

SUMMARY OF THE INVENTION
25 Problem to be solved by the Invention
[0004]
Here, the mobile station UE is configured to perform
different security processings In a communication performed

within a cell under the control of a radio base station of the



Here, the mobile station UE is configured to perform different security processings in a communication
performed within a cell under the control of a radio base station of the UTRA scheme and in a
communication performed within a cell the under the control of a radio base station of the E-UTRA
scheme. [0005] However, in the mobile communication system described 5 above, there is a problem
that how security-related information used in a communication before handover should be carried over
to a communication after handover when a mobile station UE performs handover between a cell under

the control gﬁg %%"p?/@?ﬁ 3mopr10faﬂ§0Hr-nr%%ﬁgﬁ?&oaggﬁS%%%E%ﬁog@Hq oéﬁeradio base

station of the cheme is not clearly defin hus, the present invention is made in
view of the ahdea attteanaiviaa bfdifezpiese ndiasw atiate pnovillechenBbUd RA esmrhemmication

method and a switching center with which security-related information used in a communication before
handover c&08¢ propriately carried over to a communication after handover in a handover process,

which is performed iy ja¢ @10DIFSIYRN WEL FPE) & AFANESH CRERDI ST dhadasipbase

station of a first radio access scheme to a second cell under the control of a radio base station of a
secondbradiaemee sstérhieen s MEANS DRt VNGSEIdEIARQBLEM RE[DA0T o rmak Fipst aspect of
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access schg@edo @ommfent cedli vndeifie FOREAII\Reiaditheasestabpl pba seaedidradigaccess
scheme, the mobile communication method including the steps of: (A) selecting, at a switching center

of the seco¢ FfnsascBasdenanhehareannpprstblskiifagotitencend gk of a radio
base station of the UTRA scheme and a cell under the control

10 of a radio base station of the E-UTRA scheme is not clearly
defined.
[0006]
Thus, the present invention is made in view of the above
and an object of the present invention is to provide a mobile
15 communication method and a switching center with which
security-related information used in a communication before
handover can be appropriately carried over to a communication
after handover in a handover process, which is performed by the
mobile station UE, from a first cell under the control of a radio
20 Dbase station of a first radio access scheme to a second cell
under the control of a radio base station of a second radio access

scheme.

MEANS FOR SOLVING THE PROBLEM
25 [0007]
A Tirst aspect of the present invention is summarized as
a mobile communication method, in a procedure for a mobile
station to perform handover from a first cell under the control

of aradio base station of a first radio access scheme to a second



5 protocol used in a communication between the mobile station and the switching center of the second
radio access scheme; (B) generating, at the switching center of the second radio access scheme, a
security processing parameter of the first protocol; (C) receiving, at the switching center of the second
radio 10 access scheme from the radio base station of the second radio access scheme, a handover
request acknowledge message including a transparent container including a security algorithm of a
second protocol used in a communication between the mobile station and the radio base station of the

second radig AoPeRYky HS”&%APMTW‘%Q@’B&%%%‘E FE%CS?%@E%%‘*@%%@“O

access scheme to a switching center o irst radio access scheme, a first messag uding the
transparentaoedase s chesegurtygprobidieg @gorithinoattherirstgirb et oi aod bl sgc ity
processing parameter of the first 20 protocol; (E) receiving, at the mobile station in the first cell, the

transparentHrsngl ihé@lcﬁﬁtﬁﬁ&é@sﬁn&ﬁ@orﬁwm%ﬂ@gi rSEIRICoP AnkiiRe SBEQRY
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parameter of the second protocol, by using 25 the security processing algorithm of the first protocol
and thé sequriotpecbsserphrameenvlithecit profoetly¢en gdrtomaibg ] at stambbileastetion in the

d cell it ing i icati ing the first protocol, by using th it
processing hor A T MG < PR b0 dnct{ie. SEEOM ol GEARi RS Siamte 67 e thEdprotocol
and (H) perg¥Rui Eiie Medn slalint A G REEMEGE b PaahETY PFAFR$ I Tbarasigynication

using the second protocol, by using the security processing algorithm of the second protocol 5 and the
security proeeb&ifig p@Hreler bih® Eeeasspndoesl porsgr of Ehacfssispeatarbstep (D), a

message [of e DAL BiRIER]IndydRghe RGN RIPSESTea A ol 1 Paiggg and the

security protessing parame firs ocolTan be included Iinto the transparent container

and cap be dreoestitedNONBFrom lthiberfidiaspesicirsttetsion (BF, thesswitdvna ceatii of the
second radio access scheme can include a message for the 15 first protocol including the security

processing akFRTTENEES A PRACQY Shd BtisskAafiNBrdsslag peanadsr b 8- grotocol into
the first message, R00 4P SAPSEUh R VI 65 RIET &F e lsh BAIa ReePcprnesie dhe
message for the first protocol separately from the transparent 20container. [0010]
second protocol used In a communication between the mobile
station and the radio base station of the second radio access
15 scheme; (D) transmitting, from the switching center of the
second radio access scheme to a switching center of the first
radio access scheme, a first message including the transparent
container, the security processing algorithm of the first
protocol and the security processing parameter of the first
20 protocol; (E) receiving, at the mobile station in the first cell,
the transparent container, the security processing algorithm
of the First protocol and the security processing parameter of
the first protocol; (F) calculating, at the mobile station, a
security processing parameter of the second protocol, by using
25 the security processing algorithm of the First protocol and the
security processing parameter of the TfTirst protocol; (G)
performing, at the mobile station in the second cell, security
processing in a communication using the first protocol, by using

the security processing algorithm of the first protocol and the



In the first aspect, the mobile communication method can further include the steps of: including, at the
switching center of the first radio access scheme, the received message for the 25 first protocol into a
message for a third protocol used in a communication between the switching center of the first radio
access scheme and the mobile station, and transmitting, from the switching center of the first radio
access scheme to the radio base station of the first radio access scheme, the message for the third
protocol; and including, at radio base station of the first radio access scheme, the security processing
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message for the in the message for the third protoco the
switching certefotthiefgst sadibhecordsidahestetintnaimethagsdaoadousil bosmolnidyin a
communication between the radio base station of the first radio access scheme and the mobile station,

and transmREREERSEG e ditith pRANULMLAL RN BABR FREpREUIAnBRRERECHHy BY¥ocessing
parameter ofdpR dreherdieeelr 8L PrB e 51 GPRsE M Hhf AP €Re HiscoMirpire esedy of the

second radio access scheme can’include the security
5 and the security processing parameter of the second protocol.

[0008]

In the first aspect, in the step (D), a message for the
first protocol including the security processing algorithm of
the First protocol and the security processing parameter of the

10 first protocol can be included into the transparent container
and can be transmitted.
[0009]

In the Tirst aspect, in the step (D), the switching center

of the second radio access scheme can include a message for the
15 Ffirst protocol including the security processing algorithm of

the First protocol and the security processing parameter of the

first protocol into the First message, and to transmit, to the

switching center of the Tirst radio access scheme, the message

for the Tfirst protocol separately from the transparent
20 container.

[0010]

In the first aspect, the mobile communication method can
further include the steps of: including, at the switching center
of the first radio access scheme, the received message for the

25 first protocol Into a message for a third protocol used in a
communication between the switching center of the first radio
access scheme and the mobile station, and transmitting, from
the switching center of the first radio access scheme to the

radio base station of the first radio access scheme, the message



15 processing algorithm of the first protocol and the security processing parameter of the first protocol
into the message for the first protocol, and can transmit, to the switching center of the first radio
access scheme, the security processing algorithm of the first protocol and the security processing 20
parameter of the first protocol separately from the transparent container; and the switching center of
the first radio access scheme can include a message for a first protocol including the security
processing algorithm of the first protocol and the security processing parameter of the first protocol,
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the first prowEolthred thesstuntygpiocessrggsarsvkeae] thehiy siggrotnobtgegaratadysgongthe
tranSparentalgorithm of the first protocol and the security processing
parameter of the first protocol included In the message for the
5 Tfirst protocol included in the message for the third protocol
received from the switching center of the first radio access
scheme, i1nto a message for a fTourth protocol used iIn a
communication between the radio base station of the first radio
access scheme and the mobile station, and transmitting the
10 security processing algorithm of the first protocol and the
security processing parameter of the first protocol.
[0011]
In the Tirst aspect, in the step (D), the switching center
of the second radio access scheme can include the security
15 processing algorithm of the first protocol and the security
processing parameter of the first protocol into the message for
the first protocol, and can transmit, to the switching center
of the fTirst radio access scheme, the security processing
algorithm of the first protocol and the security processing
20 parameter of the First protocol separately from the transparent
container; and the switching center of the first radio access
scheme can include a message for a first protocol including the
security processing algorithm of the first protocol and the
security processing parameter of the first protocol, Into a
25 message for a third protocol used in a communication between
the switching center of the first radio access scheme and the
mobile station, and can transmit the security processing

algorithm of the first protocol and the security processing

parameter of the First protocol separately from the transparent



container. [0012] In the first aspect, the mobile communication method can further include the
steps of: generating, at the switching 5 center of the second radio access scheme, the message for
the first protocol, by performing integrity protection processing using the security processing algorithm
of the first protocol and the security processing parameter of the first protocol; determining, at the
mobile station, whether the message for the 10 first protocol has been interpolated, by performing
integrity protection processing using the received security processing algorithm of the first protocol and
the securityﬁﬂﬁgﬁ% parameter of the first protocol; and notifying, at the mobile station, a radio
control station of the first radio access 15 scheme that the handover procedure failed, when the
message fof @@ fipt protocol is determined to have been interpolated. [0013] A second aspect of the
present invention is summarized as a switching center ¢capable of functioning as a switching 20 center

of a second radio ad€ed0EAAFRL ARPGRATn EhEoBRY LS PP LERIELASHIAY £9fbcedure for
performing Fepdeiey g s callande e eipiclheFRd e Aol bR acoess

scheme to a second cell under the control of a radio base station of the second radio acceSs 25
schemé, the:ewt_ehﬁr@fcdﬂftersemmni@inm@iselacmsaitssdnﬁ@ar,ecttmsmless&zgméfpmdéMre, a
Semﬂﬂyrﬁqf??gggprotocol, by performing integrity protection processing
using the security processing algorithm of the first protocol
and the security processing parameter of the first protocol;
determining, at the mobile station, whether the message for the
10 first protocol has been interpolated, by performing integrity
protection processing using the received security processing
algorithm of the first protocol and the security processing
parameter of the first protocol; and notifying, at the mobile
station, a radio control station of the first radio access
15 scheme that the handover procedure failed, when the message for
the first protocol is determined to have been interpolated.
[0013]
A second aspect of the present invention iIs summarized
as a switching center capable of functioning as a switching
20 center of a second radio access scheme, with which a mobile
station is capable of performing a procedure for performing
handover from a first cell under the control of a radio base
station of a first radio access scheme to a second cell under
the control of a radio base station of the second radio access
25 scheme, the switching center comprising: a selector unit
configured to select, in the procedure, a security processing
algorithm of a first protocol used in a communication between
the mobile station and the switching center of the second radio

access scheme; a generator unit configured to generate, In the



algorithm of a first protocol used in a communication between the mobile station and the switching
center of the second radio access scheme; a generator unit configured to generate, in the procedure,
a security processing parameter of the first protocol; a receiver unit configured to receive, in the
procedure, from the radio base station of the second radio access scheme, a handover request
acknowledge message including 5 a transparent container including the security processing algorithm
of a second protocol used in a communication between the radio base station of the second radio
access sch mabil ia.and [ uni ' to ga it, ipt rocedure,
to the switcﬁﬁgﬁtﬂ’ﬁr&o’f th% fT\rss%tt %%er%z?g a@%ﬁ;ﬁ réerg%ﬁﬂrg ggsﬂg%ﬁc%g L'ﬁ1leptgr£nspare nt
container, tpe stoarity praeessewraigerithomafthectinsFppiven anm theseeunty ,pracessihg parameter
of the first protocol. 15 Brief description of the Drawings [0015] [Fig, 1]Fig. 1 is an overall _
configuratiohEPGRAHSE: mbEAR cSRfnURCARNS SR s LRldh b et SFBBRMd&ALt the present

invention. 20(FigsJEignaiw2 AReiRA Blork diagsam eknsiMiching realssgeqrieingdae first

embodiment of the present invention. [Fig. 3]Fig. 3 is a functional ggck diagram of a radio base
station@accadityan spafin tmooditedmers thenarbyditebirileatiegcurity processing

algorithm of a second protocol used in a communication between
the radio base station of the second radio access scheme and
the mobile station; and a transmitter unit configured to
transmit, In the procedure, to the switching center of the first
10 radio access scheme, a Tirst message including the transparent
container, the security processing algorithm of the first
protocol and the security processing parameter of the first

protocol.

15 Brief description of the Drawings
[0015]

[Fig. 1] Fig. 1 is an overall configurational view of a
mobile communication system according to a first embodiment of
the present invention.

20 [Fig- 2] Fig. 2 1s a functional block diagram of a switching
center according to the first embodiment of the present
invention.

[Fig. 3] Fig. 3 1s a functional block diagram of a radio base
station according to the first embodiment of the present

25 i1nvention.

[Fig- 4] Fig. 4 is a functional block diagram of a mobile
station according to the first embodiment of the present
invention.

[Fig- 5] Fig. 5 1s a sequence diagram showing an exemplary



[Fig. 4]Fig. 4 is a functional block diagram of a mobile station according to the first embodiment of the
present invention. [Fig. 5]Fig. 5 is a sequence diagram showing an exemplary operation 1 of the
mobile communication system according to the first embodiment of the present invention. [Fig. 6]Fig. 6
is a sequence diagram showing an exemplary  operation 2 of the mobile communication system
according to the 5 first embodiment of the present invention. [Fig. 7]Fig. 7 is a sequence diagram
showing an exemplary operation 3 of the mobile communication system according to the first

embodime resent.i | Fig, 8lFi ' I j plary 10
aperation 4 e T o D e o
invention. [AigrSjEignbsd seqterae dihgrgmrsbewingiaverdnplary operation 5 of the mobile
communication system according to the first embodiment of the present invention. 15 Best Modes for
Caangou[ﬁkQWw@lﬂon Fi1g. 6 1s a sequence diagram showing an exemplary

operation 2 of the mobile communication system according to the
5 Tfirst embodiment of the present invention.

[Fig. 7] Fig. 7 is a sequence diagram showing an exemplary

operation 3 of the mobile communication system according to the

first embodiment of the present invention.

[Fig. 8] Fig. 8 is a sequence diagram showing an exemplary
10 operation 4 of the mobile communication system according to the

first embodiment of the present invention.

[Fig. 9] Fig. 9 is a sequence diagram showing an exemplary

operation 5 of the mobile communication system according to the

first embodiment of the present invention.

15
Best Modes for Carrying out the Invention
[0016]
(Configuration of Mobile Communication System According to
First Embodiment of the Present Invention)
20 A configuration of a mobile communication system

according to a first embodiment of the present invention is
described referring to Fig. 1 to Fig. 4.
[0017]
As shown in Fig. 1, the mobile communication system
25 according to this embodiment includes a switching center SGSN
of the UTRA scheme (a first radio access scheme), a radio control
station RNC of the UTRA scheme, a radio base station NB of the
UTRA scheme, a switching center MME of the E-UTRA scheme (a

second radio access scheme) and a radio base station eNB of the



[0016] (Configuration of Mobile Communication System According to First Embodiment of the Present
Invention) 20A configuration of a mobile communication system according to a first embodiment of the
present invention is described referring to Fig. 1 to Fig. 4. [0017] As shown in Fig. 1, the mobile
communication system 25 according to this embodiment includes a switching center SGSN of the
UTRA scheme (a first radio access scheme), a radio control station RNC of the UTRA scheme, a radio
base station NB of the UTRA scheme, a switching center MME of the E-UTRA scheme (a second
radio accesg%gme%@ﬁgaéqdio base station eNB of the E-UTRA scheme. [0018] Here, itis
assumed that in the mobile communication system according to this embodiment, a "NAS ( Non
Access Strefood 8]

Here, 1t is assumed that in the mobile communication

system according to this embodiment, a ““NAS (Non Access Stratum,

5 a Tirst protocol)” 1is used In communications between the
switching center MME of the E-UTRA scheme and mobile station
UE, an “AS (Access Stratum, a second protocol)” i1s used in
communications between a radio base station eNB of the E-UTRA
scheme and the mobile station UE, a “NAS (a third protocol)”

10 i1s used in communications between a switching center SGSN of
the UTRA scheme and the mobile station UE, and an “AS (a fourth
protocol)” i1s used In communications between a radio control
station RNC of the UTRA scheme and the mobile station UE.
[0019]

15 A NAS message (a message for a first protocol) transmitted
and received between the switching center MME of the E-UTRA
scheme and the mobile station UE iIs expressed as a “NAS PDU
(E-UTRA)’, an AS message (a message for a second protocol)
transmitted and received between the radio base station eNB of

20 the E-UTRA scheme and the mobile station UE is expressed as an
“AS PDU (E-UTRA)”’, a NAS message (a message for a third protocol)
transmitted and received between the switching center SGSN of
the UTRA scheme and the mobile station UE 1s expressed as a “NAS
PDU (UTRA)”’, and an AS message (a message for a fourth protocol)

25 transmitted and received between the radio control station RNC
of the UTRA scheme and the mobile station UE 1is expressed as
an “AS PDU (UTRA)”.

[0020]
As shown in Fig. 2, the switching center MME of the E-UTRA



5 a first protocol)" is used in communications between the switching center MME of the E-UTRA
scheme and mobile station UE, an "AS (Access Stratum, a second protocol)" is used in
communications between a radio base station eNB of the E-UTRA scheme and the mobile station UE,
a "NAS (a third protocol)” 10 is used in communications between a switching center SGSN of the
UTRA scheme and the mobile station UE, and an "AS (a fourth protocol)” is used in communications
between a radio control station RNC of the UTRA scheme and the mobile station UE. [0019] 15A NAS

message ( oe fara di t t ' recei t itching,center MME
of the E-UT%{%P]SC %rﬁg%h%étlﬁg r%gbi e staEWﬁggﬁésgd%&%@g?gﬁRA ﬁ an AS
message (HDd¥squesdr gereepad@rototot) tt8nantttadrandveace i Rexl beaderortiResplinbase station
eNB of 20 the E-UTRA scheme and the mobile station UE is expressed as an "AS PDU (E-UTRA)", a
NAS mess&f X AsayB ¥r dthird protocol ) transmitted and received between the switching
center SGSﬁbgfztm UTRA scheme and the mobile station UE is expressed as a "NAS PDU (UTRA)",

and an AS message (a message for a fourth protocol) 25 transmitted and received between the radio
controlSstation RNCIdfeheNBT Ritsatkane ahtl = abiktstaface B ktbxfilesseddioahdas PDU

(UTRA)". [0020] As sho in£i W2 t%e itching, center MME of the E-UTRA scheme includes an
eNB interfaced ,'8%@@13 [ r%lag 1 Tiﬁ%‘lgb%g&ﬁ%%t generator unit 13 and a Forward Relocation
Response gemggatpr unit 14. [0021] 5The eNB interface 11 is an interface with the radio base station

eNB of the E-UTRA scheme. [0022]
Moreover, the eNB interface 11 terminates

“S1-Application Protocol” to communicate with the radio base
10 station eNB of the E-UTRA scheme.
[0023]

For example, the eNB interface 11 1i1s configured to
transmit “HO Request (S1 message)” to the radio base station
eNB of the E-UTRA scheme, and to receive “HO Request Ack (S1

15 message)” from the radio base station eNB of the E-UTRA scheme,
in the procedure where the mobile station UE performs handover
from a first cell under the control of the radio base station
NB of the UTRA scheme to a second cell under the control of the
radio base station eNB of the E-UTRA scheme.

20 [0024]

Here, the “HO Request Ack (S1 message)” is a handover
request acknowledge message including a transparent container
“RRCConnectionReconfig” including a security processing
algorithm of the AS of the E-UTRA scheme.

25 [0025]

For example, the security processing in the AS includes
ciphering processing and integrity protection processing.
[0026]

In the ciphering processing in the AS, an AS message is

10



Moreover,theeNBinterfacellterminates "51-Application Protocol” to communicate with the radio
base 10 station eNB of the E-UTRA scheme. [0023] For example, the eNB interface 11 is
configured to transmit "HO Request (Si message)" to the radio base station eNB of the E-UTRA
scheme, and to receive "HO Request Ack (Si 15 message)” from the radio base station eNB of the
E-UTRA scheme, in the procedure where the mobile station UE performs handover from a first cell
under the control of the radio base station NB of the UTRA scheme to a second cell under the control

of the radioés)%;ﬁan @pn B@?h%f thg E%T(%ggfg%ee srgg%féi%g g%?rgmg?elwod%eq% Ack (51

message)"” | over requést acknow age | ransparent container
"RRCConndntamidecttiiggisdddirznd HwdS pexeaged slgaedbaeo tisa A§ afdsbe lrWERA scheme.
25[0025] For example, the security processing in the AS includes ciphering processing and
integrity protd QS bREsAAY JBBE6F IntRe Hisherige ¥ eB%sind #fthe AS, an AS message is
ciphered usmgdpfcurity processing parameter on the transmitting side and the AS message is
decoded using a security processing parameter on the receiving side. [0027] 5In the integrity
protection processidgirthe AStegnACY(WestkeetAnhantioatss®odel B.d 824, leagiids

g T e T TS A e
calculated using the AS message and a security processing
parameter, and 1is assigned to the AS message, on the
transmitting side, and whether the AS message has been

10 interpolated is determined by using the AS message, the security
processing parameter and the MAC, on the receiving side.
[0028]

Furthermore, for example, “NULL”, “AES”, “Snow3G”” and the

like are assumed as the ciphering processing algorithms of the
15 AS, and “AES”, “Snow3G”” and the like are assumed as the integrity

protection processing algorithms of the AS.

[0029]

The SGSN 1nterface 12 is an interface with the switching
center SGSN of the UTRA scheme.

20 [0030]

For example, the SGSN interface 12 is configured to
transmit “Forward Relocation Response (a first message)” to the
switching center SGSN of the UTRA scheme, and to receive
“Forward Relocation Request” from the switching center SGSN of

25 the UTRA scheme, in the procedure where the mobile station UE
performs handover from a first cell under the control of the
radio base station NB of the UTRA scheme to a second cell under
the control of the radio base station eNB of the E-UTRA scheme.
[0031]

11



10 interpolated is determined by using the AS message, the security processing parameter and the
MAC, on the receiving side. [0028] Furthermore, for example, "NULL", "AES", "Snow3G" and the
like are assumed as the ciphering processing algorithms of the 15 AS, and "AES", "Snow3G" and the
like are assumed as the integrity protection processing algorithms of the AS. [0029] The SGSN
interface 12 is an interface with the switching center SGSN of the UTRA scheme. 20[0030] For
example, the SGSN interface 12 is configured to transmit "Forward Relocation Response (a first

message)" to the switchi T f"(ﬂ‘ijil e I location
Request" from the \gvﬁ\ﬁ%hﬁés ggﬁérégggl]\lgfg% Lf}héﬁ@]qu;erﬁeme, w?qgep %?fsgé:o%ér\g‘%vﬂ%&r% the mobile
station UE mréoriiiOhRetpues tro(sa finstesdigeter dess contoeldfabevarlio base station NB of the

UTRA scheme to a second cell under the control of the radio base station eNB of the E-UTRA
scheme. [OM%] The HO Request generator unit 13 is configured to generate the "HO Request

(Si message)" desogﬁgg ﬁﬁp&g.. W?Z]%Ciﬁ@"ﬁéhﬁﬁg Rﬁg&tg@ggra@ﬁ it §3is pLonfigured
the

to select a security processing algorithm of the NAS o E- A scheme, and to generate a
security procesdingpeeaincs ol et NASe athehtye peedagsiaoHd Requebn(BF ibsshgs)". [0033]

1°He“*““%?C%ﬁgqﬁ?ﬂfﬁﬁegﬁﬁéHgﬁ1368a%8658%%rate a security processing
parameter of the NAS, when generating the “HO Request (S1
message)”.
[0033]

10 Here, the HO Request generator unit 13 may select a
security processing algorithm of the NAS of the E-UTRA scheme
according to “UE security capabilities (security processing
capability of the mobile station UE)” included in the “Forward
Relocation Request™.

15 [0034]

For example, the security processing in the NAS includes
ciphering processing and integrity protection processing.
[0035]

In the ciphering processing In the NAS, a NAS message is

20 ciphered using a security processing parameter on the
transmitting side and the NAS message i1s decoded using a
security processing parameter on the receiving side.

[0036]

In the integrity protection processing in the NAS, a MAC

25 (e.g., 32 bit length) is calculated using the NAS message and
a security processing parameter, and is assigned to the NAS
message, on the transmitting side, and whether the NAS message
has been i1nterpolated is determined by using the NAS message,

the security processing parameter and the MAC, on the receiving

12



security processing algorithm of the NAS of the E-UTRA scheme according to "UE security capabilities
(security processing capability of the mobile station UE)" included in the "Forward Relocation
Request". 15[0034] For example, the security processing in the NAS includes ciphering
processing and integrity protection processing. [0035] In the ciphering processing in the NAS, a NAS
message is 20 ciphered using a security processing parameter on the transmitting side and the NAS
message is decoded using a security processing parameter on the receiving side. [0036] In the
integrity proéggg)_n processing in the NAS, a MAC 25 (e.g., 32 bit length) is calculated using the NAS
message and a security processing parameter, and is assigned to the NAS message, on the
transmitting[©08,734nd whether the NAS message has been interpolated is determined by using the
NAS message, the security processing parameter and the MAC, on the receiving. side, [0037]

Furthermore, for exaHpIIeKTANe - "AgsexanBlRe  NHl the 1ikEre asstiRdd@s Maiiring
processing pigasitins albEmebAS #h 'Civhe ity B0 AS<TRIKRIYSIEPEHMS S RSUABIMtY

protection processing algorithms of the NAS. [0038] Furthermore, "eKSI", "NONCEm,E" and the
like arassiiAfed apthé& AUty SaranwiiErsofitHehRAS ke are assumed as integrity
protection processing algorithms of the NAS.
[0038]

Furthermore, “eKSI”’, “NONCEwe” and the like are assumed
as the security parameters of the NAS.

10 [0039]

The Forward Relocation Response generator unit 14 1is
configured to generate the “Forward Relocation Response”
described above.

[0040]

15 Specifically, the Forward Relocation Response generator
unit 14 is configured to generate the “Forward Relocation
Response” including a transparent container
“RRCConnectionReconfig”, a security processing algorithm of
the NAS of the E-UTRA scheme and a security processing parameter

20 of the NAS of the E-UTRA scheme.

[0041]

The Forward Relocation Response generator unit 14 may be
configured to transmit the “Forward Relocation Responsel in
which a security processing algorithm of the NAS of the E-UTRA

25 scheme and the “NAS PDU (E-UTRA scheme)” including a security
processing parameter of the NAS of the E-UTRA scheme are
included into the transparent container
“RRCConnectionReconfig” (refer to Fig. 5 described later).
[0042]

13



10[0039] The Forward Relocation Response generator unit 14 is configured to generate the
"Forward Relocation Response" described above. [0040] 15Specifically, the Forward Relocation
Response generator unit 14 is configured to generate the "Forward Relocation Response" including a
transparent container "RRCConnectionReconfig"”, a security processing algorithm of the NAS of
theE-UTRAscheme and a security processing parameter 20 of the NAS of the E-UTRA scheme.
[0041] The Forward Relocation Response generator unit 14 may be configured to transmit the

"Forward RelocaﬂOﬁ‘g?[?ﬁq%U%E%&gégcgﬂggﬂgﬁeéﬁ@%@%@E]_?ﬁtﬁﬁ Igéﬁe%éhiaéi-UTRA 25

scheme and the "N eme)" In g a security processing parameter of the NAS
of the E-UTéWdns$diganre ar&cnduddaiohto tie traNagarD c§atTERA RivGEne)EctionReddndig” (refer to
Fig. 5 described later). [0042] Here, the radio base station eNB of the E-UTRA scheme is

configured 'ABRBBIAE INE B NEUTRIC SRS 1BRAEYW2RLBarent container

"RRCConnT_@{p config". [0043] S5Furthermore, the Forward Relocation Response generator unit 14
may be configured to include, into the "Forward Relocation Response”, the "NAS PDU (E-UTRA
schem®)" including usadueitynpoeesting dgavithnd oR elEoRABICiThBESROIRYE sghemeadinla security

e s N oL 05 R S hory e Vasspasga) comaner
Relocation Response™, the “NAS PDU (E-UTRA scheme)” including
a security processing algorithm of the NAS of the E-UTRA scheme
and a security processing algorithm of the NAS of the E-UTRA

10 scheme separately from the transparent container
“RRCConnectionReconfig” (refer to Fig. 6 and Fig. 7 described
later).

[0044]
Here, the Forward Relocation Response generator unit 14

15 may be configured to perform integrity protection processing
on the “NAS PDU (E-UTRA scheme)” using a security processing
algorithm of the NAS of the E-UTRA scheme and a security
parameter of the NAS of the UTRA scheme.

[0045]

20 Alternatively, the Forward Relocation Response generator
unit 14 may be configured to include a security processing
algorithm of the NAS of the E-UTRA scheme and a security
processing parameter of the NAS of the E-UTRA scheme, into the
“Forward Relocation Response” as an information element visible

25 on the SGSN interface 12, separately from the transparent
container “RRCConnectionReconfig” (refer to Fig. 8 described
later).

[0046]
As shown in Fig. 3, the radio base station eNB of the E-UTRA

14



Here, the Forward Relocation Response generator unit 14 15 may be configured to perform integrity
protection processing on the "NAS PDU (E-UTRA scheme)" using a security processing algorithm of
the NAS of the E-UTRA scheme and a security parameter of the NAS of the UTRA scheme. [0045]
20Alternatively, the Forward Relocation Re sponse generator unit 14 may be configured to include a
security processing algorithm of the NAS of the E-UTRA scheme and a security processing parameter
of the NAS of the E-UTRA scheme, into the "ForwardRelocation Response™ as an information element

visible 25 0 enf contal
"RRCConnggétlﬁ)%’.E‘%csciﬂn.'ftp i%(r%%er %FW%? (?escn%(rgﬁ%tegjam% g@h&@ﬁé %tthécrlédlo base
station eNBgefribe d&E0if R sth2e includes a MME interface 21 and an HO Request Ack generator

unit 22. [0047! The MME interface 21 is an interface with the switching 5 center MME of the
E-UTRA schd 048] Moreover,theMMEinterface21lterminates "51-Application Protocol" to

communicate with thg SWiIREIGH eeMpadVE10GEeR- T HRASFAEE S th the switching
5 center MME of the E-UTRA scheme.
[0048]

Moreover, the MME interface 21 terminates
“S1-Application Protocol” to communicate with the switching
center MME of the E-UTRA scheme.

10 [0049]

For example, the MME interface 21 is configured to
transmit “HO Request Ack (S1 message)” to the radio base station
eNB of the E-UTRA scheme, and to receive “HO Request (S1
message)” from the switching center MME of the E-UTRA scheme,

15 1n the procedure where the mobile station UE performs handover
from a first cell under the control of the radio base station
NB of the UTRA scheme to a second cell under the control of the
radio base station eNB of the E-UTRA scheme.

[0050]

20 The HO Request Ack generator unit 22 is configured to
generate the “HO Request Ack (S1 message)” described above.
[0051]

Specifically, the HO Request Ack generator unit 22 is
configured to select a security processing algorithm of the AS

25 of the E-UTRA scheme, and to generate a security processing
parameter of the AS of the E-UTRA scheme, when generating the
“HO Request Ack (S1 message)”.

[0052]

Here, the HO Request Ack generator unit 22 may select a

15



10[0049] For example, the MME interface 21 is configured to transmit "HO Request Ack (Si
message)"to the radio base station eNB of the E-UTRA scheme, and to receive "HO Request (51
message)" from the switching center MME of the E-UTRA scheme, 15 in the procedure where the
mobile station UE performs handover from a first cell under the control of the radio base station NB of
the UTRA scheme to a second cell under the control of the radio base station eNB of the E-UTRA
scheme. [0050] 20The HO Request Ack generator unit 22 is configured to generate the "HO Request

Ack (51 me s descri [ - pecifically, St runit 22 is
configured %éggﬁa)c'tgﬁ s@cﬁ%%%g\ég%s%ﬁ algéﬁtmﬁm %Ttk?@ gé& %2 %ﬁrﬁ%ﬁ; ﬁﬁécﬁ%énﬁéﬁggnd to
generate a aeawity pngceessitiEErSseteu ni the depabinkif-Hi ERCsechandywheoageswiatng the "HO
Request Ack (51 message)", [0052] Here, the HO Request Ack generator unit_22 may select a
security proceRaRd Lidofit offiee A8kt e SIAHRR NEME alBGHHPE Uk #P8 seblity
capabilities ﬁé&&égtl p(g(ie%%@%g @%bil_ity of the mobile station UE)" included in the "HO request (51
message)”. 5[0053] Alternatively, the HO Request Ack generator unit 22 may select a security
processing BfiddIn of the AS of the UTRA scheme out of AS security algorithms of the UTRA

scheme designatec y AETVeTy SRNE TR REGSSSLmAMR & aPRedreshe BETmaye)”
select a security processing algorithm of the AS of the UTRA
scheme out of AS security algorithms of the UTRA scheme
designated by “Allowed AS algorithms” included in the “HO

10 Request (S1 message)”.

[0054]

As shown in Fig. 4, the mobile station UE includes a
handover processor unit 31 and a NAS PDU analyzer unit 32.
[0055]

15 The handover processor unit 31 is configured to perform
a processing required in the handover procedure, which 1is
performed by the mobile station UE, from a first cell under the
control of the radio base station NB of the UTRA scheme to a
second cell under the control of the radio base station eNB of

20 the E-UTRA scheme.

[0056]

For example, the handover processor unit 31 is configured
to calculate a security processing parameter of the AS of the
E-UTRA scheme, by using a security processing algorithm of the

25 NAS of the E-UTRA scheme and a security processing parameter
of NAS of the E-UTRA scheme.

[0057]
Furthermore, the handover processor unit 31 is configured

to perform security processing In a communication using the NAS

16



[0054] As shown in Fig. 4, the mobile station UE includes a handover processor unit 31 and a
NAS PDU analyzer unit 32. [0055] 15The handover processor unit 31 is configured to perform a
processing required in the handover procedure, which is performed by the mobile station UE, from a
first cell under the control of the radio base station NB of the UTRA scheme to a second cell under the
control of the radio base station eNB of 20 the E-UTRA scheme. [0056] For example, the
handover processor unit 31 is configured to calculate a security processing parameter of the AS of the

E-UTRA sc usj Ity pregessi Igogi ASGf the /-UT heme and
= secy pOAALnG FOT R R o NACH! Tl B RA Gt P S AT
handover poEette WWS31a§ cthiguEed TR perfanesecusityl prcesstog Ity cpmoaeseadtiayn using the

NAS of the E-UTRA scheme, by using a security processing al%o%thm of the NAS of the E-UTRA
scheme an®aree kS profetify ;’J\ﬁm%ferg??neENHE% 1RERPRAN MR, RS TP P& form

security Progessipg {4 2,sPHUBLAIFAION HSIRY KA A% PR UIE¥h gCHeTRS Aty W¥ngReSeCUrity
processing algorithm™of the AS of thé E-UTRA scheme and a security processing parameter of the AS
of the B-UTRAJSEHemeh 053] 05he! SINE) RD SeanaiyiZey (nip82 gsdagigleditd tetepifirnkhe
AS of the E-UTRA scheme and a security processing parameter of
the AS of the E-UTRA scheme.
[0058]
The NAS PDU analyzer unit 32 is configured to determine

10 whether the received “NAS PDU (E-UTRA scheme)” has been
interpolated by performing integrity protection processing
using a security processing algorithm of the NAS of the E-UTRA
scheme and a security processing parameter of the NAS of the
E-UTRA scheme.

15 [0059]

The handover processor unit 31 is configured to notify
a handover source radio access apparatus (for example, the radio
control station RNC or the switching center SGSN) that the
handover procedure described above failed, when the NAS PDU

20 analyzer unit 32 determines that the “NAS PDU (E-UTRA scheme)”’
has been interpolated.

[0060]
(Operation of Mobile communication System According to First
Embodiment of the Present Invention)

25 Exemplary operations 1 to 4 of the mobile communication
system according to the Tfirst embodiment of the present
invention are described referring to Fig. 5 to Fig. 9.
Specifically, a handover procedure of the mobile station UE from

a First cell under the control of the radio base station NB of

17



10 whether the received "NAS PDU (E-UTRA scheme)" has been interpolated by performing integrity
protection processing using a security processing algorithm of the NAS of the E-UTRA scheme and a
security processing parameter of the NAS of the E-UTRA scheme. 15[0059] The handover
processor unit 31 is configured to notify a handover source radio access apparatus (for example, the
radio control station RNC or the switching center SGSN) that the handover procedure described above
failed, when the NAS PDU 20 analyzer unit 32 determines that the "NAS PDU (E-UTRA scheme)" has

been interpp e@T@R@&%@@S@E’% e 88@?‘%8@?9%@%?%8@%%% R Rgnbodiment

of the Present Invention) xemplary operations 1 to 4 of the mobile communication system
according tb#sefisstatimadirelBt affththpee &l TRersiohewme descdesd rafbedhg to Fig. 5 to Fig. 9.
Specifically, a handover procedure of the mobile station UE from a first cell under the control of the
radio base ;r,tg%ljr]\IB of the UTRA scheme to a second cell under the control of the radio base station

eNB of the E-UTRAﬁqhoeme istqi]%scrigggm. PéH/ opeﬁﬁtig?? e>iem8lp_ry eReratigpdiqfdhe mobile

5 communication system according to the first embodiment of the present invention is described
referriry to E@NMBUIOEERE 10N Ayshewreiadegdd g septSEOdn, rsihabileatatientiEodokingunicating in
the first Ce"purnedseért] © (lz(rjlr\]/té?lltoif(g?]e E%diglescribed referring to Fig. 5.
[0062]
As shown In Fig. 5, in step S1001, a mobile station UE
communicating in the First cell under the control of the radio
10 base station NB of the UTRA scheme transmits ‘“Measurement
Report” to a radio control station RNC of the UTRA scheme.
[0063]
In step S1002, the radio control station RNC of the UTRA
scheme transmits “Relocation Request” to a switching center
15 SGSN of the UTRA scheme.
[0064]
In step S1003, the switching center SGSN of the UTRA scheme
transmits “Forward Relocation Request” to a switching center
MME of the E-UTRA scheme.
20 [0065]
Here, the “Forward Relocation Request” includes “CK”,
“IK”, “KS1” and “UE security capabilities” representing the
security processing capability of the mobile station UE, which
are security processing parameters of the NAS of the UTRA
25 scheme.
[o066]
The “UE security capabilities” includes “UE EPS security
capabilities” representing the security processing capability

of the mobile station UE In the E-UTRA scheme.
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10 base station NB of the UTRA scheme transmits "Measurement Report" to a radio control station
RNC of the UTRA scheme. [0063] In step S1002, the radio control station RNC of the UTRA
scheme transmits "Relocation Request” to a switching center 15 SGSN of the UTRA scheme. [0064]

In step S1003, the switching center SGSN of the UTRA scheme transmits "Forward Relocation
Request" to a switching center MME of the E-UTRA scheme. 20[0065] Here, the "Forward
Relocation Request" includes "CK", "IK", "KSI" and "UE security capabilities” representing the security
processing Zgaa%l%i ity of the mobile station UE, which are security processing parameters of the NAS of
the UTRA 25scheme. [0066] The "UE security capabilities" includes "UE EPS security
capabilities” represa@iing‘tite sexuity pyocssatyidapeibdsy ohthye mublladtationFfoEnathelk-UTRA
scheme. [0067] The "UE security capabilities” may include information elements representing the

security proeLSHIRG ER ARG SF T RBENE S UENPIRCGFRN G RapRIH S & A6 access

Sschemes. 00681 e stHHIEA THOOfn tHohEWIRTHAY SERISHAMMELTIRRE UTRA schrtpa generates
"NONCENNB". Here, the "NONCEmM,B" is a randomly selected bit string of 32 bit length. 10[0069]

5 schemes.
[0068]

In step S1004, the switching center MME of the E-UTRA
scheme generates “NONCEye”. Here, the “NONCEye” Is a randomly
selected bit string of 32 bit length.

10 [0069]

Furthermore, the switching center MME of the E-UTRA
scheme generates “Kasye” from Formula (1).

[0070]

Kaswe=KDF (CK] | 1K, NONCEwg) .. Formula (1)

15 Furthermore, the switching center MME of the E-UTRA
scheme generates “eKSI1” from Formula (2).
[0071]
eKSI=KS1 .. Formula (2)
In step S1005, the switching center MME of the E-UTRA
20 scheme sets “NAS DL COUNT” and ““NAS UL COUNT” to “0”, and then
generates “Keng” from Formula (3). Here, the “NAS DL COUNT” 1is
a sequence number of the NAS message of the E-UTRA scheme in
the downlink, and the “NAS UL COUNT” is a sequence number of
the NAS message of the E-UTRA scheme in the uplink.
25 [0072]

Kens=KDF (Kasve, NAS UL COUNT) .. Formula (3)

In step S1006, the switching center MME of the E-UTRA
scheme selects a security processing algorithm of the NAS of

the E-UTRA scheme according to the “UE EPS security
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Furthermore, the switching center MME of the E-UTRA scheme generates "KB=" from Formula (1).
[0070] KBBIBB=KDF (CK 1K, NONCENNE) ... Formula (1) 15Furthermore, the switching center MME
of the E-UTRA scheme generates "eKSI" from Formula (2). [0071] eKSI=KSI a Formula (2) In step
S1005, the switching center MME of the E-UTRA 20 scheme sets "NAS DL COUNT" and "NAS UL
COUNT" to "0", and then generates "KeNB" from Formula (3). Here, the "NAS DL COUNT" is a
sequence number of the NAS message of the E-UTRA scheme in the downlink, and the "NAS UL
COUNT" is%ﬁﬁﬁfﬁwber of the NAS message of the E-UTRA scheme in the uplink. 25[0072]

KeNB=KDF UL COUNT) a Formula (3) In step S1006, the switching center MME
of the E-UTRF03&Eme selects a security processing algorithm of the NAS of the E-UTRA scheme
according to the "UE EPS security capabilities”. [0073] In step S1007, the switching center MME

of the E-UTRA schdile SEFRmiOU0 REYE e SHEF I gef b Re o BEsthestaab RAB of the

E-UTRA scBeféme transmits “HO Request (S1 message)” to the radio base
5 station eNB of the E-UTRA scheme.
[0074]
Here, the “HO Request (S1 message)” includes “Kens”,
“allowed AS algorithms” and “UE EPS security capabilities”.
The “HO Request (S1 message)” may not include “allowed AS
10 algorithms™.
[0075]
Furthermore, the “HO Request (S1 message)” includes “NAS
PDU (E-UTRA scheme)” including “eKS1”, “NONCEye” and “selected
NAS algorithm” as a transparent container. Here, the “selected
15 NAS algorithm” represents a security processing algorithm of
the NAS of the E-UTRA scheme selected in step S1006.
[0076]
In step S1008, the radio base station eNB of the E-UTRA
scheme selects one security processing algorithm of the AS of
20 the E-UTRA scheme out of security processing algorithms of the
AS of the E-UTRA designated by the “allowed AS algorithms”
according to the “UE EPS security capabilities”.
[0077]
Specifically, a ciphering processing algorithm of the AS
25 of the E-UTRA scheme and an AS integrity protection processing
algorithm of the AS of the E-UTRA scheme are selected.
[0078]
In step S1009, the radio base station eNB of the E-UTRA

scheme transmits “HO Request Ack (S1 message)” to the switching

20



[0074] Here, the "HO Request (Si message)" includes "Kelm", "allowed AS algorithms" and "UE
EPS security capabilities”. The "HO Request (Si message)" may not include "allowed AS
10algorithms". [0075] Furthermore, the "HO Request (Si message)"” includes "NAS PDU (E-UTRA
scheme)" including "eKSI", "NONCEmM4E" and "selected NAS algorithm" as a transparent container.
Here, the "selected 15 NAS algorithm" represents a security processing algorithm of the NAS of the
E-UTRA scheme selected in step S1006. [0076] In step S1008, the radio base station eNB of the

E-UTRA sc | o) ri Ssi rithm of the AS of 20 the E-UTRA scheme out of
CENECE A 0t S AR gl

security processing algorithms A designated by the "allowed AS algorithms"
according tq @8¥9JE EPS security capabilities". [0077] Specifically, a ciphering processing

algorithm of the AS_ 25 of the E-UTRA scheme and an AS integrity protection 1|E)rocessing algorithm of
the AS of the E-UTRAScHEMBEGESRIebY. (So78Essage) ™ includes a transparen

container ‘“RRCConnectionReconfig”, which includes “selected
5 AS algorithm” and “NAS PDU” including “eKSI”, “NONCEwg” and

“selected NAS algorithm”. The “selected AS algorithm”

represents the security processing algorithm of the AS of the

E-UTRA scheme selected in step S1008.

[0080]

10 In step S1010, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA
scheme, “Forward Relocation Response” including the
transparent container “RRCConnectionReconfig”.

[0081]

15 In step S1011, the switching center SGSN of the UTRA scheme
transmits, to the radio control station RNC of the UTRA scheme,
“Relocation Command” including the ‘“RRCConnectionReconfig”.
[0082]

In step S1012, the radio control station RNC of the UTRA

20 scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” iIncluding the transparent
container “RRCConnectionReconfig”.

[0083]
In step S1013, the mobile station UE extracts ‘“NAS PDU

25 (E-UTRA scheme)” included in the received “HOfromUTRACommand™
and generates “Kasye” from Formula (4) using “NONCEye” 1ncluded
in “NAS PDU (E-UTRA scheme)” and “CK” and “IK” used in a
communication before handover.

[0084]
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In step S1009, the radio base station eNB of the E-UTRA scheme transmits "HO Request Ack (Si
message)" to the switching center MME of the E-UTRA scheme. [0079] The "HO Request Ack (Si
message)" includes a transparent container "RRCConnectionReconfig”, which includes "selected 5 AS
algorithm™ and "NAS PDU" including "eKSI", "NONCENNE" and "selected NAS algorithm". The
"selected AS algorithm” represents the security processing algorithm of the AS of the E-UTRA scheme
selected in step S1008. [0080] 10In step S1010, the switching center MME of the E-UTRA scheme

transmits, to the SWIi%Chiwt%t§?ﬂ}g% NWEF%A scheﬁbe(rﬁg%%/\ﬁrﬁRelocation Response”

including the transpa?SeMﬁt contaiher onnection econfig" In step S1011, the switching
center SGSN of theTHER®BIselensttrtnomitE ety catbr atetthstétas RN ErantifodfiRkPascheme,
"Relocation Command" including the "RRCConnectionReconfig"”. [0082] _ Instep S1012, the
radio contro(%?&tiopﬁN@bf‘%e%‘ﬁQA b8 LehetRE tradEnild %o HeMbbikcathlign ygefore
"HOfromUTRASGGv@and (handover command message)” including the transparent container

"RRCConnectionReconfig".
5 [0085]

eKSI1=KS1 .. Formula (5)

Here, the mobile station UE may use the “eKSI” included
in the “NAS PDU (E-UTRA scheme)” within the received
“HOfromUTRACommand™”, iInstead of the “eKSI” generated from

10 Formula (5) in the security processing in the NAS of the E-UTRA
scheme.
[o086]

In step S1014, the mobile station UE sets “NAS DL COUNT”

and “NAS UL COUNT” to “0”, and then generates “Keng” from Formula
15 (6).
[0087]

Kens=KDF (Kasve, NAS UL COUNT) .. Formula (6)

In step S1015, the mobile station UE transmits, to the
radio base station eNB of the E-UTRA scheme,

20 ““RRCConnectionReconfigurationComplete (AS message of the
E-UTRA scheme)” subjected to security processing in the AS of
the E-UTRA scheme using “Keng” -

[o088]

Here, the mobile station UE performs the integrity

25 protection processing on the “NAS PDU (E-UTRA scheme)” included
in the “HOfromUTRACommand” with a security processing algorithm
of the NAS of the E-UTRA scheme (““AES”” and the like) using “Kaswe”
and “eKS1” to determine whether the “NAS PDU (E-UTRA scheme)”
has been iInterpolated. IT it has been determined that the “NAS
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[0083] In step S1013, the mobile station UE extracts "NAS PDU 25 (E-UTRA scheme)" included in the
received "HOfromUTRACommand" and generates "KAsmE" from Formula (4) using "NONCEmM4E"
included in "NAS PDU (E-UTRA scheme)" and "CK" and "IK" used in a communication before
handover. [0084] KBBIBB=KDF (CK 1K, NONCENNB) a Formula (4) The mobile stathonUEmay
generate the "eKSI"fromFormula (5), by using the "KSI" used In the communication before handover.
5[0085] eKSI=KSIFormula (5) Here, the mobile station UE may use the "eKSI" included in the

S oL AR eSS TR RS ST,
In step 510U, theamsbild station the seisl INASDHBErO® Wt tant "RVG AH e toHDigand then
generates Hggrl}ltBe"Jrg@Sﬁoggu{%éSé%,&oggﬁ]eme, an AS message of the UTRA scheme
or a NAS message of the UTRA scheme notifying that the handover
5 procedure has failed.
[0089]

In step S1016, the radio base station eNB of the E-UTRA
scheme transmits, to the switching center MME of the E-UTRA
scheme, “HO Complete (S1 message)”.

10 [0090]

In step S1017, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA
scheme, “Forward Relocation Complete”, and in step S1018, the
switching center SGSN of the UTRA scheme transmits, to the

15 switching center MME of the E-UTRA scheme, “Forward Relocation
Complete Ack™.

[0091]

Secondly, the exemplary operation 2 of the mobile
communication system according to the first embodiment of the

20 present invention is described referring to Fig. 6.

[0092]

As shown in Fig. 6, operations in steps S2001 to 2006 are
the same as the operations in steps S1001 to S1006 in Fig. 5.
[0093]

25 In step S2007, the switching center MME of the E-UTRA
scheme transmits “HO Request (S1 message)” to the radio base
station eNB of the E-UTRA scheme.

[0094]

Here, the “HO Request (S1 message)” includes “Kens”,
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KeNB=KDF (KEsmff NAS UL COUNT) ... Formula (6) In step 51015, the mobile station UE
transmits, to the radiobasestationeNBoftheE-UTRAscheme, 20
"RRCConnectionReconfigurationComplete (AS message of the E-UTRA scheme) " subjected to
security processing in the AS of the E-UTRA scheme using "Kelm". [0088] Here, the mobile station UE
performs the integrity 25 protection processing on the "NAS PDU (E-UTRA scheme)" included in the
"HOfromUTRACommand" with a security processing algorithm of the NAS of the E-UTRA scheme

("AES" and.thq § ing" fﬁﬁmgb " tadetepygine e. U TRA
scheme)" ha%lgéwellréfe%p%olgtﬁe@&lﬁt as beﬁ‘getﬁinﬁfﬁhﬁt@ﬁéﬂﬁ& Cég%ﬁ(gﬁj#ﬁgéiéheme)" has
been interpdlate¢HbeRBgbidesttaf®h DEdsame)ts, nayheoddiprmohiae stHie ‘BNDaetheASvitching
center SGSN of the UTRA scheme, an AS message of the UTRA scheme or a NAS message of the
UTRA schefdIREMMGShat the handover 5 procedure has failed. [0089] In step S1016, the radio
base statior[)gb&qf the E-UTRA scheme transmits, to the switching center MME of the E-UTRA

scheme, "HO Complete (51 message)".
Meanwhile, the “HO Request (S1 message)” does not include

the “NAS PDU” including “eKSI”, “NONCEwe” and “selected NAS
algorithm” shown In Fig. 5, as a transparent container.
[0096]

In step S2008, the radio base station eNB of the E-UTRA

10 scheme selects one security processing algorithm of the AS of
the E-UTRA scheme out of security processing algorithms of the
AS of the E-UTRA designated by the “allowed AS algorithms”
according to the “UE EPS security capabilities”.

[0097]

15 Specifically, a ciphering processing algorithm of the AS
of the E-UTRA scheme and an integrity protection processing
algorithm of the AS of the E-UTRA scheme are selected.
[0098]

In step S2009, the radio base station eNB of the E-UTRA

20 scheme transmits “HO Request Ack (S1 message)” to the switching
center MME of the E-UTRA scheme.

[0099]
The “HO Request Ask (S1 message)” includes the
transparent container “RRCConnnectionReconfig”. Also, the

25 transparent container “RRCConnectionReconfig” includes
“selected AS algorithm” only, and does not include *“NAS PDU
(E-UTRA scheme)”” including “eKS1””, “NONCEwe” and “selected NAS
algorithm” shown 1In Fig. 5.

[0100]
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10[0090] In step S1017, the switching center MME of the E-UTRA scheme transmits, to the
switching center SGSN of the UTRA scheme, "Forward Relocation Complete”, and in step S1018, the
switching center SGSN of the UTRA scheme transmits, to the 15 switching center MME of the
E-UTRA scheme, "Forward Relocation Complete Ack". [0091] Secondly, the exemplary operation
2 of the mobile communication system according to the first embodiment of the 20 present invention is
described referring to Fig. 6. [0092] As shown in Fig. 6, operations in steps S2001 to 2006 are the

same as the operat&s#&gb:c 2 :_ILQ)01 Iﬂqglggﬁ é;b@%@ @%ﬁéﬁmeaﬁzt%qg , @Wil&ching

center MME of the me transmits est (51 message)” to the radio base station
eNB of the BdUERA sthansm {AR94] terehbe shDtBRngst¢bh teassa@eN indfuddwe"KEIRA, "allowed
AS algorithms” and "UE EPS security capabilities”. The "HO Request (51 message)" may not include

the "allowe AEDG orithmEC TS| sMRSAARAL AR "HEGRRAILE (51 MY i Woes FBBinclude

transparent container “RRCConnectionReconfig”.
5 [0101]

Here, the switching center MME of the E-UTRA scheme
includes, into the “Forward Relocation Response”, the “NAS PDU
(E-UTRA scheme)”” including the “eKSI”, the “NONCEwe” and the
“selected NAS algorithm” shown in Fig. 5, separately from the

10 transparent container “RRCConnectionReconfig”.
[0102]

In step S2011, the switching center SGSN of the UTRA scheme
transmits, to the radio control station RNC of the UTRA scheme,
“Relocation Command” 1including the transparent container

15 *“RRCConnectionReconfig” and “NAS PDU (UTRA scheme)™.
[0103]

Here, the “NAS PDU (E-UTRA scheme)” received from the
switching center MME of the E-UTRA scheme i1s included into “NAS
PDU (UTRA scheme)”’, and then transmitted by the switching center

20 SGSN of the UTRA scheme.
[0104]

In step S2012, the radio control station RNC of the UTRA
scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” iIncluding the transparent

25 container “RRCConnectionReconfig” and “NAS PDU (UTRA scheme)”.
[0105]

Operations in step S2013 to step S2018 thereafter are same
as operations in step S1013 to step S1018 shown in Fig. 5.
[0106]

25



the "NAS PDU" including "eKSI", "NONCEmM4E" and "selected NAS algorithm"” shown in Fig. 5, as a
transparent container. [0096] In step S2008, the radio base station eNB of the E-UTRA 10 scheme
selects one security processing algorithm of the AS of the E-UTRA scheme out of security processing
algorithms of the AS of the E-UTRA designated by the "allowed AS algorithms" according to the "UE
EPS security capabilities”. [0097] 15Specifically, a ciphering processing algorithm of the AS of the
E-UTRA scheme and an integrity protection processing algorithm of the AS of the E-UTRA scheme

are selected. [0098]-, - n st 2 i0 b ton.eNB of the T heme
transmits "HO Requehsgt rAdc'< (51 r%@gsage ﬁtm%itcﬁ?gg%?n%b MI\II:\%E éﬁhe%g%%%gci%me. [0099]
The "HO RempneshAskd$1 ome ssapeghirabatastinedransgdrenf tosttireGtH@Entno€ctibeReconfig”.
Also, the 25 transparent container "/RRCConnectionReconfig” includes "selected AS algorithm™ only,
and does nBfiReRRAL "NASBBLP - rieSErdhest inalang A% st "RBNCENNE" and "selected
NAS algorithgig;iynj)wn in Fig. 5. [0100] In step S2010, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA scheme, "Forward Relocation
Respobse" includingshsh@wmsparerft tgntalneorr@CoonsctiohRdepsigS3001 to S2011

are the same as the operations in steps S2001 to S2011 in Fig.
6.
[0108]
In step S3012A, the radio control station RNC of the UTRA
10 scheme transmits, to the mobile station UE, “Direct Transfer
(AS message)” including “NAS PDU (UTRA scheme)” included in the
“Relocation Command” received from the switching center SGSN
of the UTRA scheme separately from the transparent container
“RRCConnectionReconfig”.
15 [0109]

In step S3012, the radio control station RNC of the UTRA
scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” iIncluding the transparent
container “RRCConnectionReconfig” but not including “NAS PDU

20 (UTRA scheme)” and “NAS PDU (E-UTRA scheme)”.
[0110]

Here, the “Direct Transfer” and “HOfromUTRACommand™ may
be transmitted via the same radio bearer ensuring the sequence
so that the receiving sequence of the “Direct Transfer” and the

25 “HOfromUTRACommand” in the mobile station UE iIs ensured.
[0111]

Alternatively, the radio control station RNC of the UTRA

scheme may be configured to transmit “HOfromUTRACommand” after

the mobile station UE has transmitted a response signal to

26



5[0101] Here, the switching center MME of the E-UTRA scheme includes, into the "Forward
Relocation Response”, the "NAS PDU (E-UTRA scheme)" including the "eKSI", the "NONCEmM,E" and
the "selected NAS algorithm" shown in Fig. 5, separately from the 10 transparent container
"RRCConnectionReconfig". [0102] In step 52011, the switching center SGSN of the UTRA
scheme transmits, to the radio control station RNC of the UTRA scheme, "Relocation Command”
including the transparent container 15 "RRCConnectionReconfig" and "NAS PDU (UTRA scheme)".

EUTRA SchORESS AL 1o NAS T PEO ARl SoHILe) P e ey e

switching cetet 26 ESEN #bI&NT BR tbleedTRACIOREMe his Stecdr0#7, tieradspumse| station
RNC of the UTRA scheme transmits, tg the mobile station UE, "HOfromUTRACommand (handover
command rﬁé%l&)‘%élﬁﬁ%ﬁr%pﬁ?@nt%@@brﬁﬁfﬁ%@@RCConnectionReconfig" and "NAS
PDU (UTR )". [0105] Operations in step S2013 to step S2018 thereafter are same as
operations in step 51013 to step S1018 shown in Fig. 5. [0106] Thirdly, the exemplary operation

3 of th® mobile comltisicaidn yystym eordrdggratherfiayniie divenitdfatietive seob hention is

described r(‘asfggrjcr}%%o lJFIL:gt?’ansmits a response signal (NAS message of the UTRA
scheme) for the “NAS PDU (UTRA scheme)” included in the “Direct
Transfer”, the switching center SGSN of the UTRA scheme notifies,
to the radio control station RNC of the UTRA scheme, a reception

10 of the reception signal after receiving the response signal (NAS
message of the UTRA scheme), and the radio control station RNC
of the UTRA scheme transmits the “HofromUTRACommand” after
receiving the notification.

[0113]

15 Operations in step S3013 to step S3018 thereafter are same
as operations in step S1013 to step S1018 shown in Fig. 5
[0114]

Fourthly, the exemplary operation 4 of the mobile
communication system according to the first embodiment of the

20 present invention is described referring to Fig. 8.

[0115]

As shown in Fig. 8, operations in steps S4001 to 4009 are
the same as the operations in steps S3001 to S3009 in Fig. 6.
[0116]

25 In step S4010, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA
scheme, “Forward Relocation Response” including the
transparent container “RRCConnectionReconfig”.

[0117]

27



[0107] 5As shown in Fig. 7, operations in steps S3001 to S2011 are the same as the operations in
steps S2001 to S2011 in Fig. 6. [0108] In step S3012A, the radio control station RNC of the UTRA 10
scheme transmits, to the mobile station UE, "Direct Transfer (AS message)" including "NAS PDU
(UTRA scheme)" included in the "Relocation Command” received from the switching center SGSN of
the UTRA scheme separately from the transparent container "/RRCConnectionReconfig”. 15[0109]

In step S3012, the radio control station RNC of the UTRA scheme transmits, to the mobile station UE,

"HOfromUTRAComm@p (hq{p{g)vg S Mre ?S%QP) -Mgﬁ(m‘g transpaFant g%{'ﬂeer
"RRCConnectionReconfig" but not(ll\{lc%ging A% U ZM( RA sc emg" and N§§ﬂ3 U (E-UTRA
scheme)". [@htdludeskleréntbe "Qirext TrRostes randRelDétidhl RRESpomsaat’, mae ke ransmitted via
the same radio bearer ensuring the sequence so that the receiving sequence of the "Direct Transfer"

and the 25 "M HRwTRAGBRAMaRE RTRE ol st 0B hsuf@Ffo1 38V 1 NAteRatively, the
radio contrgj $iRSiaR-RNETOT tRq Ml scherae Faanlte FONTIoEFer 10 ERRSMit ransparent

"HOfromUTRACommand" after the mobile station UE has transmitted a response signal to "Direct
Transfor" (A®nlsbage of RCCmmre sdiemBeaam figiadio control station RNC of the UTRA scheme
has receiveﬁéﬁétjsponse signal (AS message of the UTRA scheme).

In step S4011A, the switching center SGSN of the UTRA
scheme generates and transmits, to the mobile station UE, “NAS
PDU (UTRA scheme)” including “eKSI”, “NONCEwe” and “selected

10 NAS algorithm” included in the “Forward Relocation Response”,
and in step S4011B, receives, from the mobile station UE, ““Ack”
indicating receipt of the “NAS PDU (UTRA scheme)” described
above.

[0119]

15 In step S4011, the switching center SGSN of the UTRA scheme
transmits, to the radio station RNC of the UTRA scheme,
“Relocation Command” 1including the transparent container
“RRCConnectionReconfig” but not including “eKSI””, “NONCEywe”
and “selected NAS algorithm” described above.

20 [0120]

In step S4012, the radio control station RNC of the UTRA
scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” 1i1ncluding the transparent
container “RRCConnectionReconfig” but not including “eKSl1”,

25 “NONCEwe” and “selected NAS algorithm” described above.
[0121]

Operations in step S4013 to step S4018 thereafter are same
as operations in step S1013 to step S1018 shown in Fig. 5.
[0122]
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[0112] S5Alternatively, configuration may be such that the mobile station UE transmits a response
signal (NAS message of the UTRA scheme) for the "NAS PDU (UTRA scheme)" included in the
"Direct Transfer", the switching center SGSN of the UTRA scheme notifies, to the radio control station
RNC of the UTRA scheme, a reception 10 of the reception signal after receiving the response signal
(NAS message of the UTRA scheme), and the radio control station RNC of the UTRA scheme
transmits the "HofromUTRACommand" after receiving the notification. [0113] 150perations in step

S3013 to step S30],_8itp€ﬁ er q{ﬁéa@f@@{'ﬁﬁﬁgﬁﬁﬁog t%§teptﬁé01ﬁos51p in Fig. 5

[0114] Fourthly, the exemplary operation communication system according to the
first embodicoemtiur ilva 2@ gme sesttiere Atwo isdiesy ribe dorede iFingsto Eigh8d[ididt of Abishown in
Fig. 8, operations in steps S4001 to 4009 are the same as the_operations in steps S3001 to S3009 in
Fig. 6. [011Bf 256 e QYA IR dGtdRRyEIREr MIGESK EHEE - GPRAIGhethe transmits, to the
switching CT@EQ SN of the UTRA scheme, "Forward Relocation Response" including the
transparent container "RRCConnectionReconfig". [0117]

5 As shown in Fig. 9, operations in steps S5001 to 5006 are

the same as the operations in steps S1001 to S1006 in Fig. 5.
[0124]

In step S5007, the switching center MME of the E-UTRA

scheme transmits “HO Request (S1 message)” to the radio base
10 station eNB of the E-UTRA scheme.
[0125]

Here, the “HO Request (S1 message)” includes “Kens”,
“allowed AS algorithms™, “UE EPS security capabilities”, “eKSI1”,
“NONCEwe” and “selected NAS algorithm”. The “HO Request (S1

15 message)” may not include the “allowed AS algorithms”.
[0126]

In step S5008, the radio base station eNB of the E-UTRA
scheme selects one security processing algorithm of the AS of
the E-UTRA scheme out of security processing algorithms of the

20 AS of the E-UTRA designated by the “allowed AS algorithms”
according to the “UE EPS security capabilities”.
[0127]

Specifically, a ciphering processing algorithm of the AS

of the E-UTRA scheme and an integrity protection processing
25 algorithm of the AS of the E-UTRA scheme are selected.
[0128]

In step S5009, the radio base station eNB of the E-UTRA

scheme transmits “HO Request Ack (S1 message)” to the switching

center MME of the E-UTRA scheme.
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Here, the switching center MME of the E-UTRA scheme includes, into the "Forward Relation
Response”, "eKSI", "NONCENNE" and "selected NAS algorithm" each serving as information
elements, separately from the transparent 5 container "RRCConnectionReconfig". [0118] In step
S4011A, the switching center SGSN of the UTRA scheme generates and transmits, to the mobile
station UE, "NAS PDU (UTRA scheme)" including "eKSI", "NONCEmM4E" and "selected 10 NAS
algorithm" included in the "Forward Relocation Response”, and in step S4011B, receives, from the
mobile statirg 'Ack” indicating receipt of the "NAS PDU (UTRA scheme)" described above. [0119]
15In step 5 , tI_’le switching center SGSN of the UTRA scheme transmits, to the radio station RNC
of the UTRA schenEnéReladatioREgpuasand Aokludif@lthenesspgedit contaiderdes the
"RRCConnectionReconfig' but not including "eKSI", "NONCEmM4E" and "selected NAS algorithm"

]

|
described abb30SPGHERE  COTaR401 2RHAMEEIRANIREGINRRC: of tREDTRYScheme
transmits, ¢ g, gloRpe siationt HrraliREPMUTRREEHNEETE L BARIRUGH PG MaNG ARqSRASS)”

including the transparent container "RRCConnectionReconfig" but not including "eKSI", 25
"NONCENNBedat tasle &8daN 48 raldgdvitim™ tasSlibed ‘AYONEERE 214nd “‘opbextioed iNATep S4013
to step S4018 thereafter,are same as operations in step S1013 to step S1018 shown in Fig. 5. [0122]
Fifthly, the e%ﬁl!l Qpération 5 of the mobile communication system according to the first
embodimeng@f §rgpresent invention is described referring to Fig. 9 [0123]

Operations in step S5010 to step S5018 thereafter are same
as operations in step S1010 to step S1018 shown in Fig. 5.
10 [0131]
(Advantageous Effects of the Mobile Communication System
According to First Embodiment of the Present Invention)
In the mobile communication system according to the first
embodiment of the present invention, the mobile station UE can
15 appropriately carry over the NAS security parameters of the UTRA
scheme and the AS security parameters of the UTRA scheme as the
NAS security parameters of the E-UTRA scheme and the AS security
parameters of the E-UTRA scheme in a handover procedure from
a cell under the control of a radio base station NB of the UTRA
20 scheme to a cell under the control of a radio base station eNB
of the E-UTRA scheme.
[0132]
Furthermore, as exemplary shown in Fig. 5 to Fig. 8, 1In
the mobile communication system according to the Tfirst
25 embodiment of the present invention, the “selected NAS
algorithm” representing the security processing algorithm of
the NAS of the E-UTRA scheme and the “eKS1”” and the “NONCEywe”
representing security processing parameters of the NAS of the

E-UTRA scheme are configured not to be included directly iIn the
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5As shown in Fig. 9, operations in steps S5001 to 5006 are the same as the operations in steps S1001
to S1006 in Fig. 5. [0124] In step S5007, the switching center MME of the E-UTRA scheme
transmits "HO Request (Si message)" to the radio base 10 station eNB of the E-UTRA scheme. [0125]

Here, the "HO Request (51 message)"” includes "Kelm", "allowed AS algorithms”, "UE EPS security
capabilities”, "eKSI", "NONCENNE" and "selected NAS algorithm”. The "HO Request (51 15
message)" may not include the "allowed AS algorithms". [0126] In step S5008, the radio base

station eNB = ﬁm cuLity Rro ' it A he
E-UTRA sch‘gggetﬁggggérity prgc'?ertqf‘gs \g%%ﬁ&rirgs %ﬁ%e%%ﬁ%%ogaﬁée Efﬁhté;egeggﬁéted by the
"allowed ASalyerithas iadkordiag tothe I'€ieBRS, seberty mapgatidmsiden2é] Spatitchig a
ciphering processing algorithm of the AS = _of the E-UTRA scheme and an integrity protection
processing 238GIdORNAPOIGAR A8 o EAHIRH scheme are selected. [0128] In step S5009, the
radio base gigiiaa§NB of the E-UTRA scheme transmits "HO Request Ack (51 message)“to the
switching center E of the E-UTRA scheme. [0129]

5 In the mobile communication system according to the first

embodiment of the present invention, when the “NAS PDU (E-UTRA
scheme)” 1s iInterpolated at a radio base station eNB of the
E-UTRA scheme neighboring the user, such handover procedure may
be terminated by performing integrity protection on the “NAS

10 PDU” including the “selected NAS algorithm”, the “eKSI” and the

“NONCEwwe™ -
[0134]
Note that operation of the above described mobile station
UE, the radio base station NB/eNB, the switching center SGSN/MME

15 and the radio control station RNC may be implemented by means
of hardware, a software module executed by a processor, or a
combination of both.

[0135]
The software modulle may be provided in any type of storage

20 medium such as an RAM (Random Access Memory), a flash memory,
a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM),
an EEPROM (Electronically Erasable and Programmable ROM), a
register, a hard disk, a removable disk, or a CD-ROM.
[0136]

25 The storage medium Is connected to the processor so that
the processor can read and write information from and to the
storage medium. Also, the storage medium may be integrated into
the processor. Also, the storage medium and the processor may

be provided in an ASIC. The ASIC may be provided in the mobile
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The "HO Request Ack (Si message)" includes the transparent container "RRCConnectionReconfig",
and the transparent container "RRCConnectionReconfig" includes 5 "selected AS algorithm", "eKSI",
"NONCEmMA4E" and "selected NAS algorithm". [0130] Operations in step S5010 to step S5018
thereafter are same as operations in step S1010 to step S1018 shown in Fig. 5. 10[0131]
(Advantageous Effects of the Mobile Communication System According to First Embodiment of the
Present Invention) In the mobile communication system according to the first embodiment of the

present inveRliop; &edﬁoﬁﬁﬂé@g@i J'p&88 %?&‘P?Wfﬁz%ﬁ”mé( eiv&'?‘i&i@eaﬁ%g’é’e@rameters

of the UTRA scheme and the security parameters o RA scheme a security
parametersS $he’ MiVE Taddl schenradind tbertS odcsititytiavanRdiers oA fsok-theAstomage in a
handover procedure from a cell under the control of a radig base_station NB of the UTRA 20 scheme

to a cell un@GIRETEGHIDIHIS PIRSBSSO 5tdtdh BR P EPFED TR ALBSHBRR [ AH A rmore, as
exemplary giowgHB Figd pdbE e $¢8£i9M0BJe ABMRHE SHHAECHMTYC 8RTYFIBB SR MRS 25

embodiment of the present invention, the "selected NAS algorithm" representing the security
processing altfbritihe ofaldd 6l A oftihe IE $IERA Goh&ie @Rl thed'vESreded danNOBRITEM4E"
[0137]

Hereinabove, the present invention has been described in
detail using the above embodiment; however, it is apparent to
those skilled in the art that the present invention is not

10 limited to the embodiment described herein. Modifications and
variations of the present invention can be made without
departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what

Is described herein is for illustrative purpose, and has no

15 i1ntention whatsoever to limit the present invention.
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representing security processing parameters of the NAS of the E-UTRA scheme are configured not to
be included directly in the "RRCConnectionReconfig" which is the AS message of the E-UTRA
scheme as information elements, whereby independence of the NAS and the AS can be maintained.
[0133] 5In the mobile communication system according to the first embodiment of the present
invention, when the "NAS PDU (E-UTRA scheme)" is interpolated at a radio base station eNB of the
E-UTRA scheme neighboring the user, such handover procedure may be terminated by performing
integrity protection on the "NAS 10 PDU" includ&ﬂg& ﬁs"selected NAS algorithm”, the "eKSI" and the
"NONCE " NNE. [0134] Note that operation of the above described mobile station UE, the radio
base station NB/eNB, the switching center SGSN/MME 15 and the radio control station RNC may be
implemented tEle means of hardware, a_software module executed by a processor, or a combination of
e

both. [01351Hle soRBRRIABEATRU ISR BAIABATAGy IR AILGEIHR MERRPAIHEas an RAM
(Random AggessiMere e PHeh MEMRSV et RPUh(BepHQREMPMaRd et FRROMEsasable

Programmable ROM), an EEPROM (Electronically Erasable and Programmable ROM), a register, a
hard dsk, axEmdatio dssosiadd-®MONF, a First radio access scheme to a second
cell under the control of a radio base station of a second radio
access scheme, the mobile communication method comprising the
steps of:

(A) transmitting, from a switching center of the first

10 radio access scheme to a switching center of the second radio
access scheme, a handover request message including a security
processing parameter of a first protocol of the first radio
access scheme used 1n a communication between the mobile station
and the switching center of the first radio access scheme and

15 a security processing capability of the mobile station in the
second radio access scheme;

(B) selecting, at the switching center of the second radio
access scheme, a security processing algorithm of a first
protocol of the second radio access scheme used iIn a

20 communication between the mobile station and the switching
center of the second radio access scheme, based on the security
processing capability of the mobile station in the second radio
access scheme;

(C) generating, at the switching center of the second

25 radio access scheme, a security processing parameter of the
first protocol of the second radio access scheme;

(D) transmitting, from the switching center of the second
radio access scheme to a radio base station of the second radio

access scheme, a handover request message including the
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[0136] 25The storage medium is connected to the processor so that the processor can read and write
information from and to the storage medium. Also, the storage medium may be integrated into the
processor. Also, the storage medium and the processor may be provided in an ASIC. The ASIC may
be provided in the mobile station UE, the radio base station NB/eNB, the switching center
SGSN/MME and the radio control station RNC. Also, the storage medium and the processor may be
provided in the mobile station UE, the radio base station NB/eNB, the switching center SGSN/MME 5

and the radig. ol 1 fip0dRNC; A IRBPIRFIPHE YO ighi ye HESIRAP En R csent
invention hasebeen%gs?rlfct))e%?in J&Eil using the above enr?l%odimentl; %Wever, its aprg)arent to those
skilled in theaciahdt tHael pre st énedcmasapt ditdisded ta the pnimeisenydadgdreddharein.
Modifications and variations of the present invention can be made without departing from the spirit and

scope of th@ FrElent HEh&UrPaosRY @) Hesseab i af ML A6 SRIARE PRISTHRY is
described hgreiprs farddpstiady g PeRe: 3RENRT €9 %@Wh(phagpgmgrt@ﬂirgift%gresent

invention. CLAIMS [1]A mobile communication method, in a procedure for a mobile station to perform
handover fréarstiricelecdlr ¢k dhercecsigracicl basasceind sfehimeradio access scheme to a
second cell under tmontéjl of a radio base station af a aecond raqléo acce heme, the mobile

{

communication me &%Hé‘grfegt p l%‘?: radl(g\) ?a%%nﬁﬁﬂ ,'ﬂBn? SWi hﬁ]%ﬁ? er of the

first radio access scheme, a security processing algorithmof a second
protocol of the second radio access scheme used iIn a
communication between the mobile station and the radio base
10 station of the second radio access scheme, based on the security
processing capability of the mobile station in the second radio

access scheme;

(F) transmitting, from the radio base station of the
second radio access scheme to the switching center of the second

15 radio access scheme, a handover request acknowledge message
with a transparent container including the security algorithm
of the First protocol of the second radio access scheme, the
security processing parameter of the first protocol of the
second radio access scheme and the security processing

20 algorithm of the second protocol of the second radio access
scheme selected at the step (E);

(G) transmitting, from the switching center of the second
radio access scheme to the switching center of the first radio
access scheme, a message including the transparent container,

25 1In response to the received handover request acknowledge
message;

(H) calculating, at the mobile station upon receiving the
transparent container in the first cell, a security processing

parameter of the second protocol of the second radio access
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10 radio access scheme to a switching center of the second radio access scheme, a handover request
message including a security processing parameter of a first protocol of the first radio access scheme
used in a communication between the mobile station and the switching center of the first radio access
scheme and 15 a security processing capability of the mobile station in the second radio access
scheme; (B) selecting, at the switching center of the second radio access scheme, a security
processing algorithm of a first protocol of the second radio access scheme used in a 20

communicat; W - i ' 'aﬁ_i;l]fl_% itchi | ess
scheme, bzgs%ﬂ%éth?ge%‘u@ﬂ@&p%@%ss%?%ncap b ity\géfét%%qrﬁgﬁg ?g'{iict)?ﬁﬁt e?gc%fg rr%f%o access
scheme; prot6ggEknemtitige asteoswitatath certecobthessdramd Zinchditheceessuacheyne, a
security processing parameter of the first protocgl of the second radig access scheme;

i _ (D)
transmitting? FORERRISHIPRRGUERE: Ot S P Mbakeesd Ahekhie1535aamk hagd Qtation of

the second gadigaccess apfaeme, a handover request message including the security processing
capability of the mobile station in the second radio access scheme, the security processing algorithm
of the first protocol ¢heeedonuninip satckesoininmd scideed dmthia dtbp &) eonidieeddcurity

[ fthe 5fi | of th d radi , E) selecting,
e radio bARSCURAY O1SRE SRR Al SCubd TR AR YR TDBELERG Bt a ceconc

protocol of e sereNcsEERhACcCESE PeheBesssd KchepmMmusicalian RgiweRa tpmepilgptation and
the radio base 10 station of the second radio access scheme, based on the security processing
capability oPtfeGasBildstakeoh kb brthedid 6stess etremk; of the)seeantkimd fem the

diob ' f i _Sch itchi di
cotess sohi R PN P L RGBT IEREEP MR ERR, i e

security algpyithto obtheofffsthteent ohtha-sedandhiecisscerdsepnphienemdhe security processing
parameter of the first Erotocol of the second radio access scheme and the security processing 20

algorithm of the se BRISSUTTOH sk REGHE M08 hEecstaERemd Scldtecaeaqnd Gl Ik): (G)
transmittings o7} R SWHFRIBALERRY Ofihe ?e‘%eeﬂrﬁ%?fi’@é‘ﬁ’éﬁ SC&@E’?‘?‘#O feswdighiggqenter of
the first radio access’scheme, a message Including the transparent container,
protocol of the second radio access scheme, by using the
security processing algorithm of the second protocol of the
15 second radio access scheme and the security processing
parameter of the second protocol of the second radio access

scheme.

[2] The mobile communication method according to claim 1

20 further comprising the steps of:
generating, at the switching center of the second radio
access scheme, a message for the first protocol, by performing
integrity protection processing using the security processing
algorithm of the first protocol and the security processing

25 parameter of the first protocol;
determining, at the mobile station, whether the message
for the first protocol has been interpolated, by performing
integrity protection processing using the received security

processing algorithm of the first protocol and the security
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25 in response to the received handover request acknowledge message,; (H) calculating, at the
mobile station upon receiving the transparent container in the first cell, a security processing
parameter of the second protocol of the second radio access scheme, by using the security
processing algorithm of the first protocol of the second radio access scheme and the security
processing parameter of the first protocol of the second radio access scheme; 5(1) performing, at the
mobile station in the second cell, security processing in a communication using the first protocol of the

second rad'gr%c(ggég FHHZEgrQ%ﬁ&g t(g? %&riWiqufeﬁsriBQé&ﬂ)[iIh rﬂj the first protocol of the

second radio access sc e and the security processing parameter of the first 10 protocol of the
second radio accesssthtynmandt thénperidensig i dme, raobild statomirthke stadricboell, security
processing in a communication using the second protocol of the secaond radio access scheme, by

using the s HBLESE A 86 iRFHSF the SREBRIProti e A BN Gsitekie B ddess scheme
and the secpjipsRr QoS T HRREELISEREE BREANTRECIRSALRIVEE $50Rddate FeaeRsscheme.

[2]The mobile communication method according to claim 1 20 further comprising the steps of:
generdting, eheine Ehdtohersegeefof tHehsedanbitadiv aitoesd sdise et armd s etfornby dirst

protocol, by performing inteqrity protection processing using the security processing algorithm of the
first protoc ENSle tﬂ@%%&ﬁ’ﬁ?/ 1¥§<‘f’e‘ssing 25 parameter of the first protocol; determining, at the
mobile station, whether the message for the first protocol has been interpolated, by performing
integrity protection processing using the received security processing algorithm of the first protocol and
the securitylfdceséingdkambter 6ttt stpratode; @hdunctioning as a switching

center of a second radio access scheme, with which a mobile

10 station is capable of performing a procedure for performing
handover from a first cell under the control of a radio base
station of a first radio access scheme to a second cell under
the control of a radio base station of the second radio access
scheme, the switching center comprising:

15 a Tirst receiver unit configured to receive, iIn the
procedure, a handover request message including a security
processing parameter of a first protocol of the first radio
access scheme used 1n a communication between the mobile station
and a switching center of the first radio access scheme and a

20 security processing capability of the mobile station iIn the
second radio access scheme, from the switching center of the
first radio access scheme;

a selector unit configured to select, In the procedure,
a security processing algorithm of a first protocol of the

25 second radio access scheme used in a communication between the
mobile station and the switching center of the second radio
access scheme, based on the security processing capability of
the mobile station iIn the second radio access scheme received

by the first receiver unit;
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notifying, at the mobile station, a radio control station of the first radio access scheme or the switching
center of the first radio access scheme that the handover procedure failed, 5 when the message for
the first protocol is determined to have been interpolated. [ 3 ]JA switching center capable of functioning
as a switching center of a second radio access scheme, with which a mobile 10 station is capable of
performing a procedure for performing handover from a first cell under the control of a radio base
station of a first radio access scheme to a second cell under the control of a radio base station of the

second radio acceg %ﬂ%ﬁfﬂ%&%ﬁ“ﬂc@mﬁ@}]ﬁ%@ﬂ?%ﬂgﬁﬁﬁrﬁw%?éngB%iéHBWég“red o

receive, in the procedure, a handover request message i ing a Security processing parameter of a
first protocah o Hrutrstyagio @cessd achgraeasetenr aodorthenfdatet ipatokeadiie ofoltiteestation and
a switching center of the first radio access scheme and a 20 security processing capability of the
mobile statiBRFPHE EADHY ATREESeS SR8 me, from the switching center of the first radio access

scheme; a seleCte yar CRMHLRY t187/9Gh it NOPPRGHVED a° CHPRNRIPFESSIpE a4gorithm of

a first protocol of the 25 second radio access scheme used in a communication between the mobile
station@and tizsl $witvhie) staky @ HE theoadcanid HackHss 3clhens, 3eizeteon aheardavisrprocessing
capability of the mobile station in the fé‘e and radio access s%heme received by the tbr tgre eiver unit;

ageneratorrLﬁﬁP&% idﬁ?@&‘ﬁg‘éeﬁgﬁa ) Afe ch‘&ﬁﬁ,ré %cﬂﬁ&cﬁ%ﬁéggnﬁﬁn%? ri EPof the first

protocol of ¢ie IeRONADIBE ReacIREEINEME EhBrssdepRmitiRld it eisssed (hERBSMithE a 5 radio
base station of the second radio access scheme, a handover request message including the security

processing ﬁasymi@mfmr@ﬁﬁﬁﬁérwat@lgﬁﬁﬁé@@o@fd o dddest seneitecete ﬁuﬁtyap_rocessing
algorithm of e firar .'?fé)a‘i%o'gé&% e%%rhdeFf‘é"%éiaf%feﬁ%s/m%ﬁg'%%‘i%@%*}e éﬁ'fﬁt%{n‘a“'t and 10
pI’OtOCO of the second r eme a

the security processing parameter of the firs adio access scheme;
seconarecaiker st eoitigumcbivesseivg, paiznprasedifetfienf insstagipbesesiatidntdighe second

radio access scheme, a handover request acknowledge message with a
second radio access scheme;

a second receiver unit configured to receive, in the
procedure, from the radio base station of the second radio
access scheme, a handover request acknowledge message with a

15 transparent container including the security processing
algorithm of the radio base station of the first protocol of
the second radio access scheme, the security processing
parameter of a radio base station of the second of the first
protocol of the radio access scheme and a security processing

20 algorithm of a second protocol of the second radio access scheme
used In a communication between the radio base station of the
second radio access scheme and the mobile station; and

a second transmitter unit configured to transmit, in the

procedure, a message including the transparent container to the

25 switching center of the first radio access scheme.

[4] A radio base station capable of functioning as a radio
base station of a second radio access scheme, with which amobile

station is capable of performing a procedure for performing
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15 transparent container including the security processing algorithm of the radio base station of the
first protocol of the second radio access scheme, the security processing parameter of a radio base
station of the second of the first protocol of the radio access scheme and a security processing 20
algorithm of a second protocol of the second radio access scheme used in a communication between
the radio base station of the second radio access scheme and the mobile station; and a second
transmitter unit configured to transmit, in the procedure, a message including the transparent container

to the 25 swiighing eqntef-ghthe fi”ﬁ?ﬁi%é‘ﬁeﬁ%da‘é*}e”ﬂﬁe[%ﬁ]ﬁ%?jBP%F ajign f&pg.%;l@e"f o
functioning as a radio base station of a second radio access scheme, with which a mobile station is
capable of parédriong afpe cErivst forgubrtoratog $ansioemtzotroadir secsnahder khewswiéol of a radio

base station of a first radio access scheme to a second cell under the control of the radio base station

of the secofPFaBRNUERLLIAES & A ORRPESEAIRIN REnthfsF8AdRAL? RFCESTigured to
receive frorg@rﬁymgpi%@eqxga?Btmoggégq@rp%ﬁﬁlspggﬁ@:in the procedure, a handover

request message including a security processing capability of the mobile station in the second radio
accessscheme, a sedigicepraeEssingtalgonthigoiredrdipromeel vel I tamsacsnd telid agcess
scheme used in,a com inication betyween the mobile statign and the itchin%éze ter of the second

radio acces(s‘es%SEeo n Iaesesc%ﬁﬂ/n rdc g§ﬂga}%9§ﬁ1%t§‘|c HE 15t Protodth M &0l radio
access sche@gdaielectps gid senfigpsed feseirfé lindia droaedeeuya fype i eExRsging

algorithm of a second protocol of the second radio access scheme used in a communication between
the mobile SiaRaR hhathe pddibtRsBedtkn SR KRN rddI6 2CE9NICHEHE CHAREPSS the

securlty procegeipg capablity of fue ol Silian ) is S P S pe ARG DS 202

transmitter unit configur Sw enter of the second radio access scheme, in

the pro@edurheadetsiover sedue sicakeovdetgmen essagd incudgm trhospdientisotiaieer including
the processing algorithm of the_second protocol of the second radio access scheme selected by 25 the

selector unFARIAR Kk FEABASIR s HiGo s eSS PESIb BT g SReeRE MRt Sccess
scheme and, the, SeCUIliy RFRCERRING BREAMSIE) P FELSL PRY95at b EsE PR RYIP ASESS

scheme.
protocol of the second radio access scheme;

a selector unit configured to select, in the procedure,
15 a security processing algorithm of a second protocol of the
second radio access scheme used In a communication between the
mobile station and the radio base station of the second radio
access scheme, based on the security processing capability of

the mobile station in the second radio access scheme; and
20 a transmitter unit configured to transmit to the
switching center of the second radio access scheme, In the
procedure, a handover request acknowledge message including a
transparent container including the processing algorithmof the
second protocol of the second radio access scheme selected by
25 the selector unit and the security processing algorithm of the
first protocol of the second radio access scheme and the
security processing parameter of the first protocol of the

second radio access scheme.
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