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METHOD AND APPARATUS FOR ENCRYPTING AND DECRYPTING 

PRODUCT INFORMATION 

TECHNICAL FIELD 

The present specification relates to the field of computer technologies, and in particular, 

to a method and apparatus for encrypting product information and a method and apparatus for 

decrypting product information. 

BACKGROUND 

At present, with the development of industries, online and offline trading and distribution 

of products become very common. The products mentioned herein may be physical products, 

such as industrial products and handicrafts, or may be computer products, such as software 

and network storage space. 

For a product, there is usually a producer and a buyer, that is, a party producing the 

product and a party buying the product. In most cases, there is also a distributor, that is, one 

or more parties distributing the product. For example, for a batch of beverage products, there 

may be a producer (a manufacturer of the beverage) and a buyer (a consumer), or at least one 

distributor (an agent, a retailer, or the like) is present between the producer and the buyer. In a 

complete distribution process, each party except for the buyer may generate a piece of product 

information for the product (the producer may generate production information, and the 

distributor may generate distribution information). The information may be connected in 

series to represent the complete process from the producer to the buyer. The product 

information is the basis for tracing the product. 

However, the product information generally needs to be kept confidential. That is, the 

product information of each party is accessible only to the manufacturer and the buyer, and 

needs to be kept confidential from a distributor or a stealer. Therefore, it is necessary to 

provide a solution to keep the product information generated by each party confidential, and 

to ensure that the buyer may trace the product. 

SUMMARY 

Embodiments of the present specification provide a blockchain-based method for 

encrypting and decrypting product information, to keep product information confidential in a 

product distribution process, and ensure that a buyer may obtain the product information. 

The embodiments of the present specification provide a blockchain-based apparatus for 

encrypting and decrypting product information, to keep product information confidential in a 
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product distribution process, and ensure that a buyer may obtain the product information. 

To resolve the foregoing technical problems, the embodiments of the present 

specification are implemented as follows: 

The following technical solutions are used in the embodiments of the present 

specification: 

A blockchain-based method for encrypting product information is provided. The method 

is applied to a producer, and includes: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

encrypting production information of the product according to the production encryption 

key, to generate production information encryption data; 

generating a production information query identifier according to the production 

encryption key; 

writing a production information set to a blockchain, where the production information 

set includes the production information query identifier and the production information 

encryption data. 

A blockchain-based method for encrypting product information is provided. The method 

is applied to a distributor, and includes: 

unidirectionally generating an n
th

 distribution key query identifier according to an n
th

 

public key; 

reading n
th

 distribution key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypting the n
th

 distribution key encryption data according to an n
th

 private key, to 

obtain an n
th

 distribution key; 

unidirectionally generating an n
th

 encryption key according to the n
th

 distribution key; 

encrypting n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generating an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 

writing an n
th

 information set to the blockchain, where the n
th

 information set includes 

the n
th

 distribution information query identifier and the n
th

 distribution information encryption 

data, where 

n is a natural number greater than 0. 
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A blockchain-based method for decrypting product information is provided. The method 

is applied to a buyer, and includes: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

generating a production information query identifier according to the production 

encryption key; 

reading production information encryption data of the product from a blockchain 

according to the production information query identifier; and 

decrypting the production information encryption data according to the production 

encryption key, to obtain production information. 

A blockchain-based apparatus for encrypting product information is provided. The 

apparatus is applied to a producer, and includes: a key generation unit, a data generation unit, 

an identifier generation unit, and a data writing unit, where 

the key generation unit is configured to unidirectionally generate a production encryption 

key according to a unique secret code of a product; 

the data generation unit is configured to encrypt production information of the product 

according to the production encryption key, to generate production information encryption 

data; 

the identifier generation unit is configured to generate a production information query 

identifier according to the production encryption key; and 

the data writing unit is configured to write a production information set to a blockchain, 

where the production information set includes the production information query identifier and 

the production information encryption data. 

A blockchain-based apparatus for encrypting product information is provided. The 

apparatus is applied to a distributor, and includes: an identifier generation unit, a data reading 

unit, a data decryption unit, a key generation unit, a data encryption unit, and a data writing 

unit, where 

the identifier generation unit is configured to unidirectionally generate an n
th

 distribution 

key query identifier according to an n
th

 public key; 

the data reading unit is configured to read n
th

 distribution key encryption data from a 

blockchain according to the n
th

 distribution key query identifier; 

the data decryption unit is configured to decrypt the n
th

 distribution key encryption data 

according to an n
th

 private key, to obtain an n
th

 distribution key; 
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the key generation unit is configured to unidirectionally generate an n
th

 encryption key 

according to the n
th

 distribution key; 

the data encryption unit is configured to encrypt n
th

 distribution information according to 

the n
th

 encryption key, to generate n
th

 distribution information encryption data; 

the identifier generation unit is configured to generate an n
th

 distribution information 

query identifier according to the n
th

 encryption key; and 

the data writing unit is configured to write an n
th

 information set to the blockchain, where 

the n
th

 information set includes the n
th

 distribution information query identifier and the n
th

 

distribution information encryption data, where 

n is a natural number greater than 0. 

A blockchain-based apparatus for decrypting product information is provided. The 

apparatus is applied to a buyer, and includes: a key generation unit, an identifier generation 

unit, a data reading unit, and a data decryption unit, where 

the key generation unit is configured to unidirectionally generate a production encryption 

key according to a unique secret code of a product; 

the identifier generation unit is configured to generate a production information query 

identifier according to the production encryption key; 

the data reading unit is configured to read production information encryption data of the 

product from a blockchain according to the production information query identifier; and 

the data decryption unit is configured to decrypt the production information encryption 

data according to the production encryption key, to obtain production information. 

An electronic device is provided, including: 

a processor; and 

a memory configured to store a computer executable instruction, where when executed, 

the executable instruction enables the processor to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

encrypting production information of the product according to the production encryption 

key, to generate production information encryption data; 

generating a production information query identifier according to the production 

encryption key; 

writing a production information set to a blockchain, where the production information 

set includes the production information query identifier and the production information 
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encryption data. 

An electronic device is provided, including: 

a processor; and 

a memory configured to store a computer executable instruction, where when executed, 

the executable instruction enables the processor to perform the following operations: 

unidirectionally generating an n
th

 distribution key query identifier according to an n
th

 

public key; 

reading n
th

 distribution key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypting the n
th

 distribution key encryption data according to an n
th

 private key, to 

obtain an n
th

 distribution key; 

unidirectionally generating an n
th

 encryption key according to the n
th

 distribution key; 

encrypting n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generating an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 

writing an n
th

 information set to the blockchain, where the n
th

 information set includes 

the n
th

 distribution information query identifier and the n
th

 distribution information encryption 

data, where 

n is a natural number greater than 0. 

An electronic device is provided, including: 

a processor; and 

a memory configured to store a computer executable instruction, where when executed, 

the executable instruction enables the processor to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

generating a production information query identifier according to the production 

encryption key; 

reading production information encryption data of the product from a blockchain 

according to the production information query identifier; and 

decrypting the production information encryption data according to the production 

encryption key, to obtain production information. 

A computer readable storage medium is provided. The computer readable storage 
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medium stores one or more programs, and when the one or more programs are executed by an 

electronic device including a plurality of application programs, the electronic device is 

enabled to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

encrypting production information of the product according to the production encryption 

key, to generate production information encryption data; 

generating a production information query identifier according to the production 

encryption key; 

writing a production information set to a blockchain, where the production information 

set includes the production information query identifier and the production information 

encryption data. 

A computer readable storage medium is provided. The computer readable storage 

medium stores one or more programs, and when the one or more programs are executed by an 

electronic device including a plurality of application programs, the electronic device is 

enabled to perform the following operations: 

unidirectionally generating an n
th

 distribution key query identifier according to an n
th

 

public key; 

reading n
th

 distribution key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypting the n
th

 distribution key encryption data according to an n
th

 private key, to 

obtain an n
th

 distribution key; 

unidirectionally generating an n
th

 encryption key according to the n
th

 distribution key; 

encrypting n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generating an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 

writing an n
th

 information set to the blockchain, where the n
th

 information set includes 

the n
th

 distribution information query identifier and the n
th

 distribution information encryption 

data, where 

n is a natural number greater than 0. 

A computer readable storage medium is provided. The computer readable storage 

medium stores one or more programs, and when the one or more programs are executed by an 
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electronic device including a plurality of application programs, the electronic device is 

enabled to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

generating a production information query identifier according to the production 

encryption key; 

reading production information encryption data of the product from a blockchain 

according to the production information query identifier; and 

decrypting the production information encryption data according to the production 

encryption key, to obtain production information. 

As may be seen from the technical solutions provided in the embodiments above, in the 

embodiments provided in the present specification, the producer may unidirectionally 

generate the production encryption key by using the unique secret code of the product, then 

encrypt the production information of the product according to the production encryption key 

to generate the production information encryption data, generate the production information 

query identifier according to the production encryption key, and write the production 

information set including the production information query identifier and the production 

information encryption data to the blockchain. The buyer may unidirectionally generate the 

production encryption key by using the unique secret code of the product, then generate the 

production information query identifier according to the production encryption key, and 

decrypt the production information encryption data that is read from the blockchain, to obtain 

the production information. When a distributor is present in a product distribution process, 

the first distribution key for distribution to the first distributor may be unidirectionally 

generated according to the production encryption key, then the production information query 

identifier is unidirectionally generated, the first distribution key is encrypted according to the 

first public key to generate first distribution key encryption data, the first distribution key 

query identifier is unidirectionally generated according to the first public key, and the 

production information set including the first distribution key query identifier, the production 

information query identifier, the first distribution key encryption data, and the production 

information encryption data may be written to the blockchain. The production information is 

encrypted and decrypted based on characteristics that the unique secret code of the product is 

accessible only when the buyer destroys the integrity of the product and the blockchain is 

tamper-proof and forgery-proof, so that the production information is highly confidential. In 
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addition, the production information may be written to the blockchain, so that a next 

distributor may write product information to the blockchain through successive encryption 

along the chain. 

BRIEF DESCRIPTION OF THE DRAWINGS 

To describe the technical solutions in the embodiments in this specification or in the 

prior art more clearly, the following briefly introduces the accompanying drawings required 

for describing the embodiments or the prior art. Apparently, the accompanying drawings in 

the following description show merely some embodiments in this specification, and a person 

of ordinary skill in the art may still derive other drawings from these accompanying drawings 

without creative efforts. 

FIG. 1 is a schematic flowchart of a blockchain-based method for encrypting product 

information, according to Embodiment 1; 

FIG. 2 is a schematic diagram of a blockchain-based method for encrypting product 

information, according to Embodiment 1; 

FIG. 3 is a schematic diagram of a blockchain-based method for encrypting product 

information, according to Embodiment 1; 

FIG. 4 is a schematic flowchart of a blockchain-based method for decrypting product 

information, according to Embodiment 2; 

FIG. 5 is a schematic diagram of a blockchain-based method for decrypting product 

information, according to Embodiment 2; 

FIG. 6 is a schematic diagram of a blockchain-based method for decrypting product 

information, according to Embodiment 2; 

FIG. 7 is a schematic flowchart of a blockchain-based method for encrypting product 

information, according to Embodiment 3; 

FIG. 8 is a schematic diagram of a blockchain-based method for encrypting product 

information, according to Embodiment 3; 

FIG. 9 is a schematic flowchart of a blockchain-based method for encrypting product 

information, according to Embodiment 4; 

FIG. 10 is a schematic diagram of a blockchain-based method for encrypting product 

information, according to Embodiment 4; 

FIG. 11 is a schematic flowchart of a blockchain-based method for decrypting product 

information, according to Embodiment 5; 

FIG. 12 is a schematic diagram of a blockchain-based method for decrypting product 
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information, according to Embodiment 5; 

FIG. 13 is a schematic structural diagram of a blockchain-based apparatus for encrypting 

product information, according to Embodiment 6; 

FIG. 14 is a schematic structural diagram of a blockchain-based apparatus for encrypting 

product information, according to Embodiment 7; 

FIG. 15 is a schematic structural diagram of a blockchain-based apparatus for decrypting 

product information, according to Embodiment 8; and 

FIG. 16 is a schematic structural diagram of an electronic device, according to an 

embodiment of the present specification. 

DETAILED DESCRIPTION OF THE INVENTION 

To make the objectives, technical solutions, and advantages of the specification clearer, 

the technical solutions of the specification will be clearly and completely described below 

with reference to specific embodiments and corresponding accompanying drawings. 

Apparently, the described embodiments are only some embodiments rather than all the 

embodiments of the specification. All other embodiments obtained by a person of ordinary 

skill in the art based on the embodiments of the specification without creative efforts shall fall 

within the protection scope of the specification. 

The technical solution provided by various embodiments of the specification will be 

described in detail below with reference to the accompanying drawings. 

Embodiment 1 

As described above, in a complete distribution process of a product, each party except for 

a buyer generates a piece of product information for the product. For example, a producer (a 

manufacturer of the product) may generate a piece of production information (which may 

include feature information such as the product and the manufacturer) for the product in a 

production process. After receiving the product, a distributor may generate a piece of 

distribution information (which may include feature information such as a time, a price, and 

an address of the distributor). The information may be connected in series as the basis for 

tracing the product. The tracing may refer to following the complete distribution process of 

the specific product from production, through a middle part such as distribution, and to the 

buyer. The product information needs to be kept confidential from a party (a distributor and a 

stealer) other than the buyer and the producer, and it needs to be ensured that the buyer may 

view the product information. Therefore, it is necessary to provide a solution to keep the 

product information generated by each party confidential, and to ensure that the buyer may 
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trace the product. 

The present specification provides a blockchain-based method for encrypting and 

decrypting product information, to keep product information confidential in a product 

distribution process, and ensure that a buyer may obtain the product information. The method 

is applicable when a producer and a buyer are present in a distribution process, and also 

applicable when a buyer, one or more distributors, and a buyer are present in a distribution 

process. 

Embodiment 1 describes a method for encrypting product information by using an 

example that a producer and a buyer may be present in a distribution process. Specifically, a 

blockchain-based method for encrypting product information is described first, which is 

applied to the producer of the present producer and buyer. A procedure of the method is 

shown in FIG. 1, and includes the following steps: 

Step 12: Unidirectionally generate a production encryption key according to a unique 

secret code of a product. 

The unique secret code of the product may refer to an identification code hidden inside 

the product. The unique secret code may be found only when the buyer destroys the integrity 

of the product and starts to use the product. The unique secret code of the product means that 

the unique secret code of the product is accessible only to the producer and the buyer. For 

example, for a bottled beverage, a unique secret code of the product may be found from an 

inner side of a bottle cap only after the bottle is opened, that is, the integrity of the product is 

destroyed. Therefore, the producer may encrypt product information based on the unique 

secret code, so that the unique secret code may be found only when the buyer destroys the 

integrity of the product and starts to use the product. 

Specifically, the production encryption key may be generated based on the unique secret 

code of the product by using a one-way function. According to the one-way function, an 

output may be calculated for any input, but an input cannot be determined from a known 

output. Alternatively, the production encryption key may be generated based on the unique 

secret code of the product by using a one-way hash function. According to the one-way hash 

function, an input message string of any length is transformed into an output string of a fixed 

length, and it is difficult to obtain the input string from the output string. Therefore, the 

production encryption key cannot be determined without the unique secret code. Herein, the 

unique secret code may be represented by pincode, and the one-way function may be 

represented by hash. Accordingly, the production encryption key unidirectionally generated 
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according to the unique secret code of the product may be represented by keyproduction encryption, 

and there may be an expression of keyproduction encryption=hash(pincode). 

In an actual application, to further improve the security of keyproduction encryption, in an 

implementation, this step may include: receiving a production random number that is 

generated by the producer when the producer produces the product; and unidirectionally 

generating the production encryption key according to a combination of the unique secret 

code and the production random number. Specifically, when the producer produces the 

product, the producer may generate a production random number. The production random 

number may be used to unidirectionally calculate pincode, which may be represented by 

nonceproduction. The combination of the unique secret code and the production random number 

may be represented by (pincode||nonceproduction). Accordingly, there may be keyproduction 

encryption=hash(pincode||nonceproduction). It should be noted that, in the combination of pincode 

and nonceproduction herein, character strings may be simply connected in serial, that is, a 

pincode character string is arranged before a nonceproduction character string. Alternatively, 

character strings may be arranged in a preset alternating manner. For example, pincode may 

be a 6-bit character string, nonceproduction may be a 4-bit character string, and the preset 

alternating manner may be the first three bits of pincode + the first two bits of nonceproduction + 

the last three bits of pincode + the last two bits of nonceproduction. 

Step 14: Encrypt production information of the product according to the production 

encryption key, to generate production information encryption data. 

Because the production encryption key keyproduction encryption generated in the previous step 

needs support from pincode, but pincode is accessible only to the buyer, in this step, the 

production information of the product may be encrypted according to keyproduction encryption, to 

generate the production information encryption data. Specifically, the production information 

may be product information that is generated by the producer when the producer produces the 

product. The product information may be represented by m, and the production information 

may be represented by mproduction. In an actual application, the privacy of mproduction usually 

needs to be protected, which may also be understood as protecting the privacy of the producer. 

Therefore, high security may be achieved by encrypting the production information according 

to pincode that is accessible only to the buyer. 

The encryption may be implemented by using an encryption function. The encryption 

function enc may refer to a function for encrypting information. The function includes two 

inputs: a key and information. After the encryption, information encryption data may be 
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generated (in this embodiment, encrypted information is the product information m), which 

may be represented by enc(the encryption key key, the product information m). From the 

information encryption data enc(key, m) obtained, m cannot be obtained through decryption 

without the key; from enc(key, m) and m obtained, the key cannot be obtained. Herein, if the 

key is an asymmetric key, enc is asymmetric encryption; if the key is a symmetric key, enc is 

symmetric encryption. For asymmetric encryption, a public key pk and a private key sk may 

be present. In this step, the generated production information encryption data may be 

represented by enc(keyproduction encryption, mproduction). 

As described above, keyproduction encryption may be unidirectionally generated by using 

pincode, or may be unidirectionally generated by using pincode||nonceproduction. It may be seen 

that when nonceproduction is introduced, pincode and nonceproduction are critical to obtain 

keyproduction encryption. However, pincode is accessible only to the buyer. Therefore, to protect 

nonceproduction, the method may further include: 

unidirectionally generating a random number query identifier according to the unique 

secret code; creating a unique identifier for the product in a trusted repository; and sending 

the random number query identifier and the production random number to the trusted 

repository, where the random number query identifier and the production random number are 

associated with the unique identifier. 

Specifically, to protect nonceproduction, nonceproduction may be sent to a trusted repository. 

When the buyer needs to generate keyproduction encryption and decrypt enc(keyproduction encryption, 

mproduction), the buyer may find nonceproduction from the trusted repository. The trusted 

repository may be a highly secure national institution or enterprise. The trusted repository 

may store production random numbers for different products. Therefore, a unique identifier 

may be created for each different product. To find nonceproduction, a random number query 

identifier hash(pincode) may be unidirectionally generated according to the unique secret 

code, and when nonceproduction is sent to the trusted repository, hash(pincode) and 

nonceproduction may be both sent to the trusted repository, and associated with the unique 

identifier, so that the buyer may find nonceproduction by using hash(pincode). When 

nonceproduction is introduced, keyproduction encryption=hash(pincode||nonceproduction), and the random 

number query identifier hash(pincode) does not affect the security of keyproduction encryption. 

According to the premise of this embodiment that only the producer and the buyer are 

present in the product distribution process, in an actual application, the producer may send 

enc(keyproduction encryption, mproduction) to the buyer for the buyer to parse mproduction. 
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Step 16: Generate a production information query identifier according to the production 

encryption key. 

Step 18: Write a production information set to a blockchain, where the production 

information set includes the production information query identifier and the production 

information encryption data. 

The blockchain may be a cryptology-ensured tamper-proof and forgery-proof distributed 

database with a chain-type data structure in which data blocks are sequentially connected and 

combined in chronological order. Since enc(keyproduction encryption, mproduction) may be written to 

the blockchain, tamper and forgery may be effectively prevented, and high security and 

privacy may be achieved. The blockchain includes a large amount of data. Therefore, to 

enable the buyer to quickly find enc(keyproduction encryption, mproduction), a production information 

query identifier may be generated according to keyproduction encryption by using, for example, the 

one-way function, or may be generated according to a specific quantity of bits in keyproduction 

encryption, or generated according to a combination of the specific quantity of bits and the 

one-way function, or the production information query identifier is generated by performing 

one-way calculation twice. A production information set including the production information 

query identifier and enc(keyproduction encryption, mproduction) may be written to the blockchain for 

the buyer to read. 

FIG. 2 is a schematic diagram of an implementation of the method. FIG. 3 is a schematic 

diagram of another implementation of the method. A difference lies in that in the 

implementation shown in FIG. 3, nonceproduction is introduced when keyproduction encryption is 

generated, to facilitate protection of enc(keyproduction encryption, mproduction). 

It should be noted that in this embodiment and the following description, the "product" 

mentioned is the same product, that is, the product produced by the producer. For example, 

the product in the present specification may be "a batch of beverages" or "a 50GB network 

storage space". Information, keys, public keys, private keys, and the like about the product 

correspond to the same product. 

With the method provided in Embodiment 1, the producer unidirectionally generates the 

production encryption key by using the unique secret code of the product, then encrypts the 

production information of the product according to the production encryption key to generate 

the production information encryption data, generates the production information query 

identifier according to the production encryption key, and write the production information 

set including the production information query identifier and the production information 
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encryption data to the blockchain. The production information is encrypted and stored based 

on characteristics that the unique secret code of the product is accessible only to the producer 

and the buyer and the blockchain is tamper-proof and forgery-proof, so that the production 

information is highly confidential. In addition, the confidentiality of the production 

information may be further enhanced by using the production random number. 

Embodiment 2 

Based on the same invention idea as Embodiment 1, this embodiment describes a 

blockchain-based method for encrypting and decrypting product information by using an 

example that a producer and a buyer are present in a distribution process, to keep product 

information confidential in the product distribution process, and ensure that the buyer may 

obtain the product information. Specifically, this embodiment describes a blockchain-based 

method for decrypting product information, which is applied to the buyer of the present 

producer and buyer. A procedure of the method is shown in FIG. 4, and includes the 

following steps: 

Step 22: Unidirectionally generate a production encryption key according to a unique 

secret code of a product. 

As described in Embodiment 1, the producer may unidirectionally generate keyproduction 

encryption according to pincode, that is, keyproduction encryption=hash(pincode). Also, a characteristic 

of pincode is described, that is, the buyer may find pincode after destroying the integrity of 

the product and starting to use the product. Therefore, the buyer may unidirectionally generate 

keyproduction encryption according to pincode. 

Further, as described in Embodiment 1, to further improve the security of keyproduction 

encryption, the producer may generate nonceproduction when producing the product. Therefore, in 

an implementation, this step may include: unidirectionally generate a random number query 

identifier according to the unique secret code of the product; obtaining a production random 

number corresponding to the random number query identifier from a trusted repository; and 

unidirectionally generate the production encryption key according to a combination of the 

unique secret code and the production random number. 

Specifically, when nonceproduction is introduced, keyproduction 

encryption=hash(pincode||nonceproduction). The producer generates a random number query 

identifier hash(pincode) according to pincode, and sends hash(pincode) and nonceproduction to 

the trusted repository, where hash(pincode) and nonceproduction are both associated with a 

unique identifier created for the product. Therefore, the buyer may also unidirectionally 
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generate hash(pincode) according to pincode, and may find nonceproduction in the trusted 

repository by using hash(pincode), and then unidirectionally generate keyproduction 

encryption=hash(pincode||nonceproduction). A combination of pincode and nonceproduction is 

described in Embodiment 1. In this step, a same combination manner may be used for 

combination, so that the generated keyproduction encryption is consistent with keyproduction encryption 

generated by the producer. 

Step 24: Generate a production information query identifier according to the production 

encryption key. 

A manner of generating a production information query identifier is described in 

Embodiment 1. In this step, the buyer may generate the production information query 

identifier in the same manner as the producer, to ensure consistency. 

Step 26: Read production information encryption data of the product from a blockchain 

according to the production information query identifier. 

As described in Embodiment 1, the producer writes a production information set 

including the production information query identifier and enc(keyproduction encryption, mproduction) 

to the blockchain. Therefore, in this step, enc(keyproduction encryption, mproduction) may be read 

according to the production information query identifier. 

Step 28: Decrypt the production information encryption data according to the production 

encryption key, to obtain production information. 

In this step, according to a characteristic of the encryption function, enc(keyproduction 

encryption, mproduction) may be decrypted according to keyproduction encryption to obtain mproduction. The 

buyer may find pincode only after destroying the integrity of the product and starting to use 

the product. Therefore, even when a stealer obtains enc(keyproduction encryption, mproduction), 

because pincode cannot be obtained, enc(keyproduction encryption, mproduction) cannot be decrypted. 

If nonceproduction is further introduced, because pincode cannot be obtained and accordingly 

hash(pincode) cannot be obtained, it is impossible to determine keyproduction 

encryption=hash(pincode||nonceproduction). 

FIG. 5 is a schematic diagram of an implementation of the method. FIG. 6 is a schematic 

diagram of another implementation of the method. A difference lies in that in the 

implementation shown in FIG. 6, nonceproduction is introduced when keyproduction encryption is 

generated, to increase the difficulty in decrypting mproduction. 

With the method provided in Embodiment 2, the buyer unidirectionally generates the 

production encryption key by using the unique secret code of the product, then generates the 
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production information query identifier according to the production encryption key, and 

decrypts the production information encryption data that is read from the blockchain, to 

obtain the production information. The production information is decrypted based on 

characteristics that the unique secret code of the product is accessible only when the buyer 

destroys the integrity of the product and the blockchain is tamper-proof and forgery-proof, so 

that the production information is highly confidential. In addition, the confidentiality of the 

production information may be further enhanced by using the production random number. 

Embodiment 3 

The foregoing two embodiments describe a case that a producer and a buyer are present 

in a distribution process. In an actual application, one or more distributors, for example, an 

agent, a wholesaler, or a retailer, may be present to conveniently distribute a product from the 

producer to the buyer. A distributor may generate distribution information for the product in 

the distribution process. The distribution information may include private information of the 

distributor, which therefore needs to be kept confidential. That is, the product information 

needs to be kept confidential from another distributor and a stealer, and it needs to be ensured 

that the buyer may view the product information while the distributor cannot obtain 

production information and distribution information of the another distributor. 

Therefore, based on the same invention idea as the foregoing two embodiments, this 

embodiment describes a blockchain-based method for encrypting and decrypting product 

information by using an example that a producer, a distributor, and a buyer are present in a 

distribution process. Specifically, a blockchain-based method for encrypting product 

information is described first, which is applied to the producer of the present producer, 

distributor, and buyer. A procedure of the method is shown in FIG. 7, and includes the 

following steps: 

Step 32: Unidirectionally generate a production encryption key according to a unique 

secret code of a product. 

Step 34: Encrypt production information of the product according to the production 

encryption key, to generate production information encryption data. 

The foregoing two steps are similar to those in Embodiment 1. Details are not described 

herein again. enc(keyproduction encryption, mproduction) may be generated according to the 

implementation shown in FIG. 2 or FIG. 3. 

Step 36: Unidirectionally generate a first distribution key according to the production 

encryption key, and unidirectionally generate a production information query identifier 
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according to the first distribution key. 

The first distribution key mentioned herein may be used for distribution to a first 

distributor. For example, if a wholesaler is a first distributor after the producer, the wholesaler 

may be the first distributor. Considering a characteristic of pincode that pincode is accessible 

only to the producer and the buyer who has destroyed the integrity of the product, encryption 

keys may be generated based on pincode in the distribution process successively along a chain. 

Specifically, the first distribution key may be unidirectionally generated according to the 

production encryption key by using a characteristic of a one-way function that an input cannot 

be obtained by reversely decrypting a known result. The first distribution key may be 

represented by keyfirst distribution. 

As described in Embodiment 1, production information encryption data may be written to 

a blockchain, and the buyer may generate a production information query identifier by using 

keyproduction encryption to read enc(keyproduction encryption, mproduction) from the blockchain. To keep 

production information confidential from the distributor, the distributor may not need to 

obtain keyproduction encryption. However, the distributor may also need to read data from the 

blockchain. Therefore, a production information query identifier may be generated for the 

distributor by not directly using keyproduction encryption. That is, the production information query 

identifier is unidirectionally generated according to keyfirst distribution, which may be represented 

by hash(keyfirst distribution). 

Step 38: Encrypt the first distribution key according to a first public key, to generate first 

distribution key encryption data, where the first public key is a distribution public key of a 

first distributor. 

Because keyfirst distribution is generated by using keyproduction encryption and keyfirst distribution may 

be used for distribution to the first distributor, the first distributor may be allowed to obtain 

keyfirst distribution, but cannot obtain keyproduction encryption. Therefore, keyfirst distribution may be 

encrypted by using the first public key. The first public key may be represented by pk1, which 

may refer to the distribution public key of the first distributor. Specifically, keyfirst distribution is 

encrypted by using pk1 of the first distributor, to generate first distribution key encryption 

data enc(pk1, keyfirst distribution). Accordingly, the first distributor may perform decryption 

according to a first private key sk1. 

In an actual application, to further protect privacy of the product distribution process, a 

plain code of the product may be introduced when enc(pk1, keyfirst distribution) is generated. In an 

implementation, this step may include: encrypting a combination of the plain code of the 



18 

product and the first distribution key according to the first public key, to generate the first 

distribution key encryption data. The plain code qcode may be arranged outside the product 

and globally unique. Any party may obtain qcode after receiving the product, but it is uneasy 

for a party that does not have the product to obtain qcode (for example, a stealer, which, 

however, may steal qcode by a malicious means). Therefore, the privacy of distribution may 

be further enhanced by introducing qcode to the distribution process. Specifically, there may 

be enc(pk1, qcode||keyfirst distribution). 

Step 310: Unidirectionally generate a first distribution key query identifier according to 

the first public key. 

enc(pk1, keyfirst distribution) is generated in the foregoing step. To ensure data security, in 

this method, an information set may be written to the blockchain. Therefore, to enable the 

first distributor to conveniently find enc(pk1, keyfirst distribution), a key query identifier, that is, 

the first distribution key query identifier, may be unidirectionally generated for the distributor, 

which may be represented by hash(pk1), so that the first distributor may read enc(pk1, keyfirst 

distribution) from the blockchain by using pk1). 

Step 312: Write a production information set to a blockchain, where the production 

information set includes the first distribution key query identifier, the production information 

query identifier, the first distribution key encryption data, and the production information 

encryption data. 

In this step, the production information may be written to the blockchain (linking to the 

chain), so that the distributor and the buyer may obtain enc(pk1, keyfirst distribution) and 

enc(keyproduction encryption, mproduction), which may be found by using hash(pk1) and hash(keyfirst 

distribution). 

In an actual application, to further enhance the privacy, this step may include: signing the 

production information set according to a production private key, where the production 

private key is a private key generated by the producer when the producer produces the product; 

and writing the signed production information set to the blockchain. FIG. 8 is a schematic 

diagram of an implementation of this method. 

With the method provided in Embodiment 3, based on Embodiment 1, the first 

distribution key for distribution to the first distributor is unidirectionally generated according 

to the production encryption key, and then the production information query identifier is 

unidirectionally generated. The first distribution key is encrypted according to the first public 

key to generate the first distribution key encryption data. The first distribution key query 
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identifier is unidirectionally generated according to the first public key. The production 

information set including the first distribution key query identifier, the production 

information query identifier, the first distribution key encryption data, and the production 

information encryption data may be written to the blockchain. The production information is 

encrypted based on characteristics that the unique secret code of the product is accessible only 

when the buyer destroys the integrity of the product and the blockchain is tamper-proof and 

forgery-proof, so that the production information is highly confidential. In addition, the 

production information may be written to the blockchain, so that a next distributor may write 

product information to the blockchain through successive encryption along the chain. 

Embodiment 4 

Based on the same invention idea as the foregoing two embodiments, this embodiment 

describes a blockchain-based method for encrypting and decrypting product information by 

using an example that a producer, a distributor, and a buyer are present in a distribution 

process. Specifically, a blockchain-based method for encrypting product information is 

described, which is applied to the distributor of the present producer, distributor, and buyer. A 

procedure of the method is shown in FIG. 9, and includes the following steps: 

Step 42: Unidirectionally generate an n
th

 distribution key query identifier according to an 

n
th

 public key. 

A function of a public key of a distributor is described in Embodiment 3. In this step, an 

n
th

 distribution key query identifier hash(pkn) may be unidirectionally generated according to 

pkn. n may be a natural number greater than 0, for example, 1, 2, 3, 4… 

Step 44: Read n
th

 distribution key encryption data from a blockchain according to the n
th

 

distribution key query identifier. 

As shown in FIG. 8, when a production information set may be written to the blockchain, 

a first distributor may find enc(pk1, keyfirst distribution) according to hash(pk1), and similarly, an 

n
th

 distributor may find enc(pkn, keyn
th

 distribution) according to hash(pkn). 

As described in Embodiment 3, in an actual application, the production information set 

may be signed. However, a plurality of distributors may be present, and each distributor signs 

with a respective private key. Therefore, after this step, the method may further include: 

performing signature verification on a signed production information set according to a 

production public key; or perform signature verification on a signed n
th

 information set 

according to the n
th

 public key. A next step is performed only after verification succeeds. 

Step 46: Decrypt the n
th

 distribution key encryption data according to an n
th

 private key, 
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to obtain an n
th

 distribution key. 

As described in Embodiment 3, the first distributor may decrypt enc(pk1, keyfirst distribution) 

according to the first private key sk1, and similarly, in this step, enc(pkn, keyn
th

 distribution) may 

be decrypted according to the n
th

 private key skn. 

Step 48: Unidirectionally generate an n
th

 encryption key according to the n
th

 distribution 

key. 

As described in Embodiment 3 (reference may be made to Embodiment 1), keyproduction 

encryption is unidirectionally generated according to pincode of the product, and the distributor 

cannot obtain pincode. In the encryption method provided in the present specification, a 

critical point is that encryption keys may be generated according to pincode successively 

along the chain. Therefore, in this step, the distributor may unidirectionally generate keyn
th

 

encryption according to keyn
th

 distribution, to be associated with the producer. To be specific, the 

producer generates keyproduction encryption according to pincode, and distributors generate keyfirst 

encryption, keysecond encryption, keythird encryption, and so on successively along the chain, that is, keyn
th

 

encryption=hash(keyn
th

 distribution). 

In an actual application, to further enhance the privacy, the distributor may generate a 

random number (similar to the producer). Therefore, in an implementation, this step may 

include: receive an n
th

 random number that is generated by an n
th

 distributor when the n
th

 

distributor receives the product; and unidirectionally generating the n
th

 encryption key 

according to a combination of the n
th

 distribution key and the n
th

 random number. Specifically, 

there may be keyn
th

 encryption=hash(keyn
th

 distribution||noncen
th

). 

Similar to that in Embodiment 1, this step may further include: sending the n
th

 random 

number to a trusted repository, where the n
th

 random number is associated with a unique 

identifier of the product, so that the buyer may find a random number of each distributor by 

using the unique identifier of the product, while the distributor cannot obtain a random 

number of another distributor because the distributor cannot obtain pincode. 

Step 410: Encrypt n
th

 distribution information according to the n
th

 encryption key, to 

generate n
th

 distribution information encryption data. 

The producer may generate a piece of production information mproduction, and each 

distributor may generate respective distribution information mn
th

 in the distribution process. 

For example, the first distributor may generate mfirst, a second distributor may generate msecond, 

and so on. Therefore, in this step, mn
th

 may be encrypted according to keyn
th

 encryption, to 

generate enc(keyn
th

 encryption, mn
th

). 
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Step 412: Generate an n
th

 distribution information query identifier according to the n
th

 

encryption key. 

A manner of generating an information query identifier is described in Embodiment 1. In 

this step, the n
th

 distribution information query identifier may also be generated by using 

keyn
th

 encryption in the manner described in Embodiment 1. 

In an actual application, a next distributor may be present. Similar to step 36 in 

Embodiment 3, this step may further include: unidirectionally generating an (n+1)
th

 

distribution key according to the n
th

 encryption key, and unidirectionally generating the n
th

 

distribution information query identifier according to the (n+1)
th

 distribution key. The (n+1)
th

 

distribution key may be corresponding to a next distributor relative to the n
th

 distributor. That 

is, key(n+1)
th

 distribution=hash(keyn
th

 distribution), and the n
th

 distribution information query identifier 

may be hash(key(n+1)
th

 distribution), so that the (n+1)
th

 distributor may read data from the 

blockchain according to hash(key(n+1)
th

 distribution). 

Step 414: Write an n
th

 information set to the blockchain, where the n
th

 information set 

includes the n
th

 distribution information query identifier and the n
th

 distribution information 

encryption data. 

Similar to that in FIG. 2 or FIG. 3, in this step, the n
th

 information set including the n
th

 

distribution information query identifier and enc(keyn
th

 encryption, mn
th

) may be written to the 

blockchain. 

When a next distributor is present, this step may include: 

encrypting the (n+1)
th

 distribution key according to an (n+1)
th

 public key, to generate 

(n+1)
th

 distribution key encryption data, where the (n+1)
th

 public key may be a distribution 

public key of an (n+1)
th

 distributor; unidirectionally generating an (n+1)
th

 distribution key 

query identifier according to the (n+1)
th

 public key; and writing an n
th

 information set to the 

blockchain, where the n
th

 information set includes the (n+1)
th

 distribution key query identifier, 

the n
th

 distribution information query identifier, the (n+1)
th

 distribution key encryption data, 

and the n
th

 distribution information encryption data. 

Specifically, similar to that in the foregoing description, 

key(n+1)
th

 distribution may be encrypted according to pkn+1 to generate enc(pkn+1, key(n+1)
th

 

distribution), and hash(pkn+1) is generated as an (n+1)
th

 distribution key query identifier. The n
th

 

information set including hash(pkn+1), hash(key(n+1)
th

 distribution), enc(pkn+1, key(n+1)
th

 distribution), 

and enc(keyn
th

 encryption, mn
th

) may be written to the blockchain. 

In an actual application, the encrypting the (n+1)
th

 distribution key according to an 
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(n+1)
th

 public key, to generate (n+1)
th

 distribution key encryption data may include: 

encrypting a combination of a plain code of the product and the (n+1)
th

 distribution key 

according to the (n+1)
th

 public key, to generate the (n+1)
th

 distribution key encryption data. 

That is, there may be enc(pkn+1, qcode||key(n+1)
th

 distribution). 

In an actual application, similar to that in the foregoing description, the n
th

 information 

set may be signed according to the n
th

 private key; and the signed n
th

 information set may be 

written to the blockchain, so that a next distributor may perform signature verification 

according to the public key. FIG. 10 is a schematic diagram of this embodiment. 

With the method in Embodiment 4, based on the producer in Embodiment 3, the n
th

 

distribution key is obtained through decryption according to the n
th

 private key, and finally the 

n
th

 information set including the (n+1)
th

 distribution key query identifier, the n
th

 distribution 

information query identifier, the (n+1)
th

 distribution key encryption data, and the n
th

 

distribution information encryption data may be written to the blockchain. The n
th

 distribution 

information is encrypted based on characteristics that the unique secret code of the product is 

accessible only when the buyer destroys the integrity of the product and the blockchain is 

tamper-proof and forgery-proof, so that the n
th

 distribution information is highly confidential. 

In addition, the n
th

 distribution information may be written to the blockchain, so that a next 

distributor may write product information to the blockchain through successive encryption 

along the chain. If the next distributor is not present, the n
th

 information set including the n
th

 

distribution information query identifier and the n
th

 distribution information encryption data 

may alternatively be written to the blockchain. 

Embodiment 5 

Based on the same invention idea as the foregoing embodiments, this embodiment 

describes a blockchain-based method for encrypting and decrypting product information by 

using an example that a producer, a distributor, and a buyer are present in a distribution 

process. Specifically, a blockchain-based method for decrypting product information is 

described, which is applied to the buyer of the present producer, distributor, and buyer. A 

procedure of the method is shown in FIG. 11, and includes the following steps: 

Step 52: Unidirectionally generate a production encryption key according to a unique 

secret code of a product. 

Step 54: Generate a production information query identifier according to the production 

encryption key. 

Step 56: Read production information encryption data of the product from a blockchain 
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according to the production information query identifier. 

In an implementation, this step may include: 

unidirectionally generating the production encryption key according to a combination of 

the unique secret code and a production random number, unidirectionally generating a first 

distribution key, and unidirectionally generating the production information query identifier; 

and reading the production information encryption data in a production information set from 

the blockchain according to the production information query identifier. 

Specifically, in this step, a random number may be introduced. That is, there may be 

keyproduction encryption=hash(pincode||nonceproduction). keyfirst distribution=hash(keyproduction encryption), 

and a production information query identifier hash(keyfirst distribution) is unidirectionally 

generated, so that enc(keyproduction encryption, mproduction) in a production information set may be 

read from the blockchain. 

Step 58: Decrypt the production information encryption data according to the production 

encryption key, to obtain production information. 

The step is similar to the implementation described in Embodiment 2. Details are not 

described herein again. 

Step 510: Unidirectionally generate a first distribution key according to the production 

encryption key, unidirectionally generate an n
th

 encryption key according to an n
th

 distribution 

key, and unidirectionally generate an (n+1)
th

 distribution key according to the n
th

 encryption 

key. 

The buyer may unidirectionally generate keyfirst distribution according to keyproduction encryption. 

That is, keyfirst distribution=hash(keyproduction encryption). keyn
th

 encryption may be generated according 

to keyn
th

 distribution through successive generation along the chain. As described above, a 

random number may be introduced when an encryption key is generated. Therefore, the 

unidirectionally generating an n
th

 encryption key according to an n
th

 distribution key may 

include: obtaining an n
th

 random number corresponding to a n
th

 random number query 

identifier from a trusted repository; and unidirectionally generating the n
th

 encryption key 

according to a combination of the n
th

 distribution key and the n
th

 random number. Specifically, 

because the buyer obtains pincode, a random number query identifier hash(pincode) may be 

unidirectionally generated. According to the description in the foregoing embodiment, the 

producer and the distributor both may send a random number to the trusted repository, where 

the random number may be associated with a unique identifier of the product, that is, the 

unique identifier may be associated with hash(pincode), the production random number, and 
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the n
th

 random number. In this case, the trusted repository may be configured to allow 

associating a random number with the unique identifier, disallow reading the random number 

through the unique identifier,, and allow reading the random number through hash(pincode). 

It may effectively prevent the distributor from obtaining the random number by using the 

unique identifier. After obtaining the corresponding n
th

 random number (including a first 

random number, a second random number, ..., and an n
th

 random number) by using 

hash(pincode), the buyer may unidirectionally generate the n
th

 encryption key, and there may 

be keyn
th

 encryption=hash(keyn
th

 distribution||noncen
th

). For the distribution key, the (n+1)
th

 

distribution key may be unidirectionally generated according to the n
th

 encryption key, and 

there may be key(n+1)
th

 distribution=hash(keyn
th

 encryption). Specifically, for example, the buyer 

generates keyproduction encryption in step 52; then in this step, there may be keyfirst 

distribution=hash(keyproduction encryption), keyfirst encryption=hash(keyfirst distribution||noncefirst), and 

keysecond distribution=hash(keyfirst encryption). In this way, distribution keys of all distributors 

may be obtained. 

In this embodiment, n may be a natural number greater than 0. 

Step 512: Read n
th

 distribution information encryption data of the product from the 

blockchain according to an n
th

 distribution information query identifier. 

For a last distributor, the n
th

 distribution information query identifier may be generated 

according to the n
th

 encryption key in a preset manner, for example, in the manner described 

in step 18 in Embodiment 1, that is, generated according to a specific quantity of bits in keyn
th

 

encryption, or generated according to a combination of the specific quantity of bits and a 

one-way function, or the n
th

 distribution information query identifier is generated by 

performing one-way calculation twice. 

For a non-last distributor, this step may include: unidirectionally generating the n
th

 

encryption key according to a combination of the n
th

 distribution key and the n
th

 random 

number, unidirectionally generating the (n+1)
th

 distribution key, and unidirectionally 

generating the n
th

 distribution information query identifier; and reading enc(keyn
th

 encryption, 

mn
th

) in an n
th

 information set from the blockchain according to the n
th

 distribution 

information query identifier. 

Specifically, there may be keyn
th

 encryption=hash(keyn
th

 distribution||noncen
th

) and key(n+1)
th

 

distribution=hash(keyn
th

 encryption). Then, an n
th

 distribution information query identifier 

hash(key(n+1)
th

 distribution) may be generated. As shown in FIG. 10, enc(keyn
th

 encryption, mn
th

) may 

be read from the blockchain according to hash(key(n+1)
th

 distribution). 
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Step 514: Decrypt the n
th

 distribution information encryption data according to the n
th

 

encryption key, to obtain n
th

 distribution information. 

Specifically, similar to the description in Embodiment 2, enc(keyn
th

 encryption, mn
th

) may be 

decrypted according to keyn
th

 encryption, to obtain mn
th

. FIG. 12 is a schematic diagram of this 

embodiment. 

With the method provided in Embodiment 5, the buyer unidirectionally generates the 

production encryption key by using the unique secret code of the product, then generates the 

production information query identifier according to the production encryption key, and 

decrypts the production information encryption data that is read from the blockchain, to 

obtain the production information. Through successive encryption along the chain, the first 

distribution key is generated according to the production encryption key, then the first 

encryption key is generated, generation is continued until the n
th

 encryption key is generated, 

and then the (n+1)
th

 distribution key and the n
th

 information query identifier are generated. 

Further, the n
th

 distribution information encryption data obtained according to the n
th

 

information query identifier is decrypted according to the n
th

 encryption key, to obtain the n
th

 

distribution information. 

Embodiment 6 

Based on the same invention idea, Embodiment 6 provides a blockchain-based apparatus 

for encrypting product information. The apparatus may be applied to a producer, to 

implement the method in Embodiment 1 and Embodiment 3. A structural block diagram of 

the apparatus is shown in FIG. 13, and includes: 

a key generation unit 61, a data generation unit 62, an identifier generation unit 63, and a 

data writing unit 64. 

The key generation unit 61 may unidirectionally generate a production encryption key 

according to a unique secret code of a product. 

The data generation unit 62 may encrypt production information of the product according 

to the production encryption key, to generate production information encryption data. 

The identifier generation unit 63 may generate a production information query identifier 

according to the production encryption key. 

The data writing unit 64 may write a production information set to a blockchain, where 

the production information set includes the production information query identifier and the 

production information encryption data. 

In an implementation, the key generation unit 61 may 
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receive a production random number that is generated by the producer when the producer 

produces the product; and 

unidirectionally generate the production encryption key according to a combination of the 

unique secret code and the production random number. 

In an implementation, 

the data generation unit 63 may unidirectionally generate a random number query 

identifier according to the unique secret code; and 

the data writing unit 64 may 

create a unique identifier for the product in a trusted repository; and 

send the random number query identifier and the production random number to the 

trusted repository, where the random number query identifier and the production random 

number are associated with the unique identifier. 

In an implementation, the identifier generation unit 63 may 

unidirectionally generate a first distribution key according to the production encryption 

key, and unidirectionally generate the production information query identifier according to the 

first distribution key; 

the data generation unit 62 may 

encrypt the first distribution key according to a first public key, to generate first 

distribution key encryption data, where the first public key is a distribution public key of a 

first distributor; and 

unidirectionally generate a first distribution key query identifier according to the first 

public key; and 

the data writing unit 64 may 

write a production information set to the blockchain, where the production information 

set includes the first distribution key query identifier, the production information query 

identifier, the first distribution key encryption data, and the production information 

encryption data. 

In an implementation, the data generation unit 62 may 

encrypt a combination of a plain code of the product and the first distribution key 

according to the first public key, to generate the first distribution key encryption data. 

In an implementation, the data writing unit 64 may 

sign the production information set according to a production private key, where the 

production private key is a private key generated by the producer when the producer produces 
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the product; and 

write the signed production information set to the blockchain. 

Embodiment 7 

Based on the same invention idea, Embodiment 7 provides a blockchain-based apparatus 

for encrypting product information. The apparatus may be applied to a distributor, to 

implement the method in Embodiment 4. A structural block diagram of the apparatus is 

shown in FIG. 14, and includes: 

an identifier generation unit 71, a data reading unit 72, a data decryption unit 73, a key 

generation unit 74, a data encryption unit 75, and a data writing unit 76. 

The identifier generation unit 71 may unidirectionally generate an n
th

 distribution key 

query identifier according to an n
th

 public key. 

The data reading unit 72 may read n
th

 distribution key encryption data from a blockchain 

according to the n
th

 distribution key query identifier. 

The data decryption unit 73 may decrypt the n
th

 distribution key encryption data 

according to an n
th

 private key, to obtain an n
th

 distribution key. 

The key generation unit 74 may unidirectionally generate an n
th

 encryption key according 

to the n
th

 distribution key. 

The data encryption unit 75 may encrypt n
th

 distribution information according to the n
th

 

encryption key, to generate n
th

 distribution information encryption data. 

The identifier generation unit is configured to generate an n
th

 distribution information 

query identifier according to the n
th

 encryption key. 

The data writing unit 76 may write an n
th

 information set to the blockchain, where the n
th

 

information set includes the n
th

 distribution information query identifier and the n
th

 

distribution information encryption data. 

n is a natural number greater than 0. 

In an implementation, the key generation unit 74 may 

receive an n
th

 random number that is generated by an n
th

 distributor when the n
th

 

distributor receives a product; and 

unidirectionally generate the n
th

 encryption key according to a combination of the n
th

 

distribution key and the n
th

 random number. 

In an implementation, the data writing unit 76 may 

send the n
th

 random number to a trusted repository, where the n
th

 random number is 

associated with a unique identifier of the product. 
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In an implementation, the identifier generation unit 71 may 

unidirectionally generate an (n+1)
th

 distribution key according to the n
th

 encryption key, 

and unidirectionally generating the n
th

 distribution information query identifier according to 

the (n+1)
th

 distribution key; 

the key generation unit 74 may encrypt the (n+1)
th

 distribution key according to an 

(n+1)
th

 public key, to generate (n+1)
th

 distribution key encryption data, where the (n+1)
th

 

public key is a distribution public key of an (n+1)
th

 distributor; 

the identifier generation unit 71 may unidirectionally generate an (n+1)
th

 distribution key 

query identifier according to the (n+1)
th

 public key; and 

the data writing unit 76 may write an n
th

 information set to the blockchain, where the n
th

 

information set includes the (n+1)
th

 distribution key query identifier, the n
th

 distribution 

information query identifier, the (n+1)
th

 distribution key encryption data, and the n
th

 

distribution information encryption data. 

In an implementation, the data encryption unit 75 may 

encrypt a combination of a plain code of the product and the (n+1)
th

 distribution key 

according to the (n+1)
th

 public key, to generate the (n+1)
th

 distribution key encryption data. 

In an implementation, the data writing unit 76 may 

sign the n
th

 information set according to the n
th

 private key; and 

write the signed n
th

 information set to the blockchain. 

In an implementation, before decrypting the n
th

 distribution key encryption data 

according to the n
th

 private key, the data decryption unit 73 may 

perform signature verification on a signed production information set according to a 

production public key; or 

perform signature verification on a signed n
th

 information set according to the n
th

 public 

key. 

Embodiment 8 

Based on the same invention idea, Embodiment 8 provides a blockchain-based apparatus 

for decrypting product information. The apparatus may be applied to a buyer, to implement 

the method in Embodiments 2 and 5. A structural block diagram of the apparatus is shown in 

FIG. 15, and includes: 

a key generation unit 81, an identifier generation unit 82, a data reading unit 83, and a 

data decryption unit 84. 

The key generation unit 81 may unidirectionally generate a production encryption key 
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according to a unique secret code of a product. 

The identifier generation unit 82 may generate a production information query identifier 

according to the production encryption key. 

The data reading unit 83 may read production information encryption data of the product 

from a blockchain according to the production information query identifier. 

The data decryption unit 84 may decrypt the production information encryption data 

according to the production encryption key, to obtain production information. 

In an implementation, 

the key generation unit 81 may unidirectionally generate a first distribution key according 

to the production encryption key, unidirectionally generate an n
th

 encryption key according to 

an n
th

 distribution key, and unidirectionally generate an (n+1)
th

 distribution key according to 

the n
th

 encryption key; 

the data reading unit 83 may read n
th

 distribution information encryption data of the 

product from the blockchain according to an n
th

 distribution information query identifier; and 

the data decryption unit 84 may decrypt the n
th

 distribution information encryption data 

according to the n
th

 encryption key, to obtain n
th

 distribution information, where 

n is a natural number greater than 0. 

In an implementation, 

the key generation unit 81 may unidirectionally generate a random number query 

identifier according to the unique secret code of the product; 

the data reading unit 83 may obtain a production random number corresponding to the 

random number query identifier from a trusted repository; and 

the key generation unit 81 may unidirectionally generate the production encryption key 

according to a combination of the unique secret code and the production random number. 

In an implementation, 

the data reading unit 83 may obtain an n
th

 random number corresponding to an n
th

 

random number query identifier from a trusted repository; and 

the key generation unit 81 may unidirectionally generate the n
th

 encryption key according 

to a combination of the n
th

 distribution key and the n
th

 random number, where 

n is a natural number greater than 0. 

In an implementation, 

the key generation unit 81 may unidirectionally generate the production encryption key 

according to a combination of the unique secret code and the production random number, 



30 

unidirectionally generate the first distribution key, and unidirectionally generate the 

production information query identifier; 

the data reading unit 83 may read the production information encryption data in a 

production information set from the blockchain according to the production information 

query identifier; 

the key generation unit 81 may unidirectionally generate the n
th

 encryption key according 

to a combination of the n
th

 distribution key and the n
th

 random number, unidirectionally 

generate the (n+1)
th

 distribution key, and unidirectionally generate the n
th

 distribution 

information query identifier; and 

the data reading unit 83 may read the n
th

 distribution information encryption data in an n
th

 

information set from the blockchain according to the n
th

 distribution information query 

identifier. 

FIG. 16 is a schematic structural diagram of an electronic device, according to an 

embodiment of the present specification. In terms of hardware, the electronic device includes 

a processor, and optionally further includes an internal bus, a network interface, and a 

memory. The memory may include an internal memory, such as a high-speed random access 

memory (RAM), and may also include a non-volatile memory, such as at least one disk 

storage. Certainly, the electronic device may also include other hardware necessary to 

services. 

The processor, the network interface, and the memory may be connected to each other by 

using the internal bus. The internal bus may be an industry standard architecture (ISA) bus, a 

peripheral component interconnect (PCI) bus, an extended industry standard architecture 

(EISA) bus, or the like. The bus may be classified into an address bus, a data bus, a control 

bus, and the like. For ease of representation, the bus is represented only by a double-sided 

arrow in FIG. 16, but it does not mean that there is only one bus or one type of bus. 

The memory is configured to store a program. Specifically, the program may include 

program code, and the program code includes a computer operation instruction. The memory 

may include an internal memory and a non-volatile memory, and provides an instruction and 

data to the processor. 

The processor reads the corresponding computer program from the non-volatile memory, 

loads the computer program to the internal memory, and then runs the computer program, to 

logically form a blockchain-based apparatus for encrypting and decrypting product 

information . The processor executes the program stored in the memory, and is specifically 
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configured to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

encrypting production information of the product according to the production encryption 

key, to generate production information encryption data; 

generating a production information query identifier according to the production 

encryption key; and 

writing a production information set to a blockchain, where the production information 

set includes the production information query identifier and the production information 

encryption data. 

The processor may be further configured to perform the following operations: 

unidirectionally generating an n
th

 distribution key query identifier according to an n
th

 

public key; 

reading n
th

 distribution key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypting the n
th

 distribution key encryption data according to an n
th

 private key, to 

obtain an n
th

 distribution key; 

unidirectionally generating an n
th

 encryption key according to the n
th

 distribution key; 

encrypting n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generating an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 

writing an n
th

 information set to the blockchain, where the n
th

 information set includes 

the n
th

 distribution information query identifier and the n
th

 distribution information encryption 

data, where 

n is a natural number greater than 0. 

The processor may be further configured to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret code 

of a product; 

generating a production information query identifier according to the production 

encryption key; 

reading production information encryption data of the product from a blockchain 

according to the production information query identifier; and 



32 

decrypting the production information encryption data according to the production 

encryption key, to obtain production information. 

The method executed by the blockchain-based apparatus for encrypting and decrypting 

product information provided in the embodiment shown in FIG. 16 of the present 

specification may be applied to the processor, or implemented by the processor. The 

processor may be an integrated circuit chip and has a signal processing capability. In an 

implementation process, the steps of the foregoing method may be implemented by using a 

hardware integrated logic circuit in the processor or instructions in a form of software. The 

processor may be a general purpose processor, including a central processing unit (CPU), a 

network processor (NP), and the like; or may be a digital signal processor (DSP), an 

application-specific integrated circuit (ASIC), a field-programmable gate array (FPGA), or 

another programmable logic device, discrete gate or transistor logic device, or discrete 

hardware component. The processor may implement or execute methods, steps, and logical 

block diagrams disclosed in the embodiments of the present specification. The general 

purpose processor may be a microprocessor, or the processor may be any conventional 

processor or the like. The steps in the methods disclosed in the embodiments of the present 

specification may be directly implemented by a hardware decoding processor, or may be 

implemented by a combination of hardware and software modules in a decoding processor. 

The software module may be located in a mature storage medium in the art, such as a RAM, a 

flash memory, a read-only memory (ROM), a programmable ROM, an electrically erasable 

programmable memory, or a register. The storage medium is located in the memory. The 

processor reads information in the memory, and completes the steps of the method by using 

hardware thereof. 

The electronic device may further execute the methods executed by the blockchain-based 

apparatuses for encrypting and decrypting product information in FIG. 13 to FIG. 15, and 

implement functions of the blockchain-based apparatuses for encrypting and decrypting 

product information in the embodiment shown in FIG. 16. Details are not described herein 

again in this embodiment of the present specification. 

An embodiment of the present specification further provides a computer readable storage 

medium. The computer readable storage medium stores one or more programs, the one or 

more programs include an instruction, and when the instruction is executed by an electronic 

device including a plurality of application programs, the electronic device may be enabled to 

execute the method executed by the blockchain-based apparatus for encrypting and 
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decrypting product information in the embodiment shown in FIG. 16, and is specifically 

configured to: 

unidirectionally generate a production encryption key according to a unique secret code 

of a product; 

encrypt production information of the product according to the production encryption key, 

to generate production information encryption data; 

generate a production information query identifier according to the production encryption 

key; and 

write a production information set to a blockchain, where the production information set 

includes the production information query identifier and the production information 

encryption data. 

The electronic device may be further configured to: 

unidirectionally generate an n
th

 distribution key query identifier according to an n
th

 public 

key; 

read n
th

 distribution key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypt the n
th

 distribution key encryption data according to an n
th

 private key, to obtain 

an n
th

 distribution key; 

unidirectionally generate an n
th

 encryption key according to the n
th

 distribution key; 

encrypt n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generate an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 

write an n
th

 information set to the blockchain, where the n
th

 information set includes the 

n
th

 distribution information query identifier and the n
th

 distribution information encryption 

data, where 

n is a natural number greater than 0. 

The electronic device may be further configured to: 

unidirectionally generate a production encryption key according to a unique secret code 

of a product; 

generate a production information query identifier according to the production encryption 

key; 

read production information encryption data of the product from a blockchain according 
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to the production information query identifier; and 

decrypt the production information encryption data according to the production 

encryption key, to obtain production information. 

The system, the apparatus, the module or the unit described in the foregoing 

embodiments may be specifically implemented by a computer chip or an entity or 

implemented by a product having a certain function. A typical implementation device is a 

computer. Specifically, the computer may be, for example, a personal computer, a laptop 

computer, a cellular phone, a camera phone, a smartphone, a personal digital assistant, a 

media player, a navigation device, an email device, a game console, a tablet computer, a 

wearable device, or a combination of any of these devices. 

For ease of description, when the apparatus is described, the apparatus is divided into 

units according to functions, which are separately described. Certainly, in implementation of 

this specification, the function of the units may be implemented in a same piece of or multiple 

pieces of software and/or hardware. 

A person skilled in the art should understand that the embodiments in this specification 

may be provided as a method, a system, or a computer program product. Therefore, the 

specification may use a form of hardware only embodiments, software only embodiments, or 

embodiments with a combination of software and hardware. Moreover, the specification may 

use a form of a computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a disk memory, a CD-ROM, an 

optical memory, and the like) that include computer-usable program code. 

This specification is described with reference to the flowchart and/or block diagram of 

the method, device (system), and computer program product of the embodiments in this 

specification. It should be understood that computer program instructions may implement 

each procedure and/or block in the flowcharts and/or block diagrams and a combination of 

procedures and/or blocks in the flowcharts and/or block diagrams. These computer program 

instructions may be provided to a general-purpose computer, a special-purpose computer, an 

embedded processor, or a processor of another programmable data processing device to 

generate a machine, so that an apparatus configured to implement functions specified in one 

or more procedures in the flowcharts and/or one or more blocks in the block diagrams is 

generated by using instructions executed by the general-purpose computer or the processor of 

another programmable data processing device. 

These computer program instructions may also be stored in a computer readable memory 



35 

that may guide a computer or another programmable data processing device to work in a 

specific manner, so that the instructions stored in the computer readable memory generate a 

product including an instruction apparatus, where the instruction apparatus implements 

functions specified in one or more procedures in the flowcharts and/or one or more blocks in 

the block diagrams. 

These computer program instructions may also be loaded into a computer or another 

programmable data processing device, so that a series of operation steps are performed on the 

computer or another programmable data processing device to generate processing 

implemented by a computer, and instructions executed on the computer or another 

programmable data processing device provide steps for implementing functions specified in 

one or more procedures in the flowcharts and/or one or more blocks in the block diagrams. 

In a typical configuration, the computer device includes one or more processors (CPUs), 

an input/output interface, a network interface, and a memory. 

The memory may include a form such as a persistent memory, a random-access memory 

(RAM) and/or a non-volatile memory of computer readable media, for example, a read-only 

memory (ROM) or a flash memory (RAM). The memory is an example of the computer 

readable medium. 

The computer readable medium includes a persistent medium and a non-persistent 

medium, a removable medium and a non-removable medium, which may implement storage 

of information by using any method or technology. The information may be a computer 

readable instruction, a data structure, a module of a program or other data. Examples of 

computer storage media include but are not limited to a phase change memory (PRAM), a 

static random access memory (SRAM), a dynamic random access memory (DRAM), other 

type of random access memory (RAM), a read-only memory (ROM), an electrically erasable 

programmable read-only memory (EEPROM), a flash memory or other memory technology, a 

compact disc read-only memory (CD-ROM), a digital versatile disc (DVD) or other optical 

storage, a cassette magnetic tape, tape and disk storage or other magnetic storage device or 

any other non-transmission media that may be configured to store information that a 

computing device may access. Based on the definition in the present disclosure, the 

computer-readable medium does not include transitory computer readable media (transitory 

media), such as a modulated data signal and a carrier. 

It should also be noted that the terms "include", "comprise" and any other variants mean 

to cover the non-exclusive inclusion. Thereby, the process, method, article, or device which 
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include a series of elements not only include those elements, but also include other elements 

which are not clearly listed, or include the inherent elements of the process, method, article 

and device. Without further limitation, the element defined by a phrase "include one" does not 

exclude other same elements in the process, method, article or device which include the 

element. 

A person skilled in the art should understand that the embodiments in this specification 

may be provided as a method, a system, or a computer program product. Therefore, the 

specification may use a form of hardware only embodiments, software only embodiments, or 

embodiments with a combination of software and hardware. Moreover, the specification may 

use a form of a computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a disk memory, a CD-ROM, an 

optical memory, and the like) that include computer-usable program code. 

This specification may be described in the general context of computer-executable 

instructions executed by a computer, for example, a program module. Generally, the program 

module includes a routine, a program, an object, a component, a data structure, and the like 

for executing a particular task or implementing a particular abstract data type. This 

specification may also be practiced in distributed computing environments in which tasks are 

performed by remote processing devices that are connected by using a communications 

network. In a distributed computing environment, the program module may be located in both 

local and remote computer storage media including storage devices. 

The embodiments in this specification are all described in a progressive manner, for same 

or similar parts in the embodiments, refer to these embodiments, and descriptions of each 

embodiment focus on a difference from other embodiments. Especially, a system embodiment 

is basically similar to a method embodiment, and therefore is described briefly; for related 

parts, reference may be made to partial descriptions in the method embodiment. 

The foregoing descriptions are merely embodiments in this specification and are not 

intended to limit this specification. For a person skilled in the art, various modifications and 

changes may be made to the specification. Any modification, equivalent replacement, or 

improvement made without departing from the spirit and principle of this specification shall 

fall within the scope of the claims of this specification. 
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CLAIMS 

What is claimed is: 

1. A blockchain-based method for encrypting product information, wherein the method is 

applied to a producer, and comprises: 

unidirectionally generating a production encryption key according to a unique secret 

code of a product; 

encrypting production information of the product according to the production encryption 

key, to generate production information encryption data; 

generating a production information query identifier according to the production 

encryption key; and 

writing a production information set to a blockchain, wherein the production information 

set comprises the production information query identifier and the production information 

encryption data. 

2. The method according to claim 1, wherein the unidirectionally generating a 

production encryption key according to a unique secret code of a product specifically 

comprises: 

receiving a production random number that is generated by the producer when the 

producer produces the product; and 

unidirectionally generating the production encryption key according to a combination of 

the unique secret code and the production random number. 

3. The method according to claim 2, wherein the method further comprises: 

unidirectionally generating a random number query identifier according to the unique 

secret code; 

creating a unique identifier for the product in a trusted repository; and 

sending the random number query identifier and the production random number to the 

trusted repository, wherein the random number query identifier and the production random 

number are associated with the unique identifier. 

4. The method according to claim 1, wherein the generating a production information 

query identifier according to the production encryption key specifically comprises: 

unidirectionally generating a first distribution key according to the production encryption 

key, and unidirectionally generating the production information query identifier according to 

the first distribution key; and 

the writing a production information set to a blockchain specifically comprises: 
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encrypting the first distribution key according to a first public key, to generate first 

distribution key encryption data, wherein the first public key is a distribution public key of a 

first distributor; 

unidirectionally generating a first distribution key query identifier according to the first 

public key; and 

writing a production information set to the blockchain, wherein the production 

information set comprises the first distribution key query identifier, the production 

information query identifier, the first distribution key encryption data, and the production 

information encryption data. 

5. The method according to claim 4, wherein the encrypting the first distribution key 

according to a first public key, to generate first distribution key encryption data specifically 

comprises: 

encrypting a combination of a plain code of the product and the first distribution key 

according to the first public key, to generate the first distribution key encryption data. 

6. The method according to claim 4, wherein the writing a production information set to 

a blockchain specifically comprises: 

signing the production information set according to a production private key, wherein the 

production private key is a private key generated by the producer when the producer produces 

the product; and 

writing the signed production information set to the blockchain. 

7. A blockchain-based method for encrypting product information, wherein the method is 

applied to a distributor, and comprises: 

unidirectionally generating an n
th

 distribution key query identifier according to an n
th

 

public key; 

reading n
th

 distribution key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypting the n
th

 distribution key encryption data according to an n
th

 private key, to 

obtain an n
th

 distribution key; 

unidirectionally generating an n
th

 encryption key according to the n
th

 distribution key; 

encrypting n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generating an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 
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writing an n
th

 information set to the blockchain, wherein the n
th

 information set 

comprises the n
th

 distribution information query identifier and the n
th

 distribution information 

encryption data, wherein 

n is a natural number greater than 0. 

8. The method according to claim 7, wherein the unidirectionally generating an n
th

 

encryption key according to the n
th

 distribution key specifically comprises: 

receiving an n
th

 random number that is generated by an n
th

 distributor when the n
th

 

distributor receives a product; and 

unidirectionally generating the n
th

 encryption key according to a combination of the n
th

 

distribution key and the n
th

 random number. 

9. The method according to claim 8, wherein the method further comprises: 

sending the n
th

 random number to a trusted repository, wherein the n
th

 random number is 

associated with a unique identifier of the product. 

10. The method according to claim 9, wherein the generating an n
th

 distribution 

information query identifier according to the n
th

 encryption key specifically comprises: 

unidirectionally generating an (n+1)
th

 distribution key according to the n
th

 encryption 

key, and unidirectionally generating the n
th

 distribution information query identifier according 

to the (n+1)
th

 distribution key; and 

the writing an n
th

 information set to the blockchain specifically comprises: 

encrypting the (n+1)
th

 distribution key according to an (n+1)
th

 public key, to generate 

(n+1)
th

 distribution key encryption data, wherein the (n+1)
th

 public key is a distribution public 

key of an (n+1)
th

 distributor; 

unidirectionally generating an (n+1)
th

 distribution key query identifier according to the 

(n+1)
th

 public key; and 

writing an n
th

 information set to the blockchain, wherein the n
th

 information set 

comprises the (n+1)
th

 distribution key query identifier, the n
th

 distribution information query 

identifier, the (n+1)
th

 distribution key encryption data, and the n
th

 distribution information 

encryption data. 

11. The method according to claim 10, wherein the encrypting the (n+1)
th

 distribution 

key according to an (n+1)
th

 public key, to generate (n+1)
th

 distribution key encryption data 

specifically comprises: 

encrypting a combination of a plain code of the product and the (n+1)
th

 distribution key 

according to the (n+1)
th

 public key, to generate the (n+1)
th

 distribution key encryption data. 
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12. The method according to claim 10, wherein the writing an n
th

 information set to the 

blockchain specifically comprises: 

signing the n
th

 information set according to the n
th

 private key; and 

writing the signed n
th

 information set to the blockchain. 

13. The method according to claim 7, wherein before the decrypting the n
th

 distribution 

key encryption data according to an n
th

 private key, the method further comprises: 

performing signature verification on a signed production information set according to a 

production public key; or 

performing signature verification on a signed n
th

 information set according to the n
th

 

public key. 

14. A blockchain-based method for decrypting product information, wherein the method 

is applied to a buyer, and comprises: 

unidirectionally generating a production encryption key according to a unique secret 

code of a product; 

generating a production information query identifier according to the production 

encryption key; 

reading production information encryption data of the product from a blockchain 

according to the production information query identifier; and 

decrypting the production information encryption data according to the production 

encryption key, to obtain production information. 

15. The method according to claim 14, wherein the method further comprises: 

unidirectionally generating a first distribution key according to the production encryption 

key, unidirectionally generating an n
th

 encryption key according to an n
th

 distribution key, and 

unidirectionally generating an (n+1)
th

 distribution key according to the n
th

 encryption key; 

reading n
th

 distribution information encryption data of the product from the blockchain 

according to an n
th

 distribution information query identifier; and 

decrypting the n
th

 distribution information encryption data according to the n
th

 

encryption key, to obtain n
th

 distribution information, wherein 

n is a natural number greater than 0. 

16. The method according to claim 14, wherein the unidirectionally generating a 

production encryption key according to a unique secret code of a product specifically 

comprises: 

unidirectionally generating a random number query identifier according to the unique 
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secret code of the product; 

obtaining a production random number corresponding to the random number query 

identifier from a trusted repository; and 

unidirectionally generating the production encryption key according to a combination of 

the unique secret code and the production random number. 

17. The method according to claim 15, wherein the unidirectionally generating an n
th

 

encryption key according to the n
th

 distribution key specifically comprises: 

obtaining an n
th

 random number corresponding to an n
th

 random number query identifier 

from a trusted repository; and 

unidirectionally generating the n
th

 encryption key according to a combination of the n
th

 

distribution key and the n
th

 random number, wherein 

n is a natural number greater than 0. 

18. The method according to claim 17, wherein the reading production information 

encryption data of the product from a blockchain specifically comprises: 

unidirectionally generating the production encryption key according to a combination of 

the unique secret code and the production random number, unidirectionally generating the 

first distribution key, and unidirectionally generating the production information query 

identifier; and 

reading the production information encryption data in a production information set from 

the blockchain according to the production information query identifier; and 

the reading n
th

 distribution information encryption data of the product from the 

blockchain specifically comprises: 

unidirectionally generating the n
th

 encryption key according to a combination of the n
th

 

distribution key and the n
th

 random number, unidirectionally generating the (n+1)
th

 

distribution key, and unidirectionally generating the n
th

 distribution information query 

identifier; and 

reading the n
th

 distribution information encryption data in an n
th

 information set from the 

blockchain according to the n
th

 distribution information query identifier. 

19. A blockchain-based apparatus for encrypting product information, wherein the 

apparatus is applied to a producer, and comprises: a key generation unit, a data generation 

unit, an identifier generation unit, and a data writing unit, wherein 

the key generation unit is configured to unidirectionally generate a production encryption 

key according to a unique secret code of a product; 
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the data generation unit is configured to encrypt production information of the product 

according to the production encryption key, to generate production information encryption 

data; 

the identifier generation unit is configured to generate a production information query 

identifier according to the production encryption key; and 

the data writing unit is configured to write a production information set to a blockchain, 

wherein the production information set comprises the production information query identifier 

and the production information encryption data. 

20. The apparatus according to claim 19, wherein the key generation unit is configured 

to: 

receive a production random number that is generated by the producer when the 

producer produces the product; and 

unidirectionally generate the production encryption key according to a combination of 

the unique secret code and the production random number. 

21. The apparatus according to claim 20, wherein 

the data generation unit is configured to unidirectionally generate a random number 

query identifier according to the unique secret code; and 

the data writing unit is configured to: 

create a unique identifier for the product in a trusted repository; and 

send the random number query identifier and the production random number to the 

trusted repository, wherein the random number query identifier and the production random 

number are associated with the unique identifier. 

22. The apparatus according to claim 19, wherein the identifier generation unit is 

configured to: 

unidirectionally generate a first distribution key according to the production encryption 

key, and unidirectionally generate the production information query identifier according to the 

first distribution key; 

the data generation unit is configured to: 

encrypt the first distribution key according to a first public key, to generate first 

distribution key encryption data, wherein the first public key is a distribution public key of a 

first distributor; 

unidirectionally generate a first distribution key query identifier according to the first 

public key; and 
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the data writing unit is configured to: 

write a production information set to the blockchain, wherein the production information 

set comprises the first distribution key query identifier, the production information query 

identifier, the first distribution key encryption data, and the production information encryption 

data. 

23. The apparatus according to claim 22, wherein the data generation unit is configured 

to: 

encrypt a combination of a plain code of the product and the first distribution key 

according to the first public key, to generate the first distribution key encryption data. 

24. The apparatus according to claim 22, wherein the data writing unit is configured to: 

sign the production information set according to a production private key, wherein the 

production private key is a private key generated by the producer when the producer produces 

the product; and 

write the signed production information set to the blockchain. 

25. A blockchain-based apparatus for encrypting product information, wherein the 

apparatus is applied to a distributor, and comprises: an identifier generation unit, a data 

reading unit, a data decryption unit, a key generation unit, a data encryption unit, and a data 

writing unit, wherein 

the identifier generation unit is configured to unidirectionally generate an n
th

 distribution 

key query identifier according to an n
th

 public key; 

the data reading unit is configured to read n
th

 distribution key encryption data from a 

blockchain according to the n
th

 distribution key query identifier; 

the data decryption unit is configured to decrypt the n
th

 distribution key encryption data 

according to an n
th

 private key, to obtain an n
th

 distribution key; 

the key generation unit is configured to unidirectionally generate an n
th

 encryption key 

according to the n
th

 distribution key; 

the data encryption unit is configured to encrypt n
th

 distribution information according to 

the n
th

 encryption key, to generate n
th

 distribution information encryption data; 

the identifier generation unit is configured to generate an n
th

 distribution information 

query identifier according to the n
th

 encryption key; and 

the data writing unit is configured to write an n
th

 information set to the blockchain, 

wherein the n
th

 information set comprises the n
th

 distribution information query identifier and 

the n
th

 distribution information encryption data, wherein 
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n is a natural number greater than 0. 

26. The apparatus according to claim 25, wherein the key generation unit is configured 

to: 

receive an n
th

 random number that is generated by an n
th

 distributor when the n
th

 

distributor receives a product; and 

unidirectionally generate the n
th

 encryption key according to a combination of the n
th

 

distribution key and the n
th

 random number. 

27. The apparatus according to claim 26, wherein the data writing unit is configured to: 

send the n
th

 random number to a trusted repository, wherein the n
th

 random number is 

associated with a unique identifier of the product. 

28. The apparatus according to claim 27, wherein the identifier generation unit is 

configured to: 

unidirectionally generate an (n+1)
th

 distribution key according to the n
th

 encryption key, 

and unidirectionally generate the n
th

 distribution information query identifier according to the 

(n+1)
th

 distribution key; and 

the key generation unit is configured to encrypt the (n+1)
th

 distribution key according to 

an (n+1)
th

 public key, to generate (n+1)
th

 distribution key encryption data, wherein the (n+1)
th

 

public key is a distribution public key of an (n+1)
th

 distributor; 

the identifier generation unit is configured to unidirectionally generate an (n+1)
th

 

distribution key query identifier according to the (n+1)
th

 public key; and 

the data writing unit is configured to write an n
th

 information set to the blockchain, 

wherein the n
th

 information set comprises the (n+1)
th

 distribution key query identifier, the n
th

 

distribution information query identifier, the (n+1)
th

 distribution key encryption data, and the 

n
th

 distribution information encryption data. 

29. The apparatus according to claim 28, wherein the data encryption unit is configured 

to: 

encrypt a combination of a plain code of the product and the (n+1)
th

 distribution key 

according to the (n+1)
th

 public key, to generate the (n+1)
th

 distribution key encryption data. 

30. The apparatus according to claim 28, wherein the data writing unit is configured to: 

sign the n
th

 information set according to the n
th

 private key; and 

write the signed n
th

 information set to the blockchain. 

31. The apparatus according to claim 25, wherein before decrypting the n
th

 distribution 

key encryption data according to the n
th

 private key, the data decryption unit is configured to: 
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perform signature verification on a signed production information set according to a 

production public key; or 

perform signature verification on a signed n
th

 information set according to the n
th

 public 

key. 

32. A blockchain-based apparatus for decrypting product information, wherein the 

apparatus is applied to a buyer, and comprises: a key generation unit, an identifier generation 

unit, a data reading unit, and a data decryption unit, wherein 

the key generation unit is configured to unidirectionally generate a production encryption 

key according to a unique secret code of a product; 

the identifier generation unit is configured to generate a production information query 

identifier according to the production encryption key; 

the data reading unit is configured to read production information encryption data of the 

product from a blockchain according to the production information query identifier; and 

the data decryption unit is configured to decrypt the production information encryption 

data according to the production encryption key, to obtain production information. 

33. The apparatus according to claim 32, wherein 

the key generation unit is configured to unidirectionally generate a first distribution key 

according to the production encryption key, unidirectionally generate an n
th

 encryption key 

according to an n
th

 distribution key, and unidirectionally generate an (n+1)
th

 distribution key 

according to the n
th

 encryption key; 

the data reading unit is configured to read n
th

 distribution information encryption data of 

the product from the blockchain according to an n
th

 distribution information query identifier; 

and 

the data decryption unit is configured to decrypt the n
th

 distribution information 

encryption data according to the n
th

 encryption key, to obtain n
th

 distribution information, 

wherein 

n is a natural number greater than 0. 

34. The apparatus according to claim 32, wherein 

the key generation unit is configured to unidirectionally generate a random number query 

identifier according to the unique secret code of the product; 

the data reading unit is configured to obtain a production random number corresponding 

to the random number query identifier from a trusted repository; and 

the key generation unit is configured to unidirectionally generate the production 
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encryption key according to a combination of the unique secret code and the production 

random number. 

35. The apparatus according to claim 33, wherein 

the data reading unit is configured to obtain an n
th

 random number corresponding to an 

n
th

 random number query identifier from a trusted repository; and 

the key generation unit is configured to unidirectionally generate the n
th

 encryption key 

according to a combination of the n
th

 distribution key and the n
th

 random number, wherein 

n is a natural number greater than 0. 

36. The apparatus according to claim 35, wherein 

the key generation unit is configured to unidirectionally generate the production 

encryption key according to a combination of the unique secret code and the production 

random number, unidirectionally generate the first distribution key, and unidirectionally 

generate the production information query identifier; 

the data reading unit is configured to read the production information encryption data in 

a production information set from the blockchain according to the production information 

query identifier; 

the key generation unit is configured to unidirectionally generate the n
th

 encryption key 

according to a combination of the n
th

 distribution key and the n
th

 random number, 

unidirectionally generate the (n+1)
th

 distribution key, and unidirectionally generate the n
th

 

distribution information query identifier; and 

the data reading unit is configured to read the n
th

 distribution information encryption 

data in an n
th

 information set from the blockchain according to the n
th

 distribution information 

query identifier. 

37. An electronic device, comprising: 

a processor; and 

a memory configured to store a computer executable instruction, wherein when 

executed, the executable instruction enables the processor to perform the following 

operations: 

unidirectionally generating a production encryption key according to a unique secret 

code of a product; 

encrypting production information of the product according to the production encryption 

key, to generate production information encryption data; 

generating a production information query identifier according to the production 
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encryption key; 

writing a production information set to a blockchain, wherein the production information 

set comprises the production information query identifier and the production information 

encryption data. 

38. An electronic device, comprising: 

a processor; and 

a memory configured to store a computer executable instruction, wherein when 

executed, the executable instruction enables the processor to perform the following 

operations: 

unidirectionally generating an n
th

 distribution key query identifier according to an n
th

 

public key; 

reading n
th

 receiving key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypting the n
th

 distribution key encryption data according to an n
th

 private key, to 

obtain an n
th

 distribution key; 

unidirectionally generating an n
th

 encryption key according to the n
th

 distribution key; 

encrypting n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generating an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 

writing an n
th

 information set to the blockchain, wherein the n
th

 information set 

comprises the n
th

 distribution information query identifier and the n
th

 distribution information 

encryption data, wherein 

n is a natural number greater than 0. 

39. An electronic device, comprising: 

a processor; and 

a memory configured to store a computer executable instruction, wherein when 

executed, the executable instruction enables the processor to perform the following 

operations: 

unidirectionally generating a production encryption key according to a unique secret 

code of a product; 

generating a production information query identifier according to the production 

encryption key; 
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reading production information encryption data of the product from a blockchain 

according to the production information query identifier; and 

decrypting the production information encryption data according to the production 

encryption key, to obtain production information. 

40. A computer readable storage medium, wherein the computer readable storage 

medium stores one or more programs, and when the one or more programs are executed by an 

electronic device comprising a plurality of application programs, the electronic device is 

enabled to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret 

code of a product; 

encrypting production information of the product according to the production encryption 

key, to generate production information encryption data; 

generating a production information query identifier according to the production 

encryption key; 

writing a production information set to a blockchain, wherein the production information 

set comprises the production information query identifier and the production information 

encryption data. 

41. A computer readable storage medium, wherein the computer readable storage 

medium stores one or more programs, and when the one or more programs are executed by an 

electronic device comprising a plurality of application programs, the electronic device is 

enabled to perform the following operations: 

unidirectionally generating an n
th

 distribution key query identifier according to an n
th

 

public key; 

reading n
th

 receiving key encryption data from a blockchain according to the n
th

 

distribution key query identifier; 

decrypting the n
th

 distribution key encryption data according to an n
th

 private key, to 

obtain an n
th

 distribution key; 

unidirectionally generating an n
th

 encryption key according to the n
th

 distribution key; 

encrypting n
th

 distribution information according to the n
th

 encryption key, to generate n
th

 

distribution information encryption data; 

generating an n
th

 distribution information query identifier according to the n
th

 encryption 

key; and 

writing an n
th

 information set to the blockchain, wherein the n
th

 information set 
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comprises the n
th

 distribution information query identifier and the n
th

 distribution information 

encryption data, wherein 

n is a natural number greater than 0. 

42. A computer readable storage medium, wherein the computer readable storage 

medium stores one or more programs, and when the one or more programs are executed by an 

electronic device comprising a plurality of application programs, the electronic device is 

enabled to perform the following operations: 

unidirectionally generating a production encryption key according to a unique secret 

code of a product; 

generating a production information query identifier according to the production 

encryption key; 

reading production information encryption data of the product from a blockchain 

according to the production information query identifier; and 

decrypting the production information encryption data according to the production 

encryption key, to obtain production information. 


