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BACKGROUND
Field
(0002} This application relates generally to wireless communication and more

specifically, but not exclusively, to improving communication performance.

Introduction

[0003] Wireless communication systems are widely deployed to provide various
types of communication (e.g., voice, data, multimedia services, etc.) to multiple users.
As the demand for high-rate and multimedia data services rapidly grows, there lies a
challenge to implement efficient and robust communication systems with enhanced
performance.

[0004] To supplement conventional mobile phone network base stations, small-
coverage base stations may be deployed (e.g., installed in a user's home). In some
aspects, these base stations may provide more robust indoor wireless coverage to mobile
units. Such small-coverage base stations are generally known as access point base

stations, Home NodeBs, or femto ceils. Typically, such smali-coverage base stations
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SUMMARY
[0006] A summary of sample aspects of the disclosure follows. It should be
understood that any reference to the term aspects herein may refer to one or more
aspects of the disclosure.
[0007] The disclosure relates in some aspect to provisioning communication nodes
and providing access management for wireless communication. For example,
identifiers may be assigned to sets of nodes where the identifiers may be used to control
access to restricted access points that provide certain services only to defined sets of
access terminals., Here, a restricted access point may, for example, provide certain
services (e.g., different billing, additional services, different quality of service) for the
access terminals of one or more preferred users but not for other users.
[0008] In some aspects provisioning a node may involve providing a unique
identifier for a set of one or more nodes. For example, a unique identifier may be
assigned to one or more restricted access points. Similarly, a unique identifier may be
assigned to a set of access terminals that are authorized to receive service from one or
more restricted access points. In some aspects a temporary identifier may be assigned to
an access terminal whereby access to the node may involve mapping the temporary

identifier to a permanent identifier for the access terminal.
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termnal. %referred roaming list that the node may use to obtain another preferred roaming list for
accessing restricted access points. In some aspects, a node may be provisioned with a

preferred roaming list through the use of a bootstrap beacon.

BRIEF DESCRIPTION OF THE DRAWINGS
[0011] These and other sample aspects of the disclosure will be described in the
detailed description and the appended claims that follow, and in the accompanying
drawings, wherein:
[0012] FIG. 1 is a simplified block diagram of several sample aspects of a
communication system;
[0013] FIG. 2 is a flowchart of several sample aspects of operations that may be
employed to provision network nodes and provide access control;
[0014] FIG. 3 is a simplified diagram of several sample network node components,
[0015] FIG. 4 is a flowchart of several sample aspects of operations that may be
employed to provision an access point;
[0016] FIG. 5 is a flowchart of several sample aspects of operations that may be
employed to provision an access terminal;
[0017] FIG. 6 is a flowchart of several sample aspects of operations that may be
employed to provision an access terminal;
[0018] FIG. 7 is a flowchart of several sample aspects of operations that may be

employed to provide access control;
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employed to provide access control;
[0022] FIG. 11 is a flowchart of several sample aspects of operations that may be
employed to provide access control;
[0023] F1G. 12 is a flowchart of several sample aspects of operations that may be
employed to provision an access terminal;
[0024] FIG. 13 is a flowchart of several sample aspects of operations that may be
employed to provide access control;
[0025] FIG. 14 is a simplified diagram of a wireless communication system;
[0026] FIG. 15 is a simplified diagram of a wireless communication system
including femto nodes;
[0027] FIG. 16 is a simplified diagram illustrating coverage areas for wireless
communication;
|0028] FIG. 17 is a simplified block diagram of several sample aspects of
communication components; and
[0029] FIGS. 18 - 28 are simplified block diagrams of several sample aspects of
apparatuses configured to provide provisioning and/or access management as taught
herein,
[0030] In accordance with common practice the various features illustrated in the
drawings may not be drawn to scale. Accordingly, the dimensions of the various
features may be arbitrarily expanded or reduced for clarity. In addition, some of the
drawings may be simplified for clarity. Thus, the drawings may not depict all of the

components of a given apparatus (e.g., device) or method. Finally, like reference

numerals may be used to denote like features throughout the specification and figures.
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[0031] Various aspects of the disclosure are described below. [t should be apparent
that the teachings herein may be embodied in a wide variety of forms and that any
specific structure, function, or both being disclosed herein is merely representative.
Based on the teachings herein one skilled in the art should appreciate that an aspect
disclosed herein may be implemented independently of any other aspects and that two
or more of these aspects may be combined in various ways. For example, an apparatus
may be implemented or a method may be practiced using any number of the aspects set
forth herein. In addition, such an apparatus may be implemented or such a method may
be practiced using other structure, functionality, or structure and functionality in
addition to or other than one or more of the aspects set forth herein. Furthermore, an
aspect may comprise at least one element of a claim,

[0032]  FIG. I illustrates several nodes in a sample communication system 100 (e.g.,
a portion of a communication network). For illustration purposes, various aspects of the
disclosure will be described in the context of one or more network nodes, access points,
and access terminals that communicate with one another. Tt should be appreciated,
however, that the teachings herein may be applicable to other types of apparatuses or
other smmilar apparatuses that are referenced using other terminology.

[0033] Access points 102 and 104 in the system 100 provide one or more services
(e.g., network connectivity) for one or more wireless terminals (e.g., access terminal
106 and/or 108) that may be installed within or that may roam throughout an associated
geographical area. In addition, the access points 102 and 104 may communicate with
one or more network nodes 110 to facilitate wide area network connectivity. Such a
network node may take various forms. For example, a network node may comprise a
mobility manager or some other suitable network entity (e.g., a core network entity).
[0034] The access points 102 and 104 may be restricted in some aspects whereby
each access point provides certain services to certain access terminals (e.g., access

terminals 106 and 108) but not to other access terminals (e.g., a macro access terminal,
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not shown). For example, the access points 102 and 104 may be restricted to not
provide to the other access terminals at least one of: registration, signaling, voice call,
data access, or any other cellular service. Restricted access points may be deployed in
an ad-hoc manner. For example, a given homeowner may install and configure his/her
own restricted access point.

[0035] FIG. 2 provides an overview of several operations may be performed to
facilitate deployment of restricted access points and the access terminals that are
authorized to use these access points. In some aspects, these operations may be
employed to enable a restricted access node to determine its identity, determine the
identity of access terminals that are allowed to access (e.g., connect to) the restricted
access point, and confirm the identity of an access terminal (e.g., an access terminal that
is attempting to access the restricted access point). In some aspects, these operations
may be employed to enable an access terminal to determine its identity, determine the
identity of a restricted access point that the access terminal is allowed to access,
translate temporary identity of the access terminal to permanent identity of the same,
and confirm the identity of an access point (e.g., a restricted access point that the access
terminal is attempting to access).

[0036] For convenience, the operations of FIG. 2 (or any other operations discussed
or taught herein) may be described as being performed by specific components (e.g.,
components of the system 100 and/or components of a system 300 as shown in FIG. 3).
It should be appreciated, however, that these operations may be performed by other
types of components and may be performed using a different number of components. It
also should be appreciated that one or more of the operations described herein may not
be employed in a given implementation.

[0037] FIG. 3 illustrates several sample components that may be incorporated into
the network node 110 (e.g., a mobility manager, mobile switching center, or serving
GPRS support node), the access point 102, and the access terminal 106 in accordance

with the teachings herein. It should be appreciated that the components illustrated for a
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system given one of these nodes also may be incorporated into other nodes in a communication
system. For example, the access terminal 108 may include components similar to those
described for access terminal 106 and the access point 104 may include components
similar to those described for access point 102.
[0038] The network node 110, the access point 102, and the access terminal 106
include transceivers 302, 304, and 306, respectively, for communicating with each other
and with other nodes. The transceiver 302 includes a transmitter 308 for sending
signals (e.g., messages) and a recetver 310 for receiving signals. The transceiver 304
includes a transmitter 312 for transmitting signals and a receiver 314 for receiving
signals. The transceiver 306 includes a transmitter 316 for transmitting signals and a
receiver 318 for receiving signals.
[0039] The network node 110, the access point 102, and the access terminal 106
also include various other components that may be used in conjunction with
provisioning nodes and access management as taught herein. For example, the network
node 110, the access point 102, and the access terminal 106 may include communication
controllers 320, 322, and 324, respectively, for managing communications with other
nodes (e.g., sending and receiving messages/indications) and for providing other related
functionality as taught herein. The network node 110, the access point 102, and the
access terminal 106 may include provisioning controllers 326, 328, and 330,
respectively, for provisioning a node and for providing other related functionality as
taught herein. The network node 110, the access point 102, and the access terminal 106
may include access controllers 332, 334, and 336, respectively, for providing access
management and for providing other related functionality as taught herein. For
purposes of illustration, all of the nodes are depicted in FIG. 3 as having functionality
relating to provisioning and access control. In some implementations, however, one or
more of these components may not be employed at a given node. The discussion that

follows describes several different schemes (e.g., in conjunction with different figures)

for provisioning network nodes and providing access control. For convenience, in these



i ncluding femo nodes; [0027]FIG 16 is a sinplified diagram
Il lustrating coverage areas for wireless communication; [0028]FI G 17

Is a Si”pkbﬂkﬁﬂm2k§§k di agram of several sanple aSpeCtiﬁgﬁFFPQGWSPock

comuni catl o conponents; and [0029]FIGS. 18 -28 are s

di agranms of several sanple aspects of apparatuses configured to
provi de provisioning and/ or access nmanagenent as taught herein

[ 0030] I n accordance with conmon practice the various features
illustrated in the drawi ngs may not be drawn to scal e. Accordingly,

the di mensi 8HEret sehmes, g nogsork agdal s thegoasepeirbli 0y enditheacssys erader or
o T o Bt Y S RO BLeloh S ST, TR T, e
comonent s oy SR ARRRLAL % 6y SERBRAE PP 1 o
throughout L8& SIRGRy FrRidnOR SRNCT A IMNERIE, or a AAA, etc.). It should be
appreciated, however, that in a given implementation, the network node 110, the access
point 102, and the access terminal 106 may be configured in a specific manner.
[0040] Referring again to FIG. 2, as represented by block 202, cach access terminal
{e.g., access terminal 106) in a system may be provisioned to enable communication
with one or more access points (e.g., access point 102). In the example of FIG. 3, these
operations may be performed, for example, by operation of the provisioning controllers
326 and 330.
[0041] In some aspects, an operator may assign a unique identifier to the access
terminal 106. In some implementations this identifier comprises a network access
identifier (“NAI”) or mobile station integrated services digital network (“MS ISDN”)
number. Alternatively, the subscriber identity such as International Mobile Subscriber
Identity (IMSI) can also be derived from a subscriber identity module such as SIM,
USIM, or VSIM present in the access terrminal. In some cases this identifier is
guaranteed to be unique within an operator domain {(e.g., the entire network provided by
a cellular operator). In some implementations, such an identifier may be part of the
session information for the access terminal 106. For example, the identifier may be sent
to the network node 110 (e.g., a session reference network controller, SRNC) by the
access terminal 106 when the access terminal 106 creates a session or the identifier may
be pushed to the network node 110 from an authentication, authorization, and
accounting (“AAA”) entity once a session is created. In some implementations, the
identifier is accessibie to a user so that the user may, for example, configure his or her
restricted access point(s) to provide service to one or more access terminals. In some
implementations an access terminal may be assigned a temporary identifier. For

example, the network may assign permanent and temporary identifiers for the access
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access point. In some implementations the access terminal 106 may automatically
enable access to an access point. In some implementations the access terminal 106 may
determine, based on configuration information at the access terminal 106, whether to
automatically enable access or require a user prompt to enable access. In some
implementations a user may elect to access or elect to not access one or more access
terminals. In this case, a list of the allowed and/or rejected access terminal(s) may be
maintained at the access terminal 106. In this way, the access terminal 106 may avoid
(e.g., automatically prevent) attempting to access an access point on the list.
[0044] As represented by block 204, each restricted access point (¢.g., access point
102) in a system may be provisioned to enable communication with one or more access
terminals (e.g., access terminal 106). In the example of FIG. 3, these operations may be
performed, for example, by operation of the provisioning controtlers 326 and 328.
[0045] For example, a unique identifier may be assigned to the access point 102 or

to a set of access points {e.g., access points 102 and 104). This unique identifier is

different than a unique device identifier that may be assigned to identify individual
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access terminal identifiers in a local access list at the access point 102,
[0047] In some implementations the access control list for a given restricted access
point may be managed at that restricted access point, For example, as discussed below
in conjunction with FIG. 13, a user may configure his or her access point using an
access terminal (e.g., a cell phone) or using a password protected webpage hosted at the
restricted access point.
[0048] Alternatively, in some implementations an access control list for each
restricted access point in a network is managed at the network (e.g., the core network).
For example, as discussed below in conjunction with FIG. 4, an access control list may
be managed at a web page hosted by the network operator. Managing the access control
list at the network may provide one or more advantages in some contexts. In some
aspects this approach may allow for more flexibility in policy. For example, the
operator may limit access to restricted access points if desired and the operator may

check records (e.g., for access terminals) in the same billing plan. In addition, the
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managenent an or providing other re unc nal Ity as taught
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in FIG 3 as having functionality relating to provisioning and access
control. | nie®mey invplve fentaiiph)sompaiMg\e@ridentifier REociibédew @i tht Be%es point
conponents may not be enployed at a given node. The discussion that
fol |l ows desdfi b asmvted &kt 338 of euthorized etress®irte(egy., the whitdisj)wmediteioed by
with different figures) for provisioning network nodes and providi ng
access cont fhsaccaspieryal Higi dhdhe expmple ﬁﬁg{G 3, these and other access-related

operations may be performed, for example, by operation of the access controller 336.
[0051] As represented by block 208, the access point 102 and/or one or more
network nodes (e.g., the network node 110) may determine whether to allow the access
terminal 106 to access the access point 102. This access control operation may involve,
for example, confirming the identity of the access terminal 106 and comparing an
identifier of the access terminal 106 with a list of authorized access terminals
maintained by the access point 102 {e.g., a local access list 340) and/or maintained by
the network node 110 (e.g., a network database access list 342). In the example of FIG.
3, these and other access-related operations may be performed, for example, by

operation of the access controller 334 and/or the access controller 332.



8 different schenes, the network node 110, the access point 102, and
the access termnal 106 may be referred to as having different

functionak%éymﬁﬂg?gpy be referred to as being represen%g&hﬁgmgﬁmr”
e

different types of nodes (e.g., in different inplenentations

network node 110 may represent an SRNC, 1r an MVE, or a AAA etc.).
It should be appreciated, however, that in a given inplenentation,
the network node 110, the access point 102, and the access term nal
106 may be configured in specific, manner. [0040] Referring again to
FIG 2, as E@é@leser‘(t’lélathwﬁ%\led&'ﬁwman npadpdditiond Sletads ralqiiag (q arogisioning
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Al t er nat i vepyeratigie willbe despiblad widerstarenge dubh cespanenie oABLG. dndt shhblditee
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termnal. | es_this.identifier | uar ant eed to be uni que
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cel lul ar opgiafci)accds®p@RRe 8RNt ati ons, such an identifier may
be part of the session information for the access term nal 106. For

exanpl e, thgosaent iAsiresredtaied B9 bERRU0L,0hd NewHRINGBE K1 (NRE@nslakdéRifly . @
session reference network controller, SRNC) by the access term nal
106 when t hé&.accessucideniifinglfoBéraneatiasceas p@sts ilonoros castusathisddmtifiéi ier
may be pushed to the network node 110 from an authentication,
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created. In sqﬁg ing!egg ations, the igentifier .S .accessiple to a
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and tenporary identifiers for 'the access
identifier comprises a network identifier (e.g., a femto network identifier, “FNID”). In
some mplementations the identifier may comprise a closed subscriber group identifier
(*CSG ID”). As mentioned above, a set of restricted access points (e.g., associated with
the same administrative domain) may share a common identifier {e.g., a CSG ID). In
some implementations a set of FNIDs may be associated with a common CSG. For
example, a CSG may be assigned to an enterprise and different FNIDs may be assigned
to different access points throughout the enterprise (e.g., in different buildings). In
some implementations additional identifiers that may be user-readable (e.g., text-based)
can also be used.
[0056] The unique identifier may be provisioned in various ways. For example, in
some cases an identifier is chosen and configured when a user activates a restricted

access point. Here, the identifier may be configured by an operator, at the point of

purchase, or in some other manner.



termnal 106 and nmaintain those identifiers in the network. In
addition, the network may send the tenporary identifier to the access

term nal 1P8.58,0iddgd the access termnal 106 may use t%}ﬁtﬁgsg{%&y%sﬁg

when it accesses an access point. [0042] The access ter

may be provisioned with the identity of 18ach access point (e.g.,
access point 102) that the access termnal 106 is allowed to access.
As described in nore detail below, this may involve, for exanple,
sendi ng acc he. access termnal 106 (
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aut omat i cal I%egggclggﬁete%g%eiss or require a user pronpt to enable
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access. In § enentations a user may elect to access or el ect
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the all owed and/or rejected access term nal ( may be” mal ntal ne

the access terbhitad44108., adddssitie By Woympmithiea pEGRSS shRE BtHanbuithDe JeRYe).
avoid (e.g., automatically prevent) attenpting to access an access
poi nt on t hén thisvay, ieetikeAs: useprfakerrcesd pbint blhmky 204ss teaetbsite st addct ed
access point (e.g., access point 102) in a system my be provisi oned
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access termnal 106). In.t exanpl e of 3, these operations ma
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be assigned e access point
various naming conventions (e.g., user-readable identifiers such as “Joe’s phone” and

the like) may be associated with a unique access terminal identifier (e.g., NAI or MS
ISDN) and one or more of these identifiers may be displayed on the webpage after they
are added to the webpage.

[0059] As represented by block 406, in some implementations the access list is
hosted by the network operator. For example, an operator may maintain a server for the
access list website. In this way, the operator may approve any modifications to the
access list (e.g., deny entries for access terminals from other operators).

[0060] As represented by block 408, access list information may then be sent to
each access point or other network nodes that perform access control associated with a
given access list. For example, the server may “push” the access list information to the
access point 102 or the access point 102 may “pull” the access list information from the
server. As an example of a “push” model, the access list may be sent from the operator

website to a configuration server that then sends the access list to the access point 102.



to a set of access points (e.g., access points 102 and 104). This
unique identifier is different than a unique device identifier that
may be assi , identify individual 10 access term i

system Ay(,é%@g/ﬁs 8esd in nore detail below, such an idrerh??@ﬁzedpé}?r’gys
conprises, for exanple, a special type o4 network identifier ("NID")
or subnet identifier or an identifier assigned to a group of access
termnals that have the sane restricted association properties (e.g.,
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to the requeskisngimdoRsampas i the pperdiODdbd diec.gc sasap patgwmiIPSEO2 al so
may be provisioned with one or nore identifiers associated with each
access t er nienakctioa).gThusaindkseventethariergss mods) 02 Begs “PHling™ foneperiod chbimes s
t he access Point 102. As described in nore detail bel ow,_ this may
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dat abase managed by a network and/ or by storing access term nal
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i denti fiers ™A% HELPEEE Y™t the access point 102. [0047]1n
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access poi y be ‘manage restricted access poin

exanpl e, asdiaseddpeift 10RliowlibVedCTMliteddn@F mifiritainink Ghe akdess AstUTRIs MAY
configure his or her access point using an access termnal (e.g., a

cel | phone) aggroachingy propdsswmocdproteiit etnuseagendeabt adestlist ey be
restricted access point. [0048] Alternatively, in sone inplenmentations
an access cbpdates] evenr wher the aeggetpoint 102 is off-line. In addition, such an approach may

simplify managing an access list that is associated with more than one access point. For
example, a single access list may be defined for a set of access points (e.g., associated
with a given CSG). In this case, the access points may acquire the access list from a
single source rather than having to coordinate with one another to manage (e.g., update)
the access list across all of the access points.

{0062] The use of a centralized access list may also facilitate the use of temporary
identifiers. For example, the access point 102 may use a given identifier for the
duration that a given IPSec tunnel is established. When a new IPSec tunnel is
established, the access list may be configured with a different set of identifiers. Here,
the new set of identifiers may or may not identify the same access terminals as the prior
version of the access list.

[0063] As represented by block 410, the access point 102 broadcasts its identifier
(e.g., FNID or CSG ID) over-the-air, In this way, any access terminals that enter the
coverage arca of the access point 102 may identify the access point 102 and determine

whether they are allowed to access the access point 102.



restricted access point in a network is managed at the network (e.g.,
the core network). For exanple, as discussed bel ow in conjunction
with FIG , ss control |ist nay be managed at
host ed by v?%é@oﬁlg%%m&?k operat or. Managi ng the access Cog'g‘rfﬁ,{gzq(ﬂ%g‘?nast
the network may provide one or nore advaptages in sone contexts. In
sone aspects this approach may allow for nore flexibility in policy.
For exanple, the operator may |imt access to restricted access
points if desired and the operator mag check records (e.q., for
access termt4rk) iBeferee samio BO- Piapg O preusial apsragiges thetgrpy terfaaployed to
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poi nt i s pr &stiisfoonaiehn P an peppssedvanali(se, 4 push awdplynbathisganmpleiiels assumed
over-the-air. For, exanple, the access point 102 may broadcast its
identifier H@tpapigueidentifier bachesp apsigngdia t8s accesytemyng §¢rg. oy Higussed
sui t abl e manpner., [0050] As represented by bl ock 206, once an access
term nal isagpf%isioned, the access termnal may nonitor for signals
(e.g., pilo COMny S I t, acc j .
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access termnal 106 is allowed to access the access point 102), the

access ter monatr dfdGie payoreaguss bolacaegysdt @ ght bccastiessngd oo ik ad@ds listhe
identification of an accessible access point by the access termnal
106 may i nveéfspeiatef piithdhargsess podapaerdiseyssahabare m canjunctienswle FEE.¢d wi t h
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one or nore
access point(s) (e.g., an FNID or a CSG ID) as well as any limitation that may be

applicable (e.g., time limits for guest access). Such a message may be sent, for
example, when an identifier of the access terminal 108 is added to an access list
associated with the access point 102. Such a message also may be sent in various ways.
For example, the network may send an SMS message, an application protocol message
(e.g., open mobile alliance device management), a radio link message, a page, or some
other type of message to the access terminal to convey the access point information
(e.g., a query that asks the access terminal 108 whether is wishes to access the access
point 102).

[0068] As represented by block 506, the access terminal 108 may then inform the
user of the access terminal 108 that it is eligible to access the access point(s). For
example, the access terminal 108 may display an indication of the identity of the access

point(s), or provide some other form of indication. Such an indication may comprise,



networ k nodes (e.g., the network node 110) may determ ne whether to
all ow the access termnal 106 to access the access point 102. This
access co ] ation may involve, for exanple, confjrm
identity ﬁé?%%ﬁgg%ess term nal 106 and conparing an i%g?l@#blgse”é’)aglf’
the access termnal 106 with a list of &@thorized access termnals
mai nt ai ned by the access point 102 (e.g., a local access |ist 340)
and/ or mai ntained by the network node 110 (e.g., a network database
access list 342). In the exanple of FIG 3, these and ot her

access- r el afEgxspds-dhs Gratifipagssiaed iy the prcRBPOITE) oranalismate ngipe (e.g.,
operation of the cess.controll er 334 and/ or the. access control] er
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conjunction with a given one of these figures may be enpl oyed in
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reference t eccesspoatispopasad on die usgr@.dedision ttheinsedsderbyenad ppi wey apdatk 4 It
t hese operations ﬁlls_o may .be. ap%I icable to other nodes in a network.
[ 0053] Ref er kgt Whitelish i faipfging peghe accesoraipta It inpiomse (oiscnabledt iorfgeess
provi si onin . restrd cted, acces Qi n re treated. [,0054]As,.
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For exanple, a network entity may nmaintain an identifier database

t hat i s usedcces temgual entetsehaitivagugn ess obin @nyss asiat oribdlistdmnt ittiaetess
terminal may automatically “remember” this access point. In some implementations the
whitelist may be updated only after approval is received from the network operator.
[0070] In some implementations the access terminal 108 may send a message to the
operator indicative of the user's decision. In this way, the operator may elect to modify
the access list for the access point(s), if desired.
[0071] By allowing a user of an access terminal to accept or reject access to an
access point, a user of an access point may be prevented from unilaterally enabling an
access terminal (e.g., a neighbor's access terminal) to access that access point. Thus, the
user of an access terminal may be assured that his or her information is not sent to an
unauthorized access point.
[0072] Moreover, this “push” model does not require the access terminal to be in the
vicinity of an access point to add an access point to its white list. In addition, as the
access terminal may receive the “push” message only when it has been added to an
access list, the possibility of a user selecting the wrong access point (e.g., one that the

access terminal is not allowed to access) may be reduced.



[ 0055] The identifier may take various fornms. In sonme inplenentations
this identifier conprises a network identifier (e.g., a fento network
|dent|f|er In sone inplenentations the ident

conprise a clz@sél)egsgwbscrl ber group identifier ("CSG D %:'rﬁfgsdﬁ%wns
menti oned above, a set of restricted acggss points (e.g., associated
Wi th the sane adm nistrative domain) nmay share a common identifier
(e.g., aCsGID. In sorreirrplerrentationsaset of FNIDs may be

associated with a commp exanpl e, a CSG may be assigned to
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be provisioned in various Ways or exanple, I'n sone cases an

identifier ig7an0sen rafdscarRalibly BcRG0INE Borfe MR In Aflel aMAEEST af access
restricted access point. Here, the i dentifier may be configured by an

oper at or, atertmhel (@i rccaf topmina hEISS initdted ascsOfe nedrbe tccommoéits. ToltBis

[ 0057] As represented by block 404, a |ist of access term nals that
are al | oweden® thrmsesss tarménah ey mghudoz at] Dpui(dgmigs thaf thappewwa{tﬂoetr@it{y e
ot her access points in a defined, set. of access points) is generated.
Thi s access 2[H8¢ ORERP theausibe rqcsweléédé}rfﬁ [RONIGILNS O& MOET Fhappgls for pilots

identifiers_as. .dis ssed rein. uch an identifier may
identify anSllgn&&erouaISi%%gZ arcﬁ?sﬁgf)mfe g., an NAT or I Ml or

IR o el o0 s g e oo
access |i st atmys [sResihywperdsiesed @sﬂaﬁre(s@t & the gdaﬂdp@,ﬂ &ampleOthe a6&85S)
associated wth a given access termnal. [0058]1n sone
i mpl enment at taym$at heS ragcéisgay arsindivayonhed tivaidageylof the detghied drecss poing®), or
provide some other form of indication. Again such an indication may comprise an
identifier assigned to the access point(s), an alternate name, or some other suitable
information,
[0076] As represented by block 606, the user may elect to enable access to one or
more detected access points. For example, the user may control an input device on the
access terminal 108 to select one or more access points that are displayed by the access
terminal 108.
[0077] The access terminal then attempts to access the selected access point, if
desired. As discussed below, in the event the user selected the wrong access point {e.g.,
one the access terminal is not allowed to access), the access point may deny access. The
access point may then relay this information to the access terminal (e.g., to prevent this
from happening again in the future).
[0078] As represented by block 608, in some implementations the access terminal
108 may update a list it maintains of the access points it is allowed to access (c.g., a
whitelist) based on the user's decision. In this way, the access terminal 108 may

“remember” a selected access point such that user input will not be needed for future



a website 344 (e.g., accessible by a conputer, a phone, or sone other
suitable device). In this way, the owner or user of the access point

102 may 9Qﬁ§%ﬁmﬁhﬁ@¥ebs'te to add, delete, or edit accessyksofhRdids
n

entries i e access list. For exanple to enabl e a hone or gues
access termnal (e.g., access termnal 188) to access the access
point 102, a user may add a permanent NAI of the access termnal to
the access |list via a webpage. Here, various nam ng conventions

(e.g., user-readapl e identifiers such as "Joe' s phone" the |ike)
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by bl ock 40fg75n S%eﬁr%héﬂ%%ﬁkk%ﬁ'é ik Q&n@ﬁﬁiﬁél?edtdtﬁﬁséspthl@%ﬁo%gl lfaz(

the network operator. For exahple, an operator may nmintain a ser

for the accessmplogid wehsH]E e abdbsd BiBinWENR té A cBRAMAERL pdmabnm@lvenal
any nodifications to the access list (e.g., deny entries for access

term nal s f baan Eighery-ppewsa). dic exail660YuAs aceps psenied, byorgirgct a408,
access list information may then be sent to each access point or
ot her net woFRNHEHe¥nersaeh e okl or aideedrerpisisd rey al sdweisgtlessamicuniqye
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access point 102. anot her exanpl e e acceéess List nay be sent

fromthe Opﬂ!O&&twmpmtb&bﬁﬁchahé feeds pbdE m(ezt, tﬁemcedwbmamzoﬁh;&c& tN@keson
the access point 102. As an exanple of a "pull" nodel, the access

poi nt 102 nirakpsessy ceriel betrié bgpuvtetlicn theseeesetermmmal K8es suwshdrired Fataessss,
version of the access list. Such a query nay take place, for example,
every tinme PHdnaciagead slgpithe agpessdemmed tiéﬁi f%m%*-e'mdwéalaaoawﬁ@m whlif initial
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access |i st a@tmd (4.5 ARt BINRAE). 11RGudhiEe RC e Hs ﬁ@&@,tan%g&zess terminal (as
opposed to certain designated access terminals) may gain access to the associated set of
access points.
10080] As mentioned above, an access point and/or a network node may control
whether a given access terminal is allowed to access the access point. In some
implementations access control for a given restricted access point may be managed at
that restricted access point. In some implementations access control for a given
restricted access point may be managed at that restricted access point with assistance
from a centralized access control manager (e.g., implemented in a network node).
FIGS. 7 - 11 illustrate several techniques that may be used to control such access.
[0081] Referring initially to FIG. 7, several operations are described relating to a
scenario where an access point controls access to itself. In some aspects, the access
granted by the access point may be conditional. For example, if the access point

determines that access should not be granted to a certain service, the requested access



the access point 102 is relieved of the burden of maintaining the
access list. This approach may provide inproved access |i st

nanagenengwégaﬁgﬁ%gp access list may be updated even MQ%QH%QEW??gssS

point 102 is o Ine. In addition, such an approach may sinp
managi ng an access list that is associatied with nore than one access
poi nt. For exanple, a single access |list may be defined for a set of
access points (e.g., associated with a given CSG. In this case, the
access points y acqujire the access |jst froma single source rather
than havi ngn%aaj%gaa AL € H{Werafféilwewox%ﬁ%@%‘éﬁ@t acprapely
the access list across all.of, the access points. [0 The use of a
cont a1 sed sl S ittt o BRI IP So Erogha Bt By
identifiers ., L&esd MELIAGEEESyALI Nt 102 may use a given
identifier For t he duration t%at a given I PSec tunnel is established.

Wien a new [(RSeE t URB&he h@i@ﬁé@d@ioh:&me@bcegsp»_emﬁﬁ@s&ntfdl %é.%mﬁla%lly

configured with a different set of identifiers. Here, the new set of
i denti fi er s comyol)oaccasaio nbtaliscenei Fyr dhmphaaeaceseamitad may natmptas giihe
prior version of the access |ist. [0063]As represented by block 410,
the access Peschitto ROIVIFE pERYedeston 4 lpenl pefwath 4spasiatqdewigh the ppgess RrintCSaeh D)
over-the-air. In this ,. any access termnals that enter the
coverage ar 84V f&i%mal\@@%é%r FBMRIE: G SR mcﬁleﬁ‘?ﬁef (F-g-418 AECERE P BidRR,
102 and detg%%%g&#gq%%ggﬁ Lhe 89%$@?&J8%ﬁ9 to access the access point

102. 15 [0 et eriing how 5 an&cg; several operations that
may be enpl gyRe] t 0 ArBMLEhRE bYBIRE GBS 5t FIR. M J{%!T;rg?b&inﬂﬁﬁﬁﬁé Reflcesh N

particul ar, these figures descCribe techni ques provi si oni ng an
access ter mdmminaWletd), dobess tefi@itkl 108) 6dmMBReO EstaBBEing eShimugit&bnaGEes S

points that the access termnal is allowed to access.
restricted access point (€.g., access point 102). In conjunction with this operation, the
access terminal 108 may attempt to open a session (or route) to the access point 102. In
addition, the associated session information may be stored at the network (e.g., at
network node 110). To facilitate the access point 102 confirming the identity of the
access terminal 108, in some cases an identifier of the access terminal 108 may be part
of the session information (e.g., included in the context information for the access
point). This identifier may comprise, for example, a permanent identifier (e.g., NAI) as
discussed herein.
[0084] As represented by block 704, the access point 102 may obtain information to
confirm the identity of the access terminal 108. For example, in some cases the access
point 102 may receive an identifier (e.g., a temporary identifier) or other suitable
information directly from the access terminal 108 (e.g., over-the-air). In some cases the
access point 102 may retrieve the above-mentioned session information including the
access terminal identifier (e.g., a temporary or permanent identifier) from the network
(e.g., from the SRNC). Advantageously, in this latter scenario, transmission of the
identifier (e.g., the permanent NAI) over-the-air may be avoided.
[0085] In cases where a temporary identifier is used (¢.g., a temporary NAT), the

access point 102 may cooperate with the network to ensure the validity of the identifier.



[0065]FIG 5 illustrates several operations that may be perfornmed to
"push" access list information to an access termnal (i.e., a push

nodel ). | %6260?’8%%;?' e, it is assuned that a unique i q,gqgfg%@g/??gﬁs

been assi gne access termnal (e.g., as discussé

[ 0066] As represented by bl ock 502, at sa@@0e point in tinme an access
term nal may be designated as being all owed access one or nore access
poi nts. For exanple, the owner of one or nore access points nmay add a

guest access termnpal to the access |jst associated with the access
poi nt (s) as Ay Sei@etl RBKVEPICHCEBHPRHTRE RERsSwPI 18 tsndsithe fommoraias
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i ncl ude an i er assocl ate e access point
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(e.g., time limts for guest access). Such a nessage may be sent, for

exanpl e, whér ppmadenitiedtifer toofutitehcagcihe sscctsaemiingl103.08 i s added to an
access |ist associated with the access point 102. Such a nessage al so
may be sent [(086) ar iAsuspigrepted brdlocs i Appsheaccess@ome d Woedmpresp thegedesan SVS
nmessage, an application ot ocol nessage (e.g.., open nobile alliance
devi ce rrana&éﬁgﬁ’! )n?orglap%"g{ecﬁ"l 5 tRIRPORRT/SR rermaneitdentitisy) vatitae Bferaitien ire
of nmessage t.Q.the ac erm nal onvey 1 c int ..

it or mat +on (158 2eRES B 3e b POl & BRE “Rest L8 SBEFTRL PP G ssrecher
i's wishes topQARCHS TochNRAS BRSRayR BhiidAed to hADRS] AR SRERHE LSSk

bl ock 506, the éccescs tgrm' naldy?%\yS ﬁ%gﬁgﬁ ‘gnﬁrﬁﬁgﬁeg‘fj@r obg twﬁed
access ter miwiilthcl4:Beds hainal 1085(cqd. IMARIBGID, 3R0esSs the access

poi nt(s). For exanple, the access term nal 108 may display an

i ndi cati on §0087he iAdenprcseptedibytbhrek 08 ab8saqeeismb{is )02 wry reovilae oseiet

ot her formaof indication. Such an indication nmay conpri se,
the requested access based on the comparison at block 706. Here, the access point 102
may send a rejection message to the access terminal 108 and/or the access point 102
may redirect the access terminal 108 to a different access point (e.g., by sending a
redirection message that identifies the local macro access point).
[0088] As described below, in some implementations the access terminal 102 may
cooperate with the network to authenticate the access terminal 108. For example, in the
event the access terminal identifier is not in the local access list, the access point 102
may send a request to a network node such as a AAA entity that provides
authentication, etc., for restricted access points (e.g., a femto AAA implemented, for
example, as a standalone entity or by incorporating corresponding functionality into a
traditional network AAA entity). Here, the network node may maintain an access
control list for the access point 102 that the network node uses to authenticate the access
terminal 108 (e.g., in a similar manner as discussed above). In addition, if applicable,
the network node may cooperate with another network node (e.g., 2 AAA entity for the
access terminal 108) to derive a permanent identifier associated with the access terminal

108 from the identifier that was sent to the access point 102 by the access terminal 108.

The access point 102 may then allow or reject the requested access based on a response



16 for exanple, the identifier assigned to the access point(s) or an
alternate nane (e.g., user-readable identifiers such as "Sue's house"

or the Ii K@é)é@ﬁ@%ss S been associated with the identi f\l}\)ﬁg{Uﬁ%@%@]‘és

represent ed ock 508, the user may then determ ne

enable (e.g., using an input device on 2he access term nal 108) the
requested access to the access point(s). Based on the user's

deci sion, the access termnal 108 may update a list (e.g., a
whitelist) it main ainﬁaof t he ggcess_poi ts it is allowed {e.g.

enabl ed) t oltAECEES omghenatwg Bulative phwhelhe deacesss Frmael 188S may
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the |ist siged dhgareagsoliekwittiahg tayer AINMOCBY, e aht GPREGIBREIodet hi S
access point. In sone Inplenentations the whitelist nmay be updated
only after &IVl paclect daie etrving nbdo(PDRN et WME iopeivas onplerh@datdhé n
sonme i nplenmentations the access termnal 108 nmay send a nmessage to

t he oper at of%088ti cAtefarEngrow kelllis 8 sexergleapicsitions are deschibes! rglaying torve
operator may elect to nodify the access list for the access point(s),
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user of an access termnal may be assured that his or her [nformation

i's not sent bloakaf02und B0 afaly be dindRE fSthe ppdritions bPRIEAsMOL @V U4, ddsbried

"push” nodel does not require the access termnal to be in the
above. In this scenario, however, the access point 102 may not retrieve the session
information in some cases.
[0090] As represented by block 806, the access point 102 sends a request to the
network (e.g., a network node 110) to authenticate the access terminal 108. In the event
the access point 102 has obtained the session information (e.g., including access
terminal identifier information such as an MS ISDN, a CSG ID or an NAI), the access
point 102 may send this information to the network node 110 in conjunction with the
request (e.g., included in the request message). In some implementations, this operation
may involve a request for the access terminal identifier list. In practice, the access point
102 may request this list at various times (e.g., whenever the access point powers up or
connects to a network, whenever an access terminal attempts to access the access point,
periodically, and so on).
[0091] As represented by block 808, the network node 110 obtains an identifier
associated with the access terminal 108. This identifier may comprise, for example, a
list of identifiers that indicate one or more access groups associated with the access
terminal. For example, the identifier may comprise a list of closed subscriber groups of

which the access terminal 108 is a member, a list of access terminals that are allowed to

access the access point 102 (e.g., an access list of the access point 102), or a list of



vicinity of an access point to add an access point to its white list.
In addition, as the access termnal may receive the "push" nessage

onl'y whenyd fdggs88en added to an access list, the pos%iﬁ“?}Ubief(}Meﬁhsa
t

user selecting the wong access point (e.g., one that e access
termnal is not allowed to access) nmay R2 reduced. 17 [0073]FIG 6
il lustrates several operations that may be perfornmed to "pull"™ access
list information to an access termnal (i.e., a pull nodel). Again,
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point. [0075] As represented by block 604, the access termnal 108
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of the scan. For e)'(an&% e, the access termnal 108 may display an
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provi de sone @t%ﬁ{ f orhm of indi tC]?Oéi Oﬂ. Qgﬁd n such an indication may

conpri se an? ¥t GBI} CEESTHAYE' 1o o ]83 ess point(s), an alternate

hame, or S 0{!]?)99} herAs%’%r‘é?emeﬁ bSrrMo%[( %,' R access point 102 may then determine
whether to allow or deny the requested access based on the received identifier(s). For
example, the access point may compare the received identifier (e.g., a CSG ID)
indicative of the sets to which the access terminal 108 belongs with the information
{e.g., a CSG ID) in the local access list of the access point 102 that is indicative of the
sets to which the access point 102 belongs. The access point 102 may then allow or
reject the requested access based on this comparison.
[0093] Referring now to FIG. 9, several operations are described relating to a
scenario where a network controls access to an access point. In this example, the
operations of blocks 902, 904, and 906 may be similar to the operations of blocks 802,
804, and 806 described above., Again the access point 102 may not retrieve the session
information in some cases. In addition, in some cases the access point 102 may send its
local access list to the network for use in the authentication operation.
[0094] As represented by block 908, in implementations that use temporary
identifiers to identify one or more nodes (e.g., access terminals), the network node 110
(c.g., a femto AAA) may determine a permanent identifier associated with the access
terminal 108 based on a temporary identifier associated with the access terminal 108.
For example, the access point 102 may have obtained a temporary identifier from the
access terminal (e.g., at block 902) or from the session information (e.g., at block 904).

In such a case, the access point 102 may send a temporary identifier (e.g., a temporary

NAI) for the access terminal 108 along with an identifier (e.g., FNID) of the access



[ 0076] As represented by block 606, the user nay elect to enable
access to one or nore detected access points. For exanple, the user
may contr Gyoaholoiasy device on the access term nal 108Phqﬂ%§bfﬁg.%ne
or nore access points that are displayed by the access tern na i
[0077] The access terminal then attenpts2Bo access the sel ected access
point, if desired. As discussed below, in the event the user selected
the wong access point (e.g., one the access termnal is not allowed
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(e.g., a whitelist) based on the user's decision. In this way,
access ter noal thd Ghporyy ideanfigitber " a sel ected access p0|nt such that
user input will not be needed for future 18 visits to this access

poi nt (e.qg. [009Ak adcaspreseatredibydlock080.thynateorkewmtie § B0 ddtemars edsthpoiont

wi thout the need for the user to initiate another_scan).
allow the access terminal 108 to access the access point 102, For example, the network
node 110 may compare an identifier of the access terminal 108 {(e.g., an NAI, a CSG ID,
etc.) with an access list of the access point 102. Here, the access list may be the local
list obtained from the access point 102 or may be an access list maintained by the
network (¢.g., based on information obtained from a webserver as discussed above).
The network node 110 may then determine whether to allow or reject the requested
access based on this comparison.
[0096] As represented by block 912, the network node 110 sends an indication of
this determination to the access point 102. The access point 102 may then allow or
reject the requested access based on the received indication (block 914).
Advantageously, in implementations such as these, the access point 102 need not be
aware of the actual identity of the access terminals that access the access point 102. In
addition, the access control list for the access point 102 does not need to be sent to the
access point 102. In such an implementation, access control is entirely performed in the
network node transparent to access point.
[0097] Various techniques may be used to manage access terminal identifiers in a
network. As mentioned above, an access point may store the valid identifier (e.g., NAI)
used by an access terminal. In some implementations this identifier may remain valid
for a defined period of time. Here, if an access terminal revisits an access point within
the period of time (i.e., the access terminal has the same identificr during this time), the
access point may accept the access terminal without obtaining authorization from the
network (e.g., the femto AAA). In some implementations an operator may choose

whether to use a temporary identifier or a permanent identifier for the access terminals.



100791As represented by block 610, in sone inplenentations a "pull”
nodel may be enployed to enable the access termnal 108 to access an
access poiwh 6930dssgPndi tional basis (e.g., pay-per-usekpcrhRbaS¥ATR €
several access points (e.g., belonging to a conmon owner sugh as a
hotel or other enterprise) may all adver#i se the sanme uni que
identifier (e.g., FNID or CSG ID). Wen the access termnal is near
one of these access points and the user of the access term nal 108
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centralized access control manager (e.g., inplenented in a network
node) . FI GSaccsspoints with G5G subscriptioe madrntatiomn (e gquegcltlh@tnfmtlblé used to
control such access. [008l1Referri ng initially to FIG, 7, several

operations &F r%&%ﬁ%éw K%%'%l%ma SUEATHYS @oqmem@dlaﬁn%fé@ess poi nt
control s access. one as
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the requested access "19 may be unilatera eni e ver, I'f the
access poi nhaglet@ M nes that access should be grant to a given
service, the access point may send a request to the network to
confirm whe(M8P] acdée scistodu(ech. frehcamd soiediptiprORBa . ‘HISTea CSG subscription
i mpl ement ati ons_an access point may control (e.g., unilaterally
server) may maintain CSG subscription information for access terminals and restricted
access points in the network. In a similar manner as described above, an operator may
provide a webserver that enables a user to manage CSG subscription information for his
or her restricted access point(s). For example, a user can modify his or her subscription
information (e.g., MS ISDNs) using a website. The network may then approve the
modifications (e.g., access terminal entries) made by the user and the webserver may
send the subscription information to the network (e.g., HSS). Here, the MS ISDN may
be converted to an IMSI. The network may then send the CSG information (e.g., a
unique CSG identifier) to the corresponding restricted access point(s). In addition, the

network may send the CSG subscription information to an MME when an associated

access terminal is registered to the MME.



control) access to a |local service. For exanple, an access term nal
may attenpt to gain access to a service provided on a |ocal network
associ at edyyhdholshe access point. Such services may i nghyRgad/Ho11
exanpl e, access to a |local server (e.g., to access audio, V|3eo, 3ata
or other content), access to a printer,2and so on. [0083]As
represented by block 702 of FIG 7, at sone point in tinme an access
termnal (e.g., access termnal 108) comrences establishing
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102) 1 colout i dlsqasdesaiedabrey IRoNE AEATACEE SRR thi ViHipglistay
attenpt to e i r..rout t he C oint 1p2...1n
St on % REGHR ORE M  hoy¥ b b &l e bR AEER B R al L ifaalely, the

net work (€. gneratdt mAELNREKRRAGe }gnﬁoi)sioni-ﬁg of ffel alc&ets@{egnﬁg@ eSSV dY

102 confirmng the Tdentity of e access termnal 108, in some cases
an identifi & oy bt BSoaiaea sSthtaaeditak ol f8re@Yesh erpaals thdt afitieeised BN

information (e.g., included in the context information for the access
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identifier (e.g., NAlI) as discussed herein. [0084] As represented by
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inthis latter scenario, transm ssion of the identifier (e.g., the
per manent NATHhe MME, thh ME mayaytriges e 6iSdediorhatasind nelens ésthahestreteal
tenporary identifier is used (e.g., a tenporary NM, the access point
102 may coop&ratoiitf-ifflestigd network to ensure the validity of the

Identifier. [00%81] Again, access terminal provisioning may involve a “push model” or a “pull”
model. For example, in the former case the network (¢.g., a network node) may send an
SMS message to the access terminal to inform the access terminal of a new subscription
(e.g., identifying one or more CSG IDs) and the user either accepts or rejects the
subscription. In the latter case, the user may initiate a manual scan and the access
terminal displays a list of nearby access points (e.g., user-readable CSG 1Ds or other
types of access point identifiers) so that the user may select one or more entries from the
list, if desired.

[00102] As represented by block 1002 of FIG. 10, at some point in time the access
terminal commences accessing the restricted access point. For example, when the
access terminal 108 determines that it is in the vicinity of the access point 102 (e.g.,
where the access point 102 advertises a CSG ID that is also associated with the access
terminal 108), the access terminal 108 may send a registration request or other suitable
message to the access point 102,

[00103] Asrepresented by block 1004, the access point 102 sends a request to the

network (e.g., one or more network nodes 110) to authenticate the access terminal 108.



For exanple, in sone inplenmentations the access point 102 sends the
tenporary identifier to a AAA entity that authenticates the
identifiegyohg?g, i npl enentations the access point 19%Tﬁgﬂﬂ§@%?ﬁ
tenporary 1 denfifrer to the network and receives the associ at ed
permanent identifier in response. In thi2é case, the access point 102
may use the permanent identifier to authenticate the access term nal
108. [0086] As represented by bl ock 706, the access point 102 conpares

the access term nal infor ion (e.g., .a tenporary or permanent
i dentifier) Hf Hletnﬁ@vqr#apﬁétlﬂ%ﬁw ompse; pality spimagemgng entyty (§IME”)

oD B o Pk O e R b e e SRS
i dentifier ?ci%ﬁf?ﬁér% ggammgi gocg{f%gﬁﬁh {n%raa%eﬁéfmi&tol%ﬁ & t8e net&%czn%g% X

etc.). [0087]As rep sente 708, e access poi nt _
then all ow @f confineién WhiethegaHest(£d., ARERASSINAS RSP mERBe SO MPAJitTRANthat
bl ock 706. Here, the access point 102 may send a rejection nessage to
t he access taundtnaly idd@icandioationheceaed o the aetessli®Zninayl 08 édg.r @dlockhe
access termnal 108 to a different access point (e.g., by sending a
redirecti onlf@9sage that identifies the local macro access point).
[ 0088] As descr.i bed bel ow, in_ sonme i enent ations the access term nal
102 iy coobUHafle. vivTOEHaIASY Wik |00 ik ek Sate | (b evasen
teimnal 108.. For. ex I i.h.the event .t cess term
dent 1 11 er  Togiof SXPRaS sid A SR Wil FofRE el SN fo9eirmy
send a 1 equgslesd @rindAPBOF roRAREHSSE MTIAScARIAAMIRRLELYmbRIRE QU des
aut hentication, etc., for restricted access points (e.g., a fento AAA
i mpl ement ed exdrifle,@xaiadli€ontiiSrs Assptiand alidnBe fRbdsttynBial BYS.| PG Rk pApIaLthO g
corresponding functionality into a traditional network AAA entity).
Her e, the netmertknfnogeiomayayneilmicai Iist afrlBCR@IBs evadiated with gte deoass t he
access point 102 that the network node uses to authenticate the
access t er nigigynal §3F. (Ia seme implergendatipng.ghe pewpdmods 1 i may swminpow) .
In addition,. if. applicable the netwyrk node cooperate with
anot her  net H5rH CARHBS(a" geh oL TR PeopyToNTty nid (B Clest 't BFPHLId08)
to derive a ' L S I: ' ess term nal
1P§ @gﬁpﬁ@a}% frtsdlﬁq g}thfaﬁe%r &h eﬁlq?& sé‘éq%ﬁ%é@ & the VA% 365

108 fromthé i was se t access point 102 by the

access ter migabhsil08 s rTfiesedfcd®sDIRR 1008, Ht2ndiR¥khBeN 1 A) dBMnHes WREBEL the
the requested access based on a response 21

access terminal 108 is allowed to access the access point 102, For example, the network

node 110 determines whether an identifier of the access point 102 (e.g., indicative of a
CSG to which the access point 102 belongs) is on a list of identifiers associated with the
access terminal 108 (e.g., indicative of all of the CSGs to which the access terminal 108
belongs).

[00106] The determination of block 1008 may be made at various network nodes.
For example, in some implementations this determination may be made at an MME that
obtains and/or maintains the identifiers associated with the access point 102 and the
access terminal 108.

[00107] Insome implementations this determination may be made at another network
node such as an HSS. For example, the MME may send a request to the HSS to
determine whether the access terminal 108 is authorized to access the access point 102,

In conjunction with such a request, the MME may send information (e.g., identifiers



it receives fromthe network node indicative of whether the access
termnal 108 is authorized to access the access point 102. In
accordancgv¥542 olddg teachings herein, access control BE?&%%E@M%@% be
performed a e access point or anot her net wor k entity suc a
gateway, nobile switching center ("MSC'27 serving GPRS support node
("SGSN'), packet data serving node ("PDSN'), or MVE in various

i npl enmentati ons [ 00891Referring nom/to FIG 8, several operations are
described relating tq a scenari t he network sends a list of

eaos Loy muchias pany er S8 Wi thet H%Sélb@é‘?scaﬁf‘éu NSCoTSEe SR FASS o

arant a r eqUeepoR By Rt PR BN A G B R R
grant a req e e,
the operati ol aBlackmoTR2 2n £ emdag Qﬁsle%ﬁckttgtﬁchﬁl\zﬂ?er ations

of bl ocks 702 and 704 descri be ove scenarl o owever, the

access poi n{ool0g M rftsehRl bl 8¥Rk IDED, quehai DFRInk O thdae¥Hoint
cases. [00901As represented by bl ock 806, the access point 102 sends

a request t 602 baedei tho MMES.dgtermmatiat ovdrakedromdie dd@mitaioaof heiticrcat e
the access termnal 108. In the event the access point 102 has

obt ai ned t haetsiedsnasia (§-af or Hat) &ﬂs?@@thls respohsed (g geerecrmet 108 miyrln
identifier inforpation such as %n M5 ISDN, a CSG ID or an NM, the
access poinquﬁﬂ Wﬁ?r@%de%ﬁﬁgyﬁﬁFB?ﬁHFWHﬂogo the network node 110 in

Conj uncti on d“lhé::lt at | rﬁqilﬂ rate(sogg‘afi nsQﬁ;atm y%ﬂﬁ 8?0\)/8(1 gl gﬁlﬁt%té({rlrles ?gte)he

In sone |np ene IS era ron na

access ter Whﬁi%l'ovélq)%&tdhéﬁ eIFor lel shpie | (Re RICAS ttérﬁﬁ“mdl [ @m@ ]H%%Ibgltveé'

nay request this |ist at various times ene er t access

poi nt power E:xetal@ce@ﬁ p@lﬁfﬂm(‘ah&, dt @ lAer pRAMGY 'Kme wﬁemmﬁe@fhmmmﬁ@ﬁ%&al
attenpts to access the access point, periodically, and so on).

[ 00911As r efiribs ectesschoiyt 162 enkth80&rvadie thetmde.k node 110 obt ai ns an
identifier associated with the access termnal 108. This identifier

may conpri seé01L@l  éaprented byibackdi 03, d@fﬁeFWWér(%gt #RtSE et caeatadhe or

nore access rou S. associ.ated with the ss term nal exanp] e,
TheC i aome? pa iR ReR O e sach Hebd il GBS Sl by Do e

e e T A AR ST b SR
of the accegss Qi MtsA4) whith tit dob&b te@hinal?08 belongs.
[00111]  As represented by block 1104, the network (e.g., an MME) fetches the
context for given access terminal and provides the context to a restricted access point
when that access terminal becomes active at the restricted access point. Referring to the
example of FIG. 3, when the access terminal 108 becomes active (e.g., is turned on) at
the access point 104, the network node 110 may send the context information for the
access terminal 108 to the access point 104. In this way, the access terminal 108 may
initially be served by the access point 104.
[00112] As represented by block 1106, at some point in time the access terminal 108
may be handed over to the access point 102. For example, if the access terminal 108
moves away from the access point 104, the measurement reports from the access

terminal 108 may indicate that the signal strength of signals being received from the

access point 102 is now higher than the signal strength of the signals received from the



identifiers of access points that the access term nal 108 may access.
The determ nation of the identifier by the network node 110 may
conprise,‘§85m§%g§?Je, receiving the identifier fron1agﬁgng%wggg$grk
node (e.g., an H or obtaining the identifier froma [oca

dat abase. In sone inplenentations, dete2&ining the identifier may

i nvol ve determ ning a permanent identifier as discussed herein (e.g.,
based on a received tenporary identifier). The network node 110 sends

the identifier or . identifiers obtained at bl.ock 808 to the access
poi nt 102 afCwPsRokntd vt I Hisesse eﬂl@@@é‘é@ﬁi’érat%?agmexerém theRecest cess

poi nt 102 nag.%nfq %fternine. her to allow or deny the requested
access basef°8 4h8 TN 8g" ntifier(s). For exanple, the access
poi nt may c t j [ i el i: 0l jve
OP The'"ok, CHIRSE, UScHERalofeg iRt A0t i s orhu b sl

i nfor mat i ont{e@uchss pdinORS (1.8) thi Bodrkack &6 dbinBGEBEScdiveSdn iB¢ntHiBLasOERAED
point 102 that is indicative of the sets to which the access point

102 bel ongs withhke apeessepeont (120 Zharmyess beint H)2) suchas, foepaatpld, AE€SG 1D.
requested access based on this conparison. [0093]Referring now to
FIG 9, sevEpaixappls tis Bismaiien gasks icpved feama therpgeasp teamipeedyr iTdewher e
a network controls ess to an access point. In this exanple,.the
operations 8f°°H Reen 04 g3y tepletegne stlg e e BECSY ! 108 % : Grized
operations of gslztgg lééce?so%’int%ﬁﬁl ba3l g ﬁlqgidgﬁﬁ%:l Poerd %@éeﬂle 'g‘&%ésnpo%nqefotl
ey not re the sorme

. GG
access poln f rreve session I ntor tronn

cases. In a%'rytcbﬁnﬁare W ROTEF AR |i5BaR6E688S tROALss bOM TR (RENDedst S

| ocal access list to the network for use in the authentication

operation. 8] A58 ik epseskn taectsHig.dola0kiteBOSuch 4k 4 OPS eeist fadrh @S t hat
use tenporary identifiers to identify one or nore nodes (e.g., access
term nal s), cotfextimgfbmmation foctke 4d6ss(tangnal 188 ent o AAA) may determine a
permanent identifier associated with the access terninal 108 based on

a tenporary [§Hadk i fAsgeprasestedibybiaskdil i Gy 1 the agretsdanind R idjot awhorized fo
le, th i nt h btaj ned a t ary. .
R S R S P N R R e
AR . | |
por nt 107 i TReafaf Acfedlrconilel PhGEKe ARbbver deRlibhuly BANE ool A FEE>
the access teiiiifahe 4@8:sFoRRY0NNhPNsRNA al @Mk ftd B nt&ole nodesNIPo REminhe

access 23
the handover operation. In addition or alternatively, the access point 102 may send a

rejection and/or redirection message to the access point 108 (e.g., as discussed above).
[00115] Asrepresented by block 1112, the handover operation may proceed if the
access terminal 108 is authorized to access the access point 102 (e.g., the CSG ID of the
access point 102 is in the CSG ID list of the access terminal 108). Accordingly, the
network (e.g., the MME) may send the context information for the access terminal 108
to the access point 102 or the access point 102 may receive this information from the
access point 104,

[00116]  As represented by block 1114, the access point 102 may determine whether
the access terminal 108 is authorized to access the access point 102. For example, in 2
similar manner as discussed above, the access point 102 may compare its identifier(e.g.,

a CSG ID) with a list that specifies the access points that the access terminal 108 is



termnal 102 to the network node 110 in conjunction with the request
at bl ock 906. As discussed above in conjunction with FIG 7, the
network n then cooperate wi th anot her netwo

derive a Sggﬁéﬁgnt Identifier of the access term nal 8§T€ﬁﬂﬁw§ﬁés
tenporary identifier. [0095] As represented by bl ock 910, the network
node 110 determ nes whether to allow the access termnal 108 to
access the access point 102. For exanple, the netmnrk node 110 nmay
conpare an identifier of the_access termnal 108 ( NAT, a CSG
ID, etc.) mﬁ'f 410 AEEne 8 PGS D 1ﬁé°f°§b@é§gntﬁ?8ﬂ#9n&wn fw&ﬂ%wwe
access |i st naﬁ_gg) he I ocal |ist obtained fromthe access point 102
or may be aff"afd é'list mai nt ai ned by the network (e.g., based on

| nfor mati onigAi Al Nad LA YRRRK Y Ble Apedhl tﬁ@%fegtaﬁef?svtﬁéacczggepomoz

net wor k nod may t etérm ne ow or reject

request ed agr@s&;dIASEESOB hdidwE&RIPAL I:h%(MME[) QOQRFAR whehkese RheRveyY
bl ock 912, the network node 110 sends an indication of this

det er m nat i siutdbd feefoanakbEes.,pocaurtdn wikhe pathcessh poueat). T2 cxmypld, hen
allow or reject the requested access based on the received indication
(bl ock 914) dispysicsirbarreiba 91:%?:88 Hanti 183 msiysede icawest @ustepasnallyrabudingyn
access point need. n e aware of th u e of the
Fecoss ©or nidsERE prapddcY %ﬁfée%@érg%ﬂg%%a d@wsgl %Hﬁ"ﬁ@%’ﬁs Pipfeif
access control C of need Sent
fo the accelsistlfierBhudtRoEERAS PR Bhe FR RS DB B TRuRTT s

entirely pegéQkﬂﬁgdbamgQﬁh@g&%Q&%u@q§§ transparent to access point.
[ 0097] Vari ous techniques may be used to nanage access terninal

identifiers[omigy nek vwelakonsAsShoi@i ic0ER Ueralky Beeda b ACER e tRQEIHccdiB Yoint
store the valid identifier (e.g., NM used by an access termnal. In
sone i npl enmthauﬂpunshemldmsenpm@mtah{m erg.aying e malin lindafaildred, artargetdetdsned

period of tinme. Here, if an access terminal revisits an access point
within the pepiBay %ﬁch{thwceie terminal genterd figsthe spUHEAECCsH R8Nt has Bigptoned

ter m nal i EHOET CBISPAEK RGBT DHET BF SPROTEEREEh A e %Qg%b&%gﬁg
fem o AM). L) 30U | TFLEURIA 520 ORI RL00 IR E10058 DSLIEL t0

use a tenpo ary rden per manen access
termnnals. pg.

[00119] As represented by block 1118, based on the determination at block 1114
(and optionally block 1116), the handoff is either allowed or rejected. If the handover is
allowed, the access point 102 then becomes the serving access point for the access
terminal 108. Conversely, if the handover is not allowed, the handover may be
terminated (e.g., as discussed above conjunction with block 1110).

[00120] Referring now to FIG. 12, in some implementations a restricted access point
may be used to provision an access terminal. For illustration purposes the examples that
follow describe examples where an access terminal is provisioned (e.g., configured)
with a preferred roaming list ("PRL"). It should be appreciated, however, that an access
terminal may be provisioned with other types of information in accordance with the
teachings herein.

[00121] Asrepresented by block 1202, access terminals in a network (e.g., any

access terminals that may access a restricted access point) may originally be configured



If a permanent identifier is used, the permanent identifiers nmay be
stored at the access points (e.g., in the |local access list 340) such
that the agpeamoR@sft may independently authenticate tRe ARSI/ 79113
termnals. If a tenporary identifier is used, the operator nay
control the frequency at which access pdiints check with the network
(e.g., the femo AAA) to verify the identifiers stored in the |ocal
access list 340. [0098]FIG 10 illustrates an exanple of access

control operatio e.performed in an i ment.atiQn
EREI I AR A S R AR R et
this exanpl : r opposed to the
radi o acces SR GAREAR ekl 100 bt el o AR ARABERL: e 1€
to access ap.QELR&HnMA0BYs plrthadddifd Ry $iREAPRIUGS, ﬁ;e@égd@&%&mgfé, or
provi si oning access termnals and "access points w't G subscription
i nf or mat i on défaul systemaidetifieg (191DVY, patfacihetworl identifizg (“AIDES SndH MR
(e.g., for idle node or active node), nodifying the provisioning of
an access pdientengy fadwtslsicqesitiomef gny aestkicter awcess pgings tES@Gdyibstdeplhpad ian
access term nal perforns operations such as power up,_ trekking area
updat e, and HisdeRrEr Hepcpelbof thp abayspggspkterraingls may bp soafisyicadswith the default
server, "HSS.. or §W§SG su scrigéionafer%frg HQ% mai nt ai n G .
subscri pti of NrnfBHARF P FAF0ICowes (ETa] Be¥ a5 SN pefeisaETIRed s Pald
points int Bl i1 ' e

bperat or g proun gt ol dufbes, Mo SHRANTH: T AAREE I EhaABRKE 85
subscri pti ognd/pf Nmﬁdyod?m%gfonﬂ ko or Mfre ERSSsPofhk s AGAEPRIP R hithéS) -
For exanple, a user can nodify his or her subscription informtion
(e.g., M5 | Shbily. et egrplopdiesictas tefhmanaiyby donfigyrell heRarp e @y eatche
modi fications (e.g., access termnal entries) nade by the user and

t he webser véirsthigy a spagdicd pecfemmsissedsp ppiohor spéwtiedatre forred accedrgomss (aar.k
(e.g., HSS)., Here, the | SDN may be converted to an IMSI. The

net wor k may MPREACEERP e CSG information (e.g., a unique CSG

netvort ¢ ron { _ _
adai t one AR R RO TGS RE o e Rt 8L S PR PR PR sk o an
MVE when an aggec &E&ggﬁﬁ&%ﬁﬁeécﬁfemﬁﬁﬁ‘é. Fot eizaﬁgdiéttﬁer&@mﬁ&lbhﬁay\%; 25

[ 00100] Al so as descri bed above,” provi sioni of an access term nal
(e.9., W thr@ehics For@éstritidieesCpEintsDS)thaBatwBE PRRIRY Erolyh thBRsO¥NQEL
the access termnal. In addition, the operator nay al so approve the
provi si oni ngn 8fD tdueecsacoesslsttist aicnek cortfigned taageuwest@déd ddewwpyinbge.g.,
associated with a set of one or nore access termnals that are

aut hori zed #erepeigEnipes ganfigaeedonbrier wseropiaceadre aefvarks ey bt peavented§omone
restricted access poi.nt.. In.%thet rds, the ietﬁft acces&wgerninals
and the set BFTRIFESERISIHEPRPLINAPLrICipq acqess pRinE 4y adgrtion ey NS D,
It al so sho | at . Lven..access termnal,,or .acces
poi nt al so #%§*§§e§§§%§§§%%ﬁgﬂ%9ﬁéﬁﬁfﬁF%f@“‘ %PHPﬁmgg%%-ﬁgﬁégFégﬁw e
net wor k(€. GequdnBemapBl dom¥d ARk BainBn FRERNBRL 1R M5k aﬁg}%sﬁgte%fac&éa§

mappi ng between an identifier of an accéss ternina

subscri bed @&islithelnetvadl fdritAsmBlinpaRaédne fdﬂ%diﬁoﬁﬁ@?&@@écﬁ%sl ™ fohe:
MVE, the MVE may retrieve the CSGinformation and relay it to the
restricted ascashe qgediutttfssquérfcydenyibeell sah@0E @ HacAgaicess pamt e sgerdtenrgni nal
provisionin? may involve a "push nodel” or a "pull” nodel. For
exanmpl e, i nIEAENFHPHANOPSERERS {TRQUCAEY Mot festyigted access 9Ettwor k node) may

send an SMS age.t h cess . termnal .to i.nformthe access .
Cormi nal of (W0 ag s et PRET Ry Pyt iy brecrg v ion & casen
IDs) and t h@of‘é&%ﬁlpf‘e', IRQE AR %ﬁ@trﬁaﬁﬁcl{ﬁé REltickhd frequencies that may be used
to access macro access points in the network.
[00124]  As represented by block 1204, restricted access points in the system (e.g.,

access point 102) are configured to transmit a bootstrap beacon. In some aspects this



subscription. In the latter case, the user may initiate a nmanual scan
and the access termnal displays a |list of nearby access points

(e.g., usgjphRodalie CSG IDs or other types of access peiRkigos079113

i dentifier ? so that the user may sel ect one or nore entries fromthe
list, if desired. [00102] As representedlby block 1002 of FIG 10, at
some point in time the access term nal conmmences accessing the
restricted access point. For exanple, when the access term nal 108

det erm nes Ehat it is in the vici n|t of the %ccess poi nt. 102 gv h
where the abBRULEPREIGON MAYLORMYET § feBRRraLy bgeon 1atif ygediig copiwption wit

assocl at ed é‘sit R o’n %pﬁchgg%ﬁ#tﬁé H&c@% éaoﬁ{?%% %Fr% t%g%g&s':tratp%rg% ﬂ%'lagc%S ray

send a regi sul €’ nessage cess
poi nt 102. BR)Q&&%]I&%CJO@%@@@BE% de¥erRd Mp%%&ers@ﬁ%u@@&%e?@ T 102
sends a request to the network (e.g., one or nore network no es 110)
t o aut henti gadcen g caapeRDr B}&fciﬂ( Aakfal@onfigdEatioay. or bRenigitdotstrap
node(s) 110 nay conprise a nobility nmanagenent entity ("MVE") or sone
ot her sui t abtasomé&t guor defantlicagond mag bt iansesttedlitehcaddpitSragoemnty, 4@2nal so
may send an identifier SSE. g., a CSG I D associated with the access

poi nt 102) tnsludpéherdsfand Dﬁé@@eﬁf@uitﬁ“@dﬁguﬁ@"ttiubweme@ﬁmepfég@%quest

e.qg., incly st mess dd|t|o there st. nma
(o De 1o Hfi0s1 © Tl el oo one tibented ot TRl Ao dhialisy ™

bl ock 1002) ,, &:99&%%&@41%8@%%%%&9 QMexbclu%gA G ccte& ot #on@.ggg.

110 obt ai ns context or rmatl on assoec at ed cess erm

108 (e. 9., HmeiR aBékOpoiMYEcd@igutedsn @ﬁ@x@ﬁﬁtzﬂﬁéﬁﬂn’lﬁakm@a@énﬁﬂe .§Lfcﬁm, Ilhe
HSS). Thi s context information may i ncl ude, exanple, a set

i denti fi er snasmbopaitag médeh Fdrexaaplestie b@j’tmalpaﬂeacbﬁ&anﬁmt p@».(ammiyeesuuthe
context information may include a list of all CSG IDs associated with
t he access ies ¢nvaaize 1208¢ (4.4, wdine fonbk bosssitaptlicarns, onttheordetalonk metsd er
110 may maintain its own list of CSG IDs for each of its restricted
access poi nt%S In this case t he network node 110 nay update its |ist

by bl ook 108 12bhe TRatTipr i HBate Pt et e T hRe et heo SBEEae
term nal 108, ?\%ﬂl\%\’\geaéc@ss%%glgﬁaﬁtgpﬁoﬁﬁ&ﬁﬁ?(ﬁgﬂ;éa (i Bior R APTRLD

t he network no termn er an FThe acce

poi nt 102 ( ewdde. Inl PecGbicHRn@fiom, £2fer by WY &inphielcdes RFadeWhd¥ccdd2
belongs) is on a list of identi fiers associated with the access

term nal 108oihel @ in tha“@mﬁgmram obdeakbenahe tdeewBBestotiotiaihi mhvitibe careess

term nal 108 bel ong
provision the access terminal 106. For example, an access terminal may be provisioned

when an access point is first installed, when an access terminal is initially purchased, or
when the PRL of an access terminal was updated by a macro network (e.g., in
conjunction with a change in the roaming list, international travel, and so on) that
resulted in the PRL that was provisioned by the access point (as discussed below) being
overwritten,

[00127]  As represented by block 1206, when the access terminal 106 provisioned
with the default PRL is placed near the restricted access point 102 operating in a
provisioning mode, the access terminal 106 may receive the bootstrap beacon
transmitted by the access point 102. In response, the access terminal 106 may send a
message to the access point 102 to initiate provisioning operations. In some

implementations, this message may include the PRL currently nsed by the access



[ 00106] The determ nation of block 1008 may be nmade at vari ous
networ k nodes. For exanple, in sone inplenmentations this

det er m nat made at an MVE that obtains and/or he
|dent|f|epgegéggéﬁgfed with the access point 102 and théﬂg%%%ghﬂﬁlg
term nal 108. [00107] In sone inplenentdkions this determ nation may
be made at anot her network node such as an HSS. For exanple, the MVE
may send a request to the HSS to determ ne whether the access

t erm nal 108 IS égorlzed to access the access point 102. In

conj unct i on SR F {Anaome §@entetwéls RAVEST (9 heciesels Term iR hidi6iresy le@a@
identifiers as;a S |

cases. Al sof rcivxs1%%1}£by Seéeggng %aﬂﬂﬁ nﬁ%}f% gP%]Cc‘é%&erH’éffallIn‘?eag ‘ﬂ

i nformation g ef,ditRin@W). After determ ning whether access is allomed,
t he HSS sengs a correspondlng response back to the MNIE. [00108] As
represent ed [#0128] 0cAs rbpiSintddhg ik 196%1d8e RcELPBRNSE Q. ttﬁ@pr@@ﬁ%ﬁi%g
poi nt 102 based on the MVE's determination or based on th
deterﬁlnatlOGMBﬂEaﬁﬁDhEWTMEhMDnﬁNBﬁﬁ@mﬂhegxm%&ﬂnH§$ﬂ06Bﬁ§6ﬁrmmnhhlS
response, the access point 102 nay then either allow or deny access
by the acceé@bﬂe pparatims). Tf@@@w@]l‘ﬁ @y nclude mastorssisters igfpanationen i thhat

may be enpl conj ti handover operation. For

exanple, th géﬁ%ggé %ﬁ*ﬁﬁﬁﬁx V%F%FWFQ®FV“H€n?@ﬁ@éﬁmﬁ?dtﬁéﬁs
access poin 4 the .access f

108 i s hand &égdggnﬁgJﬁhgg%ccess 0|ﬁ¥dh gﬁmfﬁ R ges?ﬁgW
node. [ 0011Q4,M8rdiRRY SR80ME dspilts }B{e%lﬁf M%forhﬂﬁo@ﬁ%%é gpe@ﬁcgo }he%goes '
HSS) may nmaintaln context information f each access term na he

system As meint | @@, ahovey PRDinfy®e Idif’ﬁ%ént tHah QTR proviERed PE bidgieacdess

list (e.g., a mhltellst) indicative of all of the access sets (e.g.,

CSGs) to whipoints).hEorazempls, 4 eynPREIMayG8cdifyltimGid) that is reserved for all restricted
access points as discussed above, an NID that is unique to the access point 102 (c.g., a
femto NID, “FNID”), and a frequency parameter that indicates the operating frequency
of the access point 102. This frequency parameter may be the same or different than the
default frequency. In some aspects the new PRL information (e.g., SID and/or NID)
may correspond to one or more access points associated with a highest priority. For
example, the access terminal 106 may be configured to search (e.g., search first) for a
specified preferred access point or specified preferred access points (e.g., home access
points).
[00129] The access point 102 may obtain macro system PRL information in various
ways. In some implementations the access point 102 may request this PRL information
from the macro access point (e.g., via network node 110 or over-the-air). In some
implementations the access point 102 may receive this PRL information from an access
terminal (e.g., the access terminal 108). For example, the access point 102 may include
an over-the-air function. Here, the access point 102 may send a message (e.g., an SSPR
configuration request) to request the access terminal’s current PRL (which may include

the current macro PRL information as discussed above) and the access terminal may

respond by sending its current PRL over-the-air to the access point 102.



[00111] As represented by block 1104, the network (e.g., an MVE)
fetches the context for given access term nal and provides the

cont ext t Qu@2do8HiskasCt €d access point when that access perkfRsn79113
beconmes active at the restricted access point. Referring to the
exanpl e of FIG 3, when the access terndhal 108 becones active (e.g.,
is turned on) at the access point 104, the network node 110 may send
the context information for the access termnal 108 to the access

Cerved by ¢ IR e A trent a0 5T D0 BT Aepaile BB acat by Abi thtodes o6,
o8 200e PO M R bR 206 sgi%&g;'.,m'oal%rém boheaanded, axap,t o

t he access exanple t he access P m na

away from t bRy sGRIGESIRIPRI tht ackeé terbrfifal BRESHE-SIRNE. mmrp@ dferat e
access term nal 108 may indicate that the signal strength of signals
bei ng recei {Bd31]r omdvireageongy dyposvitiodifiP thi acdrestetrhighiel6 tvivethe hdvess
signal strength of the signals received fromthe 28 access point
104. 1 n t hi poishHR, astliseusied shorvk tmalyet‘ivmktomarta@rae&daMWigﬁaim pEasst thiminal-
access point 104 to the access_point 102. [00113] As represented hy

bl ocks 1106BsRdicinigamation (&.8nPRhdripERatRNY: HE Py §¢ H%bk?é?oweﬁfﬁret%@eﬁg@e

Posoci ated Hiedkesshaeagas tul faE plRi e hEfEes Tl S3RY, Fetn)
such as, fog, SxamplSpridm Qf n,gaat %ﬁ%@gﬁhgmwmo'ﬂma%&%eﬁﬂmm be

recei ved fromthe access e access pol nt t hen
det er m ne WherhRd-ait "B 2AEROE Sto peFVERIAL 2dRS doint 8L B Z@Med RcaBeBRS t he
access point 102 based on this identifier. For exanple, the access
poi nt 104 mgmoonpaitegthifd. intlembiid movisioh by andth&tacctdsapomtpﬁclm‘see@adhhe
access points that the access termnal 108 is allowed to access

(e.g., a whiecsssipoint magibegenfzgucsico sty spdafe hapedess temrinastcuitaitdRat i on
for the access termpal 108). [0011 epresent ed bl ock 1110,

i f the acceSdoTEHAR Nl c1EyBP <o ReESR iR P BV (o e el Lot
poi nt 102 (ft%gurren pﬁL%g’rma?logfw eégz)yatﬁe? %o%éﬁ%% tEOiI‘wal ad%i sownﬂkﬂshyﬁtgflqs G

IDlist of e access m nal over opera ion nay

be per f or meg o bRkio @ ¥ARP brent Pm%@%%cee@eef hind O BYhe? #H oPerVRi REME. to
t he network node 110 to term nate handover operation. In addition
or al ternat twedny PRL ifoRAGLRRES p0|nt 102 may send a rejection and/or
redi rection nessage to the access point 108 (e.g., as discussed
above). [00L0832]As Aseprrewetet by blogk B2 UL kndlth@ accessgertramd d0&is popesianedon
may proceed if the access termnal 108 is authorized to access the

access poi n¥itldime neg RRL infpranatiars thapegessirmingd @ willyse s ndormagon i@ t he
Corg ot 'th RS S RTTRS LHECAE e o! P BB o FesscEaReil 106
term nal get&rﬁ#zﬁ&%hﬁ?lgee& esQﬁ}b@lelzo ¢ iPhhe Egﬁltﬁqggogftgﬁ%%iés% %Bg?yas

receive this information e access pol

repr esent edpiy dBhGkeddblhorhNOpRREES oo M 2dRds t@ﬁﬁﬁn!ﬁqfoﬁ B ey whet her
the access termnal 108 is authorized to access the access point 102.
For exanpl eprefeerte 86 baih@gervadngalic @seswd ipsizit &R cpbovée o ifyentiag Qe&Ss fudntat
102 may conpare its identifier(e.g., a CSGI1D) with a list that

speci fi es t [reg atweys apsbnpant) that are Hetectetsthe reqce tamindl 086 s

[00133] Referring now to FIG. 13, various techniques are described for controlling
restricted access (e.g., association) at an access point. In this example, an access point
may be configured with a local list of access terminals that are allowed to access one or
more services provided by the access point. The access point may then grant or deny
access based on the local list. Advantageously, in some aspects such a scheme may

enable the owner of an access point to give temporary service to guest access terminals



29 allowed to access (e.g., a CSGID list fromthe context
information for the access termnal 108). [00117] As represented by

bl ock 111&yqbdosfs® | NPl enment ations the access point 182rABYoseR¢za
request to the network (e.g., the MVE) to confirm whether the

handover should be perforned (e.g., in éénjunction with a path switch
request). For exanple, as discussed above the access point 102 may
send a request (e.g., optionally including an identifier associated

with the access, _term nal 108 and the CSG ID.for,the access i.nt, if
needed) to [He HeTTOIERRIBE eSOt St etolet S SFRERnBRug o
termnal 10 al l oned access to the access point 102.
[00118] In g?@ﬁgﬁlgﬁag&Mere an access termnal needs to access the

target aC_ceEmmw NtasWerBRtted BY 'beckh@dm@‘f@d%ﬂd@é@&@és@bbﬁf‘(e(%-aGeess fFbiki Ng
aradio link failure), a target access point nay fetch the access
term nal condBxs cdnfiguict vdthsanuross g ¢egsrepaisarited Hsloca atdesyiest 34hMVREG.
this context includes a CSGIlist of the access termnal. Thus, the
target accesks rsicxampleyhaievesr of asewinoitép2 mag cadfpas list phidaetifiers(e.g.,
al lowed to access the target access point. [00119] As represented by
bl ock 1118, PRASSHER} Herchrss Erminakthal re lopre fuse PO ENG SeFiEdnal | v

bl ock 1116 h doff is .e | | I d, If th
nandover i sPMiEaRs M ireesh BRBL LS On RSB Rt BRESHES okt wfhpesgys
access poi Nt RS, AECESS & SLTLAR b0y SRONELSE e obforPErciBEdoVer

. S
is not allowe t he "handover magbﬂe term'nate ., as discussed

above conj UP@f&ﬂm&ih%hhmgﬁé‘tw&aﬂk]{q})emﬂ{r()OlZO] Referring nowto FIG 12,
in sone inplementations a restricted access point may be used to

provi si on atDld8gles Sht ecarsaalint 102 maly|ble pedvisidried . parioposess. thve cesnarinlies
that follow describe exampl es where an access term nal is provisioned
(e.g., confPHOeEBY Wi ehveR ippateshosiad by theiapepss part 102 pRponfigure) the adeess| d
be appreci at ed &gmver, that an access term nal may be provisioned
wi th ot her P%Els f information in accordance with the teachings

herein. [00 é('ﬁ],]l].% ih SRl }f?egen?X(fclglsstqugl%ir]faagréla%géééigfgns%itﬁ%{egl pal, %%” a

net wor k (e ny a.CC.GSS ermnal s . ma restric
access poi NbcclBYoPELaRh IR Ich¥st BEc&ABMAiBE By be given temporary access based on

various criteria. Also, in some implementations a home access terminal may be
assigned better quality of service than a guest access terminal. In addition, some access
terminals (e.g., guest access terminals) may be given access to certain services (e.g.,
local services such as a multimedia server or some other type of information server)
without involving authentication by a network operator. Also, in some cases the local
access list 340 may be used as an initial stop gap at the access point 102, whereby actual
authentication (e.g., for a telephone call) may be performed by the network to prevent
the security of the network from being compromised.

[00137] Asrepresented by block 1304, the access point 102 may send the access
terminal identifier information that was configured at block 1302 (e.g., the local access
list 340) to a network database (e.g., authentication center/home location register,
“AC/HLR”) and request other identification information associated with the
corresponding access terminals. For example, the access point 102 may send a phone

number of the access terminal 106 to the network node 110 (e.g., comprising an HLR



30 with a default PRL (e.g., the list conprises or specifies a
default configuration). For exanple, the access termnal 106 may be
conf i gur edybdyodbgsstet wor k operat or when the access ter grigls20b®89h &
purchased by a user. Such a PRL may specify, for exanple, a default
systemidentifier ("SID'), a default neBtork identifier ("NID'), and
a default frequency for initial acquisition of any restricted access
points that may be deployed in the network. Here, all of the above

access ter MRS/ 108 RANLIOHESH M e CARAPY L o PRbin i BBy

each access term may 'ocate and access

for provisi gisBgne? RRAhAL(GNESI) tﬁﬁ%%’ﬁ@igﬁ@cpﬁctﬁéaéc%% éélﬁmwhés FBh the

information (e.g., SID and/or nmey correspond to one or nore
access poi nhstwasisagicated with a highest priority. For exanple, the
access termnal nmay be configured to search (e.g., search first) for
a speci fi ed[([f1188ler resdemeesd bpbiark 1306, sipectdss pdinplfrery eidericci#s s
points (e.g., hone access points). [00122] In sonme aspects, the

par anet er s #fentifi@tige frigmatip{e. gredp dissussed broial Fosexgreple.rthetasesspoing $62

oint-rel ated operations. e |l e, the default SID may be
rpeser ved f oPlaP’é‘E‘felﬂils(‘?thg a&gggilg “ﬁgg%t@n@?g?ﬂﬁs%{@hgm k operator.

Thr ough th f 1 L8l Gy
rough t e{dgﬁg%]o A4 g%?’f@?{bgglo%ﬁqgéﬁs ah %c@%ssqgr(mép%gﬁatt ésgpé'(g\gglgilegrtﬂi nal s

configured cess r access poin

configured aideys thOkccHESoRM 102 HRE HOMBRNMBEKD isTRYhREciRELHRN £lods!,
attenpting reSiSstra%Ci o(r?owith regtriect ed acc:asss |§oi rllts. I'n gcg?ﬁfs ?Jc?)?rt\

the def aul t 10lipomayccheng ®s adwetket dentiB&kibh Gifeehatiog eB& ROMPle; the hadkead
initialization procedures. Also, the default frequency nay be def nmed
as a comontemaglbifoyait oe evisised wigh & RBL by e dcctse goiat t¥dss disined i n
the network for transmtting beacons for provisioni lrgﬁ{gr ocedures. In
some cases, 28978 Ydhuancessfragiib hegmanpe pevisivacd uip a BRLghardraluienthsess

Pocess: por ntield a5 R YRy Ao e BRI T FHE et Fomar PRt
for macro system seheeld: oilﬁqbZ,%%gesagegrgingH(?é%é b TBYnd 416 bide

identifiers an rrequenci €s that" m 0 access ‘macro access

poi nts in tbh@cnakmRF khat dA0ELAko iﬁ%mff?meea%eés& 86inPY02k 9 orolBhed with a

restricted access points in the system (e.g., access point 102) are

confi gured pefdrrednserizonalidp ofletaceyss eamen! 06l nysbereatrapewtBgistt ith dik
access point 102 as a resuit of receiving a different SID (e.g., which may represent a
different zone than the macro zone for zone-based registration). Thus, in some cases the
access terminal may automatically attempt to access the access point 102, In other
cases, however, a user may control whether the access terminal 106 accesses the access
point 102 (e.g., the user provides input via an input device in response to an indication
of detected access points output by the access terminal 106). In conjunction with this
registration, the access terminal 106 may send its identifier (e.g., its ESN, IMSI, etc.) to
the access point 102 (e.g., via an access channel).
[00140]  Asrepresented by blocks 1310 and 1312, the access point 102 determines
whether the access terminal 106 is allowed to access the access point 102. For example,
the access point 102 may determine whether the identifier received from the access

terminal 106 is listed in the local access list 340. It should be appreciated that

authentication information other than ESNs and IMSIs may be used in different



boot strap beacon nmay conprise a tenporary beacon that is used in
conjunction with provisioning provided by the access point 102. Here,
t he boot stwapoeasse nmay be broadcast in accordance W tpaThiR€ogeRels C
PRL paraneters di scussed above (e.g., the beacon may conprise or
specify a default configuration). For exXfnple, the bootstrap beacon
(e.g., a default beacon) may be transmtted at the default frequency,
and may include the default SID and the default NID (e.g., sent in
over head ne -1 Q0 betr.ansm tted
ot a very T SuPemaker, B iR, BRRLEN PR s B BB ke ¢
power duri nguABETRIorBRIRSTa PR AlssARE hAT hRASis (Iﬁmgnatipﬂ\’ﬁﬁ'autthpﬁic@ﬁﬁ?@;%.,
point is configured in a non-initialization operating node such as a
nor mal oper & bdwpnipactal)witotallexamilieg reckived hoatits 1resshaacen 104 anam t
power may result in a coverage range (e.g., radius) for the bootstrap
beacon on t hegisratien mefsagne imetrae otber wasss. [ 00126] I n sone

i npl enent ati ons the access point 102 nagﬁtransnit boot st rap beacons

when the acd¥MdihojAnreprgsanied by hiopkildi bl the agcsssgermipd P ncaelioredor

initialization de, In.so i npl ement.ations, a.use us

| put - dev, 8 Gitadie et RpBa AT i nofin B e fitet P Rothe
when t he us i Lt i.sion,ar - DI-OVi S

e LS U Siccl AAS0R Gt AL REPU SO0l RS A0 HRF,
provi si oned ryentaNrpGE RSSO le dcdes kdrinal NG, ah la8@ioNBER 1RMIRRRESS
termnal is initially purchased, or when the PRL of an access

term nal washeupdat edinby02amaypend a Bt/ o0 Fddire€iod. mesbdie COthe WbEkd @fnMkItID6A
change in the roaming list, international travel, and so on) that
resul t ed i nThisend®Rigemtratincads, for ovdnsplonairhationde ga8Ha Do oparttingas

di scussed bel ow) hejng ovﬁéwwitten” [00127] . As represented by bl ock
1206, when tI58UAEWEa¥ 1atifesa AlteBtipT HErSiPBIE - & Iec mraceareavork) by
is placed n%%;cthetrestgLﬁged access point 102 operating in a
provi si oni ng" 5de; “THE“acce8¥ 1%FHi nal 106 may receive the bootstrap
beacon tr a”Zﬁ‘ﬂl&éFd Mre%r@&:n%ﬁ%g%%o?qﬁ , i€ acde8s tEﬁ%f(?ﬁ ?ggis ﬁiﬁﬁeé‘ﬁ&%fsz

termnal 106 may send nessage to the access poin toinitra
provi si oni Nge OPGE ddeRBS acdesh tSMTRallidERLSNERIPhE RRS) actdh SstBES AR cBY
include the PRL currently used by the access 32 termnal 106. In
sone i npl empoinal (2omsy gravseecessfo daheinacodss. Ferahmple, dkQfiscnmyd abuive,itht e
provi sioning by selecting an appropriate feature at access term nal
(e.g., dial ReRgsSEpodefl0R ey miambescess tp beabw]vigs prevpled daritlet! bstwbtkock
1208, the acce pai nt .102 (e.qg.,. the provisioni contraqller 328)
may define T3 Prn sfion welistetiedy.dad s pord b&? rgay;pass s icdiran
nobi | e oper atd AN ) ew P I pcl ude macro s\ i nf or mat i.on
2s 0 the aoranriobi ARt s dt B e R RS o SR P
may be rendygalreolshatidnto MhAsBess ReMiRARE0d. MFHRMTRE R _'ﬂod? 09y AHdEdshoRid 9: -
the list conprises or specifies a new configuration). In’“sone aspects
the new PRL withfa0tgiBitdtion ab®yt freegfatdshdge. Iirebfimsd Ciearsesppbint 100AZay send
(e.g., the new PRL may be different than the PRL provisioned by other
access poi nespirefpordiexamphe; todhawaesPRImmay 1 @pdE rithorided, tBE Bctdsaint $06
reserved for all restricted access points as di scussed above, an N D

that is uni §isd opiinsile igaeestseryen em thipnceess goint F0% (g, gcivork acopsg).D' ) |
daf ter. that indi t h ting,f of
fhe access SHfieP BT E e PReai it b R e ig A bR i

different thar f l: . PRL
O et o B LA 0SSO K SO CRPRERAT, LR BRU T
access poi NiFoRdsion kit BAiMrbA (RnthOM&hnalbd Qebif¥allyREntRY RoSe get de
access termnal 106 may be configured to search (e€.g., search first)
for a speci ESad, M3EF,a19@ DY eg$e upal intan appaspecormabbdredteed BdecdoCss
points (e.g., hone access points). [00129] The access point 102 nmay

teachings herein.



33 [00130] Once the access point 102 defines a new PRL, the access
poi nt 102 sends (e.g. pushes) the PRL to the access term nal 106. For
exanpl e, twe2a6088% poi nt 102 may send a PRL to the aceegssiRs sl
over-the-air (e.g., via OTASP or OTAPA). [00131] Advantageously, by
provi sioning the access termnal 106 vid’the access point 102 as

di scussed above, the network operator need not nmaintain access
termnal -specific information (e.g., PRL information). It may be
desirabl e, er, c I, GLIT C int 102.s0 that, it does
ogul ar updliBES Tp REnCRBLEME Bt DRI B Botb it Prk sy

may be updatgdeyehdto SUENINGral ik S Shirdk QrdaR eI AGCRIRork §hH %|3(§]196@w?rk,

over-the-air. In addition, to prevent ‘one access pol nt %% a set o
rel ated accegscaf@idiérbed s @ aveibwell hith@riPhla WANANB kneller BEAWY Sk@Be DY
anot her access point of the set, each access point may be configured
to sinply updateresidencadessiorbeilldingrhised networleatvirBRheritndypicatit defenred Foas
exanpl e, the access point 102 may query the access term nal 106 for
its current LARD AsRBRsREsS BANNGlHEER el sudcerdiwpidi We aawss wimhinelgery
its own PRL. s stenlinforEEtlon to the current PRL of the acces

terninal 108° SYTEIHBFCHWAIRCERABS RY PEICHPAHS TELPPYE MOpi qomreﬁwleifedht? |
[00132] As {eRLASENhAhOMRLOEK 2110 R6R N8 ACHARR ol LRML0ALA0G 1S

provi si oned W nformation e access ter

Wil use thigdfyehpRt ihQBmb Qspedigntht bfalRE 6625 dR AbMsSndytheTRYd RF&AE:
For exanple, in the event the access term nal” 106 det'erm nes 'that the

access poi nincidddnta cdpacitshgrowt!s imbliMingcogerag@hh@diffehat @e@es e potditta has
been configured to a normal operating node), the access termnal 106
may gi ve pr gfoes whest usqy ehpsiriegeed.envtbel disqussihe heremes sodeahattpravidds agverage
opposed to any ot her access points %e.g., a nmacro access point) that
are det ect e8VHy 'ElRBVeAE BEECAT AR brarlenod to 4sgonarsg neust &y pedsghai grevidss
FIG 13, various techni%ﬁeﬁ arg des§ribed.for contgolting restricted
access (e. g 0voHEE EF A CBRY MM A AR (i< IS8 IHICS) TR biclersd Al Blemi,
access POl Nhodys REISAGEME doWiddd oFed HGRa thiSt aPlIcPREES Srab il HLALS
rovi ded by the

that are allowed to access one or re services p

access poi Nargcl NRNATEAESrEO bdRYerich a0l FES ndde (HENYrREHESHVRased on
the local list. Advantageously, in sone aspects such a schene may

enabl e t he ewheara @immancialclegldmgpoi nt to give tenporary service to
guest access termnals 34 (e.g., by adding/deleting these access
term nal s t 81d@m thheell assaciateg wilbumagravodls arigmie nede.wo e kicopedamay be
[ 00134] As re%resented by bl ock 1302, a restricted access point (e.g.,
access poi nf¢ erred to as a macro cell, a femto cell, or a pico cell, respectively. In some
implementations, each node may be associated with {(¢.g., divided into) one or more
cells or sectors.
[00147] In various applications, other terminology may be used to reference a macro
node, a femto node, or a pico node. For example, a macro node may be configured or
referred to as an access node, base station, access point, eNodeB, macro cell, and so on.
Also, a femto node may be configured or referred to as a Home NodeB, Home eNodeB,
access point base station, femto cell, and so on.
[00148] FIG. 14 illustrates a wireless communication system 1400, configured to
support a number of users, in which the teachings herein may be implemented. The

system 1400 provides communication for multiple cells 1402, such as, for example,

macro cells 1402A - 1402G, with each cell being serviced by a corresponding access



102) is configured with an access list (e.g., represented by | ocal
access list 340 in FIG 3). For exanple, the owner of access point
102 may caopbhgndiogsses | i st of identifiers (e.g., phone nypghaissdosefo11s
access termnals that are allowed to use one or nore services

provi ded by the access point 102. In sod® inplenentations, control
over which access term nals may access the access point 102 may thus
rest with the owner of the access point 102 rather than a network

operator. 391]1{3?404-{?% éggc%gs 0119_9 hith 0]%10%% R¢R S SHC \?1\6/1}1 %5(2 rﬁ%da(’&esﬁ\{gr%hlga s

ways. For e use a we ce host

access poi nt14é63(% d Ac&RehaibR IHB@A QELRES nﬁ%efdm Oed MMhodaﬂons

addition, different access termnals may bé gi vén different |evels of

access. For tiesatpliethe giest ore 68%S Eaell £6ceh GmirRy 14085 give@mrh@iRed ity

access based on various criteria. Also, in sonme inplenentations a

hone access oheennoalacemaypdats 46t gnedrvettiek (GIAD hrtcyorcafrewsa/linke{“Rh)am aa

guest access termnal. In addition, sone access term nals

guest acces&ivee mameal §§’P%ﬁl}‘lg @@mgwb%thera&%@@gsstt@n@@ﬂ 1 46ris 9@?‘\?@@8 whether
timedi a server .or sone her type

| l.
O Ot or et iR bR IER oA SR ie bt wrﬁ SCROPIRIEESE PO 1408 TSt vt K

operator. C used
ae an 1t SR RATRCCPRRR 0 RE Ry PR Skl pl) Y R

aut hent i cat ijamd Bad covek QFevdblotSR mefghs&héad drRYydha rrﬂPcE §0RPR dn okt
network to prevent the security of the network from being

conpr om sed[0(1a9l 3HIGAS illagresanteeemplyrvidontiinicddn systeen BO0 B rdadic i
102 may send the access termnal identifier information that was
configured morbfm«nqmzrq®p@ycd vheinlagetiork cramameits Sp8d Bidal lyotha system
net wor k dat abase ( aut henti cation center/home |ocation register,

"AC/HLR') ana'% @alué%%m'&% feniadreess j3d A{5- onicrye pedsad d U adsIgd PR ed

h th
poi nt 102 iy LB S OHERE RAHE b ok GRS e i Y SRR e
network nodg Ed%ch(s‘?FQRu EGR Er!t%(&ﬂ)l%@o% be BGu %t@%ﬁ&% ardd) etf/‘c?ﬁqel'sﬁﬁ

an electronic seria I nternati ona

subscri ber iglenink intethet) Mal 2 }nobﬂ@éopelra&to@%% HpRsH 1856 hig aam,efoﬁte& & dabial
106 fromthe network node 110 0138] As represented by bl ock 1306,

t he access pwidatn, ﬂ@ﬁelnm/lnﬁdmemharsennebswmﬁms frice glidvan. ARGl batisansed
(e.g., as discussed herein). For exanple, the access point 102 may
advertise ShEoEmerchigmmoinefie Htmerbeonfipued toseryeatviated access terminals

1520 (e.g., access terminal 1520A) and, optionally, alien access terminals 1520 (e.g.,
access terminal 1520B). In other words, access to femto nodes 1510 may be restricted
whereby a given access terminal 1520 may be served by a set of designated (¢.g., home)
femto node(s) 1510 but may not be served by any non-designated femto nodes 1510
(e.g., a neighbor’s femto node 1510).

[00150] FIG. 16 illustrates an example of a coverage map 1600 where several
tracking areas 1602 (or routing areas or location areas) are defined, each of which
includes several macro coverage areas 1604. Here, areas of coverage associated with
tracking areas 1602A, 16028, and 1602C are delincated by the wide lines and the macro
coverage areas 1604 are represented by the hexagons. The tracking areas 1602 also
include femto coverage arcas 1606. In this example, each of the femto coverage areas

1606 (e.g., femto coverage area 1606C) is depicted within a macro coverage area 1604



[ 00139] As represented by block 1308, an access termnal that is
provisioned to access the access point 102 may determine that it is
in the vi ovokdoy/odsss he access point 102 upon recei Vi ngpifgisanrygolissed
identification information. For exanple, the access term nal 106 may
be provisioned with a PAL by the access3%0| nt 102 as di scussed above,
or the access termnal 106 nay be provisioned with a PRL that
includes the restricted access point SID, a wildcard NID, and one or

nore operat téﬂ'g,mlglgc@? U%@d %%retahgbti]é‘)r §; éﬁ%ﬁﬁ g%})ﬁﬁ&at%ﬁ %%%\%vé)ro%hgg a tJé %q hat

t he access proovi sione onE ot hef’ ranner

enabl es it tovck4entdaf10d Hﬁy ﬁ@ﬁ%’fe%n&%} RthihA3ndcfo Sjveragé ¢k s ad cﬁgb a
preferred user zone list).” The access termnal 106 may then attp

t o regi st er aWirgdminiier aERERS cP@iagt akdL160% nhay RSI¢kihedOFitli £ 6B tridkind arca
different SID (e.g., which may represent a different zone than t
macro zone floh2 oromsrdhenyedge agh $60datAlomone Fhuere piice ®oeregcasmgndtishown)
access term nal automatically attenpt to access the access point
102. In ot hgxawsé@fine dgthinvepiventriske aiga/l 693 oF Mokt aI¢d04c cess

put i o alPiRHG: RadeeesP PEIath Bennt i finaneB T makbdbedy o
access p0| n{'rr%bﬁéjge%% le@(c}f[agefo?&&%ﬁﬁe %@ﬂilg%lsel%)c@é%ffn%gd i{ﬁ?orﬂrgg %etrhﬁar}lew th

this registration, access term’nal ent’l

(e.g., its Elﬂ}htoﬁmnetﬁ‘abﬂc ])550011‘11zﬂﬁﬂﬁﬁczﬁﬁa%c&@'té?ﬁnﬁw%iﬂ@nﬂr be bbbl EBF
access channel ). [00140] As represent ed by bl ocks 1310 and 1312, the
access poi nbpdithedettenmnaseivhetents tttinateBascile(og. nekiddal)i lnStwork

al l owed to access the access point 102. For exanple, the access point
102 may det erviionmeniethethertrnads, depeniling en theemeskntdacation nf thheccasctessinal
term nal ? is listed in the |ocal access list 340. It should be
appr eci at ed ' t4athegaesseisrniat 18R Manbssrrted Bna Braecel AHssSEoRY 1ap% | VBl s

o 0 105 aadsBeitled G oS R T Bl R T 5 oy B PR 4 el e~
messages ang,ds QSI(hqesg i REIRhRD 15 RTA @f;aﬁ NG0B GRS Wi eorfed &@Blg

conpared with a cal nunber received om the access term nal

via a regi stgedtdstindEIS300 &Fod bxAnipls RN ARGV Y outdi@Odid hdhS, he is served
represented by block 1314, if the access termnal 106 is not al | owed
access (e.ghy asﬂaadarénmcmedceas:p@ms(eige rodcapointdEad)i dnd erhen shersabsciibertihat
| ocal access list 340), the access point 102 may deny access. For

exanpl e, t héma@é'és%sep*@drw af@thmgle §emdnale rlég%)t r*&trfr arshpedfl deeprregistade
to the acce mna%eﬂ?,gg g’F@&%”t’ n or e alternative, the
access p0| n ‘*fo) %90 8y FPREEV AT ‘c‘ﬁ‘?%’é‘ ed’ﬁ‘* %éccte@tf”ﬁ’én‘éltcess
term nal This nessage may i nclude, for exanple, information
(e.qg., SID ?\ﬁ operating frequency) that identifies an alternative
access poin 19- . nal
106 may accg}seglgz [ Oéalﬁdt&{gderlgggggggt@ gﬁg%&t‘)}}l g%knggéﬁ%ﬁgﬁwh%q%{ncess
tel m nal 106ktdrgatik) vadtipledRgsencRs gDepdnlibigloncid petuds cosSeukfioR] Mal
identifier is in the local access list 340), the access point 102 may
grant accessingle ficgudnay nr swerorinpes of tﬁ@muémimfnd:@pna$ miysoessedithbover,
t he access poi nt 102 .may i?’Figrant access to |l ocal services (E)row ded by a
| ocal net woRIre fresyeaciys ysed Byymesrgscesss peinidegarrspsy Brinttlfé0)access poi nt
istrati nlnfornatlo t he. net work node 110

(92 ™ P MRS [ TR bt e B B R 15 P Y b Contreade S At o
of the ACCeg i R nod O THERASL PO RS RN BY NG S5 0RDML e

with a regiStration accep reject nessage
poi nt 102 nmeychembcRviBOs @%mwdﬁgxmgm&@ﬁﬂ&%@&%ﬁﬁm&ﬁrﬂb@l
106. If authorized, the access point 106 then obtains the request

service fr Omthimethcamé§&81ﬂaicﬁtl 53M 2t ro#y e desinel thitrthe {LERIGInin 09H044] | t

shoul d be appreciated that the above techniques may be inplenented in
communicate only with the home femto node 1510.



37 [00145] In sone aspects the teachings herein may be enployed in a
network that includes nmacro scale coverage (e.g., a large area

cel l ul ar nebwomlssesh as a 3G network, typically referpedustnigsodis
macro cell network or a WAN) and snal | er scal e coverage (e.g., a
resi dence- based or buil di ng- based netwoR environment, typically
referred to as LAN). As an access term nal noves through such a
network, the access termnal may be served in certain |ocations by
access poin t i > i t { nal
oy Do SorviTPISHPIRER, BBeEH B Sl @R L o B AR i e
smal | er scabengaveragr 1530w ¥Rt ASRIBE! ¢ itstMEst PRBITAmeGRYE[AN S MRHRSI
may be used to provide increnental capacity growth, in-bullding
cover age, aida gicfdred esdmisgtist), ciesact®s Germidabl 528 M @ntinleus teaudefor the
experience). In the discussion herein, a node that provides coverage
over a rel amoseyierrad geiwarke(g-gndle iveferred Eamiedodeo! 548) wingecBaiten Byltem A
node t hat pkgvi des gpverﬁgge,over arelatively small area (e.g., a
resi dence) MEFIEFEOR ERNE dqvhich May wvelypp gerrsliescamipg tlerveiahie pistvBdes
coverage over, an_ar that, is smaller than a. nmacro,area and_l arger
Chan o em doisn® B Rhel o Pl et AT ot sty N B it ng
coverage w ANER : "

with a nacrrgéyr?gggvﬁa fen? %%gggg%&%f}s’?g\i/g?E:}%Oa%@%u%a%ﬁh)éthggﬁ éée%%h-ﬁ@gl as
a macro cel h52@mheliiQ teedchich Fr spedfi€Par@@hl chan@SIPEGE EMGYe, tHe keSO ROr

i npl enent ati ons, each node nay be associated with (e.g., divided

i nt o) one othemoose pefdricd spyters ety be Sepehtod hérddidaiiy v Bpoodiscoxpiyl df @ akdfains)
other term nology may be used to reference a nmacro node, a fento
node, or a PBiRE IRMIE10FGE agseanpmeinaly SR selestyibel Eermtapodrel J61in qgupang or
referred to as.an access node, base station, access point, eNodeB,
macro cel |, AN BFOHENED, a fento node may be configured or

f d i b i,on,
R R R e A T e
comuni cat i ghdesHsf &I HAe 64k E&U%@sdt_othrtaﬁH REREL te@nifHY % rdeglfr??dﬁlgtg With

in which the teachings herein may be | nplenented. The syst

provi des cossridliedatsutiied @F clatdd) kbeattnl b givid Bessttt@dindsaylo@ly wsarmd e,
macro cells 1402A - 1402G wth each cell being serviced by a

cor r espondi hy theguasscel38olplrinetwald 0dd ¢ eefined setef &sso podast(s g.] 4B 4énto
14040). As shown in FIG, 14, access termnals 1406 (e.qg., access
termnal s 14306A 151QLTJFG*GVE?d%ﬁvh%éhwoiﬁ&%@@ga@er\faﬁﬂi%%1533&;-a1tni OIS

t hr oughout t ccess termnal 1406

h t time. Each .
communi cat e IW%F%g%ﬁtgorg&?%?ef{ﬂlf’ é’lldg‘i’@ & (‘:Cﬁ%ﬁatﬁ gt Hr%ﬁe’ Ary Iefaétr%ﬁrngg‘%( Ahigast

("FL") and/ . [ el "R L ve ppEnt, dependi ng upon
whet her theBg%gfééngzﬁ@ Tﬁah%{k&isgo%%g&%gﬁ%ﬁengéﬁf Whet her it is in soft
handof f, f o[o@as8PiE sordd'@p¥éts, &lrEtSct ELRIMNHERIWAR L V38T 0t FOL &Y as a
provi de service over a | arge geographic region. For exanple, macro

cel | s 1402AC1c462 Sutsanibar Girelp Hothe WolldB)dk snd thatgprinei @b tdeed ratrickdver al
mles in rural environnent. [00149] FIG 15 illustrates an exenpl ary
conmuni cat i pWvEjEEe At DS OTewHemenadn ellos satrorag b tamwrardyl espeamenadédpl oyed
within a networ(]((? environment. Specifically, the system 1500 includes
mul ti pl e feRFERIsddeaccrsRy- (18 sne apeet.¢ Ghorad subsgighgwup (CLS{Bmay be

installed i | ati vel | 1. I t i t (e.qg., i

one. or  or e eflish 8 Bl HeS Rerins (e ey Flche-Sa o S |

coupl ed 10 g, Wil fisirGete Qe RN 12tk &e Paceeds Bint H]%ffrﬁﬁxtdé 2 86 R TRl E
t a cabl e nodem a

operator core net wor k 1550 via a DSL router, .

Wi rel ess |i iltipdé abReErmBNE Chintct i iTERRSIC A0dcs SRANAAL mAhaé tHe aBBity
di scussed bel ow, each femto node 1510 may be configured to serve
associ at ed ewwestgdo trattipla@bsictd 20cefepaints. Achass] drewhichall fehid @desdndhll

optionally, alien access term nals 1520 (e.g., access term nal
restricted femto nodes) in a region operate may be referred to as a femto channel.



[001501 FIG 16 illustrates an exanple of a coverage nap 1600 where
several tracking areas 1602 (or routing areas or |ocation areas) are
defined, awahooob43888 ch i ncl udes several nacro cover age rar@asod/GOMhs

Here, areas of coverage associated with tracking areas 1602A, 1602B,
and 1602C are delineated by the w de |i ibs and the macro cover age

areas 1604 are represented by the hexagons. The tracking areas 1602
al so include fento coverage areas 1606. In this exanple, each of the

femto cover f@QS’W e a8y RORiBnBips rﬁasv e%%‘(@ét@vg@n( @éi@éh A0S del a8 a given

depicted w N a macro covera g., macro coverage
area 1604B) acckis téﬂi’;ﬁhldldF&eexaﬁx@[eeﬁbﬁxttﬁﬁpermwﬂé%ﬁanfaa@és @rohif4ll 4n GRYEr age
area 1606 may not lie entirety within a nmacro coverage area 1604. In
practice, afdnaogedmuaperfcrod a fapmd aodoovih agesaicedassb6@bomtz)g. ke ftafio ned
with a given tracking area 1602 or nmacro coverage area 1604. Al so,
one or nor en?de@éloww@e@ﬁgt@ agy acesss(tpiotingh o%ﬁ@strmﬁ%d Tatodeide e refetthian a

gi ven tracki a, 1602 or Ccro covera area &gﬂ [ 00151]
Referring a ﬁnf’ {Bplds repiict ’és%’%@f*ﬁ”ﬁf f"éﬁf‘%te és@Slf@OWOY

subscri be t Vige such as, e service,
of fered thr%@?@%@ %e%nlref%%lﬁoe?oéite cr)l}ay BT e {Onagtx %O%Eé’g(}”h”%bt Qi on,

an access t?e'iﬂdafiﬂs a&éggzéa% a&%s%@%@éﬁte‘?}fn (QBeg@ﬁﬂaH t ROk 1§\grd%6@ora
environments and i1 n snal scale (e.g., residential) network

envi ronnent gefided setdfehe M@h&,ac&@mﬂﬁm@ N pliddefeflis ﬁ@ﬂ:tmdyof@&if o feaito
the access term nal 1520, the access term nal 1520 may be served by a
macro cel l a@ctae:mswlpdima@%%mﬁmﬂ)&i@h@tﬂdmﬁdhﬁmﬁeedmbbde& opeeateam. ¢ar e
net wor k 1550 or ¥ one of a set of fento nodes 1510 (e.g., the
fent o nodes 2l fon ef@}f@é@t o feminsiage owwhmhﬁh@a@éssrt@ﬁaraﬁﬁeﬁm user
resi dence 153 r exa when a subscriber is outsid

he is servet’.lmg%flzﬁd s R B OT RGPS fraergency Siiaseus 4&& AT
1560) and whgp,the subscriber is at home, he is served by a fento
node (e.g., zie 1510A). Here, it should be appreciated that a fento
node 1510 158 b%&w@&@&tmﬁlwﬁ&le%ﬁs&cﬁ% StHoRER a%@&@t%%nﬁﬁ{m}ﬂﬁke?
1520. [00152] A femto node 1510 may be depl oyed on a single frequency
or, in the al drercoas ter@inadthanibiithpliedfic aguantd esticloe pamndinog: @ tthe
particul ar configuration, the single frequency or one or nore of the
mul tipl e freepgesieimanalimypamendngpeogistth therfemtr nade). A Evestiursessitesing edy by
a macro access point (e.g., access point 1560 [ 00153] In sone
aspect s, anreé%%é% a@%ﬁ%ﬁwanalfe@dmﬁﬁefaw@ce%m tiFsticked feraivreds (% a
preferredf mne.femo n

Permnar 1695 ARRE ok feibg, af 2RE PUR IS RhG & 87 s SIRG rsron
whenever { hg: a36695 ALl Aakss}82Aul S8 B AORE Rl £8 HBNGE pove

1530, it may Si re access term na conmuni cat

only wth thenhans theasdes Mo Et@trﬁb&li%mtﬂ@de, except for perhaps emergency situations,
for example, such as 911 calls (e.g., an access terminal that does not have the credentials
or permission to register with the restricted femto node).
[00159] For convenience, the disclosure herein describes various functionality in the
context of a femto node. It should be appreciated, however, that a pico node may
provide the same or similar functionality for a larger coverage area. For example, a pico
node may be restricted, a home pico node may be defined for a given access terminal,
and so on.

[00160] A wireless multiple-access communication system may simultaneously

support communication for multiple wireless access terminals. As mentioned above,



[00154] In sone aspects, if the access term nal 1520 operates within
the macro cellular network 1550 but is not residing on its nost

pref erred wetowoikssge. g., as defined in a preferred roamcmgskiosn)qist he
access termnal 1520 may continue to seﬁéch for the nost preferred
network (e.g., the preferred fento node™t510) using a Better System
Resel ection ("BSR'), which may involve a periodic scanning of

avai l abl e systens to determ ne whether better systens are currently
avai | abl e, ang SHRSAMSbmBIhRGLSyilRRYS Mkdbe mﬁ&s%rﬁm%ﬁag &flthe
systens. Wth the acquisition entry, the access term nal 1520 nmay
limt the séawahl dndicvepRdinks. CTHRAREY R Unle (b2 ABRhLinky O¢fe XAR lcemriubRation
search for the nost preferred system may be repeated periodically.
Upon di scovénky frofn the pase behiomsdo tiertrmingds) end ik Ogvetdadink doepsink)aeferstalhe
1520 selects the fento node 1510 for canping within its coverage.
area. [00155Pmmupisaian lipgdeomy tyminabsip thchaseistatipng o dbis sapaapisatiqniink

cortai 1 acclied FerARATETS Ao POy S S Ao B B Rt Pt el
(or cl osed) 6‘%@2\??’%&%{?‘9?&0 e\éﬁ{}rgﬁ%%g%&gee m nal may only be served

by the macr net wo I'ned set of fento nodes
(e.g., the E@J’ITBP] nQdeAMEP SRt @hp I bRShASp MAVD tRinsH8 a 0= SROAIIRGE BRET
resi dence 1530). In sone i'nplenmentations, a node miy be restricted to
not provi dereckioe anentagdstdatnentoidsion. af MBaStchaiel tmedbgmalN, Agnsndat a
access, registration, paging, or service. [00156] In sone aspects, a
restricted frddVprasoiie ariterias mapriry dedospobal inefarindegendsniochannedd, odedt are
Subscri ber G oup Home NodeB) is one that provides service to a

restricted phaviferghaags seialghannce wheiedss Radr Mehi Eadeaf thedfs be
tenporarily.o r ently extended necessar sSone _aspects, a
1 obed subs BB RRBR e e SRy Apim B erndde SUMA R EE ey BRis
points (e.qg; at: apeela! - Conir: list of
access termn {Ogggl%r@gg?%é%%d&%%@@u% f&{r)lt maf?é:a gegﬁﬁﬁgﬁg )ﬂg ’ t hat

al 'ows mul t lagdiBoR¢ GREDsibRIIMH lefted By BRMBEHe ifndntit and) rS8deN@ BtcRRKASS
termnal may have the ability connect to nultiple restricted access
poi nts. A chéahmedl on which all fento nodes (or all restricted fento
nodes) in a region operate my be referred to as a fento channel. 41
[00157] Var il¢U62} elat/IHS biistpmn may suppod tigeiditisipe tuen(“ADG Y el frapersy
node and a gi ven access termnal_, For exgjnéﬁtjﬁe, fromthe Perspecti_ve
of an accesdige x CEHDoh A afidiR & siou ey are ped revgselmpieingmissigns
with no restricted association.(e.g.,. the fenmo node allows access to
Ay accese. (i B r PR RO PO o RobBE Ral B 2o Py B YRR
node that igriR$bidatd Bk IHAnSD AR BORLE sE ﬁnlgchanﬁﬁ.sg[lfs%hﬁﬁesftgé access point
associ ation ancUor registration). A honme fento node may refer to a
fento node aefemhicctunbing bastSeinihEsdth BatheifSrvaud el WEGOMHIEPRGEREFasAR
operate on (e.g., permanent access is provided for a defined set of
one or nor e anobkbksit thernntasaps)t. A guest fento node may refer to a
fento node on which an access termnal is tenporarily authorized to
access or oftNABl ORe ImehREN ECin 1Y e ISQEONHSH DI CROM S & § 8RNI node
on which the agcess termnal is aut horized .to access or od%erF%e

ot
on, except FBP oafa}ghV&Bguseﬁ?a}P@aﬂE@%_&; FRRpRGHwevEthpt leagiope other ug

17 depicts several sample components that may be employed to facilitate

communication between nodes. Specifically, FIG. 17 illustrates a wireless device 1710
(e.g., an access point) and a wireless device 1750 (e.g., an access terminal) of a MIMO
system 1700. At the device 1710, traffic data for a number of data streams is provided

from a data source 1712 to a transmit (“TX") data processor 1714.



[00158] Froma restricted fento node perspective, a honme access
termnal may refer to an access termnal that is authorized to access
t he restr ivid emohReds0 node (e.g., the access term nal hasTReIBIPNE
access to the fento node). A guest access terminal may refer to an
access terminal with tenporary access t#3the restricted fento node
(e.g., limted based on deadline, tinme of use, bytes, connection
count, or sone other criterion or criteria). An alien access term nal
may refer t acgess termnal .that does not ve perm ssion to .
ncvess the MR CTE RSP Seet AR BR Y B pU R BB R i

Si tuat i ons, ufiQmaCXRIRN datSbt6Lts@ 1914 1c7Rhts Soolis, Ind inRRcARS BRI rabRY PR
t hat does n?)t aﬁlgve t he gr%ﬁentsfaozl S or0 per’n‘iosgsl’on 1tno F:eglgsterraL ﬁ% the

restricted gmtdatar@ea) bado00a 2Pdrticelar &AMMERLERCR] oot Sorth&GaRSHESN to
herei n describes various functionality in the context of a fento
node. |t shpwivdlckhed@pfrtaeci at ed, however, that a pico node may provide
the same or simlar functionality for a | arger coverage area. For

exanpl e, a H06SIhodde sededdatarfeiseach dete gireazn Mayree mibipleiodwithailotsiata
defined for a gi access termonal, and so on. [00160] A wreless
mul ti pl e- actaegofp ﬁﬁl%&q%oﬁfl%v&téﬁﬁaﬁwpwm If‘%?r‘l‘@cffﬁ'%ﬂ éﬁt@% Hrit
communi cation for,multiple wrel SS, %%%ggdsatt&ﬁer m_nal

nal s. . As mepti onﬁad
roc?_lss?d i1l & Knovn Mmarnner an rgeelver Systen to eg 1rpate the
above, 42 gac ermnal may conmunrcate wt one or” nore pbase

stations Vi gnfhaAnsihas aMg n&ﬂiﬁi&%d%ﬁ&%ﬁ%é’é&%a&%ﬁéa’%ﬁ dhth QS BRen

forward link (or downlink) refers to the conmunication link fromthe

base stati offdhlatetl fiec. tseribbNadhed idded diea peNaitfendduliof Sdhempl(é. BKBPSK,
refers to the communication link fromthe termnals to the base
st ations. TRIS§KebFRBIAI @dliphM]) seléctarielpr thet desa sitchingd ecbvideancalulation
single-in-single-out system a multiple-in-nultiple-out ("M MD")
system or %%'Pl%tﬂ@rda arpie. edingy sdappdylgipndan caph fatpstrassmanbenpl oys

mul tiple ( transmt ant.ennas. and nultiple ( ceive an as
For dat a t  Aeiied] BHsR PR LR § BRSPS a1 F o 12 e
NR receive ' I.nde t S,
ahi ch ar o af o5 opar et £ ERUMRe AR-AbR o b R ER R 1SS
NR}. Each ofohfsheMs of Nd@BERIEN. channel s corresponds to a di mension.
The M MO system may provide i nproved perfornmance (e.g., higher

t hr oughput §udéelr dheadodnlatien syafitiold foyll ddta bthamadel theropalided to a TX
dinmensionalities created by the nultiple transmt and receive

ant ennas ar MIMQ piozesdor 178016 Fh mapfubesyrotesatheagodaispposymbdlnge.g., for

di vi si on du%IEFex (" TDD")%j and frequenc¥ di vision duplex ("FDD'). In a
TDD syst em XU orliraPaMAME prevesrad 729 Hien proxiesiVe glognistion &gl strrams
sane frequenc egi on s » Ci J rinciple I .
oot mat on B Ve RERTSrRG SR 1A RGBS el r e
Thi s enabl e [ ' ] j

on the for air Ty ol aRER e T g SEhatd P Shbo PRARE AL Bl
access poi Nkhe ARAALBITRGiEEDE By i1RiRi tfanb@yitcde i ncorporated into a

node (e.g., a device)
[00167] Each transceiver 1722 receives and processes a respective symbol stream to

provide one or more analog signals, and further conditions (e.g., amplifies, filters, and
upconverts) the analog signals to provide a modulated signal suitable for transmission
over the MIMO channel. Nrmodulated signals from transceivers 1722A through 1722T
are then transmitted from Ny antennas 1724 A through 1724T, respectively.

[00168] At the device 1750, the transmitted modulated signals are received by Ny
antennas 1752 A through 1752R and the received signal from each antenna 1752 is

provided to a respective transceiver (“XCVR™) 1754A through 1754R. Each transceiver



enpl oyi ng various conponents for communicating with at | east one

ot her node. FIG 17 depicts several sanple conponents that may be
enpl oyed t lohdsk@t € conmuni cati on bet ween nodes. Spggi-fii

FIG 17 i l\?ﬁ%ﬁdﬁ??dgé@a wirel ess device 1710 (e.g., an a?ggfsdsﬁ@géﬁr?gy
and a wireless device 1750 (e.g., an acédéss terminal) of a M MO
system 1700. At the device 1710, traffic data for a nunber of data
streans is provided froma data source 1712 to a transmt ("TX') data

1714 . [0016 , h .dat t s .
[T anem (1 ed Qubrord bR gdor 158> PR TR R o e PR aE e eitlor
1714 f t i€ , ' : fli f _ dat
<t roam based Sa e Aol Br B R AR detErbleE anl Bl froh b it

streamto pg%&q&g@%n@%mec&o&b@ bdin@espded data for each data
stream may be nultiplexed with pilot data using OFDM t echni ques. The

pi l ot data [@169pi catdyiva(‘RIOWlatd dtoaepat 1780 nhdnhradeives afd Heess8dhd M, A
known manner and may be used at the receiver systemto estimate the
channel responved sihiml sindanisgloax & trpisceivera @S Clmdetodapatifubar reacher dat a
streamis then npdul at ed g:ge._, synbol mapped) based on a particul ar
nodul ati on SEREHHE(techgique 11d@%@efwtqﬂém’mbqi styparmgv) The & % date gropessor

codi ng. - and AU AT A SARAH G o FEaiha e S enhy e
| nstructl °”§e08%rgf£é Hzﬁg% B¥a %rﬁﬁéécﬁ?aés:n%ml ﬁggrd%‘egﬁlg?gg?%ﬁ%ﬁﬁga?p%gce%y

store program co a, an I'nformation e ‘processor

1730 or ot hensrRYBMPRM:SaB to ke peleyHee b} fEOrx MK flbcdts: 1m0 uhihk a1

synbols for all data streanms are then provided to a TX M MO processor
1720, whi chdamyrdcassbhEri4pe theelssicé hElOoodul ati on synbols (e.g., for
OFDM). The TX M MO processor 1720 then provides NT nodul ati on synbol
streans to MBl7BhnSepiooesse [77XoxRdjcally Aotarmihesoukjph 1E22ding rtisotieaise
aspects, th? .TIX M M) processor 1720 _applies beam form ng weights to
the synbol s (§fcupizd balat’é- b6 RS d 7Y TR AT RS K SIERSRES e¢pIHENg 2

synbol is being transm.tted. 0167 ch transceive 722 receives
and proc eSS(Iansan%a& ind et nvae“%sayljrar‘g(o]'aq%% Qogg?ﬂ‘ t‘% d?a)t? Sy i)’/ré B {¥5F grogram
anal og si gnabg, daRdnfi YiePRkoFaRGH ﬂée@'ﬂg.tkg:?r&esso? d drl @Ry c&h{)c;n%ﬁé of %{%d
upconverts) the analog signals to provi a nodul at ec? st gnal suitable
for transm gsvieniower the M MO channel. NT nodul ated signals from
transceivers 1722A through 1722T are then transmtted from NT

ant ennas 17207t hr dihghevE724ifik nmressyge otay vehyrise[VaOdG8)pediof ifendeun ce
1750, the transmtted nodul ated signals are received by NR antennas
1752A t hr oudtgandmspihe soramupigationd wkvwadfos thy meeeived dett szaem. alhesnveaseling2 i s

provided {o o respective L1 ansoal el bokQUR 1pshT5iA, L ough L794R,
for a number of data streams from a data source 1736, modulated by a modulator 1780,
conditioned by the transceivers 1754A through 1754R, and transmitted back to the
device 1710.
[00172] At the device 1710, the modulated signals from the device 1750 are received
by the antennas 1724, conditioned by the transceivers 1722, demodulated by a
demodulator (“DEMOD”) 1740, and processed by a RX data processor 1742 to extract
the reverse link message transmitted by the device 1750. The processor 1730 then
determines which pre-coding matrix to use for determining the beam-~forming weights

then processes the extracted message.



44 1754 conditions (e.g., filters, anplifies, and downconverts) a
respective received signal, digitizes the conditioned signal to

provi de SQﬂ@hﬁﬁm“ﬁQﬂ furt her processes the sanples to @&@thﬂw@miﬁ
correspondi ng "recei ved" synbol stream [00169] A receive ("RX") data

processor 1760 then receives and procesées the NR recei ved synbol
streans from NR transceivers 1754 based on a particul ar receiver
processi ng technique to provide NT "detected" synbol streanms. The RX
dat a proces eaves decod each

SRR TR A AT i B TG RS i IS e

stream The A nt ar
fo that per Porasd byt BT B R orhrs el R Y
processor 1éddnad, ah H&:eﬁ@dﬂnﬁ@l chfipdnedt 404/ Rhy AoopERELSiSPhe blotSssor 1730
periodically det er m nes whi ch pre-coding matrix to use (discussed

bel ow) . Theapdaoeiss compdiettsfodtirmdeaice$7 B havelsecild siknaesSimgeanother
conprising a matrix index portion and a rank value portion. A data
menory 1772d¢me Stgodevips bi0ans eoghs herghx Simbaty, e heoess aohiselramiporentsed

by the proc or 1770 or other conmpongnts of the device 1750. [00171]
The rever se???S THEPOBHGE %‘ﬂy%& BWF%S%I N Q@P@%‘“W ﬁé@P%e“ﬁﬁfé'%WICSn

revarse i it LSS eRats et P heBldsiles e GRG0 PALE bR
whi ch al so Eﬁﬁ'&lﬁgéth%f 3f Edcﬁ d@&%@l’f 1@'an I@M@%n%m%hﬁo%%?gﬁfg 61‘9{;@ a

data source 1736, nodul ated by a nodul ator 1780 ditione

transcei ver geskiibediobipoati@hmiy bdRovidsdby & &ﬂ?l@cbﬁlﬁﬂl@lﬂﬁ%rkﬁdﬂaﬁl@ dOL(ﬂvgié: e
1710. [00172] At the device 1710, the nodulated signals fromthe

devi ce 1750pmrcessmgecemypentnbyay hevaisttienfutagiob7I24 of thendicss amed] dynpohent
transceivers 1722, denodul ated by a denodul ator ("DEMOD') 1740, and
processed by7% thmracq@msdéé% A spagle PYCRIRING a@mpfmét may rogide thenk
message tra 1750.

nltt ‘By he geVIf 1 {%5 ssor 9 t hen

det er mi nes aﬁ AR OR8] gen é’F‘?ﬁeﬁﬁOﬁg%

beam f or m nﬂ)dﬁh]g mT%e ttef%‘éﬂn&f &z ?n%? b m%o%)&ate%cﬁlf% LaliGirs t?}gf% of 45
communication systems and/or system components. In some aspects, the teachings
herein may be employed in a multiple-access system capable of supporting
communication with multiple users by sharing the available system resources (e.g., by
specifying one or more of bandwidth, transmit power, coding, interleaving, and so on).
For example, the teachings herein may be applied to any one or combinations of the
following technologies: Code Division Multiple Access (“CDMA”) systems, Multiple-
Carrier CDMA (“MCCDMA”), Wideband CDMA (“W-CDMA™), High-Speed Packet
Access (“HSPA,” “HSPA+") systems, Time Division Multiple Access (“TDMA™)
systems, Frequency Division Multiple Access (“FDMA™) systems, Single-Carrier
FDMA (“SC-FDMA™) systems, Orthogonal Frequency Division Multiple Access
(“OFDMA?™) systems, or other multiple access techniques. A wireless communication
system employing the teachings herein may be designed to implement one or more
standards, such as IS-95, cdma2000, IS-856, W-CDMA, TDSCDMA, and other
standards. A CDMA network may implement a radio technology such as Universal

Terrestrial Radio Access (“UTRA)”, ¢cdma2000, or some other technology. UTRA



[00173] FIG 17 also illustrates that the conmunication conponents
may include one or nore conponents that perform access control
oper at i onsy@Soob/adkgst herein. For exanple, an access copbi@k2e9iRenent
1790 may cooperate with the processor 1730 and/ or other conponents of
the device 1710 to send/receive signal s46o/from anot her device (e.g.,
device 1750) as taught herein. Simlarly, an access control conponent
1792 may cooperate with the processor 1770 and/or other conmponents of

devi oo, 1710 eure: SRORM BEFERYFull BREETGRG TR AIRMOREoPR S Sat e

1750 the fuﬁgﬁd P94 hﬁc?’ S°§56tsY%€ﬁd£lfds MRI$HA nteR&irQ% Gzhpk%gﬁeﬁ%ﬁ’iﬂe”t S nay

be provided by a single component. For exanple e processing
conponent rr&)émwl@géﬂ sieh b @lobalrmkicaiat MoBil®ComRnREEES $“GIMITY. ¢dn OFDMA
conmponent 1790 t he processor 1730 and a single processing
conponent magtwprlomayentlérecrt anatio @oldadlégy soth sdievohed 8RR A (IR-UORA™), IEEE
conponent 1792 and the processor 1770. (5?0174] The teachings herein
may be i ncoBpdthtEBEBH2. é)@\lﬁEE@Q% 29 yHhest-HDMBRign L&A USRSy arsGSM

o RO Do R B TR AL

conmuni cat | RS WAh € 1m 1 ente'dsiﬁaraﬁ(}lai‘ Lspl re OFVCEIS’EI a:,/\(na%tf% ste% tra-

ein m b
resources (.G, By Speci 1ying one or YT ans ni

power, - codi Rtk BEidb&AH DIB9S ABbicFBpe LAy, LEiskeaEhRgS
herein nmay be applied to any one or combinations’ of the foll owm ng
technol ogi eSOt bley EITTRAMAlihbiihereAGia agsecls oERIRIigclosyS tneiyEbe described
Mul tiple-Carrier CDVA ("MCCDMVA"), Wdeband CDVA ("W CDMVA"),

Hi gh- Speed PRsick éGPB\MﬁE}IC(EYI-SBAp ‘be thiBPedd) thatytbe eachingFihaeiDhay ki applicd
Mul tipl e Access Eéﬂs ystens, Frequency Division Ml tllpl e Access
("FDMVA"') sy&t pRE (%llﬁ%}l éaR¢1|6eRelﬂDthewlwﬁPwﬂ 3s IGRR2PR TR fdRal

Frequenc ion ccess stems, or other
mul ?i pl eya([:)@ﬁ@ Pt"’@é'v#rﬂﬁ?ég&nﬁoﬁk’ P ‘&E%t R ﬁlle ati on system enpl oyi ng

t he teachin ei n

st andar ds, | SAShe TN g AE5h RS be gk P R K" TRl yitin o
ot her standa g&me&‘b% ard@Yes!(8B], BORY lﬁs&ﬁgh cbiS oAk such
as Uni versa Terrestri al &%dl obAcces g? % , ma2000, or ggr/re

ot her techneliegys ndﬁ%pi&ﬁeﬂté&ﬁ&d@ﬁddﬁé@%tm%chm\gs Ehrtip nivatendpiibCR' ) .
The cdma2000 technol ogy covers |1S-2000, 1S-95 and 15-856 standards. A
TDVA netvmrhcqmpdimtmr@mﬂessetemmo t echnol ogy such as d obal System
for Mbile Comunications ("GSM'). An OFDVA netvvork may i npl enent a
radi o t echnd?Yd§l s&@ﬁe@én@dwer&bmmne TRAY $PRIRTE, DF Rpdemented 4s, of EEE

802.16, | EEE 802.20, Fla t
or Uni ver SR RBRR S Rt bt Py e b e D&y & PRI et has

herei n may %ﬁ)bli gpd! rﬁﬁ[ﬁ[@tn%%e At g‘??q %qgsrlgf‘aert%@(a?léusgpt@ inki Euder agen

system an Utra-M roa system’ an er types o
systenms. LTh us& Rvicelopase @ﬂheMWﬁn&lBQ;& 4S8 EnpltRbntas RO WedesCeFhiatin
aspects of the disclosure may be described using 3GPP termnol ogy, it
is to be undelysbopdsd hedlutaheldpbacd) b vgsllderphompy sdscompytiatied ptaocdGPP
(Re199, Rel5, Rel6, Rel7) technol og as well as 3GPP2 (IxRTT,

1xXEV- DO Rel(li“Sl?ie)\mOﬂ@é\VBBelQSélﬂﬁﬁldDQig Wird) et amwm@ﬁm@a@msﬁp@mw]
The teachi ngs_her ei e .incorporated into | enent ed
within or pérflf r?eﬁgw"?éage‘aﬁ *&Vyigo\vlr%*aa?%a%@scag@l'gwngﬁmg | n

sone aspect \A}“tt%let [hrgcetqglg% ﬁevlce coft nec?ed%gg w'?r%%%g mog'g)m CRENL& g Mong or more

accor dance TAgs Chefein’ fray “conprise an LN poi Nt or
an access t gLk uonl Q&K &l %Qrmc% AR Eint A RGE 4 &1MaP Bhon@RY smart
conpri se, be I|5Elcrrp er%en ed asy ﬁfb\/\n as uc{sber egetSJ?prrent gillsubscrl ber
station, PUBEGSd Reiputsdi(d.g., @lamp) lagogbtaé tamudcdidhidedice,a prRbiblE e
node, a rem)t e station, a renote termnal, a user term naI a user
computing device {(c.g., a personal data assmtant) an entertainment device (e.g., a music



device, a video device, or a satellite radio), a global positioning
system devi ce, or any other suitable device that is configured to
comuni catywothodogesid I €l ess medium [00177] An access pPQichiush@¥o7911
conprise, be inplenmented as, or known as a NodeB, an eNodeB, a radio
network controller ("RNC'), a base statién ("BS"), a radi o base
station ("RBS"), a base station controller ("BSC'), a base

transcei ver station ("BTS"), a transceiver function ("TF"), a radio
transceiver, a radip router, a i c.servjce set. ("BSS" an ext ended
servi ce set papsdHRoGRIES bea SRR Eoifl - HlSEuPRnbive sy aBierey S
some. aspect gy 3l 4Evide thaf AFEERS B bl TBY VEUPELSE Ry AECOSS

node for a comrunication system “Such an access node nmay provide, for
exanpl e, comuagy] ViAackess peint iy SorEieOkdindpRerbntcds Wrk8owh §8a RBIMD LK
such as the Internet or a cellular network) via a wired or wirel ess
communi cat i eNodéB)lk ridio héteorkedonooler (ADEOT)dd bk Btatiamn (‘BECE 8 $adie & BRaglon
enabl e another node (e.g., an access termnal) to access a network or
sone ot her {UHBY D.arabe stytion agnigeldiir (TBHG)iatbashisanseeives stappn €8T kd t hat
one or both of the é{;od_es may, be é),ortabl,e or, j.n sone cases, .

rel atively HBMCPYFL B‘?“é’?i([ﬁ%i’fg}i i gBSCeiVEr, & FRsli EPUEE RSBICSBIVISE SRt t hat

a wreless " be pabl e of.. smtting and/lor receivVving

i nf or mat i on?%g%aﬂ%}éﬁ’-‘t\‘?\nm?%lsgrgéceﬁg[r{n%$§?’eqré9r?e \(}\%Sr %m\‘zh”‘frt%laimﬁ‘glﬂ%ct i on).
Thus, a recgj a ] S 4l ' [

appropri at e?(zzogrqrﬁr]u n Pg 3‘??‘%%@?‘%%??‘%38%6 gﬂ%‘:}%ﬁgﬂ% QE% Qérﬂ%rng)é? ?%g gﬁ'
optical int grfaanenaanRanesistn, tSucE QRRHREGRIIE mél Prévidt0 for Wkd@hlES S

medi um [00180] A wirel ess node may comruni cate via one or nore

wi rel ess corvamettcatyi fonor to alustwohlate. sarewila sed netwook siah hethwilsternstgpor t
any suitable wireless comunication technol ogy. For exanple, in sone
aspects a weelBlagstwisdeinmizad sowireless opmmhnicaiien iy o thq retwerlre aspect s
t he networ k rise a |qcal arﬁger%g work or a wi de area networKk.

may ,Co

A wi rel ess ASOTARERag SHEIPHE BRY B F 3R (e icoRs tematal o
variety of w e ' ' ol 0gi £8;..Protocols. or.

st andar ds s\l%%{?gaaséé?‘ﬁ%g%%ggt%ﬁ@nﬁg’%gllﬂﬁ' ?‘g?dgif"ndb%&’,“? P reaéﬁ@]that
OFDVA, W MAXyc Wisof of (RO D be pitdbid & |n¥sonf Wik GLBESIPRSIE cﬂ%éle.
support or otherw se use one Or nore of a variety of corres%on I ng
modul ati on (O0IMR t iAke Xisheuls bbepmReciatéd thht £ RESsshRdemaRYe Edpdbleionc! ude
appropriate 48 conponents (e.g., air interfaces) to establish and
conmuni cat e trgnsmithing and/onsraving gbmsgior onmumi-e tlesmdnnek(s. gu siagwireie
above or other wreless comunication technol ogies. For exanple, a
Wi rel ess no8¥RENPT o RIS & ECEIVR 40 [adasmiftgiascdiscpesed hprel reaysBelida ed
transmtter _and receiver .conponents that y _include vari ous.
conponent s (PP oyt igAlRE Mg camBoT G ek Hrobey SbpRyeel igface
facilitate [gjr_Hé%g' i - W } Ly [00181] The
conponent s ges ri %ﬁﬁg&gﬂﬁgﬁﬁlﬁﬁgn‘%ﬁgiﬁ%ﬁ?%%h a variety of ways.
Referring tooikeS. AlRirelR$nodpBRY AMERSicABAR ont 3P hord@less2oRhun205h
2300, 2400, 2500, 2600, 2700, and 2800 are represented as a series of
i nt err el at etinfsthattaromatd dil orakserwish seioe: aag pacbR: Wwikdesk daginuapaliint y of
these bl ocks may be inplenented as a processing systemincluding one
or nore pro&elrveye divp orremils in fomaispectespaeless node miap ngspiieteatithtay of

t hese bl ocks may he i%EI enented using, for exanple, at |east a

portion of BFEOHT IREPEC pIEEyMsIEhY K Fraicompiiss agocal grpa Agimerk orggwide area
di scussed her.ei n.integrated circujt i nclude a processar
software, oftH&r rre$¥r§%%%o%8r%aﬁtsgPpo Orsog??%w o Hacr Hﬁr‘? &rapEty Ple
functional i Lyrefs LARSGIOHBE kInA ISR Bid61s! SRk | w r
manner as tauﬁhtb herein. In sorreéf’g?sbb ct(;sagé”néemodgﬁgrrg% %ngdgl%h?gg@%%%g
bl ocks in Fhé&Sin (3.8., CEZ814] EDPRL, IORIAY,; OF OBV iIMAR, WRparal 6. S8Ry,
1900, 2000, 2100, 2200, 2300, 2400, 2500, 2600, 2700, and 2800 may
a wireless node may support or otherwise use one or more of a varicty of corresponding

modulation or multiplexing schemes. A wireless node may thus include appropriate



49 di scussed herein. A receiving neans 2004 may correspond to, for

exanpl e, a conmmuni cation controller as discussed herein. An all owed
servi ce dgi@habiisggs means 2006 nmay correspond to, for @xaiRl@soBM3
access controller as discussed herein. A configuring nmeans 2102 nay
correspond to, for exanple, an provisioABng controller as discussed
herein. An obtaining nmeans 2104 may correspond to, for exanple, an
access controller as discussed herein A receiving neans 2106 nmay

Per ei n A ETERHRT RS nEs R Br68 ey tol e g o R ST By
access cont {gblekicat dhRcUSE, i e R ]

means 2202 may correspond or exanpl e, an provisioning cont oIIer
as di scussedoN&hBipl, a AileRAHIIG nfﬁ?%ﬂﬁl pASDAw FBIYssGRLSRBRPRHN hocihed
exanpl e, a conmuni cation control[er as di scussed herein. An assigning
nmeans 2206 maysnderraas panivet @mpooentethanmpaeinciade parvb soropuinegrs ¢! sighal er
as discussed herein. A receiving neans 2302 nmay correspond to, for
exanpl e, a pensvatess apd ﬁgnaé@rqcf:&sms}sﬂlabfgmhtamﬁmmmo@DYf:r aAvireless medium.

transnittln ans 304 may corre d to, for. exanpl
communi cat | GWIEBNt GEFERP “Eﬁu@%@’%‘ggﬂﬂéﬁlﬁwe iplCpRRIR iy ¢ wricty of ways.

det er m ni ng ans or resp ond v oni ng
controller g‘rsTF tﬁi@é%%r% %ppag\t $ %Jéoﬁgldcngan@%g 220@ r%@l Ond
to, for exaM@za@o SR THRY §@Ola?@l‘ein3§9élﬁ&il ds@lseS ﬁ'lrﬁ&lﬂéét@&’ﬁﬁ@ﬁﬁaﬂblo&s

recei ving means 2502 may correspo , tor exanple, a comunication
control l er assomcSBpesete RRkeomality ST (RE6 8RBk LEAAPbELRNmEIIes TiphdBging
means 2504 nmay correspond to, for exanple, an access controller as
di scussed heysginminchidogite gumatd oeehas ednpleicetsnimsong aspairsth G06tiomality
correspond to, for exanple, an access controller as discussed herein.

A list mainphiheseriiodks ey besoplemaytcd bying Scrampls, atesst nastien of onggr
cor r espond FUe %@?%ﬁé%ﬁﬁfé%d%ﬁﬁé?omé%%ﬁma‘éﬁﬂ'n{? op TSR
herein. A tﬁr%ﬂl%g]a%p cIQ%oP‘%é‘ﬂ& 03 TR teﬁ%lﬁﬁosd%%g or'sQme cé}’&lbf%’a(t%'mll&%‘gts

conmmuni cation con er ‘as di'scussed here recerving neans
may corr espAd flnesiodaBty SPIREED bﬁ)ck@al%ﬂ?’l‘?ﬁ B dr QR b8 RL J)tﬁér @fner as
di scussed herein. A sénding neans 2608 may correspond to, for
exanpl e, a piught Ifkddni MGot@AEFeotslots oot of ChesdaeitbdtdroRs h FISSAef | 76 09
means 2610 may correspond to, 50 for exanple, a provisioning
control | er aptigiakcussed herein. A nonitoring means 2702 nay
correspond to, for exanple, a _receiver as

¢ acei vi ng mBHE2R7 ol Raprebne d8Hon 0% GO0 310G I A0, 34 a%aé@%@ooas
di dh d 2706

exanpi o, a. 2ot SRR BONTR GTos s det SaeReRBR B oo Faaot e
i st 1 ecel Vi BRARS. 0% TR0 LA RAN b Orey

provi sioning controller as discus erern ggilgurlﬁg means 2802
nay COFFespﬂﬂgwh%kmﬁﬁﬁgﬁkaﬁn@ﬁznﬁy@6@¥$§mpﬁlﬂﬁeﬁﬁﬂﬂé@%b&hmﬁ&mxm

di scussed herein.” A beacon receiving nmeans 2804 may correspond to,

for exanpl ecomrdllecs dieussas heleic ugsidehtifier ditermiding araisniGodeanso28Hondray
correspond to, for exanple, a communication controller as discussed
herein. An &uforexpiplei Braceess epnifollgr spehisrysse@bgcimayinadlored ponide t o, f or
exanpl e, an access controller as disc d herein. A pronpting nmeans
2810 may co:d?té'é"b‘BW& npegns %396 négyaqqg]egaongﬁp 2{6@&@%&%6@5? gqutrpderas

di scussed h%{q%‘lllsl’qled}férdl S nean ond t for

exanpl e, an access c%%tro e“" meﬂ“ usgbﬁcﬁé? '%ngﬁF)qF'should
be under st Og&nﬁﬂﬁfcd@dﬁ’coﬁﬁ&%& &l gﬁcﬁs%g%r . d&g‘gﬁd%@%ﬁdng 1964 A8, Srrespond

desi gnation such as "first ‘secon does not

general l'y | kdYifér &(E‘iﬁpﬁ@fﬁcbésy cOitrodefRr diglisseh B&eine | AeNB& it Fier RAbHRking
t hese deS|gnat|ons may be used herein as a conveni ent nethod of
means 1906 may correspond to, for example, an access controller as discussed herein.

A sending means 2002 may correspond to, for example, an access controller as



[ 00185] Those of skill would further appreciate that any of the
various illustrative |ogical blocks, nodul es, processors, neans,
circuits, vahdy@loaRsd t hm st eps described in connection @t&nmhmggwlﬁ
aspects disci osed herein may be inplenmented as el ectroni c hardware
(e.g., adigital inplenentation, an anak®g inplenentation, or a
conbi nati on of the two, which may be designed using source coding or
some ot her technique), various forms of program or design code

conven: ence SBaabigih, Adeeh Sl BP0b Ral FsfhER S r i At | ons
of both. Toc&Jm%ﬁﬁLcthdnl doﬁﬁ&ﬁe@%?d&éﬂs?ed'h@feﬁ{ C&?E‘[ Qﬁﬁq lbrﬁéé d%fegﬂ@fr%v}géags

and software, varitous Illustrative conponents,

circuits, angochepsorRaydhdisadr Seapid RestcaRRYRrARPES @bdu¥sel Metef B  Of
their functlonallty et her such functlonallty is inplenmented as
har dwar e or cadfguving erceteyPH 02 say pomedpbied pafol ExamAe, aa ppdvidaiinOdonasller as
design constraints inposed on the overall system Skilled artisans
may i npl emediscyshied htegier Abebtainingmeans 21 04 pay eorvespanidrig, faagremply, 2eaashss
particul ar application, but such |nplenentat|on deci si ons _shoqul d not
be i nt er pr ef&Hroler asliscigd Rergin AY FegriKing msans HO0 sy sarreophio; fresent
di scl osure. 86] The varj.ous

| k
and circuit &% &@é%rﬁﬂgﬁ“wﬁm gﬁﬂ%@?h%%&ﬂ%%ﬁ¥$%%ﬂ% §é¥%ﬂ§&g§p§§g@55&f
herein rmy he cfﬁ%s‘fom{oeﬁ)ﬂék 1 cd%gsr {QEORd a@ﬁls%éﬂe‘? a}%ﬁ%ienhﬁer

circuit ("I1C"), an acceSs ter or an access polnt.

conpri se a gedgmhiain Maﬁ@mzﬂﬁ@%ﬁéﬂfondﬁ) @dr%lxﬁrﬁblesdn @41519151@@@&&%!1& as
(DSP), an appllcatlon specific |ntegrated circuit (ASIC), a field
progr ammabl disgaseal lareiny A(sERE momsALiemap cagspontib) @r bagipte, devi ce,
di screte gate or transistor logic, discrete hardware conponents,
el ectrical eonponerion coppelicas disonsrdrerin, Awrmmg@man&ggﬁédn@ms or
any conbi nation ther eof deS|gned to.performthe functiaons descriped

herein, andCHRESPRAEE aB ProvGIEIOR B RILer @f discysead; hgeeivy %ﬁ?%wﬁ%
I C, OUt s dem%];nst %%g m%{ ?ﬁ éf)gf@ to ﬁ‘)r%g 19 lahﬁ%'wg 81?1% ReRoTEe aosrdlscg%y

ni croprocessor, ey nati ve, rocessyt

convent i onahe@an%éﬁ%mﬁg ﬁ{ea@ 1396 ma cslrr&?eﬁﬁ IOOfolr 8kamfiE, ascfoﬁﬁﬁmmon
machi ne. A processor may al so be inplenen as a combination

conput i ng deyitestiss aseli@ussed herdid. QaNbertdict @fe@finiag BokhsA02 thay correspond

m croprocessor, a plurality of m croprocessors, one or nore

m cr opr oces §nier dkamplend proeisicomgwbttivikr BIPsausted hewin. ahyendingencasu44
configuration. [00187] It is understood that any specific order or

hi erarchy ofa¥repesppad Bnlpr graemogcamprssatian santiaHeran sipprecbiiersns dnpl e

SheciT1o or ARFVBIETTRES 2 AR bIoriTrsgs o ot BSBaRT il ot e &
rearr anged M}hﬁs@ec{ I%Er&h nkﬂ%cé@sg é]{ gleg}@ﬁi cﬁe?e%ﬁn&ge Jﬁ? 2§(?£1§§£§0rres?ontd

di scl osure. e acconpanyi ng alns pr

various st eps ckinfleSAMRESs 06MRler Akcadsed H&Emmaé&lﬁ%&a%-basea ted to
the specific order or hierarchy presented. [00188] The functions

descri bed néyteh@iningphane?i0Gdndyncohaspdnd i forerbmhmay @, actdss bafollcr Br any
conbi nation thereof. If inplemented in software, the functions may be
stored on odistusserblivirdined lovmepingniomeents 208% may nerespentd tonfor orampdaden on
a conput er-readabl e nmedi um Conput er-readabl e nmedi a i ncl udes both

C(r)]rrpu]'E er lst 6?“5@%%6?%;%@?6%%”&%&8@%&8éﬂeﬁﬁ:fc%?a|ﬁﬁ’g CRHGSPRBA o AT
bhother - A ts?%ﬁaérpﬁéﬁwﬁﬁlﬁ% et LB Rmar S r e BafSBedfmay
computer - r eSLEpaRottor o B Bt R eon B BRI B or "

ot her opti Ceécem@lsn@ahmz@@sanam fdn@ télifSkexainlea® SorRhuMEAR BREIRE AL
st orage devi ces, or any other iumthat can be used to carry or

dlscussed herein. A sending means 2608 may correspond to, for example, a

provisioning controller as discussed herein. A defining means 2610 may correspond to,



53 conputer-readable nedia. In summary, it should be appreciated that
a conput er-readabl e medi um may be inplenented in any suitable

conput er - Ri@Yse3AseEoduct . [00189] In view of the abovepcipssiFrors
aspects a first nethod of comruni cation conprises: determ ning an
identifier for a set of at |east one acéess point that is configured
to provide at | east one service only to a set of at |east one access
termnal, wherein the identifier uniquely identifies the set of at

| east one agcess point within aq{ﬁger%$or n@%mork; and.sending %ﬂﬁ

i dentifier 19 SHENCAIIREEORGE [OCT fiatischpsedfergin (A RepIS TURES

poi nt. In addit.} I NS . t f L
S0y apgy cpoeppd R B AREa eser kAR o, (eI,
conpri ses anREAWIOK rag@Bkrbdpb I 1o, B dxdriific, NEL WK 1 £ BRI  reth. CR kdrdtRr
operator domain; the identifier is determned in conjunction with
activati on ofeamm7a6aegzopaipoid f fdrbearnsgt, acfomatunicadsit camellacs dssussed
point; the set of at | east one access point conprises a plurality of
access poi nhereinhat rogefingrlipt tegeising anaanh2 @i mayi eotresond o, duremimplethe set
of at |east one_ access point conprises a pluraljty of access points
that are asBOYSHEE eRpireiles ag dischsirddicrdi gt SOBERE NS Breagsy 0P maysarrespond

identifier s text- d: each j.nt of . th f at .|east
one access [l MERFaCkP SCOHEEOTOET Bravrasd rar ot orsseEoeHBlot er

access ter Mgy 2ol 525408 B - BN CALSLI Alleclierct], G RIANG:

data access, registration, "and Service;, each access point o

of at | east nea 206 RS cBALPonE ARt ieRBHpIa of RFNAUNNAELSN Sintid1IRH 48 AiseRAS]
determning the identifier conprises receiving a request for an

i dentifier a&dindetrequnhonizagprhettieg meire 280@ niay toressporsl @) foeadynple) anse
by at |east one other access point; if the requested identifier is

al ready in eesgssapnirpléer g8 diseugasd herman. ob Permp e srsanpdl fimayseorrdsnegd tca or
identifier conprises sending. a responseg tq the.request th conpri ses
an ident i fi EFaMGenRecesytonfTRllgres disgussed hegiipet digp %%@?Pﬁ?é,lzéﬂa@h

access poi gl LGSEL Bl Rl oh5asls QUEAESESSaROL B Ovi des at

| east one ofher service €ast one ot her access termnal; the

met hod furtpmsﬂonmgh%@@ RIRUGROAD S YRS a6 BlchEMddih Gling @ €aCh
access point of the set of at |east oné access point; each access

poi nt of thdesigiation sidh ab efxSt,” WICNAL’AE So PRthtHocPhd \vele s [ydlirhi eHeefbntity
services for the set of at | east one access termnal than for at

| east one ovhexcaddlsss elearenisn&hther, Bs¢ OB dafionAlnsy bemsad leveinhs 4 he
above, in sone aspects a second nethod of conmunication conprises:
recei vi ng afoivgeistt meteed eiglistingyishing petyeen lawar mygeclawerts or ipsfrres af aman
access point, of t set, .wherein each access poi.nt of the set is
cont gur ad PsTspbuS RIS e EarORE SRR <bt it witt R oY Pitast
one access ] i i i fil i i Lfies
one. acoess HRETAHey RIS Sl b USRI ALl WILGHEL Y, hISIERY
transm tti ngiehdagt hdemt hhfsh. QYRS uﬁl@ﬁ‘s@’céd-otﬁe@w@gg'sét:o@ Blemefts #ARomprise

aspects at |east one of the following also may apply to the second
met hod of cemmmnhe@tleatentst he met hod further conprises receiving a
regi stration message froman access termnal of the set of at |east
one access {¥H##nalThose efeskiblondle arowetie undeayiend thatiinfnrmpftionlard signals may
identifier; the identifier cgonprises_a network identifier, and_the
networ k conpf FoEseyeEwing guyof g yarely of diffsraat tschnotngiss gashterhyigyes; Eor
recei ved as _a rqsul& on %gtivation gf. he access Fﬁ%pt t af %EF ives
the i dentif PEPPIpAESTPEHIONS, Coamapds, ROranon: SRy SYMbPissad ehips
plurality of;. RO : a0l ive
Gommi . { ho eer g P PO Bk oDE DN B RrRITR, BERRRLSIERE 1T of
access poi nb@lfége@tcuﬂérﬂs,@&s@&h@%@ﬂc Whidd, RaGRITHAJIEbiOSeELISUBREE] fR8ds or
group; the identifier is text-based; each access point of the set of
particles, or any combination thereof.



56 associated with the access point; the at |east one identifier
associated wth the access point conprises an access list for the
access poivwy 2e0[4dshe determ nation of whether the accesgrhRbdskeahis S
al lowed to receive service fromthe access point conprises

det ermi ni ng whether the second identifiél is in the access list; a
net wor k node nakes the determ nation of whether the access term nal
is allowed to receive service fromthe access point, the nessage
conprises a stfro n ac s,point for,authenticating,the.
access ter m[i@ﬁglea?&w?eng Sﬁ%&‘ﬁ%@g}%ﬁ}‘%@pre@bﬁﬁ%ﬁh&a@ 02 é‘ﬁd’ Fﬂ%‘fsqp‘@tr?ﬂ‘ée
access poi Nf,,: :

fhe accoss (8 TBFATIBANPE pERL MR, ALk 30, SRR RL it
point; the detRemdmnaii 08 affectslcReqireih 8RPLE thREmeREPLs S@Fosiendi ng
the first identifier to a network node and receiving the second
identifier hamimateh(e gnetdiginkimdaecntdtive, mcneleg ipplentntatdke sr 4 fenbination of
determ nation of whether the access termnal is allowed to receive
servi ce frothetve, weicksyy boidegigned heing souresendingros sprdenthef tedmique s vetiatsed
with the acgess Qoi nt is recei V@g froma network node; the

det er mi nat | SHTBT RIPEEATLPT depign sedesacorpp i astryciony (Mg anay Pereferrd o
service fropLhe Acsansinol ol -SANRLLSe2 . 2endl Ag, 108 Hecond.
identifier and the at 1east one raentifier 4590 c?uaff SRR mfltﬁoélsggcess
poi nt 10 2 B0k AP SIsARM 1S fifkaRablif PO oty RE AMACARI Fari A0

i ndi cation of whether"the access terninal 1s allowed to receive
service fr Olilldsfi&i@%ﬁ?Sn@@, Blockd, hrdaled, eirtiiRadndefpd havwhRtN&sclitg sbove
access termnal is allowed to receive service fromthe access point
conpri ses: sgemdillygntdrms s€thomdurictiemditf. i Whether sachnBinvsiomielityoslenplanchted as
receiving the at least one identifier associated with the access

poi nt fr om CiFEwaEARseikvae depcndheroadherstigeirsprlicgtionanddesign gonsgaintt
provi de, for at“lieat te one ot her glgﬁe(fs termnal, at | aét one of the
group_consi T4 BF IeVERLITHGT ae” YERS S0 RReRERERT diieribed

servi ce; : - r .ent o ol n -
00193 Al s OGE, ARl SRbaae Rl G wBBER R ouP s B o R R
communi cat i @QBciGORIEhb 8 ot BeSiaRNHEBDaPeal GAYE AL pat LR tHRGESp DT AR pﬁ'éseﬁto r
aut henti cating an access termnal; and sending, to the access point,
at | east ondiscdentifier that identifies at | east one set of access
points fromwhich the access termnal is allowed to receive at |east
one ser vi ce[00186hddiheivergusiihustreties lagipddiackatmddetest andregcafs debreibed in
following also may apply to the 57 fifth nmethod of conmunicati on:
the at | eastCowetiqiowt the penects disglopadisrain Bep be smplgmented whingr perfprmed
identifier; the.request. c L,ses a network address identity of the
nccess t or nPHAR T ETErTIC BER after B S natror Ogt ditgledey
network nu t ] ik DE '

ot er i ni ng T RB e e BfERRe pRICEEh i AL R BB DB, oK RMIch S
identifier gﬁ@ﬁw inefftadicirBuit ESIBYGERSd profihiaible @Mﬂ@%ﬁ?@)&%ﬂﬁh&he
permanent identifier based on a tenporary identifier associated with
t he access peammnnaille g deegoalicraopqe bsemsisioe |dgtypBertehatdhart | fi er;
the determ nation of the permanent identifier conprises sending the
tenporary i demperentsrelecics! prmpanerismpteal gpapersstsi weehgnichleoppe e ot
identifier fromthe network nqde; the matRé)gl further conprises

npri,
recei vi ng t A& samiigafiop thiweotidgasned e aerfqrpghs Ampinndeserifetiereitfed Mayess

point is restrict to.not provide, . for.at. |east. one t;tr cces
term nal, at% Xefcggssct% g%snoé I%;?m‘f\ Oélgéhragﬂe, ld%(‘)vﬁtél |mst ?ﬁ‘goﬁsf‘ﬁs‘%@}? ﬁ? %rg,O%H a
access, regisidabhldse ABCsSEMUYAR s hiRRPRREESS bRGH e SRIREVS B8R Rode8it O
node or a p!%co n?d%.a [%‘819%? Alyg_% in vipew o? _tﬁtg g%eove, _ in sor??elo ©
aspects a simgybeary basdestfonaOirotiRice adoh @6l AR d SRS e6 DR StaidGnachiie AR
access point, a request for authenticating an access termnal; and
processor may also be implemented as a combination of computing devices, e.g., a



58 termnal; the nmethod further conprises obtaining session
information associated with the access termnal froma network node,
wher ei n:  te268a8seN | Nfol utation conprises context inbpgaBido@ieiar
the access termnal and the request conprises the context
information; the access point is restriéted to not provide, for at

| east one other access terminal, at |east one of the group consisting
of : signaling, data access, registration, and service; the access

oi nt conpri.s -fe de or. a pico node. [00195] Also in view of

Phe above. " PaaafisnSEsDAPang «JioBaRice el Rabirate BORRIRSRophoté &

conprises:  seR0h NG iR iﬁ%&?ﬁﬁcﬁ@ﬁ'x&ﬁva BsP EAY SR bin &ﬂ?’ @ﬁ%F@lﬁ%ﬂraﬁon.
| e eligrble to

identifier of a set of at ast one access term na

recei ve serioag7|f r ok th@rasiess apQkpicificandbriof BRIAYEHYDE sﬂ'eﬁs mesPaARsBsddo
the request, a list of at |east one access term nal authorized to
recei ve ser piocessfis amxtmelead eessplpepprbachl MBasdidipoh desigr prekomeesagpect s
at | east one of the followng also may apply to the seventh method of
comuni cat i Bidersions thatthoweeifie prisy orduerpichy esstenstie theibmiasesesvmey her t he

access termnal i L.lowed to recejve seryice fromthe access point
3 adil e i 3 a i

based on t hEFAHENGCAFENIC SHRAIpige Btthym (a7 scopral e Preserd (isplRenre-qEhg i £ i er
conprises at_| .0Nn subscriber . .gr identifi.er; the
Cdent 11er ResE PR ReRbE R TR AR Pl s b gt
identifier RSBO6halRGaolR ENRIAEARSFed B SOAr hidMieh;! REscfghier m nati on
conprises determ ning whether a closed subscriber group 1dentifier
associ at ed yW1B8]t h@haterasnspRidtbed faly Be thflembitd intRIWweE Yeldbarks sent
based on a determ nation that the access termnal is not listed in a
| ocal acces$§ahwee, @fany hembioetemshgoeefntf intphemenéglue seftwaephd Bestians may
network address identity of the access termnal or a nobile station
i nt egrat ed Sept01ce €8 of raispalted VRO U FISEY IngFuctipgs Geedsen 4 eamutest ;
t he request ¢ rises a.tenporary.identifier, associated with the
access { er AL PR RBEMPUREARblE Beiip melide R compig sloseesisiia and
i nformation.gs506i I f : 1-0a: ode,
wherein: the seg‘gll&:%{r?%?rrl]%%lﬂgﬁlpﬁﬁg{é}gﬁ%@f{éﬁégg@%% 8|£[HnS 5;6%}9?%@t%0r
the access pRAINRbm ABHIatdIR MEAVESA sORFPhicARINAYNR HPALAMble media that
information; the access point is restricted to not provide, for at
| east one otdiche Rcsesivytatompuat., Batvaly @éstangbe and ndthenigkion Buctorsipiitdrng
of . signaling, data access, registration, and service; the access
poi nt conpr regdeblamediacen enoatwiso RAM R @M, REBROM: ©T}-BOM) 61 otheraptital diskew
of the above, in sone aspects a ei}glghth nmet hod of communi cation
conpri ses: PREEFIHEHCHT dignstaraes prathey magagiicsgrge degices, QY qthes medfumyt
| east one ofher access, point that, an . access ter.m.n is.eligible to
nccess. andteraRnT g RHRLROS oy BRAEHT cp Rl et REFE N o
access to t j l\n.addi 1 . 1R SOome
Ra Qtrruclﬁﬁ'@ss%lqugﬁ é:Q:# gféccgs%&?ﬁ? Riter. 'Also28) 50'119%110“5

aspects at least one ow ng “al so ‘may apply ‘to the eighth
nmet hod of Cpmﬁﬁmy&ﬂhéméorﬁﬂi@erd@d%l@n{wﬁﬂl.mkhgﬁ& iPhe bW 418 i user
to determ ne whether to enable the access; the determ ning conprises
di spl ayi ng aansimidédcladm anvebsite brevdrgentlict renotasdirseasmig\a cogxisisable) kgt

i ndi cative of whether to enable the access; the nmethod further

conpri ses depterqrblsi fastebpaie diganl swbsrribguingt(PEh).ionfdiclest tegmologive simbrast o
automatical |l y. enabl.e the access or to enable acgcess jn response to a
pronpt ; ¢ he et o’é?d’fou?‘%drf“é‘l”r%*tﬁ%é‘e AR a%b’.%ﬁ@%omics%bl&f%%%@gs
poi nts that e rm.nal 1S enahl ed cess.. Wherein e

Gt or i nat 1 B @ Figen FRILAE whf o ARGt By BER R B tidydel %
conprises MajeniahiRbRer Aedilndt Mk ﬁﬁ%ﬁ%?as%éd‘ﬁéeiﬁhﬁ&lu@eslé?}ﬁigaé?ﬁﬁc ﬁ(’:ﬁﬁt ed
to not access, wherein the determnation is further based on the

list; the ideatdidl gticalatigy; Higs! varsagle W KDV dpbi disk ahdBluirbe st vhee
conprises a closed subscriber group identifier; the identifier is
disks usually reproduce data magnetically, while discs reproduce data optically with

lasers. Combinations of the above should also be included within the scope of



di fferent operating node whereby beacons are transmtted at a second
power |evel that is higher than the first power level; the first
power | evekopi@uisses a smaller coverage area than that ppraMbeea99Y;

t he second power |evel; the default configuration conprises a default
network identifier that is different frdma network identifier used
for a non-initialization operating node; the default configuration
specifies default systemand network identifiers of at |east one

. . e h forred . i
Spocitios. ot EySeEifhelh Biinb-RaS by B et R b S huter e
access poi NteQpt ARAMLOASSbe -lé?ﬁéntcéﬁgn hﬁfﬂgﬁéi@ld%)%?gg@fﬂgrah?pmd ct.

transmtted at a default frequency, an e pre red réamng T st
speci fies apguiBey heakAoMheAIOaGY sdrt ashbts AGHLHSHBO bNorklidicdt®n
different than the default frequency; the method further conprises
def i ni ng t heoppefeerdeetmmaagninndertifist fobasedf anlean otdexes pefnethneid
roaming |list associated with the access termnal; the nmethod further
conpri ses r edigirulgo prvidefotansionp pestiee prlyl to sgiohet dstenciacesss tomminal,
access termnal ; the nethod. further. _conprises receiving the another
preferred r W&ﬁfeﬁ’gtthlei' “é?rd‘ﬁiqéléﬁé&%ﬁﬁs ‘Hgﬁ%;o(?f‘ﬂ%aséﬁ%eeascgesﬁﬁ?lﬁf witlin an
restricted r oyl for at .lLeast one other acce termnal ;. at
[ cast. ane. opPegtBbN: 1 chBpe Bl iFRRE: SRS PIS: oBFERIR: AdbF e

regi stratiogye Qd%@ssg)]%fn\f.i addlde, iﬁ%&t’ﬁ? §.~3tpﬁtgcb B 1 &P ORY éﬁﬁéfoﬁo&ﬁ%‘a Prsh?ag/e or

a pico node. [00198] Also in view o above, 1 n sonme aspec

tent h net hodpgiy (O ineiold @f coamphicaRS: theRd¥ntifEd DEhpriads a:aRMARRESS
termnal, for beacons based on a first preferred roamng list that
speci fi es aidtefiier andgbnhdtgarkatonprizesraaetlar oigraohpacon tteodgtifist isg t he
default configuration froman access point as a result of the

noni t or i ng; deEmyRehinLoRBaG g avithactivrtion of as acopwsingint phthe setpd Atleast ong he
recei ved beacon; and,recei.ving.a second roamng list fromthe access
bornt | in T edamusTohe fd ey i FAST Bp e ST et bkl DR pant
speci f I €s atkgﬁ {)&81{ b c%gm&ngildﬁi?ﬁi%tpa@iv% H@Iﬁai}l,htﬁe ?‘%fo??tl 1% sf gn%falcge%r a(gilnp n.
In addition, 1n s aspects at [east one o efo %OMAng ar 89 hay
apply to theohfiela BRENRH oPdccEQBBME BAlakORsocidh With £ EorRihsh Ebi&d
roamng list conprises a default roamng list for initiralization
oper at i ons, s#ncrilichgramprthadicptifdrey teeebasah Rhahtickdss poiaOoMd SE6f & 1¢a0BdHeNg
list for non-initialization operations; the default configuration
conpri ses aaehefsenoint iswgstwotelt ta egmravideefor at leest sexather aocess ermind|, polamst ng
list conprises other network, 61 jdentifier associated with the
access poi nPng IR BIOUR FISIHER 0T FIEH e A tericat) CERER DY R0 ABINS FAcBr :

the b i 3 t fault f i fied by the first
oretorred i LSl of R ut sk IPar evpatre baAgoW &iipid

specifies a 4] . of : i 3 S, g rent
than the: def o LU Fmio e BRGNP Lork IR AE RN RRUbe 0H3 i Bl L8

provi de, foOHetaimihastheBethelidafifi@Gsasndy &Y wkk Baki ledd ohCBEr R0&s Phint re
group consisting of: signaling, data access, registration, and
service; théecacpestsd pglentifiercoripndsmaisaby értadlenadac othcpacpess poingdending
[00199] Also in view of the above, in sone aspects a el eventh nethod
of communi cBwildsrtifiengpnnsices scading b erIPITE tatie sravess shap edmprised arhidentffier st
an access ternjnal; obtaining a second identjfier of

i dentifi f
the access [HBF (ALY 155 BLaHEHREESS PUPE FHEBEToST BN G et hl east one
'he access AEEPORGAERES oMo PFe AFFRER TR BB on M S80S B e

the access point “toallt he reques
second i dentiefiof Furtte céiftidel Qignin 230 e%@ﬂ@ifdﬁmﬁﬁ#er kLash . QR& RintlbPe
following also may apply to the ellfeventh net hod of communicat’ion: the
first ident thcisefofGORpd ofi€sccasspRintdakh adeds@simt bHMB kitloy atkasBoRLdse
station integrated services digital network nunber; the second

point provides different services for the set of at least one access terminal than for at

least one other access terminal.



1002011 Also in view of the above, in sonme aspects a thirteenth

met hod of communi cation conprises: receiving a request from an access
poi nt for vaghhwpidseat i ng an access term nal; determ ni pgrRefRBfo1izhe
access termnal is allowed to receive service fromthe access point
based on an identifier of a set of at |@&4st one access termnal that
receives service fromthe access point; and sending a nessage

i ndicative of the determ nation to the access point. In addition, in

sonme aspect east one of.the fallow ng also may,appl o the
Chirtaent n uieh°Fle BNRRPLL s® R dedhiR SR R s
determ ni ng . i t Lk IS ;a0 i f : S
poi nt - T he o RaEaidErHEd: okbiPig o doi A8, BERESE Y1k die sbOVs AR
conpri ses aapesd¥a Mt of derki vheekin etaaeadaestsgs@mtt)ﬂﬂhte b&his €Rphlked kdBrovide
determ ning the permanent identifier based on a tenporary identifier
of the set ofleat ohessticomdy accessf 4t drantimalaccesdtermdebleand wiadréintheof t he
permanent 63 identifier conprises sending the tenporary identifier
to a networ kichble @mekyeé@mﬁﬁh@eﬁwéaspenm@qwomawgﬁmfamwemmnﬁtw@ek;
networ k node; .the identif.ier. corxpri ses g clc?sed,subscri ber (%r oup
i denti i er; 2bhEnsAEHPR thedfendGrpeEde-ar T agdifien. 4 sqmepspectiid Ieaptloweaf
subscri ber identifier associated . w th the set .of.at |east .one
rccess. ter misap TolBER) HeGapBy RE 308 Mshibe L Bt RumBuatnirn § et her
a closed subgfcl Bsfp e ORRilHE At idiiBlioRTROGEAHEH aWiabddsd @ﬁniﬁ&l&?ﬁ% R4t
isin the list; the access point iIs restricted to not provide, for at
| east one otthielst BECRTSss tr@miial &l respahisd 10 ald tr@BRistibn bh e dde@UReC ARSI Sti Ng
of : signaling, data access, registration, and service; the access
poi nt conpr idetfier comptiscsnodevak ignpiigoamddbenctiOh0RpriMdssiaelluani peyataf
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comprises: determining identifiers of access terminals of a set of access terminals; and

sending the identifiers to at least one access point that is configured to provide at least

one service only to the set of access terminals. In addition, in some aspects at least one



[ 00203] In sone aspects, functionality corresponding to one or nore
of the above aspects of the first, second, third, fourth, fifth,

si xth, sevgsbéwogsgt h, ninth, tenth, eleventh, twelftheriiRbiksRish,
and fourteenth nmethods of comrunication may be inpl enented, for

exanpl e, in an apparatus using structuré3as taught herein. In
addi tion, a conputer-program product may conprise codes configured to
cause a conputer to provide functionality corresponding to one or

The previ oud! HSSEITARE B0 BRY PR Bi Lt Tueate ] eBEm BleaPey Masegen”
enabl e any 9@5@% Ly%ﬁh&dg&ﬁdér&ffeﬁ%@(h& a&%ese an&lE th@i%eﬁtm% sBJ %@é

di scl osure. Ifications to t Spects Wi eadily

appar ent t otdohjfos£y Sdehtifi@d fdrithd 48 idrmirAld tHeh @Bl BB b@pRsd a6l dik @8dress
defined herein may be applied to other aspects wi t hout departing from

t he scope ofdenhigesdir swbds singon iftegsted sheriqes de@al nethivak Inosbiers; thsidendfiers
intended to be limted to the aspects shown herein but is to be
accorded t hérafuds respespéo &mayess flemanicedss pcnet qfﬁlnm ilgblenne geresyioniet) the

features disclosed. herein. 65, \\HA . A net hod
of conmuni cii’tiﬂﬁﬁnatto&r?ﬁwgﬁﬁjece“”ngt eb‘@ﬂ% %E %?ﬁw?rﬁé‘ﬁfl‘f'f%}feer for a

set of at | access onfi dto ﬁ
Poast one s SremBREEREES R Nind Af1ach RGP Rbh A Al Br BPHAfs Bhscr

wherein the depty Itdc@srs o S Yt érgﬁm‘.\;efd'tg ?ecglk}g ﬂ%@ﬁ 188t oAt sdrBi@S Fro@ANke at

access point mnthln an operator network; and sending the i1dentifier
to each accesst Peiabdesd Isblﬁthﬁlesettofaéceagtehﬁﬁat alR¥8s0R1AEE S thO¢dMmordeloskle

met hod of claim1, wherein:
subscriber group; each access point of the at least one access point is restricted to not
provide, for at least one other access terminal, at least one of the group consisting of:
signaling, data access, registration, and service; each access point of the at least one
access point comprises a fernto node or a pico node; each access point of the at least one
access point provides at least one other service to at least one other access terminal.
[00192] Also in view of the above, in some aspects a fourth method of
communication comprises: receiving a message relating to a request by an access
terminal to access an access point, wherein the message comprises a first identifier
associated with the access terminal; determining a second identifier associated with the
access terminal based on the first identifier; and determining whether the access
terminal i$ allowed to receive service from the access point based on the second
identifier and at least one identifier associated with the access point. In addition, in
some aspects at least one of the following also may apply to the fourth method of
communication: the first identifier comprises a temporary identifier and the second
identifier comprises a permanent identifier; the second identifier comprises a network
address identity of the access terminal or a mobile station integrated services digital
network number of the access terminal; the second identifier identifies at least one

closed subscriber group that the access terminal may access, and the at least one

identifier associated with the access point comprises a closed subscriber group identifier



the identifier conprises a network identifier; and the network
conprises a cellular operator domain. 3. The method of claim
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access pomt the message comprises a request from an access point for authenticating
the access terminal, and the method further comprises sending, to the access point, a
message indicative of the determination of whether the access terminal is allowed to
receive service from the access point; the determination of the second identifier
comprises sending the first identifier to a network node and receiving the second
identifier from the network node; the access point makes the determination of whether
the access terminal is allowed to receive service from the access point; the at least one
identifier associated with the access point is received from a network node; the
determination of whether the access terminal i1s allowed to receive service from the
access point comprises: sending the second identifier and the at least one identifier
associated with the access point to a network node, and receiving, from the network
node, an indication of whether the access terminal is allowed to receive service from the
access point; the determination of whether the access terminal is allowed to receive
service from the access point comprises: sending the second identifier to a network
node, and receiving the at least one identifier associated with the access point from the
network node; the access point is restricted to not provide, for at least one other access
terminal, at least one of the group consisting of: signaling, data access, registration, and
service; the access point comprises a femto node or a pico node.
[00193] Also in view of the above, in some aspects a fifth method of communication
comprises: receiving a request from an access point for authenticating an access
terminal; and sending, to the access point, at least one identifier that identifies at least

one set of access points from which the access terminal is allowed to receive at least one

service. In addition, in some aspects at least one of the following also may apply to the



8. The method of claim11, further conprising assigning a unique
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request comprises the temporary identifier; the determination of the permanent identifier
comprises sending the temporary identifier to a network node and receiving the
permanent identifier from the network node; the method further comprises receiving the
at least one identifier from a network node; the access point is restricted to not provide,
for at least one other access terminal, at least one of the group consisting of® signaling,
data access, registration, and service; the access point comprises a femto node or a pico
node.

{00194] Also in view of the above, in some aspects a sixth method of communication
comprises: sending, by an access point, a request for authenticating an access terminal;
and receiving, in response to the request, at least one identifier that identifies at least one
set of access points from which the access terminal is allowed to receive at least one
service, In addition, in some aspects at least one of the following also may apply to the
sixth method of communication: the method further comprises determining whether the
access terminal is allowed to receive service from the access point based on the at least
one identifier; the at least one identifier comprises a closed subscriber group identifier;
the at least one identifier identifies a closed subscriber group that the access terminal
may access, and the determination comprises determining whether the at least one
identifier matches a closed subscriber group identifier associated with the access point;
the request is sent based on a determination that the access terminal is not listed in a
local access list of the access point; the request comprises a network address identity of
the access terminal or a mobile station integrated services digital network number of the

access terminal; the request comprises a temporary identifier associated with the access
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communication comprises: sending, by an access point, a request comprising an
identifier of a set of at least one access terminal eligible to receive service from the
access point; and receiving, in response to the request, a list of at least one access
terminal authorized to receive service from the access point. In addition, in some
aspects at least one of the following also may apply to the seventh method of
communication: the method further comprises determining whether the access terminal
is allowed to receive service from the access point based on the at least one identifier;
the at least one identifier comprises at least one closed subscriber group identifier; the
identifier comprises a list of at least one closed subscriber group identifier associated
with the access terminal, and the determination comprises determining whether a closed
subscriber group identifier associated with the access point is in the list; the request is
sent based on a determination that the access terminal is not listed in a local access list
of the access point; the request comprises a network address identity of the access
terminal or a mobile station integrated services digital network number of the access
terminal; the request comprises a temporary identifier associated with the access
terminal; the method further comprises obtaining session information associated with
the access terminal from a network node, wherein: the session information comprises
context information for the access terminal, and the request comprises the context
information; the access point is restricted to not provide, for at least one other access
terminal, at least one of the group consisting of: signaling, data access, registration, and

service; the access point comprises a femto node or a pico node.



a provisioning controller configured to determne an identifier for a
set of at |east one access point that is configured to provide at
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wherein the identifier is text-based.
based on the identifier, whether to enable access to the at least one other access point.
In addition, in some aspects at least one of the following also may apply to the eighth
method of communication: the determining comprises prompting a user to determine
whether to enable the access; the determining comprises displaying an indication of the
identifier and receiving user input indicative of whether to enable the access; the method
further comprises determining, based on configuration information, whether to
automatically enable the access or to enable access in response to a prompt; the method
further comprises maintaining a list of access points that the access terminal is enabled
to access, wherein the determination is further based on the list; the method further
comprises maintaining a list of access points that a user has elected to not access,
wherein the determination is further based on the list; the identifier comprises a network
identifier; the identifier comprises a closed subscriber group identifier; the identifier is
received via an SMS message, an application protocol message, a radio link message, or
a page; the identifier is received from a network node; each access point of the at least
one access point is restricted to not provide, for at least one other access terminal, at
least one of the group consisting of’ signaling, data access, registration, and service;
each access point of the at least one access point comprises a femto node or a pico node.
[00197]  Also in view of the above, in some aspects a ninth method of communication
comprises: configuring an access point to an initialization mode; transmitting a default
beacon comprising a default configuration during the initialization mode; receiving a
message from an access terminal in response to the default beacon; and sending a
preferred roaming list to the access terminal in response to the message. In addition, in
some aspects at least one of the following also may apply to the ninth method of
communication: the default beacon comprising the default configuration is transmitted

at a first power level, the method further comprising configuring the access point to a
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of the set is configured to provide at |east one service
default network identifier that is different from a network identifier used for a non-
initialization operating mode; the default configuration specifies default system and
network identifiers of at least one access point of a highest priority and the preferred
roaming list specifies other system and network identifiers of the at least one access
point of the highest priority; the default beacon is transmitted at a default frequency, and
the preferred roaming list specifies another beacon frequency for the access point that is
different than the default frequency; the method further comprises defining the preferred
roaming list based on another preferred roaming list associated with the access terminal;
the method further comprises receiving the another preferred roaming list from the
access terminal; the method further comprises receiving the another preferred roaming
list from a network node; the access point is restricted to not provide, for at least one
other access terminal, at least one of the group consisting of: signaling, data access,
registration, and service; the access point comprises a femto node or a pico node.
[00198] Also in view of the above, in some aspects a tenth method of communication
comprises: monitoring, at an access terminal, for beacons based on a first preferred
roaming list that specifies a default configuration; receiving a beacon comprising the
default configuration from an access point as a result of the monitoring; sending a
message to the access point in response to the received beacon; and receiving a second
roaming list from the access point in response to the message, wherein the second
roaming list specifies a different configuration than the default configuration. In
addition, in some aspects at least one of the following also may apply to the tenth
method of communication: the first preferred roaming list comprises a default roaming
list for initialization operations, and the second preferred roaming list comprises a
roaming list for non-initialization operations; the default configuration comprises a

default network identifier; the second preferred roaming list comprises another network



69 only to a set of at |east one access term nal, and wherein the
identifier uniquely identifies the at | east one access point within
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[00199] Alsoin view of the above, in some aspects a eleventh method of
communication comprises: configuring an access point with a first identifier of an
access terminal; obtaining a second identifier of the access terminal based on the first
identifier; receiving a message requesting access by the access terminal; and
determining, at the access point, whether to allow the requested access based on the
second identifier. In addition, in some aspects at least one of the following also may
apply to the eleventh method of communication: the first identifier comprises a network
address identity or a mobile station integrated services digital network number; the
second identifier comprises an electronic serial number or an international mobile
subscriber identity; the obtaining comprises: sending the first identifier to a network
node, and receiving the second identifier from the network node as a result of sending
the first identifier; the determination comprises comparing an identifier received via the
message from the access terminal with the second identifier; the determination
comprises: sending the second identifier to a network node, and receiving, as a result of
sending the second identifier, an indication as to whether to allow the requested access;
the access point is configured via a web interface; the access point is restricted to not
provide, for at least one other access terminal, at least one of the group consisting of:
signaling, data access, registration, and service; the access point comprises a femto node
or a pico node.

[00200] Also in view of the above, in some aspects a twelfth method of

communication comprises: configuring an access terminal with a preferred roaming list
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identifier is text-based
in response the beacon; and receiving authorlzatlon to access the one access point in
response to the message. In addition, in some aspects at least one of the following also
may apply to the twelfth method of communication: the set of access points comprises
all access point in a cellular operator domain that are restricted to provide service to
limited sets of access terminals; the identifier comprises a network identifier; the
preferred roaming list specifies a carrier frequency used by the set of access points; the
method further comprises prompting a user to determine whether to access the one
access point; the method further comprises displaying an indication of the one access
point and recetving user input indicative of whether to access the one access point; the
access terminal automatically determines whether to access the one access point; each
access point of the set of access points is restricted to not provide, for at least one other
access terminal, at least one of the group consisting of: signaling, data access,
registration, and service; each access point of the set of access points comprises a femto
node or a pico node.
100201]  Also in view of the above, in some aspects a thirteenth method of
communication comprises: receiving a request from an access point for authenticating
an access terminal; determining whether the access terminal is allowed to receive
service from the access point based on an identifier of a set of at least one access
terminal that receives service from the access point; and sending a message indicative of
the determination to the access point. In addition, in some aspects at least one of the
following also may apply to the thirteenth method of communication: the determination
comprises determining whether the identifier is in an access list of the access point; the
request comprises the access list; the identifier comprises a permanent identifier, the
method further comprising determining the permanent identifier based on a temporary

identifier of the set of at least one access terminal; the determination of the permanent



36. The apparatus of claim 33, wherein each access point of the set
of at |east one access point is restricted to not provide, for at
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apparatus of claim 32, wherein each accéss point of the set of at
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| east one access termnal than for at | east one other access
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provide, for at least one other access terminal, at least one of the group consisting of:
signaling, data access, registration, and service; the access point comprises a femto node
or a pico node.
[00202] Also in view of the above, in some aspects a fourteenth method of
communication comprises: receiving, at an access point, an access request from an
access terminal, wherein the access request comprises a first identifier associated with
the access terminal; determining a second identifier associated with the access terminal
based on the first identifier; and determining whether the access terminal is allowed to
receive service from the access point based on the second identifier and a list of at least
one access terminal authorized to receive service from the access point. In addition, in
some aspects at least one of the following also may apply to the fourteenth method of
communication: the first identifier comprises a temporary identifier and the second
identifier comprises a permanent identifier; the first identifier comprises a network
address identity of the access terminal or a mobile station integrated services digital
network number of the access terminal; the list is received from a network node and
comprises individual access terminal identifiers; the second identifier comprises a
closed subscriber group identifier associated with the access terminal, and the list
comprises a closed subscriber group identifier associated with the access point; the
determination comprises: sending the second identifier and the list to a network node,
and receiving, from the network node, an indication of whether the access terminal is

allowed to receive service from the access point; the determination comprises: sending

the second identifier to a network node, and receiving the list from the network node;



40. The apparatus of claim 39, wherein: the identifier conprises a
network identifier; and the network conprises a cellular operator

domain. wo 2004/3433@6 apparatus of claim40, wherein thersetonghronts

| east one access point conprises a plurality of access points that
are associated with a comon cl osed sub&triber group. 42. The
apparatus of claim40, wherein the identifier is text-based. 43. A
conput er - program product, conprising: conputer-readabl e medi um

conpr ' S! ng &%%&ses; @%ﬁnt 1$9e%{r %d% ﬁ&gﬂg&'&l&é ffgr%’t least stong o{h{%c accgsg termmal at

identifier for a eas e access cctess ’poi nt

of the set, le‘ﬁﬁ%@bﬁth@%fﬁﬁp%ﬁﬁs@ﬁﬁﬁBP'sfgtnaﬁHg, Hmsa&%gs,k iGQRGH, I ik ® the

provide at |east one Service onfy to a set of at ast one access

term nal, asstcwhiecomphieskdenbinbiesr Aitst@ley | dentl fies the at |east
one access point within an operator network; and transmt the
identifier 0883}t hén sime aspdots, fmmaomnmmqundmgmannemronh:ebf e abdvai m
43, wherein: the identifier conprises a network identifier; and the

net wor k conpyeeest the Sest sarend, Gperiaveh. bneith, seventh, cighth, ninth, tenth,

eleventh, twelfth, thirteenth, and fourteenth methods of communication may be
implemented, for example, in an apparatus using structurc as taught herein. In addition,
a computer-program product may comprise codes configured to cause a computer to
provide functionality corresponding to one or more of the above aspects of these
methods of communication.

[00204]  The previous description of the disclosed aspects is provided to enable any
person skilled in the art to make or use the present disclosure. Various modifications to
these aspects will be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other aspects without departing from the
scope of the disclosure. Thus, the present disclosure is not intended to be limited to the
aspects shown herein but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.



45. A nethod of conmmunication, conprising: 72 det er mi ni ng
identifiers of access termnals of a set of access termnals; and
sending the identifiers to at | east one access point that is
configured to provide at | east one service only to the set of access
term nal s. 46. The met hod of cl af 45, wherein the identifiers
conprise permanent identifiers for the access term nals. 47.
The nmet hod of claim45, wherein the identifiers conprise tenporary

i dentifiersyf t .erm nal s. 48. The net hod of claim
45, mherein‘¥%éTﬁgg%?ﬁgﬁ§$giare sent in response to a request from an
access point of the at | east one access point. 49. The net hod
of claim45, wherein the determ nation conprises receiving the
identifiers froma wel nggiodesf chaiunRa@kl, esm@isitger to specify access
termnals that are allowed to receive the at | east one service from
the at | east onedaeodssg poidentifier for a set &0t |chbtenmetdeschoidt tidt &6 aonfigyred
wherein the set of access termnals are associated with a conmon

cl osed subsé& pBEMe gilgaspone service only to a set of at least one access terminal, wherein the
identifier uniquely identifies the set of at least one access point within an operator

network; and

sending the identifier to each access point in the set of at least one access point.

2. The method of claim 1, wherein:
the identifier comprises a network identifier; and

the network comprises a cellular operator domain.

3. The method of claim 2, wherein the set of at least one access point

comprises a plurality of access points that are associated with a common closed

subscriber group.
4. The method of claim 2, wherein the identifier is text-based.
5. The method of claim 2, wherein each access point of the set of at [east

one access point is restricted to not provide, for at least one other access terminal, at

least one of the group consisting of: signaling, data access, registration, and service.

6. The method of claim 1, wherein determining the identifier comprises
receiving a request for an identifier and determining whether the identifier is already in

use by at Ieast one other access point.



51. The nethod of claim45, wherein each access point of the at |east
one access point is restricted to not provide, for at |east one other
access termnal, at |east one of the group consisting of: signaling,

data access, registration, and service. 52. An apparatus for
communi cati on, conpri sing: means P6r deternmining identifiers of
access termnals of a set of access termnals; and 73 means

for sending the identifiers to at | east one access point that is

configured to prayi depale, | £asls N8 SRAMALR Kl IRAREL Ol:a8555S

term nal s. e appar at us

i denti fi ers,comnhé $8cRESIPIIER acdc8Eint delimg MY il iGi- PG Red £RELPE! S-

54. The apparatus of claimb52, wherein the identifiers ‘conprise

tenporary i e8pdrst kths rdq@est thccagiBesadt i@eqtiRathst is not in usdBy ankher access
apparatus of claim52, wherein the identifiers are sent in response

to a requesboii.om an access point of the at |east one access point.

8. The method of claim 1, further comprising assigning a unique device

identifier to each access point of the set of at least one access point.

9. The method of claim 1, wherein each access point of the set of at least
one access point provides different services for the set of at least one access terminal

than for at least one other access terminal.

10.  An apparatus for communication, comprising:

means for determining an identifier for a set of at least one access point that is
configured to provide at least one service only to a set of at least one access terminal,
wherein the identifier uniquely identifies the set of at least one access point within an
operator network; and

means for sending the identifier to each access point in the set of at least one

access point.

11.  The apparatus of claim 10, wherein;
the identifier comprises a network identifier; and

the network comprises a cellular operator domain.

12. The apparatus of claim 11, wherein the set of at least one access point
comprises a plurality of access points that are associated with 2 commeon closed

subscriber group.



56. The apparatus of claim52, wherein the determ nation conprises
receiving the identifiers froma web server that enables a user to
specify access termnals that are allowed to receive the at | east one

service fromthe at | east one access point. 57. The appar at us
of claim52, wherein the set of access ©érminals are associated with
a common cl osed subscri ber group. 58. The apparatus of claim

52, wherein each access point of the at | east one access point is

restricted to noys pr oy dgna bl oflial ARLBAS, ALIRLAGIERSRLAT nal . at
ng of : ’signhal I'ng, da

| east one of the group c st : a” access,

regi stration, and service. 59. An apparatus for conmunication,
conpri si ng: a provisioning controller configured to determ ne
identifiers of at€essTheipphiatidlosclaim al,seeredf et ae®ss FodfitBf (Rl s6t ofan kast
74 a comuni cation controller configured to send the

i denti fi er s onoacsessipend is residcted togws ppowidat for itdeast enecuindriagnessetdrrioal, at
provi de at | east one service only to the set of access termna |s.

60. The appPaitans obthe GrapresBstingipsrsignaling date desess, feLayiation and ggryice.n
response to a request froman access point of the at | east one access
poi nt .

15, The apparatus of claim 10, wherein determining the identifier comprises
receiving a request for an identifier and determining whether the identifier is already in

use by at least one other access point.

16.  The apparatus of claim 15, wherein, if the requested identifier is already
in use by the at least one other access point, sending the identifier comprises sending a
response to the request that comprises an identifier that is not in use by any other access

point,

17. The apparatus of claim 10, further comprising means for assigning a

unique device identifier to each access point of the set of at least one access point.

18.  The apparatus of claim 10, wherein each access point of the set of at least
one access point provides different services for the set of at least one access terminal

than for at least one other access terminal.

19.  An apparatus for communication, comprising:

a provisioning controller configured to determine an identifier for a set of at least
one access point that is configured to provide at least one service only to a set of at least
one access terminal, wherein the identifier uniquely identifies the set of at least one

access point within an operator network; and



61. The apparatus of claimb59, wherein the determ nation conprises
receiving the identifiers froma web server that enables a user to
specify access termnals that are allowed to receive the at | east one

service fromthe at | east one access point. 62. The appar at us
of claim59, wherein the set of access f8rninals are associated with
a comon cl osed subscri ber group. 63. A conput er-program

product, conprising: conputer-readabl e nmedi um conprising codes for

ot of “access t e AR Rl BANc HEMRL Pl AORRTE T P Bl

access poi ni, §10adt of 5t 1I6RPENCMEQT pbiat. Provi de at | east one service only
to the set of access term nals. 64. The conputer-program

product of claim 63, wherein the determ nation conprises receiving
the identifiers froma web server that enables a user to specify
access ternm nal s2@.hat Tlrappakivenbdainol ¢, edeicite t he at | east one service
fromthe at | east one access point. . )

the identifier comprises a network identifier; and

the network comprises a cellular operator domain.

21.  The apparatus of claim 20, wherein the set of at least one access point
comprises a plurality of access points that are associated with a common closed

subscriber group.
22, The apparatus of claim 20, wherein the identifier is text-based.

23. A computer-program product, comprising:

computer-readable medium comprising codes for causing a computer to:

determine an identifier for a set of at lcast one access point that is configured to
provide at least one service only to a set of at least one access terminal, wherein the
identifier uniquely identifies the set of at least one access point within an operator
network; and

send the identifier to each access point in the set of at least one access point.

24.  The computer-program product of claim 23, wherein:
the identifier comprises a network identifier; and

the network comprises a cellular operator domain.

25. A method of communication, comprising:
receiving an identifier for a set of at least one access point at an access point of

the set, wherein each access point of the set is configured to provide at least one service
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only to a set of at least one access terminal, and wherein the identifier uniquely
identifies the at least one access point within an operator network; and

transmitting the identifier over-the-air.

26. The method of claim 25, wherein:
the identifier comprises a network identifier; and

the network comprises a cellular operator domain.

27.  The method of claim 26, wherein the set of at least one access point
comprises a plurality of access points that are associated with a common closed

subscriber group.

28. The method of claim 26, wherein the identifier is text-based.

29.  The method of claim 26, wherein each access point of the set of at least
one access point is restricted to not provide, for at least one other access terminal, at

least one of the group consisting of: signaling, data access, registration, and service.

30.  The method of claim 25, wherein each access point of the set of at least
one access point provides different services for the set of at least one access terminal

than for at least one other access terminal,

31.  The method of claim 25, wherein the identifier is received in response to

a request for the identifier.

32.  An apparatus for communication, comprising:
means for receiving an identifier for a set of at least one access point at an access

point of the set, wherein each access point of the set is configured to provide at least one
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service only to a set of at least one access terminal, and wherein the identifier uniquely
identifies the at least one access point within an operator network; and

means for transmitting the identifier over-the-air.

33.  The apparatus of claim 32, wherein:
the identifier comprises a network identifier; and

the network comprises a cellular operator domain,

34, The apparatus of claim 33, wherein the set of at least one access point
comprises a plurality of access points that are associated with a common closed

subscriber group.

35.  The apparatus of claim 33, wherein the identifier 1s text-based.

36.  The apparatus of claim 33, wherein each access point of the set of at least
one access point is restricted to not provide, for at least one other access terminal, at

least one of the group consisting of: signaling, data access, registration, and service.

37.  The apparatus of claim 32, wherein each access point of the set of at least
one access point provides different services for the set of at least one access terminal

than for at least one other access terminal,

38.  The apparatus of claim 32, wherein the identifier is received in response

to a request for the identifier.

39.  An apparatus for communication, comprising;
a provisioning controller configured to receive an identificr for a set of at least

one access point at an access point of the set, wherein each access point of the set is
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configured to provide at least one service only to a set of at least one access terminal,
and wherein the identifier uniquely identifies the at least one access point within an
operator network; and

a communication controller configured to transmit the identifier over-the-air.

40.  The apparatus of claim 39, wherein:
the identifier comprises a network identifier; and

the network comprises a cellular operator domain.

41.  The apparatus of claim 40, wherein the set of at least one access point
comprises a plurality of access points that are associated with a common closed

subscriber group.

42.  The apparatus of claim 40, wherein the identifier is text-based.

43. A computer-program product, comprising:

computer-readable medium comprising codes for causing a computer to:

receive an identifier for a set of at least one access point at an access point of the
set, wherein each access point of the set is configured to provide at least one service
only to a set of at least one access terminal, and wherein the identifier uniquely
identifies the at least one access point within an operator network; and

transmit the identifier over-the-air.
44, The computer-program product of claim 43, wherein:
the identifier comprises a network identifier; and

the network comprises a cellular operator domain.

45. A method of communication, comprising:
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determining identifiers of access terminals of a set of access terminals; and
sending the identifiers to at least one access point that is configured to provide at

least one service only to the set of access terminals.

46.  The method of claim 45, wherein the identifiers comprise permanent

identifiers for the access terminals.

47.  The method of claim 45, wherein the identifiers comprise temporary

identifiers for the access terminals.

48.  The method of claim 45, wherein the identifiers are sent in response to a

request from an access point of the at least one access point.

49.  The method of claim 45, wherein the determination comprises receiving
the identifiers from a web server that enables a user to specify access terminals that are

allowed to receive the at [east one service from the at least one access point.

50. The method of claim 45, wherein the set of access terminals are

associated with a common closed subscriber group.

51.  The method of claim 45, wherein each access point of the at least one
access point is restricted to not provide, for at least one other access terminal, at least

one of the group consisting of: signaling, data access, registration, and service.

52, An apparatus for communication, comprising:
means for determining identifiers of access terminals of a set of access

terminals; and
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means for sending the identifiers to at least one access point that is configured to

provide at [east one service only to the set of access terminals.

53.  The apparatus of claim 52, wherein the identifiers comprise permanent

identifiers for the access terminals.

54.  The apparatus of claim 52, wherein the identifiers comprise temporary

identifiers for the access terminals.

55.  The apparatus of claim 52, wherein the identifiers are sent in response to

a request from an access point of the at least one access point.

56.  The apparatus of claim 52, wherein the determination comprises
receiving the identifiers from a web server that enables a user to specify access
terminals that are allowed to receive the at least one service from the at least one access

point.

57.  The apparatus of claim 52, wherein the set of access terminals are

associated with a common closed subscriber group.

58.  The apparatus of claim 52, wherein each access point of the at least one
access point is restricted to not provide, for at least one other access terminal, at least

one of the group consisting of: signaling, data access, registration, and service.

59.  An apparatus for communication, comprising:
a provisioning controller configured to determine identifiers of access terminals

of a set of access terminals; and



74

a communication controller configured to send the identifiers to at least one
access point that is configured to provide at least one service only to the set of access

terminals.

60.  The apparatus of claim 59, wherein the identifiers are sent in response to

a request from an access point of the at least one access point,

61.  The apparatus of claim 59, wherein the determination comprises
receiving the identifiers from a web server that enables a user to specify access
terminals that are allowed to receive the at least one service from the at least one access

point.

62.  The apparatus of claim 59, wherein the set of access terminals are

associated with a commeon closed subscriber group.

63. A computer-program product, comprising:

computer-readable medium comprising codes for causing a computer to:
determine identifiers of access terminals of a set of access terminals; and
send the identifiers to at least one access point that is configured to provide at

least one service only to the set of access terminals.

64. The computer-program product of claim 63, wherein the determination
comprises receiving the identifiers from a web server that enables a user to specify
access terminals that are allowed to receive the at least one service from the at least one

access point.



