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Technical Field The present invention rel am‘g\m \\m\l\m\““\\““
tanper resisting technique in portable elect O, G

devi ces such as |IC cards. Background Art 10
Conventionally, in IC cards, datﬂ such as persona

i nformati on, whose remwiting is not allowed wthout
perm ssion are held, encrypted, or decrypted. For

this reason, data stored #C cgrgs are protected by
access right for each Fe t fT1& YoVas not to

15 be output to the outS|de wi t hout aut hori zati on.
However, there is a possibility that the contents of
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presumed by observing the power consunption

encryption processing is being performed in an IC card
20 and anal yzing the observations. For exanple, the

S5power consunption can beTexaninged byengasuring
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changes in the voltage between the Vcc and ground

term nal s Bhetheesé&nt candentsiaog wnl ses |t ©sx opEnper
technique to take information out of the I1C card by

obser v&ags t heg poswiin 1% conumptdtore isladimmvay devices such
referred to as power analysis. As a technique to

prevedt thecd®dkage of information through the power

anal ysis, for exanple, a
y P Background Art

Conventionally, in IC cards, data, such as
personal information, whose rewriting is not allowed
without permission are held, encrypted, or decrypted.
For this reason, data stored in IC cards are protected
by access right for each direction or file so as not to
be output to the outside without authorization.

However, there is a possibility that the contents
of encryption processing or an encryption key is
presumed by observing the power consumption when
encryption processing is being performed in an IC card
and analyzing the observations. For example, the power
consumption can be examined by measuring changes in the
voltage between the Vcc and ground terminals of the IC
card using an oscilloscope. A technique to take
information out of the IC card by observing the power
consumption in this way is referred to as power
analysis. As a technique to prevent the leakage of

information through the power analysis, for example, a
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proposal has been nade to make uniform changes in the
nunber of inverted bits (hamm ng di stance) follow ng
changes in a program counter (see JP-A No. 2004-126841
(KOKAI')). However, since techniques to deci pher 5
security information and the |i ke w thout

aut hori zation are becom ng advainced day by day,
demands have called for nore secure tanperproof IC

d { scl f ti An. obj f th .
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to be decoded w thout "authorization; and an
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| C card according to an aspect of the present 15

I NVeNtKORALONDr i Be§evan, | 8L e a€ecBRLyLO8 €O decipher
comuni cations with an external device; a first nmenory
Ssectiencuhith $hboesatnveraad datalilee fwishoopesathonization
section which perforns first operation processing on

t he i arerhatodara sdveerdeiinddhedyiday, nbemaydsetdveoncalled
20 and data for conversion; a second nmenory section

whi chfostBpEs speurestpmrefropef at§ onsrdn- t he i nter nal

data and the data for conversion _obtained by the

first operation proc@4SFhgSHRetRE FnVeRtéPRrati on

section as, data for collation; a. second operation

section mh%ghogjecg o% LLe invéention 1s to prov1ge an IC
10 card having tamper resistance which does not allow
security information to be decoded without
authorization, and an authentication processing method
in the IC card.

An IC card according to an aspect of the present

15 invention comprises: an interface section for
communications with an external device; a first memory
section which stores internal data; a first operation
section which performs first operation processing on
the internal data stored in the first memory section
20 and data for conversion; a second memory section which
stores the result of operations on the internal data
and the data for conversion obtained by the first
operation processing in the first operation section as
data for collation; a second operation section which
25 performs second operation processing corresponding to

the first operation processing by the first operation

section on external data received by the interface



25 perforns second operation processing correspondi ng
to the first operation processing by the first
operation section on external data received by the
interface 3 section fromthe external device and the

- data for collation stored in the second nenory

section; and a «collation section which collates the
data obtai ned by the second opeﬁation processing in
t he second operation 5 section with the data for

col | ati on. aut henti cati on processi ng method for use
in anseFélEBrérSECBPS|ﬁét?énﬁ depect epdt heeprasantor
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in a second nenory section as data for collation
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data received froman 15 external device and the data

for col | at RanastaredicAtibhepseeepdiABMMEYh88CEL@Nuse in an’
the second operation processing corresponding to the

first I6perati ancopdongssongn asdecol batthg dataent invention
obt ai ned by the second operation processing with the
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FIG 1 is a schematic diagramof an IC card according
to anlgﬁﬁéﬂﬁﬁeﬁ?téfSFﬁéeﬁrégeﬁtf%ﬁ%En@?@ﬁry Fection and data

ShOMB an exterior view of . a contact- tyge ,
for conversion; storing the resu of operatlons on the

internal data and the data for conversion obtained by
the first operation processing in a second memory
section as data for collation; performing second
operation processing on external data received from an
external device and the data for Collation stored in
the second memory section, the second operation
processing corresponding to the first operation
processing; and collating data obtained by the second
operation procéssing with the data for conversion.
Brief Description of Drawings

FIG. 1 is a schematic diagram of an IC card
according to an embodiment of the present invention;

FIG. 2 shows an exterior view of a contact-type IC
card;

FIG. 3 is a diagram for use in explanation of a
non-contact-type IC card;

FIG. 4 is a flowchart illustrating first



card; 25 FIG 3 is a diagramfor use in explanation of
a non-contact-type IC card; FIG 4 is a flowhart
illustrating first 4 authentication processing; FIG
5is aflowhart illustrating second authentication
processing; and FIG 6 is a flowhart illustrating
third 5 authentication processing. Best Mde for
Carrying Qut the Invention The effbodi ments of the
present invention will be described hereinafter with

referen to.the., acconpanying drawings. 10 FIG 1 is
a bIo@W%§F8 F&ﬁF&PnaﬁrPﬁféé?Hgi as a portable

eIectronicEq%yi%eiac diment of the

coriln%pto an nbg m

present inventiontand ancl 85Fdl§$§F At “-REI GGFRGSt he

IC caraqt%enyﬂ%al&oﬁﬁpgaéegegﬁginggdt he operable state
[ ed wt

-upon 15 being supp ower froman externa

devi ce. Therd. Cecarndalephacgd-tnithesepgrah etﬁﬁége
performs varil ous processes 1 n response to onmands

5from thehexteenalodeyreeesdhggext ernal device supplies
the ICcard 1 wth power for operating the IC card 1

and with 20 chamgndsd¢ of sequestyite & card dntdhtion

perform various processes. The IC card 1 nay be a

cont act -t yBeepembabliments of the present invention will be
described hereinafter with reference to the
accompanying drawings.

10 : FIG. 1 is a block diagram of an IC card 1 as a

portable electronic device according to an embodiment

of the present invention and an IC card system

including the IC card 1.

The IC card 1 goes into the operable state upon
15 being supplied with power from an external device. The
IC card 1 placed in the operable state performs various
processes in response to commands from the external
device. The.external device supplies the IC card 1
with power for operating the IC card 1 and with
20 commands to request the IC card 1 to perform various
processes.

The IC card 1 may be a contact-type portable
electronic device (contact-type IC card) which makes
communications with the external device upon being
25 physically brought into contact with the contact

portion or a non-contact-type portable electronic

device (non-contact-type IC card) which makes
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el ectronic device (contact-type IC card) which nmakes
communi cations with the external device upon being 25
physi cal ly brought into contact with the contact
portion or a non-contact-type portable electronic
devi ce (non-contact-type I C card) which nmakes 5

comruni cations with the externalsdevice in the non-
contact state through an antenna”and a w rel ess

comuni cation unit. Furthernore, the I1C card 1 .may be

a hybrid 1C card (dual _ .interface |IC card), having 5
commUAT TR ot FaTT i s HE aewr@olm%‘c‘%lﬁ%/p@ KoE ¥ isie
and co i,cation facilities as .a non-contact-type IC
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processes to be described |ater are equally applicable

t 0 t heomouh icand iast -taygel 1G eargs anthdhe GACiedec card
IC card. Next, the circuit arrangenent of the I'C card

Wi || arld drenndesicrdthieth Asidhowed rfFlaGnch-ddieddE-aand IC
1 is conposed of a CPU (central processing unit) 10,
a worddry netmry thlat thedaten memdracti2 yre piograard and the
menory 13, a coprocessor 14, a random nunber
gener@iRF i wPeL5C Eadshmns ¢atstdm 20 faom regichumitther only
16, an interface 17, etc. The CPU 10 exercises contro
overJthhﬁuﬂ%;QﬂdtQﬁecommunlcatlon with external devices
and the like. For this reason, the authentication
processes to be described later are equally applicable
to the non-contact-type IC card and the contact-type IC
card.
Next, the circuit arrangement of the IC card will
be described.
As shown in FIG. 1, the IC card 1 is composed of a
CPU (central processing unit) 10, a working memory 11,
a data memory 12, a program memory 13, a coprocessor
14, a random number generating unit 15, a communication
control unit 16, an interface 17, etc.
The CPU 10 exercises control over the whole of the
IC card 1. The CPU 10 operates on the basis of a
control program and control data stored in the program
memory 13 or the data memory 12. In addition, the CPU
10 has a function to carry out logic operations or

arithmetic operations. The CPU 10 carries out

processing corresponding to commands applied from an



IC card 1. The CPU 10 operates on the basis of a
control programand control data stored in the program
menory 13 or the data nenory 12. In addition, the CPU
25 10 has a function to carry out |ogic operations or
arithmetic operations. The CPU 10 carries out
processi ng corresponding to conn%nds applied froman 6
external device by executing the control programin
charge of basic operations. For exanple, if a command

[ ' he. ext | devi t ite data into
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CPU 10 carries out a process of reading data fromthe
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programinstalled according to a use of the IC card 1,
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The working nmenory 11 is conprised of a volatile
menor Juf RAdrne agdont az cessmarednr ) gl ddre woski tige neenms yna 1
11 functions as a buffer nenory to tenporarily save 15
dat a. AFBECexhapread t fret of kohg-rerbrta Menarporaw ithen the
saves data transmtted or received in a process of
communf Cat? ng2 i 185 t Plet extRFIRES T ceead i AdtA 3 ofgom the

t he mgrgin nmenory, 11 is_also used as a nmenory to _
t enpor a ‘?I‘gelﬂ%?% g%rl JUE P Eces of SWTTE A a%/éﬁboqeﬁsmg
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the CPU 10 implements a process which meets that use.
The working memory 11 is comprised of a Qolatile
memory (RAM: random access memory). The working memory
11 functions as a buffer memory to temporarily save
15 data. For example, the working memory 11 temporarily
saves data transmitted or received in a process of
communicating with the external device. 1In addition,
the working memory 11 is also used as a memory to
temporarily hold various pieces of write data and the
20 like. Furthermore, the working memory 11 is also
stored with information to identify processing
situations or setting information in the IC card 1.
The data memory (nonvolatile memory) 12 is a
nonvolatile memory which can be written into. The data
25 memory 12 is comprised of, for example, an EEPROM, a
flash memory, or the like. The data memory 12 is

stored with various pieces of information that meet the



stored wth information to identify processing
situations or setting information in the IC card 1.
The data menory (nonvolatile menory) 12 is a

nonvol atil e menory which can be witten into. The data
25 nmenory 12 is conprised of, for exanple, an EEPROM
a flash nenory, or the like. The_data nenory 12 is
stored with various pieces of inflormation that neet
the 7 purpose of using the IC card 1 (applications,

d t
T aBWEECSR, CtngSdAcaChensry el & APERLOOGEABA, whihn a5 a
d I f tt
R ) UL

p|UrabthtQEn PHB@°8§§a°Re gpﬁ?elgagﬁs mﬁ95¥1égd|§ith a

stored wth a puraltyo I catl ons

t hese qpYELP@SBS 0k o g%@reTbsréeaélﬁéébegsofhbgﬁtﬂﬁgt_
the purposes of use 10 of the IC card 1 are stored in

5fi |l esingsueha@soprogram files and data files, which

10

15

20

25

are defined on the data nenory 12 each of which
correspond¥hen &heegpectirdelone uekdt ierpar poseadfity of
use. The file structure in the data nenory 12 is
basedPoipPof8F eXanpke, the8OHLECT8dBo4y 18 Thattbsedtheth a
data nenory 12 of the ICcard 1 is capable of storing
varioﬁéuéﬁéPF&a?ﬁoﬁ@péh@avaﬁﬂéugth@c@geéfthese purposes of

operati onal data. For ex when the ICcard 1 is
uged 48%a chalﬁpB }ﬂatfﬂggdﬁ?hcheﬁ%?§ i§e|3u§P8F%ﬂ of use

with aytbgptigation ynformation, such; as a password, o ..

files and data files, which are defined on the data
memory 12 each of which corresponds to a respective one
of the purpose of use. The file structure in the data
memory 12 is based on, for example, ISO/IEC7816-4.

That is, the data memory 12 of the IC card 1 is capable
of storing various applications and various pieces of
operational data. For example, when the IC card 1 is
used as a credit card, the data memory 12 is stored
with authentication information, such as a password,
and identification information of the credit card.

The program memory 13 is comprised of a read only
memory (ROM). The program memory 13 has been stored in
advance with a control program for baéic operations,
control data,-etc. The program memory 13 is stored in
advance with a control program and control data which
conform to the specifications of the IC card 1. For

example, the CPU 10 performs processing corresponding



20 and identification information of the credit card.
The program nenory 13 is conprised of a read only .
menory (ROM). The program nenory 13 has been stored in
advance with a control program for basic operations,
control data, etc. The programnmenory 13 is stored in
25 advance with a control progra%Iand control data
which conformto the specificatiions of the IC card 1.
For exanmple, the CPU 10 perforns processing
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oper ations necessary for encryption at a

The ceproeesspleldtBar Ebgsolbtsspethak sopehations £@ran
resi dual operations in RSA encryption or encryption
SprocessicmgptsuchdadiBESeanccyphiipninThedéunesi pareh rh0
encryption by the coprocessor 14 may be inplemented by

an opeparkbasnsi neaessasuchoasehbeyfPibilat exentithngpaed.
control program The random nunber generating unit 15
gener &h8scoprfdefratnbér saasiasbput asyedasd. obheations for
random nunber 15 generating unit 15 is conprised of,
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108s thgng¥$£%90ne%$cyﬁéngogrocessor 14 may be implemented by

an operations circuit, such as the CPU 10, executing a
control program.

The random number generating unit 15 generates
random numbers as arbitrary data. The random number

15 generating unit 15 is comprised of, for example; an IC
chip. The function of generating random numbers by the
random number generating unit 15 may be implemented by
an operation circuit, such as the CPU 10, executing a
program.

20 The éommunication control unit 16 controls data
communications with an external device via the
interface 17. For example, when the IC card 1 is a
contact-type IC card, a contact-type communication
function is implemented by a contact portion as the

25 interface 17 and a communication control circuit as the
communication control unit 16. When the IC card 1 is a

non-contact-type IC card, a non-contact-type



program 20 The communi cation control unit 16 controls
data comunications with an external device via the
interface 17. For exanple, when the ICcard 1 is a
contact-type I1C card, a contact-type comruni cation
function is inplenented by a contact portion as the 25
interface 17 and a communi cati on gontrol circuit as
the comunication control unit 16. Wien the I1C card 1
is a non-contact-type IC card, a non-contact-type 9
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shape fmrurG@latic@onfddl Wi 4. ntegrally forned
such that one or nore IC chips C and the interface 17

are connectmt Mhed@ ChiP fGrineL dMIsehof L RRIGAE M is
10, the working nenory 11, the data nenory 12, the

Spr ogr ambeeitiedy ih3.a thelyl® doproeeshapeldf thearandomhe
nunber generating unit 15, the conmunication contro

unit I®dudepdners soppigyaligt fosivewnsucat ¢hakl Gne2oirsmore IC
an exterior view of a contact-type IC card as a form

of th&hieschr @nt tAe $hdwwfiageFllG aze coBnepged. The IC
contact-type IC card is fornmed such that a contact
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10 coprocessor 14, the random number generating unit 15,
the communication control unit 16, a power supply (not
shown), etc.

FIG. 2 is an exterior view of a contact-type IC
card as a form of the IC card 1._ As shown in FIG. 2,

15 the contact-type IC card is formed such that a contact
portion as the interféce 17 is exposed on the top of
the body B. With the contact-type IC card, the module
M having one or more IC chips connected to the exposed
contact portion is built into the body B in the shape

20 of a card.

The contact portion as the interface 17 of the
contact-type IC card has a plurality of terminals as
shown in FIG. 2. For example, the contact portion is
provided with various terminals in positions defined in

25 the IS07816 standard (non-patent document 1). In the
example of FIG. 2, the contact portion has a supply

voltage terminal Vcc, a ground terminal GND, a reset



M havi ng one or nore |IC chips connected to the exposed
contact portion is built into the body B in the shape
20 of a card. The contact portion as the interface 17
of the contact-type IC card has a plurality of
termnals as shown in FIG 2. For exanple, the
contact portion is provided mﬁtg various termnals in
positions defined in 25 the |1S07 QG st andard
(non-patent docunent 1). In the exanple of FIG 2,
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an in u ermnal 1/OQ and a clock term na
CLK. E%Eﬁgggghgaé'a non-contact-type 1C card as a form
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contact-type I C card, such a no ng one oOr

| C chbpstheand anrantennasasnbhg inteigace, 14ips SHOWAon-
by broken lines is enbedded in the body B in the shape
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adapted to process radi o waves received by the antenna

10 i nI€hehigschi pnC. aNexhtehhe apethti bnteffhbe LT as shown

card 1 thus configured will be described. In the

exanpP¥ Auekent I £ae$ ohs peokeddedgimhiioé bédy| Bwen Bhe shape
description is given of authentication 15 processing _ '
per f offred B9Tehe Teeeaby  1thom 2PR-BeRtachftype IC card is

i i i nfor ion,. such as a password
aUtheQééggéaogolprgcggé radio waves re efved by the antenna

in the IC chip C.

Next, the operation of the IC card 1 thus
configured will be described.

In the example authentication processing which
follows, a description is given of authentication
processing performed by the IC card 1 on the basis of
authentication information, such as a passwbrd
(identification number), which is given from an
external device.

First, first authentication processing in the IC
card 1 will be described.

FIG. 4 is a flowchart illustrating the first
authentication processing in the IC card 1.

The IC card 1 receives authentication data
(external data for authentication) together with a
command to request authentication processing from an
external device (step S10). Then, the CPU 10 of the IC

card 1 stores the received external authentication data



(identification nunber), which is given from an

external device. First, first authentication

processing in the IC 20 card 1 will be descri bed.

FIG 4 is a flowhart illustrating the first

aut hentication processing in the ICcard 1. The IC

card 1 receives authentication data (external data

for authentication) together with a 25 command to

request authentication processing from an externa

devi c e 10).. ,Then, the CP t he card 1
storeg' %& ﬁ&?&ﬁbsé BRIBF Kal SHE hgﬁtgggtW8ﬁ 4afamggory 11
in an r nme Ki 1 :
(step §%%% %%pgﬁ gp%%?négg lg%x%erna tg EP%en?Fg %n%ﬁcatlon
data, d:he C%Hel@pge@@raegérgtegngoggﬂaameﬁug\ﬁegagé §9ta for

conver Si on used in operati on processi-ng t

descr ideede? slisheiskloiht Bgekandem pusbeEs98§etat hBYdescribed
unit 15 (step $S12). The CPU 10 stores the random

5nunberlagemenfabmdtb¢ rbhdomandabenugbee rgenggatihing UBI {step
15 in the internal nenory, such as the working nenory

11 (stép)S13¥heUsBH $Dostngesheheandodomunbeberngéherated by
wor Ki n 10 menory 11, the CPU 10 perforns first
operaﬁgénraﬁﬂ@@e§§mhgroﬁenﬁfétha@ aothehbi tat foa taternal
and the random nunber (step S14). For exanple, as the

f|rstme@ﬁéVat?HﬁhpﬁﬁcEgglH@erﬁgc%?m%ﬁér5%|éﬁ%epsﬁéﬁ

as excl usi ve OoR erati ons

al gebraic 8 8p§F§FFB§ tﬁ?ekﬁgﬁ?ﬁrﬁﬁ ervﬁEntbﬁeworklng

1OreSU|Ee8Br§h§l, the CPU 10 performs first operation
processing on internal authentication data and the
random number (step S14). For example, as the first
operation processing logical operations, such as
exclusive OR (XOR), AND, or OR operations, or algebraic

15 operations are performed. When the result of the
operations on the internal authentication data and the
random number by the first operation processing (first
operation result) is obtained, the CPU 10 stores the
first operation result in the internal memory, such as

20 the working memory 11, as security data (step S15).

Upon storing the security data, the CPU 10

performs second operation processing on the éxternal
authentication data received together with the command
to request authentiéation and the security data (step

25 S16). The second operation processing corresponds to
the first operation processing in-step S14. For

example, when exclusive OR operations are performed on



operations on the internal authentication data and the
random nunber by the first operation processing (first
operation result) is obtained, the CPU 10 stores the
first operation result in the internal nmenory, such as
20 the working nenory 11, as security data (step S15).
Upon storing the security data, e CPU 10 perforns
second operation processing on the externa

aut henti cati on data received together with the conmand

be Srafesnduhel eatl Anafle! REnBBEURLIR R SRhEP s 14,

25 S1 he secon operati on processi ng

to tQ%éﬁb%%%eo@@r%bbgﬁt969§e§§én el RoShEen §$4th508xternal
exanpl e, when excl usive OR operatfons are perforime

12t hethntednahedatauandt RethandorhBughehnkN ?E?Qtlon
S14, exclusive OR operations are perforned on the

- ext er pabcedatiagand thepsegyrity data in the second
operation processing in step S16. 5 Wen the result

Sof the sec@heénopdratiesn lpr ofeshengecondsbepratbont beocessing
second operation result) is obtained, the CPU 10
makes 18 g&epsPéf (Ebkl aeconit obewhet ber resulhpt ithebtained,
random nunber _and the second operation result match
(st ept827§FU) £0t RakgécrsHBR1IFEORNAEOL hat tandonf 18hether or

nunmber the second operation result natch, then the
CPU 15°?ag3§ FenPRE NERRS L ERENE PR aFFEANRoPPERAEION result
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CPU 10 takes it that the authentication for the
external authentication data has resulted in success
and then sends an aéknowledgment of success in |
authentication to the command sending external device

15 (step S18). 1If, on the other hand, the decision is
that the random number and the second operation result
.do not match, then the CPU 10 takes it that the
authentication for the external authentication data has
resulted in failure and then sends an acknowledgment of

20 failure in authentication to the command sending
external device (step S19).

As described above, in the first authentication
processing, the IC card 1 performs the first operation
processing on the internal authentication data and the

25 random number as conversioﬁ data. With the result of
the operations on the internal authentication data and

the random number as security data, the IC card 1



15 (step S18). If, on the other hand, the decision is
that the random nunber and the second operation result
do not nmatch, then the CPU 10 takes it that the

aut hentication for the external authentication data
has resulted in failure and then sends an

~acknow edgnent of 20 failure in]%ythentication to the

command sending external device (step S19). As
descri bed above, in the first authentication
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aut henti cation, depending on 5 whether or not the
r esul audienperait i @nsdars tdred edtteersraturiaut hbata asd i cies the
data and the security data natches the random nunber.
Ther epNAR dBHRSIG- to the first authentication
processingT the internal and external authentication
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withQut using a direct collation method. As a result,
it can be made difficult to deduce the internal and
external authentication data, thus allowing the tamper
resistance of the IC card to be increased.

Next, second authentication processing in the IC
card 1 will be described.

FIG. 5 is a flowchart illustrating the second
authentication processing in the IC card 1.

The IC card 1 receives authentication data
(external data for authentication) together with a
command to request authentication processing from an
external device (step S20). Then, the CPU 10 of the IC
card 1 determines a unit of collation of the external
and internal authentication data (the size of divided
data to be collated) (step S21). The unit of collation

can be determined in various ways. For example, the

CPU 10 may directly choose a data size as a unit of



resistance of the IC card to be increased. 15 Next,
second aut hentication processing in the IC card 1

will be described. FIG 5 is a flowhart illustrating
the second authentication processing in the IC card

1. The IC card 1 receives authentication data 20
(external data for authenticatiOﬂg together with a
command to request authenticationh processing from an
external device (step S20). Then, the CPU 10 of the IC
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and |nterna entirc

25 daganhﬁbg§ ngbg&gq)tﬁét%Btﬁ%&%lcgb§oHn55t2fl§ divided
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10data §%5egyéggf 8%9ﬂpl§nd set the result as a unit of

collation. Alternatively, the authentication data may
be divided in arbitrary data sizes (for example,
two bytes, one byte, three bytes, and two bytes for
8-byte authentication data) and set each divided data
15 as a unit of collation. The data size as a unit of
collation or the dividing number may be determined on
the basis of a random number generated by the random
numper generating unit 15. In the description which
follows, the CPU 10 is assumed to select the dividing
20 number (N) on the basis of a random number generated by
the random number genérating unit 15 and determines the
data size as a unit of collation in accordance with the
selected dividing number.
When the unit of collation is determined by the
25 above processing, the CPU 10 stores data obtained by
dividing the external authentication data received from

the external device into N pieces in the unit of



two bytes, one byte, three bytes, and two bytes for
8-byte authentication data) and set each divided data
15 as a unit of collation. The data size as a unit of
collation or the dividing nunber may be determ ned on
t he basis of a random nunber generated by the random
nunber generating unit 15. In thﬁsdescription whi ch
follows, the CPU 10 is assumed to sel ect the dividing
20 nunber (N) on the basis of a random nunber

gener t he_random nunpe eneratin it (15.an
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wor ki ng nmenory 11 (step S22). Upon storing the N
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external data (steps S24 to S31). That is, the CPU 10
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generating unit 15 to generate a random number as
conversion data (hereinafter referred to as the i-th
random number) for collating the i-th pieces of divided
internal and external data (step S25). Upon generating
the i-th random number, the CPU 10 stores the i-th
random number generated by the random number generating
unit 15 in the internal memory, such as the working
memory 11 (step S26).

Upon storing the i-th random number in the working
memory 11, the CPU 10 performs first operation
processing on the i-th divided internal data from the
first divided data of the N pieces of data obtained by
dividing the internal authentication data in the unit
of collation (hereinafter referred to as the divided
internal data) and the i-th random number (step S$S27).
For example, as the first operation processing, logic

operations, such as exclusive OR (XOR), AND, or OR



conversion data (hereinafter referred to as the i-th
random nunber) for collating the i-th pieces of

divided internal and external data (step S25). Upon
generating 15 the i-th random nunber, the CPU 10
stores the i-th random nunber generated by the random
nunber generating wunit 15 in tqiiinternal nmenory,

such as the working nenory 11 (Step S26). Upon
storing the i-th random nunber in the morking 20
menor t he CPU 10(§> rforms first, oera
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divided external data from the first divided data of
the external authentication data and the i-th security
data (step 829). This second operation processing
corresponds to the first operation processing in step
S277. For example, when exclusive OR operations are
performed in step S27, exclusive OR operations are also
performed in the second operation processing in step
S29.

When the result of operations (the i-th second
operation result) is obtained in the second operation
processing in step S29, the CPU 10 makes a decision
(collation) of whether or not the i-th random number
and the i-th second operation result match (step S30).
If the decision is that the i-th random number and the
i-th second operation result match (YES in step S30),
then the CPU 10 takes it that the collation of the i-th

divided external data with the i-th divided internal



di vided external data fromthe first divided data of
the external authentication data and the i-th security
data (step S29). This second operation processing
corresponds to the first operation processing in step
15 S27. For exanpl e, when exclusive OR operations are
perfornmed in step S27, exclusiv operations are
also perforned in the second operation processing in
step S29. When the result of operations (the i-th
secon at%ohg eratigﬁaresult I.S_obtained in the second

operat P& “protessfhgdi AistpCEss; the CPLP 16°Wakes'a CFU 10
deci shaRes(goblatboph 8F whelher o Nk 10¢ Latlapie i is v,
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random nunbeéer Sécond operation resu
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random nunber and the 25 i-th second operation result
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that the collation of the i-th divided external data

5with the i Ifhtdevddedsiohetnathd? tdateahasbiesul t €dnot N,
in success. In this case, the CPU 10 makes a deci sion

of whthhtrier hbéréherevadiuvbllediexsetal idens heiiich have not
words, whether or not the collation of all the
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If the decision is that the variable i is not N, that

is, thEPellrEchrindeho eXEeP ndds RRA TRRH: havkeerotS24

yet begn suﬁjggied to collation (NOin step S31), the

CPU 1bF8Y3Pns to step S24 and repeats steps S24

10thrOUgh Ss%f, on the other hand, the decision is that the

variable i is N, that is, the decision is that the
collation of all the divided external and internal data
has succeeded (YES in step S31), then the CPU 10 sends
an acknowledgment of success in authentication to the
15 command sending external terminal (step S32).

If the decision in step S30 is that the i-th
random number and the i-th second operation result do
not match (NO in step S$30), then the CPU 10 takes it
that the authentication of the external authentication
20 data (the collation of the external authentication data
with the.internal authentication data) has failed and
sends an acknowledgment of failure in authentication to
the command sending external device (step S33).

In the second authentication processing, as
25 described above, the IC card 1 determines a unit of
collation of the external authentication data with the

internal authentication data for each authentication



10 If, on the other hand, the decision is that the
variable i is N, that is, the decision is that the
collation of all the divided external and interna

data has succeeded (YES in step S31), then the CPU 10
sends an acknow edgnent of success in authentication

to the 15 command sendi ng exter termnal (step

S32). If the decision in step S30is that the i-th
random nunber and the i-th second operation result do

not match (NO in sgeg ggo%é then the CPU 10 tﬁkes bt .
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the internal authentication data for each

aut hephi tati anift8ofpeotessing, alpdnesdeh edbvhilag Lheernal
unit of collation, the IC card 1 divides each of the

ext erfataandbtaieredaby duvhehtgchité obndatrmal nathkenhication
of collation. The IC card 1 conbines in order each _

di vi dédtexier ke d¥aih, ob %%%b@%%@nbyaﬁﬁvpﬂrﬁ@rmﬁeCOllatlon
ext er nal authentica%ion data in the unit

nit of o
col | aPt oR2CAnB2eacht dF VT dRAC T2l natd HAtGr " dbt i hkded data.

oy 14y 900 | DT 8L RN OBLL00 081 2D EE%cara
performs first operation processing on the internal
divided data and a random number as conversion data.
With the result of operations on the internal divided
data and the random number as security data, the IC
card 1 performs second operation processing on the
external divided data and the security data. The IC
card 1 makes a decision of whether of not the result of
operations on the external divided data and the
security data matches the random number. When the
external and internal divided data in all pairs match,
the IC card 1 decides that the external authentication
data has matched the internal authentication data.

According to the second authentication processing,

the external and internal authentication data divided
in arbitrary units of collation can be collated by an

indirect collation method. As a result, it becomes

possible to make it difficult to deduce the internal



of each pair of the external and internal divided
data. 10 Further, as the collation of each pair, the
ICcard 1 perforns first operation processing on the
internal divided data and a random nunber as
conversion data. Wth the result of operations on the
internal divided data and the rapndom nunber as
security data, the IC 15 card 1 perforns second
operation processing on the external divided data and

the segyriLiycdaLa. aI@ﬁe+§ac$§{gnld estﬁugec%fégfngfthe
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t he second aut hentication processing, the externa
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determines a unif of collation of the external and
internal authentication data (the size of data for
collation) (step S41). To determine a unit of
collation, the method described in the second
i5 authentication procéssing can be applied. 1In the third
| ~authentication processing, the uhit of collation may be
fixed.
Upon determiﬁing the unit of collation, the CPU 10
stores data obtained by dividing the external
20 authentication data received from the external device
into N pieces in the unit of collation (hereinafter
referred to as the divided external data) in the
internal memory, such as the working memory 11 (step
S42). Upon storing the N pieces of divided external
25 data, the CPU 10 further determines the order of
collation for N pieces of divided external data (step

S543). The order of collation can be chosen



(external authentication data) together with a conmand

to request authentication processing froman externa

10 device (step S40). Then, the CPU 10 of the IC card

1 determnes a unit of collation of the external and
internal authentication data (the size of data for
collation) (step $S41). To deter '@e a unit of

coll ation, the method described Th the second 15

aut henti cation processing can be applied. In the third
aut hentjcatLon,proc in upj t coll ation ma

e 1 PYBAC BpoR et oo g ALAPERe. Ar CoF e8I PRt POR TERethe

CPU 19rd§£95?5cg§§§tQQBaBHegthbggYgd%ﬁgatQ n8%heh0@ber

20 authentication data received fromthe externa
devi cgenkhhOel Bycess EBnkibf Hithbe T gERLLALERR unit 15,
(hereinafter referred to as the divided externa

data) in tbeoni abeerainiBEOLtMe suaBrasrt BB1WAEKLAY the CPU
menory 11 (step S42). Upon storing the N pieces of
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a random number as conversion data for carrying out the
i-th collation processing (hereinafter that random
number is referred to as the i-th random number) (step
§25). Upon generating the i-th random number, the CPU
| 10 stores the i-th random number generated by the
random number generating unit 15 in the internal
memory, such as the working memory 11, (step S26).

Upon storing the i-th random number in the working
memory 11, the CPU 10 performs first operation
processing on divided internal data which is the i-th
to be collated of N pieces of divided data obtained by
dividing internal authentication data in the unit of
collation (hereinafter referred to as divided internal
data) and the i-th random number (step S48). Here, the
divided internal data which is the i-th to be collated

is the i-th divided internal data when the N pieces of

divided internal data are arranged in the order of



external data (steps $S45 through S52). That is, the
CPU 10 first increnents a variable i (i =i + 1) (step
S45). Upon increnenting the variable i, the CPU 10 10
causes the random nunber generating unit 15 to
generate a random nunber as conversion data for
carrying out the 1i-th coIIatlonZProceSS|ng
(hereinafter that random nunber ' Ts referred to as the
i -th random nunber) (step S25). Upon generating the

i-th random punber, %gg g?%%g op8ySLLes %gg?gsaﬁg, logic
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the working menory 11, (step S n storing
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(hereinafter referred to as divided internal data)
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divided internal data which is the i-th to be collated
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Upon saving the i-th security data, the CPU 10
performs second operation processing on the divided
external daté which is the i—th to be collated and the
i-th security data (step S50). Here, the divided

15 external data which is the i-th to be collated is the
~i-th divided external data when the N pieces of divided
external data are arranged in the order of collationf
This second operation processing in step S50
corresponds to the first operation processing in step

20 S48. For example, when exclusive OR operations are
performed in step S48, exclusive OR operations are also
performed in the second operation processing in step
S50.

When the result of operations (the i-th second

25 operation result) is obtained in the second operation

processing in step S50, the CPU 10 makes a decision

(collation) of whether or not the i-th random number



random nunber (the i-th first operation result) is
obtai ned by the first operation processing, the CPU 10
stores the i-th first operation result in the interna
menory, such as the working nmenory 11, as the i-th 10
security data (step S49). Upon saving the i-th _
security data, the CPU 10 perf second operation
processing on the divided external data which is the
i-th to be collated and the i-th security data (step

850)'aH8r%hetHQtﬂi Egggdlgpgfgﬁggslrggégtéﬁ%ggﬁgﬁségsaSSl).
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10that the egbl 814908 ckb€rnal data has been completed (step
552).

If the decision is that the variable i is not N,
that is, there are divided external data which have not
yet been subjected to collation (NO in step S52), the

15 CPU 10 returns to step S45 and repeats steps S$45
through S$52.

If, on the other hand, the decision is that the
variable i is N, that is, the decision is that the
collation of all the divided external and internal data

20 has succeeded (YES in step S52), then the CPU 10 sends
an acknowledgment of success in authentication to the
command sending external terminal (step S53).

If the decision in step S51 is that the i-th
random number and the i-th second operation result do

25 not match (NO in step S51), then the CPU 10 takes it

that the authentication of the external authentication

data (the collation of the external authentication data



5 divided external data which is the i-th to be
collated wth the divided internal data which is the
i-th to be collated has resulted in success. In this
case, the CPU 10 nakes a decision of whether or not
the variable i is N, in other words, whether or not
the collation of 10 all the divi d external data has
been conpleted (step S52). If the decision is that
the variable i is not NN that is, there are divided
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step SArqandnr gPgAbR1shERSNS43¢ E%i?HQE §§2au£E%P99cation to

the other hand, the decision iIs varra

'S N,thBanhﬁanﬁhgeQQQh?|Qﬁté§néba&e@b§e ?9£E6t59@ of
all the divided external and internal data 20

succeeded [XEBhentatep Sb3restheg,the @Bgcigbéﬁngﬁovéﬂ the
acknow edgnment of success in authentication to the
Scomuahd sendi hgdexidenatatlerof nahe (skeprsSdB) authethbecation
decision in step S51 is that the i-th random nunber
and t#Heta- @hdségénﬁnbﬁém@li@thQBUi¢adbon26an@tinaachpecific
(NOin step SSli then the CPU 10 takes it that the
autheHPFEa?foﬁo }athen ekeBr pREh st Heem t £aa T ben @a@geSSlng
(the %ﬁ gglon of the external authentication data 2

with PRrABPOAGE 3t PELET o det )2 RN f of | ke hivided
PonopR, oM SOUEIL ol AL AT, AU PEILI SN, o
10 collation. That is, the IC card 1 combines each
divided external data with each divided internal data
in order from the first divided data and performs
collation of divided external and internal data for
each pair in the order of collation. As the collation
15 processing in each pair, the IC card 1 performs first
operation processing on divided internal data and a
random number as conversion data. With the result of
operations on the divided internal data and the random
number as security data, the IC card 1 performs second
20 operation processing on divided external data and the
security data. The IC card 1 makes a decision of
whether or not the result of operations on the divided
external data and the éecurity data matches that random
number. When the divided internal data and the divided
25 extérnal data in each pair match, the IC card 1 decides
that the external authentication data and the internal

authentication data have matched.



In the third processing, as described above, the 5 IC
card 1 divides each of the external authentication
data and the internal authentication data in a
specific wunit of collation for each authentication
processing and then chooses an order of collation of
the divided external and intern % data fromarbitrary
orders of 10 collation. That is, the ICcard 1

‘conbi nes each divided external data with each divi ded

internal d %t& OCII.O n%{ qﬁ%r tfhgeo g}h&?gefglurt%% nqll\élra%?.g)ad %tr% cessi ng,

and perforns ion o external "an

i nter rdle datcd h@n a@ACHnPRIhalNatiPBeREYEL +96n daﬁa divided
collation. As the collation 15 processing Iin eac

pai r, ivhe lsgeearrdclupetf 8EMeolibet on0B8habEORG11ated in an
processing on divided internal data and a random

nunberrad tcaryebzden data. aWV tAdt hbectesdlta®fion method. As

operations on the divided internal data and the random

Snunber asssdtur ity bdabaest peskCotar Holmpref Ot neisecontt to

20 operation groqessing on divi ded external data and

the ¢edycet fhegatateThall endaeyternakesubhdetisabhonfdata,

whet her or not the result of operations on the divided

ext er h315datLaCHAAt hBesEauPEEyraatatadeehes that IC card to
nunber. Wen the divided internal data and the

d
Q?Ciggé é%?&%?é?ﬁal data in each pair match, the IC
o1 Cechgge, U e GHL Rl oot e o0 ol

and the intern authentrcatron

10Accor dihpdqat Rehbe BQEEgiBQ%hgﬂgbggFi@ﬁepéﬂggéf$§gtstggn be
external and internal authentication data divided

modified in various forms without departing from the
scope thereof. For example, the first, second and
third authentication processing contain inventions at
various stages. For this reason, the first, second and

15 third authentication processing can be practiced in
combination. Several constituent elements or
processing steps may be removed from all the
constituent elements described above provided that
problems described in the section of problems to be

20 solved by the invention can be solved. The
authentication processing methods described in the
embodiments can be applied not only to IC cards but
also to portable electronic devices, such as mobile
phones, PDAs, mobile PCs, etc., and electronic

25 computers.

Industrial Applicability

According to the present invention, an IC card



in a specific unit of collation can be collated in an
arbitrary order with an indirect collation nethod. As
5 aresult, it becones possible to make it difficult
to deduce the internal and external authentication
data, thus allow ng the tanper resistance of the IC
card to be increased. The pres i nvention is not
limted to the 10 enbodi nents descri bed above. The
enbodi nents can be nodified in various forns w thout

e (LT T
Contabﬂnhaﬂeﬂé'QQélﬁﬁergériPyé ?gfégdaugﬁe b§ic tion

reason, the first, second and ntrcatiron
proce§5bﬁés§ﬂﬁgbﬁe@ﬁ@§§|Q@dth@ I@oaykﬂaééﬁnbesg¥§6§&ed.
constituent elenments or processing steps may be
renoved fromall the constituent el enents described
above provided that problens described in the section
of problens to be 20 solved by the invention can be
sol ved. The authentication processing nethods
described in the enbodiments can be applied not only
to I1C cards but also to portable electronic devices,
such as nobile phones, PDAs, nobile PCs, etc., and
el ectronic 25 conputers. Industrial Applicability
According to the present invention, an IC card 25
havi ng tanper resistance such that security

i nformati on



cannot be deci phered illegally and authentication
processing nethods in the I C card can be provided. 26
CLAI MS1 AnICcard conprising: an interface
section for comunications with an external device; 5
a first nmenory section which stores internal data; a
first operation section which pesforns first

operation processing on the intefnal data stored in
the first nmenory section and data for conversion; a
second nenory section mhichgg?pre§ &?% result of 10
operations on the internal da d e data for

conver si on jobt aineg Qgrhhgoﬁgg§glg erati on processing
inthe first operation section as data for collation;

a second Oﬁarahk@&fé%%tbeethhC@oEeEEQﬁﬂﬁlégEQBHi with an
operation processing corresponding to the firs

oper akk@erpadcessing;by the first operation section on
external data received by the interface section from

St he ext ernal fdesitcecandyt hecdaba #bichoktatesnistersdl data;

in the second nenory section; and a collation section

whi ch col | 8t ésrslieoggratigd ebthinedwhychhpeséoomsd first
operation processing in the second operation section

wi th PREFALEANf BFOEBFFaRF oA Dhe Thet¢tnehrdabrcoteied in the
to c furt her ogFr|S|n an | C nodul e havi ng

t he |%f§? aBEMQEXt PBATIOR haNg | Hak2 nENBr FOREREFHIF t he

first opergtgogongctlon
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e memory section which stores the result of
operations on the internal data and the data for
conversion obtained by the first operation processing
in the first operation section as dafa for collation;

a second operation section which performs second
operation processing corresponding to the first
operation processing by the first operation section on
external data received by the interface section from
the external device and the data for collation stored
in the second memory section; and

a collation section which collates the data
obtained by the second operation processing in the
second operation section with the data for collation.

2. The IC card according to claim 1, further
comprising an IC module having the interface section,
the first memory section, the first operation section,
the second memory section, the second operation
section, and the collation section, and a body

containing the IC card.



25 the second nmenory section, the second operation
section, and the collation section, and a body .
containing the IC card. 27 3. The IC card according
to claim1, wherein the first and the second operation
processing are logic operations. 4. The IC card
according to claim3, wherein th 5 first and the
second operation processing are exclusive OR 5. The
I C card according to claim1, wherein the data for

| . ti .
extornal dara toendCobrll SEeREPEBnES: FlBiRal - 10haREAD the
i s applhi-ed Bhe”kﬁgeseHBﬁadS ePar 108§ %gbgggghggcggnggglc

to claim1, furt conpr | |ng a random
gener gphergtseati on which generates random nunbers,

and wherein the data for conversion is a random

nunber whi @ah i ghgener aked bycbhairg E@ngQHHHU§beﬁhereln the
generating section every time external data to be

Scol | atédswi thdt heei steondl ogatat i snappbieslsihgonmrshexciusive

outside. 7. The IC card according to claim1l, further
conprPBing a collation unit deternining section which

20 determnes a unit of collation for dividing each of
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the externdl dah8 &Rd<ehe RAterdiahgdapaclaid Wheveénein the
t he eration sectjon, the second operation

sect|8ﬁ£§aﬁagtﬁ%nﬁ%¥?%??ohss%%?|%® peiibfereme value every

proceé%ﬁggexgernal data to be collated with the internal
data is applied from the outside.

6. The IC card according to claim 1, further
comprising a random number generating section which
generates random numbers, and wherein the data for
conversion is a random number which is generated by the
random number generating section every time external
data to be collated with the internal data is épplied
from the outside.

7. The IC card according to claim 1, further
comprising a collation unit determining section which
determinés a unit of collation for dividing each of the
external data and the internal data, and wherein the
first operation section, the second operation section
and the collation section perform the processing on
each of pairs of divided internal data and divided
external data obtained by combining each divided
internal data, obtained by dividing the internal data

in the unit of collation, and each divided internal



each of pairs of divided internal data and divided 25
external data obtai ned by conbi ning each divided
internal data, obtained by dividing the internal data
in the unit of collation, and each divided internal 28
data, obtained by dividing the external data in the
unit of collation, in order. 8. He | C card according
to claim1, further conprising order determ ning
section which 5 deternmines the order of collation for

b B T L SR, e
dMa,&M&@&@@&Mag¢me_go_%gntanm data in a

predetermned unit o col'lation,” and each divi ded

external data, @Rt aned, by a:I:Q:qui&éLin%ior etrctl%i%tl\?ﬂz'ﬁjrther

data in the unit of collation, and erein

the fidogiprapamnat iaen oseelr GRtcthe niHeC R QRSN Al
- section and the collation section performthe
Spr ocessitegrminesatheob rpgairr ®fotodilvicded fiort @anals @&t divided
and di vided external data in the order of 15 collation
det er Aintednby dhgaorder ddetideni rikngraeadt dana obtalhed by
I C card according to claim1, further conprising a
col | afPBRinANE gackr AilNilAgdsésteonawhideia, deberiinees by
unit of collation for dividing each of the external
data Shd*CA&gi ffer ARFegara, daha ap or gsedggermined unit of

d I ni : ti whi ch determ nes the_order of )
Col | abPORIPP parhe BFChi Uf deqeRnFer RANadatacandobtained by

1odiVidégvﬁéESQ”@hedé&§e995§iHSgabXnCQHEiﬂk? g%cgollation; in
order, and wherein the first operation section, the
second operation section and the collation section
perform the processing on each of pairs of divided
internal data and divided external data in the order of

15 collation determined by the order determining section.

| 9. The IC card according to claim 1, further
comprising a collation unit determining section whicﬁ
determines a unit of collation for dividing each of the
external data and the internal data, and an order

20 determining section which determines the order of
collation for pairs of divided internal data and
divided external data obtained by combining each
divided internal data, obtained by dividing the
internal data in the unit of collation, and each

25 divided external data, obtained by dividing the
external data in the unit of collation, in order, and

wherein the first operation section, the second



di vided internal data, obtained by dividing the
internal data in the unit of collation, and each 25
di vi ded external data, obtained by dividing the
external data in the unit of collation, in order, and
wherein the first operation section, the second 29
operation section and the coIIat&gn section perform
the processing on each of the pairs of divided
internal data and divided external data in the order

of ¢ [ d 1 ned by .the order .deternining
sectioééﬂééﬁén é%i%ﬁ%%@%cg FoﬁoﬁﬂggéggiﬁﬁcﬁéPHOBeFSPrm the
use idrsadG kA g nY. rtarmeng.first .
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storing the result of operations on the iInterna at a
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operatl on processing In a second nmenory section as
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processing on external 15 data received from an

ext er dal ageViCceagnd cohprdatagtor collation stored in

t he second nenpry section, the second operation

pr ocessi ng PEHesESadifAg stoopreatipst propesatngnon internal
processi ng; .and collating data obtai ned by the second
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conversion;

storing the result of operations on the internal
data and the data for conversion obtained by the first
operation processing in a second memory section as data
for collation; 0

performing second operation processing on external
data received from an external device and the data for
collation stored in the second memory section, the
secpnd operation processing corresponding to the first
operation processing; and

collating data obtained by the second operation

processing with the data for conversion.



