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A client device obtains an available Nonce record for a target 

transaction initiated by a user through a user account from a 

Nonce list that corresponds to the user account and is 

maintained in a blockchain, where the Nonce list includes a 

plurality of Nonce records, and the Nonce record includes a 

version identifier of the Nonce list and a Nonce value

The client device adds the obtained available Nonce record to 

the target transaction
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The client device publishes the target transaction in the 

blockchain
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A node device in the blockchain receives the target transaction 

sent by the client device, and determines whether a version 

identifier in the available Nonce record matches the version 

identifier of the Nonce list that corresponds to the user account 

and is maintained in the blockchain
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If the version identifier in the available Nonce record does not 

match the version identifier of the Nonce list that corresponds 

to the user account and is maintained in the blockchain, the 

node device returns prompt information indicating that the 

target transaction is an invalid transaction to the client device

If the version identifier in the available Nonce record matches 

the version identifier of the Nonce list that corresponds to the 

user account and is maintained in the blockchain, the node 

device further matches the available Nonce record with the 

Nonce record in the Nonce list to perform replay attack 

detection for the target transaction, and processes the target 

transaction when the replay attack detection for the target 

transaction succeeds

212

210

 

FIG. 2  



 

3/5 

Version 

identifier

Index 

identifier

Nonce 

value

XXX XXX XXX

XXX XXX XXX

XXX XXX XXX

XXX XXX XXX

Index 

identifier
Nonce 

value

XXX XXX XXX

XXX XXX XXX

XXX XXX XXX

XXX XXX XXX

User account 1

User account N

...

Nonce list set

Version 

identifier

 

FIG. 3 

  



 

4/5 

Transaction 

body
Nonce record Signature

User

Blockchain 

system

Check whether the Nonce 

record matches a Nonce 

record in a Nonce list

Publish a transaction

Index 

identifier

Nonce 

value

Version 

identifier

 

FIG. 4 

Version 

identifier

Index 

identifier

Nonce 

value

XXX XXX XXX

XXX XXX XXX

XXX XXX XXX

XXX XXX XXX

Available

T

T

F

F
 

FIG. 5 

  



 

5/5 

Processor

Internal bus

Memory

Blockchain-based 

transaction processing 

apparatus

Network 

interface
Nonvolatile memory

Electronic device

Blockchain-based 

transaction processing 

apparatus

 

FIG. 6 

Acquisition module 

701
 Addition module 702

Publication module 

703

Blockchain-based 

transaction processing 

apparatus70

 

FIG. 7 

Receiving module 801
 Determining module 

802
Return module 803

Blockchain-based 

transaction processing 

apparatus 80

Detection module 804

 

FIG. 8 


