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PORTABLE 2- W9 RPRELESS FI NANCI AL MESSAG NG UNI T PéTussansens
Field of the Invention ) 5 This invention relates in genera
to selective call signalling systens and nore particularly to a

sel ective cal | RORPRPLE ng-WAY {UERELESS f BENANCEAL SMESSACENG | PNAT al
transactions over a wireless network using a portable 2- way W reless
financial nessaging unit. 10 Background of the Invention
In conventional selective call EtghaIPRgtRsTRYERELCT  ser or ori gknat or
may send a nessage to a subscriber 15 unit (e.g., selective call receiver),

t he nmessage conpr.i si,ng._an .address ,assaqci at e .t t ) | ber.
unit, and dat a. Thg%t}gt d’n%ﬁ?tﬂ‘é’ni i Sove 5t %r“:}ee"%or\rgr%stlo g%é}l?g%%'gée ﬁ:ﬁa lri C
di gits repressignad ldnghaystemshend morealpshariowEnd x tar acts@lective
representing hea thext 1#§§q?g : ' igredi a.nEssage
conpri si ng %aégdggggﬁﬁjgﬁﬁbﬁgﬁa n oﬁﬁa|ﬁ£?¥gﬁﬁ§%;§§%yy%rns oﬁ%ﬁbf
messagi ng was tgahisiasitdoms evean vewinelesmmedivard wsdng a poryialleds or
services rel aling Lo diheld AUNRE33, messaiy Aniltll erests, wher eabouts,
gener al scheduF?%g, orQ%% time crititgﬁ égggg%tnents. However, because of
soci ety' s1®ncreased need for informati on when a person is nobile, a
solution nust be found that FHdcRdrciiha of itHH iredition per f orm personal or
busi ness transacti ons, - as well as keeping inforned of personal events,
contacts, 30 and business information. Consi deri ng conventi ona
wireless systens i mil Wwdnentionadl seladduilvee cald Eaginad iapplsysttenmns,a t here
are significant prohl ens .t ) sQl V. ef reld . and.
private per snglerororgL?slil s tto:}g%%ag}étgleggésa 'acg*ne%%gqa & & 'Rl fber

15 unit (e.g., selective call receiver), the message

comprising an address associated with the subscriber
unit, and data. The data may be in one or more forms
such as numeric digits representing a phone number,
alphanumeric characters representing a readable text

20 message, or possibly a multimedia message comprising
audio and graphical information. Typically, this form of
messaging was sufficient to convey information between
individuals or services relating to their business,
special interests, whereabouts, general scheduling, or

25 time critical appointments. However, because of .
society’'s increased neéd for information when a person is
mobile, a solution must be found that allows an
individual to perform personal or business transactions,
as well as keeping inf@rmed of personal events, contacts,

30 and business information.

Considering conventional wireless systems including
both cellular and paging applications, there are
significant problems that must be solved before reliable
and private personal or business transactions can be

35 implemented. Because of the advancement of the
engineering sciences, particularly in the areas of
wireless communications and computer science, it has
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35 inplenmented. Because of the advancenent of the englneerlng 303

sci ences, pa‘P/PPBG?’ah y in the areas of W rel ess communi ca ?HH
conmput er science, it has becone relatively easy for a "hacker" to
nmoni tor both the address and data broadcast to the selective cal

recei ver. Thibecomenredativelyr eagyoforarestacipinigto mpodsorabotbithe t o
potential useLgs0h W LEKEES 3 B%@EHEE %th ntﬁﬁsééﬁ%chﬁvéhéhlﬁhe'r per sonal
oriz

data nmay be exposed to unaut i vidual s, thus creating an
unnecessary r¥ereiv¥eTbot Ahjsr wmtﬁdcaﬁm&@aﬂmsl or epNPSARRPPAAT s. .

broadcast. Mpgauera phobliem ROpEREN®Aal u‘é‘é&tsab'fsvﬁlr%i%sfsem dat a
representing a personal ,address, 10.,serial nunher, Personal_Ildentification

Nunber (PITN) SPmuniLﬁétPPReSY&ﬁeﬂ‘ﬁs&Puﬁbla(’iu§hﬁéFt pPersrredr Sag3 ReYakea
stream coul d ggpBsadcessuhauthoridied dudivideansonahus caeatinigsasy pirate

th dd t | t d The theft of
Service of 15BBRPPABATRAr SHY GPFAETSR PRECES fanSoRtiaehiasdoly the

nost dauntinglhfsmmatiohngscbmmadnasmhonM@q@bpﬁent1f timen dhformagrieonand
h
servi ce Provi dgh3atadayand o acs Hifebentitg B fettion 38HdH0 data

cont ai ned in casts i s especia
f|nanC|aI1Qraaeaaaﬂonymbtg.e£p¢§9nadrIdap&uﬁecamh@ncwumber (PRIt ogat a

contained in & | naRel, aLmt hﬁg%%fph%usnpa% monlt%'iqn‘é" theSaglay result,

in a theft of funds or fraud ainst an“individ Thus, mhat
i s needed is ﬁFF@P@s§°H§§%S@Pﬁga§§§ﬁ§n¢?5aPh&P@%W¥§M§1a§ ergomddor to
comuni cat e aageeuhesBEFSpdtate l&ﬁ‘é\/\@@.@r%s‘»‘sUlt%C olkele af undndhichd zed

or 9N O SIS AU LNE SRS IS WSO erp0sT o e
| nventionts confidential information in this manner is probably the
most daunting issue facing communication equipment
manufacturers and service providers today and in the
future. The interest in securing data contained in
broadcasts is especially keen in the area of electronic
20 financial transactions. To expose for capture, the clear
text data contained in a financial transaction invites,
and will. surely result, in a theft of funds or fraud
against an individual.
Thus, what is needed is wireless messaging system
25 that allows an originator to communicate a secure message
between a subscriber unit and the originator, and
authenticate the secure message, without exposing the
content or meaning of the message.

30 Summarxy of the Invention

Briefly, according to the invention, there is
provided a method and apparatus for sending data
comprising secure financial transactions over existing

3 paging infrastructure equipment, using .paging protocols
such as FLEX®, a trademark of Motorola, Inc., POCSAG




Briefly, accQudisRgysi0 the invention, there is provi ded a sP8Ehs
apparatus for séending data conprising secure financial transactions over
exi sting 35 paging infrastructure equi pnent, using.paging protocols.

h FLEX ~ad k
Spon 2 FLEX ebh by Bekh Ao oRs S b BT bRt 10T AR TRG, S B p) OF oF e

i ke. 1Akki.rst aspect of the invention involves realizing

harduare that | | gpals A TBENRdoEOLNQVELYBXL I SLYE fy S, Ee2 gL ga0n o

exi sting paging in nt ras
conpri ses a phgirdgare tbati Amplehentsnal ndekod ﬁeglqgeeh@md@g $©¢ure

D e % MSE AR B BReaA08% 28dn Bhyig" LAEPABELAGLdPS! | nabkon

requests pag! erm nal  genera ssa queue of selective
cal l nessageseaéﬁﬁﬂnglﬁggﬂﬁé #§é€ﬁ§§HUCtuﬁ€s§9@E§léﬁ€ aHeagingr r espondi ng

sel ective cal kermiaddr %ﬁéﬁeihclﬁaegehe%abﬂﬁé éﬁeaaébefsﬁrﬁfé@eagwg
destination requests.. Distributio sel ective camﬁ?ﬁhlnns ages in the

messagi ng queﬁécﬁévﬁénﬁﬁééagﬁstﬁ@gpgﬁﬁﬁﬁ f8rreaPaRALRg BREpEPches

messages to a&:ek;aé%h:sone'rhaspagmgstatmﬁzﬁaiegenerataﬁsm méesagaﬂgenna and
recelver) for base sta gﬁe sub cri ber

b
ini 18y b pagueue” S8 1518 BRAITRRSHASeP SanS ALY, RS, HOSeTESarhe 50
i ncl usi on of messygbsgaaﬂhtheemgcperespbhdlpggse@ectlveecaihal for

e ot 15 Y, B RnedoC b B0l e SOSUELLAMLEG LN,
subscri ber undes@nnpgg@p requests. Distribution of the selectlve call
messages in the messaging qQueue is handled by the paging
15 terminal which dispatches messages to at least one base
station (e.g., transmitter, antenna, and receiver) for
communication between the base station and the subscriber
unit(s) or pagers. '
A second aspect of the invention involves the
20 inclusion of a cryptographic engine in the paging
terminal for selectively ciphering, deciphering, signing,
and verifying the authenticity of messages received from
both an originator and from the subscriber unit or pager.
A third aspect of the invention involves the
~ 25 subscriber unit or pager that is equipped with a special
security module that can process cryptographié o
information contained in the selective call messages to
verlfy their authenticity extract the ciphered data, and
return ciphered responses or. acknowledgments as _
30 necessary, to authenticate and confirm reception of the
secure message.
~ A fourth aspect of the invention involves the
subscriber unit or pager being equipped with a primary
and possibly a secondary apparatus for communicating both
35 inbound and outbound messages. The primary apparatus
comprises a conventional radio fregquency receiver and
optionally a conventicnal radio freguency transmitter.
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A third aspect of the invention involves the 25 subscriber unit or pager

that is equi POM33MU%Bh a speci al security nodul e that can FffEES$LS80
crypt ogr aphi c - i nformati on contained in the selective cal
nessages to verify their authenticity extract the ci phered data, and

return ci pher gtler espondasyonppakatukedgmpriseasafOopnécedsaeygeiver and
aut henticate and.confirmre ' . sec . A
fourth aspectogglfﬁgﬁiva%t%gﬁa#%go?%gégﬁﬁgter' s§%§8¥?§§?9§%¥f Spepager
bei ng equi ppesewondaxypepparptus maydfpotbell gomprasendaryoupparst us .f or
communi cating Agac33 o-nbeuad andeubhayRdriRstadasducdhe RhlMarY

appar at us conprises a conventiona requency recelver and

optional | ySa essesibitedacirsyisryr dgpéRegntingsa updr. or bi- |
-3- ' aiHae t38mandbymaRRakat e T9AR beewean @REI 6abskespever and
optionally an optical transmtter. Alternatively, the secondary

appar at us’ may Undtt R&r Pagesr A8 She BrigdRator-acoustic or ot her

el ectromagnetic trangdfesr aspedtSofisshel ahedntibauiintplivesl ewenting a uni -
or bi- directional co nication_| i,nk-het.ween th bscri ber uni t
or pager and Fﬁéﬁﬁﬁl FﬁéPgH% or pager AnF%Pﬁhﬁgsﬁegﬁggigfhe i nvention

i nvol ves tthe predethswminedsr accountr ideged filer! cormgsposidigbewith at
predet er m ned ;agequihd 216 L3k Eatheareadind el scorgbath ane of an
el ectronic cash or funds storage card, ebit card, credit card, or bank
account . debitA csind h cxegdét cardy heri badkt REFOWRFol ves t he

Sgbscr}_ber uni t or AP%%%H& h@itnalfm&htei ahefea][te.%t %%afe@lslléh;@ccpunt
Cl ect roni ¢ caBMRSCTRRF: WShsr 5oDaged. 1ncLodane: TP Le: BIPLEERESA bank
account. 45 account identifiers corresponding with at least two of
the following: electronic cash or funds storage card,
debit card, credit card, or bank account.
A seventh aspect of the invention involves the
cryptographic engine in the paging terminal and the
20 security module in the subscriber unit or pager
accommodating a plurality of cryptographic procedures.
These cryptographic procedures comprise both private and
public key systems, as appropriate. One such private key
system is the Data Encryption Standard (DES) using the
25 ANSI X3.92 DES algorithm in CBC mode. Similarly, a first
public key system is RSA (invented by Rivest, Shamir, and
Adleman), a cryptographic procedure based on sub-
exponential one-way functions implemented using modulo n
integer multiplication and exponentation. A second
30 public key system uses elliptic curve technology, a
cryptographic procedure based on highly non-linear
exponential one-way functions implemented over finite
fields.
An eight aspect of the invention involves initiating
35 a wireless transaction from the subscriber unit or pager,
the wireless transaction relating to at least one of the
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A seventh as;gs%gﬂ f91t he invention involves the crypt ogr appépuRodsaes | N
the paging terni'nal and the 20 security nodule in the subscriber unit or

pager accomodating a plurality of cryptographic procedures. These
crypt ographi c procedures conprise both private an blic_key_s ens,
as appropri at .eQFEP%h%hC%?PV%EeER%gs s °§?§?eﬁ?¥g’tﬂﬁbggtﬁaﬁﬂ¢r§5F¥§

St andar d ( DEQa#§] Ngr t B&nR5Safd&hnX3. 92 DES al gorithmin CBC node.
Simlarly, a first . blic key systemis A (iE b Lyest,
Shanir, and Ad@éﬂhﬂ?ﬁ 35%?§€t8§r Fi t7P R§%8§r2¥§§gggsgé ggé?f**‘
exponenti al og€lseyed upetsonal i igeruihiecdtionngumbeyl bhat is jnteger

mul tiplication and n tipQ. 3 bl s¢slem uses
elliptic éhrv%r?%5%§§$§g§££§ tg@ %ﬁ?%?%gggﬁhggﬁgr%gegégérbaggd on highly
non-linear prekgohingi Sinaneiadyatopentsener fgndsehcadedyvér £theite

fields. sub?@?iﬁ%ﬂh&n§€p82tBQéeihe invention involves initiating 35 a
W rel ess transactiron tromthe subsCriber unit or the wirel ess

. pager
transaction rel atiAgtentht 2FRESE Bhethe iR¥ention involves a user

- 4- s€lgete@npersafbl oiakrodsisheiagentabeér dhhkt igard, credit
card, or bank account.

user sé?ecPEﬁgE§W§SﬁaﬁnF8eﬁPéfPéﬁ%?ﬁﬁaﬁgﬁggggthgg Fgﬁgg%hﬁéfgﬁ%ﬁéysﬁtg
the subscri besrupagesy phgsrdipablingrabeeSEngofbnanibatuaesoum&sﬁni f unds
oo b {neprpsBLEy. SHRE: BhLeChrRRES. pubsemienst BlkBeasEPCE of the
i s 10 progranwegrbgremmiad ByatheCanbseirabeleunils o Pegedni t or pager,
thus-di sabling accgyseh @ RR¥nf 88bUEES0®f thleinvention involves
45 authenticating the an authorized subscriber unit or pager
as a communication agent for the wireless financial
transaction, and selectively disallowing any financial
transactions directed to accounts belonging to or
controlled by the authorized subscriber unit or pager
20 when an inbound or outbound financial transaction is
communicated between an issuer and an unauthorized
subscriber unit or pager, and in the alternative,
preventing fund transfers or credit transactions that
éxceed a predetermined limit set either by an authorized
25 user or a regulator such as a bank, a credit card issuer

or the like.
Brief Description of the Drawings

30 FIG. 1 is an electrical block diagram of a data
transmission system for use in accordance with the
preferred embodiment of the present invention.

FIG. 2 is an electrical block diagram of a terminal
for processing and transmitting message information in
R 35 accordance with the preferred embodiment of the present
invention.




protected Snart Card unl ess subsequently accessed or rep}Fﬁranned by

the subscri b¥P WP or pager. An el eventh aspect of ROHEUSIBGERR | on
i nvol ves 15 authenticating the an authorized subscriber unit or pager
as a communi cation agent for the wireless financial transacti on, and

sel ectively disal | BMAg 3anp Areahiming dlagramsa;llusﬁramxmgnmhbto account s
bel ongi ng to QiangmlﬁgQBhokbﬁg ?yofh€h§u§§ fﬂg%&9§€665¥”u&§ﬂlzé5 Efger
un ansac I ca

20 when an i nboun i nanci al i'on 1S

between an i s3GEPTERBCENYERRULRSr Preferred semiediment of tthe pregent and in
the alternati y@wventioff.eventing fund transfers or credit transactrons t hat
exceed a predeteraned limt set either, n authorrzed 25 user

regul ator Such as B1fSnk® ané: dFFecﬁrﬂl? sgrrorams i liygtrating the
Brief Descri psyachebntibetboawsigaals30tilized|{n dcéordanded agith aghe bl ock

di agram of a dat tr LSSion_sy m.for use.,in accordance with the
preferred enbggreggﬁfegf eﬁﬁg%ﬁéégn?aﬁégﬁﬁﬁ'ﬁn 1nvez?t1cﬁ.e 2 is an
el ectrical block dF3grath ¢& ant elechafical bl@mkpdnmgfamrmﬁeaufin&ﬁﬁialting

nmessage |nforﬂgggg§lha gﬁlgcgﬁrgggggdghégégﬁggp drnent of the

present are nrng dragrans
i 11 ustratithg ?ﬁbOdlmePﬁaﬁ§nﬁb§|EﬁESGnﬁalnﬁ$nth@nsrgnal|ng protocol utilized

in accordance bh bhﬁspéeaﬁééﬁémeaﬁog'§§Eﬁréﬁmé§§hq¥ = HV¥stem fhe
us

i nvention. are ti % rans | ati ng
synchronrzat|6ﬁ°9F8ﬁ8F§ UPFPrEEﬂ Pﬁeéﬁﬁﬁrﬂ% %%F%Wﬁh t he preferred
embodi ment of the presend LBvenhigh.level block diagram of a financial

messaging unit in accordance with the preferred

15 embodiment of the present invention.

FIG. 11 is a block diagram of the message
composition and encryption equipment that could be used

- on the premises of a financial institution to send secure
electronic funds transfer authorizations to financial

20 messaging units via a paging channel.

FIG. 12 is a functional diagram of a wireless
selective call signaling system controller that
implements a combined l-way and 2-way secure messaging
system capable of signalling the financial messaging

25 units. _

FIG. 13 depicts the various layers of a messaging
system in a format that is similar to the Organization
Standards International (0OSI) stack diagram that iz well
known in the electronics industry.

30 FIG. 14 is a flow diagram depicting typical
operation of a financial messaging unit in accordance
with the preferred embodiment of the present invention.

FIG. 15 illustrates a typical sequence associated
with requesting and authorizing the electronic transfer

35 of funds or debit of funds by and from-a wireless
financial messaging unit.



FIG 8-<is an,gl rical block diagram of a financi al nMes Sp&h Rz 1 N
accordance afﬁﬁgﬁﬁgipreferred 10 enbodi nent of the present inggﬁpggﬁ8Mb

FIG 9 is a diagramof a secure nmessaging systemin accordance with the
present invention. ._.FIG 10 is a high Level block diagrramaf a

fi nanci al npsé%ﬁ@nglﬁnF%lPﬁtQEESFdSnEXPgF?h FﬁguEngeFﬁgagigtgﬁbodinent
of the prese%itlﬂveﬂélwﬂreéess tranEfer 4f fandsbbacKlebiagodmfahdshby
nessage conposi tion an ncryption equi nt that ld b e on
the prenises %ggaé??ﬂaﬁcVéFe?ﬁ§Fi?&PFBﬁlgg gg%ﬁggég rgﬁQE qglgggibgﬁé-funds
transfer aut hpayzahdoas2twali seourel c2fmuedisaging systemvi a a pagi ng
channe!.\5 FIG 12 is a functional diagramof a wreless

sel ective *all signaling systemcontroller that i mpl ements a comnbi ned
1-way and 2-way secure Dessadphion ofspsPaefexpat Embodimendi.|ing the
financial nessaging 25 units. FIG 13 depicts the various |ayers

of a nessagi ng systemin a format that is simlar_to the, O ganization
St andar ds | nt er nat Refigrring FosFabi éha@Paﬁﬂﬁﬁ&FlFélwéhPC& a in the

el ectronics i pgyske¥ardd a dataFtSanbhiisgian k9wteimgoam depichsna typi cal
operation of a financial nes agln unit in a cordanc% w_ththe
pr ef er r ed'®enbBBEHBHt SY¥FLERe %P s Ay EccegRance with theoprpfenfied o og

a typical sequep6aimeaeCbét elhe pregent riayenttiongy adn &hehdaitas ng the
o oo ER8hehi 321 08" SV Yool Hescllod B BhatUhd Bk \Hrch ©5
FIG 16 illusarphosea agpivak system @revidéng sgmeric data
transmission, or from a message entry device, such as an
15 alphanumeric data terminal, are routed through the public
switched telephone network (PSTN) to a paging terminal
102 which processes the numeric or alphanumeric message
information for transmission by one or more transmitters
104 provided within the system. When multiple
20 transmitters are utilized, the transmitters 104
preferably simulcast transmit the message information to
financial messaging units 106. Processing of the numeric
and alphanumeric information by the paging terminal 102,
and the protocol utilizéd for the transmission of the
25 messages is described below.

Referring to FIG. 2, an electrical block diagram
illustrates the paging terminal 102 utilized for
processing and controlling the transmission of the
message information in accordance with the preferred

30 embodiment of the preseﬁt'invention. Short messages,
such as tone-only and numeric messages which can be
readily entered using a Touch-Tone™ telephone are coupled

- to. the paging terminal 102 through a telephone interface
202 in a manner well known in the art. Longer messages,

35 such as alphanumeric messages which require the use of a
data entry device are coupled to the paging terminal 102
through a modem 206 using any of a number of well known
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i i [ f f b and froma
with the mnr@hﬁﬁé?}ransfer of funds or debit o unds by

wireless fin %fessaging unit in both a |- way and a 2PGEYSSESEPe
comuni cati on system 5 Description of a Preferred Enbodi nent,
Referring to FIG 1, an electrical block diagram illustrates a data

transm ssi on B9derntIeDsSMI§SH Ofs PXOteCedsi-ng West emcafldr tespliaeeaecor dance

with the prefgesgdge isewaedirRu, QfpBB%rBﬂQ%Qnéohnﬁﬁghh%%'th@ the data
t ransni ssi on systen1égg,ﬁgei ages originating elther from a phone, as
uRer

in a system pPBIFESH Sdaegsage t r FRenCOBLER116E RO4is nessage
entry devi ce, pge€brablgnal micalorbipuires, C staha akeaNME#i80:@" ®xf out ed t hr ough

. . ! T hal
103 Wi ch br oBERLEBLIARE - HHARFG 16 MariAvGHERC: e o2 o1a Trtt or AR on for
transm ssi on bhioherunsnvaeibusn@mbkp&bgrammeﬁO&optﬁwﬁée¢dﬂ thin the Loa
system Wen | . s ar tilized, the.transmtter
pyeferably si%g#%ggéfgﬁgn%%?p g‘%hﬁé%%aﬁ e%ﬁF&PHEtP nvP&ce PTPMR ﬁc%&l
messagi ng uni dtreos. theocaddenytof enlterntiiner messageandraltpleanuneri c

| nformation byahiEnERThIPLEEELRY! th02nsble %‘égbl@‘ioﬁr BEOR2ksUbks! £8dn' Of
the transm ssion of the 25 nessages is described below. “Referring
to FIG 210 andefl@ber PREFYDASVRCEi-agiien a cpliluidsr zeseived, psheng ter ni nal

102 utili Zfed f:@ﬁtrol_léi'oﬁbasE@&e&@ﬁpt%ﬁn:ithEh&?ibhe Stt%%@a%ﬁz !t%gn?f O]E htehe
[ referre enbodi

oresont 1 nvenPRBRETAREF, hEabages 208 Lo, Qereainenboun FheaRasRaRer |

nessages whi chetay beceivedeadi ky b&t@u:edl eg&ieﬁlg aTE]i@U@Pbrs'@E’:%béﬁrr hh?befhone

are coupl ed o] h i ter.m na t.hr.ou a tel ephone _interface

202 in a nanﬁ%?sée?ngig%ggP%gfhgugr9? E%%g&ﬁm&g§§a§83§uc l?%&ﬁma§}°n

al phanunetd ¢ aesaddeesehischssdguiede toh¢hesEinbnaial measagenyr yndeyi ce are

coupled 1o ! NGePaghBocyBeMhidbciltea with A B4KAAET 208 YREAAW AT @
number ot we relgged to the status of the financial messaging unit,

such as active or inactive for failure to pay the bill.
A data entry terminal 240 is provided which couples to

20 the controller 204, and which is used for such purposes
as entry, updating and deleting of information stored in
the subscriber data base 208, for monitoring system
performance, and for obtaining such information as
billing information.

25 . The subscriber database 208 also includes such
information as to what transmission frame and to what
transmission phase the financial messaging unit is
assigned, as will be described in further detail below.
The received message is stored in an active page file 210

30 which stores the messages in queues according to the
transmission phase assigned to the financial messaging
unit. In the preferred embodiment of the present
invention, four phase queues are provided in the active
page file 210. The active page file 210 is preferably a

3 dual port, first in first out random access memory,
although it will be appreciated that other random access
memory devices, such as hard disk drives, can be utilized
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nodem t‘ransrrm% Ilf}r otocols. Wen a call to place a rressgg,g/gézmss%
e

recei ved, a con 204 handl es the processi ng pf the

controller 204 is preferably a m croconputer, such as a M68OxO or

equi val ent, which is manufactured by Mtorola Inc., and whi ch runs
various pre-pR8gPéited PEEEPA&Satdy the @BEF?SPIiﬁ§°§méﬁl?%rﬁ¥ﬁ§?d in

operations aSeaehcefptﬁ@pbnabe queuésregtréesvéaéaefrbﬁ €Réesctigenessage,
or the handsha%vﬂg 9 toca to enabi ge E ge sages from 10 a
data entry deWf€E n230-HPACF SCPREEPI AT €A txd 186n | B230904. = -

ref erences i ntomimgi dnfstrmaedonnstbkr as psubSdedbby dateadseim@8clock

det erm ne ho e S ived is to b rocessed. .The
subscrlberg.| Q?EH ggbégggfoguﬁggkfgeéfﬁgﬁg g?“ﬁ%? I|ﬁP$eﬁe?%V§ﬁ§ﬂ

i nformati on lBessagedinSorpatdongfiedmt eachephasenquale nbsssgibgdubyt ,
Tessage 1ype 2panel ahafed Lhal be 2fEhesPgaAlfehby’ HBELODs migLELEJ Lo Lhe

status of the Tinancial nmessaging ve br nactirve for
failure to pajynfpsmptipn, anﬂ éaYaO§h§¥ylBﬁ@ﬁﬂﬁ§i°Q4DGQBlp¢@vfded whi ch

couples to 20t£aﬁsﬁga§&ehIQ51206f anﬂcnhishré§ey§sé éara§u&és§§%80868
as entry, updatin etin nformation stored in subscri ber

dat a base'®0srets eﬁnﬁPﬁSF@ﬁﬁlg9§teﬁ?d thﬁ%rPBFﬁ%ﬂ@elnﬁﬂdf¥%me%b?%$ﬁ@ng

such |nfornatupanaﬁessagblbhzagbynfﬁaﬁatb@ﬁchzﬁg contﬁbsléﬁbsiilbe@he

dat abase 208 aﬂg | %udes sug e g og aﬁ what transn1si 8
frame and to £ t R APS ST TR bﬂﬁs °fh%a? g ﬁfﬁlqﬁﬁggab?nﬁ°ﬁﬂ 8di

assi gned, as twol frbmedmsssapedbufifénst 226 whiahl témporarily §heréeﬁheved
nmessage is st t I 0 C t t he nessages
I n queues accgégghéa ég?ﬁg iﬁg?gﬁggﬁ$éss%ﬁighgsgﬂgésfaﬁegufgh?ﬂe fi nanci al
messagi ngts BnPFeSSNnghénérétéﬂﬁ%ﬁSENQDdlnﬁn@me$ ahe paecked in jnvention,
four phase quﬁﬁﬁérﬁéesghgéhééd ga Eﬁ&FaﬁhiYé a cBRPent! tfard0i s THE; gtlve

page file 210 is preferabl { port, first In first out ran
access nenor ytransyitkedenthe RFFF Bramppfechatr EReRsmiteedels r tdbheaccess

frame message buffer 216, and the next frame thereafter

is being retrieved and batched. At the appropriate time,

20 the batched frame information stored in the frame message
buffer 216 is transferred to the frame encoder 218, again
maintaining the phase queue relationship. The frame
encoder 218 encodes the address and message information
into address and message codewords required for

25 transmission, as will be described below. The encoded
address and message codewords are ordered into blocks:and
then coupled to a block interleaver 220 which interleaves
preferably eight codewords at a time to form interleaved
information blocks for transmission in a manner well

30 known in the art. The interleaved codewords contained in
the interleaved information blocks produced by each block
interleaver 220 are then serially transferred to a phase
multiplexer 221, which multiplexes the message
information on a bit by bit basis into a serial data

3 stream by transmission phase. The-controller 204 next
enables a frame sync generator 222 which generates the
synchronization code which is transmitted at the start of

-9-



menory devi cgs, as hard disk drives, cén be utilized as
wel | . -Period zﬁgﬁglcy?he nmessage information stored in eacﬁW?%@sﬁqase
gueues is recovered fromthe active page file 210 under control of

controll er 204 using timng information such as provided by a real tine
clock 5 214, eacht REamgulFraRFBiSsPRg sBhecsynghrordeatbprdcode iBssage

organi zed by D g R e Ton
organi zed by address ssage or , 1
required for the FPﬁhggﬁs9%0ﬁ°?5¥?i£?rmﬂ9ﬁthss?E%élréﬂt§035§1ﬁﬁ§s§§é'I0
rel ated i nforantli geheratdst btherbatehecd mosfadéeastseRSOAich igpon nessage
size by frane batchggggcont franme infgrnation

[

IIeE 21%. The, . batcgﬁd
for each phasBT8BED OE%GEESQ O FHaPPuhESHBRsageBuPPEFRIS1E8EHAREN
tenporarily sisrmekhecouplédt tbea €ramsmitter madpnbnolber| 226t i waikhr

further 15 pr [ a SOESS) r | nuneri c
sequence, so. LAPE FpCBantEarcar Soffeol LFTA08" ErBRAIES. LHs mefHESRCy,
frame to be tsanemint overia dhsthebutiénackaneetage8bufThe Aistrabdtiba next

frame thereaf tRenneli 828%hag HE!&hFVEE ANuRBLENSE. wéi1 L RROARPT 0PN i at e

time, 20 the batched frame I1nfornation stored in the frane nessa%e
buf fer 218 i sALFERIPRELRR £RanRelfFyResenteelrasi18irgghine, apaRAt aFni ng

the phase quemgctewaieoasstpibibeoh diBnnel eN6LUSr sgd81eeades the addrfess
S0, Teosae, | AL QEEH, Phon A LAKO S S35 PREL B R e e e ahe gl 20, ©
nmessage codewordssfieereddeoeonendn mboveksramemittéhestadbiiphedida, a bl ock
Lo form i nter foRoagiis {hSh E8Y Size, BECEAL T INheERRTUPLEEN T, Rop' U
30 known 1 thessage Fhoeamt bs| fivet toawsbervredobnbonaddual porthe
interl eaved iBhekaRl 280 $hOCKStohPOLELIPYsEEED btﬂgkmessa%atse gayer 220
are then serially transferred to a phase mul t 1 pl exer 221, I'C
mul ti pl exes tﬁglﬁgsgaggransm1s31on. At an appropriate time dete;mined
by timing and control circuit 232, the message stream is
recovered from the dual port buffer 230 and coupled to
20 the input of preferably a 4-level FSK modulator 234. The
modulated message stream is then coupled to the
transmitter 236 for transmission via antenna 238.
Referring to FIGs.; 3, 4 and 5, the timing diagrams
illustrate the transmission format of the signaling
25 protocol utilized in accordance with the preferred
embodiment of the presé%t invention. This sigﬁalling
protocol is commonly referred to as Motorola'’s™ FLEX™
selective call signalling protocol. As shown in FIG. 3,
the signaling protocol ‘enables message transmission to
- % financial messaging units, such as pagers, assigned to
one or more of 128 frames which are labeled frame 0
through frame 127. It then will be appreciated that the
actual number of frames provided within the signaling
protocol can be greater or less than described above.
—8 The greater the number of frames utilized, the greater
the battery life that may be provided to the financial
messaging units operating within the system. The fewer

-10-
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i nformation ¢ 2' by bit basis into a serial data 35 streang
transmi ssi onwér?g? 1.9t1The- -controller 204 next enabl es a frang éﬁ?\%’zssos

generator 222 which generates the synchroni zati on code which is
transmtted at the start of ... each frane transm ssion. The
synchr oni zat | he cowebes of frampsiupiékeadw FReaBaresefhrn messages

inrprnat;gz UBEEbe queubBcaB@niedivetregobr ehbefiRBAchi1SREEahgdak?
splicer

..an generates therefronhg nessage stﬁgankwhic i 5
properly fornBPtEd pEFLFREASHPsAPBPaFRLC §§a§€ Br ehRPTEDY, reQugipg
coupl ed to a tranzatéhey, cont timbereddbredhtehdeliverundesatbe.control of
controller_ 204 tra sni%s t he ngs§a9g streamover.a distribution
channel 22%. The d St FPBUEi tH ) Ch&hﬁeFr§§§$nﬁ9mggl§ﬁyaof a nunber of
wel I known &9ncHrenizbtiionncodewoed t(gpns) SathowsdwprefkrablyabyRF or
m crowave di SLkI [ npel S | 1e. s @] ' [ | knk. The
di stributed n%gégéé g??é%%\?? megga&?rghgkg#%géoPo(%ﬁgb%#gﬁggé gﬁ&ﬁg%ﬁtter
stations 104, which adepdadehgdubdackh@ threugh bheckokfuni st sbownydmem

The 15 nespage §treagrhSpibErt off ABSEEEECInEBIRaRIBHALRB i ses  DUffer
230 whi ch tenporarllébstores t he _nessage Stream p

[ rror to \
t r ansni ssi®bn. PEefaraRpyr ebghht @ddrgesdefeRRrRddOr datapgodeprgsamwlricdnt ro

circuit 232, pbe MEpeRE@ wb¥QAD tBrough wbeaoversd bmnem phasdual port
buf fer 230 and coupl ed

_ &o 20 tge ingut o% g&efgﬁibl¥ a 4-level FSK
modul at or 234Congfguently, \836R PRASFedBafe fLAMEamLSWERERSCoupl ed to the
transmtter 28pahsmissdennbssupntei eightgredghBB8address, contBefleaniang to
FIG.; 3, 4 a , LALNg di.ag | t e ransn _ssi on
format of theaganﬁ%gﬁﬁékgés _gb%tégo eﬁ?r|F%éﬁkgz_é§§09§g§c§°W|Wﬁ‘?ﬁb
preferredis prefebabivenompfrispetyresens,i averti §arsthrelakgngl tiong

protocol is cooppglysisigr &6f EQsQﬁgxgtEEBEE'ﬁ&ﬁEFEFFggéEQEE]a

sel ective call S|gnaFF|n pro?ocgl. own In F t%gngignaling
protocol , enaBfREEeREs¥aEECEy aRshiEstoRessagesword nand al ndds¥grey units,

such as pager gndassk@86Mdt 8et relating to a message field comprising a
message word and a null word.

20 The address, control, and data or message codewords
are preferably 31,21 BCH codewords with an added thirty-
second even parity bit which provides an extra bit of
distance to the codeword set. It will be appreciated
that other codewords, such as a 23,12 Golay codeword

25 could be utilized as well. Unlike the well known POCSAG
signaling protocol whiéh provides address and data
codewords which utilize the first codeword bit to define
the codeword type, as either address or data, no such

_ distinction is provided for the address and data

30 codewords in the FLEXmWsignaling protocol utilized with
the preferred embodiment of the present invention.
Rather, address and data codewords are defined by their

. position within the individual frames.
FIGS. 6 and 7 are timing diagrams illustrating the
-—35 synchronization code utilized in accordance with the
preferred embodiment of the present invention. In
particular, as shown in FIG. 6, the synchronization code

-11-



one or nore Qf 128 frames which are | abeled frane O throu?u frame

127. Lt then™R¥P32 appreci ated that the act ual numbePCIfUSIBRTHEL

provi ded within the signaling protocol can be greater or |ess than

descri bed above. 35 The greater the nunber of frames utilized, the greater

the battery | cbmprhaesnpyeferpbdyi three opaties f imafinrstt synchroreissagi oy

units operati t t S¥S T

-10- Bgdﬁﬂ (Qgﬂg Iwof ¥f %g‘%{r}e‘% %?F |zedl °% h%o%%ﬁ%r%fgg%mn%s%%%%)s

can be queuedaBfdadeereadegynshrarizabioriaodenard gl supc 2)ugi tBs sfwdwmed to

any particul agnf Fage. 7 hehebﬁiséusyﬂahr%lw@ci&l Ebdewd¥d tdd}fpffsﬂé&fed to
|

del i ver nmessa franes se a

F
synchr oni z%u%ﬁréﬁdéﬂér &h&§9n8?r’?b??%mewaalb?3é? it \SYRE 1 andRSL bl ocks of

nessage i nfor waﬁbanaﬁrenémtaahaemnglppbsrbu-. p&%@ﬁh@rﬁléfb%ﬁbﬁ o
t hrough bl ock of rressag! |nformat|on

ck
conprises 10 5?’8?5?:88%&@?8& 358r§§§°n@o?ﬂ$o{° aR%ch’cﬂ}E/\oo
are | abel ed woad @ntihiesghompidm@nt oraesat phasich prd&h{&eecﬁmﬁé Y, each

phase in a fr | n o] f | ei ght address,
control and @ggcgkoﬁggg&grs 'ﬁ%g g%}d?e%sé]n%on r%tfhapazg@a words 15
pr ef er abl y0 coppeEssabiy senglea33e21f3¢1étccpc&¢mrdsg wlrmc;h are/ect or field
conprising a BQQ&EEQH@HG% ﬁgswae dgﬂr@oaew a first

nmessage word, and a a secon set |ng to a nessage
field conprisFRgilab 1llﬁ¥ss§§@ ‘o(b%@haﬁﬁe 2130 |used d’-° Z@dlcatel'ﬁ‘él%t@ﬁas

control, and Bs‘ﬂ:arai:enﬁﬁsﬁﬁﬁcﬁogé&@é§1§es an&rn‘iéégﬁéé altey SardniBHa,
codevvords W tg ET S fY' secpond even vﬁ“a,rlt bit which prow des
an extra bit of°*e §Féﬂ8§ Ber frtR REhor e Whigh \ATe Yseddt eci at ed
t hat ot hens codengudetrisncwish thé@3signédbimy mosteyesd. 25 could be utilized
as well. Unlike the well known POCSAG

=g§t Rate “A” Value
1600 bps Al and Al bar
3200 bps 1 A2 and A2 bar
6400 bps : A3 and A3 bar
Not defined A4 and A4 bar
Table 1
20 As shown in Table 1, three data bit rates are

predefined for address and message transmission, although

it will be appreciated that more or less data bit rates

can be predefined as well, depending upon the system

requirements. i

25 The frame information codeword is preferably a
single 32,21 BCH codeword which includes within the data
portion a predetermined number of bits reserved to
identify the frame number, such as 7 bits encoded to
define frame number 0 to frame number 127.

30 ' The structure of the second synchronization code is
preferably similar to that of the first synchronization
code described above. However, unlike the first
synchronization code which is preferably transmitted at a
fixed data symbol rate, such as 1600 bps (bits per

35 second), the second synchronization code is transmitted

-12-



si gnal i.ng protocol which provides address and data codevxo;,g%,dglgé,g@
AT

utilize the VYPP3B¥deword bit to define t he codeword type,
address or data, no such distinction is provided for the address and
data 30 codewords in the FLEX[err] signaling protocol utilized with t he

preferred enbati ket deftat Isamipods aatce mewhiioh the FRdness anfimessagRe dat a

codewor ds_ar e, dgf E:B%ebi(:ﬁé{ﬁ%&rﬁtted RS Idrnyoy W ifidnlte | RUnd diaind1anes.
FIGS. 6 and 7 are timng di ac%rzfants_ Il lustrat]ng _the 35 _synchronization code
utilized in atber ggseadnsymchronizaticreGode aidansdhe (ﬁlwlpﬁa]es-ent

i nvention. |npessBaihigCWrat @S cYtawh ivEids Wit tdirl Sty oni zation code
conprises preferably three parts, _a first synchrani zatio code (sync
1), a fra iﬁwﬁp%ﬁ%&g’m&td%m%f%ansm%ﬁ?&% dgaetcaorﬁj‘-ct Falé:
synCEr oni zati on codeweighnaawnchd) sigihlshmvwprotodol kG lized hvelth rihe
synchroni zati on godeward _conprises fi,rst and thiy {10 ! d bit
sync 1 and BS?,re%err:%r 5?&%"%?{%& 1% PET Bt 15%{%2{1%11 %qmé}%sf%%i des
bi t synchtasi fatives varicdhs domricidenda fomedet uoniresh ssynchirgnigzation A
and its conpl 1y y [ V:‘irf?c:{%tfﬂﬁ?c SHE ' | s Jhe
- second and fogrt ;Sfc?r&tl:%%{\egaﬁy;e?%v%?e erably S|nngkr1e 32 %ﬁgg-la%% e\/\Jbgr-gds
which areto epgbdeiddupas (SRR IHLMRRRAIPHAPIVITIRDYH Phase.
reliability, apd ‘é‘?‘n@i‘lﬁrﬁﬁﬁ%ﬂ%é Qrduti et raddiel fiedacion &f tehate at
n

whi ch addresses a nessages, are transm{ted. ‘Tabl.e 1 defines the data
bit rates whi SRté STRREIISFION dFHiTmARDIRTHWILS HRYRGRFRR R 0ol .

Bit Rate the financil Y&ldaging unit MDfh bflse data codewordsl and Al
bar 6400 bps

A3 and A3 bar %%%%S%%t%ta%etf}f%e"aarﬁ'zugr@rﬁs%%in%fl iy

15 FIG. 8 is an electrical block diagram of the
financial messaging unit 106 in accordance with the
preferred embodiment of the present invention. The heart
of the financial messaging unit 106 -is a controller 816,
which is preferably implemented using a low power

20 MC68HCOx microcomputer, such as manufactured by Motorola,
Inc., or the like. The microcomputer controller,
hereinafter call the controller 816, receives and
processes inputs from a number of peripheral circuits, as
shown in FIG. 8, and controls the operation and

25 interaction of the peripheral circuits using software
'subroutines; The use of a microcomputer controller for
processing and control functions (e.g., as a function
controller) is well known to one of ordinary skill in the
art.

30 The financial messaging unit 106 is capable of
receiving address, control and message information,
hereafter called “data” which is modulated using
preferably 2-level and 4-level freqguency modulation
techniques. The transmitted data is intercepted by an

35 antenna 802 which couples to the input of a receiver
section 804. Receiver section 804 processes the received
data in a manner well known in the art, providing at the

-13-



Table 1 20 As shown in Table 1, three data bit rates ar
predefined fYPI¥3MWess and message transmi ssjon, although amﬁm%sﬁssnae

appreci ated that nore or less data bit rates™ can be predefined as well,
dependi ng upon the system requi renents. 25 The franme information
codeword is poefpuabay analogsinjkweld2ratoBeredodater dighath herkafiter

wi thin the dat oLt r eL ) nu r ' r ved to
identify the ?3%%%dn§n%§F?0§ggﬁ ggQ% %?%ggghcoggg thogékggfﬁﬁgéfrane
nunber 0 to fshgeahuiberoupiedsgo one imputspfuat theesholBels¥ednd » -

synchron!zatiggtfgggiéﬁ irBheterabl Yasamecbahnt 9nphiet o8f at Be1bib3t
synchroni zati on code described above. However, unlike the first
synchroni Zat i 8acedas #&Pch is preferably transmtted at a fi xed data

synbol rate, such gpet8@9oRPs£(BhkstheesBd18eend]l, ekteagesofdcircuit
synchroni zation code_i s -12-

rgnsmtte .
at the data s§fBel 4raeye tgﬁﬁPéﬁrtﬂ&oadﬁy@gglaﬁgnﬁ9§§§dé§r 812/ 470 be
transmtted i neg8Y @bveinhigreontersegusddlysynchirbaizatdod spdetword zati on

code allows the_financia sagin | 5.0 i.n_finpet Dbl anme
5 synchronizaF?BﬁeE?gPﬁehﬁ'Pangg ré%?ﬁ%g%ﬁ@%“%é?%g%?ﬁ ngéasta EEC§Q%ﬁ§r
sunmary tie stimahgngipcoticdoB26t depicted in the finpnefiedr mgssagongnent of
the present 1QueR!beNpaRIPl 385 hest! SALEARBRAMMIEN, Iateidacd Roedet erm ned
synchroni zati on code foll owed by eleven i nf or mati,on bl ocks which

conprise 10 ePphtedd§tases Panensl Nor Se2$2ge 00osaNditdepePabRase. The
synchroni zat | eBnmAHS cARIBIHE Terfi@ ALl PedRid nef Vit ableldeglhd MeRisagieon
rate, and InsdrCe S A Blrerck % (A0 Fo TRRUAT L, W Lh
the data code®¥gy—On An ‘
15 assigned to Motorola, Inc., the teachings of which are
incorporated herein by reference thereto.

Again referring to FIG. 8, the threshold level
extraction circuit 808 comprises two clocked level
detector circuits (not shown) which have as inputs the

20 recovered data signal. Preferably, signal states of 17%,
50% and 83%, are utilized to enable decoding the 4-level
data signals presented to the threshold level extraction
circuit 808. _

When power is initially applied to the receiver

25 - portion, as when the financial messaging unit is first
turned on, a clock rate selector is preset through a
control input (center sample) to select a 128X clock,
i.e. a clock having a frequency equivalent to 128 times
the slowest data bit rate, which as described above is

30 1600 bps. The 128X clock is generated by 128X clock
generator 844, as shown in FIG. 8, which is preferably a
crystal controlled oscillatoxr operating at 204.8 KHz
(kilohertz). The output of the 128X clock generator 844
couples to an input of frequency divider 846 which

35 divides the output frequency by two to generate a 64X
clock at 102.4 KHz. The 128X clock allows the level
detectors to asynchronously detect in a very short period
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transm tted\;@égg,fgquari ous transm ssion rates. 15 FI G  BcrAisesnssos
el ectrical block diagram of the financial messaging unit 106 in

accordance w t h the preferred errbodi ment of the present i nvention. The

hear t f t .1 g 16

V\E?(r:h S p(r)e %ﬁl %rrgrﬁsa%‘ udi &%S(I F&%Q‘%%@Pg}&g}béﬁs eg and

ni cr oconput erto meésmmmmaheectﬂwlw diLol a, averagrc (Avg) &hd |ike. The
mi croconput e, bresho P IRIOAI 1681 | vhiGeCoRLEALLER 840 rece] ves

and proces s |n uts roma nunber o uii's shown
in FIG 8, ameddmbtismn demoding.at Mrteem@mboilnsyn@brpmzatlpne1|§er| pher al

circuits gsi RESQUJPrAth thd ¥Rl zatienUgsgRbia H5CH2E2MBEL er
controller for processi ng and contrql. functions (e.g., as a functlon

control | er) [AeSFAIPeRMHIG She sonsraldsry 83fi o Fnleﬁaf:ﬁé a .segppd 30
The financi alcom3eA0igigndl t(cEirdrs seaipakl)e tof enableegelvbhionddfess,

trol d f h f | | ed t h_i
rodul at od s/ EPRELY GRS SN 5ol R e er el YRR ey RBBEEon
t echni ques B2 tasarshowrt dch ;IR I8 i ntercept ed by an 35 antenna 802 which
coupl es e t he m% g_la&;eg_cedeceoder 8’31’6%%'3%%%%;?{0&%%?&%?%9 §ct|on 804

processes the receive raina
provi di ng at thnee voltage comparators and a symboll@lecoder. The output an

anal 09 4| eVeleddFARAT kA A cHAiNale AR €6 an ifghedsarhectyzeRd data

signal. The rec | .'1.s coup e |nE
threshol d | eemParatons iavisw &h‘@ﬁmlﬂ% COé'ﬁ'&SP@néﬁngnH& hof a 4-1evel 5

decoder 810. normallzed:)ﬁﬂgaidlo@ﬁtég"%ft hreshelbed heweb3gxtragel on circuit

808, 4-1 eveI rczaes(i.el.dtez.rng8 ls%rst m e fet::y r{%@l%” Irze%rov%}:% tfie demodulated 2-
or 4- level FSK information signal by coupling the
recovered data signal to the second input of an 83%
comparator, the second input of a 50% comparator, and the
second input of a 17% comparator. The outputs of the

20 three comparators corresponding with the low (Lo),

average (Avg) and high (Hi) threshold output signal
values are coupled to inputs of a symbol decoder. The
symbol decoder then decodes the inputs according to Table
2.

Tdny
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| evel to bi verter 814, synchronization codeword 3 818,
¥ g PR

and phase t g generator (data recovery 10 timng circuit) eplcted
in the financial nessaging unit of FIG 8 is best understood W th
reference to United States Patent No. 5,282, 205 entitled 'Data

Communi cat i on TFLnLnaL—$¥4H44#4M}—¥&LL&DL€—L€QQL$ ...... On And
Met hod Therefor_!¥E§§ESAQLQ_kxg;u4¢4_4%_4u_ﬂ__;5_,:ﬁ Rted to Motorola, Inc.,
the teachings otEkhich are | AVIincorndlBod hor diMSBY ot bDSBCg thereto.
Again referring|toREif <8, [t h&Cihr &shdl dRE by ef eRtraclionOirchit 808
conprises two clockegy,l evel] RCidekectiorrejycsitis (n0t shbwn) whi ch have as
I nputs the 20 r eTCOgELEeddatia ®WcQadls HI eR@L abLy,[ ST gRal are 7%

50% and 83% are u§g1Pz§d torik ?ﬁgch“EEQW%Q$hc 4 !gve% gk*" 5i gnal s
presented to the_t REARNAL d || e SSina gy rfrt?cﬁ circait 808 When
power is initially applied to the receiver 25 portion, as when the
financial nessaging unit is first Tarkee@® on, a clock rate selector is
preset through a control input (center sanple) to select a 128X cl ock,
i.e. a clgck havi m@ FhohweduenTam@izvakerin ithel 2@ddvidred datzheigratest

data bit rateedhich A3 dleserided1abess des (33 eLiRADRBILEE 1R of ock is

gener ated by c ock generator 844, as shown in FIG 8 which is
preferably asymbadr gsn'elraﬂ:@d i 1080 (MSE 14 &, 0LIBoer dt)i.ng Titer2GA teKHz

(ki l ohertz). -léh% Qi %%t ﬁ%ﬁ%ﬁf@ﬁé Eié’%t elsgdét%ccft %oupg es to an

I nput of frequency dIVI uency by two
to generate aigferent m&elatlsmzenemdﬁm simrn;u@u&lm I & he | evel
det ect or 55t 0 gygpehronously detect in a very short perlod

-14- of time the peak and valley signal Iltude val ues, and

to therefore gener@ee MR GUSRYH Hromfdieade 1eXqd) der 810 is

coupled to an input of the symbol synchronizer 812 and

provides a recovered data input generated by detecting
the zero crossings in the 4-level recovered data signal.
16 The positive level of the recovered data input represents
the two positive deviation excursions of the analog 4-
level recovered data signal above the average threshold
output signal, and the negative level represents the two
negative deviation excursions of the analog 4-level
20 recovered data signal below the average threshold output
signal.
Thé symbol synchronlzer 812 *uses a 64X clock at
102.4 KHz which is generated by fregquency divider 846,
that is coupled to an input of a 32X rate selector (not
25 shown). The 32X rate selector is preferably a divider
which provides selective division by 1 or 2 to generate a
sample clock which is thirty-two times the symbol
transmission rate. A control signal (1600/3200) is
coupled to a second input of the 32X rate selector, and
30 is used to select the sample clock rate for symbol
- transmission rates of 1600 and 3200 symbols per second.
The selected sample clock is coupled to an input of 32X
data oversampler (not shown) which samples the recovered
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high (Hi) t HWe9Res1 out put signal values required for., Mol a8 9528803
decodi ng. After synbol synchronization is 5 achieved with the
synchroni zati on si gnal as will be descri bed bel ow, the controller 816

enerates a s n S e, sel gction of
g 1x synbo gﬁf Lﬁ%) géet?\g%t @3 AT %%Hﬁ syré%?o er‘-L S as
shown in FI GSBT\be samplahane |wl%deuean SOy &éramayt@p%d@ees usi ng

three vol t agegsospesAt st adkbwn Mh‘&‘&@f‘éteg% Qut RO &L
signal is coupled to a(r)lﬁl nput of the three n]}_)arat ors VI ng ?@I‘eshol ds

cor r espondi ng® viYTPol edgeets G oF %7%0@9%%@1%%% The 15
resul ting ssyswmlaédawaaelifnﬁwmr@ dmwmzsezi @xrculerufﬂotl evel FSK

i nformati on sj naI le recovered data si n to the second
i nput of an g¥8gvm) %?‘rb a}%r&%ﬂ’ez%%c%@?’?ﬁ)‘{ﬁ 90?1 rﬁ’)‘é?%‘?%r, and
t he secondclcm:im sinchvcih zedias atlos . i&w&n&@ﬁ@t@fsiﬁliaﬁO Tﬁ%eﬁ_ .
conparators i W vera p‘@? an ig
(H) threshol pu{&%)’%éhc ]'h&l#éljesé l)é%eolffp‘?%ﬁ q‘f‘# Vgkof a synbol
decoder. The Coun%%mbolwmm dafan ettgdistedtor Mrtectts corsimigpl o Tabl e
2. 10 edge, a pulse is generated which is gated by an AND gate

with the current count of divide-by-16/32 circuit.
Concurrently, a pulse is generated by the data edge
detector which is also coupled to an input of the divide-
by-16/32 circuit. When the pulse coupled to the input of

16 the AND gate arrives before the generation of a count of
thirty-two by the divide-by-16/32 circuit, the output
generated by the AND gate causes the count of divide-by-
16/32 circuit to be advanced by one count in response to
the pulse which is coupled to the input of divide-by-

20 16/32 circuit from the data edge detector, and when the
pulse coupled to the input of the AND gate arrives after
the generation of a count of thirty-two by the divide-by-
16/32 circuit, the output generated by the AND gate
causes the count of divide-by-16/32 circuit to be

25 retarded by one count in response to the pulse which is
coupled to the input of: divide-by-16/32 circuit from the
data edge detector, thereby enabling the synchronization
of the 1X and 2X symbol clocks with the recovered data
signal. The symbol clock rates generated are best

30 understood from Table 3 below.

Input Contxrol Rate Rate 2X X

Clock Input Selector | Selecto | Symbol Symbol
_ Divide r Clock Clock

(Relative | (SPS) Ratio Output {(BPS) (BPS)

) - .

64X _ ‘(1600 by 2 32X 3200 1600

64X 3200 by 1 64X 6400 3200

Table 3
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- 15- Threshol d Cutput

Avg . L WO 99533191\ o LSB RO N < E’CT’“S&E?%&’

0 0 RCn < RC n < RCG n > 0

RCn < RO n > RCn > 1 1 RC n_> RO n >
RCGn > s shown in the table above, the 1X aruh|2X =ymbol As

shown in Tabl g t r at ( &S5nd han
all three thr esﬁcﬂ(%’“%geuggnéﬁﬁ%é f@o&l ?%@ggér}gé a6t4e0d0 |Bs?'ceoé(;)pél\:}ssl?i4 =0, d LSB =

0). Thereaftepnd areaﬂ@ﬁéﬁ"@ﬂ?ﬁe‘"%ﬁ?e@“@ reeasrd fakss ﬁ?@@c«eeﬁed a
different synbol I@h@eqenabem b@ﬁaﬁiaw\fmérﬁéte sBdl ol b e 1x The

MSB out put_from el dec coupl ed to an input of the
symbol syn%hrﬁlﬂ“%@i 3} é g g?’c'ﬁ/?d%l&%?‘ rmr‘g‘g AL F R ener at ed by
?ﬁt ecti _ntg_ Fbeeiab}a SﬂOSSShgwnD ndtlne:mr semisd 1 reasie ried cdﬂimﬁgnﬁla 16
e positive |level .0 e LERL e two

posi ltOi ve devi §§F8ﬂde%‘ufz 63§8§f6? %ﬁg %’r%@?éfg %?/C °% eco%? ed data

si gnal above shmbaiepagputhseghald (MSB pul:$RIX axgnaﬂupk&diﬁdm&npgﬁslwé

I I t | e nal o

evel represenhsihige dgggasseﬂggt?%gvgx\}vgfvéﬁwrw %W, £fsdditafinal 09

4-1 evel 20 recover g he average t re
signal . 10 (2L/4k¢ dgnBerpdpdcheoni selesuer ukrauty csﬁn&feq csz:l@cat rate 102. 4

KHz which is gengeabedabn Ehquemsatéfvw@it%@ the irdfd daxgoupled to an
nput of @ 32 el O 0 2he s e S o S R S &St Ond ®
preferably a §P}PEEPT. and p £ e
symbol output signals as either 2-level FSK data, or 4-
level FSK data. When the 2-level FSK data conversion
15 (2L) is selected, only the MSB output is selected which
is coupled to the input of a conventional parallel to
serial converter (not shown). The 1X clock input is
selected by clock rate selector which results in a single
bit binary data stream to be generated at the output of
20 the parallel to serial converter. When the 4-level FSK
data conversion (4L) is selected, both the LSB and MSB
outputs are selected which are coupléd to the inputs of
the parallel to serial converter. The 2X clock input is
selected by clock rate selector which results in a serial
25 two bit binary data stream to be generated at 2X the
symbol rate, which is prbv1ded at the output of the
parallel to serial converter.
Referring again to FIG. 8, the serial binary data
stream generated by the34-level to binary converter 814
30 is coupled to inputs bf_a synchronization codeword
correlator 818 and a demultiplexer 820. Predetermined
“A” codeword synchronization patterns are recovered by
the controller 816 from a code memory 822 and are coupled
to an “A* codeword correlator (not shown). When the
35 synchronization pattern received matches one of the
predetermined *A” codeword synchronization patterns
within an acceptable margin of error, an “A* or “A-bar”

-18-



whi ch provi d%ggai:,mtive division by | or 2 to generate a SN SseEs K
whichis thirty-two tinmes the synbol transm ssion rate. A control signal

(1600/ 3200) is coupled to a second input of the 32X rate sel ector, and

30 is used to t sth & E! .rat r..$% tr ] SSion
rates of 1600022%85263 gy ol s%pera%s(aé(:lc?ﬁﬁliﬁe(#hﬂg)gée ne%]ioelc?‘%gfgfiée’ clock is
coupl ed to anThapRRr$icyirr "A‘Garn “dr&axdhsadewarst symshyonigaticmnpl es

the recoveredpattern corrédiated PidviddaB)rdimd Nydohdhd SANUE S P he

synbol . The s¥mrrb | sanpl es are coupled to aninput of a «ata edge’
detect or (not S§RF P%V\A‘Fi"@nfgéq\?r HrSodeRbul S uiafines Lthe daka edge

is detectegl. Bhe gamel ©fcltorRK messalgwo td TN d9 vl ightiAls By
di vi de- by-16/ 32 ci r.?)w t (not shown) which is utilized to generate 1X
and 2X symbol 385CTdPE§Eks synchronized to the recovered data signal. The

di vi ded- by- 16/ 32 cTheuiskerislpbdinambldatan atpfedonvis alswwwled\Vehn dde
dat a edge det t S I | se i s.generated . which is
gated by an Aﬁ&ggﬁ §% %ﬁtemf?ﬁﬂ%ﬂ%%&%éﬁjq%oc@%&gf&m%isggz@- f%‘?’s"}‘ circuit.
Concurrent |y, dacpdesethe frameatcaflewprichamhixradgies an detdEctatriomiah i s
al so couplgd aRLppu the F 6149~ s Y- § REHI VWen t he

pul se coulE)I ed{"?((')3 ?ﬁgﬁign%l‘]%fbgf %ﬁtﬁ#ﬁﬁD%ﬁi %%&%%r%ﬁ he generation
of a count ofcontrepilery8lfp bPuHESHe-asauisyiddanr giah ashe out put

generated by £be16WPngatiaitaugesddad veltnturdf-dl,Vigtirdy is suphf¥i33 G cuit
to be advanced, by one,count m.resg}c})(n_ e to the pul se which is _coupled
(¢

to the i nput BREJTFFFELVEY. POgtigm Y AN € 1R e RAB dethavmr
and when the in Fal.se,ceabplcdd enakilfed ithutredfegtion\NZ giie vairives after

L1 e B BBl AN g AR ANES R and Sy
di vi de- by- 16/ @@ntiinuest tioo bee s2ppldtest dexrl dnakdree ppmodsdimg edfpaise to t he
pul' se which i Bemain8@UPLEd che WA JHMIM: At idn iy - WS Hei fef rOm the
816 compares the frame number curfently being received
with a list of assigned frame numbers stored in éode
20 memory 822. Should the currently recéived frame number
differ from an assigned frame numbers, the controller 816
generates a battery saving signal which is coupled to an
input of battery saver circuit 848, suspending the supply
of power to the receiver portion. The supply of power
26 will be suspended until the next frame assigned to the
receiver, at which time a.pattery'saver signal is
generated by the contréller 816 which is coupled to the
battery saving circuit 848 to enable the supply of power
to the receiver portiom to enable reception of the
30 assigned frame.
A predetermined “C” codeword synchronization pattern
is recovered by the controller 816 from a code memory 822
and is coupled to a “C” codeword correlator (not shown) .
When the synchronizatiqn pattern received matches the
35 predetermined “C* codeword synchronization pattern with
an acceptable margin of error, a “C” or “C-bar”’ output is
generated which is coupled to controller 816. The

-19-
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dat a edge degﬁig t hereby enabling the synchronlzatlon he 1X and
2X synbol Q%édgt]h the recovered data signal. The syrrggr SPYFROI
rates generated are best 30 understood from Tabl e 3 bel ow. | nput

Contr ol Rat e 2X 1x Cl ock I nput Sel ect or
Sel ect o SyanPrtlgyﬁﬁEI“C" or “C-bar” synchronizagpippjeodeword d ock
G ock (Rebékké@atéspﬁkov1degamEQne" fgﬂhéubyncﬁBBﬁizat16ﬁp§b the 64X
1600 by 2 Xh 3200 16Q0 64X by 1
64X 64005tarF3? othe data portion of the frame.yyp e 3

-17- TheAstabawo fi nhtehactablledalnavporthenli(saadtamisﬁbal

| ock d1 d_6400 t
gyﬁghfoﬁrgege%ytﬁﬁghgog r8%§§ ngtgeg ghna 8°h13¢ ﬁgaﬁplg§€PaE|nary
converter 814 (BdupBtarthewhich 1synbupleﬁotb tiopatsi o€t ackodewordutiesf a
clock rater 1nE8k§8%9Eﬁ(l§P shan )daéa2§e§ng9#hﬁkﬁﬁﬁg'ﬁ%gﬁﬂgkeqz °a

second clock I nput o rate sel ector out put “signal s
(MSB, LSB) ard é@EEF@& sdgnaput(3Lof 4L)ahS|ﬁpupléétaosenecnpnt(nﬁt shown) .

A sel ector SIemahklgaéaLéékgctarcQﬂekeghbqn@ %ﬁheﬁteelbeegteQEhg9€1ﬁlOck
rate sel ector_and t ector input of the_in sel ect or,

and provi s eﬁn?onyﬂpoihEEESHVéPEPBﬁ fTpﬁeSelecg?ﬁbéym589p9ﬁ0§kghﬁls as
ei ther 2-|evetohbXedata, the 4nput olfewebhEEK gahara¥hben (hbe 2nbeugl FSK

e Goupl ed ¢ oWPHER: hBuPTaEeEEbTR Bnkl b aaR) EPupber whigh 4f convert or
(not shown). c¢hecRedctocigenepatei four phase output signals (®1-®4). A
block start signal is also coupled to an input of the
15 phase generator, and is used to hold the ring counter in
a predetermined phase until the actual decoding of the
message information is to begin. When the block start
signal releases the phase generator, it begins generating
clocked phase signals which are synchronized with the
20 incoming message symbols.

The clocked phase signal outputs are then coupled to
inputs of a phase selector 828. During operation, the
controller 816 recovers from the code memory 822, the
transmission phase number to which the financial

25 messaging unit is assigned. The phase number is
transferred to the phase select output (@ Select) of the
controller 816 and is coupled to an input of phase
selector 828. A phase clock, corresponding to the
transmission phase assigneg, is provided at the output of

80 the phase selector 828 and is coupled to clock inputs of
the demultiplexer 820, block de-interleaver 824, and _
address and data decoders 830 and 832, respectively. The
demultiplexer 820 is used to select the binary bits
associated with the assigned transmission phase which are

85 then coupled to the input of block de-interleaver 824,
and clocked into the de-interleaver array on each
corresponding phase clock. In a first embodiment, the
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sel ected by @I(p@bgﬂﬁte sel ector which results in a single PETAUSHIIAREY
data streamto be generated at the output of 20 the parallel to serlal

converter. Wien the 4-1evel FSK data conversion (4L) is selected, bothf
the LSB and _ I et oupl.e Q the inputs o
the parallel to %gFﬁg %g%éé?s S %#h% %XB&P%gE 2 %a glcg Ei?elected by
clock rate seL@é?@leﬂﬁﬁéheﬁébﬁlﬁg bnta19§ﬁréba2§dtaddbessblqanyrd&tarstream
to be generatﬁ@sé&ggxchaﬁwordssy@nge%ﬁbﬁdlﬂﬁ'EB béepﬁ9¥hgﬁgtEEdthe out put
of the paral el to sérial convert rrings+agal n -t/ Fl G

8, the serial 1BEREMAtagpab °Ckétr3§ﬁ|Sénép§?§éeéyeﬂhéddrﬁéﬁecodgwbrdary

converter 814538 b&u@Qéﬂ'%@ thel ABpLE OF adafasbrear%aiaear03§6“0f§he

correlator 818 a Iexer 820 Pr getern1ne codeword
synchronlzat|8ﬂnB593%Fﬁs ?888@§Fe reFﬁepéSﬁ?FBFIéFSBQBe§r§ﬁ1a
code menory 8EBeaﬂdnahe1amumbsdag1ngtQn&ﬁ "Ahdcadﬁpwéﬂ ﬁ?éaﬁhﬁtéfnépe?h
shown). When_the o attern receive es one Q e
prede%ernineda"ﬁ?cggge ?gcﬁﬁ 9 el ﬁgrfsﬁﬁgor £Ri An¥not

accept abl e nat@éndeﬁlatemigaae&'a&dmesﬁAebdewords matches any of the

-18 . o] o rol Ler
The partlyLIardﬁﬁgggpgkkkggggnSggaggegngohg %o%?gggF%%l 8 39%8? unlt
correl ated pro¥thés ﬁﬂaﬁﬁc§9ﬁéhﬂ6nmiigiﬁnOfoerhgr (e. gtarthefnumherraﬁe | D

codeword, andb§£38r§6§b”@§rkﬁ@t€ﬁﬁé aécgkalﬁétEOOEhEhg e to follow,
as was previou descri bed,. he seri al |nar ata streamis

al so coupl ed §5r§ﬁture SR ﬁFtSﬁ)vh&hﬁrEﬁﬁsésﬂeﬁbfﬁrﬁéébﬁéra@ﬁot shown)

whi ch decedﬁseébenﬂgﬁge1ﬁﬁdematdgﬁgds?ﬁ@!hdéa amthneheaa%ggeg%ulo the
frame nunper current el eive e.. ¢ r ring
sync acqz? Sh ‘SUEﬁ FPBwFﬁ8¥FﬁFPFéFgrEg %§9a GRAL o’ pover is

supplied to recelved selectlve call signalling message, which was
previously defined as message related information) is
then decoded by the data decoder 832 and stored in a
message memory 850.

20 Following the detection of an address associated
with the financial messaging unit, the message
information is coupled to the input of data decoder 832
which decodes the encoded message information into
preferably a BCD or ASCII format suitable for storage and

25 subseguent display. _

Alternatively, the software based signal processor
may be replaced with a hardware equivalent signal
processor that recovers the address patterns assigned to
the financial messaging unit, and the message related

30 information. Following, or prior to detection of an
address associated with the financial messaging unit, the
message information and corresponding information
assoclated with the address may be stored directly in the
message memory 850. Operation 'in this manner allows

35 later decoding of the actual message information, -e.qg.,
that encoded message information that decodes into a BCD,
ASCII, or multimedia format suitable for subsequent

«21-
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the receive n by battery saver circuit 848, shown L
whi ch enabl évcf??%lﬁecept lon of the "Al 15 synchroni zation cogg&g‘sh&%g:"

descri bed above, and which continues to be supplied to enable
processi ng of the remai nder of the synchronization code. The controller
816 conpar esprigsentafdonunbEowererenthny Pesifpgmiageidiagct stpragen Itha of

assi gned fram%mw@bﬁ\h%tsw %%ru&ta%a 29 anﬁ%'h)érS%%at ahaeka the currently
recei ved frane nunber froman assi frane nunbers, the

control | er 88& 1C1e@§neh&9@ssgeﬁétP@F§e§§FFnQ SI MERFRIT | S coupbed to an
i nput of bat tlelfma@taroncLamubbr&é&poaus.ngndm@mhe;iw:plalsxsociat@fd RAWH to

th ti Th f b ded until th
noxt {1 amb. by adates e ne MR Bl o Rafiidd At e BiEeaY) caver
signal is st@&ﬂg@ﬁb&ﬂnhysage anﬁbmmbtaanh&dwbomrdspanﬂdmbed to the
battery saving ol raniibb48 00,8980l €5 Lhe  HPRA- A PIC e mdsddi®

recei ver portton o 2Nab reception o S|gned rae. A
predetern1nedmmcryt@ééwoﬁdCsﬁﬁwhrdnnﬁ&nmgﬁlpatﬁéﬂnexammgeﬁe¢¢mered by the

controller B1RJLion HlGoRRITRGY alddon aARGeS iRl 0 1 THT codevord

correl ator (not. shown) chronlzatlon pattern recelved
mat ches t'fe THAsWOFE dPnirgsponge é@dé%@r o e2PnigdRd & @me wf h

an acceptabl g %rtgld&n@;n@,&hgr a @ec@oroﬁile@ﬂb& hd QUiga doi\prls&‘ﬂ%raé‘t ed
which is COUHF§F to oll%& 816. rti,cul ar

"G bar " syncHESFRSR | rar aelBemining, s SO d oL 88 o
synchroni zat im@motry Tch:extrolleh:atﬁﬁ%bpblraté&t Zop@Etioren tdnfe typef rarre

The start of lé%% (‘ftllé%l lgla%an%%%hdowﬁﬁ%%g o%hQ& %lt&y t:thrée Il'er 816

generating a start sig WS coupl 0 inputs
of a codeﬁordtocta“estndlmgeMM@heBmdmm datThe @dwmse ywerariyng circuit

826. Ac uted \%%lez/atq.lo}'x 0% ‘Eﬁléold‘aed-ltrﬁé}‘léa%& iHformatd AEK
rate sel ector (not shown ects el ther
memory storage device comprising the message memory 850,

the codeword identifier 852,. and the memory controller
854, are more fully discussed in the patents incorporated
20 Dbelow.

Following the storage of the message related
information, a sensible alert signal is generated by the
controller 816. The sensible alert signal is preferably
an audible alert signal, although it will be appreciated

25 that other sensible alert signals, such as tactile alert
signals, and visual alert;signals can be generated as -
well. The audible alert signal is coupled by the
controller 816 to an alert driver 834 which is used to
drive an audible alerting device, .such as a speaker or a

30 transducer 836. The user can override the alert signal
generation through the use of user input controls 838 in
a manner well known in the art. _

The stored message information can be recalled by
the user using the user input controls 838 whereupon the

- 35 controller 816 recovers the message information from
memory, and provides the message information to a display



10 or 2X sy%cy' ck inputs. The selected synbol clock is JoTFs] dto
the input of a Bﬁgigg generator (not shown) which is pref eIFCaF{)fP§/ a ktﬁ

cl ocked ring counter which is cl ocked to generate four phase output
signals (01-04). A bl ock start signal is also coupled to an input of
the 15 phasdigsiry A47  fanPreser@bion mn @ eriay &dmtssich ms ang
predet er m ned,gihasiesprgy! the actual decoding of the nmessage
information is to begip., Wen the block start signal rel eases the phase
generator, it begit’ T18% P the &%@%%%W@W% ar.e> - '
synchroni zed wéﬁemmq:ﬁ&ridmnrﬁd\nslamd elrsw'éﬁzsence? to FhIGs'r.he].,f'Z)Pked
phase signal .outputs are,then co ed to I hputs of. a phase sel ector
828. Duri g o-gearg#i ,arﬁepror\:o %ﬁtqriﬁ\fle‘?u%%ﬁ%df rﬁ?’fﬁe‘r?}?ﬁ% nenory
822, the to FEES ss3 o phad 65 mazhdre tnowedi il Ihyhearfderatoicad 36 vi@ssagi ng
unit is assi T, P&?ﬁﬁ,%ﬁ)@é [ t ﬁgﬁ{ redq,to h sel ect
out put (0 Selggg%heof the, _co_nt.ro(?IsZtratB?LSB %n |t§sr’co§]@'ec#'{lgsé;'n£$%put of
phase selertirleRs TimeRise sian Muldsinlesmsh @elpatdinadall
transm ssi on fhasgmasstAned td N dad At t ;%_o@'%,%nf%ngﬁtﬁé@ase

|

selector 828 and is coupled to clock inputs o pl exer 820,

bl ock de-1nt erSelRehive L£alhReceivaykar Reneiking d’eé@’éé?@l’@ﬁﬁ and 832,
reSpe_ctivgl y M€l plexdtergidridll exaisied i bﬁﬂ%ﬁ Vﬁ&%lle.qt ﬁéig.e blh nary bi Itsd
associ ated wi e signed tra ssi.on p e ich.are then coupl e
to the input iﬁhl%é]'o%{ss ’n‘%e# e?f‘ge%e Ca%inc? 9 myFheR” to

de-i nt er| eavedelarcaayetorakachand Noor reIgsdi sy giriad el o@yndiranduig St
enbodi nent, -t

. . . " v 34205
de-interl eaveérlg!'u%cet'sl%% %(nafs‘]zhbrllg{ Se%s‘rtaeym V\ht-ioc Ml&el-ard e r‘?tle’r’l eae‘{'v]ésofei ght 32
bi t i nt erteeavdtichidies Assiamed|toMotoralgss dge codavbrids temalegmmdi ng to
one transm ttod wnich 4 MB{dFp¥ALE nIR 3L PP LIFHARE AlRSS, codewor ds

Referring to FIG. 9, a diagram shows a secure

messaging system 900 in accordance with the present
invention.

20 The paging terminal 102 or wireless selective call
signalling system controller, receives information
comprising a selective call message request including a
destination identifier and a secure financial transaction
message. The information is typically coupled to the

25 paging terminal 102 via a Public Switched Telephone
‘Network (PSTN) 912 which serves to transport the
information from a regulator 914 such as a bank, credit
card issuer or the like. The PSTN 912 may be coupled to
the paging terminal 102 and the regulator 914 using

30 conventional phone lines 910 or possibly a high speed
digital network, depending on the information bandwidth
required for communicating financial transactions between
the regulator 914 and a plurality of one financial
messaging unit 906. Once coupled to the paging terminal

3 102, the information is formatted as one or more
selective call messages and transferred 922 to at least
one radio frequency transmitter 904 for broadcast to at
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5 are couple%{to the input of address correlator 830. The controller
816 recover s YhER3 3 ess patterns assigned to the financi®f %@éﬁ’?ng
unit, and couples the patterns to a second i nput of the address
correlator. \Wen any of the de-interl eaved address codewords matches
any of the 10laddtessepéiihennsaisnegsaging thit fI0GENocH te®ShaEmg e t

By oot oy a0o8Rt AChEnHBLOLP BbnflhoLatfof zohdlE SHFPOM eipalliafl Or"

correctabl e accordlng t ructure select € nessage
i nformati on amgssagivgr nsspoﬁaﬁn@aYnimhn@omamw%aw Wath edupkelir ess

15 (e.g., theuhahew?t:benoeeeﬁeﬁﬁaaéaglﬁb&&aef&?%c@% the e%ﬁi%s

sel ective call nmessage, wh previ ousl
message refat één?ﬁFéPﬁ‘aFFéﬁfaF§1°n m?ﬁ%ﬁgﬁe’é%o%cpcl’}'yv?ﬂ@m]a Heafder 832

and 3; ored incard 9zueisagefﬁea*ewg?éoflﬁ&ulual tf&héﬁu&%thtehdet ection of
an address assqci ate i napgi a unj e nessage

i nformation i é(iESEBPE&VFEJYt hggﬁnﬁﬁ?u’é‘? g ’die%ﬁd'é‘rga%%‘? tion \pgI$AgRcodes

t he encoded rrmayage detodedt and Ebdbped by ptieé ef Hidiyc fa B s8ad g lud DE mat
sui table for apd 2 e rnatively, the
sof tware base §E§P g?%cg%é%?g?gf ?r%@g%éﬁ?g Y%’C tJI‘F‘QL'Hi TUwar e
eqU|vaIenUOS|gnaabilltpﬁscessgr,theshrb@@de@@dtrﬁﬂqaﬁkﬁnqunuamﬁdmta55|gned
to the fi g@g@&@hsméaeﬁ' 86 ¥Bhha % ! SfarPSeads g aled 30

i nformati on. , rior dete t1on of an addr ess associ at ed

with the financial Twesyag’u ﬁgpahitiuwhes provided gko¥ nfhe riknasne il

cor r espondi ngmb@%ﬁbﬁﬁb" gRit 9063§9£h téﬂtl&éi‘hatwkﬂﬁé@d&?sa? WwEYeREs St or ed
directly in the age_nenor i n thls nmanney alloms 35

seads,ermy B0, Cpecal oo
| at er decodlnﬁeBPrPhEaS t uaPYn¥2¥59 the seeyre finangial encoded
message i m§ or netheacthah nessdge istpeceBEE by tWSE inamsianl ti media

for mat S“itabhgsL8§iﬁ&b§SﬂEeBBs which decodes and decrypts a conﬁégf

of the secure financial transaction message that may
represent a cash value token, credit, or debit amount.
This message content is then stored by the financial

20 messaging unit 906 pending confirmation of receipt and a
subsequent release of funds or authorization of credit by
the regulator. If the financial transaction value is
high, the regulator will typically require an
acknowledgment from the financial messaging unit 906

25 Dbefore the received token based funds are activated, or
before a credit or debit transaction is allowed.
However, if the financial transaction value is low, the
regulator may not require an acknowledgment from the
financial messaging unit. 906 before the received token

30 based funds are activated, or before a credit or debit
transaction is allowed. 1In case of a low value
transaction, the financial messaging unit 906 may only.be
required to reconcile its fund or credit capacity one a
day, or week.

35 The secure messaging system illustrated in FIG. 9
allows wireless return or origination of secure financial
transaction messages using a reverse or inbound channel
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pr esent atio@omﬁer, in performng direct storage, the NRADUSHSAESE be
structured in a manner that all ows efficient, high speed placenent of

t he nes'sage i nformati on and correspondi ng i nfornmati on associ at ed with 5

t he address. |l§;e<an y d.sl'&lqu}qgéd%taé t\yée:cg f&8d 908 . St %ggh ssage

i nformati on an corres it1 on Aassociated w ress
in the nessage‘e tymad:lw &&Ie densfewhat | dentautikowsd broaddast t he

received codgdnid LResIAn & %ﬂev&eaxgﬁmdéélerpmg gnd Gutdippr d in
ewor e

response to the co ing to one set conp#ising-& vector

field and a §@ﬁr@§rﬁ9r1§|tﬁg35a° th%s‘ée\’g?élqltﬂ anesmgemwémtm?%game type

identifieg, &jgnifTRARILFAHTHIGY BDAIRNPEIH &5 deadHida hgaiype
identifier in a second nem)éy regi on vgtvglt the nmenory 15 correspondi ng

with the codd@kSRFEFe DARS St HHLTERT GHLY? t he
de-interl eavgqui nf qhiet,| dhe sizeemid wdigltgofieyi Dnactidl shegsddibngressage

850, d denti f, 852 t
BEn. Ao nor SRS (A6 SERY S 3 iy o RS A S
Fol | owi ng th@c&tuaﬂod@&dvztdm winds dijee nai]a.techddedlfﬂmtn:‘mnomﬁ mossensi bl e
l ert | | l ert
o ort S99 AN confLIgLI 81 el NELaRLE s oL e
appr eci at ed zaans@tctotom@r Sls ias ébﬁl‘emlf&%%lssmtesﬁt—%Wt%dht ert

signal's, and u a3 y?de%.is sw%&&m&e geRi MRtk Bfely, ¥R |Iseddifeaudible
al ert S|gnal I's couypled by t controller 816 to an alert driver 834

which is useéf‘ecséaglngdﬁxﬁé"eéh %&%@eﬁ rQ i aRF ISPt e lRWRRPA_Beaker or
a 30 tranSdlﬁQfan%’i@xl e difitlg QaL OVe06 | derides atiedt Bigel include

generatlon t h th use of user, ut contral.s 838 in a manner wel |
known in aéjor#%mna ’]“ea‘nﬁweTgJ ‘@g"p LA | THYr FRTH0h @n be recal | ed
by the umgimaw.drh@mmcummlmmuml St s aviet e poes s dage S6

cont ol e BRSPS e, 155 A0G L CUIBLLON (K8 55 2LESBLa 20

provi des the mes ormation
point of sale 916 or at a bank 914 In these cases, the

lower power financial messaging unit 906 could include an

20 infrared or laser optical port, low power proximate
magnetic inductive or electric capacitive port, or
possibly an ultrasonic or audio band acoustic transducer
port, all of which could couple signals between the lower
power financial messagfng unit 906 and a device such as a

25 point of sale terminal, automated teller machlne, or the
like. . _

Several cryptographic methods are suitable for use
with the present invention. The following definitions
are useful in understanding the terminology associated

30 with cryptography as applied to wired or wireless
communications, _

Certificate - Certificates are digital documents
attesting to the binding of a public key to an individual
or other entity. Certificates are issued by a

35 Certification Authority (CAa), which can be any trusted
central administration willing to vouch for the
identities of those to whom it issues certificates. A
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-22- yer 840 for presentation on a display 842 g/55808 "
LCD di spl ayw099/§ylb In addition to the preceding descriptio PC%H&E 08!

systens previously discussed in reference to FIG. 1, 2, 5 7 and 8, and
protocol previously discussed in reference to FIGs. 3, 4 and 5 may be
nmore fully upeastdifiedtion hd aweatedwhere of @A GHIMS BniUSET 'St méﬂllcat ents:
No_ 5. 168, 49%ey p16! ittt "(HoH {Fyind] A Malleloi 1501106 it

System issue Nel son et al 371, 737 enti'tied 10 "Selectlve Cal
Recei ver For %6&%%@"3&?1!&9 5 Phrasdsers meﬁeﬁ! to @iy GeabificateyEo

Nel son et al otH¥x users tlXBofmsAHdtd athe' Sellddiitye ofaltheSirgpaidiiikg
System to DeLuca et al., and No. 5,325,088 entitled "Synchronous

Sel ective®si §¥%9ing Systemi to Wllard et al., all of 15 which are

assi gned to Mt or @enfidantiahity he Theaatesuds of kefepiimior Hrdfioarmatdemnpor at ed
herein by refer e err'n E , I agr.am shows
a secure r?e?séagl ng sys]toien]%’%o(}-’hor?eac%r élnc%vm Ijltgr?dg tf’ess'%n e

i nvention. 2Confidemtsigliding s erlimatefpreast twi ol mwwct i ve caI I
signal ling syst em&aniddydaingd Yidlediiol I of BB put oo YT

sel ective call nmessage request ng a estination | n |er and a
secure filfandieflinadhhsn@ iSAguenc s £fEPSTRE 9SG IR SR ltngpﬁém

coupled to tf&%t&%r@&*é%aiﬁd“dﬁ'tvﬁ&%ﬂlnﬁ:ﬁ %ﬂiﬁuﬁe%wccfmuwee&hone
Net wor k (PST se.rves to transport the i nformation froma

regul ator 91 Gtive. card issuer or the like. The PSTN
912 may be coupl ed)stm Intégzeiqgag-i the erssnandd 2 ifomedilod dtrasd14

net v k. *dep B Hea, THEed SR St R o Yol iR, O
conmuni casi ng fi nmamﬁzmls-act'ﬁhmsmmmmf transf omguictemcrybreghd a
plurality of ;Qie NGl 8lcipher text) into plain text.
DES (Data Encryption Standard) - A symmetric
encryption cipher defined and endorsed by the U.S.

government as an official standard. It is the most well-
20 known and widely used cryptosystem in the world.
Diffie-Hellman - The Diffie-~Hellman key agreement
protocol provided the first practical solution to the key
distribution problem by,allowing parties to securely
establish a shared secret key over an open channel. The

26 security is based on the discrete log problem. '

Digital Sigmature ; A data string which associations
a message (in digital form) with the originating entity.
This cryptographic primitive is used to provide
authentication, data integrity and non-repudiation.

30 Discrete Log Problem - The requirement to find the
exponent x in the formula y=¢* mod p. The discrete log
problem is believed to be difficult and the hard
direction of a one-way function.

Elliptic Curve Cryptosystem (ECC) - A public-key

35 cryptosystem based on the discrete logarithm problem over —

elliptic curves. ECC provides the highest strength-per-
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nmessagi ng unl‘;v ?953;9P”|C€ coupled to the paging term nal 35 1024480825803
information is fornatted as one or nore sel ective call nessages and

transferred 922 to at |east one radio frequency transmtter 904 for
broadcast to at 1 h t one
fi nanci al rresﬁg‘?rfbfﬁl’ BB 5chERSYRE SRy %%%Wlng ofbg WeRLeF ’B'f‘c

communi cat i on smdEke®(BubIbe-kepancompared vesseljengsysteém®06 may incl ude
an interface that c | es ungncrypted or _engr | nf or Qn._such a
the secure 5 finan ‘?I:Y?gﬁg‘gct|gﬁenégggﬁﬁgt8gagﬁ%’g\%gﬁ¥+6ﬁ§|3 Pt te’xg Card
920 for effectimgo aciphenctaktt fansaohfbdentialityeonapriredgy.the secure
financial transacti S : de e by et

fi nanci al trtr—’essagl ngﬁﬁn ¥ iﬂﬁgsgt#&ipﬁe f?ﬁ%ng?g?gbnégggflg%ggﬁnéﬁ 906
includes 10 capdemtityesf angentétixh(eodd. andprEFead §m¢%¢léled|t

services, suchhassioing Lhig, SE%ﬁugéfdtggﬁlnal Smart T8Redey262PabEl hty is
prowdedfor the financi al nessagi ng Enlt 06 usi ng either avmred or a

wirel ess r et ur n FREEOrEpgayThe %‘x"anﬁ eSp%hEté%Su?-% ‘FPE%%%Fa?-nEB a

transaction ”H§é@g6fl§méEE§rVQﬂtbgei§ewﬁiBBDCwnén mume5pagedgtu§eth896
whi ch decodes and dt%:ry ts a ¢ e.f1napgci ansacti on

ng eg R%ge segur |at t
nmessage th BpresEnta ﬁg$ﬁl‘ue k&R, %?sér P10 bPeqEBFteamBEnt .
Thi s message O@ﬂtbmtgesPrhme ﬁtmbeﬂsby the financial 20 nessaging unit 906

A A e A I A

value is hexgnrypheonegnﬂadwltz\hll sngpacarey vbighr pravide
acknowl edgment ; f £ 9ans Eoh! EéBﬁk’iﬂ:y”Eé%ﬁlbag Unh s§0RndwnbPgk osechperyecei ved
t oken based fun S are activated, or fore a credit or debit trahsaction

is all owed?® P%Hfbﬁ’esr f the f| nanci aI transact ion value is low, the
regul ator may not regEbimadionCkeenkedgBBEkvices thehe purpose of

utilizing information security functions. Services
include privacy or confidentiality, authentication, data
integrity and non-repudiation.

20 Key - A value in the form of a data string used by
information security functions to perform cryptographic
computations.

Rey Agreement - A key establishment technique in
which a shared secret is derived by two or more parties

25 as a funption or information contributed by, or
associated with, each;of these such that no party can
predetermine the resulting value.

Rey Establishment - Any process whereby a shared
secret key becomes available to two or more parties, for

30 subsequent cryptographic use.

Koy Management - The set of processes and mechanisms
which support key establishment and the maintenance of
ongoing keying relationships between parties.

_ Key Pair - The public key and private key of a user

35 or entity in a public-key cryptosystem. Keys in a-key
pair are mathematically related by a hard one-way
function.

27.
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fi nanci al rressagl gbunit. 906 before the received token 30 based f%{zgs are

activated, oVO3&p a credit or debit transaction is al ITEES% 288 se
of a | ow val ue transaction, the financial messaging unit 906 may only

be required to reconcile its fund or credit capacity one a day, or
week. 35 TheRege cliransprsstgt 17y lespstestablisimen e deechiti e Swheral | ows

wirel ess retufn, géaﬂr%géﬁgé' & &I éﬁ‘fé!év?iéé ABls a dEAPSATAAe ”%ﬁéages

usi ng a reverse
recei ved by os@mmlu@a@@%rltsutt@sﬂg@aotmga%wgr pagkiesypical | y

more dense that tﬁ@e@é‘i&&“ﬁ@tﬁ’éﬂ@ﬁ&é‘ﬂm - SPREScHHoi5bPLE; Sl o f reRsm Lt er

power and ant enna haracteristics of the financial nessaging unit 906
are 5 si gl fi ST ?%f’eﬁf%‘?‘“ﬁ‘iﬁ‘frhatajcﬁ°d%ﬂ'#c%ﬁ ReraRploing equency base
station and vhgenan€tcdtpaneMtter site 904. Thus, the size and wei ght of

a financial nessa uni t. 906, i t dj a, nore

er gonomi c portg’ﬂ?g"%ﬁl%’é hentiq 'é"}'( ?@8% 6%"* 2% %?';%f‘%‘ﬁ‘g‘f

requiring a pblyﬁl@ain@@lmtam‘edmteﬂtqc,t dnd aeded des da‘eansaﬁigimialsuch as

bank wi t hdra d cP

Al ternativel ‘;/‘ngts% ,Qg,ggghgn &Ercgsésgéta n:b tgysg’fﬂr?yl S a%%pl?%d :F Qg%gmmdat e

| oner powdr reféerxeditd a@saa@rar@%mﬂlom(mdmmmatim eoddr whetedr 15

addi ti onal t on of secure
MEANRed Qlgd MTRAY TESLL 41 LE TELLK 0L traﬂéécg%{'@ﬂé

financial transaction nessages usi ng a reverse or ound channel that
is accessed at a N°§‘0F?E“G¥3§%ﬂ’% 1B pEevenbien of sthe demial efises, the

| ower pover fhPapLd@d CERBPEHMENES NbE D061 08!l AvdiCt&ed PR 2Oni psrared or
| aser optical port, cIiOW ower, pr nmajt e netic inductive or electric
capacitive po?‘}f)hl%Ye %ﬁ%%.%@l%xi Lﬁ’t?‘%{%‘b‘ﬁﬁ%‘gor audi o band acoustic
t ransducers por t prévatef Kedni €hrs ol pulshiptleei et empeivets thet! Regr
in a key pair which is held by the individual entity and
never revealed. It is preferable to embed the private
key in a hardware platform as a measure to keep it hidden
from unauthorized parties. .
20 Public Key - In a public key system, it is that key
in a key pair wﬁich_ is made public.
Public-Key Cryptography- A cryptographic system that
uses different keys for; encryption (e) and decryption
(d), where (e) and (d) are mathematically linked. It is
25 computationally infeasi@le to determine (&) from (e).
Therefore, this system hllows the distribution of the
public key while keeping the private key secret. Public-
key cryptography is the most important advancement in the
field of cryptography ih the last 2000 years.
30 RSA - A widely used public-key cryptosystem, named
after its inventors R. Rivest, A. Shamir, and L.. Adleman.
The security of RSA is based on the intractability of the
integer factorization problem.
Symmetric~RKey Encryption - A cryptosystem in which
35 for each associated encryption/decryption key pair,
(e,d), it is computationally easy to determine d knowing
only e, and to determine e from d. In most practical
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power fi nancv\ajgmmagl ng unit 906 and a device such as a 25 Iﬂ?f/ﬂ&%?ﬂ%so%a' e
termnal,, automated teller machine, or the like. Sever a

crypt ographl c nmethods are suitable for use with the present invention.
The foll ow ng |o [ eful _jn understapding the tern nol ogy
associ at ed 305%%955%@ r%ﬁ%ﬁgigﬁp‘??iéam?% r edgth‘g)r‘?]%I%‘é@me tric
conmuni cat i ong8ystems are eﬁficieatefer@ulkfénatmtmm dfg:ﬂa'eé. dt’)nuyents
attesting to Lhgebih I d her
entity. dertiPres esﬁ'%?%l?éfgﬁeﬁgg héndGinefe BroBtls " Ronssatorthi T wni ch
can be any t r G¥Rgtric-key apd E‘d Lheskewit svstemns | ang Qf)tmummbmedhe

i denti ti ess of ihhQseyseemhes t&késééi@én(%ﬁgé' Y Cﬁagsbeféflts of ,each, .
- 25- certifi Catipl s created when a igns a user's public

key plus other idefiff¥rpety nFsrnE{zpmtéPﬁdTn@ maotswstemrmtmlchpum ic
key. Users pre&enéabhepérﬁﬁrhbid§aéﬁcf?ptl nfd £6:15 d;_%ﬂ??é the
oConf Idential i t];é/@y e resff't of

lidit f th
\Iégelpl Ingyl ﬁforﬁgﬁ%ﬁ J‘E%%?gﬁ FRoft al * PROT EFHIEEHRRARE Jif9dri%ed to see

it. Conf i dsmtuat:.blysmethsnlngf ]aésedsé@uﬁtjw iwieLle a lon%er key is
Crypt ogr aphi c,,PLgt 950 I gor| thm 10 defj ned a sequence
of steps g&r]em gé?y%g %ajét?étgbﬁ% 15% 7 oPESF i TR Y wo &F WbtR
entities to aemeérac ke:s pend:mtsenmymyem@g exsymmetric system¥tipose

Integrity - Theg ﬁ§§£‘éé’t’i‘€%&§‘%aﬁ§é8ﬁxéﬁ%'%oﬁ€%{l not been altered by

unaut hori zed or~ unknown, nmeans lon - The process of
transforning encr yfeséificatianor fBe dprecesnof teonfitming fthatn a ext .

DES (Data EnzeiyptaDnsyrdeiard) and eNeP@ESFE an entity or a message,
15 is authentic.

The following examples illustrate systems that may
be used to implement a secure messaging system in
accordance with the present invention.

Using ECC Algorithms, a secure signature with hash

20 is generated based on the following information:

P is a generating point on the curve and has order n.
H is a secure hash algorithm such as SHA-1.
M is a bit string to be signed by an entity a

25 A has a private key a and a public key Y.= aP.




encryption cj r fined and endorsed by the U S. gover nnent as_an
of ficial stah'g’zl}gg?gﬁt Is the nost well- 20 known and w dely J&J{Us9s25803
cryptosystemin the world. Diffie-Hellman - The Diffie-Hell man key
agr eenent protocol provided the first practical solution to the key

di stributi on Pe cheRexraye athe v igpakune e Entd the@udsles theediodllawingx shar ed
secret key over an open channel. The 25 security is based on the discrete

| og problem 1. Cobpyiteale Si ndMir ée-ig &t dnsegeény whi ch associ ati ons
a nessage (in di @it aGeherarenat fahliemolnhgegatikg entity. . This, = .
cryptograghi c prianj ticemputeuged ko pr Qi ¢p aut hentication, data
integrity and nong I epighkicOR- t80an intefhfcrete Log Problem - The
requirement to figd @g& ute¥pangnt, x ;ﬂgdtge formula y=g[err] nod p. The

di screte | og pgoallg% 3 P8l i_ey(gd Lo 0§ ifficult and the hard

direction of a one- Pinct fon, &Y MO El‘liptic Curve Cryptosystem ( ECC)
- A publig-key 35 'cr}%'leoﬁ'gfl@mlﬁﬁséﬁ &K' Bhe discrete |ogarithm probl em

-over elliptic curves. ECC provides the highest strength-per-

- 26- bi tshicary pul i e keympaytzdce iindeidendient Ivho fusdhenf nuch
smal | er publig- r other_ s ens. . Encryption - The
process of t r@%%?%?%&%gp%‘g%i#)e%& bie i(‘yn u?e&gfﬁo&ttof SHIE3RS denti al i ty
or privacy. Svhich odgurs yin\atens i (dt iasd -(60he dor rehlier giricewedufre,he
identity of Nt : aa:ﬁfrgqé}ﬂa%' 12l uiBssagigh |1,
conput er ter?nahgl , l{éér(ratéct? 1£Cl,‘aasrl’tlzl 920, e,tcf #éi%n%a%don\zélctor?gg‘s- Q‘ﬁi%lnaco of
spl i tting'San PatRe@kigHele sln comparigions withe othere gPeramions, when

mul tiplied togektermed) TOIMALNE PrdHdtMpUtAtads ofRAith IRATRA R Jrle

factorin of l.arge i ne punbers.
9 may be elpéomeci] to speed up the computation of kP in

step (3).
Any entity B can verify A’s signature (r,s) on M by
20 performing the following steps:

1. Obtain A’s public key Y, = aP.

2. Compute u = sP
3. Compute V= rYa
25 4. Compute u+v = (x’',y’)
5. Convert x* to an integer.
6. Compute e’ = r - x' mod n.
7. Compute e = H(M) and verify that e’ = e.
30 The following example illustrates encryption using
an elliptic curve encryption scheme. Assume that Entity
A has a private key a and public key Ya = aP where P is a
generating point. Entity B encrypts bit string M to
entity A using the following procedure:
35
1. B obtains A’'s public key Y,
2. B generates random integer k.
3. B computes R = kP.
4. B computes S = kY, = (x,y)
40 5. B computes ¢; = m; » £;(x).
6. B sends-(R,c, .. C,) to A.

Where fo(x) = SHA-1 (x]||0) and £;(x) = SHA-1(f,.
1(x) | x| {1)
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| nf ormati on Q4]reyrIzkes Functions - The processes of encr ypt ip@T/8d/25803
digital signatures which provide I nformati on security services. Al so
known as security 15 primtives. Infornation Security Services -
The purpose of H&ltg?ﬁ RY i tiPRZederedLes

I ncl ude privacy or con enti a ty, aut entlcatlon data I'ntegrity and
non- r epudi at i §Atlewing defl%éElUORsvélrl?eH%QlH@f*"'orm of a data string used
by i nformation security functions to perform cryptographic
conputations. ~ n is tkéympgudusent - A key establishment techniqué in

whi ch a shared sedris thedprivatdebkeywandr tier pubditi expdicas &ofruncti on or
information contrehyieg¢ Ay, or associated with, each of these such that
no party can Wr edehepgingelhg, r%%”bh'%&gﬁ%bue Key

Est abl i shnent - Any process mheregy a share secret key becones
available to two or. nore parties, far 30 subse nt cryptographi c use.

Key Managenent - TRE {2 S ESKSS é&ﬁi’?@&?ﬁi%’n@n%m{/\% support key
est abl i shagnt fandowae mai nt enance of ongoi ng keyi ng rel ati onshi ps

bet ween parties. Key Pair - The public key and private key of a
user 35 or entity, 'ncémﬁei@é'ﬁ keu(mypmsygtégbr@éésl Bhankgay pair are
mat hematical ly rebat ee har d ﬁmq%¥% function.

-27- rans rt key establ i shment techni que where
one party1$reates or ﬁe?ﬁ?% Bﬁ?a?ﬁs a4 secret val ue and securely
transfers'Tt to the other party or parties., Message Authentication
- The corrobor at i oRS@f sﬂgnﬂiguaawﬁaaﬁrmhﬁdnahnvencraauﬁﬁldmmwt@k dat a

origi nal aglenki$3d QRth appendix. In contrast to the ECC signing
discussed previously, no pre-computation is possible when
using RSA. Note that the signing requires one
20 exponentation by the private exponent 4.
Entity B can verify A’s signature S on M using the
following procedure:

Obtain A’s public exponent e and modulus n.
Compute m* = s mod n.

Compute m = H(M).

Verify that m* = m

25

> W N

In RSA verification, one exponentation by the public
30 exponent e is required. e is preferably selected to be
64 random bits. Similarly, for RSA encryption, one
exponentation is reguired with a public exponent and the
public exponent should be at least 64 bits long for
minimum security.
35 In view of the preceding discussion, the remainder
of the secure messaging system is described with
,,reference to FIGs. 10-16.
) Referring to FIG. 10, the illustration shows a high
level block diagram of a financial messaging unit 906 in
40-- accordance with the preferred embodiment of the present
invention.
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Message Aut

secret ke

integrity. The MAC is also 10

Yy,

@nﬁ’td’bé t| on Code (MAC) - A hash function V\:hl ch | nvgl VAT

Bli des data ori gi nal aut henti cation and &

code, wherein a nessage nmay contain at |east one transactions.
Non-repudi ation - dne peesthipopmbedinentenfap Binancpabumessaging t ment s

or action

S.

NQﬂleewd' 4 anbﬁvent%ﬁéﬁ VBAg YAl e fl 0kt Sha SRR WeRg 15

Private Key - In a public-key system IS t é% ey pair
whi ch is hel d989 Fﬁ@b¥ﬁGF%PBu3F %h?WFyl%nBIG l9|ev eF%ve%I@%F hanigal

referred to as a transacti on aut henti cation

preferable t OsfabeénahgtaﬁaaaaeSmart kexrél ncénﬂééﬂéﬁ@r gre! phéorpoRscad rreasur e
to keep it_hid ut ori zeg Bart é? Pubélc Key- +
public key® s %PEﬂ]t?F ng%ﬂﬁ ﬁg§ce 'y %?R%ys%a AhnR R ic.

Publ i c- Key ngahogéaphyeréedryptogthethusyngeﬁntaamannerusﬁatdlfferent

o ey i ool | SPERRRISRES PRTCUEELRY Slaccr (Alr IOt el BRI CRL S,
(d) from (e).pageffhetetbrenichis B&SEenaaiVeMM,thhedekecttmmlcm of the
public key “hkéé?ﬁféﬁ'gg iﬁgleﬁéﬁéts KR 8CELEE: 9be££8 m?ve#§¥r

cryptography 1s

tant advancenment in

crypt ogr aphy integvaradt inpootheapaging deviegspo- th@wp@@¢y funetiemsi c- key

crypt osystem aaaaEErue wﬁé@ésgtsmawe@afasoB wit¥eets Ay Shanir,

Adl eman.

i nteger factorizatPBRTRF

e BehrHlofials, Che t3Sapsht Il FE LTy

crypt osyst em thewahténa 802 eaableasaclahedreaéiyétlomtdﬁﬁidmtdéweéey

pair,

(e, d Lt 1 0 onaII easy to determne, NOW N
e, and to det%%ﬂiﬁgmgaPiﬁﬁg g%ﬁ ra5¥F83?rlng %18 SM I as
prevyauslyidikeyseadrypthoneﬁehenee todFI@l t®ough symetric
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Alternatively, the financial messaging unit 906 contains
a low power reverse chamnel transmitter 1034, power
switch 1032, and transmit antenna 1030 for either
responding to an outbound channel qguery or generating an
inbound channel request. Instead of the portable
transmitter 1034 (e.g., a low power radio frequency
device) and its associated components, the alternative
transmission block 1036 may contain either uni- or bi-
directional communication transducers. Examples of such
transducers are optical deviqes like lasers or light
emitting diodes (LED), extremely low pbwér magnetic field
inductive or electric field capacitive structures (e.g.,
coils, transmission lines), or possibly acoustic
transducers in the audio or ultrasonic range. _
An input/output (I/0) switch 1002 serves to direct
the incoming or outgoing radio frequency (RF) energy
between the RF receiver 804, RF transmitter 1030 and a
selective call decoder 1004. The selective call decoder
1004 comprises a main processor unit 1006, and its _
associated random access memory (RAM) 1008, redad-only -~
memory (ROM) 1010, and universal input/output (I/O0)
module 1012. The primary function of the selective call

-32-

and W

only



systens are @iddopagdit for bul k encryption of data, they PPEe/US98/25803
significant key managenent problens. Consequently symmetric-key and

publi c- key systens are often conbined 5 in a systemto take advantage of

he benefit. - .A crypt osyst
n wnich - S6PORRENLRAA §nSPGRCEREEy AL ALGERRy SR ERPRES OB 15 w Lh

varyi ng strengbhtadnegd, ia shignbdildikey immendedused rhcelptskguaikpns

L | ;
Fequi ring or ohtBnngaayy el sasdnl pRLETedEY MiretRatIOEA, S B %S,
asymmetric sy$mpiempotation thgfti incdndelse rhenopgdoeail mewbksmschannel
Verificatign trlﬂ%mﬂ%@%%sﬁlgkkcﬁﬁgfr”Eﬂ% 5 %Ec%lve cdhgl Wk o§ﬁ&“§hwh? and

t herefore an ent ?ﬁ 5is aut ol T'owi ng
exanpl es il | uB8¥a S§y§9§ﬁ§19ﬁa?3néF encogery $ed geperaie pdt. deldven e

messagi Ng systefukBts ordfelkagase tW thel hegRnasent s1ayent ey, or
Using ECC Al gorjthns, a,secure signature w th hash 20 is generated based on

t he follomnngoFHFSrﬁﬁfﬁéﬁe system” {pofts shoy®Bder ati ng poi nt on the curve and

has order n. Adaltaoaas.agur e;hléaifinahgﬁhllt RRsSHGIngs uﬁlﬂ/& b0 sk IVIdi S
SUB:}CSLQI g[%gpge i3 ngdsg ure %%B%Xng or Smar@ %%d?f %10% ﬁgé.% and a

1014 that serves as a second financial transaction
processor. This module comprises control logic 1016, a
message entry device 1018, a security code processor
1020, a secure ROM 1022, a secure programmable read only

15 memory (PROM) 1024, and a Smart Card input/output (I/0)
module 1026.

Certain financial groups have proposed standards for
effecting end-to-end transaction security in the land-
line wired environment. The standards proposed for

20 securing electronic financial transactions are based on a
péer-toQPeer closed loop system in which the sending
party (e.g., a regulator or issuer such as a bank, or
VISA™) generates a secure transaction that comprises a
value amount and an authentication code. The secure

25 transaction is communica;ed to a reguesting party via a
device such as an Automaiic Teller Machine  (ATM). 1In
order to establish and complete a transaction, the
requesting party inserts a Smart Card 920 into the ATM,
enters an identification code, and requests a value to be

30 ﬁlaced in the Smart Card 920. The transaction processing
system authenticates the Smart Card 920, the requesting
party’s financial status (e.g., account balance, credit
availability, etc.) and either completes or denies the
transaction.

35 : Accordingly, in view of the above requirements, the
control logic 1016 operates to govern operation of the
components associated with the Smart Card function module
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- 29- 1o generate the signature, Entity A does th
1. Conpute ewgs’ﬂs‘?gd (e is an integer) 2. CGenerate a réﬁg%@?eger

k 5 3. Conpute R = kP = (Xx,vYy) 4. Convert x to an integer.

5. Conpute r = x + e nod n Conpute s = k- ar nod n. 7.
The si gnat ur 434 (%o shmplgment and marht;@lm engpteser@npeceri tyidéBeddent | y
of the I\hﬁaﬁ@ﬁﬂ @Eaﬂéfc@m%@gs&géor 'i‘lQeSé&@tf'SlMoglchl ch
occurs in ste é?) and 6%h n this procedure, E ite. to hash and
generate a r R t PREENES FRIPF AT Vht%pﬁ$%r?§%ﬂrﬁnth

ot her oper at Iﬁksancl@krﬁmmwbtﬁmahésysa@ caxonpapat ivntivéicesh@trypred

f i b f d t at fokP i t
(3 s el ARt St SRR AR Fedilrny 0 T
per form ng tk&eér&ﬁnmﬂﬁ@ysth@sSmart Card funchiem mdédsleubtls @Eyaﬂa = aP
2. Conpute u 55%1ate? Smgrtqupgtfb%L E%ﬁeggfore, seﬁ?ﬂ?f&g U+V = (X', y")

5. Convert x'a?o an
7. Conpute e mﬂpmyatamvemq:hya@ hatpeivate. encryptlon key, cash load

values, credit or bank account numbers, or the like, are

10 stored in the secure PROM 1024. Similarly, the secure
ROM 1022 may store processing routines that decrypt and
encrypt information exchanged between the Smart Card
function module 1014 and a regulator 914, merchant 916,
or another Smart Card 920.

15 The message entry device 1018 allows a user to
initiate a cash load request, cash transaction, credit
transaction, or the like. Typically, a user might enter
a request using a keyboard, a voice activated recognition
device, a touch-sensitive device (e.g., screen or pad),

20 or other convenient data entry device. 1In the present
invention, a user may request transaction based
information be communicated with the financial messaging
unit 906, stored in the financial messaging unit 906 for
later transfer to the Smart Card 920, or passed directly

25 to the Smart Card 920. + In this way, the financial

" messaging unlt 206 actsfllke a portable Automatlc Teller
Machine (ATM), allowing a user to effect financial
transactions without actually visiting a physical ATM.

_ In the case where_?he financial messaging unit 906

30 acts like a portable ATM with origination capability, the
Smart Card function module 1014 operates as a second
secure message generator coupled to the financial
messaging unit to create a financial transaction request.
Once created, a portable transmitter 1034 coupled to the

35 secure message generator operates to broadcast the
financial transaction request to a selective call message
processor 1104. A receiver 1204 coupled to the selective
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30 "~ The W@bdapeng exanple illustrates éncrypt i on using peTARke®hdshPti C
curve-encryption schene. Assune that Entity A has a private key a and

public key Ya = aP where P is a generating point. Entity B encrypts bit

string Mto entity A using the follow n rocedure: 35 1. B
obtains A's pGBttcrREFage pr°%9559? %1agn8?gfg§eFaﬁﬂoﬁ??ﬁ%%ﬁe?nﬁ. 3.

B conputes R golPle the fifanBialnpuwhAsabtiokYeegquésy)tdOthe sbleBtdomput es
ci =m . fi(x 6. B sends- ( .. .CLerr]). to ._\Wete,fo(x)
= SKA-1 (xllcfgéﬁdmeﬁﬁﬁgf Brgﬁg?%°ffﬁ?88' |ER)Lﬁlfx a¥r)€heaﬁlnanq;§l

- 30- messagiAbt ani&t 906 gani peRSArnr fpnegciphytranggetionke
foll ow ng def | nitiqas : I nent.. o LS+ Lhe u _Bbs dis
t'he privatg kggkéﬁg?tﬁghgﬁ%ﬁﬁé 5x§§¥8%FaFoF°nﬂeb§15§nF§?§ g?ﬁd Yine Mis a
bit string tohBzdswaned network omnPREN.signature is generated by Entity A

as 10 foll ows: i gERaP¥be the~ ifdblbmeABat IERUBE LePAQiBaN N.
2. Compute s = nd ﬁ%ghh%e 3 TheIEP na?urg s s.,15 RSA

signing as de§§PHH€BCXb@@éb%P@aFéyeaﬁﬁiF ponel financial messaging
unit 906 as discussed herein, the invention preferably

10 operates using the Motorola ReFlex™ 2-way wireless paging
system infrastructure and protocol which is described in
detail in the following documents: U.S. patent
application number 08/131,243, filed October 4, 1993 by
Simpson et al. and titled “Method And Apparatus for

15 Identifying a Transmitter in a Radio Communication
System”; U.S. patent application number 08/398,274, filed
March 3, 1995 by Ayerst et al. and titled “Method And
Apparatus for Optimizing Receiver Synéhronization in a
Radio Communication System”; U.S. patent number 5,521,926

20 issued May 28, 1996 to Ayerst et al. and titled “Method
And Apparatus for Improved Message Reception at a Fixed
System Receiver”; U.S. patent application number
08/498,212, filed July 5, 1995 by Ayerst et al. and
titled “Forward Channel Pyxotocol to Enable Reverse

25 Channel Alcha Transmissions”; and U.S. patent application
number 08/502,399, filed July 14, 1995 by Wang et al. and
titled “A System and Method for Allocating Frequency
Channels in a Two-way Messaging Network”, all of which
are assigned to the assignee of the present invention,

30 and all of which are incorporated by reference herein.

It should be appreciated that the use of the instant
" invention in other 2-way communication systems such as
cellular and radio packet data systems is contemplated.
Certain financial groups have proposed standards for

35 effecting end-to-end transaction security in the land-
line wired environment. The standards proposed for
securing electronic financial transactions are based on a
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si gnat ures endi X. In contrast to the ECC signing
previously, V&ﬁégf{?ﬁg{:omut ation is possible when usi ng RSA %gﬁ%& t he
signing requires one 20 exponentation by the private exponent d.

Entity B can verify A's signature S on Musing the follow_ng procedure:
1. Obtain A PEaRitaRSgiorafsed dRgPnsystes An yhich the sep@pdge nr = se
nmod n. partyC@y.e A HMlator or iédsu¥er shint aat anBankm or -In

RSA verlflcatlon one exponent ati on by t he ubllc 38 onen
required. e NEHFOr SERRLRALES éb@@ﬁ“F@ fEans °§&°Paﬁ 8 PW§F1§Fﬁ1Farly, f or

RSA encrypti afalweamountf)armw alitbeniticaedonr eddel.t NThepsbbugeexponent

and t he ubllc ponent uld b t.least 64 bits Ion for,. m ni mum
Socurity. S35 transadRRRlaE M-S AT Lo°R kefileBbifo, RARF Ling, " " of
t he secure nebsHgpaEwts@Emars Addomeithed Telller Mackfieeedd®M)o FIGs. 10- 16.

Ref erring toéﬁd% r ¥ éé?:eaﬂl'l' %%,atciog%&glggv\@ gaghggctl evghebl ock diagram

of a financi messagi ng unit accor dance the referred
enbodi nent ofredesgiisemarty jingemtison. Smart Card 920 into the ATN,

- 31- enters éﬁ“idéﬁ%iﬂﬁd%ﬂi@&@@b@%ﬂtaﬁﬁ %eEb@@EQ'Q'vHEﬁ%aﬁb”%e
unit 906 is a conventlonalé%gunﬂ%HFV|ce and Card 0 compi nation

as shown ®n migced d; 220 'sPF‘Gt té'ﬁEPS?F&FrB&r Hr SREEEIRSr d
connect or ar sy gt RAltdieart irdtdso thize spagitncagavb2e, s theuskehgestihfat a

Smart Card 92orty si¥}nanc1é¥mg€g% |nto %h? g%%%hg% Bglgng%ngggdggat
avallabll;ty, etc.) and either completes or denies the
transaction.

15 In a broader application, the financial messaging
unit 906 may be adapted to communicate, sensitive.
messages or data, as well as electronic funds transfer
information can be securely transferred to the intended
recipient device via a paging channel or the like.

20 Referring to FIG. 11, the block diagram illustrates
message composition and encryption equipment that could
be used on the premises of a financial institution to
send secure electronic funds transfer authorizations to
financial messaging units via a paging channel or the

25 like. _ _

Specifically, both;direct branch and customer calls
are received by a first financial transaction processor
1100 comprising a transaction processing computer 1102, a
message processing and gncryption computer 1104 or -

30 selective call message processor that operates as a first
secure message generator, a first secure message decoder,
and a selective call message distributor, all being
functions of the selective call message processor 1104, a
subscriber database 1106, and a security code database

35 1108. The transaction processing computer 1102 receives
financial transaction requests and communicates with the
message and encryption processor 1104 to generate and
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establ i'shes \éb%kgjggal contact between the card and the p@g@msgmsgog,
el ecttonics. Alternatively, the electronics required to inplenment a
Smart Card 920 are noved or 10 integrated into the paging device so the
pager functlons u rel TIM
Cperatlonally, ?H%%%?n% gl%%% 132 Egnguéggagg mesg% §ﬁ?8 n&"802
coupled to thEnf@xmawzmn8@dnmmlnhddeneths secuamdydendduﬂatabashe1$Dgnal
recovering a 5+hLe [ S nce to
Fo s 0 AR ERAR REChecRERKERUE el BRESTAL YRt S

| ow power rev@YB%»cHﬁh%éme$$@ﬁ§nP¥P@¢S§®Bﬁ ap mencryp§mpncﬁompgzerand

transm t %ﬁteﬂﬂ@419§90f&écstﬁbﬁés a a€§€9ﬁﬂtﬂgntQdéﬁtQEEQQUEQoﬁhanne| query
or generating, an 20 i pbound channel 1? gﬁest I nst ead portabl e
a

transnitter lU%ﬁO{@abl°na9P%9PbBﬁ€r 8 FP@ﬁGEh@?r datéb@ﬁéeﬁlgﬁd its

associ ated cq;mpaﬁn&ﬂowgemétgéna&tyee callrﬁéﬁghgél ansekaplkitd@3eomay
contain either uni- tecgt ona n| cati a ransducers.
e

Exanpl es of sTYA™Y3L ??Eﬁsﬁﬁﬁeégs raa b??céﬁeﬂ ¢85 PP Ssers or |ight
emtting d|odecrfé§$bnd£ngrseehyel6mnanm¢a1nnganbactﬁbnlﬂessagbndbchive or
electric |eI [ t g C ngmi ssion.lines),
or p055|b{y a%ef§$€ é gg%ia%g%%%éfgséﬁnt Srgﬁ |ogg# ul %§s§ﬁ§§§Pﬁﬁ68n 30
An i nput/ out pidegtifiesvihayhcanoespendewith &i repventionhé pagamong or

out goi ng rad'agéféggen&ycéfttlsfetexephonéea&efesgheSBFaégcstﬁs& 804, RF
transmtter sel ective _call _decoder e selective cal
decoder 1addresspihaksunigaehypidentidiesnpt degbsnagagn assgsiated
associ ated rapgem @@@eéécﬁ?avﬂnéﬁétm1@9§nsaeeﬂoﬁnméssagaenvry (ROW 1010,

and uni versal input out ut (I/Q podul e 1Q12. The pri mar functlon of
the sel ectd ve call ssage composition an encrYP§g°n equipmentqecoder

1004 is to deirrttsenste@cbAceFioef ollewbabd typically be used on the
premises of a financial institution to send secure

electronic funds transfer authorizations to financial
messaging units 906 (e.g., “wireless ATM” devices) via a

20 conventional paging channel or the like. In the
following examples, the transaction information is
composed using standard financial computers and data
structures, and the message is énérypted using the public
and private keys assigned to target device and

25 transaction, respectively. The keys assigned to each
device, along with their péging addresses, are stored in
the user database associated with the processing
computer. After each message is encrypted, it is sent
like a normal paging message to the paging system via the

30 public telephone system. '

The first financial trarisaction processor 1100 will
be more fully discussed with reference to FIG. 12 which
integrates the first financial transaction processor 1100
with a wireless selective call signaling system

35 controller.

Referring to FIG. 12, the illustration shows a

functional diagram of a wireless selective call signaling
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contai ned i nwi) e9mahdii ng i ntended for receipt by the financp ?} ﬁgl ng
unit 906. Alternatively, in a 2-way I npl ementation that inc es t

optional reverse channel 5 transmtter bl ock 1036, the selectlve cal

decoder 1004 Ye nect as.an. enco der to e and d ver
requests or negggg‘gs E{ﬂ??ﬁy?ggh f'o?’mggﬁ ﬁs%r 1ne h‘?é?yo?ln‘i?%
system (not sWawnyecure messa@@ﬂctsEQE£my¢apab1é|@ﬁn31@hah®ﬁ5@gth@ unit 906
| 0 conprises §1ﬁ§ﬁ8§§1dﬁegg?§9n§r oipgt Card function nodul e 1014 t hat
serves as a second financial “transactrion processor. Thi s nodul.e: -
conprises control TBEi virglessaselechiveagelbnsignabingesysudn a security

code processOgontrolfee, 120695Hﬁ§rf§@@1988 f§r§€cﬁiﬁé? aﬂﬂ@ﬁ% c#ﬁﬁgoonly

15 nmenory (P 1024, i ﬁ nart Card i nput/out put
Certain finanBFafFegFBtplt gv% RYpBLEa %tﬁﬁﬂ%ﬁﬁkt¥%ﬁ °4e$¢®ct|ng

end-t o- end trassaciaaadsmuenﬁa 904 | hend apd- 2-way | I a?é@&neenvaﬁom@@é The
st andar ds proggsed Eorv $§§# %telectronlc financi a nsactions are
based on a PeeF St pee oTEFCFBoPOWRET BIRY 2 RRCRiYER Sterahg

party (e.g., proegatatroandratsieast somdé Bscaivankntemna 908/ SA err])
generates;a s sa h S va nd an

St hent | oM ot SESEABRIEA6LUEPal 1Bt SETELASE off rectiYal AT Tuftend
requesting paPay beadistribyeedcevencad widengeegmaphicallatea tdachi ne

AT I'n t | t
Sy pepteifieLene Lo gt el oy eebigpse o oy,

i dent i ficatioh* %‘a‘éla%lnlﬂe$%ﬂ%b%$su%1‘?«%tl 206 0 Pre Joumpek RF iTeeeivenart Card

920. The trans202i oyspensessi agy glvéﬂsg@@ﬁagsﬁﬁf&l Cardd fdesed@ddedard
920, the {sequest

financi al _stat account bal ance,
credit %\%%1: ?y?gﬁ?%g}e ST i¥erfen t’e@’%‘i‘“@lem es the
transactlon Gﬁansmlssﬁcnsrd|h@|qnelmfv¢£dﬁm&ry+skfﬂﬂn&nr&hgndﬁﬂmwﬂfa t he-

Comow at oo uy TRPTRCRREL?: B35} EE gl aby Qb Sle i aepend P S

-33- terrain, buildings, foliage, and other environmental
factors.
20 The wireless selective call signaling system

controller 1200 represents a closely coupled
implementation of the overall secure messaging system.
In practice, a regulator (e.g., bank, credit card issuer,
etc.} may not want the responsibility of maintaining the
25 RF infrastructure, i.e., the transmitter 104 and
associated antenna 904, and the at least one receiver
1202 system. Consequently, a conventional wireless
messaging service provider or the like would provide and
maintain the RF infrastructure, and the regulator would
80 utilize that RF infrastructure in a conventional manner
to communicate secure financial transaction messages
between the regulator and the financial messaging units
906.
As a first alternative to the preceding operation,
35 the selective call signaling system controller -1200 may
operate to encrypt, encode, and transmit secure financial
transaction messages received from a regulator, where the
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1014 to-inpl gf mai ntain end-to-end security in a S
L el

financial tra nmessage. The control | ogic 1016 i nsurés

contents associated with the secure financial transaction nessage are
kept in their encrypted 5 state froma regulator 914 until they are

actual ly éé€ﬁﬁﬁ§&P4ﬁF¥¢%a%ﬁﬁﬁﬁaQE&QPfRﬁRﬁ?%ﬁP?ﬁk&ﬁQ&hﬁﬂ49%965ﬁted
associ at ed Snairig @@:{(&)&:ﬂf&d 'rl;t’ﬂlﬁé eédélf@re Sﬁfltsa'.ﬁd':i/@l t;‘aﬂé’écﬂ{)ﬁ’@i IfEsSagd, as a
private encrypti ey, .cash, | oa values, credit or_ ban cco

numbers, or t ﬁ@qopﬁbeﬁ SHERTLIEE SFatt i%lqrf‘%ﬁs%%ﬁ%s %%&%%’Fri #%%?y t he
secure ROMuk2id rrean catyastes prive esscunce rbinamesal hata ks tyjpon and

encrypt infornat] exq, ed en. t he f t4 |l e
1014 and agr egﬁéﬁ%&%ﬁ?‘n ?ﬁar%%%%%g 9'%6‘%“9' Sﬁg# a% eears%gnaéri{‘]gc}a%‘pdegg‘g? 15
The nessage emstecpuidut cef i Gssdointed iserure finaneial seansaethonoad
request, CaShxﬁés@%@aétﬁf%nﬁﬁ%%iating-t{@%@ﬂﬂéOéi"sé’éoﬁﬁ',e ﬁrﬂ‘@laé-&ﬂhcal ly,

a user mght enter . areq u3|qg a keyboard, a vol ce acfivat e
recogni tion encyBtdona tYikFewertlyvethievfivaneiayl megsagingrupill), 20

or other convejyededbids Hd YasMnses &ﬁb?&&ﬁf%rypte&ﬂﬁ@@éé%@; a user
may request transactjon hased ;gfornatlon be conmunicated with the

financi al ResF&Y SR 1ng {SYPEEE SEHRRRCTF t RS ARt MeR333%i 1Y uhft
9g6 for |3§rﬁir3ﬁrft8é‘$f§tta;1tt@, tmd&mnh sf:ﬁfaixdté?ﬁell in@rtipasaed-dorendly 25 to
the Smart Card 920...s.ln this t he_fi hangi pessagi ng unit 906
acts'like El[Mﬁ%%ﬂﬁ%§¥ﬁﬁ%ﬁ&&?%aﬁ%§¥e? flnaﬂ%%%?n%x?aﬁiﬁglgﬁfomﬁng a user to
effect financisimilarlyansketsebschivéocdal hcsighdling ssysioemacpnyseotaerATM
In the case t ' | L. Ngs L0d 0. Seld ortabl e
ATM i th-or | GHEd) e s hétedfBs GL 01 ind Rec] Bfe Pelhcficlad®! 7
operates d§ amesIRaing urble9@6 RndJprsgencthe oecwnpl Euparciat financi al

messagi NG Uni te dh LI 001 & ands HARET £ iﬁélnéﬁé?ﬁ&edieélt'&@é-to a £BgE16E62! ed,
a portable transmiter 1034 coupled to the 35 secure nmessage generator

operates to brfRKIGRITYPEION apd RIRFEFS1PAnsaction request to a sel ective
call nessage prases sescddddaléenactvecto 1804 poepéding oopbeastbact i ve

the selective call signaling system controller 1200 may

20 operate to encode and transmit secure financial
transaction messages communicated between the regulator
and the financial messaging unit 906. In this case, the
first financial transaction processor 1100 at the
regulator has generated and encrypted the secure

25 financial transaction message, and the selective call
signaling system controller 1200 operates to associate a
selective call address with the secure financial
transaction message based on a received destination
identifier, then transmit a resulting selective call

30 message for receipt by the financial messaging unit 906.
Subsequently, the financial messaging unit 906 decodes
the selective call message, revealing the secure
financial transaction message in its encrypted state, and
thus maintaining the end-to-end security required for a

35 financial transaction. As with the prior operation, the
selective call signaling system controller 1200 further
operates to receive messages originating from the
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- 34- wo bkl Message processor 1104 operates to receivg 98/25803
couple the financial transaction request to the selective cal'l" nessage
processor 1104. In this way, the financial, messagi ng unit 906 can

perform fi nar}c.i al transactions 5 wiho rqui ri nsg a ’E‘Iﬁthi cal connection to
a land-1ine TIMBHRG- RS HAY WY KRt and passegythe et o t he
i npl enent at i dhirdneiahdivansadtbopansys @bl di t evenseystednetafé ngsch al

nmessagi ng ' i SC) . herein, the invention preferably 10
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patent appli Gl 084398 2 A1 ilGshm idBERE S1eddnis Averst et
al. and titled ! Met hod And Apparatus for Optim zing Recel ver

Synchr oni zat iYL - Radi o Conmuni cati on Systenf; U S. patent nunber
5,521,926 20 issuafidRyr&spedtd Ho thdysFrsderet Blverdfbd | t1ed ndBEHed And

aratus, for, | npraqu Message Receptiagn, at a, Fi xed Syst em Recel ver' ;
Gpg pa’tJ el épﬂr?%gltf Jrﬁjrfbg??lnt C%?d@&%i??”ﬁ’?‘é’cﬁ% u‘ﬁlg"ﬁa‘iwﬁbya%@erst
et al. and ciedtestl. ' Filtese of Gl Rgodrosant t 1 enEnabé etlfayer/sg()gSBg;annel
Al oha Transm ssi . ' [ nunber 08 ,
filed July 14‘5,55?‘8“8@?%@’?%%5‘} B AP pi#%t A0, R ARRRPRELHOY T or
Al l ocating Fragjirgicive cadiamrsspges artvtaryedboagiml Metawrid ,aal | of
uhich  are aesidnnd [ ddedd e QO Mdte- L LS8R pi e B Ghegls and al |

of which are incorporated by reference hereiln.
appreci at'®d (g gk komablingilawer 1306, FEARIPPRR HaYex way

comuni cat i Orreprd<HTics We goint where the low level transport
protocols mentioned above are implemented. Finally, the
RF channel is the physical media on which the low level
transport protocol communicates the selective call
20 messages containing the financial transactions.

Referring to FIG. 14, the flow diagram shows typical
operation of a financial messaging unit in accordance
with the preferred embodiment of the present invention.

When éctivated 1400, the financial messaging unit

25 906 (denoted as a pager for clarity of explanation)
operates “normally,” that is, it waits in a standby state -
searching for its selective call address 1404. If the
financial messaging unit detects its address, and in
particular it detects a security address 1406, e.g., a

30 specific selective call address associated with a single
unigue account, or one of several unigue accounts, the
financial messaging unit 906 recovers the secure
financial transaction message to effect a financial
transaction. Once the financial messaging unit 906

3 determines that a secure financial transaction message is
received, the Smart Card function module 1014 is
activated 1408 and the secure financial transaction
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cel lul ar andw@gy,gglg:]acket data systens is contenpl ated. PCT/USSHs8d3N
finanei al groups have proposed standards for 35 effecting end-to-end

transaction security in the | and- line wired environnent. The standards
proposed for securin ctr ancjal fransactions, are_hased on a
b3 mesaFS, BYcR? Sroosnt M ey doredi At mec Sae g e

party (e.g., eanegabaésenbrthesnecosenh as thdasdcurs finaAGAerr])

generates a s o) |se ue_ anp and an

authenticatiogggéga££$§§a§%%%$%é E%oé EE% l&% d%%%ﬂ atstr to a™ -
{equestlgg paprgtocala e. gdevfn@mSQCELEEmaﬂrAE?QS&G|dzfaﬂ¢er Nhghlpﬁg(él?zy
n or 0

inserts a Sna??fégﬁ§£%§% ?ﬁfg Pﬁ£ aﬁﬁfdiﬁg.é er%ggﬁwédgﬁ |f|é%$ﬂ%% code,

and requests @equypting the 19eguEe cfinane hel SrEansaRE kP IESAGE ttansact i on
processing  rs¥sy&M 2tk heaﬁtéﬁtgsréﬁeeMingCam et difid ting

party's financial status account bal ance, credit aval l'ability,
etc.) and e|tF@Feﬁoﬁﬁi%?esaogrﬂ@hFéga%%%r a qebisatalvmy, o other|p g

broader appl i ¢atbeRatibe félaving! tdifeésééd:\ﬁ‘ﬁe fma:thélaepﬁtfaysé@t?&apt ed to
connunica e, el ectronic funds

itiv es or data, as we 3{
t ransf er |ﬁ‘ﬂ§$n§?| Sﬁygﬁﬂgﬁ%psggﬁdpﬁfla??a%f%‘ﬁ%’oo’f ¥R | METRIEY
reci pi ent devtcetheacenpegtngfchhensécumetf&nén¢xalZxkansacﬁkﬁﬁwélng to
FIG 11, the i | r o) 11 n
encryption eqlﬁlé%%éﬂg ?ﬁﬁgr%%%{:yéi fé)gf%s]éo ?‘g}%‘?%}%‘ogse%s 3‘8&% fi nanci al
institution t@peragenuose%@¢@telE@$tbﬂ¢%l¢mﬁuﬁ$12e@ﬁ#@nnannrtnlthelons to
fi nanci al nesgﬁgaﬁglgg|£§aﬂé§c %&ﬁgbéﬂn héﬁ&ﬁﬁt the 25 I|ike.

Specifically, bothidirect.branch and cusStomer_ calls are received by a
first findncial trRASEEYiRG B BEEso}5, the illustration shows a

typical sequence associated with requesting and

authorizing the electronic transfer of funds or debit of
funds by and from a wireless financial messaging unit.
A financial transfer sequence is initiated 1500 by a

20 customer calling his or her bank 1502, identifying
themselves 1504 via a PIN numbér or other account
information 1506, and requesting a transfer or other
financial transaction 1508 for communication to their
wireless financial messaging unit 906.

25 After verifying the identity of the customer 1510
and the appropriate account information 1512, the bank or
regulator initiates a sequence of events to effect the
electronic transfer of the funds, granting of credit, or
the like. In a first case, a financial transaction is

30 approved when the finanéial transaction request is
authenticated as originating from an authorized party and
the financial transaction is permitted by a regulator
1514. Typically, regulators permit financial
transactions when a party has sufficient funds as in a

35 cash load or debit request, or when a party has
sufficient credit available to complete a transaction.
Preferably, upon approval, the financial messaging unit

-41-



1100 conpri gj ransacti on processing conputer 1102, a
processi ng gun é‘%gﬁyption conputer 1104 or 30 sel ective cal |P‘r’r§§§9§8’§&3

processor that operates as a first secure nessage generator, a first
secure nessage_decoder, and a selective call nmessage distributor, al

bei ng f iRFRIRY S t Fhe sesEthe wakl | Lok dhgydansaaidan L8RP and
subscri ber dgh@bagerdr Ofegiiél GorEXatidy SPdhdatiatans a3 thififbaction
The-transactjon processing computer 1102 receives financial transaction
requests an 2fmuni cates with the nmessage and encrypti;on processor
1104 to generate mmda second case, the first financial 3ransaction encrypt
secure fi%1anci al _trans ctié)n nessage. bas%eig % . dnfar rsﬁt ion contained in
the securd t YPTOTRSHAT BELEST 10T LIen &b It ff it Hah FHARFAR ™ and t he
transacti on basedtgpethdhbimesctale torarssssi ion aratnesstr wiernatcdgager 5
1104 al so de LRe est | ' 1 £ er . information

cont ai ned i n&%gagu s%rlgﬁzérﬂ atiaagrséerg%%%df r;%%mc% i Irg)vtvs the sel ective
cal | nessageadtBenticrbedtas origimmting dfivon [an dewttoritdash paithy idndr and

its  corregpopdh e SET W Lakd A 1 4 AR IO LRP SRP S tfég}ll& r
selective call transm ssion service 904. The ‘destination I"dent |?| er may

correspod w3héa cBYREFRIbYal et arrs demp feinanciale inangagtadienphone

address, or wWh§nO4Nedrty haeldimssf tieientni fiply irdamd fdfm adlastdpation
associ at ed mq:th t he secure financial transactio .ma,ssarge. #3 The
message conpBEPET ohe@RRS Bncty ptih 2 RATReM2s 1ngy hReFE G 11

woul d typi caavgibebliseto orompibete a prrEmssestidn.a fifhaes ategullsitdaiti on to

send secure .ele op|J . aut | zations t.. financial
nmessagi ng un'ls’?rsug%Gaéée. giﬁdﬁggléé%{%ﬁl%gv%%%%\#“gs} 20° convent i onal
pagi ng cHanneerpinated| 158 apdttke findngiahinepsacing emit IAOE ransaction
i nformation {8turnsCOIPRSARALSHHErst fgydard financial conputers and data

Referring to FIG. 16, the illustration shows a

typical sequence associated with the wireless transfer of
funds or debit of funds by and from a wireless financial

20 messaging unit in both a l-way and a 2-way secure
communication system.

Completion of the financial transaction 1522 begins
by the regulator or issuer looking up the destination
identifier and security code (e.g., public or private

25 key) for a user account 1602 associated with at least one
financial messaging unit Sbé."The secure messaging
system then generates the secure financial transaction
message which is communicated to the wireless selective

" call signaling system COntrqller'where the selective call

30 message processor 1104 executes a control program that
receives selective call message requests comprising a
destination identifier and the secure financial
transaction message and encapsulates the secure
financial transaction message in a selective call message

35 that includes a selective call address corresponding with
the destination identifier. This selective call message
is then distributed to a selective call transmission
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structures, \9‘8‘3}3 §;Message is encrypted using the public P@ﬂgsﬁ‘dsy@te
keys assigned to target device and 25 transaction, respectively. The keys
assigned to each device, along with their paging addresses, are stored

in t he user databgse associ ated with jhe .praocessi, After
each nessage SISV Yt &FSRINS t":‘f"eﬁ:tl'“* éqsltIEé‘aaF rféfenﬁﬁg‘f‘rfg‘p‘rre Je to
the pagi ng sysiembive tdmﬁ&ﬁaﬁﬁmmsngiremmca/&tmadcasts thdhe first
financi al transact.i.on pracessor. .110Q will .de|th
reference toS8 i@ a@% mesisrﬁge rat e@% t#é"‘q‘ai%résgga]f |n{ne;gném%ﬂqs ﬁflstgtct ion
processor 11@®6 thsitt lreceativesd ddee mmum cHll siegsdeng system 35
control | eg. O&)tlona]?lg; SR {fld i3 Mesddifidd Iitd @d@%@%& a

functi onal5 di W T el ess se gnhal i
- 37- : firsgysneaﬁmtpmmmrmmanhe A eITevt slrssemtmﬁ nepat \@grdnd 2-

way secure MBSRAGIN AydsBLARAEL G Sidnalid ng 'ﬁﬁ@ bank fWdalei @hen

nmessagi ng units. The wrel ess sel ecti ve ca SI nal i ng system 5
control | er 125 e kARG s aRRFIRTLALY | HRR RGTIS 1en sepdRssor

%100 a'ﬂgng V\"tdé’taa ﬂz{a’i’ib&ﬁﬂé«éﬂn Idhpy ik ing ﬁmﬁoza?éi&ih Mﬁﬂ%&%c@@ﬂtl n
way RE sys . a one recejv conpri sin

recei ved i g ﬁ#d@?%s%?a%d:%ﬁ mtt%#ée %‘Eﬁ rgom ‘gﬁ am@%%‘tlo
Preferably, seveitd mfartdadteiant, cired remied ein o tsion eps verifpythet

distrl but ed Ml SLOCAEPUARS e UARIR 15 JEEE nd el o4y D!

transm ssi ons financi messdagi ng uni 6. The
nunber of recsurdrerfeit msyﬂmusimwiglm Sreoefe PN E a920rds i s

selected 15 44 x?c?fa]‘f%e?éi imbaungd. 906”§‘£'n%ﬂé55' ons.

As one of ordlnar%] rk |n t e art a p%ergglr)ate thi s’ nunber  may

vary greatsly Je%ncﬁ ,Orﬁ.nd 1608 need not be performed A bank will
typically record 1612 the success or failure of a

transaction upon its completion 1614.
In a financial messaging unit 906 having 2-way
capability 1616, the bank can wait for receipt of an

20 acknowledgment 1618 comprising a returned secure
financial transaction message that confirms execution of
the financial transaction. When the financial
transaction is successfully completed, an optional
message may be presented 1624 to the user at the

25 financial messaging unit 906 before the financial
messaging unit 906 returns to an idle state 1626, .
Alternatively, if no acknowledgment is received after a
predetermined delay period 1620, the bank may re-initiate
the prior financial transaction 1622.

30 In a variation of the operation discussed in
reference to FIGs. 14-16, the user may remain in
communication during the financial transaction, and the
bank may receive a non-real time acknowledgment that the
transaction was completed successfully using an altermate

—3 path, i.e., one other than the RF reverse channel. This
can be accomplished by either using a l-way or 2-way
paging device in a wired ATM machine, or by having the
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terrain, buildy gif ol i age, and other environmental fact

The w- reI ess se ec | ve call signaling system controller %?é&?@gents

a closely coupl ed i npl enentation of the overall secure nessaging

system In practice, a regul ator bank, credit card issuer,

etc.) may notu%\%ﬁtr?%%llﬁegﬁoﬁsPBW?thﬁ%h‘a’Frﬁ%&?gc%wfzsieme

i nfrastructur@uring. théhéntiﬁésﬂtiﬁ%cé%an%ddltm t@ antenna

904, ' and the %{' %easé one ce Vf 1202 syst m Conse thyy

conventional WretBsEIVe- ay %‘éa@ %tS%?'\-‘/?%@pg%i gqﬂer( %I d

provide and finamcibahi mesbagREgixmﬁiﬁssamw@r&gﬁtd dHeer rtﬁ’@&&ﬁnd&&!l d 30

utilize that r ven manner to conmuni cate
na Bf?hgééé‘f&ﬁ ULy ﬁ%éﬂag%rgpoi‘ ete e‘f{n}gé%uvi %%y

secure financra fansaction SS I ator and the
financi al nessagi nddhtienally90bf an addressisim delratteﬁ tté!dt&tlJS/e to the

precedi ng Opeéé‘ébefatéé wifR é%%éf%&éégﬂr%rﬁiﬂ

controller-1 operate to eno%a/g transmt secure
fi nanci al H‘%@h@%l%ﬂsm%e@ﬂé cdi ¥k meara:@m%taomozmére t he
- 38- a§ih§!abiiasci doléasncii oo ARESS0Ia LIRS sgener at ed
and encry te e secure financial trapsaction nessage, t he

sel ective'%al ‘T‘s§?§ﬁ%ﬁ:‘? g"LTR{2nFETHES ffatr ﬁwmls%ﬂnc r?&dr&?’@r yphe t he
secure financéetute afeecdenmbIubs SRGE, bé Gic i verand ﬂhéra:ecﬂiiv%d ncreases

the | evel of ocl at ed .secure financial. transaction
nmessage by en%ea%‘z% a% I%n%’aum% g%g%&%cp ?ﬁ@%e:d] né%é:rh;?ptlon
Subsequent | y, inferhanboni ebntebsed)i iy tlmtmessa&_&ﬁ vd:&ﬂcﬂiéﬁa mmeﬂoft s the
doubly encrypigcadBsrdlifce W1 LEVEANLD L SHRL L ARG on

us nain a|n|ng e e

nmessage in its encrypted state, and t “0%nd
security Mequri®a tae Fulesaasseriatedonish gthe received address.

One of ordinary skill in the art will appreciate
that the preceding discussion regarding the claimed
invention in not meant to limit the system to a
particular transport protocol, wireless media,

20 cryptographic scheme, or physical communication device.
Consequently, the claimed invention and other variations
made possible by the teachings herein represent only a
few select ways that a secure messaging system for
communicating financial.information can be implemented

25 using the unique pr1nc1p1es taught in the present
invention. '

It is in the preceding spirit that we claim the
following as our invention:

9



Simlarly, t@g@gb@qt ive call signaling systemcontroller PEPISHLIERHI €S
nmessages originating fromthe financial 15 nessaging unit 906 and passes

t he secure financi al transaction nessage in its encrypted state to a

o er natt ve to the preed ng aper ot oncir i, ne ool AHHHI I FENN- : o

system control |l er 1200 nmay 20 operate to encode and ‘trénshit* sécure

financi al transacthi QR TRSAR0SS RMEILGA &4 rRGIVRAN ddiesdfHHy at or

and the financial nessaging unit 906.” In this case, the f1rst fTnanci al
transacti on pwides SHAMPEIRIRG: t he regul ator has generated and encrypted
the securg 25 finang ateddp&acti on nessage, and the sel ective call
signaling systemcontrol]er 1200 operates_to assogciate a sel ective cal
address wi th the secrtEIeahitg o1l dRTOREnToun. s tagERp ATeebYeE

recei ved destinationa finameidl fiednsadehon rprstessorresupledgeseteeti ve
call 30 messasgEi for. receiﬁ (ﬁ% tge financial messaging unit 906.

Subsequent |y, CHYand % fﬁhg unit 906 decodes t he sel ective
call nmessage, revealanpihesemessor codphedctal theafitmancbdal nessage in'its
encrypt eqost Ao Atk jon HIUSSBLP 2! Ole D1 £0€5 ¥ ERth SEEHOALY; TEAMI T o
for a 35 Financrar Trans T on. AS W Th the prior operation, the

sel ective call signatitxanRslther pewpledrta 2tpe fHRIRPTOCEeSEPEFates t 0
recei ve nessages originating fromthe - 39.
financial nmessaging unit 906 and passes the secure , financi al ,
transaction messagg' i The PAHARAR drv@nieTyF e Tinangift AeFs3Hing

decryption anghpf 0£€86iding to claim 1 wher&bhethengihan€i&l 13, the
illustrati on shows t vari ous | ayers of temin a formt

Lhat 1 628" SRRl U on ot §hedir PISLIuRL SadtasatA0s SAPREMER 2 0

st ack di agr anfiremtcisl werdnkaowibhon nméssageecouphedsfrom the selective
call decoder.

3. The portable 2-way secure financial messaging
20 unit according to claim 2 wherein a received secure
‘financial transaction message is decoded by the selective
call decoder and passed directly to the financial
transaction processor to prevent unauthorized access to
information contained in the secure financial transaction
25 message. '

4. The portable 2-way secure financial messaging
unit according to claim 3 wherein the received secure
financial transaction message is decrypted by the

30 financial transaction processor and coupled to a secure
memory that retains information decrypted from the secure
financial transaction message.

-. 5. The portable 2-way secure financial messaging

35 unit according to claim 2 wherein the secure financial

transaction message comprises a financial transaction
session key.
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I ndustry. Wth respect to th ent |nvent|on the_network 10
| ayer - 1302 |§’Oa?96819nt at which fi nankﬁymﬁ uﬁm are PCHUSI8803
These financial transactions are the d to a nmessaging |ayer
1304 where appropriate sel ective cal I massages are formed for inclusion
in a t ranspor t6 pr G Fordiadi a2 venb ssicatrs FimandliEl] eessagim@OCSAG. 15
The channel  siginaldddl-d ey %erté@ﬁaﬂt 4 ASRAT 1Y Yecure TEUBREUF the

p0| nt where the |ow | evel ransport protocols nmentioned above are
i mpl emrent ed. @chiﬁl‘?rhé“essaw omRItes & (Rt pmed cashe@iieon which the
| ow | evel transport pr ot ocol corrrrunr cates the selective call 20

nmessages cont ai n| fi nanci transact I ons. Referring to FIG
14, the fPow di agram gﬁ’(ﬁ/\/? 'Wayoﬁérca’txieor‘fwlﬁlnm%glr%sagr ng

unit in accortdahcea.ccord\irtd1 ﬁdleclt((jﬁia rvﬂiblﬁlﬁﬁh?ChH@rﬁecﬁfré hel et
i nventi on. ted 1400, the financi sagi ng.unit 25
906 (denot ed HLH apcatglé?nf ¥ sc?i?r?vpo?l%%ﬁplaarfa%% rﬁ% %‘Ié%f

"normal ly, o tteskues, it waits in a standby state searching for its
selective call address 1404. If the financi al nessaging unit detects
Its address, and in particul ar it detects a security address 1406,

e.g., a 30 specifi% sdhaPorsabdie Zatave secarsodiizeasiml messsigigioe

Uni qUe aCCOURini DAt Mnd VST a N AU ACHNKE sdire fimanei 2l
messagi ng uniit 906 recovers the secure, financial transaction nessage to

effect a findikARHaction HRS[AISIFORBIGSThe Motaaied radidyivrlumit 906 35

determ nes that a secure fi nancr al transaction nessage is recei ved, the

Smart Card functi ul e activated 1408 and the secure
financi al transacﬁ]om por a%le 2-way secure financial,messaging

message nay heide corarrdisdd) . tdeciadimP athewmniri enarkdwived saaird epr esent
the recovery afn1Ne SEQULId AN Hessage is decoded by the selective
call decoder and passed directly to an attached smart
card to prevent unauthorized access to information
contained in the secure financial transaction message.

20 .
10. The portable 2-way secure financial messaging
unit according to claim 1, comprising:
a secure message generator coupled to the
financial transaction processor and the main processor.
25

11. The portable 2-way secure financial messaglng
unit according to claim 10 wherein the financial
transaction processor encrypts and the secure message
‘generator generates a secure financial transaction

30 message that is coupled to the main processor for
transmission by the transmitter.

12. The portable 2-way secure financial messaging
unit according to claim 11 wherein the secure financial
3 transaction message comprises a financial transaction
request.
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transacti on. fromthe nati v pr ot oCOpGCT/BSB2580Br OM
a FLEX[err] or AG data or 5 |n mammml decodi ng can incl ude
the step of decrypting the secufre &1 manei at Uransactlon nessage to
recover its contents r rese ti el ectroni c

credit value, a debi q:tﬁbq%[?eway |<?1ufrorrrf;it%glr$lrae in%lé a secure
financial t rammtamﬁ@lmglcﬂ:o assluryplbgﬂhgmm e gRCUTe sf@srsaw&bys.
Accordi ng to th t |fg d rApagdd on

nmessage, the EEﬁR%%§E%d§H§ %%%% %?g%%gs%r a operate to ‘eXecute

I nstructions 1412 pertinent to the financi al transactlon bei ng

executed. (15 1 Refogy |§gkgébfﬂ(§_ﬁg§-éé&hﬁé|ﬁ£ﬂdﬁ§ﬂd¥1m€§§&§ﬁhg

typi cal sequence aSSOCIated w th, requesti ng and authorlfjn t he
el ectronic tr@mste$0©¢r@bﬂ@st%rcbéﬁmt1%fWhere¥%nH%eb§e%HﬁFf Ci#t el ess

financi al % PghB8cHDbh message comptisascaafundantdnsfergremiest S
initiated 1500 by a 20 custoner calling his or her bank 1502, identifying

t hensel ves 1504 via a PI N nunber or other account |nfornat|on 1506, and
requesting a transisr ThHe Qidretable 2+waycsedute afigmoidicl hﬁﬁsafgimg

h
A Ler vor 1% yi WRCE nBSFREALRE tBT CERIm b BflPe EIbREk AR SuaBRa Y |

account i nforaaahsactbdi, mebsabankomprlsesreggradgt Fedreestes a sequence of
events to effect the electronic transfer of the funds, granting of
credit, or the like. In a first case, a fipancial transactlon s 30
approved when the LlBnahchertablesacvavnseegrsiinancial ARTRAGIAt ed as
originating fﬁﬁghancaﬂbggghﬁgd party and the financial transaction is
permtted by a requl ator 14. Typically, regulators permt financial
transacti &hs when a BaF??eHH§rsuff|C|ent funds as in a 35 cash | oad or
debit request, or whansalpattiyehaall desvlibirctenpledetlottheareabivere
ﬁgg‘;;gf ﬁgautn[ ansact ' Qe snanciht’ erdRkkeed %“p%BB%%‘éL’ cbli§1Langsctak
selective call decoder, the financial transaction

processor comprising:
20 a security code processor;
a secure non volatile read only memory coupled
to the security.code processor;
a secure erasable read only memory coupled to
the secure non volatile read only memory;
25 an input/output interface coupled to the secure
erasable read only memory; and _ '
control logic coupled to the security code
processor, the secure non volatile read only memory, the
secure erasable read only memory, and the input/output
30 interface;
a main processor coupled to the financial
transaction processor and the selective call decoder; and
- a transmitter coupled to the main processor.
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206 ”pnp W@ :ﬁe“'?: Laaﬂllm mllumﬂﬂﬂw " f‘ﬂ“f%f%ﬁ%ﬁ 9 a

second case, the first financial tYansad#ti®sn processor deni es conpl eti on
of the financial transaction based. on the financial transaction request
when -at least 1dneThe PREtRPR&NErWRYt FaAYHEt fbRareiadsnessaging

authenti cat ednas Qkicdrédhign®of CARigN 18Ut bempzedipanty and t he financi al
transaction is not permtted by a re ullator 10 1516. Ty ically, regulators

deny financial tran@asFagits Card,GeNPLefatOy thes financipdi EXpDEaRELOMn t he

cash | oad or proceégliolr m&que&b,1@puwheﬁtpupaﬁhxeh&acensuff|C|ent credit
avai lable_to conplete a transaction. |If the regul ator deni es the
financialstransaction, the request is 15 term nated 1518 and the financi al
nessagi ng unit 9088. Thet pontabden2+way speuzei financial me&ehgingng to

FIG 16, th ted th th
Wi rel ess tr:n er%kk%&ﬁggﬁﬁgé or%&mblky%?%?l %qugn 8g?rgﬁgg 3Ar21ess ©
fi nanci al 20t#§9§@$hmgnuwmpcﬁﬁsbﬁtWGQE}Vﬁéyaaﬂdd&CZym&ﬁ gesecure

communi cat i O j$eiAm transactggﬁph@EFQBeOthBQeE'Q o hel LRARRAGLLRN 1522

begi ns by the regulator or issuer |[o0king up the destination

i dentifidf aﬁ&1§e9®HQ§FIbode (e.g., public or private 25 key) for a user
account 1602 associated with at | east one fi nanci al nessaging unit 906.
' The secure nessa enerate§%the iure financi al

transaction EhﬁhP8ﬁ¥F§§8o%nﬂﬁYgﬁ?EHr?o RenGARe BESSREMRLt i ve
cal signalimgasyskmmmxtmmjcﬂd elaimecle wheredhneat reecedaled 3@cumesage

o ovesor IO Hee ALganith, gl Yiboeodet B Bhe edibh

message requests conpri des 1 On
financi als caﬂénﬁaapd@m‘ﬁ@ébsg@sgdddeme@piwlapeghﬁhélsananal financi a

transacti on FR$$RLR tidn? prolceslslore teab&e%a%aaﬁl 3 hori3kd %L«,% &S tB

sel ective call address coOrrespondi ng estination entifier.
Thi s sel ect i v@fRIMAtHOEs sgatained tlﬁeﬁheu SEFIEEt éénﬁacaaée%épﬁ@@t@m
transm ssi Onmessage.

20 20. The portable 2-way secure financial messaging
unit according to claim 19 wherein the received secure
financial transaction message is decrypted by the
financial transaction processor and coupled to a secure
memory that retains information decrypted from the secure

26 financial transaction message. |

21. The portable 2-way secure financial messaging
unit according to claim 18 wherein the secure financial
.. transaction message comprises a financial transaction
30 session key.

22. The portable 2-way secure financial messaging

unit according to claim 21 wherein the secure financial
transaction message comprises a returned cash value.



-42- ¢ WO o9/58§ce in reﬂﬂﬂ]ﬁ t| nation identi fgefrpsobRB8sos
sel ective call transm ssion w'm s the sel ective call
message to the financial nessagi‘ngtunhkt s 6 that receives the selective
call nessage. 5 i opal anci al _nessa uni t 906 may _send a
first message pr %'i g‘et \é@rggg}et 'Wﬁ%’e?f’c‘a‘rgr’rg %E}&rl&tl megss f unds
transfer or tdmcitl ialce:or'ﬂ]mdjam( olmiind 20hehereivaitthel GHeare zﬂipra)mjiaal e tinme

Phe account T RRER oaf ess e AR 51" e S b BtFEein

of the transaxat]mm and coded information to verify that the Smart Card
920 to be.debited is valid and not a counterfeit 1610. Cobviously, if the
Smar t Carg 920 is integrated with the financial messaging unit 906,

steps 15 1604, 1604 - Fhe PoySapded2nWeYbsepurrofingnciaianesaaging
typically reggfid Je@e%ﬁ&magsweﬂsaﬁf AR the sdd@tsaGldL[LUPON its

conpl etion 1614. financi gl nmessaging unit 906 havi_ng 2-way
capabi l ity 1@1@“%%%@%%??%@@%5@@09 petornat ¥ Sn A eRnent 1618
conprising a returned secure financial transaction massage t hat

confirns execution, of S&&P&na Ci aI transactd,on. n_the fi,nanci al
transacti®n is sudesIh@ R? FeteW2¥aff SGHES Orf;é.lnancn. DeS58948¢ be
present ed 163hitto ddeondierg ato td"laﬁtB 11‘8 nareiedin raassaxgam@dumetmﬁfkﬁ bef ore
t he financi al gi 6 S it

Al ternativel yf,lrfégﬁﬁsaal r\}/’ﬁ%:'tc}:lgr?glntﬂ(eesté}5 CEIS\?é%LC#% by q"th pre cetrlrﬁ"ened
del ay peri od c&6l20 demejarﬁndmﬂﬁﬁd Widestdy talmn mrﬂtachemeamm
transaction 1624 freveﬂtf‘ uha{ A AH Yoddis Rt mglisapssed in

reference to FIGs. user may, remgin in conmmuni cat i on during
the finarf&i alcctl?taﬁa‘émﬁ iigh, tf%cﬁﬁ%e nanciply BAnsastiPharIIage i ne
acknow edgnent that the

26. The portable 2-way secure financial messaging
unit according to claim 16, comprising:
a secure message generator coupled to the
20 financial transaction processor and the main processor.

27. The portable 2-way secure financial messaging
unit according to claim 26 wherein the financial
transaction processor encrypts and the secure message

25 generator generates a secure financial transaction
message that is coupled to the main processor for
transmission by the transmitter.

28. The portable 2-way secure financial messaging
30 unit according to claim 27 wherein the secure financial
transaction message comprises a financial transaction
request.

29. The portable 2-way secure financial messaging
35 —unit according to claim 27 wherein the secure financial
transaction message comprises a cash load request.
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transaction | eted successfully using an alternate 35 path, i.e. 6 -
one ot-her th\zﬁa?m reverse channel. This can be acconp‘IE)WH%’zﬁW’
either using a 1-way or 2-way pagi ng device in a wired ATM nachi ne, or
by having the - 43- user renain
on a phone or ot het9 cFRRIRRIRIE FoWade securgyfiingnchalenessegingnsact i on.

Additional |y, ufit ac€bsdingttyeclaaiteli P ahipite PAthRY %é&%&eb%i&%&%lri%;led by

t hj financi al nessagi n% unit 906 tpo signal that the financia
transaction h%%a%%ﬁt%%’ﬁﬁf‘ FII% TR L8 ¢ fund transfeygreayest g, i f an
address is detected that is associated wth a normal nessagi ng

function, the i nanci al agi unit 906 wll operate as a nornal
pagi ng devgl ce. Homgej\'/‘e?ﬁlel ?p qt"{wgeaa%é'eetg @&%@a' e?(?(‘f?“g?s\%nil?a'fﬁgaé{s?ﬁﬁiségéﬁgm th a
secure data tuaﬁtrﬁgs@n@iwldt@srslaim_eﬂ wh ey elie cederentduagciay be
activated, the Lecgivesh mes%f#gnrf%‘{eéfn%%%éagé %ﬁ?%&%ﬁg e decrypted, and

t he i nformati on contal ne éssed in
accordance with either the contents of the nessage or 15 wth the rules

associ ated with the received address. One of ordinary skill in the
art will appreciate that the precedi ng di scussion regarding the clained
invention in not neant. to limt the systemto a particul ar transport
protocol, wireless nmedia, 20 cryptographic schenme, or physi cal
communi cati on devi ce. Consequently, the claimed invention and ot her
vari ations made possi ble by the teachings herein represent only a
few sel ect ways that a ﬂmmﬁl’mﬁaﬂﬂm Ij| system f or conmmuni cati ng
financial information cak KNt HY 25 using the unique principles
taught in the present i hvent 'on®  * It is in the preceding spirit
that we claimthe foll owi ng as our invention:
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-44- - ‘wooo3spe1 1- A portable 2-way secure financial nmpggagosssso3

unit, -conpri sing: a receiver;. a selective call decoder
coupled to the receiver; a financial transaction processor
coupled to the sel ective call decoder; a nmai n processor
coupled to the financial 10 transaction processor and the selective cal
decoder; and a transmtter d to the main processor

2. The portable 2-way secure financi al
1 wherein the financial 15 {gansactj
secure financial transa@ion

unit according to claim
ecei vesqand decrypts a
t heSsel ecti ve
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call decoder, 3. The portable 2-way secure financi kNg
20 unit accoW8i9ﬁ/a3]t96 claim?2 wherein a received secure fi%@?eﬁb

transacti on nessage i s decoded by the selective call decoder and passed
directly to the financial transacti on Qé@cessor to prevent unauthorized .
access to information contained in the cure financial transaction 25
nmessage. 4. The portable 2-way secure financial nessaging

unit according to claim3 wherein the received secure fi nanci al
transacti on nessage is decrypted by the 30 financial transaetion processor
and coupled to a secure menory that retains information decrypted from
the secure financial transaction nessage. 5. The portable
2-way secure financial nessagi ng 86 iHH4--accor-di-ng-t-6 -ekai m 2 wherein the
secure financi al transaction imessage conprises a fidancial transaction
sessi on key. ' 8 : Q . 6. The
portable 2-way secure financial neSsofiy c&prding to claim5
wherein the secure financial tr ' oqprises a returned
cash val ue. 5 7. The portalpl i nanci al nessagi ng
transacti on

S

al

rfﬁnaggi :
message conprises a returned fund tr o g X
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value. 10 W099/33891 The portable 2-way secure financi al rressg&irng”assoynit

according to claim5 wherein the secure financial transacti on nessage
conprises a returned credit val ue. 9. The portable 2-way secure
financial nessaging 15 unit according to cha m 2 wherein a received secure
financial transaction nessage is decoded by the selective cal | decoder
and passed directly to an attached snart card to.prevent unauthorized
access to information contained in the secure financial transaction
nmessage. 20 10. ‘'The portable 2-way secure financial+ nessagtng
unit according to claim1, conprising: a secure nmessage
generator coupled to the financial transaction processor and the main
processor. 25 11. The portable 2-way secure financial nessaging

i m

encrypts and the sec ssage erator generates a secure financi al
transaction 30 nessagelthat is couplied to the main processor for
transmssion by the transmtter. ®- The pagtable 2-way secure

financial nessaging accqedidg to claim 11 i n the secure QJ
-a {4 '-al--t,-rg‘nsaction .
'

unit according to cl wher ei&t.he financi al t ransact.i on processor

financial 35 transaction ssage conprtse
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13. The port gh gorZyy secure financial nessaging unit according to
claim11 wherein the secure financial transacti on. nessage gﬁ'ﬁﬁﬁg?{%@’%

cash | oad request. 5. 14. The portable 2-way secure financial
nmessagi ng unit according to claim1l wherejypp the secure financial
transacti on nmessage conprises a fund transfer Tequest. 15. The
portable 2-way secure financial nmessaging 10 unit according to claim1l
wherein the secure financial transacti on nessage conprises a credit
request. 1 A portable 2-way secure flnan&;al mgssagi-goLy .

uni t, conprising: 15'< a receiver; B el ective caﬁlgyecoder
coupled to the recelvgf a flnancial'trqﬁsﬁbtlon procé@sua

coupled to the seEe ' call decoder, the fi natic transactgo

processor conpri si ng a security code grZcess\r;
a secure non volatil eldr d onl\y nenorycoupl e@ CtJoE_’t he sgcuri ty %ode

processor; uJ a secuye eras Ie rea&bgly menory upl edito

s ecnma b e e rErn -

i nterface coupled to the, secur e er hsablié “réa onry~ nenor ;
control |ogic coupled to'the security Fode -. @G €S S OF theﬁsec e nog
n

vol atile read only rrem)ry t he secur e] a} as.ab re O
t he i nput/output so interflace; 3 he i aprjoceseprs o&g of t e
financi al t ransacti oh Jpr &eshor] apd t e sgg ifve cg E eché
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-47- ’ wo 9933191 17. The portable 2-way secure financi al peresss3e3
unit according to claim 16, conprising: a smart card coupled to
the financial transaction processor via the input/output interface. 5
18. The portable 2-way secure financial nmegygaging unit according to
claim 16 wherein the financial transaction processor receives and
decrypts a secure financial transaction nessage coupled fromthe

sel ective 10 call decoder. 19.. The portable 2-way secure
financial nessaging unit according to claim18 wherein a * ecei ved secure
financial transaction message is decoded by the selective 15 call decoder
and passed direct| y pto—thie RS . BA—PH-06-865C G—{H-8M-8
unaut hori zed accessjto |nfornat|on contalned in the secure financial
transaction. nmes$age- 8 B—Fhq portabl e 2-way. secure financi aj
nmessagi ng unit gccprding to claim 19 erein the received secure
financial transacti ¢n jressage i s decrypted |oby the financial transaction
processor d coupl ¢d ko a secure men@rly that retains information
decrypted f@Qm the _Sedlre %E fi,nanci al trégsacti on presspge.
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21. The port -yway secure financial nessaging unit according to -
claim-18 Wnere@ %’%E%Yasecure fi nanci al transaction rressageCP&T 123803 o

financial transaction 30 session key. 22. The portabl e 2-way
secure financial nmessaging uni t accordj to claim 21l wherein the secure
fi nanci al transacti on nmessage conprises a returned cash val ue.

- 48- 23. The portable 2-way secure financial nessaging

unit according to claim 21 wherein the secure financial transaction
nmessage conprises a returned fund transfer value. 5 N .24. The
portabl e 2-way secure financial nessaging unit according to claim21
wherein the secure financi al transacti on nessage conprises a returned
credit val ue. 10 25. The portable 2-way secure financial nessaging
unit according to clagm 18 whereBn a received secuze fi-nznci al
transacti on nessage ig decoded b the selective Q call dec@der and passed
directly to an attached snart O card to prevent I@naut hor i z@d access to

i nformation is contai Eed in the gecure fi nanci al t:gansact [ on:émessage.
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26. The port@bjg/ﬁnway secure financial nessaging unit acegraisegr24s03

claim 16, conprising: a secure nessage generator coupled to the
20 financial transaction processor and the main processor. 27.
The portable 2-way secure financial nessagi$g unit according to claim
26 wherein the financial transacti on processor encrypts and the secure
nmessage 25 generator generates a secure financial transaction nmessage
that is coupled to the main processor for transm ssion by the
transmtter. 2& The portgable 2-say secure financial nessagi ng
30 unit according to clai @27 wherefh the s@cure financi al transaction
nmessage conprises a financ¢tal transkgtion - request. 29. The
portable 2-way secure finaucial messaging gnlt according to claim?27
wherein the secure fi nancmal tr&sacti o nessage conprises a cash | oad
request . g Z49- 30. The

<
portable 2-way secure find®ci al mesg:a ng @ unit according to claim?27

wherein the secure fldlcn.m.aJ_ ot rtion nmessage conprises a fund
transfer request. 331 fhe po | e 2-way secure financi al
nmessagi ng unit ac orqj_,rlg toQ 2y erein the secure financial
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{57) Abstract

A portable 2—wa3'r secure financial messaging unit (906) includes a receiver (804), a selective call decoder (1004), a financial transaction
processor (1014) a main processor (1006), and a transmitter (1034), A received secure financial transaction message is decoded by the
selective call decoder (1004) and either passed directly to a financial transaction processor (1014) in the secure financial messaging unit or
to 2 smart card to prevent unanﬂmzed access to information contained in the secure financial transaction message. The portable 2-way
secure financial messaging unit (906) may originate as well as receive financial transactions.
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