: l?aJanuary 2007 LARGE- SCALE NETWORK MANAGEMENT USI NG DI §7 i &idH-Bho7
» AUTONOMOUS AGENTS FI ELD OF THE | NVENTI ON The present invention relates to
. conmputer network managenent in general, and nore particularly to a
-l'arge-scal e public and private network managenent architecture using
di stributed autononous agents. BACKGROUND OF THE | NVENTI ON C assi c
- large-scal e conputer network architectures having hundreds or thousands of
network el enents, such as bridges, routers, and switches, are typically
managed by a single, centralized network nmanagenment server, which, by
itself or possibly with the help of distributed data acquisition units,
gat her s i nf or T&ARGE-EEAGE, SETHOBK MANAGEMBUTK USILBGEDESTRIBUOEgh t echni ques
such as pol | i ngUFONSYOWS AGEYNESNg, in support of performing centralized
functions such as determi.ning the topology or operational status of the
entire network. Such centralized, hierarchical  systens in which raw or
formatted information is processed at _a master server ultimately suffer
from exhausti on of conputath@WLPéygaﬁgégvgﬁanﬁgor response tinmes. A
necessary requirenment of such centralized network managenent architectures
is that the netRftReHERYGEMN FRiASP PamputeRetwplkdnanagamepin gepeial RGRErE hus be
able to receive information fromor regarding every elenent_on the network
and naRagieuladeios ergericals Behligrand privaicresEefkymanagqrant fehilgerpte sing sbpenatnd
solutions that partition a network into nultiple domains, with each domain
bei ng SBEBIBRUSPEIPFanaged by a central server, do not offer a clear way of
integrating cross-domain and end-to-end information, and are therefore not
gﬁewed as a full solution, or transforminto a nulti-hierarchy centralized
ottl eneck. Centralized network nmanagenent systens suffer particularly when
dealing with network suBAGHGROUEDORITHESNVENGHIMg. In the event of a

network fault, such as if a |link between network 1 12 January 2007
Classic large-scale computer network architectures having hundreds or thousands of

network elcme;nts, such as bridges, routers, and switches, are typically managed by a single,
centralized network management server, which, by itself or possibly with the help of distributed
data acquisition units, gathers information received from the network eleménts, through techniques
such as polling or event frapping, in support of performing centfalizéd functions such as
determining the topology or operational status of the entire network. Such centralized, hierarchical
systems in which raw or formatted information is processed at a master server ultimately suffer
(‘\} | from exhaustion of computation resources and poor response times. A necessary requirement of
such centralized network management architectures is that the network management server "see” the
entire netwoi:k and thus be able to receive information from or regarding every element on the

network and manage every such element as necessary. Other network management solutions that

‘partitio'n a network into multiple domains, with each domain being separately managed by a central

server, do not offer a clear way of integrating cross-domain and end-to-end information, and are

therefore not viewed as a full solution, or transform into a multi-hierarchy cexitraliied bottleneck.
Centralized network management systems suffer particularly when dealiﬁg with network

-ls:uw'cilla_riéé and provis.ioning. In the cvént of .a network fault, such as if a link between network
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elements falls, the fault would typically be detected by @ RelbdBaornit

whi ch would then report the fault to the network managenent sefver which
woul d determ ne root cause, effect, and a course of action. As the nunber
of faults increases, the increasing conplexity and | oad of the required
conputati on would eventually result in a failure of the central server and
in faul ts clemsntsiadlsphe fRakdioeld typivatly bodaserttdby e wplinp miihghismeowd fifei gappiat | on

requests t afakﬂiﬂe carri id out central h% V\Dullldg]ﬁl i kewi se suffer frﬁgl)m _
i ncreased -OetP%ﬁ%Wfr T EEr1e8y EFVeE 8| piapid stemyagrooheryss: siesb &Ry, Thi s
probl em i $,6RUROMAREHs bR nBAbLl df Téﬁﬂ?%cﬂs%&,%n&%fngﬁgﬂ@gxig anfl 3d oPRE WOT K

suffers, as each centralized server does not see ntrre network, which
may be  crreduired bomputdiian dloildgvertasls-rpmlt tin b iffilrd @uhd Genfil forvey il i@Taukg. Hence,
computer network architectures that enploy centralized network nanagenent
are not ed$t pgingshandled Iend-tyigpd proxisioning and whfieustion reangstsehittaye exfrrigseauhor k

el enments increases,.,;and as..provi si oni rocedures.grow i ncreasjngly
conpl ex ascectf?eyr‘lveof“ %/‘flolfji?w&f\%ffeoi Oﬁégl,cre?ﬁgqm@té}ﬁ)]ﬁj t%"}i‘t“%ﬁc%ﬁ’ﬁﬁﬂ%&ﬁ& server
Wil ultingd %bmﬁléﬁtﬂ. A% HrbBle® P AohbYurddd P bettitiShe N0u B O TS aNofgat i on
fromall network el'enents is exceeded. SUMVARY COF THE INVEI\I'IPI’ ON One

enbodi menmeiwfork hffepr esenl cemmbrtlisorverséek foft @e tHeoantitkenetwdrl) idels aal e net wor k
managenment architecture using distributed autononous agents that allow
network CHHEbdRRding gropepagtition fanlts gpravisiapingoni t or ed wi t hout bur dening a

central net V\Drl-i%ncen@&%% Ll Q%Sng{r&gt%%%%? altéte %jphg (;[eﬁtéaﬁ%c::’]cglléeg%?rﬁ %%%}%%Herétﬁd

net wor k rranagerrenf server, nment "o

provi des femofeapillytidcalbbit YIRS, o6 @eaiibel intQdmPRYWOS et iiD BRRRRN InciRcl, S, Where
each network nmanagenent unit sees and is responsible for only a portion of

t he over adid sagirowsidaingpreceltnes govaindicaringiya canytexeas" thg) eettvorkndiyerbiBesgddiei ned f or
each network elenent, with each decentralized network nmanagenent unit

hosti ng tFOYE Nyt wagagerpent sgyer adll sltiznately fofh @s Iromepactiyl torece Al EREFK f Or

whi ch t he; AT sponsi bl e. Each agent may in turn
conpri se a p %\%ﬁoﬁﬂ%% egiglg%elg%%gcﬁgé\et%'s (DCs), with each DC nodeling one

or nore physical and/or |ogical aspects of the network el enent,

SUMMARY OF THE INVENTION -

One embodiment of the present invention seeks to provide a large-scale network
management architecture using distributed autonomous agents that allow network
components to be easily added and monitored without burdening é central network
management server. Instead of a single, centralized network managéement server, one
embodiment of the present invention provides for a plurality of decentralized network
management units, where each network management unit sees and is responsible for only a
portion of the overall network. A software and/or hardware "agent”" may be defined for-each
network element, with each decentralized network management unit hosting those .agenté that:
correspond to the portion of the network for which the network management unit. is
respons_ible‘. Each agent may in turn comprise a plurality of device components (DCs), with: -
each DC modeling one or more phyéical and/or logical aspects of the network element, .

typically with each DC bound and scoped to cover




typically with each DC bound and seeped to cover 2 12 Jaryabyus{9do7
functionality which is within a single network | ayer. Moreover, the set of
DCs conprising the agent, form published, well-defined, and addressabl e
interfaces of each agent, which may then be easily made known and
addressabl e to other agents. According to a first aspect of the invention,
there i s [motidndiésl whithads woiny dsmple metwatkr lkyer.i Makaatt, tige sat @fNGsabimprysirgftheret wor k
el enents, a network managenment architecture conprising a lurality of

agents, e&%HL GrmpnBlisherh pel-delyed cod addiessablaintosfaces pf aplptentopiclmasthe net wor k
el ement s, paDdAnRlUnakh b Al UGN ESGOIRGRENt s, each of said devi ce
conponent s nodel I ng at east one aspect of one of said network el enents,
sai d aspect beaB@rdigd erfirafasfcliTysd ifdhtid) thed is fpredel O alcompasraetweed stic of
said network el enment, where each of said agents conprises a plurality of
sai d devi eludipepehedlits of setdorkiebments, atetvekstanadensal atchivwgud evinpisingonponent s
wthin at ]IP%?st#one of Sﬁtig agents are logically_ interconnected, each

| ogical i APEMEFRNECRFofrch b theagrBis fomgreying fonedilfreny ophps sad netyok o

functi onalj. Jd i1 hin el wor k

el ement 5. EEPEReRP REEHLOT (AU Chmob Al ol or HE) MRAR BBl SRUANEE T2t cent

i nvent i onlehdi@ne apednbf @rtofkad hetvbitadlenen) dadespat béig&ihaoste pheGaNbkd@d | zed _
networ k management unit operative to host any of the agents. Still further
i n-accor dinetongi eharagtenstief afrseiddnetwb ¢lements wWhret dach pf saié pgenisnscatprisese any  of
t he net wor k er{BnIs host s anl%éﬂcorres ondi ng on of the agents.

Addi t ona?lflﬂ?ﬁéyno S ISR SRR RAES T B0 CRTHPS GRIfENP d5TICH PRIPRSP Nt

i nvent i onyARY at RhstohE oflGNd Gfenfs i ek fighd spects
at a si ng‘l’ve Igg/erStof to he ne &D%B@%&%ﬁ%ﬁ%ﬁ?eﬁb@ﬁEi(ggllndgfe%\t/a&{oﬁﬁ%ﬁ%?ef erred
- enbodi mentorefpohdieg s @bt ofi N\pRyEidabDAnd A efufitishdl eneopeoesl Soud thihin any of the
agents are logicall|ly interconnected in a hierarchy. Further in accordance
W th a prleghesenasy &irpidaciverk clementshe present invention at | east

Further in accordance with a preferred embodiment of the present invention the

architecture further includes at least one decentralized network management unit operative to
host any of the agents.
Still further in accordance with a preferred embodiment of the present invention any

of the network elements hosts any corresponding one of the agents.

Additionally in accordance with a preferred embodiment of the present invention any
| of the device components models a plurality of the asﬁects at a single Iayeerf the network. |
Moreover in accordance with a preferred embodiment of the present invention the
device components within any of the agents are logically interconnected in a hierarchy.
Further in accordance with a preferred embodiment of the present invention at least
- one of the device components within any one of the agents is logically interconnected with
at least one other of the device components within any other of the agents.
-Still further in accordance with a preferred embodiment of the present invention any
of the device components is operative to receive information from a corresponding one of

the network




one of the device conponents within any one of the agent s gnliagiopar!y

i nterconnected with at |east one other of the device conponentS wthin any
ot her of the agents. Still further in accordance with a preferred

enbodi mrent of the present invention any of the device conponents is ,
operative to receive information froma corresponding one of the network 3
12 Januar ylep@@y, wbiretbntgormatior ecldtbre td afipofiakd ospectelnatdeled thy thaydesfce t he
aspects nodel ed by the device conponent. Additionally in accordance with a
pr ef err ed ‘eS8 nent of the present invention the device component is
operative to r g i oy i h orrespondi.n net wor k
o emont +  Nor eouentiil HF sl ol bt o B h R e D oot

i nventi ondéie cafpones i€ @RBMRNMo feSeiad Bedinforgatlod HyepAliNE thehéorieffoadingt i on
upon an event trap being triggered at the correspondi ng network el enment.
Furt her i Retaedkaldente with a preferred enbodi ment of the present invention

~any one of the, device conponents is operative to nd a nessage to any
other of the deWFEer BAHsE ¥R g PR EHhedEal ol et HPEHER s 5

| 0gi cal | Y doDicBbGARRERE8beraitd folredottl iiShl b e red
enbodi nment eof t he pr eseﬂ%erai nvcgr];‘t3 ieon aﬁ{;fc}h{c})ar@ﬁgg&%ﬁly et\\{/\ﬂlafégec ﬁ%g%g{\ts IS

.oper ati ve d texomekpandinpssa@ek dlamat. | east one external entity which is other
than the device conponents and the agents. Additionally in accordance wth

‘a preferred enbodicrerrccefanepwithp predred iembedimew of theepreserb\ivertiooomponent s ar e

operativeotf er’rQiQi.(t:eor the state of. the nefwork at rrulti(g;he r}ethw(r)iirk | ayers
usi ng di s¢F et'e “Re<s SYPBILL IS PHUVGR FoPhe PeReEd0c Britistf fe¥bpport of
provi di ng ceRfodefrs &NEhiRehweiddetRE &fn%h&&%l@é]ﬁall?ﬁﬁt&&&ﬁ%ed?ong stent policies

and configurations.
' Still further in accordance with a preferred embodiment of the present invention any

one of the device components is operative to send a message to at least one external entity
which is other than the device components and the agents.

Additionally in accordance with a preferred embodiment of the present invention the
device components are operative to monitor the state of the network at multiple network
layers using discrete message passing between the device components in support of
providing end-to-end network information and enforcing consistent policies and
configurations.

Moreover in accordance with a preferred embodiment of the present invention the
device components are operative to identify network faults within the network at multiple
network layers using discrete message passing between the device components in support of
end-to-end and root cause fault analysis. |

Further in accordance with a preferred embodiment of the present invention the
device components are operative to configure the network at multiple network layers using
discrete message passing between the device components in support of end-to-end service
provisibning.

According to a second aspect of the invention, the_re is provided ina computer

network comprising a plurality of network elements, a network management
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Moreover in accordance with a preferred enbodi nent of theoppag&pbohpvention
the device conponents are operative to identify network faults wthin the
network at nultiple network |ayers using discrete nessage passing between
t he devi ce conponents in support of end-to-end and root cause fault

anal ysis. Further in accordance with a preferred enbodi nent of the present

i nvention mékod dexirisiag:cdefipbp anilsrality &f apatsabich e f said apdtd @eshohdlieg red wor k at

mul tiple network |ayers using discrete nessage passing between the device
conponent sdiffered e Sg%alddiet"éﬁlﬂ clepentpdind defifingen plprabiyios Herderrgmpasasr eichg to a

second aspect..of the invention,.there is provided in a.co ter network
compr 5| nga Y SrbPEE, bR AE1 Grnsfe B 4l aPo.af e AnBt A
EhEREEE saicras?ectl&i%aenué}roya SRRl Bl R Feh GO EaRdcfRBstic 38 5diMh Pk RIrdal 1 ty Of
agents, each of said agents corresponding to a different one of said

net wor k el defieing sacharidaid @fdntd aschaging bk phadlity yf ©fd dkeice cemponparadicicabmch  of
sai d device conponents nodeling at | east one aspect of one of said network

el ement s, NEHPRResidlec deagieqipgiddivorfisiice porapasrass within ah frastzpne @ caifl gamts:

characteri Sty sail n rk elemnent,. defini.n ach, of ,sai.d ents as
havi ng a p‘%&% g? {a;ll lcg)tfgg%}l%‘(tity\'ﬁeﬁ? ce e olrl%‘%otr‘i'eﬁ1 ' Ognag P %Séclalc a‘i‘fl? yf’l AincfiGHG"

I Nt er connegieicdghedtionl fB@Rtwiin GREEvebyEhydeViif erwORRRARRES W thin at | east one
of said agents, each |ogical interconnection corresponding to either of a

physi cal and aFdrthacin aeerdance Wity & prefaotdi arboflimendofivle iresewrinkptime the any of
sai d network el nts. Further in accordance with a preferred enbodi nent of
the pr eseﬁ’f‘eﬂi“lﬁ]v‘g‘ﬁnﬁ?rdﬁ“hﬂcﬁé bosting 138y of Hpet 87ts juh &Y \5aRt one, geqeptirdizet Peterke he
agents in I%a%e%%ggunﬂne decentralized network nanagenent unit. Still
further in actordance with a preferred enbodi nent of the present invention

the nethod- f usilhRkthérng hdtdREndRQSHH A reRAYd GhbJiMRnAGaRE Preteit AMdhtioh tHehe
network el ements.
method further includes hosting any of the agents in any of thé network ¢lements.

Additionally in accordance with a preferred embodimgnt of the present invention the
method further includes any of the device components modeling a plurality of the aspects at
a single layer of the network.

Moreover in accordance with a preferred embodiment of the present invention the
logically interconnecting step includes logically interconnecting any of the device
components within any of the agents in a hierarchy.

Further in accordance with a preferred embodiment of the present invention the
Iogically interconnecting step includes logically interconnecting at least one of the device
components within any one of the agents with at least one other of the device components
within any other of the agents.

Still further in accordance with a preferred embodiment of the present invention the
method further includes any of the device components receiving information from a
corresponding one of the network elements, where the information relates to any of the
aspects ‘modeled by the device componént;

Additionally in accordance with a preferred embodiment of the preseﬁt invention the
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Additionally in accordance with a preferred enbodi ment oh2\BRuRy 8GNt
‘invention . the nethod further includes any of the device conponents nodeling
- a plurality of the aspects at a single |ayer of the network. Moreover in
~accordance with a preferred enbodi nent of the present invention the
logically interconnecting step includes logically interconnecting any of

t he device conponents within any of the agents in a hierarchy. Further in
accor danteeciving hstep puchfdes rtbel dewvive deamponenofre¢ehvingp rtles eénformatioe Nyt @olling ethe
-logically interconnecting step includes logically interconnecting at |east
one of t ¢rercsipudiopneteglpment s wi thin any one of the agents with at |east
one ot her of the device conponents wthin any other of the agents. Stil
further in accoMdanes iwnidchordanpe efithra entfeeed @mbodintntodf thi @rdséne SBRAtidnNHENt i on
the nethod further includes any of the device conmponents.receiving

i nf or mat fecuivifig siep mclud@drthe dpivecionporaereadivifid e Nfbraitikn epdrmNdvEnt e BERg t he
information relates to any of the aspects nodel ed by the device conponent.
Addi t i onikgeyed anthaearedsptmding néswiokk derinef er red enbodi ment of the present
invention the 5 12 January 2007 receiving step includes the device

conponent recei Firthgr ih Recokdahey wigt 4 prafeRdd Roliinitat dke prERAriBFREAthOGledisd WOr K
el enrent. Moreover in accordance wth a preferred enbodi nent of the present

i nvent i offrtled Gncludes RiyVonB Bf HeCdevich chHshRentt HAIAL ¥ intRsE0 TP Mer LERGIMAY t he
i nformati on upon an event trap being triggered at the correspondi ng

net wor k- h@hRils o WhEK M8 bnd dbvRE CORHARS & Mhiddly BudéRh&sidsed enbodi ment of the
present invention the nethod further includes any one of the device

t ' i t
(mﬁponen S sendiyiofAnhdres S8dRdanG: Y a%&&fed%inbwiﬁmﬂ@é/f & pre d&?&@?&ﬁah ?ibe 0

ich the one device conponent is logically interconnec rther

i n accorganaGuitdet cRdR raﬁ;' 6hd SdnLERRM Emhen?g seﬁcﬂgg Hl'é&§§% af 1BXERL icgtgmglhe

entity which is other than the device components and the agents.

Additionally in accordance with a preferred embodiment of the present invention the
method further includes any one of the device components monitoring the state of the network at
multiple network layers using discrete message passing between the device components in support
of providing end-to-end network information and enforcing consistent policies and configurations.

Moreover in accordance with a preferred embodiment of the iJresent invention the
method further includes any one of the device components identifying network faults within the

(N 3 network at multiple network layers using discrete message passing between the device components
in support gf end-to-end and root cause fault analysis. |

Further in accordance with a preferred embodiment of the present invention the method
further includes any one of the device components configuring the network at multiple network

layers using discrete message passing between the device components in support of end-to-end

service provisioning.

BRIEF DESCRIPTION OF THE DRAWINGS

'The_ present ixivention will be understood and appreciated more fully from the following
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C . nmethod further includes any one of the device conpongsts,

. -message to at | east one external entity which is other than the device

~conponents and the agents. Additionally in accordance with a preferred

" enbodi nent of the present invention the nethod further includes any one of
t he devi ce conponents nonitoring the state of the network at nultiple
network | ayers using discrete nessage passing between the device conponents
i N suppodd¢tailed Hegoripricindakay irerpdiutcionr mith thetapgeniied dndvangedn wbich:and enf orci ng
consi stent policies and configurations. Mreover in accordance with a
preferred enbodFigentisof sinipdifipt eseetual nlatitioanoft 9 éargensesll ettwhork tagagemeare| udes
any one of the device conponents identifying network faults within the

net wor k sstemubidingp Hstribetedvautonbrayia r gents i dogstaicsd raatl epaesacagpadsicagvibeh ween

t he devi ce conponents in support of end-to-end and root cause fault

anal ysi sprefetted dibiodintenaefans gtademidnwshtidn; a pref erred enbodi ment of the present
i nvention the nmethod further includes any one of the device conponents

configuring therpetawes ka atmphfikd i Phepiidt NWREdatioh 3yfers dishplaydidgst @he mEssage
passi ng between the device conponents in support of end-to-end service

provi si ogynAshratBR! &nsiRERERhEIHENvOR abHEddRRANINGSrelhed BRBs@bint bhe gk@;&m will

be understood and appreciated nore fully fromthe followng 6 12 January
2007 dehadntied afescription taken in conjunction with the appended draw ngs
in which: Fig. | is a sinplified conceptual illustration of a |arge-scale

net wor k managengpt 3 gYsStpidsd AdwsantilihdMliGH ofdh QROIMNS RESBA-Fouif @B r uct ed
and operative in accordance with a preferred enbodi nent of the present

Hvent i ool ogerdtie h kslded bR ﬁ@f@ﬁ&gémgnﬁénl H3hd Rl RMvRbtiAn exenpl ary

gent and DC configuration; constructed and operati've in accordance with a
preferred enbodi nent of the present invention; and

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Reference is now made to Fig. 1 which is a simplified conceptual illustration of a large-
scale network management system using distributed autonomous agents, constructed and operative
in accordance with a preferred embodiment of the present invention. In the system of Fig. 1 a
network, generally designated 100, comprises a plurality of network elements 102, and is managed
by one or more decentralized network management units 104, where each network management unit
104 sees and is responsible for only a portion of the overall network 100. A proxy ot hardware
( ) embedded "agent" 106 is defined for each network element 102, with each decentralized n.ctwork
management unit 104 hosting those agents 106 that correspond to the portion of the network 100 for
which the network management unit 104 is responsible. {V arious agents 106 are shown in

eﬁpanded views in dashed lines indicated by reference numerals 106".)
| | .Each agent 106 in turn comprises a plurality of device components (DCs) 108, with
each DC 108 modeling one or more phfsicai and/or logical aspects of the dgvice 102, typically
within a singlé network layer. For example, a DC 108 may represent an Ethernet port component, a
1483 encapsulation compc.men_t, or routing ﬁmctionality within a network element incorporating
| _sl;ch ﬁlnctionality.. DCs 108 rhay maintain any information concemning certai_ﬁ functions or aspects

7 -




Fig. 3is asinplified flowchart illustration of an exengbagNyary 2007

deci sion-routing DC framework, operative in accordance with.-a preferred
enbodi ment of the present invention. C r DETAI LED DESCRI PTI ON OF PREFERRED
EMBODI MENTS Reference is now made to Fig. 1 which is a sinplified
conceptual illustration of a |arge- scal e network managenent system using
di stributed autononous agents,_ constructed and operative in accordance :
with a pP'gthrSP%F&?"eFPb‘?SH}‘ ﬁgﬁ’te“‘ofnt‘hé‘f?ﬂ‘@g%‘hfnai’ he 8AtS hmaniy of gy SOBPBMIGf Fi g.
1 a network eneral |y designated 100, conprises a plurality of network

ol ement sheel i 18 ik SgREUIYe GHkect vitbrhea e { 98I g dronBERGOR tha
managenment units 104, where each network nmanagement unit 104 sees and is

r esponsi tAnmydgateoiith cagh piber drorefasred tpas Mgighbars.” RGO lareODically asrapsed in g
hardware enbedded "agent" 106 is defined for each network el enent 102,

wi t h eacfinefioparierarchy sithim the wesnk 10Graridicpelrelrer-layeli RC 2@ing 3o diei "nepenth bseneagent s
106 that correspond to the portion of the network 100 for which the '
net wor k wrenqdejeardevel G "¢hildodl’ with widehpio neriubiiracates \aeli ssiisshaye at refetdee mumeeral hown
in expanded views in dashed |ines indicated by reference nunerals 106'.)
Each agehit0. 186 that coromwiqermpth ales DCshay el oif the sofic ppavdrperfoontbe seamt fondtibds )

108, with each DC 108 nodeling one or nore physical and/or |ogical aspects
of the dewrdarcd0 as Yagpiamantes," swibt 43iis slowsi an gif@erce nwoerkl 112y d)Cs hay bexaapl e, a .
DC 108 nay represent an Ethernet port conponent, a 1483 encapsul ation
~ conponerntacquaintet by magaliyidatining Relhtidnyhiyd Gebwden D et Wphideirgl BOERhd nideAsRAE at i ng
such functionality. DCs 108 may nmaintain any information concerning certain
(f—unct i onsdeio dis@eetttpologickBy alidte@Cs2 QO DC R ridyde 3ppeinted evithehv@ekDe 1egrent .
Thi s information may be static, dynam c, or any conbination thereof. DCs
108 nay wieHitHei samt Qgdit 1@CEd Withth bibtid: hgént D0s  Eek, D@NJS pierAdBs udld Sndsagd
comuni cate with each other are referred to as "neighbors." DCs 108 are
typi cal |pisstel @Ng@Petdnty cobdu@ichieNath Biyeeidh6sYordfabénd DdrewRItRNtheiBd 1M th a
hi gher-1level DC acting as the "parent” to one or nore |ower-|level DC

“chil d:’ Bmmbhichte WhdcBPwith a 6QNNLBE fRHEF mabchheRYelise. Shown at ref erence

numer a

DCs 108 may send/receive messages to/from neighbor DCs 108, to the network element
102 which the DC 108 models, or an external entity or device 114 {either logical or physical) that is
not modeled by an agent or a DC. Information flows between DCs 108 are referred to as “internal®
flows, while information flows between DCs 108 and external entitics or devices 114 are referred to
as "external flows". One example of an internal flow is where a device component detects a fault
( - within its area of responsibility and reports the fault to neighboring DCs to whom such information
is useful. One example of an external flow is as the result of a query of all DCs 108 in network 100
by logic external to the DCs 108 and/or the agents 106 for gathering the IP addresses of devices 102
where available. Upon receiving a message, a DC may ignore the message or ”may react by
autoﬁomouély changing its physical or logical state and/or that of its corresponding area of
functionality within the network device or Qend a message to itself or to a neighbor DC.
Ad.ditionally or alternatively to agents 106 being hosted by decentralized network
management units 104, each ngtwork element 102 may itsélf host its agent and/or another device's

autonomous agent, such as is shown at reference numeral 116. Thus, were each network element
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110. DCs that communicate with other DCs that are of the159aR,dy P& 70"
performthe sanme function are referred to as acqualntances " such as is
shown at reference nuneral 112. DCs nay beconme "acquainted" by nmanually
defining relationshi ps between DCs or by having DCs send nmessages in order
to di scover topologically adjacent DCs. A DC 108 may be acquainted with
another DC 108 wthin the sane agent 106 or within another agent 106. Each
DC 108 pHRfte b%ﬁbltgﬁvns@gntn@s%ea‘g@ahzi@ggsw@( rpasageRwBeHy EMtyapldlsiadiicdat e with
any nei ghbor or adjacent DCs without the need to comunicate directly with
a centralized nBefaxsnde ismawgnfsrie Fig\Z which BGs simplfisagonseptingl ilietsitive ofgssages
to/from nei ghbor DCs 108, to the network el enent 102 which the DC 108
nodel s, @emplaryesgens ranélDCecmﬂigt}ratmn, cainestedland operitiviadn ataorfianesl wigh a prefesied al )
that is not nodeled by an agent or a DC. Information flows between DCs 108
ar e r ef esmbwdinteot efshe'presemimehtion. flik Bigs? avhTMewitdf loving threnATMaws's batadeleh DCs
108 and external entities or devices 114 are referred to as "external
flowns". e agond PGl eAgoht 280 in winsinclades fdvemal DEs Ales Mllawdewd OEscompporenig taet ect s
a fault wthin its area of responsibility and reports the fault to

nei ghbortwa@NICsonh@tond) one BUehrréspémelingas i diber optc (FOR tarnect@nevocR@ ippdests @f than
external flowis as the result of a query of all DCs 108 in network 100 by
| 0gi ¢ exBNC mids kpedettngS3 dddBectinigy, @he Dilepagend te FQ6cdhbectqatiresentirg Ot | P
addresses of devices 102 where avail able. Upon receiving a nessage, a DC
may | gnQiofnekidatyTRSEaANCs fpreddying €RCATIMYnetvadik MyeRbGofalt & GHablgof the tby si cal
or logical state and/or that of its correspondi ng area of functionality

&it hi n tAERMNREWLE (0BT gaenotorfiepbeldiag NE® BRAGEICE'® ATV @irfualothafi] @VOEt@tRor DC
ditionally or alternatively to agents 106 bei ng hosted by decentralized

net wor K fufBaBed € ARB tshoi tssalﬂs)gém PRChavBRt MREiKle DRNBBL col@shoi@dg kd g altoSt its
agent and/or anot her device' aut ononous agent, such as is shown at

refer en%maﬁkct&»@mmonmgrﬁ vEAGR rBRIVOherelepiBAAting Bridbing) &RitAMY, 2007
102 to host its own agent, no decentralized network nmanagement unlts 104

woul d bepg %ﬂ%g’ﬁfi’ctm%fn%{u@ﬁg@éﬁlﬂ@y\{n{’é%@e prfodotsd- 2 which is a sinplified
conceptual illustration of exenpl ary "agent and DC confi gurati on,

constructed an MR?M%C Y@Fllg.rb AGF WABRGR Whdilaift 2 REESSNIRIVCs assigned fo the

ATM port it models, and may monitor the removal of 2 VC from the port or the allocation of a new
VC to the port. An IP interface DC may, for example, contain the IP address of the physical IP
mterface of the device and subnet mask. Each type of DC may appear in several instances in one or
more agents depending on the sineciﬁc device and its configuration. Thus, in Fig. 2, since the

(}\g network device represented by agent 200 has three ATM ports, agent 200 has three instances of an
ATM- type DC.

- The configuration of Fig. 2 may be adapted through contmuous modchng to reflect the
true state of the network at any given time. DCs and the links between them may be added or
rcmc;ved at runtime to reflect the current state of the network, allowing tracing of the data flows,
states and reactions of the network. 'Changes in the underlying physical network may be
dynamically reflected by the model by affecting the DCs and the connections between them in
response to network events. For example, if a link is disconnected between two ATM ports in the

| ﬁétwork, alink 208 between the neighbor ATM DCs in agcﬁts 200 and 202 representing network

9




~enbodi ment of the present invention. In Fig. 2 an ATM swibQhnbiay by t hree
ATM ports .is nodel ed by an agent 200. Agent 200 in turn includes several
DCs 202 as follows: two DCs corresponding to two BNC connectors, one DC
corresponding to a fiber optic (FO connector, two DC parents to the BNC
DCs representing DS3 connectivity, one DC parent to the FO connector
representing OC3 connectivity, three DCs representing the ATM network

| ayer furdeet dnadie¢engy shonldduecismereds hWherhthe dink AT cproedted, link §0% bBRegrathe tivo
corresponding to the switch's ATMvirtual channel (VC) routing functions.
Al so showdM ®Camaggerestozd4 having nul ti pl e DCs 206 corresponding to ATM and
Et hernet connections and functionality at various network | ayers o
representi ng br iRjghedyling the metworlgglementdinracagimpntgr fatwark iusing jntérevmhenttidragent and
1483 interface protocols. An ATMDC in Fig. 2 may, for exanple, maintain a
i st of &lrbughhle: NCsinaben gngawhnon Fips. 1 &N, fhemetwiotk mpydied fally aodeledbar bowhnhed or
the renoval of a VC fromthe port or the allocation of a new VC to the
port. AnnttRoikrleaicheand nEofafinctionrevelsafptiermaeniicmhede! fgy Bisedidretest Hhnyt he
physical IP interface of the device and subnet mask. Each type of DC may
appear i givee\tedngdnt itheS lcaiiehe Sstdtd) o Nthe Qietwollf) Wit gRTH SutéiRpRad) Nepyiideh Guit,
specific device and its configuration. Thus, in Fig. 2, since the network
devi ce r egifigeefidre sbcbyhtiag @atforddtcd) agurithpeRey M pp®idichingd@@fibns200 has three
instances of an ATMtype DC. The configuration of Fig. 2 nay be adapted

t hrough cont i nuQYABAR! Ad¥ ma@e (LFize el whibie is 4 EplistROwhirt QAR 4 at
any given tine. DCs and the |inks between them may be added or renoved at

{qnt | e bRipel &%lsichEutfidIE Rhmelék Copefatitd @ AErREKwithh bR ehiba&iiBg of
he data flows, states and reactions of the network. Changes in the

under | yi 5‘ﬂh@ﬁ}¥§h§iﬂl{eng@ﬁ.v‘]9rﬂl& B S F ié:.iﬁ RARGE |51!lc}[f1 ﬁﬁ eElufGH S grob%iohﬁg réaggs?,l by

affecting the DCs and the connecti ons between emin response to network

events. I (el i 1 i . r in the
o twor k, T ot SUPTRTR: (dcp 360), 1THE Dicull ARRECIeRI, BAUNSED 1R fHENAN B,

SRR Y P B U Tl
(step 320). The DC then determines if it is to send any messages to a parent DC (step 330), a child
DC (step 350), and/or an acquaintance DC (step 370), and sends any required messages {steps 340,
360, and 380).
The concept of events and flows as described hereinabove with reference to Figs. 1, 2,
and 3, may be better understood by way of example. In what is referred to as a system-wide, top-
( % down flow, a fequest arrives from an external entity and is Spread from DC to DC, with each DC
performing its independent computations which collectively' achievc the external request. For
example, the provisioning of'a QoS parameter for a specific user class is signaled and synchronized
for IP ToS masks between IP DCs of routers and is also carried by the routers’ liP«over-ATM-
inte?face DCs into the ATM DCs which signal and synchronize the ATM VBR parameters to the
DCs of the ATM switches between the r.outers. In other words, for conﬁguratlion of QoS between
- two IPs, the foufers on the path between the two IPs may be configured with consistent ToS
paramgfcrs. Moreover, the ATM path between évery two consecutive routers in the layer 3 path
3 7 iﬁay 'bé configured with.consistent VBR parameters. Ina bottor_ﬁ-u_p flow, a network or DC event,
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ATM DCs maybe restored. By nodeling the network el ement Sqs DafarPHguHt er
- network using interconnected agents through the DCs in them as shown
in.Figs. I and 2, the network may be fully nodel ed at both the network
el ement and network function |levels. Furthernore, the nodel nay be used to
reflect at any given nonment the current state of the network, with DCs
aut ononmousl y supporting fault, configuration, accounting, perfornmance,
security, ingading schedwied qyerdsy insAy gmdnagaté tonathér s, wiRg ehargectheir gtatn ewd/pmpkefotry Fi g.
3, whichis asinplified flowhart illustration of an exenplary
deci si on-thgupirhig adBtihutedeigontum. opesxampleaf sush adlowrigimrfadt detectiora For efagpteed
enbodi nent of the present invention. In the nethod of Fig. 3 an event,
such as aanf &TMt cirgnit breplk ovdigiald by ATMIDESo, botli enddef értaiduint The Bgnd] 3¢ ipn 300)
The DC then deternmines if it is to take any.action in response to the
event w tiopagitlicurDE: stdt/toP DCsinaswers ohoscdBpodrsA Tl iritdrfacd & taffpctiliy)the ek, 1 f
so, perforns such action (step 320). The DC then determnes if it is to
send any TesE@gembleoPasupit €iiturdE het eprdde) with (AT ciXGit(st&pPpaatOyhiciand/ or
an acquai ntance DC (step 370), and sends any required nessages (steps 340,
. 360, and igigepd thdliewconcept of events and flows as descri bed herei nabove
with reference to Figs. 1, 2, and 3, may be better understood by way of

exanpl e. In whatAd aah@feeifwhlsmaﬁle@ageyﬁ&sﬂ@mtgﬁmd&mumdwcdduemg@hﬁ quest
arrives froman external entity and is spread fromDC to DC, with each DC

perform ngr bieSin BAEPRAY RIviRARUARL EARSisoMMtof Nm&P bt RREMEIDY with NefRMBcd RE
external request. For exanple, the provisioning of a QS paraneter for a

eci fic JugRhddl @88 1dvs, Shnanido@NEcs vle henhyees AThe DCL; thIq%e?@%is SuB&l ween

DCs of routers and is also carried by the routers' |P-over-A

i nterfac @c@q'%l L@y& stﬂmfza be},/I é%pﬁm‘ﬁ@fgﬁl%rﬁ!g 9 rderming BRI Jcﬁvarie éxe@m ééBR

paraneters to the he” ATM'sw t ches between the routers

words, fQEpeany EH{ %ger%nstmdg@s Bt M@eﬁcﬁtﬂg éx@ﬁmg%q {ag%ﬂé%%gsrs:?gegq gara%]gpat h

bet ween the two be ¢ i gured nsi st Aramerer s,
Mo o ]! ayer 3
o cover TN BLA RO BUEEY, LIBCEONSISILLNE, S AR

fl OV\_” a RELYRL la(s_:?{s 1%61?1!&&[ n thcltgro elements. Similarly, father-son DCs representing areas of

responsibility in the same network element which maps functionality between upper and lower
layers or functions as defined in networking standards and in the specific network element
specifications {(e.g., IP to Ethernet, ATM to DS3, SONET to DWDM, etc.) may exchange discrete
messages regarding the way in which configuration parameters of the upper layer relate to the lower
(‘\) layer and visa. versa (e.g., MTU, IP TOS to dot.p, etc.), regarding the way in which faults have an
effect between layers (e.g., layer 2 link down, layer 3 unreachable subnet, ctc._), and the way
performarice statistics affect the layers involved in such mapping. |
It is appreciated that events and messaging of the present invention preferably adhere to
networking standards. Thus, for example two DCs on both sides of an interoperable logical link
may signal each other the existence of a link fallurc (e.g., far-cnd near-end SONET) or agree on a
constant conﬁguration parameter (e.g., SONET/SDH VP/VC Mask, etc.). Similarly, parameters of
an upper layer may be mapped to a lower layer in according with networking standards as deployed

_in the network elements, suchras_ the way an IP switch chip is wired to an Ethernet MAC chip or the
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‘12 January 2007 including schedul ed events, nmay propagagngﬁmg%QgﬁT
‘which change their state and/or perform thelr part in a distributed
algorithm An exanple of such a flowis in fault detection. For exanple,

an ATMcircuit break is signaled by ATMDCs to both ends of the circuit.

. The signal is then propagated up the stack to IP DCs in routers whose

| P-over-ATMinterface is affected by the break. The unreachable |IP subnet
failure My EhofiwarsdrizssXNE Ibardvarh eThRTrnbingtioniof sush eearkentbilé andequsintance-
initiated the flow. An exanple of DC discrete nmessage passing that provides
mul ti - | apeiuainerresoiglediop Wiscietegmessage pessiag befwetndDEocanituss o vpwerbninndii-apa f aul t
i solation may be understood with reference to acquainted sane-| ayer,

same- t ec bigedlingmedb@sist ¢hatycan camp okt gpdo-@d pPNsiddsg taskwand ayrededBeeltiR dvBileSuse DCs,
two Layer 5 H323 DCs, etc.) in neighboring agents representing different
net wor k erddgheeffest odig netgrefli conditityy .t hat | ayer's standards. The two DCs may
exchange di screte nessages regarding configuration paraneters, status

nmoni t ori ng, st altiistppejatedrtbatace ounbreny thzastapeef erysofahe nkthodsadesdribed hdrein f ace
asit is inplenented in the two elenents. Simlarly, father-son DCs

r epr esenmante anidabsorafuried @spiarasdiffirtnt biderd thart et sk withbuialejartigefiain the whi ch
maps -functionality between upper and | ower |ayers or functions as defined
i n net wosplritagd sbpadatedsventich.i N t he specific network el ement specifications
(e.g., IPto Ethernet, ATMto DS3, SONET to DWDM etc.) may exchange
discrete nessagife E&Qﬁéséﬂntﬁﬁvdnh@ ¥PHsclddedibréh mfaf ok nGly mdt hAB vea &Bied s of
the upper layer relate to the lower layer and visa versa (e.g., MU IP

tO O Pufer@ios 1) spobRaHalivie bNGIRMN, tHR pMYbRNnFeatlbS ad 648 @rbef Lest
etween layers (e.g., layer 2 link down, | ayer 3 unreachabl e subnet, etc.),

and the maver REAGGE NBREDIS baidns o Gty 86l it e Aray@rréadnw@alpv%m&cﬁwh
mappl ng. It is appreciated that events and nessagi ng of € present

i nvent i ORI Al Rl i@ iR aRe ésqnayrb%me&or}améé ﬁm@&fi%mbmuéms bPthe g{a&ﬁpl e,

two DCs on both sides of an intéroperable logical Iink rmy sign each

ot her t hgysdnth RESe Q&flth@utluh% e&?érfrﬁéﬁﬁtlc(neang usm% %ﬁ\é&ﬂg@&%@%ﬂ SONET) or

agree on a constant configuration paraneter VPNC Mask,

etc.). Sinilarlyu PR gﬁ@én@flﬁeﬁ on KA bR REE Al AXEH lgg%ﬁngegtggm@%%o&%p&iécow

| ayer in according w net wor ki ng standards as

embodiments, the description is intended to be illustrative of the invention as a whole and is not to
be construed as limiting the invention to the embodiments shown. It is appreciated that various
modifications may occur to those skilled in the art that, while not specifically shown herein, are

nevertheless within the true spirit and scope of the invention.
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in the network el enents, such as the way an | P switch chHQJgﬁja\gg,Q@ﬁto an
Et hernet MAC chip or the 11 12 January 2007 way |P software drives SONET
har dware. The conbi nati on of such parent-child and acquai nt ance- .
acquai ntance si ngl e-hop di screte nessage passi ng between DCs constitutes a
powerful multi-layer signaling mechanismthat can carry out end-to-end
provi si oni ng tasks and can deduce the root cause and the effect of a
network condition. It is appreciated@#WdMSone or nore of the steps of any
of the methods described herein may be omtted or carried out in a
di f f er entWhit efaimethis' t hat shown, without departing fromthe true spirit
and scope of the invention. VM|Ie t he present invention as disclosed herein
may or ndy not HAve WBERiCHESEOh cemprgingh ar elfiglinel newospeleintity haetees e or
software, the present invention has been described in a  manner sufficient
t o enabl @ﬁa&e@eﬁf@@te%wdpqumku Il inthe art to readily adapt
commercially available hardware and software as nay be needed to reduce
any of the enbodi pluraity of agehle, prreoéntid dgemtegoiresportdmgpioac tifeenwbtehafltaidindue
experi-mentati on and usi ng conventional techniques. Wile the present
i nvent i ometivask dreentsgdasicri bed with reference to one or nore specific
enbodi nents, the description is intended to be illustrative of the
~invention as a wpblrditanfiddvice natipdnents, bachad sl desdet casmpbrients inodelink heleisawent i on
to the enbodi nents shown. It is appreciated that various nodifications may
. occur toatphosd oakiof lsaid rietworlh elemerits, tshid taspashbdige Bitter P8 PhfsicaBhddya flAeWal
herein, are nevertheless within the true spirit and scope of the
: gnventi Obharatf2rigi® of a1id actwokmenCLAI MS What is claimed is: |. In a conputer
etwork conprising a plurality of network el enents, a network nanagenent

archi tecture comferde dagh of said agents comprises a plurality of said device components, and
wherein at least of said two device components within at least one of said agents are
logically interconnected, each logical interconnection corresponding to either of a physical and a

functional interconnection found within or between any of said network elements.

2. An architecture according to claim 1 and firrther comprisihg at least one decentralized

network management unit operative to host any of said agents.

("“‘g 3. An architecture according to claim 1 wherein any of said network elements hosts any

corresponding one of said agents.

4. An architecture according to claim 1 wherein any of said device components models a

plurality of said aspects at a single layer of said network.

5. An architecture according to claim 1 wherein said device components within any of said

agents are logically interconnected in a hierarchy.
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a plurality of agents, each. of said agents correspondi ngp hgnargbbdz2r ent
one of said network elenents; and a plurality of device conponents, each
of said device conponents nodeling at | east one aspect of one of said
network el enents, said aspect being either of a physical and a functional
characteristic of said network el enent, wherein each of said agents
conprises a plurality of said device conponents, and wherein at |east of
‘sai d twobdevi ce Abaplireiresacodrding fp glpim badereghe leppt angiof said dlsyise seraponents

| ogi cal |y interconnected, each |ogical interconnection corresponding to

ei t her otwithinpdnysinealf saidcigents fsungicallyrinterconneeted Giitheé daagirone ttieel ofistiddsviee

bet ween any of said network elenents. 2. An architecture according to claim_
| and f uctrhpmentowphinginnghaiof $agbagentone decentral i zed network nanagenent
unit operative to host any of saird agents. 3. An architecture according to
claim1 wherein any of said network el enents hosts any correspondi ng one
of said agents. 4. An architecture according to claim 1 wherein any of said
devi ce c@nponentsn mwbigdcsira accptdingatoi tiyinofl sherdinampyedt sidatlevaces corghamentayer of
said network. 5. An architecture according to claiml| wherein said device
conponenbgermivt e receiny infifnmstinndronag esttespadingloagbtald netvant elements) odieath said a

hi erarchy. 13 12 January 2007 6. An architecture according to claim1l

wher ei n giforlr@fiGi refRe tadiny 6 datll adpeis e deledrppsuiddesice vanigohent.any one of said
agents is logically interconnected with at | east one other of said device

. conponents within any other of said agents. 7. An architecture according to
claiml wherein any of said device conponents is operative to receive

(@f or mat gon f r onAarEifeE i8S RRAEEIRGY (OABINDT vARteth RRT Waids hpsmat &, opshareton said
information relates to any of said aspects nodel ed by said device

CONMPONEeNteceiBe saftlinfkGitich 86 ballifs ARICRFEHpBRHIAheblok Benfenther ei n sai d device
conponent 1s operative to
9, An architecture according to claim 7 wherein said device component is operative to

receive said information upon an event trap being triggered at said corresponding network element.

i0. An architecture according to claim 1 wherein any one of said device components is
operative to send a message to any other of said device components to which said one device

component is logically interconnected.

11. An architecture according to claim 1 wherein any one of said device components is
operative to send a message to at least one external entity which is other than said device

components and said agents.

12. An architecture according tov claim 1 wherein said device components are operative to

- monitor the s£ate of said network at multiple network layers using discrete message passing between

_said device components in support of providing end'—fd—eﬁd network information and enforcing
_ éonsistent pol.icie-s and conﬁgt_zrations.
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recei ve said information by polling said corresponding nqg\ggﬁd%rfb@ﬁent. 9.
An architecture according to claim7 wherein said device conponent is
operative to receive said information upon an event trap being triggered:
~at said corresponding network el ement. 10. An architecture according to
claiml1 wherein any one of said device conponents is operative to send a
nmessage to any other of said device conponents to which said one device
conponent . is logically interconnected. 11. An architecture according to
claiml wherein any one of said device conmponents is operative to send a
message & at | dasarchifpeiure recsrdiag toetkiint hywhgrgin frid devise lfempeneal ARoRsrages foce
conponents and said agents. 12. An architecture according to claim1l )
wher ei n #dshtify detriodie fadsyothinnsaid aetwodpatrmeliiple netyorknlsy¢rs grsing lisceteamessege said
network at nultiple network | ayers using discrete nmessage passi ng between
sai d dev pzseing betwemenitl device comppents imfupperbeficnd-teepnd putl oot @nek fawt aalyis.

informati on and enforcing consistent policies and configurations. 14 12
January 2007 13. An architecture according to claim1 wherein said device
conponents are operative to identify network faults within said network at
mul ti pl eifnet wor Knlaspdectureisocordingits dniet ewlresisagiaievipassngelie sreepaatyaiod devi ce
conponents in support of end-to-end and root cause fault analysis. 14. An
~ar chi t ectanfiguracfidnicvag at aultipla nsswbrivilersaising diadrele ehesshgrep asOigioinesth Saidir e
operative to configure said network at multiple network |ayers using

di scr et edémsTagFonRAS fil sigpob@l WREN-ma bdvicdRwigshimporponent s i n support of
end-to-end service provisioning. C 15. In a conputer network conprising a
|urality of network elenents, a network managenent method conpri sing:
efining a plurality of agents, each of said agents corresponding to a

di fferenisone ofy JSainhuRetidBidik loBFRAAS a PRAty of network elements, a network
management method comprising: |
defining a plurality of agents, each of said agents corresponding to a different one of
said network elements; and
defining a plurality of device components, each of said device components modeling at
least one aspect of one of said network elements, said aspect being either of a physical and a
functional characteristic of said network element,
defining each of said agents as having a plurality of said device components, and
: ( 5 logically interconnecting at least of said two device cpmponeﬁts within at least one of
said agents, each logical interconnection corresponding to eithér of a physical and a functional

interconnection found within or between any of said network elements.

16. A method according to claim 15 and further comprising hosting any of said agents in at

least one decentralized network management unit.

17. A method according to claim 15 and further comprising hosting any of said agents in
any of said network elements.
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defining a plurality of device conponents, each of said deViameary o0oNent s
nodeling at |east one aspect of one of said network el enents, said aspect
being either of a physical and a functional characteristic.of said network
el enent,” defining each of said agents as having a plurality of said device
conponents, and logically interconnecting at |east of said two device
conponents within at |east one of said agents, each | ogical

i nt erconnection corresponding to either of a physical and a functional

i nterconnection found within or between any of said network elenents. 16. A
met hod aé®or di ng mehel smionlin tadldmf Lirand Entheroeppiisihpenylrd stid deyicrepmpénesai d
agents in at |east one decentralized network managenent unit. 17. A nethod _
accor di ngoéabing h plurelify{ and adpests di@singlotgyer fsngndtwedki ng any of said agents in
any of said network el enents. 15 12 January 2007 18. A nethod according to
claim15 and further conprising.any of said device conponents nodeling a
plurality of said aspects at a single |ayer of said network. 19. A nethod
accordi ntp.t o cl Aimetidd asbedieg o daimdl 5| wigremiaid/logiahlbr iaRroaetingGteptodmpaaspr i ses
| ogi cally i nterconnecting any of said device conponents within any of said
agent s i Rgidallyiiferasmmbyting 2y ofAaifatitompearetitd vitfintady 6f saidriedidts inkh @fegirdhysai d
logically interconnecting step conprises |logically interconnecting at

| east one of said device conponents within any one of said agents with at

| east one other of said device conponents within any other of said agents.

21.. A mesdrod acsekdiodGicédRdifs & dRirhT san@reln Wald 18 EicABMXEIcEANRGINEREp LbmSiRed
devi ce conponents receiving information froma correspondi ng one of said

@gt wor K- gLieitsrcontbing laNlesRbsk df1ahiQ GoMde BRporehis it 409 oROYE Bfd palidw@spect s
)del ed by said device conponent. 22. A nethod according to claim 21 :

wher ei N 5 alad o EGRIrbE B Sl RE SRR EmT Alydaleyf G agGTPONENt T ecei ving said
information by polling said corresponding network élenment. 23. A nethod

according to claim21 wherein said receiving step conprises said device

21. A method according to claim 15 and further comprising any of said device components
receiving information from a corresponding one of said network elements, wherein said information

relates to any of said aspects modeled by said device component.

22. A method according to claim 21 wherein said receiving step comprises said device
component receiving said information by polling said corresponding network element.

C
23. A method according to claim 21 wherein said receiving step comprises said device
component receiving said information upon an event trap being triggered at said corresponding

network element.

24. A method according to claim 15 and further comprising any one of said device
components sending a message to any other of said device components to which said one device

~component is logically interconnected.
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~conponent receiving said i nformation upon an event trap QQL@gu&&Qg@ﬁred at

. said corresponding network element. 24. A nmethod according to claim 15 and
~further conprising any one of said device conponents sending a nmessage to
any ot her of said device conponents to which said one device conponent is
| ogically interconnected. 16 12 January 2007 25. A nethod according to
claim 15 and further conprising any one of said device conponents sending
message 2o at | enguctkpdeaceqdiog rialclamt 11 andtfiudier icomprisingr anyhens sfasald devicce
conponents and said agents. 26. A nethod according to claim 15 and further
conpri si AYURpAYNty Fendufs madsaedevitcleast onpateant sntity whichr is rgher Hbans sad dedgée sai d
network at nultiple network |ayers using discrete nessage passing between
sai d deviaepovorpurenid2gints. support of providi ng end-to-end network _
information and enforcing consistent policies and configurations. 27. A

~nmet hod according to claim 15 and further conprising any one of said device
conponents identifying network faults within said network at nultiple )
net wor k R@yers usimrethodi ®onrdihge to nieirs abfe apd sigthag chmirisiag nengaind  efesaid device
conponents in support of end-to-end and root cause fault analysis. 28. A
nmet hod acmgodémgmbitocih@ihnsthte clald hetivbikedt noaltiphe iesianig lagdry usinediadets megaglevi ce
conponents configuring said network at nultiple network | ayers using
di scr et epa3sing bg@cqoshl digice bahpuaeis fadufpslevf pevigiagpRiieths nktwosURRRhhtGAT
end-to-end service provisioning. C 17

.and enforcing consistent policies and configurations.

27. A method according to claim 15 and further comprising any one of said device
components identifying network faults within said network at multiple network layers using discrete
message passing between said device components in support of end-to-end and root cause fault

analysis.
28. A method according to claim 15 and further comprising any one of said device

components configuring said network at multiple network layers using discrete message passing

between said device components in support of end-to-end service provisioning.
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