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System and Method for Hierarchical Token Distribution on Blockchain Network

This invention relates generally to transfers and transactions conducted via a blockchain and,
more particularly, to methods and devices for providing cryptographic security in a token-
mixing system to allow a plurality of input nodes to collaboratively distribute tokens to a

plurality of output nodes.

In this document we use the term ‘blockchain’ to include all forms of electronic, computer-
based, distributed ledgers. These include, but are not limited to blockchain and transaction-
chain technologies, permissioned and un-permissioned ledgers, shared ledgers and
variations thereof. The most widely known application of blockchain technology is the
Bitcoin ledger, although other blockchain implementations have been proposed and
developed. While Bitcoin may be referred to herein for the purpose of convenience and
illustration, it should be noted that the invention is not limited to use with the Bitcoin
blockchain and alternative blockchain implementations and protocols fall within the scope

of the present invention.

A blockchain is a consensus-based, electronic ledger which is implemented as a computer-
based decentralised, distributed system made up of blocks which in turn are made up of
transactions. Each transaction is a data structure that encodes the transfer of control of a
digital asset between participants in the blockchain system, and includes at least one input
and at least one output. Each block contains a hash of the previous block to that blocks
become chained together to create a permanent, unalterable record of all transactions which
have been written to the blockchain since its inception. Transactions contain small programs
known as scripts embedded into their inputs and outputs, which specify how and by whom
the outputs of the transactions can be accessed. On the Bitcoin platform, these scripts are

written using a stack-based scripting language.

In order for a transaction to be written to the blockchain, it must be “validated”. Network
nodes (miners) perform work to ensure that each transaction is valid, with invalid
transactions rejected from the network. Software clients installed on the nodes perform this

validation work on an unspent transaction (UTXO) by executing its locking and unlocking
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scripts. If execution of the locking and unlocking scripts evaluate to TRUE, the transaction
is valid and the transaction is written to the blockchain. Thus, in order for a transaction to
be written to the blockchain, it must be 1) validated by the first node that receives the
transaction — if the transaction is validated, the node relays it to the other nodes in the
network; and i1) added to a new block built by a miner; and iii) mined, i.e. added to the public

ledger of past transactions.

Another area of blockchain-related interest is the use of ‘tokens’ (or ‘coloured coins’) to
represent and transfer real-world entities via the blockchain. A potentially sensitive or secret
item can be represented by the token which has no discernable meaning or value. The token
thus serves as an identifier that allows the real-world item to be referenced from the
blockchain. Tokens may, for example, represent future control of network resources and/or
digital assets. In some cases, tokens may represent an asset or value. The present application
is not limited to implementations in the context of cryptocurrency and is more broadly

understood as relating to blockchain networks for distributed transfer of tokens.

One of the perceived advantages of blockchain technology, such as Bitcoin, is the anonymity
of transactions. Personal details of a Bitcoin user are not formally and explicitly attached to
Bitcoin addresses, and the Bitcoin ledger of the blockchain only contains public address
information. However, using secondary data (e.g. a shipping address required to complete a
transaction) and analytics, interested third parties may be able to combine publicly available
information to associate transactional details on the Bitcoin ledger to a real identity. In
certain systems e.g. voting systems, medical applications etc., traceability of users within or
from a network can be undesirable for a number of reasons such as security and/or

confidentiality.

One way in which a user may be identified through blockchain data is the amount of
blockchain tokens controlled by a specific Bitcoin address. By tracing the flow of tokens in
transactions that are broadcast over the Bitcoin network, it may be possible to attribute a
certain amount of tokens to an address. This token amount may, in turn, be used (for
example, by an external third party) to deduce the identity of a user associated with the

address. For example, if the total number of tokens transferred from an address is determined
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to be conspicuously large, the set of possible identities for the user associated with that
address may be reduced to include only those that are known to hold or be capable of holding

such a large token amount.

The difficulty in safeguarding a user’s identity is especially more prominent in cases where
the tokens at an address are kept “intact” (i.e. maintained as a unitary amount) rather than
split up into multiple sub-amounts/quantities before actual transfers of tokens are made from
the address. Even when various anonymizing techniques are employed to try to disguise the
transfer of tokens from an address, transactions that originate from the address will be more
easily tracked if the tokens to be transferred via the transactions are kept intact. Splitting up
a token amount at an address is not, however, a straightforward task and poses technical
challenges. In particular, the task of dividing an initial amount of tokens at an address into
smaller sub-amounts poses the technical challenge of disassociating the user from the initial

amount while still maintaining ownership i.e. control of the tokens.

Thus, it is desirable to provide methods and devices for dividing and distributing token
amounts at blockchain addresses to facilitate enhanced untraceability and unlinkability of

inputs to outputs in blockchain transactions.

However, numerous technical problems exist when attempting to securely mix and distribute
tokens within a blockchain network. For example, security may be compromised if a
participant node is able to claim tokens before that participant node (or another node
associated with that participant node) has executed a protocol which allows other tokens to
be released to other nodes. Further, it is important to guard against intentional or accidental

misallocation of tokens, for example due to an offline participant.

Such a solution has now been devised.

Thus, in accordance with the present invention there are provided methods and devices as

defined in the appended claims.
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The invention may provide a computer-implemented method and corresponding system.
The method/system may be described as a blockchain-implemented method/system. The
invention may be described as a security method or cryptographic method/system. It may
provide for the secure transfer of a digital resource/asset (e.g, a token) such as a portion or
quantity of cryptocurrency. Additionally or alternatively, it may provide a control
mechanism for controlling the transfer of a digital asset/resource such as a portion or quantity
of cryptocurrency. For ease of reference, the asset or resource may be referred to herein as

a “token”.

“Commitment channels” may be constructed in an ordered fashion and a plurality of nodes
may be arranged in a hierarchical manner. A root node may control the execution of token
transfers or exchanges (e.g., distributions of tokens to particular nodes) within the hierarchy.
The methods and systems described herein may improve the security of token distribution
by ensuring that no unlocking/access of any tokens involved in the distribution may be made
by any participant node until and unless the controller node has determined that commitment
channels have been appropriately created and the controller node has then initiated the token
transfer process. The controller node may initiate the sequential reveal of secret values
which, when combined with the hierarchical arrangement of commitment channels, may
ensure that participating nodes receive an expected distribution of tokens. For example, a
sequential reveal of secret values along each path of the hierarchy may allow participating
nodes to receive tokens from the respective node along the path that is transferring such
tokens. Sequential secret revealing may allow participating nodes to receive their respective
tokens only when all token transactions have been signed by participating nodes and
commitment channels have been created and completed appropriately as determined by the

controller node.

Additionally or alternatively, the present application may describe a computer-implemented
method to participate in a resource (or “asset” or “token”) distribution process for dividing
a quantity of resources/assets/tokens at an input address associated with an input node into
a plurality of sub-quantities and distributing the sub-quantities to multiple output addresses
associated with respective output nodes using a blockchain. Hereafter, we use the term

“token” instead of “resource” or “asset” for convenience.
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The token distribution process may be implemented collectively by the input node, the
output nodes, and a plurality of mixer nodes. The method may be implemented at a mixer
node. It, may include:

identifying an upstream node and a plurality of downstream nodes associated with the mixer
node; collaborating with the upstream node to generate a first commitment channel for a first
(blockchain) transaction between the upstream node and the mixer node;

and for each of the plurality of downstream nodes: collaborating with the downstream node
to generate a second commitment channel for a second transaction between the mixer node
and the downstream node such that an unlocking script for the first (blockchain) transaction

is derived from an unlocking script for any one of the second (blockchain) transactions.

The term “transferor node” may be used herein interchangeably with the term “upstream
node”. The transferor node may be a node which transfers a resource to another node. The
term “downstream node” may be used herein interchangeably with the term “transferee
node”. The transferee node may be a node which receives a resource from another node e.g.

a transferor node.

In some implementations, generating the second commitment channel may include
collaborating with the downstream node to: generate a first blockchain transaction for
committing a quantity of tokens to transfer to the downstream node; generate a second
blockchain transaction that returns the committed quantity of tokens to the mixer node; and
generate a third blockchain transaction for executing transfer of the committed quantity of

tokens to the downstream node.

In some implementations, the quantity of tokens may be determined based on a value
allocation scheme for the mixer node which identifies a respective quantity to transfer to

each of the plurality of downstream nodes.

In some implementations, the third blockchain transaction may include an unlocking script

containing a second secret value associated with the second commitment channel.
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In some implementations, the method may further involve obtaining the second secret value

associated with the second commitment channel.

In some implementations, the method may further involve deriving a first secret value

associated with the first commitment channel using the second secret value.

In some implementations, the first secret value is based on a secret key value associated with

the input node, the secret key value being unknown to all mixer nodes.

In some implementations, the method may further involve transmitting a mixer key value to

the upstream node and to the input node.

In some implementations, the mixer node may include a first address at which the mixer
node detects transfer of a first quantity of tokens from the upstream node and a plurality of
second addresses from which the mixer node transfers sub-quantities of the first quantity to

the downstream nodes.

In some implementations, a total quantity of tokens at the plurality of second addresses may

be at least equal to the first quantity.

In some implementations, the second blockchain transaction may include a transaction
parameter specifying a point in time after which the second blockchain transaction becomes

eligible for submission to the blockchain.

In some implementations, the first blockchain transaction may be submitted to the

blockchain after the second blockchain transaction is signed by the downstream node.

In some implementations, the first commitment channel may be generated before any second

commitment channel is generated.

The present application further describes computing devices for performing the described

methods, where the computing devices may include at least one processor, memory, a
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network interface to provide network connectivity, and a blockchain application containing
processor-executable instructions that, when executed, cause the processor to carry out the

operations of one or more of the methods described herein.

The present application further describes non-transitory processor-readable medium which
may store processor-executable instructions to participate in a token distribution process
including an input node, multiple output nodes, and a plurality of mixer nodes, wherein the
processor-executable instructions, when executed by a processor in one of the nodes, cause
the processor to carry out the operations of one or more of the methods described herein.

The processor may be provided in a mixer node.

Any feature described in relation to one aspect or embodiment of the invention may also be
used in respect of one or more other aspects/embodiments. These and other aspects of the
present invention will be apparent from and elucidated with reference to, the embodiment
described herein. An embodiment of the present invention will now be described, by way

of example only, and with reference to the accompany drawings, in which:

FIG. 1 illustrates an example blockchain network of nodes;

FIG. 2 shows, in flowchart form, an example process for constructing a commitment

channel;

FIG. 3 shows an example hierarchy of nodes utilized in the hierarchical token distribution

protocol;

FIG. 4 shows, in flowchart form, an example process for initiating an instance of the

hierarchical token distribution protocol;

FIG. 5A shows a schematic diagram of a commitment channel utilized in the hierarchical

token distribution protocol;
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FIG. 5B shows, in flowchart form, an example process for constructing a commitment
channel between a node and a downstream node in the hierarchical token distribution

protocol;

FIG. 6 shows, in flowchart form, an example process of submitting token transfers along a

path in the hierarchy in the hierarchical token distribution protocol;

FIG. 7 shows a schematic diagram illustrating the use, by a mixer node, of different
blockchain addresses for receiving token transfer and transferring tokens, respectively, in

the hierarchical token distribution protocol; and

FIG. 8 shows a block diagram of a simplified participating node.

Reference will first be made to FIG. 1 which illustrates, in block diagram form, an example
blockchain network 100 associated with a blockchain. The blockchain network is a peer-to-
peer open membership network which may be joined by anyone, without invitation or
without consent from other members. Distributed electronic devices running an instance of
the blockchain protocol under which the blockchain network 100 operates may participate
in the blockchain network 100. Such distributed electronic devices may be referred to as
nodes 102. The blockchain protocol may be a Bitcoin protocol, or other cryptocurrency, for

example.

The electronic devices that run the blockchain protocol and that form the nodes 102 of the
blockchain network 100 may be of various types including, for example, computers such as
desktop computers, laptop computers, tablet computers, servers, mobile devices such a

smartphones, wearable computers such as smart watches or other electronic devices.

Nodes 102 of the blockchain network 100 are coupled to one another using suitable
communication technologies which may include wired and wireless communication

technologies. In many cases, the blockchain network 100 is implemented at least partly over
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the Internet, and some of the individual nodes 102 may be located in geographically

dispersed locations.

Nodes 102 maintain a global ledger of all transactions on the blockchain. The global ledger
is a distributed ledger and each node 102 may store a complete copy or a partial copy of the
global ledger. Transactions by a node 102 affecting the global ledger are verified by other
nodes 102 so that the validity of the global ledger is maintained. The details of implementing
and operating a blockchain network, such as one using the Bitcoin protocol, will be

appreciated by those ordinarily skilled in the art.

Each transaction typically has one or more inputs and one or more outputs. Scripts
embedded into the inputs and outputs specify how and by whom the outputs of the
transactions can be accessed. The output of a transaction may be an address to which tokens
are transferred as a result of the transaction. Those tokens are then associated with that
output address as an available transaction output. In the context of a cryptocurrency, like
Bitcoin, an available transaction output may be referred to as an unspent transaction output
(UTXO). A subsequent transaction may then reference that address as an input in order to

transfer those tokens to one or more other addresses.

While the transactions are pseudo-anonymous in that no personal information is contained
in the transactions on the blockchain ledger, it is possible to trace the transfer of tokens in
chains of transactions and, in some cases, to link tokens to an individual using external data.
In order to increase anonymity, a mixing transaction may be used to pool inputs from a
variety of sources and then to divide and allocate the pooled tokens to outputs. If all the
inputs and outputs are the same size, it is difficult to associate a particular input with a
particular output. However, in such transactions at least one participating node is aware of
the linkage between an input address and output address specified by another participating
node. In such mixing transactions, such as a CoinJoin operation in the Bitcoin protocol, a

single transaction having multiple inputs and multiple outputs is used to mix the tokens.

Some other anonymizing techniques are used to try to avoid revealing links between an input

and an output, such as ring signatures or stealth addresses, with varied effectiveness. Stealth
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addresses try to de-link the output address to which tokens are sent from a particular user.
Ring signatures try to make a source untraceable by making it equally probable that any one
of a group of possible signatories was the one that signed/authorized a particular transaction.
Unfortunately, ring signatures have proven to be problematic to implement in some
blockchain protocols.

The present disclosure provides techniques for distributing tokens at a blockchain address to
multiple different addresses. More specifically, techniques are described for dividing an
initial token amount at an address into smaller sub-amounts and distributing the sub-amounts
across a set of output addresses. The division of tokens is accomplished with a view to de-
linking control/ownership of the initial token amount from the control/ownership of the sub-
amounts at their final addresses. In particular, the sub-amounts of the initial tokens are
distributed so as to make it difficult for an external observer to associate the final output

addresses with the address that housed the initial token amount.

In accordance with embodiments of the present invention, initial tokens at an address on a
blockchain are distributed through a hierarchical structure of transfers of tokens between a
set of participating nodes. In particular, an initial token amount and its sub-amounts are
sequentially divided through multiple layers of a “hierarchy”. The term “hierarchy”, as used
in the present disclosure, refers to a structure for conceptualizing a set of transfers that are
made in order to distribute sub-amounts of an initial token amount at an address. In the
present context, a “hierarchy” may be understood as a tree structure that includes a root node
and subtrees of children with a parent node, represented as a set of linked nodes. The
hierarchical token distribution scheme proposed in the present disclosure uses transfers of
tokens between participating nodes (represented as nodes in a tree structure) to distribute
tokens from a “root” node, corresponding to an initiator of the distribution, to multiple “leaf”

nodes, which are output addresses also controlled by the initiator.

The techniques described herein also provide a security mechanism, implemented via the
use of “commitment channels” for transferring tokens between participating nodes, to ensure
that participating nodes in the distribution are not at risk of having their tokens stolen. The
initiator of the protocol controls a sequential “unlocking” of commitment channels, using

propagated revealing of secret values associated with the commitment channels, to prevent
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the token transactions of the protocol from being executed until all commitment channels
for those transactions have been established. Upon successful completion of all of the token
transactions using the created commitment channels, an initial token amount of an address
is distributed to multiple destination (output) addresses.

In the description herein, the terms “input node”, “output node”, “participating node”, “input
address”, and “output address” may be used. The reference to an “address” of a node is not
meant to refer to a network address of a physical node. Instead the “address” is an address
specified in a transaction on the blockchain having an allocation of tokens to which the
physical node can claim ownership by having a key that corresponds to a signature on the
transaction. In this sense, the “output address” is not an address of the participating node,
but is a blockchain transaction output address that is owned by or associated with the
participating output node. Likewise, the “input address” is an address of an available
transaction output (in cryptocurrency terms, a UXTO) that is owned by or associated with

the participating input node.

Commitment Channels

Various blockchain technologies, such as Bitcoin, may sometimes employ “commitment
channels” in the construction of pairwise transactions between participating nodes.
Commitment channels are designed to allow nodes to make multiple transactions without
having all of the transactions committed to the blockchain. Once a commitment channel is
established between a pair of participating nodes, the nodes can engage in as many transfers
as they would like in a given time period, with only two of the transactions ultimately being
added to the blockchain. As a result, the use of commitment channels can lead to a reduction
in the number of transactions that are required to be added to the blockchain and a reduction
in associated transaction costs. A commitment channel also offers a transferor node the
flexibility of having tokens returned if specific criteria are not met by the transferee node or
if either the transferor or transferee node determined to end the process after a certain set of

transfers.
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FIG. 2 shows, in flowchart form, an example process 200 for generating a unidirectional
commitment channel U, — Uy from a transferor node U, to a transferee node Ugz. The
process 200 is implemented by a pair of participating nodes U, and Ug. For example, a
unidirectional commitment channel may be suitable for use in a scenario where a party 4
desires to pay a party B (e.g. for a service) via multiple transfers over a period of time. More
generally, the commitment channel U, — Up may facilitate the possible set of exchanges of

tokens between participating nodes U, and Up.

In step 202, transferor U, generates a commitment transaction T,. The commitment
transaction represents the commitment component of the commitment channel in which a
specified set of tokens, x, is sent/committed for transfer to Up. The commitment transaction
may, in some embodiments, be a 2-of-2 multi-signature pay-to-script-hash (P2SH)

transaction. At this point, the transaction is not submitted to the blockchain network.

In step 204, a separate return transaction, T o, that returns all the tokens from the multi-
signature controlled tokens back to U, is generated by U,. This transaction includes a
parameter, nLockTime, that allows a blockchain transaction to only be executable after a
specific point in time. The return transaction allows the committed tokens to be returned to
node U, if the transferee node Up is unable to complete, in an allotted time (i.e. up to

nLockTime) a stated criteria for the commitment transaction.

In step 206, transferor U, signs the return transaction. If it is determined, in step 208, that
Up has signed the return transaction, Uy signs the original commitment transaction 7, and
submits it to the blockchain, in step 210. At this point, the nodes U, and Up can proceed to
create one or more new return transactions (T 1, Ty 2, ... Ty, ... ) toreflect the token transfers
being made, off-the-blockchain, as shown in steps 212 through to 226. In particular, these
return transactions would reflect the net transfer of tokens that Uy, is required to make to
Up at that point in time. If a participating node refuses to sign any return transaction, T ;,
the node can submit the ‘previous’ return transaction, T, ;_;, to the blockchain, after
nlLockTime. For example, in the worst case scenario, U, can reclaim all the tokens that were

committed by Uy in T, by signing T} ; and submitting it to the blockchain network.
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As shown in FIG. 2, iterations of (off-block) return transactions between U, and Ug may be
created, until a final return transaction representing the net transfer of tokens from U, to
Up is constructed and submitted to the network. More specifically, if the nLockTime value
on the initial return transaction, Tp.q, is represented by Sgo,, 1 is the number of return
transactions created in the ongoing, off-block transfers made between U, and Up, and s is
the time allotted for both parties to agree to a return transaction before a node risks the other
node submitting the previous return transaction, the nodes can continue negotiating new
transfers (step 216) while t < Sgo, — @ * 5, (that is, while nLockTime for the initial return
transaction has not been passed) with the value of nLockTime being decremented with each

successive return transaction, until a final return transaction is submitted to the blockchain,

in step 240.

Hierarchical Token Distribution

The present disclosure describes techniques for distributing tokens at a specific address in a
blockchain to multiple output addresses. A token amount at an initial address is divided into
multiple sub-amounts, which are then distributed across a set of output addresses. The token
distribution scheme proposed in the present disclosure (Hierarchical Token Distribution
scheme, or “HTD”) utilizes a “hierarchical” structure of transfers between participating
nodes (represented as nodes in a conceptual “hierarchy”). In particular, the HTD transfers
tokens from an initial address through a multi-level hierarchy of nodes. In some cases, the
HTD may be used as part of or in addition to a solution for anonymizing transactions in a
blockchain network. An example implementation of the HTD will now be described with

reference to FIGS. 3 to 8.

Initiating the Token Distribution

Reference is made to FIG. 4, which shows an example process 400 for initiating an instance
of the HTD protocol. A node can join an HTD instance to divide and distribute tokens at an
address associated with the node. As described above, the HTD proceeds by conceptually
arranging a plurality of nodes into a multi-level hierarchy. The initiator of the HTD is

represented as the root node, Uy, and the output addresses of the token distribution are



10

15

20

25

30

WO 2019/003072 PCT/IB2018/054629

-14-

represented as leaf nodes in the hierarchy. An HTD instance may be administered by the
initiator itself or by a different node and/or control system, in which case the initiator would

request to use the HTD services provided by the node/control system.

At step 402, initialization data, including various parameters of the HTD services, may be

collected or selected by the administrator and/or the initiator, including:

¢ A fixed number of branches per node (n,) in the hierarchy, indicating the number
of children/transferees that each non-leaf node in the hierarchy will have.

¢ The number of outputs, or “leaves”. In at least some embodiments, the number of
outputs may be selected from the set of values in the range of the function

Leaves = f(ny,n;) = nzl_l

where n; > 2 is the number of levels in the hierarchy, the root node is level 1, and
the final level is the level containing the leaves. For example, if n, = 2, the range of

leaves is Leaves = {22,23,2%,...,2M1} = {4,8, 16, ...}

At step 404, the HTD recruits a set of participating nodes to act as “mixer nodes” in the
hierarchy. The recruiting may be performed by an administrator of the HTD and/or the
initiator, or it may be decentralized (e.g. participating nodes may “opt in” to the HTD to
serve as mixer nodes, for example, to receive payment for providing its “mixing” services).
Mixer nodes are the non-root, internal nodes in the tree structure of the hierarchy. Each mixer
node is configured to receive a first quantity of tokens from its “parent” (or upstream) node
and transfer sub-amounts of said first quantity to its “child” (or downstream) nodes. Given
the parameters n, and n;, the number of mixer nodes, n,,;,, in the hierarchy of an HTD

instance may be calculated by:

n;—2
2 M
_ i Mp— Ny
Nnix = np” = 2 "
= np =Ny
1=

In some embodiments, the mixer nodes may provide a “mixing” function within the HTD.
To facilitate the mixing, each recruited participating node may be expected to possess at
least a minimum quantity (min, ) of tokens, where min, = f(n;). This minimum may

depend on the level in the hierarchy at which the mixer node is positioned.
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A key component of the HTD protocol is the implementation of a security mechanism to
ensure that the protocol is fully implemented without risk of partial completion and
consequent failure to realize the desired final distribution of tokens. To achieve the necessary
security for the HTD, the solution utilizes the homomorphic properties of the public-private
key relationship of Elliptical Curve encryption, where
E(m)+En) =E(m+n)

E(x) = xG and G is the base point of the Elliptical Curve. The security of the protocol relies
on the use of “commitment channels” for all token transactions between parent-child node
pairs in the hierarchy of the HTD, and the control exercised by the initiator, U,,, over the

commitment channels established between participating nodes of the protocol.

In setting up this security mechanism, the initiator first chooses, at step 406, a random
number (or key), kg, and calculates kG, where G represents the base point on the Elliptic
Curve. The value of kg is kept secret by the initiator throughout the HTD. Every other
participating node, U;, chooses a respective random number/key, k;, and securely sends this
value to the initiator, at step 408. The initiator then selects, at step 410, a set of random
number values, {k,;}, where each of these random numbers corresponds to a leaf (output)

node of the hierarchy. That is, the initiator assigns a random value, ke, to each leaf node.

When a sufficient number of mixing nodes have been recruited by the HTD service, a
hierarchy of nodes is “constructed”, based on the number of output values, or leaves, chosen
by the initiator. An example hierarchy 300 of nodes is illustrated in FIG. 3, where n, = 2
and the number of levels, n,, is equal to 4. The hierarchy includes a root node 302, eight leaf
nodes 304, and a plurality of mixer nodes 306 located at a unique position along eight
different paths between the root node 302 and leaf nodes 304. An initial quantity of tokens
at an address associated with the root node 302 can be distributed to output leaf nodes 304
using a distribution scheme based on the hierarchy 300. (Without loss of generality, the
following notation will be used throughout the disclosure for labelling nodes: if a node is

labelled Uy, then U;;’s parent node is Uy, and a child node of Uy; is Uyj, where k € [1,1].)

e
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The “hierarchy” of HTD is a representation of the set of token transactions between
participating nodes that results in distributing an initial quantity of tokens at a specific
blockchain address to multiple different output addresses. In particular, the relative positions
of nodes in the hierarchy define the transactions that are used by the HTD protocol in
distributing the tokens of the initial address. Each node in the hierarchy other than the root
node receives a transfer of tokens from its parent node, and all non-leaf nodes in the
hierarchy transfer tokens, of respective amounts, to each of its child nodes. More
specifically, each mixer node in the hierarchy participates in two types of transactions,
namely (1) receiving transfer of a certain quantity, x, of tokens from its parent node, and (2)
transferring respective sub-amounts of x to its child nodes. Accordingly, the location of a
node in the hierarchy completely defines the set of transactions in which the corresponding

participating node will be involved.

To assist in the anonymizing capabilities of the HTD, various randomization processes may
be undertaken during the construction of the hierarchy to determine the locations of
individual mixing nodes. The randomization may be done on a level-by-level basis (i.e. the
participating node is designated to a level of the hierarchy, but its position in the level is
randomly determined), or the node may be placed at any random mixing node location in

the hierarchy.

Due to the hierarchical arrangement of mixer nodes in the HTD, the choice of randomization
would have implications for the min, quantity of tokens already available at the mixer
nodes. In order for a mixer node to be able to mix transfer of tokens during the HTD, it
should possess at least a minimum amount of tokens prior to receiving any tokens for
distribution. For example, a restriction may be imposed during recruitment of mixer nodes
requiring that at least one of the mixer nodes have an equivalent quantity of tokens as the
quantity that it is asked to distribute to its child nodes already available at n, separate
addresses. This would mean that, depending on the ratio in which tokens are to be split
between child nodes, the higher a mixer node is in the hierarchy, the more tokens it must
possess in order to participate in the HTD (since nodes that are higher up in the hierarchy
receive larger token quantities for distribution). Therefore, if mixer nodes are recruited for

specific levels of the hierarchy, randomization would be restricted to moving the mixer
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nodes “horizontally” across that level of the hierarchy, with the level having its own min,
value. On the other hand, if mixer nodes are recruited with no restrictions on level, then the
mixer nodes can be randomly placed at any location of any of the mixing levels of the

hierarchy, and the min, value for all mixing nodes would be universal.

Having decided on the position of the mixer nodes in the hierarchy at step 412, the initiator
(conceptually) constructs the hierarchy, inclusive of the root node and the leaf nodes, in step
414, and communicates to each participating node, U;, the node they are expected to receive

tokens from and the nodes they are each expected to transfer tokens to, in step 416.

Commitment Channels in the HTD

Once the design of the hierarchy has been established and each participating node is aware
of their respective transferor (upstream node) and transferees (downstream nodes), a set of
one-way commitment channels are set up between every participating node and their
transferees. All token transactions between parent-child node pairs in the HTD are
accomplished through the use of “commitment channels”. In the HTD, a commitment
channel is defined by three separate transactions: a commitment transaction, T, a return
transaction, T, and a transfer transaction, T,. FIG. 5A shows a schematic diagram
illustrating the relationship between the three transactions. Thus, without loss of generality,
for each transfer of tokens from a transferor node U; to a transferee node U;; in the HTD,
three blockchain transactions are created:

¢ The commitment transaction, T, is a 2-of-2 multi-signature P2SH transaction that

U; utilizes to commit a set of tokens, x, for transfer to Uy,

to be governed by either:
o a2-of-2 multi-signature (U;, Uy;), or
o knowledge of a secret value sv;; and the signature of Uj;
® The return transaction, T} o, returns the previously committed tokens, x back to U;.
This transaction becomes eligible for submission to the blockchain after a specific

point in time. For the return transaction to be executed successfully, it requires the

signatures of users U; and Uy;.
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The transfer transaction, T, actually sends the committed tokens x to U;;. For this
transaction to be executed successfully, it requires the knowledge of a secret value

sv;j and the signature of the user Uy;.

Each commitment channel that is generated as part of the HTD is “locked” by a secret value,

which a transferee must provide in order to receive any transfer of tokens. An example

process 500 for constructing a commitment channel, U; — Uj;;, between a transferor node

ij>

U; and a transferee node Uj; is illustrated in FIG. 5B:

1.

Operation 502: Transferee U;; chooses a random number k;; Each commitment
channel may utilize a different random number, in order to make it more difficult for
external nodes to be able to associate a set of transactions as being elements of the
same instance of HTD. In particular, being able to link the different transactions
visible in the blockchain to a common instance of HTD can be made more
complicated, as the transactions are not all tagged with the same secret.

Operation 502: Transferee U;; communicates the value of k;; to U;.

Operation 504: Transferor U; calculates the encrypted version (;; of secret value

sv;;, using the relation

Qij = Qi + kijG = sv;G
Operation 506: Transferor U; utilizes the encrypted value Q;; and creates a
commitment transaction, T, which commits a token quantity x that can only be

transferred by either (1) the signatures of both U; and Ujj, or (2) sv;; and the

o
signature of Uj;.

Operation 508: Transferor U; creates a return transaction, T} o, which returns the
committed value x to U;. The return transaction contains a parameter, nLockTime,
which specifies a point in time at or after which the return transaction becomes

eligible for submission to the blockchain. A suggested nLockTime value may be

calculated as

ni—level(U;)

. ny(n
S+ z sn;,:S+s(b(

i=1

n;—level(U;)
bl —1)

)

nb—l
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where n; is the number of levels in the hierarchy, level(U;) is U;’s level in the
hierarchy, S is the starting time of the first transfer to a node that is submitted to the
blockchain network, and s is a time value, selected by the HTD service, that
represents the amount of time that each U; is given to construct a commitment
channel and to retrieve the necessary secret value for the commitment channel that
transfers tokens to U; and submit the transfer transaction, T;, to the blockchain
network.

6. Operation 510: Transferee U;; signs the return transaction.

7. Operation 512: Transferor U; signs the commitment transaction, T, and submits it to
the blockchain.

8. Operation 514: A transfer transaction, T, is created which transfers the committed
tokens x of the commitment transaction to Uj;. The unlocking script, or <scriptSig>,
for the transfer transaction needs to contain a value sv;; if the transfer transaction is

to be successfully submitted to the blockchain.

In the HTD, the tokens received via a first commitment channel U; — Uj; are divided into
several sub-amounts that are in turn transferred via n;, second commitment channels, U;; —
Uiji- The splitting of a quantity of tokens at each non-leaf node for transfer to child nodes
may be governed by a value allocation scheme for the respective node. For example, the
value allocation scheme for a node may indicate a ratio by which a token quantity received
at said node may be split (e.g. 50:50, 40:35:25, etc.) between its child nodes. Value allocation
schemes may be independently determined for each non-leaf node in a hierarchy, or the same
value allocation scheme may be applied for all non-leaf nodes. In some embodiments, value
allocation schemes may be utilized to ensure that desired sub-amounts arrive at their

respective destination (output) addresses in the HTD hierarchy.

A participating node that provides services as a mixer node in the HTD would want to be
assured that it will receive, from its upstream (parent) node, transfer of a quantity of tokens
that is at least equal to the sum of the sub-amounts that the node transfers to its children
during the distribution process. This is where the use of commitment channels can provide

a measure of security for HTD participating nodes, by helping to ensure that transactions of
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the protocol are completed without enabling a node to cancel or renege on any of the
transactions partway through. For every path in the hierarchy that traces a route from the U,
to a leaf node, the commitment channels between parent-child node pairs are created in a
specific order. In particular, the commitment channel U; — Uj; is created before any
commitment channel U;; — Ujj. That is, the commitment channel for the transaction that
transfers tokens to user U;; will be established before any commitment channel for a
transaction transferring to Uy from Uy;. This ordered sequence allows node Uj; to, before
risking/making a transfer, ensure that there exists a T, transaction to U;; that Uy; is able to

successfully execute if U;; makes a transfer to at least one of its transferees, Uyjy,.

In at least some embodiments, there exists a transaction “cost” associated with one or more
of the transfer transactions in the HTD. Moreover, mixer nodes participating in the protocol
will likely require receipt of tokens prior to providing their mixing services. For example,
for each of at least one of the mixer nodes, a certain amount of tokens may need to be
transferred to the mixer node in order to activate the mixer node’s services (e.g. to mobilize
and/or control the node’s resources for mixing tokens). These “costs” can be taken into
consideration by the initiator when deciding on the amount of tokens to be introduced into

the HTD in view of the desired/expected token output at the leaf nodes.

As an example, assuming that the transfer of tokens to mixer node U;; can be seen as a
percentage of the tokens that the node received, and is inclusive of the transaction costs
Uij has to transfer to U;;’s transferees, the total mixer node costs, Cp;y, for the set of

transactions in the HTD can be represented as

n;—2

Crnix = SX 1+z(1—s)i =x—x(1—s)m1,

i=1

where s is the rate/percentage of the tokens transferred taken from the mixer node, x is the
amount ‘deposited’ at Uy , and n; is the number of levels in hierarchy. Mixer node transfers

begin at level 2 and end at the level before the leaves, hence the number of levels involved



10

15

20

25

30

WO 2019/003072 PCT/IB2018/054629

21-

are N, =n; — 2. The function C,,;,(s,x) is independent of the ratio in which token

transfers are split.
Secret Values of Commitment Channels

Each commitment channel U; — Uj; requires that the transferee U;; provides a secret
value sv;; to receive tokens via the commitment channel. In the HTD protocol, the initiator
exercises control over all of the transfer processes (between parent-child pairs) that are
implemented as part of the token distribution process. The secret values sv;; serve to “lock™
the commitment channels, preventing withdrawal of token by any of the participating nodes,
until the initiator is satisfied that the commitment channels for transferring tokens to the leaf
nodes have been created. The secret value for a commitment channel U; — Uj; located
anywhere along the hierarchy of the HTD may be obtained according to the following

Pprocess:

1. U;; communicates its random number k;; (which is selected by U;; during
initialization of the HTD, as shown in operation 408 of process 400 in FIG. 4) to
Ui, and U; communicates an encrypted version of its secret key, ¢, to U;j, where
Qi = sviG

2. The secret value for the commitment channel U; - U;; is to be

Svij = SV; + kij

for which its encrypted value is Q;; = Q; + k;;G. The secret values, sv;;, are
iteratively defined, beginning with svy = k.

3. This secret value sv;; = kg + kg + kp + -+ + kyj , where kg, kg, Kp, ..., k; are the

ij»
random numbers chosen by participating nodes of the commitment channels
preceding the commitment channel U; — Uj; in the same path. This can be seen
from the following calculation:
Qij = Qi + kijG = (ksG + koG + kpG + -+ kiG) + kG
= (ks + kg +kp+ -+ k)G
At this point, node U;; does not know the secret value for the commitment channel,

as the initiator keeps kg private and unknown to any other nodes in the HTD. More
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generally, none of the transfer transactions of the HTD can be started without the

initiator revealing the secret value, k.

Executing the Transactions of the HTD

Reference is now made to FIG. 6, which shows an example process 600 for executing the
transfer transactions of the commitment channels created by participating nodes of the HTD.
As noted above, the initiator Uy of the distribution receives the random number values k;
from all nodes of the hierarchy and is thus in possession of all of the secret values. (Recall
that the secret values for commitment channels used in the HTD are defined by sv;; = kg +
ko + kp + -+ + k;j.) Provided that all commitment channels are created at or before time S,
the initiator sets off a sequential revealing of secret values for all of the commitment channels
of the HTD. In particular, at step 602, the initiator releases the “final” secret values, SVrinqr.
given by
SVfinat = ks T kg + kp + -+ Ky + Koy

for each of the unique paths (of consecutive commitment channels) in the hierarchy leading
to their corresponding leaf nodes. The initiator can do this either by communicating the
SVfina Values directly to the corresponding U, node (i.e. the parent of Uy in the path), or
it can submit the transfer transaction, T¢: U, = Ujeqr (since the initiator also owns the leaf
nodes), thereby allowing U, to retrieve the secret value Svyipg; from the blockchain. Upon
checking, in step 604, that the nLockTime for the commitment channels for transferring
tokens to the leal nodes has not passed, the initiator submits T;:U, = Ujeqp to the

blockchain, at step 604.

Once U, obtains the SVginq; value at step 606, it can simply subtract kjoqp (which is
previously communicated by Ujeqy to its parent, U,) from svping to determine sv,, the

secret value needed for U, to receive tokens from its parent node, at step 608. More

generally, each node U;j, may directly communicate the value svyjy, to its transferor Uy;, or
if Uy, fails to do so, node U;; attempts to retrieve the value sv;j, in the blockchain ledger
before the nLockTime value of the transfer transaction which transfers tokens to U

expires.
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In this way, the secret values sv;; are sequentially revealed (in steps 608 through to 622,

while the current time is less than

level(Uy) n (nnl—level(Ui) 1
n;—level(U; i _ b\, =
= snp=S+s¢( — )

nLockTime =S + },

by moving up the paths in the hierarchy and using the relation sv;; = svyj — kyji. The svy;
value allows node U;; to receive tokens via Ty: U; = U An important corollary of this
sequential reveal procedure is that the secret value for a specific commitment channel can
be determined using any of the paths for which the commitment channel is shared in the
hierarchy of HTD. Each commitment channel has only one secret value (contained in the
unlocking script <scriptSig> for the transfer transaction). Since an “edge” (i.e. acommitment
channel between a parent-child node pair) in the tree structure representing the hierarchy of
HTD is shared by all paths that contain said “edge”, the calculation of the secret value
associated with the commitment channel corresponding to said “edge” may be performed
using any of the paths sharing that commitment channel. This also implies that node U;; can
receive its own tokens from U; before one or more of its n, child nodes receives their tokens

from U;;. In particular, U;; can receive its due total tokens from U; even if only one
transferee withdraws tokens from U;;. Each node Uj; is therefore guaranteed the ability to
receive tokens if U;; makes a transfer of tokens to at least one of its child nodes, U; . When

all of the transfer transactions of the HTD are completed, the original set of tokens is

distributed to the input addresses of the leaf nodes.

Returning Tokens

The submission of return transactions to the blockchain is restricted by the nLockTime
value, which is a period of time during which return transactions are not to be accepted by

the blockchain. In the HTD, a suggested value for nLockTime is given by,

n;—level(U;)
nb(nbl Y-1)

np—1

nLockTime =S + Z?Qlevelw") snh=S+s( ).
If a transferee Uy fails to reveal the secret value sv;j; before the expiry of nLockTime for
the return transaction, T.5: U;j = Ujjy, the transferor U;; may submit the return transaction

to the blockchain. If this return transaction is successfully submitted, the transfer transaction
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Ty:Uyj — Uyjy for the commitment channel between transferor U;; and transferee Uy, can
never be executed. If at least one return transaction is submitted to the blockchain, the return
submission processes are repeated, upwards through the levels of the hierarchy, up to and

including the initiator Uj.

Anonymity Considerations

As explained above, mixer nodes may serve the function of mixing tokens during
distribution of tokens through the multi-level hierarchy of the HTD. That is, the mixer nodes
may render tracing the flow of tokens more difficult. One way in which this can be done is
by ensuring that a mixer node has pre-existing addresses that are different from the address
where tokens are received (from the parent node) and from which the mixer node can pass
on the tokens to their child nodes. An example of this scenario is illustrated in FIG. 7, where
Uij has an address (Addr_P1) where it receives tokens from U; and a separate address
(Addr_P2) where sufficient quantity of tokens to be passed on to the child node, Uy, are
already available. Using these separate addresses of a mixer node to delink the receipt of a
token amount at the node and the transfer of sub-amounts from the node may potentially
yield anonymization benefits in the HTD. In at least some embodiments, the HTD protocol
may be designed to require a minimum number of mixer nodes that have different pay-
receive addresses. For example, an initiator and/or administrator of the HTD may enforce
that at least one mixer node in each path of the hierarchy abide by the different transfer-

receive addresses stipulation.

Reference will now be made to FIG. 8, which shows, in block diagram form, a simplified
example of a participating node 800. The node 800 may be an input node or an output node.
The node 800 includes a processor 802, which may include one or more microprocessors,
application specific integrated chips (ASICs), microcontrollers, or similar computer
processing devices. The node 800 further includes memory 804, which may include
persistent and non-persistent memory, to store values, variables, and in some instances
processor-executable program instructions, and a network interface 806 to provide network

connectivity over wired or wireless networks.
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The node 800 includes a processor-executable blockchain application 808 containing
processor-executable instructions that, when executed, cause the processor 802 to carry out

one or more of the functions or operations described herein.

It will be understood that the devices and processes described herein and any module,
routine, process, thread, application, or other software component implementing the
described method/process for configuring the participating node may be realized using
standard computer programming techniques and languages. The present application is not
limited to particular processors, computer languages, computer programming conventions,

data structures, and other such implementation details.

It should be noted that the above-mentioned embodiments illustrate rather than limit the
invention, and that those skilled in the art will be capable of designing many alternative
embodiments without departing from the scope of the invention as defined by the appended
claims. In the claims, any reference signs placed in parentheses shall not be construed as
limiting the claims. The word "comprising" and "comprises”, and the like, does not exclude
the presence of elements or steps other than those listed in any claim or the specification as
a whole. In the present specification, “comprises” means “includes or consists of” and
“comprising” means “including or consisting of”’. The singular reference of an element does
not exclude the plural reference of such elements and vice-versa. The invention may be
implemented by means of hardware comprising several distinct elements, and by means of
a suitably programmed computer. In a device claim enumerating several means, several of
these means may be embodied by one and the same item of hardware. The mere fact that
certain measures are recited in mutually different dependent claims does not indicate that a

combination of these measures cannot be used to advantage.
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CLAIMS

1. A computer-implemented method to participate in a token distribution process for

10

15

20

25

dividing a quantity of tokens at an input address associated with an input node into
a plurality of sub-quantities and distributing the sub-quantities to multiple output
addresses associated with respective output nodes using a blockchain, the method

comprising:

identifying an upstream node (U;) and a plurality of downstream nodes
(U;jx) associated with a mixer node (U;;);

collaborating with the upstream node to generate a first commitment
channel (U; — U;;) for a first transaction between the upstream node and the mixer
node; and

for each of the plurality of downstream nodes:

collaborating with the downstream node to generate a second

commitment channel (U;; - U; ) for a second transaction between the

mixer node and the downstream node,
wherein an unlocking script for the first transaction is derived from an unlocking

script for any one of the second transactions.

The method of claim 1, wherein generating the second commitment channel
comprises:
collaborating with the downstream node to:
generate a first blockchain transaction (T,) for committing a quantity
of tokens (x;) to transfer to the downstream node;
generate a second blockchain transaction (T ) that returns a
committed quantity of tokens (x;) to the mixer node; and
generate a third blockchain transaction (T;) for executing transfer of

the committed quantity of tokens (x;) to the downstream node.
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The method of claim 2, wherein the committed quantity of tokens (x;) is
determined based on a value allocation scheme for the mixer node which identifies
a respective quantity to transfer to each of the plurality of downstream nodes.

The method of claim 2, wherein the third blockchain transaction (T;) includes an
unlocking script containing a second secret value (sv; ;) associated with the second

commitment channel.

The method of claim 4, further comprising obtaining the second secret value (sv; )

associated with the second commitment channel.

The method of claim 5, further comprising deriving a first secret value (sv;;)

associated with the first commitment channel using the second secret value (sv;jy).

The method of claim 6, wherein the first secret value (sv;;) is based on a secret key

value (k) associated with the input node, the secret key value (k) being unknown

to all mixer nodes.

The method of claim 1, further comprising transmitting a mixer key value (k;;) to

the upstream node and to the input node.

The method of claim 1, wherein the mixer node includes a first address at which the
mixer node detects transfer of a first quantity of tokens from the upstream node and
a plurality of second addresses from which the mixer node transfers sub-quantities

of the first quantity to the downstream nodes.

The method of claim 9, wherein a total quantity of tokens at the plurality of second

addresses is at least equal to the first quantity.

The method of claim 2, wherein the second blockchain transaction (T o) includes a
transaction parameter (nLockTime) specifying a point in time after which the

second blockchain transaction becomes eligible for submission to the blockchain.
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The method of claim 2, wherein the first blockchain transaction (T,) is submitted to
the blockchain after the second blockchain transaction (T o) is signed by the

downstream node.

The method of claim 1, wherein the first commitment channel is generated before

any second commitment channel is generated.

A computing device to participate in a token distribution process including an input
node, multiple output nodes, and a plurality of mixer nodes, the computing device
comprising:

a processor;

memory;

a network interface to provide network connectivity; and

a blockchain application containing computer-executable instructions that,
when executed by the processor, cause the processor to carry out the method

claimed in claim 1.

A non-transitory processor-readable medium storing processor-executable
instructions to participate in a token distribution process including an input node,
multiple output nodes, and a plurality of mixer nodes, wherein the processor-
executable instructions, when executed by a processor in one of the nodes, cause

the processor to carry out the method claimed in claim 1.



