
EP 0 295 461 B1 Description The present invention relates to computer
networks, and more particularly, it relates to a method for locating a
target resource in a computer network. 5     Computer networks for
processing and transmitting data are well known. A typical computer network
system comprises at least one host computer running under some type of
operating system, communica- tion controllers, communications media and a
plurality of end users (terminals, printers, displays, etc.). The host
computer is connected, via communications media, to either a communication
controller or an end user terminal. The communication controller interfaces
with other communication controllers or end user 10 terminals via
communications media. The communications media may be telephone lines,
channels, satellites, etc. By entering a request at a user's terminal, the
user may extract data from the host computer. Similarly, a user may enter
information on a terminal through which it is transmitted to a host
computer for processing and/or to another terminal in the network.
Computing systems are controlled by a system architecture that ensures the
orderly flow of information 15 throughout the system. The prior art
describes several types of architectures. For example, an overview of the
architecture used in computer networks is given in an article entitled,
"Computer Network Architectures" by S. Wecker in Computer, September 1979.
Another overview, including a description of System Network Architecture
(SNA) is given in an article entitled, "An Introduction to Network
Architectures and Protocols," by P. E. Green in the IBM Systems Journal,
Vol 18, No. 2, 1979. In these articles, the various computer 20 networks
such as SNA, DNA, ARPANET, etc. are described by means of hierarchical
architectural layers, where the lowest layer relates to the physical
communication lines interconnecting various user nodes of the network and
where the highest level concerns the conversation per se between the
various end users of the network. As networks become more dynamic, the
addition and relocation of resources and end users occur more 25
frequently. New procedures are needed to allow customer networks to grow
and change more easily. Among other things these procedures must minimize
the amount of coordinated system definitions needed and tolerate errors and
race conditions in the network. The article by Baratz et al entitled: "SNA
Networks of Small Systems," IEEE J. Selected Areas in Communications, Vol.
SAC-3, No. 3, May 1985, gives an overview of an extension to SNA. It
addresses the 30 minimization of coordinated system definitions. However,
it does not address adequately the means and methods to accomplish the
minimization. Further information on SNA terms and concepts can be found in
Systems Network Architecture Technical Overview, IBM Publication
GC30-3073-2, September 1986. The EP application A2 201 063 discloses a
network interface module with minimized data paths and 35 new addressing
modes which implements a multi-processor, multi-tasking virtual machine
comprising processes, messages and contexts. To facilitate message
transmission between processes resident on different cells, each network
interface module is provided with tables identifying the locations of
resident and non-resident processes. The implementation disclosed in that
invention may not be adapted to every environment. 40     The object of the
invention is a method, termed a LOCATE search, which dynamically locates
resources (e. g., logical units (LUs) and transaction programs and files
contained in LUs) in the network so that an LU-LU session can be
established between the origin LU and the destination LU of the search :
said method is to be implemented in a computer network which includes a
plurality of end nodes and at least one server node, each of said nodes
having a directory of resources associated with the node and each of 45
said node being associated with a server node. In our preferred embodiment
of the invention as claimed, an end node first searches its local resources
(those that reside in it). (An end node is a node at the edge of the
network that uses, but does not provide, network services). If the resource
(destination) is not found, the end node sends a search request to its
network (server) node. (A network node is an intermediate node in the
network that provides network 50 services to components in itself and in
end nodes attached to it.) (Alternatively, the search may be instituted
initially at the network node.) The server node searches its directory of
domain resources first (those resources that reside in the server node
doing the search and in those resources known by the server node to reside
in the end nodes served by it). If the resource is not in its domain
directory, the server node performing the search checks resources of other
network nodes that are known. By the word "known" we 55 mean that a
resource is listed in any of the directories of a node. If the resource is
known to be in another node, a directed search is sent to the node believed
to contain the requested resource. If the resource is not known or is not
found with the directed search, the server broadcasts to end nodes in its
domain that have indicated that they may be searched for resources of the
requested type. If the resource is not located 



3    EP 0 295 461 B1 in the server's domain and a central directory exists
in the network, then the request is forwarded to a central directory using
a directed search. If a central directory does not exist or if the node is
unable to route to a directed search to a central directory because of link
outages, a broadcast search is performed. If the resource is not found by
the broadcast and the network ID of the resource indicates a network other
5 than the present network, the request is forwarded with a directed search
to a gateway node, if one exists. Our invention also includes novel
messages which flow in the network to perform the search requests and
replies. A principal advantage of our invention is that the user need only
define the local resources at a node. Other nodes in the network acquire,
(by directed or broadcast search), information concerning a resource as 10
they require it. Fig. 1 is a block diagram of the physical components of a
computer network. Fig. 2 shows the standard format for the SNA basic link
unit and the standard format for a general data stream (GDS) variable in
SNA. Fig. 3 shows the formats for a search request, successful search reply
and an unsuccessful search 15 reply, respectively, all in accordance with
our invention. Fig. 4 shows the format for the LOCATE GDS variable base as
well as the formats for a directed search request, a broadcast search
request, and a failed search reply of the LOCATE procedure, all in
accordance with our invention. Fig. 5 shows the format for the GDS variable
FIND RESOURCE as well as the formats for the search 20 argument control
vectors and the caching control vectors contained in FIND RESOURCE, all in
accordance with our invention. Fig. 6 shows a format for the GDS variable
FOUND RESOURCE in accordance with our invention. Fig. 7 shows formats for
the control vectors termed Associated Resource Entry, Directory Entry,
Search Argument Associated Resource FIND, and Search Argument Directory
FIND in accordance with our 25 invention. Fig. 8 shows the format for a
Search Scope Control Vector in accordance with our invention. Fig. 9 shows
the format for a Fully Qualified Procedure Correlation Identifier (FQPCID)
Control Vector. Fig. 10 shows the format for a Route Selection Control
Vector as used in a directed search. Fig. 11 shows the format for a Network
Name Control Vector. 30     Fig. 12 shows the format for an Extended Sense
Data Control Vector. Figs. 13 and 14 are flow charts of a computer program
illustrating the operation of our invention. Fig. 15 is a flow chart of a
computer program illustrating other aspects of our invention. Our invention
is a general method to locate resources that are in a computer network. The
use of our invention is not restricted to any specific type of computer
network. It works well with the IBM SNA 35 architecture and will be
described in that environment. In particular, our preferred embodiment is
described in terms of use in an extension of SNA on small systems, commonly
termed SNA/APPN (advanced peer-to-peer networking). An overview of the
SNA/APPN architecture and of methods for dynamically locating resources is
given in the article entitled "SNA Networks of Small Systems" by Baratz et
al in the IEEE J. Selected Areas in Communications, Vol. SAC-3, 40  No. 3,
May 1985. In this article, the architecture is referred to as SNA/LEN. This
article is incorporated herein by reference. However, this description in
terms of SNA/APPN should not be construed as a limitation on the scope of
our invention, as it is within the capabilities of one skilled in the
computing art to use the invention in other types of networks. There are
two types of APPN nodes: network nodes (NNs) and end nodes (ENs). An NN
provides 45 session establishment, directory services and session traffic
routing services to other nodes for its own Logical Units (LUs) and for LUs
in lower function nodes, ENs. Each node, EN or NN, is responsible for
maintaining a directory of its local resources. In addition, each NN is
responsible for maintaining directory information about resources that
reside in ENs served by it. This is done by system definition (sysdef),
either of all of the resource names or of the EN's status as an 50
authorized node that is allowed to dynamically inform its serving NN of its
resources. Such an NN is termed a server, and the combination of a server
NN and the ENs it serves is termed a domain. All APPN nodes communicate via
control-point-to-control-point (CP-CP) sessions. An APPN network node has
two CP-CP sessions with each physically adjacent network node. Each session
can be 



characterized as a one-way pipe over which very short transactions flow;
each of the two sessions between 55 adjacent network nodes carries traffic
in one direction only. Thus, CP-CP communication between network nodes can
be thought of as a full-duplex connection. Upon link activation, each APPN
network node attempts to set up a CP-CP session with the node at the other
end of the link if it is a network node. CP-CP sessions between network
nodes always begin with a CP-Capabilities exchange. There is also a CP-CP 4
EP 0 295 461 B1 session established between an APPN end node and the APPN
network node that serves it. This is described fully in copending EP
application Number 88105794.7 by Baratz t al. The directory search
procedure is a part of the directory services component of an APPN network
node. Its function is to find the location of the target resource of a
session request. The resource locations 5  are dynamic. The ability of the
directory search procedure to find the current location of a requested
resource enables session services to direct its session establishment flows
(BINDs) and decreases the occurrence of failed session establishment
requests. Fig. 1 is a representation of a typical SNA/APPN network in which
the LOCATE method is preferably used to find the location of a target
resource. SNA/APPN block 50 is a sub-network which includes a set of
network nodes, abbreviated as NN, another io  set of End Nodes, abbreviated
as EN, and a central directory, CD. Each of these nodes contain one or more
network addressable units (NAUs). A NAU represents an entity to the network
and allows traffic to be routed to it. A logical unit (LU) is a user NAU
through which an end user accesses the network. Each EN and NN typically
supports one or more LUs. In addition, each EN and NN contains a control
point (CP) that provides control functions such as LU-LU session initiation
and termination. CPs communicate with each other via 15  CP-CP sessions.
Typically, each EN and NN is also provided with associated application
programs, I/O devices and data bases (not shown), which are contained in
its associated LUs. The LUs of ENs and NNs, such as 230 and 310 or 120 and
4, communicate over a logical connection called a "session." Multiple
sessions can also be established between two LUs, as is well known in the
prior art. A session 20  is established when one LU sends another an SNA
request known as the "BIND" which specifies the protocols that both
partners agree to abide by for the duration of the session. The "BIND"
sender and receiver are known respectively as the primary LU (PLU) and
secondary LU (SLU). A more detailed description relative to session
establishment, etc. can be found in the "IBM Systems Network Architecture
Format & Protocol Reference Manual: Architecture Logic" (SC30-3112). 25
A network may have one or more central directory (CD) nodes. These are
network nodes which provide a large cache of directory entries and may be
used by other nodes to find resources that have already been located by
other requesters. Connections between sub-networks are accomplished via
Gateway NNs. In Fig. 1, Gateway NN 8 connects sub-networks 50 and 51. 30
Each node CP maintains directory information about resources in the node.
That information includes the resource name, type, and, for non-LU
resources, the LU associated with the resource. The composite of all of the
directories of local resources provides a distributed network directory. In
addition to the local resource directory, there are three kinds of
directory entries in an NN: its own domain resources, cross-domain
resources, and cross-network resources. All directory entries contain the
35  CP name at which the resource is located; for resources other than LUs,
the directory entry also contains the LU associated with the resource.
Entries for cross-domain resources additionally contain the network node
control point (NNCP) that provides directory and session services for that
control point and entries for cross-network resources further contain the
NNCP providing gateway network node (GNN) services for sessions between the
origin LU and the destination resource. 40     These entries may be
accumulated in several ways: by system definition input; by retaining the
results of earlier successful searches (caching) and by searching the
topology database for a CP name match. Cache entries, whether sysdefed or
dynamically added, are only to direct the subsequent LOCATE. If the LOCATE
search fails or if the search succeeds, but the BIND fails because the
resource is not found (e.g., the resource moved or failed in the window
between receipt of the LOCATE and receipt of the BIND), 45 then the
erroneous cache entry is deleted. As necessary, a "least recently used"
algorithm may be applied to dynamically added cache entries to make room
for new entries. This type of algorithm is well known in the art and forms
no part of our invention. LOCATE PROCEDURE 



50 The objective of the LOCATE procedure is to locate resources (e.g., LUs,
transaction programs or files) in the network so that a session can be
established between the originator and the LU which is the target of the
search (also referred to as the destination node or destination). The
location of a resource is defined to be the owning CP of that resource. A
route to the location of the destination resource can be computed by 55
route selection services. Session services then uses the path computed by
route selection services to route its session establishment request (BIND).
If an EN initiates the search, it searches its own resources first and, if
the resource is not found, forwards the request to its server NN. 5    EP 0
295 461 B1 The structure of the LOCATE procedure in an APPN NN is to search
local resources first (those that reside in the node doing the search and
in those known to reside in end nodes served by it). If the resource is not
a local one, the node performing the search checks resources of other
network nodes that are known: these resources may be known because they
were cached from an earlier search or because the resource 5  being sought
is an LU that also is a CP and therefore is in the topology database. In
either case, a search is sent to the node believed to contain the target
resource. This is known as a "directed" search. If the resource is not
known or the directed search fails, the end nodes attached to the NN that
are capable of receiving a LOCATE for the resource type of the target
resource are searched. If the resource is not known locally, then the
request is forwarded to a CD in the form of a directed 10 search if one
exists. If a CD does not exist, a broadcast search is performed. The
broadcast search, then, is used only if the location of the resource cannot
be found by other means. If the broadcast search fails and the resource
name indicates that the resource is in another network, a directed search
is sent to a gateway node, if one exists. 15 Broadcast Search The broadcast
search floods the network with requests for the location of the target
(requested) resource. As the requests flow through the network, they
dynamically build a spanning tree of the intermediate routing network. Upon
receiving a request, a node sends the request to all of its neighboring 20
nodes, except the one that it came from (referred to as the parent or
uptree node), over the CP-CP sessions. Any neighboring node that has
already seen this request immediately returns a negative reply because it
is already part of the spanning tree and will report the results of its
search to its parent, or uptree node. In many cases, adjacent nodes will
send out the search request to each other such that they cross during
transmission; the receipt of a request from a neighboring node to which a
request has already been 25 sent is equivalent to a negative reply. Any
neighboring node that has not yet seen the request searches its local
resource directory and all end nodes that it serves that will accept
requests for resources of the type requested. The neighboring node also
propagates the request to each of its neighboring nodes regardless of
whether the local search is successful or not. 30     There are three
reasons for continuing the search even when the resource is found. The
first is to guarantee expeditious termination of the search. The second is
to assure that only a single response is returned for each copy of the
resource. Third, this procedure allows all copies of a resource to be
found, which can be useful for situations that require checking the
uniqueness of a resource or where the "closest" of a generic resource is
sought. 35     An intermediate node creates a control block for the pending
search, indicating the nodes to which it sent the search request (referred
to as the children or downtree nodes), and does not consider the search
complete until a reply has been received from each of its children. A node
does not clean up this control block until the search is complete; at that
time a final reply is returned up the tree and the control block is
discarded. If a node receives a reply to a search that it does not
recognize, it discards the reply, and takes 40 no further action. Only
network nodes participate in a broadcast search; a network node will query
the end nodes that it serves that will accept LOCATE messages; but those
end nodes do not in turn propagate the broadcast search to other end nodes
or to network nodes to which they are connected. An end node will return
either a positive or negative reply only to its serving network node. 45
Each search procedure carries a unique identifier called a fully-qualified
procedure correlation identifier (FQPCID), assigned by the originating
node. This unique FQPCID is used by a node to correlate a search 



reply with a search request and to recognize duplicate requests. Since the
directory broadcast search method depends on the ability of a parent node
to correlate a request with a reply, it is important that the FQPCID be
unique in the network. In order to assure uniqueness, when a node
originates a directory 50 search, it generates a procedure correlation
identifier (PCID) that is locally unique -- that is, it does not duplicate
any other PCID generated by the node. The node then adds to the front of
this PCID its control point (CP) name, which yields a FQPCID. Since CP
names are unique within a network, each FQPCID is unique in the network.
When a node receives a search reply from a child node, it uses the FQPCID
and the CP name of the 55 replying node to mark an entry in the pending
search table of the appropriate control block. If the reply is positive
(i.e., contains the location of the requested resource), the node forwards
the reply up the tree immediately with an indicator that the search has not
completed at that node. When all the children of a node have replied, the
node sends a reply that indicates "search complete" to its parent. Once the
search 6    EP 0 295 461 B1 of its subtree is complete, a node discards any
knowledge of the search. A search can be completed under several error or
race conditions since a negative reply is implied by any of the following
conditions: 1. a search reply received with the same FQPCID as the search
request, indicating search complete but with no location information; 5
2. a search request received with the same FQPCID as the request sent on
the same link; or 3. a failure in the CP-CP session across which the search
request was sent. The reply indicating "search complete" causes the parent
node to mark one entry in the appropriate control block. The directory
procedure ensures that when the search completes at a given node, knowledge
of the search has been discarded by all nodes downtree in the search
spanning tree. Hence, when the io  search has completed at the origin,
there should be no network resources wasted by search control blocks still
waiting for replies. The search is successful (although it may not be
complete) when a positive reply is received; the search has failed when
negative replies have been received for all search requests sent by the
origin of the search. 15 Search Failures When a search fails, the LOCATE
reply carries a sense code value indicating the cause of the failure. Some
failures are retryable while others are not. When a broadcast has been
sent, multiple replies will be 20  received, several of which may be
negative. In our preferred embodiment, the search must be classified as one
failure type only. The sense code values are hierarchically related in that
once a negative reply is received with a higher failure type than the
previous type, the search failure is promoted to the new higher type. Thus,
at any given time the search origin retains only one sense code for a given
search. This sense code determines whether or not the search is retryable.
25 Termination of Searches There are no timing considerations in the
directory searches. The procedures are set up in such a way that nodes wait
for certain information to be received before sending their replies. This
waiting is 30  asynchronous to network events. In the directory search
procedures a link outage and an adjacent node failure are treated as a
negative reply. If the following conditions are met, the search is
guaranteed to terminate regardless of whether or not there is a CP-CP
session outage along the search path. 1. Before sending a LOCATE search
request to another node, a node checks that there are CP-CP sessions with
the adjacent node that enable the node to receive the request and return a
reply. If these 35    sessions do not exist, a request is not sent. Since a
node waits for a search reply from a partner to which a request has been
sent, it is essential that the sending node know if the partner either
cannot receive the search or cannot send a reply. Thus, the CP-CP session
connectivity needed for sending and receiving is checked. 2. A node must
retain knowledge of a search request it has sent until its entire subtree
completes (i.e., it 40    receives replies from every node to which it sent
the search). When a broadcast is sent, a control block is built listing the
adjacent nodes at that time. If, while the broadcast is completing, a new
link to the origin node comes up, it is recognized (via the control block)
that this link was not included in the search, and therefore no reply is
expected from that new adjacent node. Optionally, the node may forward the 



search down this new subtree in which case this link would be added to the
control block. 45    3. A CP-CP session outage with an adjacent node is
treated as a negative reply. 4. In a broadcast search, crossing searches
with the same correlator are treated at each side as a negative reply. For
example, if server 1 sends a search request to server 2 and then receives
the same search from server 2, server 1 considers that as a negative reply
to its request and does not send a reply. Server 2 does the same. 50    5.
If a node receives the same request that it is currently processing, and
this is not a node that it has sent a search request to (as opposed to #4
above), it returns a negative reply and discards this new request; it does
not start a new search procedure. For example, server 2 is processing the
request from server 0 when it receives the same request from server 1.
Server 2 will send a negative reply to server 1, discard that request, and
continue processing the request from server 0. 65    6. If there is a CP-CP
session outage along the path of a directed search, nodes on either side of
the outage send a negative reply to their respective endpoints. 7. If, at
some time, a node receives a reply for a search procedure that it does not
recognize, this reply is discarded and no reply is sent by this node. 7
EP 0 295 461 B1 Deadlock Detection for Broadcast Searches Because broadcast
searches require the reservation of control blocks to retain information
about broadcasts in progress, deadlocks can occur when nodes run out of
storage for these control blocks. The 5  following explains how a network
node recognizes when a deadlock might occur and performs recovery
procedures to guarantee that it does not occur. Instead of using a flow
control mechanism (which is the explicit granting of permission to send
data) to prevent deadlock, this approach reduces the overhead of messages
requesting and granting permission to send data. This tradeoff is
beneficial if the frequency of deadlocks and hence the average cost of the
subsequent recovery are small. to     The directory services component in a
network node has a number of LOCATE control blocks and has one LOCATE
receive buffer per partner node. A LOCATE control block is the storage used
by a node to receive and process a directory search request, including the
space to remember the replies from the requests it propagated "downstream"
in a broadcast search. A LOCATE receive buffer is used to hold a LOCATE
request when sufficient storage is not available to create a LOCATE control
block. This buffer 15  enables a node that is out of LOCATE control blocks
to at least return a negative reply (indicating the node does not have
storage to process the request) to a received LOCATE request thus allowing
the requestor to continue with its processing. Since directory requests can
be initiated from any node in the network, there is the possibility for two
partner nodes (i.e., they are connected via a CP-CP session) (e.g., NN1 and
NN5 in Fig. 1) to send each other directory requests for different objects.
If each node is running low on storage, 20 there is the potential for the
two nodes to become deadlocked when the LOCATE requests are exchanged
simultaneously using the remaining storage in each node and leaving no room
for either node to receive the reply to its request. Now each node is
waiting for the other to return a reply that would enable it to free up the
storage for that request. The following situation can potentially cause a
deadlock. If the directory services component has used 25 all its LOCATE
control blocks, then receives one request which fills up its LOCATE receive
buffer and then receives enough requests to fill up the session pacing
buffers the node will be forced to drop its receive pacing count to zero.
(Pacing is described in publication GC30-3073-2, referenced earlier.) If a
node detects that it is out of LOCATE control blocks and its LOCATE receive
buffer is full, and its send and receive pacing counts across the sessions
upon which it sent the last request are zero, the node assumes that the 30
adjacent node is in the same situation and that they are deadlocked. This
is a conservative scheme for deadlock detection: the LOCATE control block
pool is shared amongst all partner nodes so replies from other partner
nodes (that are not deadlocked) could eventually free control blocks
removing the storage shortage at each deadlocked partner. For an example of
a deadlock situation, consider the two nodes of. Fig. 1, NN1 and NN5, that
each has 35 two LOCATE control blocks and one LOCATE receive buffer. Table
I illustrates a situation where deadlock can occur. In this example, NN1
sends two requests to NN5; these requests (1 and 3) are received by NN5
after NN5 sends two requests (2 and 4) to NN1. When NN1 sends the requests,
it uses up its two LOCATE control blocks. When NN1 receives request 2 from
NN5, it stores the request in its LOCATE receive buffer since there are no
remaining LOCATE control blocks. NN1 prepares to return a negative reply to
request 2. 



40  Now NN1 receives request 4 which fills its last session pacing buffer.
The session pacing buffer cannot be emptied into the LOCATE receive buffer
since that buffer is full. NN1 cannot free buffers and its receive pacing
count on that session is zero. Meanwhile, NN5 is in a similar situation.
Requests 2 and 4 filled NN5's two LOCATE control buffers; receiving request
1 filled NN5's LOCATE receive buffer; receiving request 3 filled the last
session buffer and NN5 cannot free buffers to increase its receive pacing
count from zero. 45  Each node would like to return a negative reply to the
request it has in its LOCATE receive buffer thus freeing up that buffer
(and possibly the corresponding control block on the other node), but
neither can send because neither has any send pacing count. Nodes NN1 and
NN5 are in deadlock. Each is in the situation where all LOCATE control
blocks are full, the LOCATE receive buffer is full, and the receive and
send pacing counts across the CP-CP sessions to the partner sending the
request in the LOCATE buffer 50  are zero. The same situation arises no
matter how one changes the actual values for the number of control blocks
in each node, the number of receive buffers reserved per CP-CP session, or
the initial pacing counts. 55 8    EP 0295461 B1 TABLE 1 5 10 LOCATE
request  1                               LOCATE request 2 fills  1st
CB(NN5) 15    fills  1st CB(NNI) 20     LOCATE  request 3 fills 2nd CB(NNl)
I 25 LOCATE request 4 fills 2nd CB(NN5) 30 fills  LOCATE fills LOCATE
buffer               *                           buffer * 35 fills  last
session fills last  session                                         buffer;
pacing -> 0 buffer; pacing -> 0 40 2 LOCATE control blocks
2 LOCATE control  blocks 1 LOCATE receive  buffer                  1 locate
receive  buffer 45 The solution to the deadlock problem is for each node to
UNBIND (i.e., disconnect) the CP-CP session across which it received the
LOCATE request that it could not process. Unbinding the session has two
beneficial effects. The node that detected the deadlock will throw away
this latest LOCATE thus freeing its 50  LOCATE receive buffer. Also, the
clean-up processing invoked when a session fails may cause some other
LOCATE control blocks to be cleaned up. This would happen if another search
request for a different target resource had been sent to that partner but a
reply has not been received. When the CP-CP session is disconnected, an
implicit negative reply is assumed to have been received. A negative reply
will be entered into the control block, and if this is the last outstanding
reply for that downtree search, a final reply will be 55  sent to the
parent node for the search and the control block will be freed. On the
other side of the CP-CP session, the same cleanup will occur, and one or
more of its LOCATE control blocks could be freed. Deadlock detection is
also described hereinbelow with respect to Fig. 15. 9    



EP 0 295 461 B1 Directed Searches Directed searches may be sent by the NNCP
of the origin LU, a CD or a gateway node. They are sent by the NNCP to the
cached destination CP, to a CD, or to a gateway node. 5     The NNCP of the
origin LU routes the LOCATE on the best path to the destination CP. A route
selection control vector is computed that indicates the concatenation of
CP-CP sessions that are traversed. The route selection control vector
(RSCV) describes the concatenation of sessions between control points
instead of specific transmission groups as is done on a BIND and is used to
route the directed search. For example, if in Fig. 1, NN1 wishes to send a
directed search to NN3, it might select a route of NN1-NN4-NN3 and build 10
an RSCV that indicates a path NN4-NN3. Each NN along the path, after
determining that it is not the destination NN, forwards the directed LOCATE
to the next NNCP in the RSCV (e.g., NN4 in the above example); intermediate
NNs (those NNs along the path that are not the destination node) do not
search their directories (either local or cross- domain) for the search
argument upon receipt of directed LOCATEs. In the event that an
intermediate 15 network node control point is unable to route the directed
LOCATE as indicated, a negative reply LOCATE- (discard) is returned. The
destination CP searches its domain resources directory for the search
argument resource. If the resource is not in the domain directory, the CP
will search end nodes capable of receiving LOCATES for this resource type.
If the resource has still not been located, a negative reply is returned.
Directed Searches 20 are also described hereinbelow with respect to Fig.
15. FORMATS Fig. 2 illustrates the format of the SNA basic link unit (BLU)
and of a general data stream (GDS) 25 variable. As illustrated, the GDS is
contained in the request/response unit (RU) of the BLU. An RU may contain
multiple GDS variables. Further details concerning the SNA BLU may be found
in the IBM manual, "Systems Network Architecture Format and Protocol
Reference Manual: Architecture Logic", No. SC30- 3112, Chapter 2. Details
concerning the GDS variable may be found in the IBM manual, "Systems
Network Architecture Format and Protocol Reference Manual: Architecture
Logic for LU6.2", No. SC30-3269, 30 Appendix 1. Both of these manuals are
hereby incorporated by reference. As shown in Fig. 2, the BLU comprises a
data link control (DLC) header, a transmission header (TH), a
request/response header (RH), a request/response unit (RU) and a DLC
trailer. The GDS variable comprises a GDS header, which is the combination
of length (LL) and identifier (ID) followed by data or information. As is
well known, the BLU fields are concatenated and transmit information
through the network. The 35  BLU, when encoded according to the teachings
of our invention, is a LOCATE message. In particular, we have invented new
GDS variables which are encoded in the RU of the BLU for practicing our
invention. The directory searches, in accordance with our invention, use
the GDS variables as a means of communication. It should be noted that the
order of GDS variables or control vectors within a GDS variable is
arbitrary except where a given order is explicitly stated. For simplicity,
we have shown a single order throughout the 40 remainder of the
specification. General LOCATE Formats The LOCATE message is the flow that
nodes exchange in an effort to locate the destination resource. 45 Fig. 3
illustrates the general format for the LOCATE message. LOCATE message is a
short-hand term for a message that contains either a LOCATE GDS Variable
and a FIND RESOURCE GDS Variable for a search request or a LOCATE GDS
Variable and a FOUND RESOURCE GDS Variable for a search reply when the
resource has been located (successful search reply). When a resource is not
found (unsuccessful search reply), the negative reply contains only a
LOCATE GDS variable. The order of the GDS variables in these 50 flows is
unimportant. LOCATE GDS Variable contains information to control the
delivery of the search messages in the network. FIND RESOURCE and FOUND
RESOURCE GDS Variables contain information used in the directories: data
about origin resources that should be cached by the destination and
resource type and name being requested (referred to as the "Search
Argument") are in the former, and located resource information is in the
latter. The located resource information is also cached at the NNCP (OLU).
A 55 significant feature of the LOCATE message is that it is independent of
other functions which may be performed by other GDS variables that
accompany during the searching process, such as initiating a "BIND",
notification of the availability of the resource, etc. The length of a
LOCATE message (including any other GDS variables that might be included)
is limited to 1000 bytes in our embodiment. 10    



EP 0 295 461 B1 LOCATE (X'12C4') GDS VARIABLE FORMAT Turning now to Fig. 4,
LOCATE (X' 12C4) is used to transport the required information between
directory servers in the network's distributed directory and from EN to its
serving NN It has the following 5  format: Bytes 0-1: Length (in bytes), in
binary, of the GDS Variable including the Length field. Bytes 2-3: LOCATE
GDS Variable key; X'12C4'. Byte 4, bit 0: The Procedure Status Indicator is
used to signal the end of the procedure. This Indicator is reset on the
last reply to a LOCATE search to indicate that the directory service
procedure is completed. 10 The procedure may complete normally when replies
are received for all outstanding requests; it may complete abnormally when
a CP-CP session outage causes the procedure chain to be broken. In our
preferred embodiment, bit value 0 indicates "discard" and bit value
indicates "keep." The use of the Procedure Status Indicator will be more
fully discussed hereinafter. Byte 4, bits 1-2: The Request-Reply Status
Indicator indicates whether the LOCATE (x'12C4') is a request 15  or a
reply. A reply may be a partial reply, in which case, more replies will
follow; it may be completely self- contained or the last in a series of
replies. If the reply does not contain all of the located resources in the
sender's subtree, that condition is indicated in the final reply message.
In our preferred embodiment, bit value 00 indicates a request, 01 an
incomplete reply, 10 and 11 a partial reply (differentiated by ability to
retry the procedure). 20  Byte 4, bits 3-7: Reserved. Bytes 5-8: Reserved.
Bytes 9-n: FQPCID Control Vector (see Fig. 9) For a directed search between
servers (Directed Search Request), the Network Name (X'OE') Control Vector
(see. Fig. 11) and the Route Selection (X'2B') Control Vector (RSCV) (see
Fig. 10) are added to 25 indicate the path to be taken. The RSCV indicates
the path between servers. The Network Name (X'OE') Control Vector that is
not in the RSCV names identifies the destination control point and is
included when the destination control point is not a server. The Search
Scope Control Vector (X'80') (see Fig. 8) provides information to control
the search to a specified radius in a broadcast (Broadcast Search Request).
30     The Extended Sense Data (X'35') Control Vector (see Fig. 12)
provides error source information when a negative LOCATE reply is generated
because of a procedure error (Unsuccessful Search Reply). Use of the
Procedure Status Bit in Locate 35     When a LOCATE search is sent through
the network, information must be retained at the intermediate nodes in the
search path for routing the search reply. The LOCATE carries a procedure
status indicator (byte 4, bit 0) that controls the creation and maintenance
of control blocks at the intermediate nodes in the search path. These
control blocks are used only as a path to return the search reply and are
destroyed once the reply has been forwarded. 40     On both directed and
broadcast searches, the search request is sent on a LOCATE(keep). The
"keep" (i.e., procedure status indicator = 1) causes each node along the
path of the LOCATE to retain information pointing to the node from which it
received the LOCATE and to the node (or nodes) to which it forwards the
LOCATE. This information, or control block, ensures that the LOCATE reply
can be routed back to the origin. The request-reply status indicator in the
LOCATE (byte 4, bits 1-2) is set to B'00' indicating a 45  request. Once
the destination returns a complete reply, there is no need to retain the
addressability between the origin and destination nodes. The destination
returns a LOCATE(discard) in the search reply indicating that the control
block should be discarded; the LOCATE has a request-reply status of B'1 0'
or B'1 1', indicating a complete reply. Each intermediate node forwards the
LOCATE(discard) and destroys its control block for 50  the search. The
procedure status indicator is used for a broadcast search in much the same
way as for a directed search. Search control blocks are retained only long
enough to return the LOCATE reply and then are discarded. The only
difference in the use of the procedure status indicator for the broadcast
search stems from the tree structure of the broadcast, which allows a
single node to send LOCATEs to multiple nodes 55 and to receive multiple
replies. When a node in the broadcast search path fans out the LOCATE to
its children in the broadcast tree, it sets the procedure status to keep
(i.e., = 1) to cause receivers of the LOCATE to create control blocks
pointing to their parent and children in the search tree. Again, this trail
of control blocks is used to route the LOCATE reply back to the search
origin. 11  



EP 0 295 461 B1 Normally, a node waits for replies from its entire subtree
(i.e., the nodes to which it has sent LOCATE- (keep)s) before sending a
LOCATE(discard) search reply to its parent. However, if a node receives a
LOCATE with a FOUND (i.e., a + reply to the search) from one of its
children, the broadcast procedure requires that the node forward the +
reply immediately, regardless of whether all of its children have 5
responded or not. If the FOUND comes from the last outstanding child, the
node will send to its parent a LOCATE(discard) with the Request-Reply
Status Indicator (byte 4, bits 1-2) set to B'1 0' or B'1 1' indicating that
the node's subtree search has completed. A FOUND with the destination
information will also be included on this flow. If this was not the last
outstanding child, the node will send to its parent a LOCATE- (keep) with
the request-reply indicator set to B'01' indicating that the node's subtree
search has not 10 completed and the parent should retain the control block
for this branch of the broadcast. A FOUND is included on this flow. Later,
when this node's subtree completes, it will send to its parent a LOCATE-
(discard) with the request-reply status indicator set to B'1 0' or B'1 1'
since the subtree has completed. Because the keep/discard indicator is
independent of all other indicators, the LOCATE can be extended to uses
that vary the requirements for keeping a connectivity chain between
different nodes without 15 requiring any understanding of the new function
by intermediate nodes. Find Resource (X' 12CA') GDS Variable Format Turning
now to Fig. 5, each search request, either directed or broadcast, contains
a FIND RESOURCE 20 (X' 2CA') GDS Variable that describes the search
argument and provides the destination node and the origin NN series when
the requester is an EN with the data about origin resources that should be
cached by the destination the origin NN serves. On a directed search, only
the destination control point examines the FIND RESOURCE (X'2CA'); on a
broadcast, all nodes in the search path examine the FIND RESOURCE
(X'12CA'). 25     The format is as follows: Byte 0-1: Length, in binary, of
the GDS Variable including the Length field. Byte 2-3: Find Resource GDS
Variable Key: X'12CA' Bytes 4-n: Control vectors. 30 Command Parameters
(X'80') FIND Control Vector Byte 4: Length, in binary, of the control
vector including the length field. Byte 5: Command Parameters FIND Control
Vector Key =x'80' Byte 6, bit 0 Update Control Parameters; when this bit =
0, bits 3-4 are reserved; when this bit = 1, bits 35 3-4 control the
caching operation of the origin node information at the server of the
destination. Byte 6, bits 1-2: Reserved. Byte 6, bits 2-3 Set to B'00' to
cause the destination server to cache the origin node information. Byte 6,
bits 5-7: Reserved. The Command Parameters (X'80') FIND Control Vector is
always present and is always the first vector in 40 the FIND. The command
parameters are controlling the caching operation at the destination server.
The update control parameters are set to cause a cache entry to be created:
B'00'. The Associated Resource Entry (X'3C') control vector (shown in Fig.
7A) and the Directory Entry (X'3D') control vector (shown in Fig. 7B) (the
Caching Control Vectors in Fig. 5) are used to specify the search origin
information to be cached at the destination server and the NN(OLU) if the
requestor is an EN. The 45 most general case, where the origin LU is not
the origin CP and the origin CP is not the origin server, requires two
associated resource entries and one directory entry: the server, the EN,
and the LU respectively. If the LU's CP is a server node, only one
Associated Resource Entry (X3C') Control Vector and the Directory Entry
(X3D') Control Vector are required; if the LU = CP = the server, only the
Directory Entry (X'3D') Control Vector is used. The Resource Type field
used in the X'3C' and X'3D' control vectors 50 are the least general
possible for the given NAU: when the LU = CP = the server, the resource
type is X'OOF6' for the server node control point; when the LU = CP, the
resource type is XOOF4' for the EN control point; when the LU is not the
CP, the resource type is KOOF3' for the LU. The search argument is
contained in the following FIND-specific control vectors: Search Argument
Associated Resource (X81') FIND Control Vector (shown in Fig. 7C), Search
Argument Directory Entry 55 (X'82') FIND Control Vector (shown in Fig. 7E)
(the Search Argument Control Vector in Fig. 5). 12    



EP 0 295 461 B1 . FOUND Resource (X'12CB'') GDS Variable Format When a
search argument is located, the FOUND RESOURCE (X'12CB') GDS Variable
provides the resource location - LU name, CP name, and server name. 5  Byte
0-1: Length, in binary, of the GDS Variable including the length field.
Byte 2-3; FOUND Resource GDS Variable key: X'12CB'. Byte 4-n: Control
Vectors Command Parameters (X'80') FOUND Control Vector 10 Byte 4' Length,
in binary, of the control vector including the length field. Byte 5:
Command Parameters FOUND Control Vector Key:X'80'. Byte 6, bit 0: Update
Control Parameters: When this bit = 0, bits 3-4 are reserved; when this bit
= 1, bits 3-4 control the caching operation of the destination node
information at the origin server. 15  Byte 6, bits 1-2: Reserved. Byte 6,
bits 3-4: Set to B'00' to cause a cache entry to be created at the origin
server. Byte 6, bits 5-7: Reserved. Byte 4-n: The FOUND GDS Variable data
contains a number of control vectors, some of which are always present,
some conditionally present, and some optionally present. 20 A Command
Parameters (X80') FOUND Control Vector is always present and is the first
control vector in the data. The command parameters control the caching
operation at the origin server and the NN (DLU) if the resource is located
on an EN. Associated Resource Entry (X'3C') Control Vectors (Fig. 7A) are
conditionally present. Each Associated Resource Entry (X'3C') Control
Vector provides the name and type of a resource that is hierarchically 25
related to the directory entry (provided in Directory Entry (X'3D') Control
Vector). The associated resources represent the location of the search
argument. When received by the search origin, if the associated resource is
not in the directory, it is added. The Directory Entry (X'3D) Control
Vector (Fig. 7B) is sent by the destination node to supply the resource to
the search origin. Associated Resource Entry (X'3C') Control Vector Format
30  See Fig. 7A. Byte 0: Length, in binary, of the control vector including
the length field. Byte 1: Associated Resource Entry Control Vector Key:X3C'
Bytes 2-3: Resource type. Bytes 4-n: Resource name. 35 Directory Entry
(X'3D') Control Vector Format See Fig. 7B. Bytes 0: Length, in binary, of
the control vector including the length field. 40  Byte 1: Directory Entry
Control Vector Key:X'3D' Bytes 2-3: Resource type. Bytes 4-n: Resource
name. Search Argument Associated Resource (X'81') FIND Control Vector
Format 45 The Search Argument Associated Resource (X'81') FIND Control
Vector specifies the qualifying hierarchy, if any, for the search argument.
It is shown in Fig. 7C and is used when searching for a resource (as
specified by a Search Argument Directory FIND Control Vector) that may be
replicated in the network and only one specific instance is satisfactory.
This Control Vector, then, provides location qualification to be so  used
in the search to scope the directory database search to a given LU or CP.
The Resource Name field may be a network-qualified name, or it may be
elided to default to the receiver's NETID or to the NETID of a resource
above in the hierarchy. Byte 0: Length, in binary, of the Control Vector,
including the length field. Byte 1: Search Argument Associated Resource
FIND Control Vector Key:X81' 55  Bytes 2-3: Resource type. Bytes 4-n:
Resource name. 13    



EP 0 295 461 B1 Search Argument Directory Entry (X'82') FIND Control Vector
Format The Search Argument Directory Entry (X'82') FIND Control Vector
specifies the search argument resource name and type (see Fig. 7D). As
above, the NETID in the Resource Name field may be inherited 5  from a
qualifying resource or be defaulted to the receiver's NETID. Byte 0:
Length, in binary, of the Control Vector including the Length Field Byte 1:
Search Argument Directory Entry FIND Control Vector Key:X81' Byte 2-3
Resource type. Byte 4-m: Resource name. 10 Search Scope (X'80') LOCATE
Control Vector Format Referring now to Fig. 8, the search scope X'80')
LOCATE control vector provides information to control the search scope in a
broadcast to a specified radius. The format is as follows: is  Byte 0:
Length, in binary, of the control vector including the length field Byte 1:
Search Scope LOCATE Control Vector Key:X'80''. Byte 2: The broadcast radius
is set on broadcast searches to indicate the maximum number of hops that
the search is permitted to traverse before terminating. Each intermediate
server on the broadcast path decrements the value; when it is zero, a
negative reply is returned if the node that caused it to become zero 20
does not find the resource in its directory. A radius of X'FF' guarantees
that all broadcast searches will eventually terminate even in the presence
of errors; it is the default value for all broadcasts originating at the
search origin server and at central directories. A product may choose to
allow the customer to alter this parameter on a per-search basis at the
origin CP. 26 Fully-qualified PCID (X'60) Control Vector Format This format
is shown in Fig. 9. Byte 0:     Length, in binary, of the control vector
including the length field Byte 1:     Fully-qualified PCID control vector
Key X'60' 30    Bytes 2-9:   PCID Byte 10:    Length of network-qualified
CP name Byte 11-n:   Network-qualified CP name Route Selection (X'2B')
Control Vector Format 35 The Route Selection control vector is carried in
BIND and the directed LOCATE to describe a path. Fig. 10 shows the format
used for a directed LOCATE. Byte 0:     Length, in binary, of the control
vector including the length field Byte 1:     Route Selection Control
Vector Key:X2B' 40    Byte 2:     Maximum hop count: the number, in binary,
of Network Name control vectors in the Route Selection control vector Byte
3:     Current hop count: the number, in binary, of the last Network Name
control vector that was processed Bytes 4-n:   Control Vectors, Network
Name (X'OE'), one for each CP on the procedure path not 45
including the origin Network Name (X'OE') Control Vector Format This format
is shown in Fig. 11. 50    Byte 0     Length, in binary, of the control
vector including the length field Byte 1    Network Name Control Vector;
Key XOE' Byte 2    Network name type: X'F3' LU name X'F4 CP name 55
X'F6' NNCP name Byte 3-n   Network-qualified name: a 1- to 17-byte name
consisting of an optional 1-8 byte qualifier and period (".") concatenated
to a 1- to 8-byte name. The network-qualified name appears as follows:
NETID.NAME, with no imbedded blanks and with optional but not significant
14    EP 0 295 461 B1 trailing blanks. 



Extended Sense Data (X35) Control Vector Format 5     This format is shown
in Fig. 12. Byte 0         Length, in binary, of the control vector
including the length field Byte 1         Extended Sense Data Control
Vector key:X'35 Bytes 2-5      Sense data Byte 6         bit 0, RU
information included 10                   0 RU information not included
(bits 1-2 set to B'00' and Byte 8-m are not included) 1 RU information
included (see Bytes 8-m below) bits 1-2, RU category (reserved when bit 0 =
0) 00 FMD 01 NC 15                   10 DFC 11 SC bit 3, FMD type B'0' not
a GDS Variable B'1'a GDS variable 20                   bit 4, generator of
extended sense data control vector (reserved when Termination Procedure
Origin Name field not present) 0 extended sense data control vector
generated by the termination procedure origin; 1 extended sense data
control vector generated by a node other than the termination procedure
origin 25                   bit 5, contents of Termination Procedure Origin
Name field (reserved when Termina- tion Procedure Origin Name field not
present); 0 termination procedure origin name 1 name of node other than
termination procedure origin, as described below; termination 30
procedure origin name not known bits 6-7, reserved Byte 7         Length of
RU Identifier field (set to zero when byte 6, bit 0 = 0) Byte 8-m
Identifier: request code or NS header or GDS key (If present,this field
identifies the request or response that triggered the generation of the
extended sense data control 35                   vector.) Byte m 4 1
Length of Termination Procedure Origin Name field (values 3 to 26 are
valid) Byte m + 2-n   Termination procedure origin name: if the field
contains the termination procedure origin name (see byte 6, bit 5),
network-qualified name of the node that caused the session termination
procedure to be executed; otherwise, the network-qualified name 40
of the node that generated the extended sense data control vector with,
when available, a local or network name that indicates the direction from
which the RU signalling the termination procedure was received. Figs. 13
and 14 are flow charts of a computer program for locating resources in
accordance with our invention. In Fig. 13 an EN such as EN 220 in Fig. 1
initiates a search for a resource. Initially, as shown in 45 block 10, it
searches its own directory. If the resource is known, as shown in decision
block 12, a positive return reply is returned as shown in block 14. If the
destination entry is not found, the search request is routed to the server
NN of the requesting EN. As shown in Fig. 14A, the server NN searches its
own domain directory, i.e., its own directory and also those entries
defined or cached as being on the ENs which it serves. For example, in Fig.
1, NN2 has a 50 domain which comprises ENs 210, 220 and 230. After the
domain database search, a decision is made as to whether the search was
successful at decision block 22. If the answer is yes, a decision is made
as to whether the destination is on the server NN (this node) as shown in
decision block 24. If the answer is yes, a positive reply is returned as
shown in block 26. If the answer in decision block 24 is no, then the entry
is on a served EN and a decision is made in block 28 as to whether the EN
supports the LOCATE function. If 55 the answer is no, a positive reply is
returned on behalf of the EN as shown in block 29. If the answer is yes,
the LOCATE search is sent to that EN which supports LOCATE as shown in
block 30. A decision is made in decision block 34 as to whether a positive
return reply has been received from the EN. If the answer is yes, The cache
associated with the server NN is then refreshed as shown In block 32, and a
positive reply is 15   



EP 0 295 461 B1 returned as shown in block 38. If the answer is no, the
entry is deleted from the cache of the NN, the resource is no longer known
to be in domain of the server and the program continues to Fig. 14B.
Returning to decision block 22, the resource is not known to be in the
domain of the server NN, the program continues to Fig. 14B. 5     As shown
in block 40, a search of the cross-domain and cross-network directories is
then initiated by the server NN of the node that initially requested the
search. These directories are caches which are contained in the server NN.
A decision is made by the program as to whether the destination was known
in one of these directories as shown in decision block 42. If the answer is
yes, a directed search is sent to that destination as shown in block 44. 10
A decision is made in decision block 46 as to whether the resource was
found at that destination. If the answer is yes, the cache contained in the
server NN is refreshed and a positive reply is returned to the requestor as
shown in blocks 48 and 49. If a decision is made in decision block 46 that
the resource has not been found, a decision is made in decision block 52 as
to whether the failure was the result of a routing failure. If the answer
is yes, the route is recalculated and retried as shown in block 54. The
route 15 recalculation and retry may be attempted a number of times. A
decision is then made as to whether the resource was found on this retry as
shown in decision block 56. If the answer is yes, the cache is refreshed
and a positive reply is returned as shown in blocks 58 and 60. If a
decision in block 56 is made that the resource was not found, the entry is
removed from the cache of the server and as shown in block 62. Similarly,
if the answer from decision block 52 were no, indicating that a routing
failure had not occurred, 20 the entry would be removed from cache. After
the entry is removed from the cache, a decision is made in decision block
64 as to whether the destination resource is an LU or a control point (as
compared to other resources such as a transaction program or file). If the
resource type is an LU or CP, a search is made of the topology database,
which contains all NNCP names in the network, as shown in block 66. A
decision is made as to whether a CP 25 name matched the resource name in
decision block 68. If there is a match, a directed search is sent to the
destination CP containing the resource as shown in block 70. A decision is
then made by the program indecision block 72 as to whether that CP has been
reached. If the answer is yes, a positive reply is returned to the
requestor node as shown in block 74. If the answer is no, then a routing
error has occurred and the route is recalculated and retried as shown in
block 76. Again, this recalculation can be repeated 30 some number of
times. A decision is then made after the recalculation and retry as to
whether the CP has been reached in decision block 78. If the answer is yes,
a positive reply is returned as shown in block 80. If the answer is no, a
negative reply is returned as shown in block 82. If a match is not found
(block 68), then the program decides that the resource is not known by the
server NN. Returning to block 42, if a decision is made that the
destination has not been found in the cross-domain 35 or cross-network
directories, the output from decision block 42 goes directly to decision
block 64 where a decision is made as previously described as to whether the
resource type is an LU or a CP. If the answer is no, then the decision is
made that the resource is not known by the server NN. If the resource type
is an LU or CP, the program continues as previously described. Turning now
to Fig. 14C, if the resource is not known to the server NN because
information concerning 40 it is not contained in the NN's directory or in
the topology database, a broadcast search is sent from the server NN to the
EN's in its domain that support the LOCATE function and support receipt of
LOCATE for resources of the same resource type as the destination being
sought as shown in block 90. A decision in block 92 is made as to whether
the resource is found. If the answer is yes, the information concerning its
location is entered into the cache of the server NN as shown in block 94
and a positive reply is returned to 45 the requestor as shown in block 96.
If the resource is not found, a decision is made as to whether there is a
central directory (CD) in the network as shown in decision block 98. If a
CD is in the network, a directed search is sent to the CD as shown in block
100. CD nodes identify themselves with an indicator in the topology
database update messages. CD nodes are obligated to provide a large cache
of directory entries. 50     When CD nodes are present in a network, the
search algorithms use the closest CD node whenever a destination LU is not
located in the domain of the network node server of the origin LU and that
NNCP and the NNCP(OLU) was unable to locate the destination LU using a
directed LOCATE. The CD, then, takes responsibility for locating the
destination either by a directed LOCATE if the destination LU appears in
its cached directory or by a broadcast search if it does not. 55
Referring again to Fig. 14C, a decision is made in decision block 102 as to
whether the directed search at the central directory has located the
resource. If the answer is yes, the name of the CP containing the 



resource and the server of that node are extracted from the reply and the
entry is cached as shown in block 104 and a positive reply is returned as
shown in block 106. If the decision from decision block 102 is no, a 16
EP 0 295 461 B1 negative reply is returned as shown in block 108. Returning
to decision block 98, if there is no CD in the network, then a broadcast is
sent to all NNs in the network. In particular, referring to Fig. 1, the
broadcast would be sent to all NNs in network 50. Turning now to Fig. 14D,
a broadcast as described above is sent to all servers in the network as
shown 5  in block 111. A decision is made in decision block 112 as to
whether or not the resource was found. If the answer is yes, the entry is
cached in the server NN and a positive reply is returned to the requestor
as shown in blocks 114 and 116. If the resource is not found, a decision is
made in decision block 118 as to whether the network ID of the destination
is different from the current network, in this case, network 50. If the ID
is not different, then a negative reply is returned as shown in block 121,
indicating that the resource 10 was not found. If the destination ID is
different from the current network, a decision is made as shown in decision
block 122 as to whether there is a gateway node in the network. Gateway
nodes identify themselves by an indication in topology database updates. If
the answer is no, a negative reply is returned as shown in block 124. If
the answer is yes, a directed search is sent to the gateway node as shown
in block 126. A decision is then made based on the results of the directed
search in decision block 128 as to is whether the resource was found. If
the answer is yes, the entry is cached and a positive reply is returned as
shown in blocks 131 and 132. If the answer is no, a decision is made in
decision block 134 as to whether the answer was caused by a routing error.
If the answer is no, a negative reply is returned in block 146. If the
answer in decision block 134 is yes, the route is recalculated and retried
as shown in block 136. This recalculation and retry can be tried some
number of times. A decision is then made after the recalculation 20 and
retry as to whether the resource was found as shown in decision block 138.
If the answer is no, a negative reply is returned as shown in block 144. If
the resource was found, the entry is cached and a positive reply is
returned as shown in blocks 141 and 142. Fig. 15 depicts the processing
when a node receives a LOCATE request over a CP-CP session. The LOCATE is
received in block 149. A LOCATE reply server does not need a new control
block so it does not 25 trigger this processing. In block 150, a decision
is made whether there are any LOCATE control blocks available. If there
are, the processing continues normally as described hereafter in Fig. 15B.
If no control blocks are available, the node wants to reject the LOCATE as
shown in block 159 and triggers processing to determine if the LOCATE can
be rejected or if the node should be considered deadlocked with the sender
of the message. 30     Blocks 152-156 illustrate the processing that
detects a possible deadlock situation. In block 152 a check is made whether
all LOCATE receive buffers are filled. If they are not, the directory
component can reject the LOCATE by sending a LOCATE (discard) (block 155)
and has completed processing as indicated in block 158. If they are all
filled, the directory component checks the send and receive pacing counts
for the node that sent the LOCATE. If one of them is non-zero, processing
continues as indicated by block 155. If 35 they are both zero, the node is
declared to be deadlocked with the message sender. As shown in block 156,
the directory component notifies session services to unbind the CP-CP
session. Session services will automatically send a BIND to restart its
half of the CP-CP session as will the node at the other end of the CP-CP
session. Normal session outage triggers the processing shown in Fig. 15C.
Returning to decision block 150, once it is determined that the LOCATE
request can be processed, the 40 node determines what type of LOCATE is
involved as described in Fig. 15B. In block 160, the LOCATE is examined to
determine if it is an initial request from an end node. If it is,
processing is performed as shown in Fig. 14 as indicated in block 162. If
the LOCATE is not an initial request, the determination is made in node 164
as to whether it is a broadcast or a directed search. If it is not a
directed search, it must be a broadcast search and processing continues as
indicated in block 166 45 with intermediate broadcast functions.
Intermediate broadcast functions are described earlier and consist of
checking the local domain and sending the broadcast request to all adjacent
network nodes except the sender. Processing is then completed as indicated
in block 168. If the determination in block 164 is made that the LOCATE is
a directed search, the node examines the so name of target of the directed
search as in box 170. If this node is not the target, it forwards the
message as described in blocks 172-182. 



In block 172, the node determines if there is an active CP-CP session
between itself and the next node listed in the route selection control
vector. If there is no such session, a LOCATE (discard) is returned to the
node that sent the directed LOCATE, as shown in block 174. No record needs
to be kept of the search and 55 processing terminates as indicated in block
176. If the determination in block 172 is that an active CP-CP session does
exist to forward the LOCATE, a control block is created in block 178 to
retain knowledge of the search and the LOCATE is forwarded in block 180. 17
EP 0 295 461 B1 The processing is completed in block 182. Fig. 15C shows
the processing to be performed when the directory component is notified of
a CP-CP session outage. Directory services reviews all outstanding searches
by looking at each LOCATE control block, in turn, as in block 184, and
determines appropriate action for that control block. 5  In block 186, a
determination is made as to whether the LOCATE identified is a directed or
a broadcast search. If it is a directed search, the decision of block 196
is made. In this block it is determined whether the directed search used
the failed CP-CP session on either the uptree or downtree side. If it did
not, processing of this control block is completed and processing continues
with block 202. 10    If the determination in block 196 is that the
directed LOCATE used the failed session, a LOCATE is sent in the opposite
direction of the failed session indicating a routing failure and that
control blocks for this directed LOCATE should be discarded. This is
indicated in block 198. After this LOCATE failure message is sent, the
control block is discarded as in block 200. Processing of this control
block is now complete and processing continues with block 202. 15    If the
determination in block 186 is that the control block represented a
broadcast search, block 188 explores the role of the failed session in the
search. If the node is awaiting a reply from the failed session, block 190
marks the control block as having received a negative reply, saves the
appropriate sense code if it takes precedence over the currently saved one,
and processes it accordingly. If this was the last reply to be received,
this processing will include returning a reply and discarding the control
block; if it is not the 20 last reply, no further processing is needed.
Once the negative reply is properly handled, processing is complete for
this control block and control proceeds to block 202. If the determination
in block 188 is that no reply was outstanding, block 192 decides if the
node owed a reply over the failed session. If a reply was owed, block 194
marks the control block with an indication not 25 to send a reply even if
the session is re-established. The control block is retained to assure
proper completion of the broadcast search. Processing for this control
block is then complete and processing continues with block 202. If block
192 determined that no reply was owed over that session, processing of the
control block is complete and the processing proceeds to block 202. 30
Block 202 determines if this was the last control block to be processed. If
it is not, processing continues in block 184 with retrieving the next
control block. If it is the last control block, session outage processing
is complete as indicated in block 204. Fig. 15D depicts the processing
performed by the target NN of a directed search. In block 211 a
determination is made whether the resource being sought is known by the NN
to be in 35 its domain. If it is, block 217 determines whether the resource
is located at this node. If it is, a positive reply is returned according
to block 218. If it is not located at the node, it is located on an EN.
Block 212 decides whether the EN it is on can accept a LOCATE query. If it
cannot, a positive reply is returned in node 216. If the EN can accept a
LOCATE query, the LOCATE is forwarded to the EN as in block 213. In block
214, a determination is made 40 as to whether the reply from the EN is
positive or negative. If it is positive, a positive reply is returned as in
block 215. If the reply is negative, a domain broadcast is initiated as
shown in Fig. 15E. If it is determined in block 211 that the resource is
not known to the NN to be in its domain, a determination is made in block
209 if a destination EN was indicated in the LOCATE (i.e., a Network Name
Control Vector was included). If it was not, a domain broadcast is
initiated as shown in Fig. 15E. If the 45 destination was included, block
207 determines if the EN indicated can receive LOCATE. If it cannot, it
should not have been identified in the LOCATE message and a negative reply
is returned in block 205. If 



the EN can accept a LOCATE, processing continues as described at block 213.
Fig. 15E illustrates a domain broadcast from an NN (DLU) to the ENs in its
domain. Block 221 shows a broadcast being sent to all ENs in the domain
that support LOCATEs for unknown 50 resources of the type sought in the
directed search. In block 222, a determination is made as to whether the
resource was found. If it was found, the resource is cached in block 224
and a positive reply is returned in block 225. If the resource was not
found, a negative reply is returned in block 223. 55 Claims 1. In a
computer network (50) which includes a plurality of end nodes (110,
120,...) and at least one server node (1), each of said nodes (1, 110,...)
having a directory of resources associated with the node and 18    EP 0 295
461 B1 The processing is completed in block 182. Fig. 15C shows the
processing to be performed when the directory component is notified of a
CP-CP session outage. Directory services reviews all outstanding searches
by looking at each LOCATE control block, in turn, as in block 184, and
determines appropriate action for that control block. 5     In block 186, a
determination is made as to whether the LOCATE identified is a directed or
a broadcast search. If it is a directed search, the decision of block 196
is made. In this block it is determined whether the directed search used
the failed CP-CP session on either the uptree or downtree side. If it did
not, processing of this control block is completed and processing continues
with block 202. 10    If the determination in block 196 is that the
directed LOCATE used the failed session, a LOCATE is sent in the opposite
direction of the failed session indicating a routing failure and that
control blocks for this directed LOCATE should be discarded. This is
indicated in block 198. After this LOCATE failure message is sent, the
control block is discarded as in block 200. Processing of this control
block is now complete and processing continues with block 202. 15    If the
determination in block 186 is that the control block represented a
broadcast search, block 188 explores the role of the failed session in the
search. If the node is awaiting a reply from the failed session, block 190
marks the control block as having received a negative reply, saves the
appropriate sense code if it takes precedence over the currently saved one,
and processes it accordingly. If this was the last reply to be received,
this processing will include returning a reply and discarding the control
block; if it is not the 20  last reply, no further processing is needed.
Once the negative reply is properly handled, processing is complete for
this control block and control proceeds to block 202. If the determination
in block 188 is that no reply was outstanding, block 192 decides if the
node owed a reply over the failed session. If a reply was owed, block 194
marks the control block with an indication not 25 to send a reply even if
the session is re-established. The control block is retained to assure
proper completion of the broadcast search. Processing for this control
block is then complete and processing continues with block 202. If block
192 determined that no reply was owed over that session, processing of the
control block is complete and the processing proceeds to block 202. 30
Block 202 determines if this was the last control block to be processed. If
it is not, processing continues in block 184 with retrieving the next
control block. If it is the last control block, session outage processing
is complete as indicated in block 204. Fig. 15D depicts the processing
performed by the target NN of a directed search. In block 211 a
determination is made whether the resource being sought is known by the NN
to be in 35 its domain. If it is, block 217 determines whether the resource
is located at this node. If it is, a positive reply is returned according
to block 218. If it is not located at the node, it is located on an EN.
Block 212 decides whether the EN it is on can accept a LOCATE query. If it
cannot, a positive reply is returned in node 216. If the EN can accept a
LOCATE query, the LOCATE is forwarded to the EN as in block 213. In block
214, a determination is made 40 as to whether the reply from the EN is
positive or negative. If it is positive, a positive reply is returned as in
block 215. If the reply is negative, a domain broadcast is initiated as
shown in Fig. 15E. If it is determined in block 211 that the resource is
not known to the NN to be in its domain, a determination is made in block
209 if a destination EN was indicated in the LOCATE (i.e., a Network Name 



Control Vector was included). If it was not, a domain broadcast is
initiated as shown in Fig. 15E. If the 45 destination was included, block
207 determines if the EN indicated can receive LOCATE. If it cannot, it
should not have been identified in the LOCATE message and a negative reply
is returned in block 205. If the EN can accept a LOCATE, processing
continues as described at block 213. Fig. l5E illustrates a domain
broadcast from an NN (DLU) to the ENs in its domain. Block 221 shows a
broadcast being sent to all ENs in the domain that support LOCATEs for
unknown so  resources of the type sought in the directed search. In block
222, a determination is made as to whether the resource was found. If it
was found, the resource is cached in block 224 and a positive reply is
returned in block 225. If the resource was not found, a negative reply is
returned in block 223. 55  Claims 1. In a computer network (50) which
includes a plurality of end nodes (110, 120,...) and at least one server
node (1), each of said nodes (1, 110,...) having a directory of resources
associated with the node and 18    EP 0 295 461 B1 C     L   M   S * each
of said end nodes being associated with a server node, a method of locating
a resource in response to a request by a requesting node, said requesting
node being either an end node or a server node, said method being performed
by computers in the network (50) and characterized in that it comprises the
steps of: 5        (a) searching the directory of the requesting node for
an entry indicating the requested resource is resident at the requesting
node; (b) if no such entry is found in the requesting node directory and if
the requesting node is an end node (110, 120,...), then searching the
directory of the server node (1) for the requesting node for any entry
indicating the location of the resource; and 10       (c) if no such entry
is found in the directory of the server node (1) or if the requesting node
is a server node (1), then searching the directories of the end nodes (110,
120,...) associated with the server node (1) for an entry indicating the
resource is resident at one of said end nodes. 2. The method as defined in
claim 1 characterized in that it further comprises the step of sending a 15
resource search request to each server node (1, 2, .... ) in the network if
no directory entry is found indicating the resource is resident at one of
the nodes that has already been the subject of a directory search. 3. The
method as defined in claims 1 or 2 characterized in that it further
comprises the step of sending a 20     resource search request to any
gateway node (8) connecting the originating network (50) to other networks
(51) if no directory entry is found indicating the resource is resident at
one of the nodes of the originating network. 4. The method as defined in
claim 1 characterized in that it further comprises the step of sending a 25
resource search request to any central directory (6) in the network (50)
when no directory entry has been found indicating the resource is resident
at the server node (1, 2,...) or at the end nodes (110, 120,...) associated
with the server node. 5. In a computer network (50) which includes a
plurality of end nodes (110, 120, .... ) and at least one server 30
node (1), each of said nodes (1, 110, .... ) having a directory of
resources associated with the node and each of said end nodes being
associated with a server node, a system of locating a resource in response
to a request by a requesting node, said requesting node being either an end
node or a server node, said system characterized in that it comprises: -
control block means (fig. 4) located at selected nodes for use in receiving
and processing 35          resource search requests; - means (16, 44, 100)
for transmitting a search request message (fig. 3) from a requesting node
to at least one selected node having control block means, said message
including a first variable which may be loaded into the control block means
(fig.4) to control the processing of the search request at each selected
node; 40        - means for processing a search request at each node
receiving a search request message, said means being responsive to the
contents of the control block; - buffering means for holding search request
messages when storage is not available at the node for creation of control
blocks; and 



- means for terminating a logical connection between a node receiving a
message and the node 45          from which the message was received when
the buffering means are full and the two nodes attempt to exchange messages
simultaneously. 6. The system as defined in claim 5 characterized in that
said control block means further comprises procedure status indicator means
(fig. 4) for causing each node receiving a search request message so
either to discard the search request or to retain information identifying
the nodes from which the search request was received and to which the
search request was sent. 7. The system as defined in claims 5 or 6
characterized in that said first variable includes information (fig. 5)
defining a path and a destination node for the search request message and
each node receiving the 55     search request message further includes
means responsive to said information to forward the search request along
the path if the receiving node is not the identified destination node or to
process the search request if the receiving node is the identified
destination node. 19    EP 0 295 461 B1 C   L   M   S * 8.  The system as
defined in anyone of claims 5 to 7 characterized in that said first
variable further includes search scope information (fig. 8) for defining a
class of nodes to which the search request is to be broadcast and each of
said nodes includes means responsive to the search scope information to
carry out the search request only if the node falls within the defined
class. 6 9. The system as defined in anyone of claims 5 to 8 characterized
in that said message contains a second variable (fig.7C and 7D) which
describes the type and name of the resource being sought. 10. The system as
defined in anyone of claims 5 to 9 characterized in that it further
comprises means in 10    the node at which the sought resource is resident
for transmitting a reply message (fig.3) to the requesting node, said
message including the first variable and a second variable (fig.6) which
describes the type and name of the resource found. 11. The system as
defined in claim 10 characterized in that said first variable further
contains information 15    indicating whether the message (fig.3) is a
search request, a complete reply or an incomplete reply. PatentansprUche 1.
In einem Computernetzwerk (50), das eine Vielzahl von Endknoten (110, 120,
.... ) und wenigstens einen 20     Server-Knoten (1) enthalt, wobei jeder
der Knoten (1, 110, ...) ein Verzeichnis der mit dem Knoten verbundenen
Betriebsmittel besitzt und jeder Endknoten mit einem Serverknoten verbunden
ist, ein Verfahren zur Lokalisierung eines Betriebsmittels als Reaktion auf
eine Anforderung von einem anfordernden Knoten, wobei der anfordernde
Knoten entweder ein Endknoten oder ein Serverknoten ist, das Verfahren von
Computern im Netzwerk (50) ausgefUhrt wird und dadurch gekennzeichnet ist,
daB 26     es die folgenden Schritte umfaSt: (a) Durchsuchen des
Verzeichnisses des anfordernden Knotens nach einer Eintragung, die anzeigt,
daB das angeforderte Betriebsmittel an dem anfordernden Knoten vorhanden
ist; (b) fUr den anfordernden Knoten Durchsuchen des Verzeichnisses des
Server-Knotens (1) nach einer Eintragung, die die Lokalisierung des
Betriebsmittels anzeigt, wenn im Verzeichnis des anfordernden 30
Knotens keine solche Eintragung gefunden wird und wenn der anfordemde
Knoten ein Endknoten (110,120,...) ist, und (c) Durchsuchen der
Verzeichnisse der mit dem Serverknoten (1) verbundenen Endknoten (110,
120,...) nach einer Eintragung, die anzeigt, daB das Betriebsmittel an
einem der Endknoten vorhan- den ist, wenn im Verzeichnis des Serverknotens
(1) keine solche Eintragung gefunden wird oder 36       wenn der anfordemde
Knoten ein Serverknoten ist. 2. Das in Anspruch 1 definierte Verfahren,
dadurch gekennzeichnet, daB es weiterhin den Schrift enthilit, eine
Betriebsmittelsuchanforderung an jeden Serverknoten (1, 2, .... ) im
Netzwerk zu schicken, wenn keine Verzeichniseintragung gefunden wird, die
anzeigt, daB das Betriebsmittel an einem der Knoten 40     vorhanden ist,
der bereits einer Durchsuchung des Verzeichnisses unterzogen wurde. 3. Das
in Anspruch 1 oder 2 definierte Verfahren, dadurch gekennzeichnet, daB es
weiterhin den Schritt enthilt, eine Betriebsmittelsuchanforderung an einen
Gateway-Knoten (8) zu schicken, der das erzeu- gende Netzwerk (50) mit
anderen Netzwerken (51) verbindet, wenn keine Verzeichniseintragung 45
gefunden wird, die anzeigt, daB das Betriebsmittel an einem der Knoten des
erzeugenden Netzwerkes vorhanden ist. 



4. Das in Anspruch 1 deflnierte Verfahren, dadurch gekennzeichnet, daB es
weiterhin den Schritt enthalt, eine Betriebsmittelsuchanforderung an ein
zentrales Verzeichnis (6) im Netzwerk (50) zu schicken, 50     wenn keine
Verzeichniseintragung gefunden wird, die anzeigt, daB das Betriebsmittel am
Serverknoten (1, 2, ...) oder an den mit dem Serverknoten verbundenen
Endknoten (110, 120,...) vorhanden ist. 5. In einem Computernetzwerk (50),
das eine Vielzahl von Endknoten (110, 120, .... ) und wenigstens einen
Server-Knoten (1) enthalt, wobei jeder der Knoten (1, 110, ...) ein
Verzeichnis der mit dem Knoten 56     verbundenen Betriebsmittel besitzt
und jeder Endknoten mit einem Serverknoten verbunden ist, ein System zur
Lokalisierung eines Betriebsmittels als Reaktion auf eine Anforderung von
einem anfordern- den Knoten, wobei der anfordemde Knoten entweder ein
Endknoten oder ein Serverknoten ist, das System dadurch gekennzeichnet, daB
es umfaft: 20    EP O 295 461 Bi            I 111111) 111111 lijI fill Ii
IN! * C   L   M   S * - Steuerblockmittel (Fig. 4), die sich in
ausgewAhiten Knoten befinden, zur Verwendung fOr den Empfang und die
Verarbeitung von Betriebsmittelsuchanforderungen; - Mittel (16, 44, 100)
zur Obertragung einer Suchanforderungsnachricht (Fig. 3) von einem anfor-
dernden Knoten zu wenigstens einem ausgewAhiten Knoten, der
Steuerblockmittel enth~lt, wobei 5           die Nachricht eine erste
Variable enthalt, die in die Steuerblockmittel (Fig. 4) geladen werden
K..-'            kann, um die Verarbeitung der Suchanforderung an jedem
ausgewAhIten Knoten zu steuem; - Mittel zur Verarbeitung einer
Suchanforderung an jedem Knoten, der eine Suchanforderungsnach- richt
empfAngt, wobei die Mittel auf den Inhalt des Steuerblockes reagieren; -
Puffermittel zur Zwischenspeicherung von Suchanforderungsnachrichten, wenn
an dem Knoten 10          kein Speicher zum Anlegen von Steuerbl8cken
verfflgbar ist und - Mittel zum Beenden einer logischen Verbindung zwischen
einem Knoten, der eine Nachricht empfangt, und dem Knoten, von dem die
Nachricht stammt, wenn die Puffermittel voll sind und die beiden Knoten
versuchen, die Nachrichten gleichzeitig auszutauschen. 15  6. Das in
Anspruch 5 definierte System, dadurch gokennzeichnet, daB die
Steuerblockmittel weiterhin Prozedurstatusanzeigemittel (Fig. 4) enthalten,
die jeden Knoten, der eine Suchanforderungsnachricht empfaingt,
veranlassen, entweder die Suchanforderung zu enffernen oder Information
aufzubewahren, welche die Knoten identifiziert, von denen die
Suchanforderung empfangen wurde und an die die Suchanforderung gesendet
wurde. 20 7. Das in Anspruch 5 oder 6 definierte System, dadurch
gekennzeichnet, daB die erste Variable Information (Fig. 5) enthalit, die
far die Suchanforderungsnachricht einen Pfad und einen Zielknoten
definiert, und jeder Knoten, der die Suchanforderungsnachricht empflngt,
enthAlt weiterhin Mittel, die auf die Information reagieren, um die
Suchanforderung langs des Pfades zu transportieren, wenn der 25
Empfangsknoten nicht der identifizierte Zielknoten ist, oder die
Suchanforderung zu verarbeiten, wenn der Empfangsknoten der identifizierte
Zielknoten ist. &  Das in einem der AnsprUche 5 bis 7 definierte System,
dadurch gakennzeichnet, daB die erste Variable weiterhin
Suchbereichsinformation (Fig. 8) zur Definition einer Klasse von Knoten
enthalt, an die die 30     Suchanforderung zu senden ist, und jeder der
Knoten enthilt Mittel, die auf die Suchbereichsinforma- tion reagieren, um
die Suchanforderung nur auszufUhren, wenn der Knoten in die definierte
Klasse fAllt. 8. Das in einem der AnsprUche 5 bis 8 definierte System,
dadurch gekennzeichnet, daB die Nachricht eine zweite Variable (Fig. 7C und
7D) enthalt, die den Typ und den Namen des gesuchten Betriebsmit- 35
tels enthalt. 10. Das in einem der Ansprfche 5 bis 9 definierte System,
dadurch gekennzeichnot, daB es weiterhin in dem Knoten, in dem das gesuchte
Betriebsmittel vorhanden ist, Mittel zum Senden einer RUckantwort (Fig. 3)
an den anfordemden Knoten enthilt, wobei die Nachricht die erste Variable
und eine zweite 40     Variable (Fig. 6) enthailt, die den Typ und den
Namen des gefundenen Betriebsmittels beschreibt. 11. Das in Anspruch 10
definierte System, dadurch gekennzeichnot, daB die erste Variable weiterhin
Information enthAlt, die anzeigt, ob die Nachricht (Fig. 3) eine
Suchanforderung, eine vollstindige Rackantwort oder eine unvollstAndige
RUckantwort ist. 45 Revendicatlons 1. Dans un reseau d'ordinateurs (50) qui
comprend une pluralite de noeuds d'extremite (110, 120 .... ) et au 



moins un noeud serveur (1), chacun desdits noeuds (1, 110,...) ayant un
rdpertoire des ressources 50     associ6es au noeud et chacun desdits
noeuds 4tant associ6 a un noeud serveur, une methode de localisation d'une
ressource en reponse & une requ~te provenant d'un noeud demandeur, ledit
noeud demandeur etant, soit un noeud d'extremite, soit un noeud servour,
ladite methode etant effectude par des ordinateurs du reseau (50), et
caract6risde en co qu'elle comprend les 4tapes de: a) rechercher dans le
repertoire du noeud demandeur une entree indiquant quo la ressource 85
demand6e reside dans le noeud demandeur, b) si une telle entree n'est pas
trouvee dans le repertoire du noeud demandeur et si le noeud demandeur est
un noeud d'extr6mite (110, 120,..), rechercher alors dans le repertoire du
noeud serveur (1) pour le noeud demandeur une entreo indiquant
l'emplacement de la ressource, et 21    EP 0 295 461 Bi                I
!IIII 11111I111111! I!II c) si une telle entree n'est pas trouvde dans le
repertoire du nosud serveur (1) ou si le noeud demandeur est un nosud
servour (1) rechercher alors dans les repertoires des noeuds d'extremite
(110, 120..) associes au nosud servour une entreo indiquant que la
ressource reside dans I'un desdits noeuds d'extremite. J....'   2. Mdthode
telle que definie dans la revendication 1, caractdrisde en ce qu'elle
comprend en outre l'6tape d'envoyer une requite de recherche de ressource a
chaque nosud serveur (1, 2...) du reseau si aucune entrde de rdpertoire
n'est trouvde indiquant quo la ressource r6side dans l'un des nosuds qui a
deja dte l'objet d'une recherche dans le repertoire. 10 3. Methode telle
que definie dans la revendication 1 ou 2, caractdrisde en ce qu'elle
comprend en outre l'etape d'envoyer une requite de recherche de ressource a
un noeud d'entree quelconque (8) connectant le reseau d'origine a d'autres
reseaux (5) si aucune entree de rdpertoire n'est trouveo indiquant que la
ressource reside dans un des noeuds du rdseau d'origine. 15 4. Methode
telle quo definie dans la revendication 1, caracterisee en ce qu'elle
comprend en outre l'etape d'envoyer une requite de recherche de ressource f
un repertoire central (6) dans le rdseau (50) quand aucune ontrte de
repertoire n'a ete trouvee indiquant quo la ressource rdside dans un nooud
servour (1, 2...) ou dans les noeuds d'extremite associes au nosud servour.
20 5. Dans un rdseau d'ordinateurs (50) qui comprend une pluralite de
nosuds d'extremite (110, 120..) at au moins un noeud serveur (1), chacun
desdits noouds (1, 110,...) ayant un repertoire de ressources associd au
nosud et chacun desdits nosuds d'extremite etant associe a un nosud
serveur, un systhme de localisation d'une ressource on rdponse a une
requite provenant d'un noeud demandeur, ledit 25     noeud demandeur etant,
soit un nooud d'extrdmite, soit un noeud serveur, ledit systIme 6tant
caractdri9e en ce qu'il comprend: - un moyen de bloc de commande (figure 4)
se trouvant a des noeuds selectionnes pour utilisation dans la rdception et
le traitement des requites de recherche de ressource, - un moyen (16, 44,
100) pour transmettre un message de requite de recherche (figure 3) f
partir 30          d'un nooud demandeur a au moins un noeud sdlectionnd
ayant un moyen de bloc de commande, ledit message comprenant une premibre
variable qui pout 8tre chargde dans le moyen de bloc de commando (figure 4)
pour commander le traitement de la requite de recherche at chaque nosud
sdlectionne, - un moyen pour traitor une requite de recherche a chaque
nosud recevant un message de 35         requite de recherche, ledit moyen
etant conditionnd par le contenu du bloc de commando, - un moyen de memoire
tampon pour garder les messages de requite de recherche quand la memoire
n'est pas disponible au nosud de crdation des blocs de commands, et - un
moyen pour cesser une connexion logique entre un noeud recovant un message
et le nosud f partir duquel le message a dte regu quand le moyen de memoire
tampon est plein et les deux 40          nosuds essayent d'echanger des
messages instantanement. 6. Systbme tel quo ddfini dans la revendication 5,
caractdrisd en co que ledit moyen de bloc de commande comprend en outre un
moyen d'indication d'etat de procedure (figure 4) pour faire en sorte quo
chaque noeud recovant un message de requite de recherche, soit abandonne la
requite de 45     recherche, soit retient I'information identifiant les
noeuds f partir desquels la requite de recherche a 



ete regue et vers lesquels la requite de recherche a ete envoyee. 7.
Systeme tel quo ddflni dans la revendication 5 ou 6, caracterise en ce quo
ladite promibre variable comprend l'information (figure 5) definissant un
chemin et un noeud de destination pour le message de 60     requite et de
recherche et chaque noeud recevant le message de requite et de recherche
comprend en outre un moyen conditionnd par ladite information pour
transmettre la requite de recherche par le chemin si le nosud de reception
n'est pas le nosud de destination identifie ou pour traiter la requite de
recherche si le noeud de reception est le noeud de destination identifie.
55  &  Systeme tel quo defini dans une quelconque des revendications 5 f 7,
caractdrise en ce que ladite premibre variable comprend en outre une
information d'dtendue de recherche (figure 8) pour definir une classe de
noeuds auxquels la requite de recherche est a diffuser et chacun desdits
noeuds comprend un moyen conditionnd par l'information d'Etendue de
recherche pour traiter la requite de 22    EP 0 295 461 B1               |
l!IIIIJ III3j IIJI II 1111 * C   L   M   S* recherche seulement si la noeud
tombe dans la classe ddfinie. 9. Systhme tel quo d~fini dans une quelconque
des revendications 5 A 8, caracteris4 en ce que ledit message contient une
seconde variable (figure 7C et 7D) qui ddcrit le type et le nom de la
ressource 5      recherch~e. 10. Systbme tel quo ddfini dans une quelconque
des revendications 5 A 9, caract~ris4 en ce qu'il comprend en outre un
moyen se trouvant dans le noeud dans lequel la ressource recherch~o r~side
pour transmettre un message de rdponse (figure 3) au noeud demandeur, ledit
message comprenant la 10     premibre variable et une seconde variable
(figure 6) qui ddcrit le type ot le nom de la ressource trouv6e 11. Systbme
tel quo d6fini dans la revendication 10, caract6ris6 en ce quo ladite
premibre variable contient en outre une information indiquant si le message
(figure 3) est une requ~te de recherche, une rdponse complbte ou une
r~ponse incomplbte. 15 20 25 30 35 40 45 50 55 23    


