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COMMUNICATION METHOD AND APPARATUS,
COMPUTER-READABLE MEDIUM AND ELECTRONIC DEVICE

RELATED APPLICATION

[0001] This application claims priority to Chinese Patent Application No. 201910261362.9,
entitled "COMMUNICATION METHOD AND APPARATUS, COMPUTER-READABLE
MEDIUM AND ELECTRONIC DEVICE" and filed with the National Intellectual Property

Administration, PRC on April 2, 2019, which is incorporated herein by reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] This application relates to the field of computer and communication technologies,

and specifically, to a process of data communication.

BACKGROUND OF THE APPLICATION

[0003] To achieve higher rate experience, a greater bandwidth access capability, a lower
latency, and highly reliable information exchange, the industry has proposed a network architecture
based on a quality of service (QoS) flow. The QoS flow is the smallest granularity that provides
QoS differentiation in a protocol data unit (PDU) session, and a QoS flow identifier (QFI) is used

for identifying a QoS flow.

[0004] In addition, with the development of mobile communication technologies, a variety
of new services have been derived, such as a cloud gaming service. The services have a relatively
high requirement on a transmission latency as well as a requirement on a total latency of uplink
(UL) and downlink (DL) transmission. However, the current QoS mechanism is too limited to meet

the QoS requirements of the service layer.

SUMMARY

[0005] Embodiments of this application provide a communication method and apparatus, a
computer-readable medium, and an electronic device, so as to monitor a total latency of UL
transmission and DL transmission of a target service at least to some extent, to meet QoS

requirements of a service layer.

[0006] Other features and advantages of this application become obvious through the

following detailed descriptions, or may be partially learned through the practice of this application.
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[0007] According to an aspect of the embodiments of this application, a communication
method is provided, including: obtaining a total latency tolerance of UL transmission and DL
transmission of a target service; generating a transmission latency indication message for the target
service according to the total latency tolerance, the transmission latency indication message
including QoS flow indication information of the UL transmission of the target service and QoS
flow indication information of the DL transmission of the target service; and configuring the
transmission latency indication message for an access network entity, so as to enable the access
network entity to monitor a transmission latency of the target service according to the transmission

latency indication message.

[0008] According to an aspect of the embodiments of this application, a communication
method is provided, including: obtaining a transmission latency indication message configured by a
core network (CN) entity for a target service, the transmission latency indication message being
generated by the CN entity according to a total latency tolerance of UL transmission and DL
transmission of the target service, and the transmission latency indication message including QoS
flow indication information of the UL transmission of the target service and QoS flow indication
information of the DL transmission of the target service; and monitoring a transmission latency of

the target service according to the transmission latency indication message.

[0009] According to an aspect of the embodiments of this application, a communication
apparatus is provided, including: an obtaining unit, configured to obtain a total latency tolerance of
UL transmission and DL transmission of a target service; a generation unit, configured to generate a
transmission latency indication message for the target service according to the total latency
tolerance, the transmission latency indication message including QoS flow indication information of
the UL transmission of the target service and QoS flow indication information of the DL
transmission of the target service; and a configuration unit, configured to configure the transmission
latency indication message for an access network entity, so as to enable the access network entity to
monitor a transmission latency of the target service according to the transmission latency indication

message.

[0010] In some embodiments of this application, based on the foregoing solutions, the
obtaining unit is configured to: receive a notification message transmitted by an application
function (AF) entity, and obtain the total latency tolerance according to the notification message; or
obtain the total latency tolerance based on information of a contractual agreement with the AF

entity; or obtain the total latency tolerance pre-configured by the AF entity.
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[0011] In some embodiments of this application, based on the foregoing solutions, the
generation unit is configured to: generate information indicating the total latency tolerance
according to the total latency tolerance, and allocate QoS flow indication information respectively
to the UL transmission and the DL transmission of the target service; and generate the transmission
latency indication message according to the information indicating the total latency tolerance and
the QoS flow indication information respectively allocated to the UL transmission and the DL

transmission of the target service.

[0012] In some embodiments of this application, based on the foregoing solutions, the
generation unit is configured to: determine an UL latency tolerance and a DL latency tolerance of
the target service according to the total latency tolerance; and generate the QoS flow indication
information of the UL transmission according to the UL latency tolerance, and generate the QoS

flow indication information of the DL transmission according to the DL latency tolerance.

[0013] In some embodiments of this application, based on the foregoing solutions, the
generation unit is configured to: divide the total latency tolerance to obtain the UL latency tolerance
and the DL latency tolerance of the target service; or receive a division status, notified by an AF
entity, of the UL latency tolerance and the DL latency tolerance of the target service, and determine
the UL latency tolerance and the DL latency tolerance according to the division status and the total
latency tolerance; or receive priorities, notified by the AF entity, of the UL transmission and the DL
transmission of the target service, and determine the UL latency tolerance and the DL latency

tolerance according to the priorities and the total latency tolerance.

[0014] In some embodiments of this application, based on the foregoing solutions, the QoS
flow indication information of the UL transmission of the target service includes: one piece of QoS
flow indication information corresponding to all UL data of the target service; or QoS flow
indication information respectively corresponding to different types of UL data of the target service,
the different types of UL data being respectively corresponding to different QoS flow indication

information.

[0015] In some embodiments of this application, based on the foregoing solutions, the QoS
flow indication information of the DL transmission of the target service includes: one piece of QoS
flow indication information corresponding to all DL data of the target service; or QoS flow
indication information respectively corresponding to different types of DL data of the target service,
the different types of DL data being respectively corresponding to different QoS flow indication

information.
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[0016] In some embodiments of this application, based on the foregoing solutions, when the
communication method is performed by the CN entity, the obtaining unit is configured to: obtain
the total latency tolerance from the AF entity by using a policy control function (PCF) entity; or
obtain the total latency tolerance from the AF entity by using a network exposure function (NEF)

entity and forward the total latency tolerance to the PCF entity.

[0017] According to an aspect of the embodiments of this application, a communication
apparatus is provided, including: an obtaining unit, configured to obtain a transmission latency
indication message configured by a CN entity for a target service, the transmission latency
indication message being generated by the CN entity according to a total latency tolerance of UL
transmission and DL transmission of the target service, and the transmission latency indication
message including QoS flow indication information of the UL transmission of the target service and
QoS flow indication information of the DL transmission of the target service; and a monitoring unit,
configured to monitor a transmission latency of the target service according to the transmission

latency indication message.

[0018] In some embodiments of this application, based on the foregoing solutions, the
monitoring unit is configured to: monitor a total latency of the UL transmission and the DL
transmission of the target service according to the total latency tolerance in a case that the
transmission latency indication message further includes information indicating the total latency
tolerance; monitor an UL transmission latency of the target service according to an UL latency
tolerance in a case that the QoS flow indication information of the UL transmission includes the UL
latency tolerance; and monitor a DL transmission latency of the target service according to a DL
latency tolerance in a case that the QoS flow indication information of the DL transmission includes

the DL latency tolerance.

[0019] In some embodiments of this application, based on the foregoing solutions, the QoS
flow indication information of the UL transmission includes: QoS flow indication information
respectively corresponding to different types of UL data of the target service, and the QoS flow
indication information of the DL transmission includes QoS flow indication information
respectively corresponding to different types of DL data of the target service; and the monitoring
unit is configured to: monitor, according to the transmission latency indication message, a
transmission latency of UL data of a specified type of the target service and a transmission latency
of DL data of a specified type of the target service, the UL data of the specified type and the DL
data of the specified type being located in the same PDU session or in different PDU sessions

during transmission.
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[0020] In some embodiments of this application, based on the foregoing solutions, the target
service includes a cloud gaming service; and the UL data of the specified type includes game
manipulation data, and the DL data of the specified type includes multimedia data obtained by

rendering a game scene.

[0021] In some embodiments of this application, based on the foregoing solutions, the
monitoring unit is configured to: monitor a transmission latency of the target service between user
equipment (UE) and the access network entity according to the transmission latency indication
message; and/or monitor a transmission latency of the target service between UE and a user plane
function (UPF) entity according to the transmission latency indication message and latency

information between the access network entity and the UPF entity.

[0022] According to an aspect of the embodiments of this application, a computer-readable
medium is provided, storing a computer program, and the computer program, when executed by a

processor, implementing the communication method according to the foregoing embodiments.

[0023] According to an aspect of the embodiments of this application, an electronic device
is provided, including: one or more processors; and a storage apparatus, configured to store one or
more programs, and the one or more programs, when executed by the one or more processors,
causing the one or more processors to implement the communication method according to the

foregoing embodiments.

[0024] According to an aspect of the embodiments of this application, a computer program
product including instructions is provided, the instructions, when run on a computer, causing the

computer to perform the communication method in the foregoing embodiments.

[0025] In the technical solutions provided in some embodiments of this application, a total
latency tolerance of UL transmission and DL transmission of a target service is obtained, a
transmission latency indication message for the target service is generated according to the total
latency tolerance, and the transmission latency indication message is configured for an access
network entity. In this way, corresponding total latency tolerances can be obtained for different
services, so that a total latency tolerance can be dynamically adjusted for a service. In addition, the
access network entity can monitor the transmission latency of the target service according to the
transmission latency indication message, which helps to monitor a total latency of the UL
transmission and the DL transmission of the target service, thereby meeting QoS requirements of a

service layer.
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[0026] It is to be understood that the above general descriptions and the following detailed

descriptions are merely for exemplary and explanatory purposes, and cannot limit this application.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] Accompanying drawings herein are incorporated into the specification and constitute
a part of this specification, show embodiments that conform to this application, and are used for
describing a principle of this application together with this specification. Apparently, the
accompanying drawings described below are merely some embodiments of this application, and a
person of ordinary skill in the art may further obtain other accompanying drawings according to the

accompanying drawings without creative efforts. In the accompanying drawings:

[0028] FIG. 1 is a schematic diagram of an exemplary system architecture to which a

technical solution according to an embodiment of this application is applicable.

[0029] FIG. 2 is a flowchart of a communication method according to an embodiment of

this application.

[0030] FIG. 3 is a flowchart of generating a transmission latency indication message for a

target service according to a total latency tolerance according to an embodiment of this application.

[0031] FIG. 4 is a flowchart of generating a transmission latency indication message for a

target service according to a total latency tolerance according to an embodiment of this application.

[0032] FIG. 5 is a flowchart of a communication method according to an embodiment of

this application.

[0033] FIG. 6 is a schematic diagram of a scenario of a cloud gaming service according to

an embodiment of this application.

[0034] FIG. 7 is a schematic diagram of an interaction process among an AF entity, a CN

entity, and a RAN entity according to an embodiment of this application.

[0035] FIG. 8 is a schematic diagram of an interaction process between an AF entity and a

CN entity according to an embodiment of this application.

[0036] FIG. 9 is a schematic diagram of another interaction process between an AF entity

and a CN entity according to an embodiment of this application.

[0037] FIG. 10 is a schematic diagram of another interaction process among an AF entity, a

CN entity, and a RAN entity according to an embodiment of this application.
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[0038] FIG. 11 is a schematic diagram of another interaction process among an AF entity, a

CN entity, and a RAN entity according to an embodiment of this application.

[0039] FIG. 12 is a schematic diagram of a scenario of a cloud gaming service according to

another embodiment of this application.

[0040] FIG. 13 is a block diagram of a communication apparatus according to an

embodiment of this application.

[0041] FIG. 14 is a block diagram of a communication apparatus according to an

embodiment of this application.

[0042] FIG. 15 is a schematic structural diagram of a computer system adapted to

implement an electronic device according to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

[0043] At present, the exemplary implementations are described comprehensively with
reference to the accompanying drawings. However, the examples of implementations may be
implemented in a plurality of forms, and it is not to be understood as being limited to the examples
described herein. Conversely, the implementations are provided to make this application more
comprehensive and complete, and comprehensively convey the idea of the examples of the

implementations to a person skilled in the art.

[0044] In addition, the described features, structures or characteristics may be combined in
one or more embodiments in any appropriate manner. In the following descriptions, a lot of specific
details are provided to give a comprehensive understanding of the embodiments of this application.
However, a person of ordinary skill in the art is to be aware that, the technical solutions in this
application may be implemented without one or more of the particular details, or another method,
unit, apparatus, or step may be used. In other cases, well-known methods, apparatuses,
implementations, or operations are not shown or described in detail, in order not to obscure the

aspects of this application.

[0045] The block diagrams shown in the accompanying drawings are merely functional
entities and do not necessarily correspond to physically independent entities. That is, the functional
entities may be implemented in a software form, or in one or more hardware modules or integrated

circuits, or in different networks and/or processor apparatuses and/or microcontroller apparatuses.

[0046] The flowcharts shown in the accompanying drawings are merely exemplary

descriptions, do not need to include all content and operations/steps, and do not need to be
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performed in the described orders either. For example, some operations/steps may be further
divided, while some operations/steps may be combined or partially combined. Therefore, an actual

execution order may change according to an actual case.

[0047] FIG. 1 is a schematic diagram of an exemplary system architecture to which a

technical solution according to an embodiment of this application is applicable.

[0048] As shown in FIG. 1, a system architecture 100 may include UE 101 (the UE 101 may
be a smartphone shown in FIG. 1, or may be a tablet computer, a portable computer, a desktop

computer, or the like), a base station 102, a CN entity 103, and an AF entity 104.

[0049] It is to be understood that FIG. 1 shows merely illustrative quantities of UEs 101,
base stations 102, CN entities 103, and AF entities 104. There may be any quantities of UEs, base

stations, CN entities, and AF entities according to an actual requirement.

[0050] In an embodiment of this application, the CN entity 103 may obtain a total latency
tolerance, configured by the AF entity 104, of UL transmission and DL transmission of a target
service. For example, the CN entity 103 may obtain the total latency tolerance by receiving a
notification message transmitted by the AF entity 104. Alternatively, the CN entity 103 may obtain
the total latency tolerance based on information of a contractual agreement with the AF entity 104.
Alternatively, the CN entity 103 may obtain the total latency tolerance pre-configured by the AF
entity 104.

[0051] In an embodiment of this application, after obtaining the total latency tolerance of
the UL transmission and the DL transmission of the target service, the CN entity 103 may generate
a transmission latency indication message for the target service according to the total latency
tolerance, the transmission latency indication message including QoS flow indication information of
the UL transmission of the target service and QoS flow indication information of the DL
transmission of the target service, and then configure the transmission latency indication message
for the base station 102, so as to enable the base station 102 to monitor a transmission latency of the

target service according to the transmission latency indication message.

[0052] In an embodiment of this application, the base station 102 may monitor a

transmission latency of the target service between the UE 101 and the base station 102 according to
the transmission latency indication message; or monitor a transmission latency of the target service
between the UE 101 and a UPF entity according to the transmission latency indication message and

latency information between the base station 102 and the UPF entity.
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[0053] The implementation details of the technical solutions in the embodiments of this

application are described below in detail.

[0054] FIG. 2 is a flowchart of a communication method according to an embodiment of
this application. The communication method may be performed by the CN entity 103 in FIG. 1.
Referring to FIG. 2, the communication method includes at least S210 to S230. A detailed

description is as follows:

[0055] S210: Obtain a total latency tolerance of UL transmission and DL transmission of a

target service.

[0056] In an embodiment of this application, the total latency tolerance of the UL
transmission and the DL transmission of the target service is obtained, so that total latency
tolerances corresponding to different services can be obtained for the services, and a latency
tolerance can be dynamically adjusted for a service. The target service may be a service that has a
requirement on a total latency tolerance of UL transmission and DL transmission, for example, a
cloud gaming service. The cloud gaming service is a manner of gaming based on cloud computing.
In an operating mode of cloud gaming, UE needs to send game manipulation data (such as sensor
data on the UE, action data detected by the UE, or the like) to a cloud end. The cloud end performs
a rendering function according to the game manipulation data sent by the UE, and then transmits
rendered multimedia data (including a game screen, sound data, or the like) to the UE via the
network. The advantage of cloud gaming is that the UE does not need to perform complex
rendering or computing, which reduces a hardware requirement on the UE. However, cloud gaming
requires a network system to provide high-reliability and low-latency transmission for UL game
manipulation data, and provide high-bandwidth and low-latency transmission for DL multimedia
data, and cloud gaming requires a total latency of UL transmission and DL transmission to be lower

than a threshold.

[0057] In an embodiment of this application, the CN entity may receive a notification
message transmitted by an AF entity, and then obtain the total latency tolerance of the UL

transmission and the DL transmission of the target service according to the notification message.

[0058] In an embodiment of this application, the CN entity may obtain the total latency
tolerance of the UL transmission and the DL transmission based on information of a contractual
agreement with the AF entity. The information of the contractual agreement may be a service-level

agreement (SLA).
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[0059] In an embodiment of this application, the CN entity may obtain the total latency

tolerance, pre-configured by the AF entity, of the UL transmission and the DL transmission.

[0060] In an embodiment of this application, the CN entity may include a PCF entity. The
PCF entity may obtain the total latency tolerance of the UL transmission and the DL transmission
from the AF entity. This case applies to a scenario where the PCF entity and the AF entity are in a

trusted domain.

[0061] In an embodiment of this application, the CN entity may include a PCF entity and a
NEF entity. The NEF entity may obtain the total latency tolerance of the UL transmission and the
DL transmission from the AF entity, and forward the total latency tolerance to the PCF entity. This

case applies to a scenario where the PCF entity and the AF entity are in different trusted domains.

[0062] Still referring to FIG. 2, S220: Generate a transmission latency indication message
for the target service according to the total latency tolerance, the transmission latency indication
message including QoS flow indication information of the UL transmission of the target service and

QoS flow indication information of the DL transmission of the target service.

[0063] In an embodiment of this application, the QoS flow indication information may be a

QFIL. If applied to a 5G system, the QoS flow indication information may be a 5G QoS identifier
(3QD).

[0064] In an embodiment of this application, the QoS flow indication information of the UL
transmission of the target service may include: one piece of QoS flow indication information
corresponding to all UL data of the target service. That is, in this embodiment, all UL data of the
target service corresponds to one piece of QoS flow indication information. For example, UL data
of the cloud gaming service includes game manipulation data and an acknowledgment of
multimedia data sent by the cloud end, then the game manipulation data and the acknowledgment

correspond to one piece of QoS flow indication information.

[0065] In an embodiment of this application, the QoS flow indication information of the UL
transmission of the target service may include: QoS flow indication information respectively
corresponding to different types of UL data of the target service, the different types of UL data
being respectively corresponding to different QoS flow indication information. That is, in this
embodiment, different types of UL data of the target service correspond to different QoS flow
indication information. For example, UL data of the cloud gaming service includes game

manipulation data and an acknowledgment of multimedia data sent by the cloud end, then the game

10
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manipulation data and the acknowledgment respectively correspond to different QoS flow

indication information.

[0066] In an embodiment of this application, the QoS flow indication information of the DL
transmission of the target service may include: one piece of QoS flow indication information
corresponding to all DL data of the target service. That is, in this embodiment, all DL data of the
target service corresponds to one piece of QoS flow indication information. For example, DL data
of the cloud gaming service includes an acknowledgment of game manipulation data sent by the UE
and multimedia data obtained after rendering, then the acknowledgment and the multimedia data

correspond to one piece of QoS flow indication information.

[0067] In an embodiment of this application, the QoS flow indication information of the DL
transmission of the target service may include: QoS flow indication information respectively
corresponding to different types of DL data of the target service, the different types of DL data
being respectively corresponding to different QoS flow indication information. That is, in this
embodiment, different types of DL data of the target service correspond to different QoS flow
indication information. For example, DL data of the cloud gaming service includes an
acknowledgment of game manipulation data sent by the UE and multimedia data obtained after
rendering, then the acknowledgment and the multimedia data respectively correspond to different

QoS flow indication information.

[0068] In an embodiment of this application, as shown in FIG. 3, a process of generating a
transmission latency indication message for the target service according to the total latency

tolerance may include the following S310 and S320:

[0069] S310: Generate information indicating the total latency tolerance according to the
total latency tolerance, and allocate QoS flow indication information respectively to the UL

transmission and the DL transmission of the target service.

[0070] In an embodiment of this application, if the information indicating the total latency
tolerance is generated, the QoS flow indication information respectively allocated to the UL
transmission and the DL transmission of the target service may not require an absolute division of
the total latency tolerance between the UL and the DL. That is, QoS flows respectively allocated to
the UL transmission and the DL transmission of the target service may not clearly indicate a latency

tolerance of the UL transmission and a latency tolerance of the DL transmission.

11



10

15

20

25

30

[0071] S320: Generate the transmission latency indication message according to the
information indicating the total latency tolerance and the QoS flow indication information

respectively allocated to the UL transmission and the DL transmission of the target service.

[0072] In an embodiment of this application, if the information indicating the total latency
tolerance of the UL transmission and the DL transmission is generated, and the QoS flow indication
information is allocated to the UL transmission and the DL transmission of the target service
respectively, the transmission latency indication message may be generated according to the
information, and the transmission latency indication message is then sent to an access network

entity.

[0073] In the technical solution of the embodiment shown in FIG. 3, the total latency
tolerance of the UL transmission and the DL transmission is indicated by using indication

information other than the QoS flow indication information.

[0074] In an embodiment of this application, as shown in FIG. 4, a process of generating a
transmission latency indication message for the target service according to the total latency

tolerance may include the following S410 and S420:

[0075] S410: Determine an UL latency tolerance and a DL latency tolerance of the target

service according to the total latency tolerance.

[0076] In an embodiment of this application, the CN entity (such as a PCF entity) may
receive a division status, notified by an AF entity, of the UL latency tolerance and the DL latency
tolerance of the target service, and determine the UL latency tolerance and the DL latency tolerance
according to the division status and the total latency tolerance. That is, in the technical solution in
this embodiment, the AF entity may directly notify a division status between the UL latency
tolerance and the DL latency tolerance, and then the CN entity may directly determine the UL

latency tolerance and the DL latency tolerance according to the division status.

[0077] In an embodiment of this application, the CN entity (such as a PCF entity) may
receive priorities, notified by the AF entity, of the UL transmission and the DL transmission of the
target service, and determine the UL latency tolerance and the DL latency tolerance according to the
priorities and the total latency tolerance. That is, in the technical solution in this embodiment, the
AF entity does not clearly notify a division status between the UL latency tolerance and the DL
latency tolerance, but notifies priorities of the UL transmission and the DL transmission, and then
the CN entity may divide the total latency tolerance according to the priorities to determine the UL

latency tolerance and the DL latency tolerance. For example, if a priority of the UL transmission is

12
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higher than a priority of the DL transmission, the UL latency tolerance may be less than the DL

latency tolerance, and then the total latency tolerance may be divided accordingly.

[0078] In an embodiment of this application, the CN entity (such as a PCF entity) may
directly divide the total latency tolerance to obtain the UL latency tolerance and the DL latency
tolerance of the target service. That is, in this embodiment, the CN entity may independently
determine the UL latency tolerance and the DL latency tolerance according to the total latency
tolerance. For example, the CN entity may determine latency requirements of different services on
UL transmission and DL transmission according to historical data, and then independently
determine a division status of an UL latency tolerance and a DL latency tolerance for a service

accordingly.

[0079] S420: Generate the QoS flow indication information of the UL transmission
according to the UL latency tolerance, and generate the QoS flow indication information of the DL

transmission according to the DL latency tolerance.

[0080] In the technical solution of the embodiment shown in FIG. 4, the UL latency
tolerance and the DL latency tolerance may be directly indicated by using the QoS flow indication
information. Therefore, there is no need to additionally indicate the total latency tolerance of the UL

transmission and the DL transmission.

[0081] Still referring to FIG. 2, S230: Configure the transmission latency indication
message for an access network entity, so as to enable the access network entity to monitor a

transmission latency of the target service according to the transmission latency indication message.

[0082] In an embodiment of this application, the access network entity may be a base
station. The access network entity monitors a transmission latency of the target service according to
the transmission latency indication message, that is, monitors an UL transmission latency and a DL
transmission latency of the target service, to ensure that the UL transmission latency and the DL
transmission latency do not exceed the total latency tolerance. The following embodiment illustrates

the technical solutions of this application from the perspective of an access network entity.

[0083] FIG. 5 is a flowchart of a communication method according to an embodiment of
this application. The communication method may be performed by an access network entity, and
the access network entity may be the base station 102 shown in FIG. 1. Referring to FIG. 5, the

communication method includes at least S510 and S520. A detailed description is as follows:

[0084] S510: Obtain a transmission latency indication message configured by a CN entity

for a target service, the transmission latency indication message being generated by the CN entity

13
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according to a total latency tolerance of UL transmission and DL transmission of the target service,
and the transmission latency indication message including QoS flow indication information of the
UL transmission of the target service and QoS flow indication information of the DL transmission

of the target service.

[0085] In an embodiment of this application, for a process in which the CN entity generates
the transmission latency indication message according to the total latency tolerance of the UL
transmission and the DL transmission of the target service, reference may be made to the technical

solutions of the foregoing embodiments.

[0086] S520: Monitor a transmission latency of the target service according to the

transmission latency indication message.

[0087] In an embodiment of this application, in addition to the QoS flow indication
information of the UL transmission of the target service and the QoS flow indication information of
the DL transmission of the target service, the transmission latency indication message further
includes information indicating the total latency tolerance of the UL transmission and the DL
transmission, and then a total latency of the UL transmission and the DL transmission of the target

service may be monitored according to the total latency tolerance.

[0088] In an embodiment of this application, an UL transmission latency of the target
service may be monitored according to an UL latency tolerance in a case that the QoS flow

indication information of the UL transmission includes the UL latency tolerance.

[0089] In an embodiment of this application, a DL transmission latency of the target service
may be monitored according to a DL latency tolerance in a case that the QoS flow indication

information of the DL transmission includes the DL latency tolerance.

[0090] In an embodiment of this application, if the access network entity detects that the
total latency of the UL transmission and the DL transmission of the target service exceeds the total
latency tolerance, or detects that the UL transmission latency of the target service exceeds the UL
latency tolerance, or detects that the DL transmission latency of the target service exceeds the DL
latency tolerance, a notification message may be sent to the CN entity or the AF entity, so that the

CN entity or the AF entity can take corresponding measures.

[0091] In an embodiment of this application, the monitoring, by the access network entity, a
transmission latency of the target service according to the transmission latency indication message
may be monitoring a transmission latency of the target service between UE and the access network

entity according to the transmission latency indication message.
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[0092] In an embodiment of this application, the monitoring, by the access network entity, a
transmission latency of the target service according to the transmission latency indication message
may be monitoring a transmission latency of the target service between UE and a UPF entity
according to the transmission latency indication message and latency information between the
access network entity and the UPF entity. In this embodiment, because a latency between the access
network entity and the UPF entity is generally fixed, the access network entity may monitor the
transmission latency of the target service between the UE and the UPF entity according to the
transmission latency of the target service between the UE and the access network entity and the

latency between the access network entity and the UPF entity.

[0093] In an embodiment of this application, if the QoS flow indication information of the
UL transmission includes QoS flow indication information respectively corresponding to different
types of UL data of the target service, and the QoS flow indication information of the DL
transmission includes QoS flow indication information respectively corresponding to different types
of DL data of the target service, a transmission latency of UL data of a specified type of the target
service and a transmission latency of DL data of a specified type of the target service may be
monitored according to the transmission latency indication message. The UL data of the specified
type and the DL data of the specified type are located in the same PDU session or in different PDU

sessions during transmission.

[0094] For example, UL data of a cloud gaming service includes game manipulation data
and an acknowledgment (referred to as a first acknowledgment, for the sake of distinction) of
multimedia data sent by a cloud end, and DL data includes an acknowledgment (referred to as a
second acknowledgment, for the sake of distinction) of game manipulation data sent by UE and
multimedia data obtained after rendering. Then the game manipulation data, the first
acknowledgment, the second acknowledgment, and the multimedia data respectively correspond to
different QoS flow indication information. In this case, as the acknowledgment in the cloud gaming
service is insignificant, it is possible to monitor only a transmission latency of the game
manipulation data and a transmission latency of the multimedia data in the cloud gaming service. In
addition, the game manipulation data and the second acknowledgment may be in one PDU session,
and the multimedia data and the first acknowledgment may be in another PDU session; or the game
manipulation data, the first acknowledgment, the second acknowledgment, and the multimedia data

may be in one PDU session.
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[0095] According to the technical solutions of the foregoing embodiments of this
application, the total latency of the UL transmission and the DL transmission of the target service

can be monitored, thereby meeting QoS requirements of a service layer.

[0096] The following describes the implementation details of the technical solutions of the
embodiments of this application by using an example in which the target service is the cloud

gaming service.

[0097] In an embodiment of this application, as shown in FIG. 6, in a scenario of a cloud
gaming service, a cloud gaming application (APP) runs on UE 601, and an AF entity 602 may be a
cloud rendering server, configured to perform rendering according to game manipulation data sent
by the UE 601 to obtain multimedia data. UL data sent by the UE 601 includes Al and B2, and DL
data sent by the AF entity 602 includes A2 and B1. A1 represents game manipulation data, such as
sensor data on the UE 601 and action data detected by the UE 601. B2 represents an ACK
(acknowledgment) of multimedia data. A2 represents an ACK of the game manipulation data. B1

represents the multimedia data, such as a game screen and sound data.

[0098] The application scenario shown in FIG. 6 is a non-flow-splitting application
scenario, that is, all UL data (including A1 and B2) corresponds to one QoS flow, and all DL data
(including A2 and B1) corresponds to one QoS flow.

[0099] In the application scenario shown in FIG. 6, an interaction process among an AF
entity, a CN entity, and a RAN entity (in this embodiment, description is made by using an example
in which the RAN entity is a base station) is shown in FIG. 7, which may include the following

steps:

[0100] S701: The AF entity notifies the CN entity of a total latency tolerance of UL+DL

and a dynamic division of UL+DL.

[0101] In an embodiment of this application, the AF entity may notify the CN entity of the
total latency tolerance of UL+DL and the dynamic division of UL+DL based on SLA interaction.
Alternatively, a static configuration may be performed for the CN entity instead of notifying every

time. Certainly, the AF entity may alternatively perform a dynamic configuration for the CN entity.

[0102] In an embodiment of this application, as shown in FIG. 8, the interaction process
between the AF entity and the CN entity may be that the AF entity directly interacts with a PCF
entity, then the PCF entity notifies an access and mobility management function (AMF) entity of a
determined latency tolerance, and the AMF entity configures the latency tolerance for the base

station. The technical solution of this embodiment is applicable to an application scenario where the
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AF entity and the PCF entity are in the same trusted domain, such as a scenario where a network

operator itself deploys the AF entity.

[0103] In an embodiment of this application, as shown in FIG. 9, the interaction process
between the AF entity and the CN entity may be that the AF entity interacts with a PCF entity by
using a NEF entity, then the PCF entity notifies an AMF entity of a determined latency tolerance,
and the AMF entity configures the latency tolerance for the base station. The technical solution of
this embodiment is applicable to an application scenario where the AF entity and the PCF entity are

in different trusted domains, such as a scenario where a third party deploys the AF entity.

[0104] In an embodiment of this application, the AF entity may further adjust a bitrate for
sending the multimedia data to the UE according to a QoS monitoring result, a predicted network
condition, and a network resource condition that are provided by a network system (such as a 5G
system). When the QoS monitoring result is good, the predicted network condition is good, or
network resources are sufficient, the bitrate for sending the multimedia data to the UE can be
increased so as to improve the definition of a cloud gaming screen displayed on the UE while
ensuring fluency. When the QoS monitoring result is poor, the predicted network condition is poor,
or network resources are insufficient, the bitrate for sending the multimedia data to the UE is

decreased so as to improve fluency of a cloud gaming screen displayed on the UE.

[0105] S702: The CN entity determines UL and DL latency tolerances according to the total
latency tolerance of UL+DL and the dynamic division of UL+DL.

[0106] In an embodiment of this application, because the AF entity has notified the total
latency tolerance of UL+DL and the dynamic division of UL+DL, the CN entity can determine the
UL and DL latency tolerances accordingly, and then allocate corresponding 5QI values for UL data
and DL data according to the UL and DL latency tolerances. In this case, QoS flows allocated
respectively for the UL data and the DL data can indicate a latency tolerance of UL transmission

and a latency tolerance of DL transmission.

[0107] S703: The CN entity configures the latency tolerances for the base station so as to

enable the base station to monitor a latency dynamically.

[0108] In an embodiment of this application, the CN entity may configure, for the base
station, the 5QI values respectively allocated for the UL data and the DL data. During UL and DL
scheduling, the base station may monitor whether an UL transmission latency exceeds the latency
tolerance of the UL transmission, and monitor whether a DL transmission latency exceeds the

latency tolerance of the DL transmission. If the UL transmission latency exceeds the latency
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tolerance of the UL transmission, or the DL transmission latency exceeds the latency tolerance of

the DL transmission, the base station may notify the CN entity and the AF entity.

[0109] In the application scenario shown in FIG. 6, another interaction process among an
AF entity, a CN entity, and a RAN entity is shown in FIG. 10, which may include the following

steps:

[0110] S1001: The AF entity notifies the CN entity of a total latency tolerance of UL+DL,

and UL and DL transmission priorities.

[0111] The interaction manner between the AF entity and the CN entity in this embodiment

is the same as that in the foregoing embodiment, and is not repeated herein.

[0112] S1002: The CN entity determines UL and DL latency tolerances according to the

total latency tolerance of UL+DL and the UL and DL transmission priorities.

[0113] In an embodiment of this application, because the AF entity notifies of the total
latency tolerance of UL+DL and the UL and DL transmission priorities, the CN entity may
determine the UL and DL latency tolerances accordingly. For example, if a priority of UL
transmission is higher than a priority of DL transmission, the UL latency tolerance may be less than
the DL latency tolerance, and then the total latency tolerance can be divided accordingly. Then the
CN entity allocates corresponding 5QI values for UL data and DL data according to the UL and DL
latency tolerances. In this case, QoS flows allocated respectively for the UL data and the DL data
can indicate the latency tolerance of the UL transmission and the latency tolerance of the DL

transmission.

[0114] S1003: The CN entity configures the latency tolerances for the base station so as to

enable the base station to monitor a latency dynamically.

[0115] In an embodiment of this application, the CN entity may configure, for the base
station, the 5QI values respectively allocated for the UL data and the DL data. During UL and DL
scheduling, the base station may monitor whether an UL transmission latency exceeds the latency
tolerance of the UL transmission, and monitor whether a DL transmission latency exceeds the
latency tolerance of the DL transmission. If the UL transmission latency exceeds the latency
tolerance of the UL transmission, or the DL transmission latency exceeds the latency tolerance of

the DL transmission, the base station may notify the CN entity and the AF entity.

[0116] In the application scenario shown in FIG. 6, another interaction process among an
AF entity, a CN entity, and a RAN entity is shown in FIG. 11, which may include the following

steps:
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[0117] S1101: The AF entity notifies the CN entity of a total latency tolerance of UL+DL.

[0118] The interaction manner between the AF entity and the CN entity in this embodiment

is the same as the foregoing embodiment, and is not repeated herein.

[0119] S1102: The CN entity allocates 5QI values to the UL and the DL according to the
total latency tolerance of UL+DL.

[0120] In an embodiment of this application, when allocating the 5QI values to the UL and
the DL according to the total latency tolerance of UL+DL, the CN entity may first determine UL
and DL latency tolerances. For example, the CN entity may determine a latency requirement of the
cloud gaming service on UL transmission and DL transmission based on historical data, then
independently determine a division status of an UL latency tolerance and a DL latency tolerance for
the cloud gaming service accordingly, divide the total latency tolerance to obtain the UL and DL
latency tolerances, and allocate the 5QI values to the UL and the DL accordingly. In this case, QoS
flows allocated respectively for UL data and DL data can indicate the latency tolerance of the UL

transmission and the latency tolerance of the DL transmission.

[0121] In an embodiment of this application, when the CN entity allocates the 5QI values to
the UL and the DL according to the total latency tolerance of UL+DL, an absolute division of the
latency tolerance between the UL and the DL may not be required. In this case, the CN entity may
introduce a new indication message to indicate the total latency tolerance of UL+DL to the base

station.

[0122] S1103: The CN entity configures the latency tolerances for the base station so as to

enable the base station to monitor a latency dynamically.

[0123] In an embodiment of this application, if QoS flows allocated by the CN entity
respectively for the UL data and the DL data can indicate the latency tolerance of the UL
transmission and the latency tolerance of the DL transmission, the CN entity may configure, for the
base station, the 5QI values respectively allocated for the UL data and the DL data. Then during UL
and DL scheduling, the base station may monitor whether an UL transmission latency exceeds the
latency tolerance of the UL transmission, and monitor whether a DL transmission latency exceeds
the latency tolerance of the DL transmission. If the UL transmission latency exceeds the latency
tolerance of the UL transmission, or the DL transmission latency exceeds the latency tolerance of

the DL transmission, the base station may notify the CN entity and the AF entity.

[0124] In an embodiment of this application, if QoS flows allocated by the CN entity

respectively for the UL data and the DL data do not require an absolute division of the latency
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tolerance between the UL and the DL, and the CN entity introduces a new indication message to
indicate the total latency tolerance of UL+DL to the base station, then during UL and DL
scheduling, the base station may monitor whether a total latency of the UL transmission and the DL
transmission exceeds the total latency tolerance. If the total latency of the UL transmission and the
DL transmission exceeds the total latency tolerance, the base station may notify the CN entity and

the AF entity.

[0125] In another embodiment of this application, as shown in FIG. 12, in a scenario of a
cloud gaming service, a cloud gaming APP runs on UE 1201, and an AF entity 1202 may be a cloud
rendering server, configured to perform rendering according to game manipulation data sent by the
UE 1201 to obtain multimedia data. UL data sent by the UE 1201 includes Al and B2, and DL data
sent by the AF entity 1202 includes A2 and B1. A1l represents game manipulation data, such as
sensor data on the UE 1201 and action data detected by the UE 1201. B2 represents an ACK
(acknowledgment) of multimedia data. A2 represents an ACK of the game manipulation data. B1

represents the multimedia data, such as a game screen and sound data.

[0126] The application scenario shown in FIG. 12 is a flow-splitting application scenario,
that is, the UL data A1 and B2 correspond to different QoS flows, and the DL data A2 and B1 also
correspond to different QoS flows. Al and A2 may be in one PDU session, and B1 and B2 may be
in one PDU session; or Al, A2, B1, and B2 may be in one PDU session.

[0127] In the application scenario shown in FIG. 12, an interaction process among an AF
entity, a CN entity, and a RAN entity is similar to the examples shown in FIG. 7 to FIG. 11 in the

foregoing embodiments, and differences are specifically as follows:

[0128] (1) The CN entity needs to allocate QoS flows for different UL data (A1 and B2) and
different DL data (A2 and B1) respectively when allocating QoS flows for UL data and DL data
respectively.

[0129] (2) When the base station performs UL and DL scheduling, if the QoS flows can

indicate a latency tolerance of UL transmission and a latency tolerance of DL transmission, the base
station may monitor only whether an UL transmission latency of Al (the game manipulation data)
exceeds a corresponding latency tolerance of the UL transmission and whether a DL transmission
latency of B1 (the multimedia data) exceeds a corresponding latency tolerance of the DL
transmission. If the UL transmission latency of A1 exceeds the corresponding latency tolerance of
the UL transmission, or the DL transmission latency of B1 exceeds the corresponding latency

tolerance of the DL transmission, the base station may notify the CN entity and the AF entity.

20



10

15

20

25

30

[0130] (3) When the base station performs UL and DL scheduling, if QoS flows allocated
by the CN entity for the UL data and the DL data respectively do not require an absolute division of
the latency tolerance between the UL and the DL, and the CN entity introduces a new indication
message to indicate a total latency tolerance of UL+DL to the base station, the base station may
monitor whether a sum of a UL transmission latency of Al (the game manipulation data) and a DL
transmission latency of B1 (the multimedia data) exceeds the total latency tolerance. If the sum of
the UL transmission latency of Al and the DL transmission latency of B1 exceeds the total latency

tolerance, the base station may notify the CN entity and the AF entity.

[0131] It can be learned that in the flow-splitting application scenario shown in FIG. 12, the
technical solution of this embodiment of this application can ensure a total latency tolerance of
some data flows in the UL transmission and some data flows in the DL transmission, which

effectively improves the flexibility of a QoS flow mechanism.

[0132] According to the technical solutions of the embodiments shown in FIG. 6 to FIG. 12,
not only the total latency of the UL transmission and the DL transmission of the cloud gaming
service is monitored, but also the dynamic latency tolerances of the UL and the DL are
implemented, which effectively meets QoS requirements of a service layer. The technical solutions
of the foregoing embodiments of this application are also applicable to other services that need to

ensure a total latency of UL transmission and DL transmission.

[0133] The following describes apparatus embodiments of this application, and the
apparatus embodiments may be used for performing the communication methods in the foregoing
embodiments of this application. For details not disclosed in the apparatus embodiments of this
application, reference may be made to the foregoing communication method embodiments of this

application.

[0134] FIG. 13 is a block diagram of a communication apparatus according to an

embodiment of this application.

[0135] Referring to FIG. 13, a communication apparatus 1300 according to an embodiment
of this application includes: an obtaining unit 1302, a generation unit 1304, and a configuration unit

1306.

[0136] The obtaining unit 1302 is configured to obtain a total latency tolerance of UL
transmission and DL transmission of a target service. The generation unit 1304 is configured to
generate a transmission latency indication message for the target service according to the total

latency tolerance, the transmission latency indication message including QoS flow indication
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information of the UL transmission of the target service and QoS flow indication information of the
DL transmission of the target service. The configuration unit 1306 is configured to configure the
transmission latency indication message for an access network entity, so as to enable the access
network entity to monitor a transmission latency of the target service according to the transmission

latency indication message.

[0137] In some embodiments of this application, based on the foregoing solutions, the
obtaining unit 1302 is configured to: receive a notification message transmitted by an AF entity, and
obtain the total latency tolerance according to the notification message; or obtain the total latency
tolerance based on information of a contractual agreement with the AF entity; or obtain the total

latency tolerance pre-configured by the AF entity.

[0138] In some embodiments of this application, based on the foregoing solutions, the
generation unit 1304 is configured to: generate information indicating the total latency tolerance
according to the total latency tolerance, and allocate QoS flow indication information respectively
to the UL transmission and the DL transmission of the target service; and generate the transmission
latency indication message according to the information indicating the total latency tolerance and
the QoS flow indication information respectively allocated to the UL transmission and the DL

transmission of the target service.

[0139] In some embodiments of this application, based on the foregoing solutions, the
generation unit 1304 is configured to: determine an UL latency tolerance and a DL latency
tolerance of the target service according to the total latency tolerance; and generate the QoS flow
indication information of the UL transmission according to the UL latency tolerance, and generate

the QoS flow indication information of the DL transmission according to the DL latency tolerance.

[0140] In some embodiments of this application, based on the foregoing solutions, the
generation unit 1304 is configured to: divide the total latency tolerance to obtain the UL latency
tolerance and the DL latency tolerance of the target service; or receive a division status, notified by
an AF entity, of the UL latency tolerance and the DL latency tolerance of the target service, and
determine the UL latency tolerance and the DL latency tolerance according to the division status
and the total latency tolerance; or receive priorities, notified by the AF entity, of the UL
transmission and the DL transmission of the target service, and determine the UL latency tolerance

and the DL latency tolerance according to the priorities and the total latency tolerance.

[0141] In some embodiments of this application, based on the foregoing solutions, the QoS
flow indication information of the UL transmission of the target service includes: one piece of QoS
flow indication information corresponding to all UL data of the target service; or QoS flow
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indication information respectively corresponding to different types of UL data of the target service,
the different types of UL data being respectively corresponding to different QoS flow indication

information.

[0142] In some embodiments of this application, based on the foregoing solutions, the QoS
flow indication information of the DL transmission of the target service includes: one piece of QoS
flow indication information corresponding to all DL data of the target service; or QoS flow
indication information respectively corresponding to different types of DL data of the target service,
the different types of DL data being respectively corresponding to different QoS flow indication

information.

[0143] In some embodiments of this application, based on the foregoing solutions, when the
communication method is performed by the CN entity, the obtaining unit 1302 is configured to:
obtain the total latency tolerance from the AF entity by using a PCF entity; or obtain the total
latency tolerance from the AF entity by using a NEF entity and forward the total latency tolerance

to the PCF entity.

[0144] FIG. 14 is a block diagram of a communication apparatus according to an

embodiment of this application.

[0145] Referring to FIG. 14, a communication apparatus 1400 according to an embodiment

of this application includes: an obtaining unit 1402 and a monitoring unit 1404.

[0146] The obtaining unit 1402 is configured to obtain a transmission latency indication
message configured by a CN entity for a target service, the transmission latency indication message
being generated by the CN entity according to a total latency tolerance of UL transmission and DL
transmission of the target service, and the transmission latency indication message including QoS
flow indication information of the UL transmission of the target service and QoS flow indication
information of the DL transmission of the target service. The monitoring unit 1404 is configured to
monitor a transmission latency of the target service according to the transmission latency indication

message.

[0147] In some embodiments of this application, based on the foregoing solutions, the
monitoring unit 1404 is configured to: monitor a total latency of the UL transmission and the DL
transmission of the target service according to the total latency tolerance in a case that the
transmission latency indication message further includes information indicating the total latency
tolerance; monitor an UL transmission latency of the target service according to an UL latency

tolerance in a case that the QoS flow indication information of the UL transmission includes the UL
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latency tolerance; and monitor a DL transmission latency of the target service according to a DL
latency tolerance in a case that the QoS flow indication information of the DL transmission includes

the DL latency tolerance.

[0148] In some embodiments of this application, based on the foregoing solutions, the QoS
flow indication information of the UL transmission includes: QoS flow indication information
respectively corresponding to different types of UL data of the target service, and the QoS flow
indication information of the DL transmission includes QoS flow indication information
respectively corresponding to different types of DL data of the target service; and the monitoring
unit 1404 is configured to: monitor, according to the transmission latency indication message, a
transmission latency of UL data of a specified type of the target service and a transmission latency
of DL data of a specified type of the target service, the UL data of the specified type and the DL
data of the specified type being located in the same PDU session or in different PDU sessions

during transmission.

[0149] In some embodiments of this application, based on the foregoing solutions, the target
service includes a cloud gaming service; and the UL data of the specified type includes game
manipulation data, and the DL data of the specified type includes multimedia data obtained by

rendering a game scene.

[0150] In some embodiments of this application, based on the foregoing solutions, the
monitoring unit 1404 is configured to: monitor a transmission latency of the target service between
UE and the access network entity according to the transmission latency indication message; and/or
monitor a transmission latency of the target service between UE and a UPF entity according to the
transmission latency indication message and latency information between the access network entity

and the UPF entity.

[0151] FIG. 15 is a schematic structural diagram of a computer system adapted to

implement an electronic device according to an embodiment of this application.

[0152] The computer system 1500 of the electronic device shown in FIG. 15 is merely an
example, and does not constitute any limitation on functions and use ranges of the embodiments of

this application.

[0153] As shown in FIG. 15, the computer system 1500 includes a central processing unit
(CPU) 1501, which may perform various suitable actions and processing based on a program stored
in a read-only memory (ROM) 1502 or a program loaded from a storage part 1508 into a random

access memory (RAM) 1503, for example, perform the method described in the foregoing
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embodiments. The RAM 1503 further stores various programs and data required for system
operations. The CPU 1501, the ROM 1502, and the RAM 1503 are connected to each other through
a bus 1504. An input/output (I/O) interface 1505 is also connected to the bus 1504.

[0154] The following components are connected to the I/O interface 1505: an input part
1506 including a keyboard, a mouse, or the like, an output part 1507 including a cathode ray tube
(CRT), a liquid crystal display (LCD), a speaker, or the like, a storage part 1508 including a hard
disk, or the like, and a communication part 1509 including a network interface card such as a local
area network (LAN) card or a modem. The communication part 1509 performs communication
processing via a network such as the Internet. A driver 1510 is also connected to the I/O interface
1505 as required. A removable medium 1511, such as a magnetic disk, an optical disc, a
magneto-optical disk, or a semiconductor memory, is installed on the driver 1510 as required, so
that a computer program read from the removable medium is installed into the storage part 1508 as

required.

[0155] Particularly, according to an embodiment of this application, the processes described
in the following by referring to the flowcharts may be implemented as computer software programs.
For example, this embodiment of this application includes a computer program product, the
computer program product includes a computer program carried on a computer-readable medium,
and the computer program includes program code used for performing the methods shown in the
flowcharts. In such an embodiment, the computer program may be downloaded and installed from a
network through the communication part 1509, and/or installed from the removable medium 1511.
When the computer program is executed by the CPU 1501, the various functions defined in the

system of this application are executed.

[0156] The computer-readable medium shown in the embodiments of this application may
be a computer-readable signal medium or a computer-readable storage medium or any combination
of the two. The computer-readable storage medium may be, for example, but is not limited to, an
electric, magnetic, optical, electromagnetic, infrared, or semi-conductive system, apparatus, or
component, or any combination of the above. A more specific example of the computer-readable
storage medium may include but is not limited to: an electrical connection having one or more
wires, a portable computer magnetic disk, a hard disk, a random access memory (RAM), a
read-only memory (ROM), an erasable programmable read-only memory (EPROM), a flash
memory, an optical fiber, a compact disk read-only memory (CD-ROM), an optical storage device,
a magnetic storage device, or any appropriate combination thereof. In this application, the

computer-readable storage medium may be any tangible medium containing or storing a program,
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and the program may be used by or used in combination with an instruction execution system, an
apparatus, or a device. In this application, a computer-readable signal medium may include a data
signal being in a baseband or propagated as a part of a carrier wave, the data signal carrying
computer-readable program code. A data signal propagated in such a way may assume a plurality of
forms, including, but not limited to, an electromagnetic signal, an optical signal, or any appropriate
combination thereof. The computer-readable signal medium may be further any computer readable
medium in addition to a computer-readable storage medium. The computer readable medium may
send, propagate, or transmit a program that is used by or used in conjunction with an instruction
execution system, an apparatus, or a device. The program code included in the computer-readable
medium may be transmitted by using any suitable medium, including but not limited to: a wireless

medium, a wire, or the like, or any suitable combination thereof.

[0157] The flowcharts and block diagrams in the accompanying drawings illustrate possible
system architectures, functions and operations that may be implemented by a system, a method, and
a computer program product according to various embodiments of this application. In this regard,
each box in a flowchart or a block diagram may represent a module, a program segment, or a part of
code. The module, the program segment, or the part of code includes one or more executable
instructions used for implementing designated logic functions. In some implementations used as
substitutes, functions annotated in boxes may alternatively occur in a sequence different from that
annotated in an accompanying drawing. For example, actually two boxes shown in succession may
be performed basically in parallel, and sometimes the two boxes may be performed in a reverse
sequence. This is determined by a related function. In addition, each box in a block diagram and/or
a flowchart and a combination of boxes in the block diagram and/or the flowchart may be
implemented by using a dedicated hardware-based system configured to perform a specified
function or operation, or may be implemented by using a combination of dedicated hardware and a

computer instruction.

[0158] A related unit described in the embodiments of this application may be implemented
in a software manner, or may be implemented in a hardware manner, and the unit described can also

be set in a processor. Names of the units do not constitute a limitation on the units in a specific case.

[0159] According to another aspect, this application further provides a computer-readable
medium. The computer-readable medium may be included in the electronic device described in the
foregoing embodiments, or may exist alone and is not disposed in the electronic device. The

computer-readable medium carries one or more programs, the one or more programs, when
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executed by the electronic device, causing the electronic device to implement the method described

in the foregoing embodiments.

[0160] According to another aspect, this application further provides a computer program
product including instructions, the instructions, when run on a server, causing the server to perform

the method in the foregoing embodiments.

[0161] Although a plurality of modules or units of a device configured to perform actions
are discussed in the foregoing detailed description, such division is not mandatory. Actually,
according to the implementations of this application, the features and functions of two or more
modules or units described above may be specifically implemented in one module or unit. On the
contrary, the features and functions of one module or unit described above may be further divided

to be embodied by a plurality of modules or units.

[0162] According to the foregoing descriptions of the implementations, a person skilled in
the art may readily understand that the exemplary implementations described herein may be
implemented by using software, or may be implemented by combining software and necessary
hardware. Therefore, the technical solutions of the implementations of this application may be
implemented in a form of a software product. The software product may be stored in a non-volatile
storage medium (which may be a CD-ROM, a USB flash drive, a removable hard disk, or the like)
or on a network, and includes several instructions for instructing a computing device (which may be
a personal computer, a server, a touch terminal, network device, or the like) to perform the methods

according to the implementations of this application.

[0163] After considering the specification and practicing the disclosed embodiments, a
person skilled in the art may easily conceive of other implementations of this application. This
application is intended to cover any variations, uses, or adaptive changes of this application. These
variations, uses, or adaptive changes follow the general principles of this application and include
common general knowledge or common technical means in the art, which are not disclosed in this

application.

[0164] It is to be understood that this application is not limited to the precise structures
described above and shown in the accompanying drawings, and various modifications and changes
can be made without departing from the scope of this application. The scope of this application is

subject only to the appended claims.
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CLAIMS

What is claimed is:

1. A communication method, applicable to a core network (CN) entity, the method comprising:

obtaining a total latency tolerance of uplink (UL) transmission and downlink (DL)

transmission of a target service;

generating a transmission latency indication message for the target service according to the
total latency tolerance, the transmission latency indication message comprising quality of service
(QoS) flow indication information of the UL transmission of the target service and QoS flow

indication information of the DL transmission of the target service; and

configuring the transmission latency indication message for an access network entity, so as to
enable the access network entity to monitor a transmission latency of the target service according to

the transmission latency indication message.

2. The communication method according to claim 1, wherein the obtaining a total latency

tolerance of UL transmission and DL transmission of a target service comprises:

receiving a notification message transmitted by an application function (AF) entity, and

obtaining the total latency tolerance according to the notification message; or

obtaining the total latency tolerance based on information of a contractual agreement with the

AF entity; or
obtaining the total latency tolerance pre-configured by the AF entity.

3. The communication method according to claim 1, wherein the generating a transmission

latency indication message for the target service according to the total latency tolerance comprises:

generating information indicating the total latency tolerance according to the total latency
tolerance, and allocating QoS flow indication information respectively to the UL transmission and

the DL transmission of the target service; and

generating the transmission latency indication message according to the information indicating
the total latency tolerance and the QoS flow indication information respectively allocated to the UL

transmission and the DL transmission of the target service.

4. The communication method according to claim 1, wherein the generating a transmission

latency indication message for the target service according to the total latency tolerance comprises:

determining an UL latency tolerance and a DL latency tolerance of the target service according
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to the total latency tolerance; and

generating the QoS flow indication information of the UL transmission according to the UL
latency tolerance, and generating the QoS flow indication information of the DL transmission

according to the DL latency tolerance.

5. The communication method according to claim 4, wherein the determining an UL latency
tolerance and a DL latency tolerance of the target service according to the total latency tolerance

comprises:

dividing the total latency tolerance to obtain the UL latency tolerance and the DL latency

tolerance of the target service; or

receiving a division status, notified by an AF entity, of the UL latency tolerance and the DL
latency tolerance of the target service, and determining the UL latency tolerance and the DL latency

tolerance according to the division status and the total latency tolerance; or

receiving priorities, notified by the AF entity, of the UL transmission and the DL transmission
of the target service, and determining the UL latency tolerance and the DL latency tolerance

according to the priorities and the total latency tolerance.

6. The communication method according to claim 1, wherein the QoS flow indication

information of the UL transmission of the target service comprises:

one piece of QoS flow indication information corresponding to all UL data of the target service;

or

QoS flow indication information respectively corresponding to different types of UL data of
the target service, the different types of UL data being respectively corresponding to different QoS

flow indication information.

7. The communication method according to any one of claims 1 to 6, wherein the QoS flow

indication information of the DL transmission of the target service comprises:

one piece of QoS flow indication information corresponding to all DL data of the target service;

or

QoS flow indication information respectively corresponding to different types of DL data of
the target service, the different types of DL data being respectively corresponding to different QoS

flow indication information.

8. The communication method according to any one of claims 1 to 6, wherein the obtaining a

total latency tolerance of UL transmission and DL transmission of a target service comprises:

29



10

15

20

25

30

obtaining, by a policy control function (PCF) entity, the total latency tolerance from the AF

entity; or

obtaining, by a network exposure function (NEF) entity, the total latency tolerance from the

AF entity and forwarding the total latency tolerance to the PCF entity.
9. A communication method, applicable to an access network entity, the method comprising:

obtaining a transmission latency indication message configured by a core network (CN) entity
for a target service, the transmission latency indication message being generated by the CN entity
according to a total latency tolerance of uplink (UL) transmission and downlink (DL) transmission
of the target service, and the transmission latency indication message comprising quality of service
(QoS) flow indication information of the UL transmission of the target service and QoS flow

indication information of the DL transmission of the target service; and

monitoring a transmission latency of the target service according to the transmission latency

indication message.

10. The communication method according to claim 9, wherein the monitoring a transmission

latency of the target service according to the transmission latency indication message comprises:

monitoring a total latency of the UL transmission and the DL transmission of the target service
according to the total latency tolerance in a case that the transmission latency indication message

further comprises information indicating the total latency tolerance;

monitoring an UL transmission latency of the target service according to an UL latency
tolerance in a case that the QoS flow indication information of the UL transmission comprises the

UL latency tolerance; and

monitoring a DL transmission latency of the target service according to a DL latency tolerance
in a case that the QoS flow indication information of the DL transmission comprises the DL latency

tolerance.

11. The communication method according to claim 9, wherein the QoS flow indication
information of the UL transmission comprises QoS flow indication information respectively
corresponding to different types of UL data of the target service, and the QoS flow indication
information of the DL transmission comprises QoS flow indication information respectively

corresponding to different types of DL data of the target service; and

the monitoring a transmission latency of the target service according to the transmission

latency indication message comprises: monitoring, according to the transmission latency indication
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message, a transmission latency of UL data of a specified type of the target service and a

transmission latency of DL data of a specified type of the target service,

the UL data of the specified type and the DL data of the specified type being located in the

same protocol data unit (PDU) session or in different PDU sessions during transmission.

12. The communication method according to claim 11, wherein the target service comprises a

cloud gaming service; and

the UL data of the specified type comprises game manipulation data, and the DL data of the

specified type comprises multimedia data obtained by rendering a game scene.

13. The communication method according to any one of claims 9 to 12, wherein the
monitoring a transmission latency of the target service according to the transmission latency

indication message comprises:

monitoring a transmission latency of the target service between user equipment (UE) and the

access network entity according to the transmission latency indication message; and/or

monitoring a transmission latency of the target service between UE and a user plane function
(UPF) entity according to the transmission latency indication message and latency information

between the access network entity and the UPF entity.
14. A communication apparatus, comprising:

an obtaining unit, configured to obtain a total latency tolerance of uplink (UL) transmission

and downlink (DL) transmission of a target service;

a generation unit, configured to generate a transmission latency indication message for the
target service according to the total latency tolerance, the transmission latency indication message
comprising quality of service (QoS) flow indication information of the UL transmission of the

target service and QoS flow indication information of the DL transmission of the target service; and

a configuration unit, configured to configure the transmission latency indication message for a
access network entity, so as to enable the access network entity to monitor a transmission latency of

the target service according to the transmission latency indication message.
15. A communication apparatus, comprising:

an obtaining unit, configured to obtain a transmission latency indication message configured
by a core network (CN) entity for a target service, the transmission latency indication message
being generated by the CN entity according to a total latency tolerance of uplink (UL) transmission
and downlink (DL) transmission of the target service, and the transmission latency indication
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message comprising quality of service (QoS) flow indication information of the UL transmission of
the target service and QoS flow indication information of the DL transmission of the target service;

and

a monitoring unit, configured to monitor a transmission latency of the target service according

to the transmission latency indication message.

16. A computer-readable medium, storing a computer program, the computer program, when
executed by a processor, implementing the communication method according to any one of claims 1

to 8, or implementing the communication method according to any one of claims 9 to 13.
17. An electronic device, comprising:
one or more processors; and

a storage apparatus, configured to store one or more programs, the one or more programs,
when executed by the one or more processors, causing the one or more processors to implement the
communication method according to any one of claims 1 to 8, or implement the communication

method according to any one of claims 9 to 13.

18. A computer program product comprising instructions, the instructions, when run on a
computer, causing the computer to perform the communication method according to any one of

claims 1 to 8, or perform the communication method according to any one of claims 9 to 13.
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