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300 APS User Device
FIG. 3 60a

Obtain a New Circuit Identifier Cig for a New Set of Authentication Circuit Information ACT
302

\2

Split Seed s into m-number of Seed Shares [s];, ..., n
304

\

Split Enrollment Biometric Template ("EBT") B into n-number of EBT Shares [B];, ..., »
306

v

For New Circuit Identifier Cig, Generate Authentication Circuit Information ACIcia
For Each Node j of Selected Node(s) n
308

Generate a Garbled Circuit C; with Circuit Input Table ("CIT") Kj and CIT T;
For a Matching Function mf: B, x f; -> {FAIL, SUCCESS}
310

v

Use SUCCESS Output of Garbled Circuit C;j to Define a Success Key ck;j
312

\2

Generate an Inner Key k;
314

\/

Encrypt Inner Key &; with Public Encryption Key pk. to Define k; <k; = Epk. (kj)>
316

v

Select Subset of CIT T to Make a Restricted CIT 7”; that is Representative of EBT B
318

v

Encrypt CIT K; with Inner Key k; to Define K; <K; = Ek; (K;)>
320

V2

Doubly Encrypt Seed Share [s]; with Inner Key k; & Success Key ck;
<[8); = Ekj ([s];)> (first layer); <[8]; = Eck; ([8]i) = Eck; (Ek;j ([s];))> (second layer)
322

\/

Doubly Encrypt EBT Share [B]; w/ Inner Key k;j & Success Key ck;
<[B); = Ek; ([B]))> (first layer); <[B]; = Eck;j ([B];) = Eck; (Ek; ([ B];))> (second layer)
324

v

Sign Various Elements (C;, K;, T';, k;, [3]; [§ 1) w/ Private Device Signing Key skq for SVE;
326

v

Delete Sensitive Circuit Generation Information SCGI (e.g., Kj, Tj, ckj, kj, [s];, [B)j)
328

I

\'%
Define Set of ACI ¢4 i, ..., » for Circuit Identifier Ciy and Nodes 1, ..., r as:
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B'Gock Service

SIGN IN

demo <user name>

FdkdkKkkK < paSSWOl’d> @

O0Remember my username

LOGIN

700j (Device 60c)
FIG. 7J

B'Gock Service

APSP AUTHENTICATOR (PUSH) REGISTRATION

REGISTER SERVICE USING ENABLED DEVICE

GET THE APP

SKIP THIS STEP

700k (Device 60c¢)

FIG. 7K
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B'Gock Service

REGISTER A DEVICE

Scan the barcode image below with the APS
Authenticator app to register your device with your login.

[ ONA MOIL DEVICE? ]

O Waiting for response...

700! (Device 60c)

FIG. 7L
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B'Gock Service
(Registered)

DEVICE REGISTRATION SUCCESSFUL

Your device has been successfully registered.

[ OK
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