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bi onetric imobilizer for autonobiles is disclosed. The bionetric

i rmobi lizer conprises a bio-fingerprint authentication unit including an
enbedded fingerprint bionmetrics processing unit and a sensor capabl e of
capturing human fingerprint biometric pattern, and a flash nenory able to
store bionmetric data and information, Tiherein the bio-fingerprint

aut hentication unit having a typical bionmetrics verification; and an
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secure conmuni cation protocol between the enbedded i mobilizer controller

and  the bl o- (A BRRdE PmBHIBTof SanfUbileRd aik0oBb8NTHE bidrhdifgal access to

the bio- fingerprint authentication unit eénerates a secure
conmuni cat i on lmwblltzermmprismabimﬁmgmgemmuthentwatihelumtmnimcbmg anit and the

anti -t acki ngsobEE PRl By bR G PRieBrEL ufiteard wisof FRRISRET hi | ack

whil e in drivicagturitigaiuenan firddbpridtbiometric pattern, and a flash memory able to
store biometric data and information, wherein the bio-fingerprint
authentication unit having a typical biometrics verification; and an
embedded immobilizer controller communicate closely with the bio-
fingerprint authentication unit to perform biometric fingerprint enroliment,
biometric fingerprint verification operation, and bio-data management,
wherein the embedded immobilizer controller establishes a secure
communication protocol between the embedded immobilizer controller and
the bio-fingerprint authentication unit to prohibit illegal access to the bio-
fingerprint authentication unit, and generates a secure communication key
between the bio-fingerprint authentication unit and the embedded
immobilizer controller. The biometric immobilizer provides anti-hijacking
protection to further protect the driver from anti-hijack while in driving
state.
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