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FI ELD OF THE | NVENTI ON This invention relates generally to processor
systens, angogp&gs particularly to cooperative error handlin% i n processor
systens. 5 BACKGROUND OF THE | NVENTI ON An inportant el ene ' ing a
highly reliable computing systemis the handling of errors such as hard
errors and soft errors. Soft errors occur when al pha particles or cosmc
rays strike an integrated 10 circuit and alter the charges stored on the
vol tage nodes of the circuit. If the charge alteration is sufficiently
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(SERB) fos integrated circuits, such as mcroprocessors ("processors")
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Consequent |y, soft r l d .be handl ed apprqpriately to avoid data
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ways such as by v%tgraegﬁ fl lﬂ(:t uations, power
these hard errors ‘are not ' YFSEEPETSERngffogic false state and any data that
15 incorporates the logic state may be corrupted. This is also referred to as
data corruption.

Soft error rates (SERs) for integrated circuits, such as
microprocessors (“processors”) increase as semiconductor process
technologies scale to smaller dimensions and lower operating voltages.

20 Smaller process dimensions allow greater device densities to be
achieved on the processor die. This greater density increases the
likelihood that an alpha particle or cosmic ray will stnike one of the
processor’s voltage nodes. Lower operating voltages mean that smaller
charge disruptions may alter the logic states represented by the node

25 voltages. Both trends point to higher SERs in the future.

Consequently, soft errors should be handled appropriately to avoid data
corruption and other errors that may caused by soft errors.

Hard errors occur when components or devices in a computer
system malfunction. Components or devices in a computer system can

30 be damaged a number of ways such as by voltage fluctuations, power
surges, lightning and heat. If these hard errors are not discovered and

corrected, data co@ption along with a complete system failure is
likely.



corrected, data corruption along with a conplete systemfailure is i kelﬁl.
WD 01/50262 3 0 JUN 2004 PCT/ USOQ 35660 The process of error handl3 fg/UN 2004
consi sts of wawowsozeiet ection and error recovery. Error det gtringdbobsSsso
typically acconplished in the processor or system |l ogic hardware through
the addition of parity check bits in the nenory arrays, buses and data
paths. s Error recovery may include error contai nnent and system

avai lability. Error containnent and systemavailability often conflict

wi th each other. Error containment is preventing an error from propagating
to other conputer devices, conponents or systemlogic. Systemlogic is the
portion of the | ogi&..i ut er stem.that 10 enabl es the processor,
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frequent rebooting B‘FF)mﬂfngay&hﬁsé‘Bﬁpﬁ??a@§‘stens, such as system servers,
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conplicates the pro Ie(lr;rs of error r&covery_and error recovery tinme. In MP
conput er systens, differBHPUHSENEUS Biten rebeot du wrattempy tajsontain emors. pr ocesses.

One or nore of the Yhieedooting, thecompartisyistim ishot Saflale bFfequent
- : rebooting of personal computers may be somewhat acceptable even
15 though it is highly annoying. However, frequent rebooting of high
availability systems, such as system servers, is not acceptable. System
servers, such as mail servers and network servers, are generally relied
on to run critical applications in a non-stop fashion.

Another consideration in error recovery is the error recovery time.
20 The error recovery time is the time it takes for error recovery to be
completed. While error recovery is being performed, operating systems
lose control of the computer system. Many modem operating systems,
such as Windows NT and Unix, cannot tolerate a loss of control of the
system for a significant time while the system is going through error
25 recovery.

Multiple processor (MP) computer systems further complicates
the problems of error recovery and error recovery time. In MP
computer systems, different processors are executing different
processes. One or more of the processors may encounter the error but

30 ali of the processors can be affected. Generally, MP computer systems
lack a coordinated approach to error recovery. This lack of an
appropriate error handling can cause MP computer systems to reboot
unnecessarily and data to be corrupted.



30 all of the processors can be affected. Generally, M conputer sys8&nmiN7
| ack a coordi nated approach to error recovery. This |lack of an appropriate
error handling can cause MP conputer systens to reboot unnecessarily and
data to be ‘H‘Bgyﬁ’ﬁ?’ed 2 3 0 JUN 7004 WD 01/50262 PCT/ USOQ/PSEREGS90/35660
Additionally, error handling of today provides only [imted error

I nformati on without any specific format. In many cases, error handling of

t oday provides no error information. Forcing a conputer systemto reboot

I s bad enough, but having your conputer reboot w thout 5 obtaining

I nformati on about the error that caused your conputer to reboot is even
worse. Not all errors encountered in a conputer system can be recovered
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error handling on oB ﬂﬁﬁéﬁdﬁﬂwmw@ may be
utilized for singl eeboptlmemn\pdnse processor conputer systens to handl e
comput er syt om i nel udi S 9gors et ERH L EBRbuR bR s HE Rebied one
processor. A fir B digwgver, cumRt Prier hapdlingils to provideencugh ehrer non vol atil e
menory. The firmuaiforngtibar handling routine is for handl ing errors. Each

of .the at |l east one pgglctgﬁe[%%gg% és err {3‘3‘,@5&% l%e?é%or execut es the

firmvare error handling ro eie¥cut ed
firmware error 25 Wbi@lwlﬂé’eﬁmﬁmemhm(ﬂh@ssltlﬂai arthoart uﬂ'dlﬁeﬂimgutded firnare

error handling rouhderQarilifetht PdSent SfeeffichtinO iR ik QReddindnd SPfor 4N firmiare
al so computer system that handles errors in a coordinated manner.
SUMMARY OF THE INVENTION
15 The present invention provides systems and methods for error
handling on processor systems. The systems and methods may be
utilized for single or multiple processor computer systems to handle
errors in a coordinated manner.

One embodiment of the invention is a computer system including
20 anon volatile memory and at least one processor. A firmware error
handling routine is stored on the non volatile memory. The firmware
error handling routine is for handling errors. Each of the at least one
processors detects errors. Each processor executes the firmware error
handling routine on detecting an error. The executed firmware error
25 handling routine handles the error. The executed firmware error
handling routine also logs error information to a log. The firmware also
coordinates the error handling with other software layers like the
Operating System.
Other embodiments of systems and methods for error handling
30 are disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates errors that may occur in a computer system;
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[ [ for error handling
NSOQY 35660 Figure 2 illustrates a systen1_ _ _
ggéi?é?ﬁgpfg one enbodingnt of the present invention; Flgureh3 |IIu:L[ates
a system for error handling according Eﬁ gnsoreﬂgﬁg:Pﬁgte?Io:seagggfding O
[ ntion; 5 Figure 4 illustrates a metho _ _
gzge ;nbodinentgof the present invention; and Figure 5 illustrates a

[ | ' [ DETAI LED
I t abl i nt inyention. |
DESCRI PTI N 10 The [ oL pare? ‘%@?@?ﬁ?%ﬁ%é?i%&%ﬁﬁﬁg ReoRiGE Lo 1 o
details to provi deéngquﬁ%?'ﬁg’é CPRTERPERHP®g of .t he i nvention. However,
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w | appreciate tr@ﬁb&dﬂﬁeﬂt'&?ﬁfé\tﬁgﬁﬁnmmﬁgn-praﬁ i ced wit hou% tﬂlese p

‘ nents
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attention on the femodineent of the Peesédt @HRAkion;A¥ENt 1 on. As stated above,

' ' | ' detection_and error recovery.
handling in conputer s B0 il ol ve errotr. t ] ' ey
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coordi nated anpng pr ocessors,  SPRTA] Lah:%@?ﬁg&ﬁ'iﬂ’pfgﬁi |me computer systens
27 ot "B b T e b spirsas. 137 <
firmware and oper &4vide sthotomgh shizmstshdivVer theinéfiRAE HoWeva o SH he
al | ow ordmary skill in the art, having benefit of this disclosure, will appreciate
that the invention may be practiced without these specific details. In
addition, various well known methods, procedures, components, and
15 circuits have not been described in detail in order to focus attention on
the features of the present invention.
As stated above, error handling in computer systems involve error
detection and error recovery. In error recovery, errors should be
contained and computer systems should be highly available. Computer
20 systems utilizing error handling that is coordinated among processors,
system logic hardware, firmware and operating system can contain
errors and reduce the time computer systems are not available.
Additionally, the processor(s), system logic hardware, firmware and
operating system should have interfaces to one another to allow
25 coordination between them during error handling.
System software is defined herein as the firmware and operating
system (OS) that is executed by a single CPU in a single processor
system, or is executed by a plurality of CPUs in a multi-processor
system.
30 Firmware as used herein refers to processor routines that are
stored in non-volatile memory structures such as read only memories
(ROMs), flash memories, and the like. These memory structures
preserve the code stored in them even when power is shut off. Even
though firaware is stored in non-volatile memory, firmware may be

4



25 coordi nati on between them during error handling. System softvvagﬁ g@
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ponent that is typically provided by

15 original equipment manufacturers (OEM) and BIOS vendors. The SAL
is a firmware layer that isolates an operating system and other higher
level software from implementation differences in the platform. Both
the PAL and SAL, provide system initialization and boot strapping,
machine check abort (MCA) handling, platform management interrupt

20 handiing, and other processor and system functions which vary across
different implementations.

Operating systems (OS) interact with firnware to provide an
environment in which applications can be executed by the CPU. By
utilizing firmware, an OS can be designed to run on many different

25 processing systems without re-writing the OS for each variation in
platforms.

A machine check abort (MCA) is a hardware event or signal that
indicates that a hardware error or error has occurred that threatens to
damage the architectural state of the machine and may possibly cause

30 data corruption. A corrected machine check (CMC) is a si gnal or event
that indicates that an error has been successfully corrected by hardware
and/or software.

There are two types of MCAs, local and global. A local MCA is
detected and handled by a single processor of a multiple processor (MP)

5



different inplementations. Operating systenms (OS) interact with fiJyGnddN&0io
provide an environnent in which applications can be executed by the CPU.
By wutiliziwgpdisezseare, an OS5 can be designed to run on maperishéflegnt 25
processi ng systens without re-witing the OS for each variation in

pl atforns. A machi ne check abort (MCA) is a hardware event or signal that

i ndicates that a hardware error or error has occurred that threatens to
darmage the architectural state of the nachine and may possibly cause 30
data corruption. A corrected machine check (CMC) is a signal or event that
I ndi cates that an error has been successfully corrected by hardware and/or

software. There are 0 , cal_ar |lopal. Alocal MCA is
det ected and handl ed @y t%)églﬁ%a] gh%%%égég‘rm “sé%qﬁ&?tpﬁlpé‘”ﬁﬁ?&@é?ﬁ (MP) 5 3
0 JUN 2004 WO 01/ 50MExompyter sysinm.- 34 glababMiAuney be geteaed bylore drewdt  MCA i S

i nvisible to other proe&ess VubisivisiblB® alMRoSR5ms! donip al MCA may
be detected by one or r?qrgglrsir%li ocessorsi,\ﬁgut is&@lhglﬁﬁe tgtéls?gtag'ocessors I n

the MP conputer system SRTREfSEOT SYSTRdbere amonlyMCAs) dhs MEAs onl y  MCAs.
The MCAs % in the withgsinglppocesenompatep sysesm sy Hotdivides badleesl pivbsled bet ween

gl obal and | ocal sjjaq essors in the conputer
system Additionally, ?cﬁ}igéi?géﬁrﬁﬁ‘%*&?@%& $WBWGIW' ogs. MCA
logs are for errors thaftoqiuRRendghery are twedypes of logs.tMGAznd GME legsed  duri ng
error recovery to sMarelognire foredniots thathavé ndtyet Sch @brrétdl 4ndGiruddg ©Ngoi Ng

error recovery proc I re for. errors, that have been corrected.

CMC | ogs contain i n¥ orﬁai | oncsa{%gﬁﬁ’ %%"ﬁ?m""eﬁ‘éﬂ“‘ﬂ&eapré%#thand may i ncl ude

i nf or mat i ¥h on how INECIRESTTEDIEERNSNEProceSMOCMIG bgsrane fobararomdelidve Gedy om MCA

| ogs when an error dosrected.r EMCI Wﬂﬁoﬂ%ﬂh%hﬁ%’?hecﬁ{glﬁfﬁo Q&t occur in a
' t ar

conputer system canandi S beclgl' vi ded into soff errors an : rs.
General |y, sof twar € €riorse 1 rvEoIrRalon e ow;it #as gorgssidméiME dogsimayd by
©writing over the fdlcopvetted drom META logs wher amerfori@gorieetellr i gger ed by al pha
particles and cosm ¢ r &8 oRd\¢nbodiment, errors that occur in a computer system can
- 15 be divided into soft errors and hard errors. Generally, software errors
involve faulty data and may be fixed by writing over the faulty data.
Software errors may be triggered by alpha particles and cosmic rays and
may be detected by parity checking or ECC. Hard errors are defects or
malfunctions in any piece of hardware or component in the computer
20 system, such as the platform hardware or processors.
Figure 1 shows some of the types of errors that may occur in a
computer system and the severity. .
The first category of errors are errors that can be corrected by the
processor that encountered the error 101 without using PAL, SAL, or
25 OS. This error type is sometimes called as "continuable ;.error with
hardware correction”. This is the least severe error of Figure 1. The
processor can correct this error and continue executing its current
process without any impact on its current course. In a multj processor
environment, these types of errors do not require shutting down any of
30 the processors. An example of this type of error is a single bit ECC
(error correcting code) error in a processor cache that is corrected by
platform chipset hardware. Generally, a CMC signal or event is sent to
the firmware and operating system to inform the firmware and
operating system that an error has occurred and has been corrected.

&



may be detected by parity checking or ECC. Hard errors are defects qg UN 2004
mal functions in any piece of hardware or conponent in the conputer3. é
system suclygiishdegs Pl atform hardware or processors. Figure 1 shows sone of
the types of errors that may occur in a conputer system aRgTUS®A3S6Perity.
The first category of errors are errors that can be corrected by the
processor that encountered the error 101 w thout using PAL, SAL, or 25 CS
This error type is sonetinmes called as "continuabie error with hardware
correction”. This is the |east severe error of Figure 1. The processor can
correct this error and continue executing its current process w thout any
I mpact on its current cqurse. In a nmulti processor environnent, these
types of errors do not %@G‘Fqﬂécéﬂqmwioﬁgmjemmys@frrcaﬁbkmﬁingl&ﬁglessors. An
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systemto informt WmﬁuﬂdTypﬂoﬂﬂ)ahbﬁﬁoS%ﬁés%Edmgogg error has
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routines in PAL 10 R PIRFEsses wdtares! mgdoginthé erasthendiingtroutiid@in This error
type is sometines daest Bayerscambe usedlid CorRkl BE eMbl dhd th SENARLE SOT Fection”.

Typical ly, any prog&asse L) eWely! 5 detecting processor are
interrupted and i nfor.mt%rger?ﬁg}écessggvﬁ%d’r?ﬁwe‘{"H‘é’a{erﬁé‘@moesses is

stored in a log. T BlEFEPtion A examplenfithin empeiofierrérie s Patig%absiniRy be used

to.correct the err processdr inbiCudibRERBECH h executi.on. The resuned
error or t g“ﬁ?\ﬁﬁﬁ%’ﬁﬁ‘ ﬁ'?va!ﬂ‘&r“‘é%rrple of this
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(DL caoe, 1 ey EARE e o el geiicis TIRYRGHGRPcoRtL, 2005
process. Thi s ;ypeag’flﬂqr?;fﬁ’%%ﬁ”égf’“’&%ﬁgﬂ“&?’% 88k EECCsmotgn e pi'at form
via a double bit ECCETFBP%N
: 15 The third category of errors are errors that cannot be completely
corrected by either the processors or firmware (PAL and SAL) and the
offending process needs to be terminated to achieve error containment
and is shown at 103. This error type is sometimes called a "recoverable
error”. These errors are corrected by the error handling routine of an
OS. An example of this type of error is a parity error in a first level
data cache. When this error is detected, the processor cannot prevent
the register file from being updated with the bad data. In this case, the
firmware will flush the entire first Jevel data cache and the offending
process 1s terminated by the error handling routine of the OS if it is a
non-critical user or kernel process. If the process is critical, a reboot or
halt of the system is typically performed.

20

25

The fourth category of errors are errors that can not be corrected
by the processors, platform hardware, PAL, SAL, and OS and is shown
at 104. This type of error is referred to as a "non-recoverable error”.
For these errors, the system may need a reboot or halt and execution
can not continue. An example of this type of error is a parity error on
any access 10 a dirty line in a processor cache. In a multi-processor

cnvironment, a global MCA signal is generated and sent to processors
other than the detecting processor.

30
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the system bus. 15 The third category of errors are errors that cahhqUN R
conpletely corrected by either the processors or firmvare (PAL and SAL)
and the ofWenu$02ét process needs to be term nated to achi eRET/IS035660
containment and is shown at 103. This error type is sonetines called a
"recoverable error". These errors are corrected by the error handling
routine of an 20 OS. An exanple of this type of error is a parity error in
a first level data cache. Wien this error is detected, the processor
cannot prevent the register file frombeing updated with the bad data. In
this case, the firmvare will flush the entire first |evel data cache and
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toadlrtyllnelna roc cach‘;z1 Inan;r é@-‘é}}oog)(? envi ronnent, a
gl obal MCA signal ¥ é@%ﬁ" &ndlashyead opl %‘?mr Theian the
det ecting pr ocessomdﬂfosﬂ@scllapxbrﬁﬁﬁytbv\ﬂndﬂﬂzwsd)ﬁﬁﬁhd?(ﬁi'dlﬁﬁgaﬂaﬁsﬁohh'-tlgure 2
illustrates one em?@lﬂi\ﬂﬁ HlSQJSSl@t)%Yﬁtuﬁgﬁtffg%ha?ﬂ%r gr'fr[}q;@.q SAT!, 04 Ogandl ing. The

systemincl udes a PAL one’processor 204,
and pl at f¥8r m har dvvé‘FFEesEB fépérﬁoﬁ%‘wediqtrﬁqxé@@d(ﬁ)b?peratl ng only at
boot tinme and oper anmssdurl ng run time. 5 The PAL 201 and SAL 202 are

toget her known as firmpage,qgTh rgu egq«ie[ ch‘?]“ergﬁi@ld%ershﬁ%ﬁ&r eside in a

non-vol atil e nmenory or persis ABas flash read
only nenory (ROV). Tqme. (TBQIEC‘PSPWS@ foragﬂevrssmgmyocbgoshmdwmchm ot her

menory devices. | nchféncapslldtOpiod&sslintsdebSietific htdware. ITH; Mg that the terns
PAL, SAL ’15and 5 procedures may be called by other system software or hardware. By

providmmg the set of procedures, PAL 201 provides a consistent

interface to access processor resources across different processor

implementations.  The error handling routine of PAL 201 is also

known as PAL_CHECK. Error handling for an error may be handed

20 off to the error handling routine of PAL 201 or PAL_CHECK.

SAL 202 includes an error handling routine. The error handling
routine is also known as SAL_CHECK. The error handling routine
may be handed off to from the error handling routine of PAL 201 or
from PAL_CHECK to SAL_CHECK.

25 OS 203 also includes an error handling routine. The error
handling routine may be handed off to from the error handling routine
of SAL 202. The error handling routine of OS 203 is a machine check
component of OS 203 also known as OS_MCA.

Processor 204 can represent one or more processors in a single or

30 . multiple processor (MP) computer system and is not limited to a certain
processor. The platform hardware 205 includes hardware typically
used in computer systems including, but not limited to, off chip caches,
buses, buffers, memory, system logic and peripheral devices.




o represent PAL, SAL, or OS code intended to be executed by a proc@ibgmuzm‘
PAL 201 includes a set of procedures and an error handling routine.

set of procedures for accessing processor hardware, and can encapsulate
processor npH&*%ffecific hardware. This set of 25 proceduﬂ5§wﬁﬂ95860called
by other system software or hardware. By providing the set of procedures,
PAL 201 provides a consistent interface to access processor resources
across different processor inplenentations. The error handling routine of
PAL 201 is also known as PAL CHECK. Error handling for an error may be
handed 20 off to the error handling routine of PAL 201 or PAL - CHECK SAL
202 includes an error handling routine. The error handling routine is also

known as SAL CHECK. Th@xlqrromssdnaadﬂétmjnganlbirﬁieanfmmw@hé&ﬁ@ﬂ&d off to from
the error handli ng g L 201 or from PAL CHECK to SAL CHECK. 25
error

OS 203 al so |ncludes a andling routine. The error handling routine
may be handed of f tbmeships QW@‘MMQ&&IPM@WM@H@W 202. The error

,Eandl i ng r@gu'lt\/::ge gﬁndiﬁté&@ﬁath&aﬂ%dﬂ@r&}f&?ﬂéso&‘ﬂ%@ﬂﬁ{‘ﬂu&ien% 203 al so
nown as S ent .0 nore processors in a
single or 30 nultlp e ﬁﬁ%@@g@”ﬁm?ﬁbﬁﬂgﬁﬁ% %%éi limted to

a certain process@ptacemeptignat f or m har dware 205 | ncI udes har dvvare typically
used in computer syst efhe takHgpRkessbinchls bl Offehi p caches

B, e B S U S S AU 3 6 S s
check abort (MCA) chq;kgamm(@MCIPoﬁml(dﬂmGC sigaslks g&ﬁfa&ed( YEd: is a hardware
Chat thr oat ene o ceiPREREEiskide b ARCEIRE Erdt B4R rachi ne and ey
possi bl y cause d aPE’CES(ﬁ?rr%ﬁ?‘FBsrfhe error handlmg routine of PAL 201 thereby
_ handing off to the error handling routine of PAL 201.
The error handling routine of PAL 201 determines if errors are
processor related, saves minimal state information and corrects errors
15 : - Where possible. The minimal state information may be saved to a log
or log register and contains sufficient information for another layer such
as SAL 202 to understand the error at a global level and to potentially
resume interrupted processes. Additionally, the PAL 201 error
handling routine attempts to contain the error and correct the error.
20 Error containment simply means keeping the error within boundaries
and preventing the error from propagating to other processors or
networks. One example of containing and corTecting an error is that a
corrupted instruction cache line can be removed and the cache line
marked unusable. If the error handling routine succeeds at recovering
25 from the error, a CMCI may be generated. Once the error handling
routine of PAL 201 has completed handiing the error, execution
branches to or is handed off to the error handling routine of SAL 202.
When execution is handed off to the error handling routine of SAL 202,
_ minimal state information and error status is passed to the error
30 handling routine of SAL 202.
The error handling routine of SAL 202 determines whether it has
enough information to process or handle the error. If the error handling
routine determines that more information is needed, the error handling
routine of SAL 202 may call the set of PAL 201 procedures to obtain
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The detecting processor attenpts to correct the error. If the det eC%iDnﬂJNZBBL
processor is able to correct the error, a correctable machi ne check

i nterrupt (Wigdisexsst other CMC signal is generated. If the ;%Wg
processor is unable to correct the error, the detecting processo xecut es

the error handling routine of PAL 201 thereby handing off to the error
handl i ng routine of PAL 201. The error handling routine of PAL 201
determnes if errors are processor related, saves mninmal state

i nformati on and corrects errors is where possible. The mniml state

i nformati on may be saved to a log or log register and contains sufficient

I nformation for anofy lgro Iaspgr. uch. ag SAL 202 to understand the error at a
gl obal level and td pOtant ‘H"%’m’fﬂé ut e eracesseeindghoersers es .

Additional l'y, the dmzcumunrth@mrﬂnamnmgr:gnmubg'sriﬁfoahhm%l umeeigat ai n thﬁ
error and correct t%Hg 167 "He 1 lLnrent  si nmeans.keeping the
error within boundari e‘gg ar?dm%{r)g@g%?éﬁ%gﬁﬁgﬂte@%{p?ﬁ%‘?mgjﬁhﬁg to other
processors or net iIPkEMARINEAEsFinRdeths errenirandling roytineof $AL 262t i ng an error

is that as corrupt edalymuhmméﬁﬂomﬁﬁb@aﬁdmetﬁﬁrbf%ﬁoh%wv&f’fr@ﬂ%the cache
line marked unusa rLor handli.ng routine succeeds at recovering
25 fromthe error, Qg?%{mﬁnﬁéﬁ eg%ﬁ%‘%&t"éh’."%mﬁés being athepsonganshle.ng

routine of PAL'201%e@blﬁiﬂfépédmamblbr@ddiﬁmaﬁwthemepmunﬁg)n branches to

or is handed of f t Gotitihe nfiy'cdfmphRikt dritfs {; | f , en execution
i's handed off to trillgverrory hagd%;gééoutomér%ﬁ%ﬂﬁ%ﬁggéﬁrﬁw state

i nformation and error S YFLFOTeE Gevest haenultiplseron haxa otdumdy out i ne of
- SAL 202. IPhe error ﬂmmhugilhgmdtmeoﬁSABBDZﬁﬁaﬁﬁ&%%mh%ry\ﬂ%wﬁ‘{] it has
a

enough i nformation t rrpr. If the error ndl i ng
; PR RS font R B SR bt

routine deternines thap nore im e8deti™he error handling
routine of SAL 202 may! BLFTors Which davedhe pimracpeyistip pHbmingiseveretandobt ain 9 3 0
JUN 2004 V1D 01/ 502 @IBKSHWISA Séa5S 6o vl a BioH sindyl BF LI about the

ip;n?gre;?r:l ?Ir o ﬁ n gbz) Bte t@fggxq{eagl}ﬂg@dlgh{iﬁeowm .’202t c@t%se% rtl;eoéong)%?er s;rsrt]egm rt(? gmelzrn e |ogs '
. 5 a rendezvous state to handle the error. In the rendezvous state, all

processors in the computer system except for one enter an idle state.
The one processor, also known as a monarch processor, takes over error
handling. The monarch processor performs error handling at the system
level and accumulates al! the error logs. The monarch processor may

20 . access procedures and routines from PAL 201, SAL 202 and OS 203.

The log that the error handling routine of SAL 202 generates is in

a predetermined format and may be accessed by the OS 203 or other
diagnostic software. The error handling routine of SAL 202 logs
processor and platform error information, saves processor and platform

25 state information, performs hardware specific corrections, clears the
error log and re-enables future information collection, halts the
processor or platform as necessary, and handles muylti processor
situations. The processor and platform error information is logged in
either a CMC log or MCA log. The error handling routine of SAL 202

30 can use the PAL 201 set of procedures to obtain additional information
from the processor or platform. CMC logs store information about
errors corrected by hardware or firmware. For corrected €ITOrS,
intervention by the OS 203 is not required for error handling, only PAL
and SAL will do most of the work and return back to the interrupted

10



to a log. The error handling routine attenpts to correct the error. 04
error remains uncorrected, the error handling routine of SAL 202 s a aI g

the state ivde@i4udzi on and the type of error received fromﬁk{ﬁﬂg@%@nd
determ nes the severity of the error as being either continua

recoverabl e, or non-recoverable. Additionally, the error handling routine
may conpare the errors to other errors that have occurred and have not yet
corrected. In the event that nmultiple errors have occurred, 10 the error
handl i ng routine of SAL 202 prioritizes which errors are to be handled
first corresponding to the severity of the error. For errors which have the

characteristic of bei ng e"f“ﬁb%zgﬁ | ob or. when several errors occur
within a short amoJdRPeesi®st &an be nqiified of theicargeqied grron dhrepghsn . 202
causes the conput erlow\psiosty doorected maclife chetle (CMCY sighai o atent.t Théhandl e t he

erior In the rendaguehisoRtaltun fhlera 0 ORISRl LU pblfs S AL b2Vt O

except for one entef an iId rocessor as a
monar ch processor, Weéwﬂﬂmmaﬁyﬁ%@mmphonarch processor

perforns error handli n@wm@w}wﬁmtcbﬂb&édﬁ}f\ﬂem&% uihd oft N€ error

| ogs. The nonarch cce ro S an utines from PAL

201, SAL 202 and O%*@Og&ﬁ Qﬁr??HP @5%05}%89%??5‘?"%5%% ﬂ‘@"&éﬂﬂu ne of SAL

202 generates is |ﬁ°“tw°mf§dé{@r2rw thec¢mophandlingruatineyf O 262cessed by the CS

203 or other diagnost lme%ﬁsfmaﬁngl%b&ﬂmgzmmew%émg&%ﬂ&s& SAL 202
C

logs processor and pl atform e rmation, . saves essor

platform 25 state i'Af fggﬁ"gﬁgrng {Ir'g © frEgr dndt E‘gé'ﬁ'é‘&efﬂeﬁff’ﬁfﬁrect i ons
clears thHé error Icogeqmj onepemtihy wystefmuontrallddifaniwant ressuree IFRREhEON, hal t's
the processor or Rhédricihhding Qﬁﬁﬁ?%ﬁé&sﬂé@&tﬂﬁf‘oﬂnﬁﬁ Jidlsbd g 0cessor

situations. The processor and orm error inforat | ogged in
either a CMC | og oPTHERME CWE‘UQFQ‘B?WH’EJPQWWFIOEPIWC HRAI202 30 can

use the PAL 201 setZObiilqmcmgetdﬁlrthsthte infbintition, AHE syistepNAby b@ﬁﬂb‘i@%' on from

t he processor or pl N F LS, .. nf or rrors
corrected by har dmé?%&'g{eﬂoc m/vgrcqg'?lﬁ TOr 1% ‘% ﬁgk’%cmrthﬁ{’@mentlon by
the OS 208 is not rHimeE@S208 C@F?%‘frﬂlhaﬁ@ﬂmwgcssmrﬂxycmnbmuesﬁé\L will do

nost of the work am dritir kufiling Gduting of DAL 20D Gith4hd &5tud Of tRe Bordediig2004
error. Aiso, the error handling routine of OS 203 can call the set of
PAL procedures to return to an interrupted process, jump to the
interrupted context or set a new context. If the error remains
20 uncorrected, control of execution returns to the error handling routine of
SAL 202 with an uncorrected status value and an indication for the
error handling routine of SAL 202 to halt or reboot the system.
Figure 3 illustrates one embodiment of a system for error
handling. The system includes at least one processor 304(1)-304(j)
25 (coliectively 304), at least one platform hardware 305(1)-305()
(collectively 303), a processor abstraction layer (PAL) 301(1)-301()
(coliectively 301), a system abstraction layer (SAL) 302 and an
operating system (OS) 303.
The processor 304 and platform hardware 305 can detect errors
30 and attempt to correct them. Errors that affect only one processor are
local errors. Errors that effect more than one error are global errors. If
the processor 304 is unable to correct the error, error handling is handed
off to PAL 301. On detecting an interrupt, a signal or interrupt is
generated to allow other system software to be aware of the error.
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WO 01/ 50262 PCT/ USOQ 35660 processes, but OS 203 can be notified of fifeJuN 2004
corrected error through a low priority corrected machi ne check (CMO)

signal or eWMIS02Be system software can generate the CMC RORAS00BS6600! | i ng
for a flag or by programrng the hardware to generate an interrupt. 5 For
errors which are not corrected by the error handling routine of SAL 202,
execution branches or hands off fromthe error handling routine of SAL 202
to the error handling routine of OS 203. The error handling routine of OS
203 retrieves the logs and state information from SAL 202. The error
handling routine perforns 10 correction on operating syst em controlled

har dwar e resources. FurEBQfPALBbpls%ﬁﬂEdwr}cgébfnﬁ%#? ks the state
error

information to see i ssi ng, capn. .continue I's_corrected.
For exanple, if PALP aﬁfﬁ%’g?‘@ g’éﬂ%nmt’lﬁe‘asmﬁlétemrﬁoammmenfacme system
may be unable to cmuesslhepmcesse&sbougceenaﬂssdnﬁkﬂaﬂt;ﬁéée@ﬁorl s corrected. If

- the error handling ﬁp‘%%%soﬁhﬁé’@?&&%fe?%ﬁg Pn@grﬁrijobi&ﬁ)rocessor

execution branches to the error r ou ith the
status of fhe correé‘?f&ﬂ"reé‘rihsﬂ“%‘%‘“dmeh*egﬁ@mmmrdwgrcrsochmheof oS 203

can call the set of onmmwmﬁss(mnaﬁietﬁ Reabt@n@ Plat f0hi haddRaR3 3! Ocess,

junp to the |nterr Q'%Q W ntext If the error remains

20 uncorrect ed, con éeiag%ﬁ?bogﬁ%?‘g‘t:ﬁ’rln@ fﬁ&ﬁ‘&"&?ﬁf{‘ﬁe‘ﬁ%ml ng routine

of SAL 202 with an QM@&RIed-Pépdimwmlmmnﬂndkmhenﬂl&at|on for the

error handling routine Ph%h-lmc&ﬂl%rthaﬁﬂhrfﬁ&ﬂt wﬁé{rFé)%ﬁ eqFloure 3
andl € s

I 1lustrat one enbpdi nent of a _sys Ig’wﬂ ystem

i ncl udes g? | east o an"(?E’E'g"sBFrf%%?f(eff’r tipg. §@%9f¢%th%®qg i804), at

| east one pl at f or m handgdwaffao BRHAL exﬁﬂ&(andhng(rﬁﬂideﬁf:ﬂabbﬁic)ﬁss39504 wis processor
abstraction | ayer (fflble §3birbotydfdibled err Ol Gt 'Ve'ﬁ?’%g;g ystem

abstraction layer (SAL) 302 an operatin The
processor 304 and pPEYRSS 10 WQHFEhRG ETo3@s resayer dembiie emor. o%mﬂﬁPaPtid at t enpt
to correct them Ererorhahdiig rafifiretias ﬁﬂisuedqmepraée@ﬁﬁfééﬁhe@ﬁ& anRFd'i‘b errors.

Errors thaf effect %%ﬁ&ﬁ%&g&&g{oo%¢§ gjﬁ‘g‘ﬁ'?ﬂj‘ tgﬁz the processor

304 is unable to correct t error
dling routine passes error information to SAL 302. The error

information can include information such as error type, error status
(corrected or uncorrected) and information related to the error. The
*“hand ofT” is a unidirection transfer of control.

20 : SAL 302 is a platform specific firmware component that is
typically provided by original equipment manufacturers (OEM) and
BIOS vendors. The SAL is a firmware layer that isolates an operating
system and other higher level software from implementation differences
in the platform. There is a PAL-SAL sofiware interface that allows

25 communication between these PAL and SAL layers. The PAL-SAL
interface is of a predetermined and standardized format. SAL 302
includes an error handling routine that, when executed by a processor,
performs error handling. The SAL 303 error handling routine is
branched to once the PAL error handling routine has finished

30 processing the error or attempting to correct the error. The SAL error
handling routine checks the status of the error. If the error is
uncorrected, the SAL error handling routine determines the severnity of
the error, creates a log regarding the error or adds information regarding
the error to 2 log and attempts to correct the error. The severity of the
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off to PAL 301. On detecting an interrupt, a signal or interrupt is ZQJ(SJNZ[]M
generated to all ow other systemsoftware to be aware of the error. 11

JUN 2006 V\QVQMIE’Q&GZ PCT/ US00/ 35660 Each PAL 301 is coupl %I(‘gsé@g

correspondi ng processor and platform hardware. PAL 301 pro

consi stent software interface to access the processor resources across
different processor inplenentations. The software interface nay be
utilized by other 5 software in the systemincluding the OGS 303 and

har dwar e such as the one or nore processors 304 and the at |east one

pl atf orm hardware 305. For software | ayers above PAL 301, the software
interface is in the formof an APT. APl calls always return back to the
cal l er. PAL 301 i ncornidssdesgmmined by usiag thei RAL coertinfosmativnt  ThetSAL execut ed 10

by a processor, perimahie Rufifdm |P AL Oproéiitds @k PAL £F1E % ndling is
handed of f to ihe PAL.aror ha W Al9prof&hitds a

routine i f the proceSsor 304 was
unabl e to correct 4 oggltlgt&ngé}fo&aggqt °W‘%PW8¥‘°@&FWWW§“§%@F%e
attenpts to corr ectofttheersnr dithoenoras coractetly thaSAberer handlingb@ninehe PAL
error handding routdf8eASe fdollf ' I -0 of . error. _control of
I 5 error handling handsS ,of,% tgo S %Wﬁﬁ%ﬁ?%@?ﬁ“’?‘,”éﬁg’“&ﬁ" Y or
handl i ng routine pdS@BEXEUREIPL nfor mati on to SAL 302. The error

i nformation can incl udSAINSEY gentrares aSytdin idp F6ITOF stéiiRSnfd¥ma®én St at us
(corrected or uncor ' I Lon |ated to the error. The "hand
of f' is a unidi rect{bgﬁg%shgﬁgrsygwé%?ﬁd_@ﬁagﬂfes\fﬁrzlt"g?“gapI atform
specific firmare di#fsmdas. Thenroessoriagyoptainsjopinfuimaton pertaimingional
equi prent 1gmanuf act uhepcéseiMin aAfhltigPbdeSo¥ 8MARMent R pﬁ?&eséo?! firmare
| ayer that isol at escoa&? Qper at i ng Fﬁ:}/is.t em and ot her higher |evel software
from i npl enent at i on AT T & EHREN PEIIRIE 9,\05 prasesser ehwhichiacall fasn| - sAL
software interface s@aﬁgqummwsis_zsmepmmm ldgadonaés infoeRfiddAL and SAL
| ayers. The PAL- SAlperiitingib @fenliit sHitcimPSERELAANOES200L Lapdapd’ zed

née that, en

format. SAL 302 includes @ﬂ erraqr handl jng rout’ ; : Secut ed by
a processor, ' perf s &P F3ARIF sthtgtured i thefory @b a dinked lisy aferrarng rout i ne

s 15 log structures with each entry describing one error.
: : The information contained in the log is implementation
- dependent. However, the log will generally include a time stamp,
validation bits, cache status, TLB check info, and system bus
_ information, and platform specific information for memory and I/O
20 errors.

SAL 303 inciudes a GET_INFO procedure or API for getting
state information. The procedure provides a programmatic interface to
processor and platform infonmation logged by SAL 302 with respect to
the machine state at the time of errors including MCAs and CMCs. The

25 procedure may be called by the OS 304 or any other diagnostic
software. The procedure provides a standardized format for accessing
logged information. The amount of state information saved by SAL is
implementation dependent. SAL 302 can provide an indication of what
information SAL is logging. This may be done, for example, by

30 providing validation bits indicating the saved state information. The
procedure may clear the log if instructed to do so by the calling OS 303
or other diagnostic software. The log may be stored in a register. The
log is generally cleared on booting the system. In the case of multiple
errors of the same type, the log will provide details and information
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branched to once the PAL error handling routine has finished 30 procesi Wﬂ
the error or attenpting to correct the error. The SAL error handl i dd Y 0
routine ché@?gy?ﬁgpstatus of the error. If the error is uncnmmmnﬁem t he
SAL error handling routine determ nes the severity of the error, creates a
|l og regarding the error or adds information regarding the error to a |log
and attenpts to correct the error. The severity of the 12 3 0 JUN 2004 WO
01/ 50262 PCT/ US00135660 error is determ ned by using the PAL error

i nformati on. The SAL error handling routine may use PAL procedures or PAL
APls to gain additional information about the error in order to determ ne

the severity of thelaﬁlli ﬁrthcﬁfstbééﬁrrﬁ{r&{o | Phe QI error
handl i ng routi ne 5 g1;es @ %rﬁ] ardl F] théel‘meﬂre@h?gc p“t}ﬁégéhwfsornat i on

regarding the errof TB‘@‘C llogyobherpendureean gy theem | og 306
for storing inforndes m@m‘abgmto &region f melverysypetified b theBalingncl ude a :
processor |og and @oﬁmn@tform | og. The processor |og contains |og

i nf or mati on pertai ni ng;l_il 0 the processor. In a nultiprocessor
envi ronment, the proce Blsyqt 1°gc“1%ﬁt'%ﬂyri§‘ls?ﬁ'w¢ﬁh€ﬂsoﬂwwlammamig to the

processor on whi chappliatibns Gthesesibpdreand YpplicaibhOmay ﬁlf&i’r?&uge?gf platform
e platform Since nultiple

| og contains infor (2 the entir
errors are possi bl é‘ﬁ%hﬁ%oc&%%&?h%g F A derRm damagef.or party thatmesd 19 B t he for m
of a linked |ist ofSP%@r 15 |og structures with each entry describing one

error. The lnformatlonos;eaﬂwm&oz%&hﬁaddﬁagk&dn@ﬂm eatplr%)c&fs :?ﬁ?pe”de”t
al

However, .the | og enera I n , bi t
cache st at us, TLBWh'L m%r’l crﬁ°5ha’éirlfﬂg §§?§?‘é%°bl§§mqqu{¥mh¢ ©8,30antthel at f or m
specific informati §Abfmorhemdimg rautisie WaEnot2bleatb IcOfréct tHero303 | ncl udes a
O g procedure of . Slso@iyfebt L, iid SAE of PAEBL LA ho Bt OCR0U! €

provi des a progranpatic,interface to processor FRYHAE or mat i on
| ogged by SAL 302 J97¢% hetgmpyt efﬁb“@%ﬁﬂ&ﬁ&rpar&emmmmm@m. me of errors

i ncl udi ng MCAs andatGiuis eﬂhmovm. In the rendezvous state, only one of the at least
15 one processors and its corresponding PAL and platform hardware are
operational. The one processor is called 2 monarch processor. The
other processors are in an idle state. The monarch processor performs
the error handling. The rendezvous state is often used for global errors.
The OS 303 interacts with the PAL 301 and SAL 302 to provide
20 an environment in which applications may be run. The OS 303
interacts with PAL 301 and SAL 302 by using as OS-PAL and OS-SAL
S0 ftwarc_ interfaces. The OS-PAL and OS-SAL have a predetermined
format. The OS-PAL interface is an interface between the OS 303 and
PAL 301. The OS-SAL interface is an interface between the OS 303
25 and SAL 302. The OS 303, like SAL 302, is system wide. The OS 303
includes an error handling routine that, when executed by a processor,
performs error handling including error recovery. The OS 303 error
handhing routine is passed some information from the SAL error
handling routine. The OS 303 may utilize PAL 301 procedures to
30 : obtain additional information about the error. Further, the OS error
handling routine may access the system log 306 created by SAL 302 by
utihizing the SAL 302 AP1. The OS 303 may cause processes to be
interrupted. The OS 303 may tell the user to replace a certain system
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25 procedure may be called by the OS 304 or any other diagnostic ngﬂtWZﬁm
The procedure provides a standardi zed format for accessing |ogged

i nf or mat i owo fism&nount of state information saved by SAL g

I mpl enent ati on dependent. SAL 302 can provide an indi cati(;ir?ﬁ.(’)l#smv%sé‘?o
information SAL is |ogging. This nmay be done, for exanple, by 30 providing
validation bits indicating the saved state informati on. The procedure nmay
clear the log if instructed to do so by the calling OS 303 or other

di agnostic software. The |log may be stored in a register. The log is
generally cleared on booting the system In the case of nultiple errors of

the sanme type, the ' I OV det ali Lnforpation 13 WO 01/50262
3 0 JUN 2aa4 PGTI ﬁé&%"@g%@&&a}gﬁb&?ﬁ%@q-&dtﬁ%gﬁ%@fs yablerte porgecktheor . The
cal | may specify wseeh#ie @F may requie thatthe mgstem pt halfedrorrétogtedr processor | og.
The procedure can w it Bigufe4 sHoR4d aifld ' %nﬂl irk lon of nenory
specified by the call il'??ﬂ ].so.? to\A/aPe. f“g&@ﬁtg&‘gg% em og'gig’é"ﬁﬁv‘“b"é’ used by
other software | ay&f¥ 8m%‘ﬁﬁl*@&ﬂ%?ﬁ?@ﬁé?@”*&?@@%ﬁmﬁ&mations may
informa @ser of erwera 40t hat genarares abardwantkvesitdraigniinodass geen damaged, or

parts that need topRghind c SAL 302 .error handling routine
has fini shed process ng a%%ﬁ%%’%ﬁ?@?%?%&%&?ﬁﬂ%m%@é r is handed

off to the OS 303 P'e3shane pspgessoryaphipsgt buffers, offbchip pechenbuses; able to
correct the error.péiphenideviacpand etherdlevRes, the SAL or PAL error handling

routine forces the c emto enter a rendezvous state in order to
attenpt error recovery. }h{ z%?‘%a% ﬁgffés@tcgfr@‘f”ﬂ"n?’?r@h@:’ofﬂlehe at | east
15.one ptbcessors M hasdwere may payriioms tailt inanethphiamfto condeacshan e ar e

operational . The offorp6OGESHEMm hﬁd&ﬁ'e'n‘?ﬂaar%% R@éiggbsiggﬁﬁgfgfc?%'r nghet hgt gre;or

Randi i ng. - The. r end FBLL S8 AFfhe eGPt i3 forsied 449, PigresBiE ofesysiem The B 303

interacts with theconppugovithonthaSig iteRujited PTyptocteses2A fighafHYi Fonnent in

whi ch appl i cati onsinféayipOfay Hé‘senfrﬂeéngﬁeégr?g system and firmware to notify the

15 . firmware and operating system that an error has occurred and been

corrected. An example of a type of error that is correctable by the

system hardware is a single bit error in a processor cache that is

corrected by processor hardware.

If the system hardware is unable to correct the error, contro] of
error handling passes to a PAL error handling routine at 404. The PAL
error handling routine is executed on a processor, usually the detecting
processor, of the system hardware. The error handling routine attempts
to correct the error at 404. The PAL error handling routine may aiso
create a log containing state information and error status.

25 If PAL corrects the error, SAL generates or creates a log of the
error. SAL saves or logs information about the error and how it was
corrected to the log. If PAL fails to correct the error, SAL attempts to
correct the error at 407. SAL may access PAL procedures to attempt to
correct the error. Additionally, SAL determines the severity of the error

30 by analyzing the error and the state information. SAL may determine
that the error is so severe that it can not be comected and recoverable.
For these uncorrectable or unrecoverable errors SAL causes the
computer system to halt or reboot. Additionally, SAL generates or
creates a log of the error regardless of whether the error has been

20
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interacts with PAL 301 and SAL 302 by using as OS-PAL and OS- SAL sao[ﬁcgwﬁz@‘
I nterfaces. The OS-PAL and OS-SAL have a predeterm ned format. The -

i nterface | wogi/sosseer f ace between the GS 303 and PAL 301. Mﬁ@%
interface is an interface between the OS 303 25 and SAL 302. e 03,

| i ke SAL 302, is systemw de. The OS 303 includes an error handling
routine that, when executed by a processor, perforns error handling

i ncluding error recovery. The OGS 303 error handling routine is passed sone
information fromthe SAL error handling routine. The OS 303 may utilize
PAL 301 procedures to 30 obtain additional information about the error.
Further, the OS error c?}agﬂ#l? rout.i ne My access the system | og 306
created by SAL 302 U F2 %b"?%eb%m onpich 23 e eT BPg apdy cause
processes to be i neregrstapise ddditiomallys S203logastate élfbrmidtienuser to repl ace a
certain system 14 3 U 2000, HOALAAAPR% Bl BOT3PRRP agaponent that

caused the error. If the OS 303 is unable to correct t r, the G5 may
require that the sy3ICTRIE cAUPG LR Gtor AthobRe@S detemmines if arypragessest | ow char t
of one enmb®di ment fmeedtobpimtentupted. The OSraldoatetininiigs Whedlerciomadl € system The
system har dwar e det . t. 1 _and generates a hardware event
o%/ si gnal known as g&En%c [ér%'éé% élcg?véﬁgélgfgf"é%cﬂﬁ? AB SQUF ISIBFSSde but | s
not limted to at R®EWYDbeeressIrOOIskast even ifthie QScis able td émrest thefefrechi p
caches, buses, perinuii alstless, SRODER A 1BporlBLieRBSa dTJAEsémét em har dwar e
attenpts to correct %the terr‘gr Iﬁ‘i‘ 402.. The 6552 §ystem'}1 rdware may have sone
bui It in mechani sm Y8RP el hthe FupTis carecipd 413, normal processing iar dwar e may
access rolti nes i n mesumggdand error handiingerds ahél 0o rIf the errbf istnbEcdifdeed | S

cor 1 ect efl 303, Pr OCAISiHRGoR uk%@sélxﬁ&?éﬂooﬁtemhﬁ %tX‘fst.BOUt hf“”t ng

i nterrupted any processgs. i or Interrupt nmay be sent to an
operating system and fim??%ntﬁﬁwqrjhﬁtmﬁyﬁ cPﬂF*‘rWGéP)elhaﬂS isper ati ng
system that an err graritlagrayee a date dache deshiting in &kt dgaeThe &Y waANPl e of a type
of ‘error that is cOprfaleehrbibbed i crildt FTMIARSURN G, b adaShlll SP1 L O OT

In a processor cache t hf:lt
15 example of an error that may not be corrected by the OS is a parity error
in a portion of system memory where critical portions of the operating
system are located. Those portions can not be expected to perform

reliably and the system should be halted or rebooted to prevent further
eITors.

20 . Figure 5 is a block diagram of one embodiment of a computer
system 500 that is suitable for implementing the present invention. The
disclosed embodiment of computer system 500 includes one or more
processors 510 that are coupled 1o system logic 530 through a processor
bus 520. A system memory 540 is coupled to system logic 520 through

25 bus 550. A non-volatile memory 570 and one or more penpheral
devices 580(1)-580(j) (collectively, devices 580) are coupled to system
logic 530 through peripheral bus 560. Peripheral bus 560 represents,
for example, one or more peripheral component interconnect (PCI)
buses, industry standard architecture (ISA) buses, extended ISA (EISA)

30 buses, and comparable peripheral buses. Non-volatile memory 570
may be a static memory device such as a read only memory (ROM) or
ftash memory. Peripheral devices 580 include, for example, a
keyboard, mouse or other pointing devices, mass storage devices such
as hard drives and digital video discs (DVD), a display, and the like.

1¢




corrected by processor hardware. If the system hardware is unable to3g JUN 2004
correct the error, control of 20 error handling passes to a PAL erro

handl i ng r ovbbonseét 404. The PAL error handling routine i 8/5;6‘361 on a
processor, usually the detecting processor, of the system hardware. The
error handling routine attenpts to correct the error at 404. The PAL error
handling routine may also create a | og containing state information and
error status. 25 If PAL corrects the error, SAL generates or creates a |l og
of the error. SAL saves or logs information about the error and how it was
corrected to the log. If PAL fails to correct the error, SAL attenpts to
correct the error ess PAL gcedures to attenpt to
correct the error. af&&ﬁﬁ%ﬁvgﬁﬁr:‘?%r;ﬁ%ém_ dﬁt’éﬂ’ﬂﬁlgéa ‘ﬁ'gn%g'xFé’PP’PWQﬁ the error
30 by anal yzi ng t helaformforasystem@0st at e i nformati on. SAL may det ermni ne

that the effor is SO SEURIR didithed imbiiindfbr Biiehidolfbof A0yt ecover abl e.

For these uncorrectable or unrecoverab auses t conput er
systemto halt or MPEIESEr S KymAY pxsaule code aoaputinen atprepddr system memanes a | og of

the error 5 egar dl eSd00Thewmielfor the beertingQysttaFOBER N it s§st9m~?M}ho%904 WO
01/502(2 PCT/ US00/ 6 SAL l.og in t| on such as the
( %5@ Qhé: 05&9%2250@§cmﬁslcodc tlf%aygx go?%ﬂ SMEMOB: nat i on.

error type and error sta tiona | f
the firmware was nct’® aEh“eﬁ%W@SFﬂcé{d@naWendSﬁL4®9bebhaem!handmenpts to
correct the error 4dhtilethéné®. determnes if any processes 5 need to be

interrupted. The OS al %ﬁ determrﬁ \/\hetdher nprmal execution_can continue
even if the error F ETBE “mPRUESHE dryeR ¥e and ethepXanpéonsecessary t o
reboot ev¥n if the p@snt etigb errorthandlongrie compiiter systeme cooperatiotliper i nst ances,

.the OGS can only r elﬂ@l‘i&lm@éﬁoﬁr PI‘PAESC%OS%E ctangbteﬁél ﬁ)tn%m/dﬁgrgc%syéﬁpwal f the

error is corrected 4 ocessing is r handling

!
ends at 410. If thé& é§mptep§yﬂ3§ s. By handlingjerrors better.ipthes sofware camhest em i s
reboot ed or hal teddatelwbdmmﬁeaxegnmhrpéssﬂ:hkeerﬁﬂ OEmErb I' ecpﬁo;ﬁorrect ed by

the G5 t | t t The OS
e is a parityaRf&Prsk t,g@chd Egc%ﬁslt 3 ‘iiFFga a. e

may term nate the Efrocess that create or use dat a cache.
An before encountered by other processors. Software developers can focus -

more on features and new developments for their products with the

resources saved by better error handling in the system. Computer users

can notice improved performances in systems, less system shutdowns

and reboots, less data loss from unexpected shutdowns and time saved
20 by having a computer system that is more stable.

Although specific embodiments have been illustrated and
described herein, it will be appreciated by those of ordinary skill in the
art that any arrangement which is calculated to achieve the same
purpose may be substituted for the specific embodiments shown. This

25 application is intended to cover any adaptations or variations of the
present mvention. Therefor, it is manifestly intended that this invention
be limited only by the following claims and equivalents thereof,
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is exanple of an error that may not be corrected by the GSis a pari

error in a portion of systemnenory where critical portions of the 30 JUN 2004
operating systemare |ocated. Those portions can not be expected to
perform reliably and the system should be halted or rebooted to prevent
further errors. 20 Figure 5 is a block diagramof one enbodi ment of a
conmput e S that is suitable for inplenmenting the present

i nventi %ha?ﬁcgﬁmgﬁgsgl osed enbodi ment of conputer system 500 includes one or
nore processors 510 that are coupled to systemlogic 530 through a
processor bus 520. A system nenory 540 is coupled to system |l ogic 520

t hr ough 125 béscosmter Sy${eM CEBIPESINEE  nenory 570 and one or nore peri pher al
devi ces 580(}1) ( i tem

| ogi ¢ 530 th%onggﬁ%pig%lfgﬁéeﬂrl&?% Mﬁg%ds gE)}-{’erl aera e%trgr %‘5‘“&‘%&?3@%"3?& for
exanpl e hamllimgerrorspard peri pher al corrponent i nterconnect (PCl) buses

i ndustry sta%rd architecture SA%(]? ses, extended ISA EI SA uses,
and conpar ab ﬁ'@%ﬁ&?ﬁ&%ﬁ%&@@@ c:ALilgast ORERIPSESEOFD dthely clyaisand; o ¢
Menory deaduta tﬁélﬁfmaareaerf&%amgymﬁ&ﬁ%ﬂ déteEig & errdr!t8 HandIBARY YrorZaai Pher al
devices 580 include, for exanple, a keyboard,” nouse or other pointing

devi ces wherei thetfismaypze ermer hand ing roktinelogh arrar information Wggi t al vi deo discs
(DVD), a display, and the like. 16 3 0 JUN 2004 WO 01/ 50562 PCT/ US00/ 35660
These devices, together with system | ogic 530 define the conputing

pl at f or i f or Ty sbRipuRd Qystéfiroftchemdi, Selepsif dhesberdiameling ffutiny ThB&OtSAke t he at
| east one processor 510 may execute code or routines stored in system

mermory iafogngionyisavesghe state nfgumadingy tgr theglogy analydes dly emer prd eempisstoem
menmory 4 Qe Teepirocessor al so executes code fromthe non-volatile menory
570. The firmwnare including PAL and SAL can be located in the non- volatile
menory. The various enbodi nents descri bed above and ot her variations 10.
permt hetter_error handli gg i.N.GO u‘%gérﬁ%%/%ens cooper at.i VﬁLXg rgl?tpn%l i ng

errors. hesémén??&&ﬁ%nﬂ@t Of gt WG T ghan

analyzes the error and determines a severity of the error and handles a plurality of detected

errors in order of the severity of the error.

4. The computer system of claim 2 further comprising:

a system memory in which is stored an operating error handling routine for
handling errors; and

wherein the at least one processor executes the operating system error handling

routine on failure to correct the error by the firmware error handling routine.

5. The computer system of claim 4, wherein the operating error handling routine

attempts to correct the error by terminating processes affected by the error.

6. The computer system of claim 5, wherein the operating error handling routine

reboots the system on failure to correct the error.
7. A computer system comprising:

a non volatile memory in which is stored a processor abstraction layer error

handling routine and a system abstraction layer error handling routine; and
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or distributed systens. By handling errors better, other software caq[p§UN2mu
devel oped with |l ess regard for possible errors. Errors propagated from

ot her errors can be reduced in nunber because errors can be handl ed 15
before encountered by other processors. Software devel opers can focus nore
on features and new devel opnents for their products with the resources

saved by bet fep sk c?cﬁﬂl&ﬁ It %hé ThonN oM Rt ﬁﬁ}nogﬁ@x‘”eﬁécuﬁﬁg;tge pr OsEHi‘t Ice

i mproved perfornances systens, |ess system shut downs ots, less
dat a | ogbstfaction layex poot sandlingt motims andhthet systens abgithetion fayeh suon hamdlingnput er
systemthat is re stable. Although specific enbodi nents have been
i|lustr&® eé’ﬂﬁﬁﬁ%?‘?ﬁ‘@%‘ herein, it will be appreciated by those of
ordinary skill in the art that any arrangenent which is calculated to
achi eve the same purpose may be substituted for the specific enbodi nents
shown. Bni s Thegpmpuieasystam phclpim @ fgrgher compasiag: any adapt ations or

variations o ' t.i f S | | v i ntended
Uhat thi s i npiiin 1B SOEE boddIUERY the Hroo 6 Siffsin et SceiBi defebl ol th
equi val ¢l platféret keflwarkas3nOrs)UN 2004 What is clainmed is: 1. A conputer

system conprising: a non volatile nenory in which is stored a firmare
error handling routine for handling errors; and at | east one processor

wher ei n 2ach 14 Lhifipfter | S8 OPCclRi? OF S SkRif! St | Farling' 8 Bfberdfivef! oS
the firmvare error handlrng routine on detecting an error to Handl e”t he
error arperfomhat by the peockssorvthe epresessur dbatnatition dayep Lanid rtbe |sgsfemeabstraction

i nformation to a log. 2. The conputer systemof claiml, wherein the error
handl i nd®™<5utine coll ects state information, saves the state information
to the log, analyzes the error and attenpts to correct the error. 3. The
computer_ systemof claim1l wherein the firmvare error handling routine
anal yzes®% he Ther epmputer gystem nofheloim % ewherelny ther systam abptgactigndayanereas a

pluralit e S_i t er | the. 4. The
conput erﬁég@liﬂé%@@& c%%%qeu?# ef%&g(;%rfpr&lfatsei ﬂ‘g‘:ﬁrg‘\(@{}’s %’%t?ﬁ%%rear‘%ogﬁif’%%&\rﬁﬁi chis
stored dnfonpetiad by utifizing rpriaesstriabgtractioh ileer fppdcedras) Cletarthigss rpseverignNer

the error, creates a log containing the state information, and attempts to correct the error

on processor abstraction layer being unable to correct the error.

11. A computer system comprising:
a plurality of systems comprising:
a non volatile memory in which is stored a first error handling routine and a
second error handling routine; and
a processor coupled to the non volatile memory to execute the first error
handling routine and the second error handling routine and to generate an error log

on detecting an error.

12. A system for cooperative error handling comprising:

a memory in which is stored a first error handling routine for correcting errors and
a second error handling routine for correcting errors; and

a detecting processor coupled to the non volatile memory to detect errors, to
execute the first error handling routine on detecting an error, to execute the second error

handling routine on failure of the first error handling routine to correct the error.
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wherein the at | east one processor executes the operating systemerro .
handling routine on failure to correct the error by the firmware errérﬂ JUN 2004
handling routine. 5. The conputer system of claim4, wherein the operating
error handling routine attenpts to correct the error by term nating
processes affected by the error. 6. The conputer systemof claimb5, wherein

the opeqgti nghersyQemhah elaim 01 X, Aubth&Ccorh e 8 dy3Rns YRR Q:'&uf:l%h! 8 @et O
correct the errof. 7. A conputer system conprising: a non volatile nmenory
i n whi cHeteglingt progessar im oxluisls ds aabiird auor dandlingerouting ovher¢inndik | degectiogt i ne

and a system abstraction.l.ayver .error handling.routine.. and,18 30 JUN 2M a
r 0case BOEBRDRRGUS e Bird oy bindife sl o Silsfe bt B8 firf Hgd sReom) S or
abst r achinilling 2y @ine€ td &drrddfithdlerrdg routine and the system abstraction |ayer
error handling routine on detecting an error. 8. The conputer system of

claim7 further conprising: platform hardware coupled to the processor,

wher ei n{hhe pr ts errors in the platformhardware as errors.
9. The ég'npu%eér}&fs%ﬁ@{em o$ 2laim 7, wherein error handling is cooperatively

per f or med by atphscepsogcessor, the processor abstraction |ayer and the system
abstraction |ayer. 10. The conputer systemof claim9, wherein the system
abstraction PSYESMIMEINTY; 3Wnd|ing routine anal yzes the error and the state

i nformation, 3BLARRileMembhPmalhiel Alfored:Nf Ormation by utilizing processor
abstraction | ayer proceduré€s, determnes a severity of the error, creates

a | og contai ni ng ahéirstt eirer inahdlimgatrowine axetutedt enpas ¢rrorc tr ragodsst $tateer r or
on processor .abstraction |ayer .bging.unable to.correct. the error. 11. A
conputer - aystBRmaiEy HER b8 Uate R &% Bg o8 RteRRh 1 ARt HeL non
volatile menmory in which is stored a first error handling routine and a

second error handling routine; and a processor _coupled to the non volatile
menory ti§- exdbgtwstemeof clayn 4, rwherein themopwyolasile memogy dusthes comrsises er r or

handl i n%eéo(ﬁﬁt LS Apfinhg QGRG %’rzﬁlgﬁé}i % "o c&ﬁgcﬁ&[‘ of Gthé Hrbt"Grrd" aﬁ&ﬂﬁ@: 12. A
system for cooperative“error handling conprising: a nenory in Ich™ls
st or ed aoitires whereirothe sacraidi encpr handing eoutime stopes @ status @f dier @ra and dhe state

information to the log and attempts to correct the error.

16.  The system of claim 15, wherein the system memory further comprises a third
error handling routine executed by the processor on failure of the second error handling
routine to correct the error, wherein the third error routine accesses the log and attempts to
correct the error by terminating affected processes and wherein the first error handling
routine is a processor abstraction layer error handling routine, the second error handling
routine is a system abstraction layer error handling routine and the third error handling

routine is an operating system error handling routine.

17.  The system of claim 16, wherein the third error handling routine causes the system

to reboot on failure to correct the error.

18. A method executing in a computer system comprising:

detecting an error by a detecting processor;

executing error handling code of a first layer of software, by the detecting
processor, to perform the following:

saving state information;
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a second error handling routine for correcting errors; and a detectin .
processor coupled to the non volatile nenory to detect errors, to e&chNémk
the first error handling routine on detecting an error, to execute the
second error handling routine on failure of the first error handling
routine to correct the error. 19 30 JUN2604 13. The system of claim 12,

further conprisi nguénpmy BPoFRMRhY ert@up! ed to the detecting processor in
which is a third error handling routine wherein the detecting processor

execut es t heafi¢ri fadungrtp sorrectibe emer, exreutingemer Haaidling eodsfoftarsscénd kayeranfd

second ergor .handhing routines to correc he error. 14. A system

conpri sg%%‘gmgyg?eo eé% ;pr%cegi%foe%rf?é-ﬁblﬁ?ﬁolg)mn% non-vol atile nmenory in
which is stored: deteihiningesdverity@etrdrrtey ardlizintestns dffomai e amd RS dridr t O
access state information, store the state information to a log and to

attenpt to c&ceed fompthefustlayes system of claim 14, wherein the
non-vol atil e nmenory.: A . ond error handling routine
%@%‘5&&1&&;& gﬁ{é’e 1@?@?%11 2h

branched to on co on o error handling routine, wherein the
second error handihaltingtkd comepiaercystemaf sécatsagy;afd t he error and the state

information tgQ t | og and attenpts tqQ correct the error. 16. The system of
claim 15, whéhe ﬁlelf%%sweéﬁn% Rryby et seend: b ofssofvare. axeepting, sre .
handl i n i ; } error '
S A S A e e e S R
accesses the | og ghecking staistinfarmationand the ¢iner tordetarmiine whethemprocesgingf f ect ed

processes an enrei nthe first error handling routine is a processor
abstraction A& or handl i ng routine, the second error handling

routine is a syst galtigsthé @6inp0Rr ke iBprodéssingilidss Procesting)eanddishtintie t hi rd
error handling, routine is an operating systemerror handling routine. 17.
The system of@| ai m 16, wherein the third error handl i ng routine causes the

~system to reboot a&@m@%ﬁ%ﬁ&ﬁe@t&ggﬁgﬁt the error. 18. A nethod executing

in a conputer system rising: etecting an error by a detecting
processor; executing error handling code of a first |ayer of software, by

the det eaf | %y nRRATS Rlnaihg RS PR BlS LOphgugng: saving state
, detecting an error;
determining if the error is global or local;
on the error being global, signaling other processors of the error and allowing one
processor to control error handling;
determining if the error is unrecoverable;
on the error being unrecoverable, halting the system;

correcting the error.

20.  The method of claim 19, further comprising:
interrupting affected processes; and

resuming the affected processes after correcting the error.

21. The method of claim 19, further comprising:
saving state information; and

determining a severity of the error.

22. A method comprising:
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20 3 0 JUN 2004 attenpting to correct the error; after failure to codrledtN 200
the error, executing error handling code of a second | ayer of software by -
the detecting processor to performthe follow ng: determ ning severity of
error by analyzing state information and the error received fromthe first

| ayer; saving additional state information; and halting the conputer
system if neg@s&iglan &, after failure to correct the error by the second

| ayer of software, executing error handling code of an operating system by
t he det ecti ngendingaesigndt to o ppasessor abstraetidrolayasyq sigtem ahistradtiondayaraand an

I nformation.and {he ror. 1o determ ne whether processing can continue;
haltingoPﬂ%pigﬁﬁ#ﬂ%§€§§§F8 I f processing unless processing can continue;

and attenpti fferr@ptih@ précdssihi &f REdsedry; 19.. A nmethod for handling errors in a
system conpri si ng; etecting an error; determning if the error is global
or local; onati¢rapling gcomsrtihe gronky the pragasspr shstractionlayer gpd informing the; he
error a ] : : andling; determning if
the err ggs“l%hﬁ%@%@%ﬁ%ﬁsﬁeﬁ§ﬁ%ﬁg¥ﬁ%?&%ﬁgEllijeﬁérnédg’over abl e, halting the
system cor afiet suocest bg tler processiQbsifdvdombdybn dnfofminp shenopkeating sy stbvarof
conprising: interrupting affected processes; and resum ng the affected
process &€ eCHOR o recting the error. 21. The method of claim 19, further

conprising: a&aVfaflfredythe pfd&taé%%sheéﬁonq%%r,dﬁeﬁ{pmlg td\GbritcBRY b} ¥y Of the
error. 22. A nethod conprising: 21 3 0 J 2004
the system abstraction layer and informing the operating system of success or failure;
after failure by the system abstraction layer, attempting to correct the error by the
operating system; and

after failure by the operating system, initiating a system reboot.

23.  The method of claim 22, further comprising determining a severity of the error and

halting system on certain errors.

24. - A computer readable medium containing computer. instructions for instructing a
- processor to perform a method for cooperatively handling errors comprising;:
- attempting to correct an error by a detecting processor;
on failure, executing firmware code to correct the error; and

on failure, executing operating system code to correct the error.

25.  The computer readable medium containing computer instructions for instructing a
processor to perform a method for cooperatively handling errors, further comprising:

on the operating system being a legacy operating system, sending compatible
instructions to the operating system.

26. A method, where:
a processor detects an error;
a processor abstraction layer (PAL) error handler creates an entry in an error log,

saves state information, and attempts to correct the error within the processor hardware;
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detecting an error; sending a signal to a processor abstraction IayéquHN2M4
system abstraction | ayer, and an operating systemof the error; :
interrupting processing if necessary; attenpting to correct the error by
the processor abstraction |layer and inform ng the system abstraction |ayer
of success or failure in correcting the error; after success by the
processor abgftthaPAlOfrdriatller Filk Q6 Bbiékt CerRREA Sfstddd aBCRLAGR Riyer _
correction; after failure by the processor abstraction |ayer, "attenpting to
cor r ect efrpehandlerradggsses the eryart log defemrines & oeverigy of thenerrornnd aitprgptshe
Operati@&n&%ﬁ&ﬁﬂhﬂ%ﬁ@%&ﬁ%%?m&%}Eﬁkhﬂée; after failure by the system
abstraction layer, attenptrng to corriect the error by the operating
system and if &btSAL tAb handldfaild® apecath Rgros Vit ¢peratingi $yiskhi (@S Perfytst em
reboot. 23, The nethod of claim?22, further conprising determning a
sever i t ardlenacgesses We egnrlognand Infgsnopss torthe seveaht aifhsr altgrapts to mecg&@orrput er
‘1 eadabl @ngPitil ORI RR LM EROP iinal A8 R GhiScder Instructing a
processor to performa nethod ftor cooperatlvéiy %andllng errors conprising:
attenpting to correct an error by a detecting processor; on. failure,

execut i fir re.code to cqrrect the error; and,on. failJure, executing
oper at | 4 sy SMEPEGES GlcIe A8cve dhe Bl eros handier insTigist ¢ ot dloBe
nedi UM GARd1Ag ToREnes QRBAUIET by the PAYC @ Handief. | nstructing a processor to

performa nmethod for cooperatively handling errors, further conprising: on
t he operating system being a | egacy operating system sending conpatible

i nst ructyy0ns i 6. hod, wher.e: Qcessor
detects Bn oritgmEod BEAR IPWREE IS AL Siror Wt AR cF oG el GPEOLCY et o
an ent r \thé érr@rhafdiing routiles. saves state information, and attenpts to correct
the error within the processor hardware; 22 3 0 JUN 20Qd if the PAL error
handler fails to correct the error, a systemabstraction |ayer (SAL) error
hand! er 296 CesiRmbhied Bf Llm! ROwhdiE R SANCErR HARUEY Ickpordl 8 iRt GLEQ b
attenpts to correct the error wthin the systemhardware; 1f the L error
handl er ififeristiem correct the error, an operating_system (OS) error

30. The method of claim 29 where the SAL error handler saves additional state

information.

3i.  The method of claim 26 where the PAL and the platform-level handlers report the

error to an operating system.

32.  The method of claim 26 where the operating system reports the error to a user.

33.  The method of claim 26 where the error log contains further entries for other

uncorrected errors.

34.  The method of claim 33 where the error handlers prioritize the uncorrected errors.

35.  The method of claim 33 where at least one of the uncorrected errors is a past

uncotrected error,
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handl er accesses the error log, and in response to the severity eitg r ;
attenpts to correct the error within the systemsoftware or termn ﬁegﬁim‘
software process. 27. The nmethod of claim 26 where the PAL error handl er

i ncludes a set of error handling routines executed by the PAL error

handl er. 28. The method of claim27 where the SAL error handler also

execut eggat : I | | od of
ol ai m 285 aney SC TieRRIE Hlim J9Fhe aPleantTE oF 1 oW WS compart o Wl
i nf or nato the pagGincdineetededriood of cl ai m 29 where the SAL error handl er saves
additional state information. 31. The nethod of claim26 where the PAL and
the platformlevel handlers report the error to an operating system 32.

The met Bod Ofrhe BT IR 26 Whde BRADS birbichand et BiifiRAlal froédis, error to a
user. 33. The nethod of claim 26 where the error | og contains further

entries for other wuncorrected errors. 34. The nethod of claim33 where the

eror Nagcl erihe MARKL bf Aicl 87 MRRORESSS EHOPRLAIS recliies HICHELNM oD 1

33 wheré at l|'ea neo e’ uncorrec error UACSTrect ed
error. 2toBhaslddh 2brkektedc. The net hod of claim 35 where at | east one of the
error handl ers conpares the error to the past uncorrected error. 37. The
met hod of claim 26 where the OS error handler term nates a process. 38. The:

met hod af cl %@nﬁh%cﬁaﬁ% ‘m“%ﬁgﬂ‘g‘g@?f%?‘m ] 8§ stdignprocess after the

error has been corrected. e met ere the CS error
handl er halts the system 40. A conputer-readable storage nmedi um cont ai ni ng
I nstructjons to execute on a. conputer the nethod where: a processor

detect s @n er GPMPRIendableCstomeE e FPYApInE MENICHORS 16, SHeGHAI A 2 eat es
an ent r \eoidpufeR tRh&hod fllere: Saves state information, and attenpts to correct
the error within the processor hardware; if the PAL error handler fails to
correct the drpresessar detestsamentiost raction | ayer (SAL) error handl er accesses

the error | g oELEG IRR AnSRNEAY) Urof sl Bhates W ertly ST drdrlog, " T €1

the error wt
saves state information, and attempts to correct the error within the processor hardware;

if the PAL error handler fails to correct the error, a system abstraction layer (SAL)
error handler accesses the error log, determines a severity of the error, and attempts to
correct the error within the system hardware;

if the SAL error handler fails to correct the error, an operating system (OS) error
handler accesses the error log, and in response to the severity either attempts to correct the

error within the system software or terminates a software process.

41. A data processing system, comprising:

a processor to execute software processes and to detect an error in the system, and
including a processor abstraction layer (PAL) to present a consistent interface from any of
a number of different processor models;

an error log having at least one entry to record the error;

a PAL error handler to save state information, to create the error-log entry, and to
diagnose and/or correct errors within the PAL, the PAL error handler including a set of
PAL error-handling routines responsive to the state information and to the error-log entry;

system hardware including a system abstraction layer (SAL) to present a consistent

interface from any of a number of different system hardware models;
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if the SAL error handler fails to correct the error, an operating sgsﬂtéﬂﬂfﬂm.
(0Cs) error handler accesses the error log, and in response to the severity
either attenpts to correct the error within the system software or

term nates a software process. 41. A data processing system conprising: a
processor to execute software processes and to detect an error in the
system and i 9161 WP BaRdIEY, R5poRdNe RPRIILRCST MO PAAY 6ol Rfldler! © HREGRRA! 2
consistent interface fromany of a nunber of different processor nodels;
an er r orstdte ipforanation, and feetheteromdog mutry ta diagneserandidieopeetosrrors within eher or

handl er save state information, to create the error-log entry, and to
di agno_seé“g[h?ﬁdotig pé%cfvrcgétse‘ém%ﬁ%g?ﬂj n the PAL, the PAL error handl er
including a s@toperating/tysRid QOS)Hanel hillér) wspofsive &S PARS Ve the ShlCesérat €
information and to the error-log entry; system hardware including a system
abst r acthapdler, 49 diagnesg andfey qertesiegrrors Withins pag ehthe sofiwarer proeessescaxeatingof a

nunber j r . | s: .. AL error
handl er ?;nrtgésg Osﬁéé'rl?,\'%ﬂgd %@%ﬂéﬁeﬂ%@@ ﬂgqgﬁf&eornrz@ rtéﬁg?%%g rS (,]ﬁ\?‘getpﬁ%eggved
stat e i nf or maini eror lagdatviag tab deast 610 edtoginea tayddrd fomay A0SBsaintsy the RAL ect

errors wthin the SAL and to produce a severjty indication; an operating
system ( a@ﬂﬁ%‘%ﬁ@&?@éﬁﬁiﬂs‘ﬁﬂ@@@‘?&@ PICOBecENETOr r or  handl er,
to di agnose and/or correct errors within one of the software processes
executing on the system and responsive to the severity indication to

t er mi nat42. a sSkifetsystem qfradaimssl; fusthereonaprisingy hensvolgtiletmdénearytto stoee oththe i n a

st andar r ccessed, by the PAL, SAL, and OS error handlers to enpl oy
in di ag%déﬁﬁ%ﬁg/e&mgﬁq]?\éf’f Hﬂn‘fvﬁ@ error. 42. The systemof claim 41
further conprising a non-volatile nmenory to store both the PAL and SAL
error handlers as firmvare. 43. The system of claim 42 where the

non- vol #3-1 e Thendstent of chim 42 wrhere thgenamayolatile mesmory furthergsterss tthen RBAL 44,
The syst { h%glml further including a volatile nmenory to store the OS
error h%@é%‘r@ . S system of claim41l where the error |og contains
entries for nultiple errors. 46. The system of claim45 where at | east one
of the eryor handlers s adapted tq _.di.agnos nd/ or correct multiple
concurr eft er %}(SteEVP%ngsfP%PﬁTdee 192 & VRRALE glemnarp o glppepthe (B} exrer an
expandabhfdier nked [ist. 48. The system of claim4l where the OS responds to
the error log to report the error

45.  The system of claim 41 where the error log contains entries for multiple errors.

46.  The system of claim 45 where at least one of the error handlers is adapted to

diagnose and/or correct multiple concurrent errors.
47.  The system of claim 45 where the error log is an expandable linked list.

48.  The system of claim 41 where the OS responds to the error log to report the error

to 4 system user.

49.  The system of claim 41 where both the PAL and the SAL error handlers execute at
least some of the PAL error-handling routines.

50.  The system of claim 41 where the SAL error handler determines a severity level of

the error.
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to a systemuser. 49. The system of claim4l where both the PAL and§gth$ﬁu,
error handl ers execute at |east sone of the PAL error-handling routines. .
50. The system of claim4l where the SAL error handl er deternmi nes a
severity level of the error. 25 3 0 JUN 2004 51. The system of claim50
where the OS error handler responds to the severity level either to

di agnose and/or correct the error, or to termnate a software process
executing on the system 52. The system of claimb51l where termnating a
sof t war é1pr odbe systemlafdésmhdl wherg thé©S ey thamilet Sspdrids te st seventy leveli m 51
where terjnmnating a sqftware pyocess includes rebqotin the system 54.
The sysEuRtrde dietlph andar SPRR AR SRR P - RIS W PBESS E5TUUPE OBy oc it e
the soffergsRmpPr ocesses and to detect the error. 55. -The systemof claim
41 further conprising systemlogic coupled at |least to the processor. 56.
The system of claimb55 further conprising a non-volatile nmenory coupled to
the system Lagi c .and arisng t he PAL and SAl. error handlers., 57. The
system ot o A TBRH R SOnbie indlG SRRt Biof IR ERE hetlne BEC e
processeggsteth8. The system of claim 57 where the system nenory further
stores the OS error handler. 59. The systemof claim41l further conprising
at | east one peripheral device. 60. The system of claim59 where the at

| east o pert L err P d,
whor e: a0y onde 37 HEE of SARIE EriRuRE aorArpHERk indldes deffi0s,
PAL err dhe fyatedi.er executes within the one processor that detected the error
to create an entry in an error |l og, save state information,

- 54.  The system of claim 41 further comprising additional processors to execute the

software processes and to detect the error.

55. - The system of claim 41 further comprising system logic coupled at least to the

Processor.

56.  The system of claim 55 further comprising a non-volatile memory coupled to the
- system logic and storing the PAL and SAL error handlers.

57.  The system of claim 41 further comprising a system memory to store the software

Processes.

58.  The system of claim 57 where the system memory further stores the OS error
handler.

59.  The system of claim 41 further comprising at least one peripheral device.

60.  The system of claim 59 where the at least one peripheral device reports the error to

a uscr.

64. A method, where:

any one of multiple processors detects an error;
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attenpt to diagnose and/or correct the error; if the one PAL error hanBilJbN 2004
fails to correct the error, a systemabstraction |layer (SAL) error handler’
attenpts to correct the error in response to the error log entry and the
saved state information; if the SAL error handler fails to correct the
error, an operating system (0OS) error handler attenpts to correct the

error in resppRseric? hhfiflelxetiited RthiAthé ¥nPPdedshér tha\dRitctell berrortbor mat i on;
the OS error handler termnates a software process if the error is severe.

74. A method, conpeatsiangntrgimeanerrardosr ror handl ers in various ones of-tile
mul tiple processors to.detect .errors; detecting an error in the system by
one of the error fH] &ra(ﬁ %’?(téélu |ng I n one of the processors; determ ning

in the one error méiﬁkbtemdmgﬁbgmdﬁoheoﬁéamedmﬁ a certain characteristic;
if the error has the character] StIC pl aci ng?t he systemin a rendezvous

state; aft er iftthe ong Sdnraer bangdlerails tonerisesh %"f‘ﬁtésyii%mf"’@m“rﬂ’ﬁn AY<S

handl i n t he
processgsr‘ééllj)%50q’%ﬁmgpgt{t‘ﬁ%&?‘?a a%e&% %@%ﬁ%@ﬁ%ﬁﬁ%&@% hgﬁid |Eng in

t he onespicdcassimformatony i ses executing one of the error handl ers in the one
processor. 76, The nmetho m 75 where the error. handl er I ntain an
error | og. 7‘ifth?%é\1n€"{"%gm@§eréj?‘%mefﬁr% (f”foﬁem’d%%ef gy e @%ﬁ%?éssor
accunul ﬁﬁ.ﬁ‘ﬁeﬁcqe}xgﬁ %re corret Otherlok i‘érééfmﬁs@% %é"'ﬁfor%%ﬁﬁ?ﬁ%&ﬂlﬂs%vedﬂi&e met hod

of claim /4 W or handl ers conpri se: AL ‘error handler; a SAL
error hénfdimation27 3 0 JUN 2004 79. The net hod of claim 78 where perfornng

handi er it AE OReBr RS RER Y s AT s SCUF b 39, ot e AL
error handl er includes nultiple routi nes. 81. The nethod of claim80 where

both the PAL and the SAL_error handlers access the nultiple routines. 82.
The net Hd ofA meliofh GRS the error handl ers further conprise an

SAL orror hanapngehgEhiert il ofi o WimRpliloctiodts B U OS] © (N°

detecting an error in the system by one of the error handlers executing in one of the

Processors;
determining in the one error handler whether the error has a certain characteristic;

if the error has the characteristic, placing the system in a rendezvous state;
after the system enters the rendezvous state, performing error handling in a

designated one of the processors and idling others of the processors.

75.  The method of claim 74 where performing error handling in the one processor

comprises executing one of the error handlers in the one processor.

76.  The method of claim 75 where the error handlers maintain an error log.

77. The methed of claim 76 where the designated one processor accumulates the error

log entries of the other processors.
78.  The method of claim 74 where the error handlers comprise:

a PAL error handler;
a SAL error handler.
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error-handler if the SAL error handler fails to correct the error. 8/{5.0 IWZ[]HL
nmet hod of claim 74 further conprising determ ning whether the error i :
gl obal. 85. The nethod of claim84 further conprising determ ning whet her
the error is severe, and where the certain characteristic is that the

error is global and severe. 86. The nethod of claim 74 further conprising

det ecti ng, multhé Rh&th&d 08 ctaimANs WHARS BerféiBng @HbAMAdIME MCHhErdrat ]!)I‘E)cés§01I hat a
certain nunber of errors occur within a fixed anmount "of tine.

comprises executing the SAL error handler in the one processor.

80.  The method of claim 78 where the PAL error handler includes multiple routines.

81. The method of claim 80 where both the PAL and the SAL error handlers access the
multiple routines.

82. The method of claim 80 where the error handlers further comprise an
operating-system (OS) error handler,

83. The method of claim 82 where the SAL error handler hands off to the OS

error-handler if the SAL error handler fails to correct the error.

84. The method of claim 74 further comprising determining whether the error is
global.

. 85. The method of claim 84 further comprising determining whether the error is
severe, and where the certain characteristic is that the error is global and severe.

86. - The method of claim 74 further comprising detecting multiple errors, and where
the certain characteristic is that a certain number of errors occur within a fixed amount of

time.
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