2 8 MAR 2005 1 DI SABLEMENT OF A WRI TE FILTER STORED ON A mRITEEE§CEEﬁTE%r
PARTI TION Field of the Invention The invention generally pertai t J
conput er systens, and nore 5 specifically, to the disablenent of a wite
filter that is stored on a wite- protected partition of a conputer system
Background of the Invention Conputer systens generally store data in nenory
and/ or mass storage. Menory may conprise, for exanple, main nmenory and
cache 10 nmenory. ©Mass storage may conprise, for exanple, a nunber of
storage drives such as hard drives and/or renovable nmedia drives. Menory

and mess st QSABIEMENT OF Je WRITE FILTERST OREE-ONgei t her

persistent or non-persistent. A persistent conponent stores data between

boots of a conputer s@m%gpw%@mgep‘&ﬂw'ﬂ onponent does not
-per te S u

(i.e., data stored in component i shed bétween
boots). In today's conputer systens, nmenory is largely conprised of
non- per si stent conponents, and mass storage is largely conprised of
persi stent conmponents. Regardl ess of whether a conponent is persistent or

non- persistent, 20 the data sl_frlad 1=t!tls]erlei n '!.% subj ect to corruption due to
power surges, hard power down 1elg; nv on. Al though corrupted
data may be cleared from non-persistent conponents by rebooting, it is
much nmore difficult to renove corrupted data from persistent conponents -

especi al |y whenridanvéeid alBORAnReNS thS compultar dyetarus, anidcimsteor es a
conputer systenlis 20 MAR 200" -2 operatin_? %:{stem Corruptjon of operating
syst ém f i Ispecifienlly.etal the disablemantieing W dHes that & @6%%5{ en @y‘é’f‘g?ﬂ or
even wor se; I ove Bk oS BBbElerSYBlgH 1 om boot i ng.

Background of the Invention

Computer systems generally store data in memory and/or mass

storage. Memory may comprise, for example, main memory and cache
10 memory. Mass storage may comprise, for example, a number of storage
drives such as hard drives and/or removable media drives. -

Memory and mass storage components may be classified, in one
respect, as either persistent or non-persistent. A‘persistent component
stores data between boots of a computer system, whereas a non-persistent

15 component does not (i.e., data stored in a non-persistent component is
flushed between boots). In today’s computer systems, memory is largely
comprised of non-persistent components, and mass storage is largely
comprised of persistent components.

Regardiess of whether a component is persistent or non-persistent,

20 the data stored therein is subject to corruption due to power surges, hard
power downs, viruses, and so on. Although corrupted data may be cleared
from non-persistent components by rebooting, it is much more difficult to
remove corrupted data from persistent components — especially when the

persistent component is the hard drive which stores a computer system’s



To prevent the corruption of data stored in a persistent corrponez], iM R 300°
Is sonetines desirable to wite-protect the conponent. If data c r@ot ﬁbe
witten to the conponent, it is less likely that the data already stored
thereon wll becone corrupted. For exanple, Mcrosoft(r) Wndows(r) NT
Enbedded provides a wite filter which, en enabl ed, intercepts all

wites to designated partitions of nass™Storage and caches themto nain
menory. The 10 conponents that control the NT Enbedded wite fi{eéer are
stored as bpbeatingn systgmedeCarndnion difr epe@RinGIsstedmilRer cay stead stasyst em

tition, and . bl ed  vij Lte fil t
Cai stry SIUPERRERt (AlIGe" S, Pk oveb ah Pt iTRY aeudaf oL

Thus, whengghy Q@S\Al Rhefomsddting. ons are nerely data partitions, the wite
filter rraycé)e%gnab S%d or 15 disabled at will. However, when the designated

partitions incl TdepreNentiis: earruptioniofidata staredsinn Pesvigtent sesgasIent: &

di sable the wite filter, since doing.s I ;1 e rsi ng,.wite
to the sys'bge%‘?rﬁﬁsmetsi drsirablg ng%-p?%teghéﬁ\@;&ygqé%ﬁ”!ffq éb)[% gé}@ﬁcﬁobﬁonger
possi bl e. | ,AHERTRYAHE CoMSErRaTR, Whe Iigikdly trfat iHeHate direadwsivrediihereoh data
nost of the tine, but wherein periodic u%g}es 0,20 the systempartition
are occasiwillabégomeqeomeptedt hFer exanpde pMignoseftt | Windgws uhbhEnbeddad

it b ired, f l f th
Sher ot o BpYIcER & Bte SRt BTG What PRb EanTampes Bl Pries S0 RBSRAga°! "¢
(I nternet p%{rﬂ{éc?ﬁé"%f afdLESstRa§OChAL CHakhdéd thafy CRMMARY mebpigm TFhe. 25

Summary of I'nvention In one preferred enbodi nent of the invention, a

conpil er syshpomerntsrthat sestrak thecd3tEmbedded vaite Hier e styregaas filasopsa a

rimary wiit ilter, for wite-protecti Prd dol L a
gt ate )r/racrﬁrﬁa‘?Iefﬂ'@”%q &ﬁ'éeetﬂ%’cﬂfﬁgcﬂ%ui?#ﬁgélt%&ghérbg‘gé ﬁsl't‘g e'tgbh; (r%rﬁidhgpgi r st
state, 1) J@i6PVREhSfriteymic?BtaQishanhsof @ syeteraregitry glerdd dhdhe samé he
primary wite filter 1s enabled, and 3) the 2 8_MAR 2005 tate hi ne

-3
advances taysters euastition @tk ekecutespingsien Bopked s, %thep§?§'9§? dat a
to the Pr TR o bt hdtey) Ut SR60RY #&tEritel KilttP&mag "he/t Ehabled or

15 disabled at will. However, when the designated partitions include the system
pértition, it is no longer possible to disable the write filter, since doing so
would require a persistent write to the system partition, and writes to the
system partition are no longer possibie. In computer systems wherein it is
desired to write-protect data most of the time, but wherein periodic updates to

20 the system partition are occasionally required, this can be problematic. An-
update to the system partition may be required, for example, to update
components of the operating system, to update application components, to

change an IP (internet protocol) address associated with the computer

system, etc.

25 : Summary of the Invention

In one preferred embodiment of the invention, a computer system
comprises at least primary and secondary partitions, a primary write filter for
write-protecting the primary partition, and a state machine. The state
machine has at least three states. .In the first state, 1) the computer system

30 boots to the primary partition, 2) the primary write filter is enabled, and 3} the



system boots to the secondary partition, and 2) during the secong &tAR, 2005
the primary wite filter is disabled before the state machi ne advances to
athird 5 state. In the third state, 1) the conputer system boots to the
primary partition, 2) the primary wite filter is-initially disabled while
persistent data is witten to the primary partition, and 3) after
persistent data is witten to the prinmafy partition, the primary wite
filter is re-enabled and the state nmachine advances to the first state. 10

I n anot her s@tgfﬁéﬁﬁﬁeeﬁ@%d&”fo af sédemd Bieeatih aBspans P epedyst amite
conprises at least primary and secondary partitions, a prinary wite filter
for witeppraistent datp tchtheppiimary ppeition: i lorthe fegoadsyalte ThdRRICREIPHIRE state

machi ne, in response to.,a need to wite i A [ y
partition, Sﬁwgg%tst Weth?e%%q?d‘éf@ry B&thquﬁ?gﬁ?’ %)lt @%‘?gy%ﬁée%‘ﬁ@%éﬁ% ’ \j\!ﬁ |ét e
filter, 15 [‘]H‘fﬂf@ WiRtet iR rRE IdBEbleddcble PR stité hescHies sidvaaoes data thiodt he
primary paP It1on, re-enables the primary wite filter, and then reboots

to the prisesty. pintthei third istateet?)athst Kemppiter Systedn HfBa; ieedhe RrimgEY

wr' e p of BERRNNPY et iy Mg e el HPePiel R BERTEN: geta io
installi N9y RifteARB | Bmanp bartien, Hhe B kier peRisteat titd tnwoittenhto thhaput er

system and installing an ‘operating nystem on a secondary gartiti’lon of the
conput er spsmeny pArtition; éhé iprimary svidediltesis rerenablethary thestels BIRChie hen

enabl ed for  the r RES f Ite-protecting the primary partition. Upon a
need to w@@@’ffégpgﬁﬁﬁ'f&ﬁ%'to the primary partition, the conputer

systeg i s boot efh sQ0thBe prefearRdcsbbainét efithetineeforprd cempuler systemter is
di sabl ed, the conputer systemis booted to the prinmar partiti

> Y, I n
per si st entcatapases atviaast dimarytansd peoRdafy Partino R p%‘%@%?"frﬁﬁr@eﬁf?f e
filter is re-enabl ed : u InSadHiReot
pri mary p%?ﬁ?ﬁog%&'q%qcpﬁgebﬁrﬁ]%@g wae@gérnr?’eﬁnb%g |§nt§ntn§%f t he ?ﬂ‘véegsft?ﬁ, a
conputer Rachnet am hssem al needsto prriteapgrsistant elabda dar jhefrimanons, a

Gl et racrmatition, bAgiato thaseconianepattben. dikadcs At frfted Wiy, °
oS €f HeHE R gﬂemﬁgsf briBh] Witkes pardiétehedatPlo tee -pﬁma@rpér.‘ﬁmh;e
re-enables the primary write filter, and then reboots to the primary partition.

In yet another preferred embodiment of the invention, a method for

writing persistent data to a normally write-protected primary partition of a

computer system comprises installing an operating system on the primary

20 partition of the computer system, and installing an operating system on a

secondary partition of the computer system. A write filter stored on the

primary partition is then enabled for the purpose of write-protecting the

primary partition. Upon a need to write persistent data to the primary

partition, the computer system is booted to the secondary partition, the

25 primary write filter is disabled, the computer system is booted to the primary

partition, persistent data is written to the primary partition, the primary write

filter is re-enabled, and then the computer system is rebooted to the primary

partition.

In one more preferred embodiment of the invention, a computer

30 system comprises at least primary and secondary partitions, a primary write

filter for write-protecting the primary partition, and a state machine having at

least two states. In the first state, 1) the computer system boots to the

primary partition, 2) the primary write filter is enabled, and 3) the state



2 8 MAR 2005 -4 nmachine advances to a second state in response @o&dﬁﬁ&dﬂﬁﬁo
wite persistent data to the primary partition. In the second state, 1)

t he conputer system boots to the secondary partition, and 2) during the
second state, persistent data is witten to the primary partition before
the state machine advances to 5 the first state. The advantages of these
and ot her enbodi nents of the invention wfd be further explained in, or

wi || beconme apparent from the acconpanying description, draw ngs and
claims. Br 'rﬁ%c@ﬁécédv@hbga tcﬁé ddtenBr Mg Tedfonsé Us hrridavie e pereitahty
preferred enbodi nents of the invention are illustrated in the drawngs, in

whi ch: Fl Gdataitblthstprimesy pagitieher irethe spodndesiatent)aheospupdierssisiem FI G
2 illustrat f d enbodinent of, th

component o boDln e e ReRONRENEPeItToN, gag 2 bud th, SHEr Rite, HHEREERL o
various st ga?% is.?pulr@teﬁttatmenmhbaﬁpaﬁit% SBFaIHRS stite rhAghilkGdviareeapty er

system FlI ustrates a préeferred nethod of operation of the FIG 3
states maclha@irstiBtaie. 5 il lustrates a preferred enbodi nent of state-specific

code which 20 i,s executed dur.i t he RUNBOOT st at e of e : e
machi ne; FIG 6 N8 quﬁ?ggsé’fﬁgg?ee?moo B‘%S&?Wéﬁ 98?3 gf ﬂ'leeﬁé’gé' 'lgpis\&ﬁt:ode
which is gxegufifd hingdt ine JTRRATB bppaferithBofn, Ghe 3asdarhganyeiy ne;
FIG 7 il Igét rates %‘%‘J‘r‘@ (ejrirhgd enboéﬁgﬁ{eaoPpstat e-specific codg nmlﬁ?h S
execut ed ddesecriptidme deMPIETEBDCRIREate of the FIG 3 state nmachine; 25
FIG 8 illustrates the FIG 1 conputer systemas it mght exist at the
begi nning of the afore-nentioned RUNBOOT state; FIG 9 illustrates the FIG
1 conputer systemas it mght exist at the close of the afore-nentioned

RUNBOOT state; FIG 10 i1l uibf petrififok bftnd DraWiHGg™ Systemas it m ght

exi st at the

10 llustrative and presently preferred embodiments of the invention are
illustrated in the drawings, in which:
FIG. 1 illustrates a preferred embodiment of a computer system;
FIG. 2 illustrates a preferred embodiment of the memory and mass
storage components found within the FIG. 1 computer system;
15 FIG. 3 illustrates various states of a state machine which executes on
the FIG. 1 computer system;
FIG. 4 illustrates a preferred method of operation of the FIG. 3 state
machine;
| FIG. 5 illustrates a preferred embodiment of state-specific code which
20 is executed during the RUNBOOT state of the FIG. 3 state machine; -
FIG. 6 illustrates a preferred embodiment of state-speciiic code which
is executed during the PREPBOOT state of the FIG. 3 state machine;
FIG. 7 illustrates a preferred embodiment of state-specific code which
is executed during the COMPLETEBOOT state of the FIG. 3 state machine;
25 FIG. 8 illustrates the FIG. 1 computer system as it might exist at the
beginning of the afore-mentioned RUNBOOT state;
FIG. 9 illustrates the FIG. 1 computer system as it might exist at the
close of the afore-mentioned RUNBOOT state;
FIG. 10 illustrates the FIG. 1 computer system as it might exist at the

30 beginning of the afore-mentioned PREPBOOT state;



30 begi nning of the afore-nentioned PREPBOOT state; 2 8 MAR 200 [fi‘ﬂ&@?
illustrates the FIG 1 conputer systemas it mght exist at the ose o

t he afore-nenti oned PREPBOOT state; FIG 12 illustrates the FIG | conputer
systemas it mght exist at the beginning of the afore-nentioned
COVMPLETEBQOOT state; and 5 FIG 13 illustrates the FIG 1 conputer system as
It mght exist at the close of the af or &2nent i oned COMPLETEBOOT st at e.
Description of the Preferred Enbodinent FIG 1 illustrates a preferred
enbodi ment of a MEMYt BusEyRsaie G, 1Ebmputﬁrp3},tséemsaysitenigm axisiraicthed to
power and data sources by neans of a 10 Iurallty of cables 102. The

plural ity eloseatoe afare-owmsiense, PREP mstae. power cables, serial
i nterface cabl eilﬁpqﬁggﬁﬁt%tb%ﬁ%fﬁ@e 1C?$’ﬁ1§8terl€§§térﬂt t%@ht %%@tea?t th@‘] 45

cabl es, and/or h ‘'m gh necessary for “powering and

comuni cat paginMitdof i sfm@uEiticneat EOMPIE TRBOOTgatehendonput er system
100 may conprise ports for connecti n% 15 a nonitor, gybo%rd and use
thereo, the compat 48 iHesttatasthe &iG: ilseomputar Systers asm éﬁfﬂsé atithe

conputer s oice quality tester)
with no di EFIW%Q%%%%ggﬁ%ﬁlé LE’l;li)ar \g)ig—a(trr%use FIG 2 illustrates
a preferred enbodi nent of the rrem)ry 200 and 20 nass storage 202-208
components found within the FIG | conmputer system 100. Although the
menory conponent 200 is shown as a single block of RAM (random access
mermory), the nenory comeswniptiondfthePreferred Embedimenty, cache nenory,
menory hierarchies, and/or other nmenories. The mass storage 202- 208 of the
FIG 1 conputer system 100 is 25 shown in FIG 2 to conprise various

partitions. The partitiqQns _cQ f or age
conponent (e.g. EF% 2 %“@?ﬁﬁﬁdp%fgvgﬁ erﬂgé&hiérﬁ.'}fﬁ%ﬁg ﬁjt&gﬁﬂ%%%s
stor age COPIP@BSHTp%té@S%temt %o%heﬁtﬁcﬁt&pcﬁ\der dnd data sonrcmsdw%emm ®fing of
hard drives and renovabl e nedi a S).
10 plurality of cables 102. The plurallty of cables may comprise, for example,
power cables, serial interface cables, parallel interface cables, USB interface

cables, RJ-45 cables, andfor other cables which might be necessary for

powering and communicating with the computer system 100.
Although the computer system 100 may comprise ports for connecting
15 a monitor, keyboard and mouse thereto, the computer need not comprise
such ports. For example, the computer systern 100 might be a rack-mounted
VQT (voice quality tester) with no directly connected monitor, keyboard or
mouse. '
FIG. 2 illustrates a preferred embodiment of the memory 200 and
20 mass storage 202-208 components found within the FIG. 1 computer systern
100. Although the memory component 200 is shown as a single block of
RAM (random access memory), the memory component could comprise
main memory, cache memory, memory hierarchies, and/or other memories.
The mass storage 202-208 of the FIG. 1 computer system 100 is
25 shown in -FIG. 2 to comprise various pariitions. These partitions could be
partitions of a single mass storage component (e.g., a single hard drive) or
partitions of multiple mass storage components (e.g., two or more hard
drives, or a combination of hard drives and removable media drives).
The partitions shown in FIG. 2 comprise a boot partition 202, a primary
30 partition 204, a secondary partition 206, and a data partition 208. A plurality



The partitions shown in FIG 2 conprise a boot partition 202, aqpii ﬁ%rﬁyzg[ﬁo
partition 204, a secondary partition 206, and a data partition 2?o§
plurality 2 8 MAR 2005 -6 of files for performng the initial boot tasks of
a conputer system 100 may be stored on the boot partition 202. By way of
exanple, these files are shown in FIG 2 to include the files AUTORUN. EXE,
AUTORUN. INI, and BOOT.INI. The file AUTGRUN. EXE i s an executable file
conprising programcode for 5 inplenenting a state machine. The file

AUTCRUN. | NI %ﬁ fled fbe¥dridinhifg tRETRthShAE 1BBKE BF BYcoMbaidr sYsfdrnd 0BoRky be
specifies the state (current state) which the state machine is to assune.

The f } | e BQEBrdd\bn itise hovtpartitione20% obipay abexample thesmiiles argutiong H)rlogt ,
boot . 101 a1 ¢a ‘orCd b e UGN HE AP TURIN MG BTN e

conputer shist g ALPRSREN.BEXES ¥ hrexctifabel ilrsorRghsihg i Mogrdh dsddgerabl e

so that the conputer systemcan boot to the prinmary partition 204 and run
a nuntfer ofimpégpénting | @anstate omaghireer edine [file aAPFTEPBEMNINIe i oRli taxdt file he
operating systemstored,on the primar rtition 204 | sof t.(r

W ndows(r) W@'%&QH}’ ‘Vh@?‘cdﬂﬁmeﬁ?g ’o“fp%fﬁeéﬁr‘i%%lﬁ%e%ﬁ@ﬁe r%t_‘gt%)
instal l ed %i?tﬁ‘%e%i’af@%a@lﬁhb' fsi @ dsBGhiide Phé Yié SBOCRRIINE Iy o @egi Apat ed
as "registry files"), and a wite filter (WRFILTER SYS). A wite filter

st at us ent cpmiprisingas yesttanwhichgidsting bosdcspewiesha aelive partiiontte whiarer i s
enabl ed (i ,e. or_disah L .6 OFF). In Mcrosoft(r) Wndows(r) NT
Enbedded, i%%’%&%%ﬁ%’?’ a?llgj%mgﬁq;&;' Is 20 found in: HKL

M Sygpem Cur r enyi@afis®bRaht PRinvAgesariidn L04aris bneimbhecomnot the ceapatsT y

partition 206 is a secondary cop)f/ of the 25 conputer systenls operating
system Theysteovseaeiating systeah 206 prsnanysearbtien 204eis haatablegie Higditheat i ons

could al so_be._r t : ere Lt f | & t hat
Chey ol v BTPUIE Pt &, BEGERE M priffiry petifiore 0 2d Fon B BLGERFIG
t he oper at pglicitivhensiired ethevsohhe 18 eaoprefesred pentbddiment 0the sopratiny™
Enbedded, and many or all of the NT Enbedde% ) . ® nr ®
system stored on the primary partition 204 is Microsoft™ Windows™ NT
16 Embedded. The components of NT Embedded which are installed on the
primary partition include a system registry (designated as “registry files”), and
a write filter (WRFILTER.SYS). A write filter status entry in the system
registry specifies whether the write filter is enabled (i.e., ON) or disabled (i.e.,

OFF). In Microsoft® Windows® NT Embedded, the write filter status entry is

20 found in:

HKLM\System\CurrentControlSet\Services\wrfilter

Installed on the secondary partition 206 is a secondary copy of the

25 computer system'’s operating system. The secondary partition 206 is also
bootable. Although appiications could also be run from the secondary
partition 2086, it is preferable that they only be run from the primary partition.

In a preferred embodiment, the operating system stored on the secondary
partition 206 is also NT Embedded, and many or all of the NT Embedded

30 components installed on the primary partition 204 are duplicated on the
secondary partition 206. In this manner, the secondary partition stores a
backup to the operating system installed on the primary partition. Note,

however, that the operating system installed on the secondary partition 206



30 conponents installed on the primary partition 204 are dupli ca?ef{j PAR tZQﬁ
secondary partition 206. In this manner, the secondary partition stores
backup to the operating systeminstalled on the prinmary partition. Note,
however, that the operating systeminstalled on the secondary partition 206
2 8 MAR 200 -7 could, in fact, differ fromthe operating systemwhich is
installed on the primary partition 204.-/As shown in FIG 2, the conponents
of NT Enbedded which are installed on the secondary partition include a

system r egigﬁgd', i fagi gadreflons thd ePierbling fsyisesrh) whind isa instatied fon tiére
(WRFILTER SYS). Awite 5 filter status entry in the s Stfelg]ﬂ'rlﬁ%bsu)é@
speci fi es winiendmyrpartitomDée A9 shewniig Flfénabtf@jcqmpen?né\ﬁ ogHr
i.e., OFF). Note th |t h t ' b
Stored on WHeh eyt 00 Hin g YRR, PR 4i¢y6s 0 UtenE peoitey
nanmes, theyy i@naﬂé%faéh%g%ﬁ shesand aavriteafitBrsWREILTORYS ¥6).e a hvriite

fifed
stored on each™partition 202’.1('{3 10 206). The data partitic‘??ZOS :}ﬂ{ sjore
any n@nber fiier Stdtas erdonin the systest regisinyrshagias whehaer the wille JLisy I1s

partition 208 so, that e | at.er persisted to the primary and
secondary ﬁgﬁpqu s ggipygg%?élelcﬂé'%ﬂéfg)'mchi ne coded i n AUTORUN. EXE
alternately di sapitgshihaithokiyhitie Systemt eigistabs emdhwife filterspatorest gndhe
secondary partitions 204, 206 so that persistent data can be \ﬁ;‘itten to

each of thesmargrandl sgcandang-parttiens 284, gRbtbegiohe same BaEIes, QY J'&f erred

nmbodi nent , t at hi | iti 02,
300, Theseel SRR dIeR fidky oIl HORr el S4on S bR RRP TP RIEII0% S0,
and LE§§§§DT 304. Additional 20 states may be inserted between the

RUNB 300, PREPBOOT 302, and COVPLETEBOOT 304 statfgi but thers% stfat es
are not shown i fihel dataspartifigni20&MAY Siose &Ynhigmbes of files. SyNg o gl ©

exanpl e, fogﬁg%&gﬂeﬂgaﬁﬁa R a?tr? ?Egmre ahgdsd ahandhey riaptiaeat ber om

t hose whic oSé erern. odi nent di scl osed herein, the
st at e machpagsigsdaytties pfinmny a?d sevendaoy ppditionsiiH, 208.and is entirely

coded within the fl e aorme Soded in AUTORUN.EXE altemately disables the

16 write filters of each of the primary and secondary partitions 204, 206 so that
persistent data can be written to each of these normally write-protected
partitions 204, 206. ina preferred embodiment, the state machine comprises
at least three states 300, 302, 304. These states are illustrated in FIG. 3 as
RUNBOOT 300, PREPBCOOT 302, and COMPLETEBOOT 304. Additional

20 states may be inserted between the RUNBOQOT 300, PREPBOOT 302, and
COMPLETEBOOT 304 states, but these states are not shown in FIG. 3.
Additional states might be desirable, for example, for perfqrming tasks which
are related to and/or distinct from those which are disclosed herein.

In the embodiment disclosed herein, the state machine executes from

25 the boot partition 202 and is entirely coded within the file AUTORUN.EXE.
However, the state machine could alternately be run from any partition or
even multiple partitions. For example, it could be broken into multiple
executables, with each executable containing the code corresponding to the
states which affect its partition. Or, for example, duplicate state machine

30 code could be stored and run from each of the primary and secondary
partitions 204, 206. However, compiling all of the state machine code into a

single executable which executes from a write-enabled boot partition 202



However, the state nmachine could alternately be run from any paytgi Mmzm
even nultiple partitions. For exanple, it could be broken into nmultiple
execut abl es, with each executabl e containing the code corresponding to the
states which affect its partition. O, for exanple, duplicate state machine
30 code could be stored and run fromeach of the primary and secondary
partitions 204, 206. However, conpiling a1 of the state nachine code into
a single executable which executes froma wite-enabl ed boot partition 202
2 8 MAR 200518 21§ (iirage o theperitedeachinisheods, aare awcinisreoropaihilignd

avoi ds conmpatibility “"i1ssues that mght arise if separate, exe S were
upgr aded i neepEnitahtight airkeil SEpATRE %Bé\d@tbi?%?ﬂ”eﬁﬁé'ggfaﬁeéj 'H@é‘ﬁgh@gbﬁar ates

in the RUNBOOT state 300. i g - it NP
Gyt em 100 boot Inderasital paralish HE sEEIEREoR Hiferdiéd injthe RONBOET
partition %%ei@d he R the RENBQOTRtagNB00y fhisecdmpuier systern didl baets

primary and secondary partitions 204, 206 are enabl.ed. wwev r H%e wite
filters st otedtomprirarypipantition 28 ikg.orthgorrimary ePartifind A4 gy ﬁ’%vrafct b€
filter) is active, i WLt [ . 5Y20 4
partition P@Gt't(qnsén\,lg]mﬁe g@%@nﬁér@mﬁ th}re ﬁ:ﬁrgﬁ%ﬁ{ tgﬂg %Cts)hieﬁg? iﬁeg@The 10
secondary WhistSeldridisied] Howassr ihe wateafiltersstbtecbon tthe psisvyd@mitign 04 i on
206 not being the partition to which the cqgg& er s Sf'lfm 1&)0 ao&i Duri ng
the RUNBO@I.stthe eprdery wiecidigihtieradiyer dYRIFOIG VIHEn[Hr B 3 ed to
wite persistent data to t prima R ) rigsipanieet oTHiech a
need, the §Fﬁ?%é?ﬂcﬂ?ﬁt'o& 2§gl b ?1%8 é%%hggﬁc v{er'ﬁiétgﬁél—l)lltgel?@_and advances to
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15 - the PREPBOOT state 302. The secondary write filter may be disabled, for

example, by renaming it so that it cannot be found by the secondary

operating system. |
During the PREPBOOT state 302, the computer system 100 boots to

its secondary partition 206 (i.e., the secondary partition 206 is the active
20, partition). Since the secondary write filter is disabled during the RUNBOOT
state 300, the secondary partition 206 is not write-protected during the
PREPBOOT state 302 (i.e., the secondary partition is write-enabled).
Furthermore, although the primary write filter is enabled, it is inactive as a
result of the primary partition 204 not being the partition tp which the
25 computer system 100 boots. During the PREPBOOT state 302, the
persistent data which needs to be written to the primary partition 204 may be
written to the secondary partition 206. At some point during the PREPBOOT
state 302, the state machine disables the primary write filter, and re-enables
the secondary write filter. The primary write filter may be disabled, for
30 example, by renaming it so that it cannot be found by the primary operating
system. The secondary write filter may be re-enabled, for example, by
renaming it so that it can be found by the secondary operating system. Note

that although the secondary write filter is re-enabled, it is not active, and will



Furthernore, although the primary wite filter is enabled, it i ingﬁ%%:@ﬁ
as a result of the primary partition 204 not being the partiti

the 25 conputer system 100 boots. During the PREPBOOT state 302, the

persi stent data which needs to be witten to the primary partition 204 may
be witten to the secondary partition 206. At some point during the
PREPBOOT state 302, the state machine di-8ables the primary wite filter,
and re-enables the secondary wite filter. The primary wite filter nay be
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15 primary write filter. The primary write filter may be re-enabled, for example,
by renaming it so that it can be found by the primary operating system.
,However, even though the primary write fiiter is re-enabled, it is not active,
and will not be active, until the computer system 100 boots o the primary
partition 204 while the primary write filter is enabled. After writes of
20 persistent data to the primary partition 204 are completed, the state machine
advances to the RUNBOOQOT state 3‘00, and the state machine recycles
through its states.
FIG. 4 illustrates a preferred method 400 of operation of the state
machine coded in AUTORUN.EXE. If NT Embedded is the operating system
25 stored on each of the primary and secondary partitions 204, 206 illustrated in
FIG. 2, then it is preferable that AUTORUN.EXE be coded as a case
statement that runs as an NT Embedded service. That is, it is preferable that
AUTORUN.EXE be ftriggered during boot, without any requirement that a
user first log in. However, AUTORUN.EXE could alternately be coded as a
30 plurality of objects, as one or more standalone applicat‘ions, etfc.
Execution of the state machine code begins at block 402. At block
404, the state machine determines whjch state it is to assume by retrieving a

current state. In a preferred embodiment, the current state is stored in the



partition 204 while the primary wite filter is enabled. After w3 8§eMAR 2049
persistent data to the primary partition 204 are conpleted, the state

machi ne advances to the RUNBOOT state 300, and the state machi ne recycles

through its states. FIG 4 illustrates a preferred nmethod 400 of operation

of the state machine coded in AUTORUN. EXE. If NT Enbedded is the operating
system 25 stored on each of the primary-Hhd secondary partitions 204, 206

illustrated in FIG 2, then it is preferable that AUTORUN EXE be coded as a
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requi r enent pattilionds taderthie active partitign (Fﬁwébﬁrgammlwn@@ e Gegputer
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assune by retrieving a current state. In a preferred enbodi nent,
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boot). In f ?ﬁo%%fi%r p& Lfipathleenith rdaeirasidnts ofahei NToEmiseddadopérating he
ile

BOOT. | NI Note that the current state and active partition 5 could be
retrieved faystemarious files, and could be stored in the sane file.

However, the cur t e, [: W4 | 1] : bl d
herein so as td& oﬁlghggt 1tﬁ§e®e?hhﬁ§%%e&@érfetﬁg Sé’(%?/et %{lﬁgn ?n%%@gggaéa
oper afg N9 \iUPtRE cuiitert! edte408f the activéepertitionedindheurent tstateactre veot

partition is conpatible 10 with the current state. If.the active partition
and cur r encospatler themithec gigig: macing naes dhet %C%rﬁq{gﬁ%atﬁg t he

active par E;iphi;%i'{bi%v@g&h‘ém%@tﬁté"éf Ho%?@,m%h%'}he%cﬂﬁsu@r SHbrek 160, and

t he conput IS rebooted at ock 412. The active partition and
current st ad eehmoted it Beck dd@paThbl astiveqartiamsing, cinfrenhstade avay mat liiene

writes | tsc@%&atﬁ)ﬁét%rtgxérpagle, if the state machine writes its next state to the
15 AUTORUN.IN! file, but then fails to write the next active partition to the
BOOT.INI file due io a power surge or some other event. If the active
partition and current state are compatible, then the state machine determines
at block 414 whether the write filter status entry stored in the system registry
of the active partition is enabled (i.e., filter status = ON). If the write filter is
20 not enabled in the active partition’s system registry, then the state machine
enables it (i.e., it sets filter status to ON 416) and reboots 412. On the other
hand, if the write filter is enabled in the active partition’s system registry, then
~ the state machine proceeds to execute state-specific code at block 418.

State-specific code for the state machine’s RUNBOOT 300,
25 PREPBOOT 302, and COMPLETEBOOT 304 states is respectively
illustrated in FIGS. 5-7 and will be discussed shortly. After state-specific
code has executed at block 418, the state machine’s next state is set at block
420, and the computer system’s next active partition is set at block 422. The
computer system 100 is then rebooted at block 412, and the state machine

30 cycles through its next state.
Operation of the FIG. 4 method 400 is best understood by referring to
the hardware diagrams of FIGS. 8-13. FIG!. 8 illustrates the computer system

100 as it might exist in its initial state. Copies of an operating system are



15 AUTORUN. INI file, but then fails to wite the next active pal;zt'ﬂtMgg é@
the BOOT.IN file due to a power surge or sone other event. If ¢ He t é
partition and current state are conpatible, then the state machine
determnes at block 414 whether the wite filter status entry stored in
the systemregistry of the active partition is enabled (i.e., filter
status = ON). If the wite filter is 20 1idt enabled in the active
partition's systemregistry, then the state nachine enables it (i.e., it

sets filterst-abHSod héRohbtePegster® primat dndBeddial phftitionshaddl, 208, t he

wite filter I's enabled in'the active partition's system_regi stry, then
the state nmwhithe writsc fitels of caskeopermtgasystepeis enablashén dhepppeiating.

State-specific code for the state chine' s | 0] 302,
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installed on the computer systenis boot partition 202 with 5 the ;'lrrent
state of themgpadible mitbhiheeaBiengadision; hrersiaterachingben R’PﬂSNﬁ flile,
and the acy,i art.ati " | t i MARY
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stat e machiystent ebgistryeditdp4tatd6= i ON).cuThest thet atate (aehineRCABSEST thand t he

active part l eer sstom 100 t& bott 1o s primaty partition 24, 50Nt bBGeddIhsMat
156 computer system 100 is free to execute the applications stored on the
system'’s primary partition 204. Execution of some or all of these applications
may be triggered by the state-specific code of the state machine. Due to the
enabled write filter stored on the prirhary partition 204, all writes to the
primary partition 204 are cached in RAM 200. However, the computer
20 system 100 eventually receives a request to write persistent data to the
primary partition 204, which request must be executed. Examples of
requests which must be executed might include requests to update the
computer system’s IP (internet protocol) address, requests to upgrade the
computer system’s operating system or application components, etc. Write
25 requests which must be executed may be identified as such by some form of
tagging, or by application or state machine code which is able tc identify
certain pre-determined types of write requests. When such a request is
received, either application or state machine code may cause the data
associated with the write request to be written to persistent, write-enabled
30 memory and/or mass storage. in FIG. 9, the data is written to a data partition
208 of the computer system 100 as persistent data. At some point, the state
machine becomes aware of the need 500 to write persisient data to the

primary partition 204, and the state-specific code 418’ illustrated in FIG. 5 is



conpatible with the active partition, the state nmachine then determ nes 414
that the wite filter of the prinmary partition 204 is enabled i@ 8§ HéAR 2005
partition's systemregistry (filter status = ON). Thus, the state nachine
causes the conputer system 100 to boot to its primary partition 204. Once
booted, the 15 conputer system 100 is frﬁg to execute the applications
stored on the systems primary partition<204. Execution of sonme or all of
these applications nmay be triggered by the state-specific code of the
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15 PREPBOOT state 302. A preferred embodiment of this code is iflustrated in
FIG. 6. Preferably, the code writes 800 the persistent data stored on the data
partition 208 to the secondary partition 206 (see the arrow 1000 in FIG. 10).
In this manner, the operating system stored on the secondary partition 206
may serve as a backup to the ‘'operating system stored on the primary
20 partition. The write of persistent data to the secondary partition 206 might
require, for example, the setting of an IP address in the system registry of the
secondary partition 206, or the launch of Microsoft's InstallShield to update
operating system components stored on the secondary partition 206.
Next, the secondary write filter is re-enabled 602. The secondary
25 write filter may be re-enabléd, for exampie, by giving it its original name
(WRFILTER.SYS). See FIG. 11. The primary write filter is then disabled
604. The primary write filter may be disabled, for example, by renaming it to
WRFILTER.BAK. The next state (COMPLETEBOOT) and next active
partition (PRIMARY) are then set 420, 422 and the computer system 100 is
30 once again rebooted 412.
When the computer system is next rebooted 412, the state machine
retrieves 404, 406 its current state (i.e., COMPLETEBOOT) and the active

partition (i.e., PRIMARY). Noting 408 that the current state is compatible with



Wien the conputer systemis rebooted 412, the state machine retri BvEARAING
406 its current state (i.e., PREPBOOT) and the active partition (i.e.,
SECONDARY) . Noting 408 that the current state is conpatible with the 10
active partition, the state machine then determnes 414 that the wite
filter of the secondary partition 206 is enabled in the partition's system
registry (i.e., filter status = QON). Thus$:- the state nachine causes the
conmput er system 100 to boot to its secondary partition 206. Once boot ed,

the conput 6o AYRLYBHURS UhEStdteenatiahe thee determinesid14 18t therweitsphbitell ng t o
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t he acti vepfatdrytpastitiort B@4.st at e machi ne then determines 414 that the wite
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15 may be re-enabled, for example, by giving it its original name
(WRFILTER.SYS). See FIG. 13. The next state (RUNBOQT) and next
‘active partition (PRIMARY) are then set 420, 422 and the computer system

100 is rebooted 412 to its normal operating state (i.e., RUNBOOT).
In the preferred embodiment described above, write filters are
20 disabled by renaming them. Although a write filter may be renamed by
changing its filename and/or extension, a write filtter may also be renamed via
a change In its directory path, and/or by any combination of these or other
methods. For example, Microsoft® Windows® NT Embedded expects its
write filter to be in the “winnt\system32\drivers” directory of the system
25 partition. Thus, if it is not found in this directory, it will not be invoked, even
though a write filter status entry in a system registry may indicate that the
write filter should be invoked.
One may note that even though the secondary write filter is enabled
during normal operation of the computer system 100, the write filter is never
30 active during normal operation of the computer system 100. Furthermore,
the write filter is never active when the computer system 100 boots to the
secondary partition 206 because the write filter is always disabled prior to

booting to the secondary partition 208. It is therefore unnecessary that the



filter status = ON). Thus, the state nmachi ne causes the conpute
100 to boot to its primary partition 204. Once booted, the corrpilt@?ﬁé[g?h@n

5 executes the state-specific code 418... corresponding to the

COVPLETEBOOT state 304. A preferred enbodinent of this code is illustrated
in FIG 7. Preferably, the code wites 700 the persistent data stored on
the data partition 208 to the primary partd-ti on 204 (see the arrow 1200 in
FIG 12). The wite of persistent data to the primary partition 204 10
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registry y indicate that the wite tilter should be invoked. One may .
note that pvigaryipadiftort he secondary wite filter is enabled during nornal

operation of the conputer,. s em. 100,. i | Lo St e ctive
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15 embodiment, the write filter which is stored on the secondary partition 206
may be, for example, 1) always enabled, 2) always disabled, or 3) enabied
and disabled as described in the preferred embodiment, supra.

in yet another altemate embodiment, the state machine is manually
stepped through its states. This can be done, for example, by'opening the -

20 AUTORUN.INI and BOOT.INI files in a text editor and manually changing the
current state and active partition which - are respectively stored therein.
However, if a computer system 100 on which the state machine runs is a
rack-mounted system or other system which lacks direct access to its user
interface via a monitor, keyboard and mouse, a manually stepped state

25 machiné can become cumbersome. A manually stepped state machine is
also cumbersome if a computer system 100 is always on, and the need to
write persistent data to the system’s primary partition 204 can arise at any
time.

It should be noted that one of ordinary skill in the art will readily

30 comprehend that many of the action and decision blocks 402-422, 500, 502,
600-604, 700, 702 set forth in FIGS. 4-7 may be executed in various orders

while still achieving the same end result.



2 8 MAR 2005 -14 secondary wite filter be enabled at all. The s Cﬁ”ﬂﬁﬁyﬂﬂﬁ
wite filter is only enabled herein so as to prevent an inadverteht c%
and wite to the secondary partition 206. Various alternatives to the
above-descri bed state machi ne have been 5 contenplated. In one alternate
enbodi nent, persistent data is witten to the primary partition 204 during
t he PREPBOOT state 302; the primary wit@&3filter is not disabled during

t he PREPBOOT state 302; and the COVMPLETEBOOT state 304 is skipped. In this
embodi ment, per gjifbeRt HiRRIBMRBEH! ftthdd® ahbeapparals, oae tort inereon! y
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a neans f ofim@ é@élthﬁd""lrhggﬁ 04 v %‘iﬂpg?ﬁi ‘%HR?@ tét'br%§6§ﬁ5%§8 'Q?ﬁ%‘%@
partition idten$ dWfd 1S 81t parthibass 9f emdansnmey, thé bossidifty | n
this 15 enﬁ%%?%gagvﬁ€ﬁ%ﬁ%?¥#% ?qlter ich is stored on the secondarg
partigi on g0@atameyrrbptiori cduecoappier stjges, kayd POl dawWn) vVigisRgy 8ndi sabl ed,
or 3) enabl ed and,djsa?le a%aggscrig d in the preferred enbodi nent,

supra. In 9eeramyniazed IPetnehYBRBSd % nt, the state machine is manually
stepped t hroughyps i i Brésehtiyeoréfsifed btbarimentsof thy: inpenticg t he
20 AUTORUN. | NI gﬂﬁgﬁﬁﬁﬁﬁéﬁmefil gs in_?ﬁ%ext edi tor and manual | y changi ng

t he curr enttaved beenalescabed e detait hetedm, iivd hbe andersiepe dhaltbeyinveaiiveg

therein. However, if a uter system 100 on 1iC t I he runs
is a racke %H’%&Q?e‘ﬁ'ﬁg&'ﬁ?ﬁl Péé’ﬂ? gm%\%?%%%gc%g&gs?ét?hgéﬁgggﬁ oits
userqq i Nt e4facmal lAmB0Ad Mitend€y s condiriedsie. inelutensath wesiatippey st at e
25 machi ne 'can becone cunbersone. A nmanually stepped state machine is also
cunber someedeph asdimpitaceby $ye pdar ado i s always on, and the need to wite
persistent data to the systemis primary partition 204 can arise at any
time. It should be noted that one of ordinary skill in the art will readily



30 conprehend that many of the action and deci sion bl ocks 402-422, 5&?
502, ' 600-604, 700, 702 set forth in FIGS. 4-7 may be executed if SabigZ008
orders while still achieving the sane end result. 2 8 MAR 2005 -15
Utilizing the above-described nethods and apparatus, one or nore
partitions 204 of a conputer system 100 may be write-protected nost of the
tine, yet the partitions 204 may still_f4e witten to in response to
identified needs to wite persistent data to the partitions. tn this
manner, the possibility 5 of data corruption due to power surges, hard

power downs JWHATUSCLAWED B2 on arée mininized for the partitions 204.
Wil e illustrative and presently preferred enmbodi nents of the i nvention

have been degscri: ed in detail herein, it is to be understood that the
i nventive. conceft@MRYETSYS i8{'h@?WPE\"émeari ously enbodi ed and enpl oyed, -and

that the 10. appendgd al;gasﬁpnmgﬁyana@agﬁ@g,ggaﬁmoﬁgnstrued to include such
variations, except .as limted by the prior art. 2 8 MAR 2005 -16 VWHAT IS

CLAIMED 1S 1. A cOnpuPEmagy 'teéd‘ﬁfm"&q pgteciing dpe IPSEarY partitiony and
secondary partitions;gnd. a prl mary wite filter for wite-protecting the
primary_ partition; and 5 c. a state machine having at |east three states,
the states 10 15 26 gS&Sﬂpff\agh"ﬂa haying #ttlepst tyeat sﬁat%ethel gtatas t he

corrputer syst em boot %oﬁ@ng,hg primary
' i. a first state, wherein:
1. the computer system' boots to the pi‘imary
partition; - s |
10 . 2. the primary write filter is enabled; and
- . 3. the state. inachine advances to a second state in
response to a need to write persistent data to the
primary partition; ‘
ii. the second state, wherein:
15 1. the computer system boots to the secondary
' _ partition; and - . _
2. during the second state, fhe primafy write fiiter is
disabled before the state machine advances to a
third state; and
20 . §ii. the third state, wherein:
' 1. the computer- system boots to the pnmary-
partition;
2. the primary write fiter is Inftially disabled- while
 persistent data is written to the primary partition;
25 | and . o |
' 3. after persistent data .is written to the primary
partition, the primary wiite filter is re-enabled )
before the state machine advances to the first
state. ' ' -



partition; 2. the primary wite filter is enabled; and 3. the stafef ndaRilg
‘advances to a second state in response to a need to wite persistent data
to the primary partition; ii. the second state,

system boots to the secondary partition; and 2. during the second state,
the primary wite filter is disabled before the state machi ne advances to
a third state; and iii. the thirdi7state, wherein: 1. the conputer system
boots to the primary partition; . 2. the primary wi idter is-initially
di sabl ed Whié% mg%ﬁ%ﬁ@ﬁhsﬁiaﬁaim $, furthertcomprgng ﬁe‘seﬁ?ﬁ?&yyntﬁ%rt ition; and
3. after per PeTERt dat '

nt a .iswit k6n Ritich@hy partition, the primry
wite fil terﬂiiesfar‘mﬁ@f‘%@“%g?eﬁeéﬁﬁ%e&g? g‘? §|.1 machi ne a

¢ (ﬁl%/{?%ﬁ_ﬁétothefirst
state. 2 0 MAR Z%Hﬁgzhgﬁnsﬁs@wmmers’taiqmaé?hin&s herseePY , turther

conprising a s8condary write

_ € ‘{ilter for wite-protecting the secondary
partition, wher eiﬁlteria.dlﬂﬁppn@" he first state of the state nmachine, the

secondary wri t%\' c{t.l'nl’\é e dcvofi 8@id.ed; and 5 b. during the second state, i.
theSsecondary write Tilter is initial L‘-‘gerdi@qpihg@ whgdbted pdrilei stent data is
witten to the secomd#rey s§aPEI&Y ofit cand i1. after pehsh-Siant data is
witten to the secondapisdartidatd iemritten to the secondary partitiolh

wherein: 1. the conputer

ii. after persistent data is written to the secondary pattition,

the secondary write filtter is re-enabled.

. - _ " -te
3 A computer system as in claim 1, further comprising a secondary w;l
. . [IL] - e
fitter for write-protecting the secondary partition, wherein

secondary wﬁte filter is always enabled.

4 ‘A computer éystem as in claim 1, wherein the same persistent data is
‘ written to each of the primary and secondary partitions during

operation of the state machine.

5 A computer system as in claim 1, where"in the state machine disabl;:as
- and re-enables the primary write filter by renaming the pnimary write

fitter.

6 A -computer systemras in claim 1, wherein the need to write persistent
. data 1o the primary partition is a need to write an 1P address to the

primary partition.

7 A computer system as in claim 1, wherein the need to m!ﬁte persistent
o data to the primary partition is a need to update operating system_

components stored on the primary partition.

8 A computer system as in claim 1, wherein the need to write persistent
. data to the primary partition is @ need to update ‘application

components stored on the primary partition.



the secondary wite fitter is re-enabled 3. A conputer system as 2n8 cMAR ndl0
1, further conprising a secondary wite filter for wite-protecting the
secondary partition, wherein the secondary wite filter is always enabl ed.
4. A conputer systemas in claim1l, wherein the sane persistent data is
witten to each of the prinary and sggondary partitions during operation
of the state machine 5. A conputer é@gtem as in claiml1, wherein the state
machi ne di sables and re-enables the primary wite filter by renam ng the
primary wite filter. 6. A conputer systemas in claim1l, wherein the need
to wite persistemputeraysdemaas ineclgim teiusthgracumprising & date pationo wite an | P

address to the primry rtition. . 7. A conputer. i.n,claiml,
wherein the né@ﬂsi‘f’ﬂnﬁwpief%&%r‘iqtét“gmh n%faacfsatgP%e Mﬂgé%?éﬁmﬁgr?ﬁggr itionis a

need to updat g pRi@hati ng system conponents stored on the primary
partition. 8. A conputer systemas in claiml, wherein the need to wite
persistent data to the primary partition is a need to update application

conponent §y St  e@nltdr Sysdérn MBS Yinpalain t1,0furth2r &olbiRsgs Migres®it A conput er
systemas in claim1l further conprisin t t 1A . far storing

per si st ent datVH'nﬁh‘i"%h”n%’@B%‘fqeg %rﬁef‘ttsgﬂsa}?'ge%t%eg%% J’nf;*b%rb“b';é‘r ition. 10. A
conput er syst eyasechiddi pafitidns,f widrbiarthe @niprans iwige fiterrivsopart oW ndows NT
Enbedded conponents installed ach of the prinar d ndary

parti tions,  whes Sfisopeib indews N, Embedded pamepiertS atmitdio JEn 7 T o of

W ndgws NT Enbgddedpseigionents installed on the primary partition. 11. A
conputer systemas In claiml, further conprising a boot partition,

wherein the state machine is enbodied in programcode stored on the
11. A computer system as in claim 1, further comprising a boot partition,

wherein the state machine is embodied in program code stored on the

boot partition.

1v2. A computer system as in claim 1, wherein the state machine is a
Microsoft Windows NT Embedded service. '

13. A computef system as in claim 1, further comprising an operating
system stored on the primary partition, wherein the operating system
comprises a system registry, wherein the system registry comprises a
write filter status entry, and wherein the primary write filter is stored

5 separately from the system registry.

-14. A computer system, comprising:
a. at least primary and secondary partitions;
b. a primary write filter for write-protecting the primary pattition;
and | )

5 c. a state machine, wherein the state machine, in response o a
need to write persistent data to the primary partition, boots to
the secondary partition, disables the primary write filter, boots
to the primary partition, writes persistent data to the primary



boot partition. 12. A conputer systemas in claim1, wherein theZsdaMdR 2003
machine is a Mcrosoft Wndows NT Enbedded service. 13. A conputer system
as in claiml, further conprising an operating systemstored on the
primary partition, wherein the operating system conprises a system
registry, wherein the systemregi strg conprises a wite filter status
entry, and wherein the prinmary witd®filter is stored 5 separately from

the systemregistry. 14. A conputer system conprising. | east primary
and secondary par tpdrtitioms re- -enabdesptherpaanawiedilier. and %hefrg[;ebwﬁsaté_ pr ot ecti ng

the primary partit n a state machi ne, wherein the state
macHPne, in respon EPPBE@ anrgt(lao “to wite persistent data to the prinmary
partition, boots to the secondary partition, disables the primary wite

filter, boots to the %t'em:%%m% i4t41 @Herewmb%gt@ma&hmbeiwabtwa to the
primry 2 B"a iI'tion, fe-enab estheéxrlmar ite filter,

and t hen rebogh& r@.@naﬂlestﬁuapqnnammyteﬁéiﬂf by irenaming; th system as in
claim 14, wherein the state machi ne di sables and re-enables the primary
wite filter ﬁy-“"renamngthe primary wite filter . 16. A nethod for
witing persistent data to a normally wite-protected primary partition of

a conputer syst e coppri sing I nefnal Afe-protestest em on t he
primry p&rti & B '?ﬂd ﬁe tE'@nBﬁ'%ESté sys&{féer%J r}gnd | ngtegl ling an operating

systemon a Brifm@ qnqiar@arﬂpuberso'stenh@ﬂméﬁﬁmﬂ er system b. enabling a
wite filter store I & te pAmé n of tHee- protect the
g anug%é{gﬁﬁ% g%éx‘h bmbiyeparine

primary partltlé‘n' to wite perS|sts$nt datatothe
primary partition,computer system, and installing an operating sy

5 secondary partition of the computer system; :
b. enabling a write filter stored on the primary partition to thereby

write-protect the primary partition; and
¢. upon a need to write persistent data to the primary partition,

booting to the secondary partition, disabling the primary write

10 filter, booting to the primary partition, writing persnstent data to
the primary partition, re-enabling the primary write filter, and -
then rebooting to the primary partﬂion.

47. A method as in claim 16, wherein disabling and re-enabling the
primary write filter comprise renaming the primary write filter.

18. A method as in claim 16, further comprising, when booted to the
' - secondary partition, writing persistent data to the secondary partition.

19. A method as in claim 18, further comprising:
a. prior to booting fo the secondary partition, disabling a
secondary write filter stored on the secondary partition; and
b. aﬁer writing persistent data to the secondary partition, re-

5 enabling the secondary write filter.

20. A computer system, comprising:



booting to the secondary partition, disabling the primary wite 218 ARt 2005
booting to the primary partition, witing persistent data to the primry
partition, re-enabling the primary wite filter, and then rebooting to the
primary partition. 17. A nethod as in claim 16, wherein disabling and
re-enabling the primary wite fitter conprise renanming -the primary wite
filter. 18. A nethod as in clai'm 16204 urther conprising, when booted to the
. secondary partition, witing persistent data to the secondary partition.
19. A nethod asai it @lagt pildy ahdsebedagop@tiidiishg: a. prior to booting to the
secondary partition, .disablin 1 W bdoen fd -ed on the
secondary parti i GhPPERY 'ﬂﬂteaﬁﬁegrfor\iﬁﬁ%rkﬂg{%téﬁimset%é\?érggfaﬁdg{the secondary
partition, re- 5 gmabling the secondary wite filter. 20. A conputer
system conprising: 2.8 MAR 2005 -.20 a, I i dfssecondary
partbtions; b. & ﬁriﬁﬁﬂ?ymﬁ"{'g E?Y'F%rgﬁ‘é?és\}w?%:%éﬁ%%’gg{éi/ng the primary
partition; and 5dmpasgate nachine having at least two states, the states
conprising: i. a first state, .. herein: 1. the conputer system boots to the
primary. partition; Loadirsts °’prq“mry wite filter is enabled; and 15 3.
the state machine advances the @cmpoiendsgdteine bopts tesiensuindYa need to

wite persistent data to the _primary partition; ii. the second state,
wherein: 1. the conputer s Mhoots to the secondary '
10 2. the primary write filter is enabled; and

3. the state machine advances to a second state in
response to a need to write persistent data to the
primary partition; '

ii. the second state, wherein: . | _
15 : 1. the computer system boots to the secondary
partition; and ‘

2. during the second state, persistent data _is written
to the primary partition before the state machine
advances to the first state.




partition; and 2. during the second state, persistent data is wj tﬁ‘ﬁ' 8
the primary partition before the state machine advances to the AR 2005
state. 2 8 MAR 2005 -21 ABSTRACT OF THE DI SCLOSURE DI SABLEMENT OF A WRI TE
FI LTER STORED ON A WRI TE- PROTECTED PARTITION | A conputer system having at
| east primary and secondary partitions, a primary wite filter for
write-protecting the primary partit‘??)'n, and a state nachine. The state
machi ne, AB@ sert 1L Nfe to wite persistent data to the primary
partiti on—g%w;e—i—he—semda

Pl ter | Bsta BT primvaeys part b il i ARbRR e A AR 1t

primary partition, re-enables the primary wite filter, and then reboot s;
to the primary ..naldeh kid6m Halidg af least primary and secondary partitions, a

primary write filter for wnte-pmtecting ‘the primary partition, and 2 state

machine. The state machine, in response to a need to write pers:stent data

< o ; partition r«l-eahles the nnmar\r
5 to the primary partition, boots to the secondary partition, disad

write filter, boots to the primary partition, writes persistent data to the primary
partition, re-enables the primary write filter, and then reboots to the primary

. partition.

FIG. 2



