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(57) Abstract: A method of key amplification by a first system and a second system of a network having a key to be amplified, a shared
secret, a shared first system identity, a shared second system identity, a shared first key and a shared second key, comprising: (i) each
system generating a new random number and creating a combination of the new random number and the shared first key; (ii) each
system using a shared predetermined process to generate a shared nonce derived from at least each system identity; (iii) each system
using a shared predetermined process to generate a shared key and using the shared key to encrypt the combination with the shared
nonce; (iv) each system receiving the encrypted combination from the other system; (v) each system using the shared key to decrypt
the encrypted combination with the shared nonce to obtain the combination; (vi) each system generating a key of a set of keys which
is a function of the combination of the first system, the combination of the second system, the shared second key and the shared secret,
and (vii) each system repeating steps (i) to (vi) a predetermined number of times to generate further keys of the set of keys which set
of keys comprise an amplification of the key to be amplified. A system for key amplification is further provided.
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