; YZe3e4L4l <(d(6"T17 -1- METHOD FOR MANAG NG THE RI GATS OF AN ENCRYP
" CONTENT STORED ON A PERSONAL DI Gl TAL RECORDER Fi el d of theJ|wm|wm wmmnm
present application concerns the fiel d-df receivers/decode onal
5 access services, particularly of receivers that have a storagedosmit such

-as hard di sks. { ' VAl ukl ' i

storage capaci M%ﬁ%ﬂﬁ%ﬂ#qjﬂmm ﬁk éh@gbméﬁg}%ﬁg
made it possible to st ogtORED ONEPERSORAL BIGITAL RECORBER 0 Make it
accessible off-line to a user. 10 Such recorders are known by the brand
nanes ReplayTV or Tivo and offer storages of several tens of hours of

‘di gi tal Fieldofitheilomentftbse recorders, however, not directly integrated in
t he receivers/decoders of conditional access services; particularly, the

content Lg . bp s%ﬁt"‘%éﬂ]%hoﬁp | ddrfis ptﬁ@;ﬁglh' gp r%efvggst/&%éd&er%fc%oﬂal%ﬁal' t

| npossi bl e au ors I'es assocl he content in
the cgse abEewgémdelsepdﬂ@&la@tdfdecéieershhaﬂh@&e aaterdgeiunit stehras lvardl disks.
redistribution ends. Conversely, in a digital pay television system the
digital streamtransmtted to these receivers is encrypted in order to be
abl e to B8ARKEEPUPHe use and to define the conditions for such a use. This
encryption is carried out with control words that are changed at a regul ar

interval W@cﬁﬁb'oé{f%%ﬁﬂloﬁ lﬁnﬁe:g'ﬁ)ela%?oétgfdc?eg@aﬁéclﬁ@s dhaHadgedd ot thrcks

trying to recover a control word. Acco to a particul ar

enbodi nemagnétie disks (halrd Wisks$ has enadeii possisle tm%tnre mﬁg@antem efra trrpsmitiad:h
means that, fo L ven eve. n pted by one single control word.
For the réq,e@@e’ﬁagﬁ'tbaeccgﬁﬁ'g%3*3@8??/§t§st%e stream encrypted by these
control words, 25 the latter are sent to it independently of the streamin

cont 4ol W%r&&%r@kﬁéwmwmﬂ baark@mames: ReptayTo/ t®1©rtTlmz®nami offer
system bet ween the operating system

E)andthes uri of the
user uni tstorages Qftseveral tees of |h9§"909§¢@!t? HangrnissioLy. ﬁﬁ\%@d%f:ﬂr SEQW‘?Y%F
uni t (Sc)notth@hedtﬁl ﬂﬁg&ra%& Ynl ﬁ rF%c rE)dcoBers of%&iﬂ?tfdnﬁaé&es?saé&vtc@sbe
I nvi ol abl'e uni t her

can el a removabl e type or may be directly
i nt egr at gghriiculaihg the ceontant is Ewremgllmbat sipexifippradecton on thendisk] whishgngkes

E h f th h d
Ve e ! iRoR e dardol %cﬁwfret%e%s" rS¥aites ppreiaan Wit B gL icase
aut hqei ZaLh 4 B suldiiih de@i IféngdWIth SBRTMércldl 96disirbutibe ep@guri ty unit

(SC). O her possi Ities are equally possible, such as the sendi ng of
decryption keys. | n th| s description, we will use the nane "event" for a
content dfometsely, mudidigital paydetevision systpmy theidigital strgametranssgittesh todhese

exanpl ) Lhghohe iEHSTHPhEd, 8°50e 000k ol 6 BB R WOt oSS e

y one or several

wor ds, eagdhdifdHsor audht2usENTHisderayptioh & carsibd dutywittTsentrolcwaontds thgt afe use
of such events is based today on the principle of aubscrl tion
changed at a regular interval (typically between 5 and 30 seconds) so aé to dissuade

20  attacks trying to recover such a control word.

According to a particular embodiment, the control words are changed at much longer
intervals, which means that for a given event, it is encrypted by one single control

word.

For the receiver to be able to decrypt the stream encrypted by these control words,
25 the latter are sent to it independently of the stream in control messages (ECM)
encrypted by a key specific to the transmission system between the operating
system (CAS) and the security module of the user unit. In fact, the security
operations are performed in a security unit (SC) that is generally in the form of a
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of the purchase of events, or of the paynent per tinme unit. The .
subscription allows defining a right associated to one or several

transm ssion 15 channels of these eventf-and allows the user to obtain
these events in decrypted formif the right is present in its security

unit. At the sane tipe, it is ssible to define rights that are specific
to an evéfart &g %&ATEJ P?l"?ﬁ'%'?gé-ﬁé‘dﬁ Halt can&ibgr b?rf% q EIPoYahie AYRRIPF 813 s
ri ght (b)beoéifédil?ﬁﬁte%;%teéﬁm& Rcefieq this event will be specifically

adm nistered wth tAirs right. This method is known 20 as pay-per-vi ew

(PPV). As for theﬁ‘payrre_nt per time unit, the _security unit conprises a
credit tHMring thiesiecawtioapehai eenteol meesagen ((ECHHs dhgtpreasence whidhastght ton

hi v i 1. edj L.l " ,
basi s of a°kaes 6 KBSt rgafif eringlh i 1NF sSEORATHENSEY STis HgFi B0 2°
t echnbcaladniipisteredt by i autkortizatiodr ingssages qQEMM) thatigohtroR suéh taraight nint the
duration or in the value of the assigned tine, even conbining these two
par amet erS§cHtyanib {SEheOthrropessijlities are eayally apswbbmswcht%%%&/@ﬁndlng of

control NRIAP ('égm contains not only the control word, but also the
condi tions f@g Phl control word to be present in the receiver/decoder.

During the decryption of the control words, the presence in the security
unit of dnrthighdesoriptionj Weewilintise ti3® nasee (é\wnd'ti fon a4 rcontentaofrddea,edudio (for

diti f in t ill b i fied. -3 Th trol d
o et ur mIaTRS MESLR et S PrapEm (orxalinal ebie pecRBl PR ©
contAgl  WRE KnbwnGRSMBUTTEonfroPwBRIY, 'edkh @%ﬁﬂs@inngé bitbe lehchipted BYhedr @
transm ssion key TK. For the right to be present in the security anit, it

i s gener &evgral santjelwerdst pach havinga detegninegduration géwaliditymessage (EMV) ,
which for security reasons is generally encrypted by a different key

et erred 11 Asuohnfing'd S8 ST ovBhR5 HaBq 1608, BANE L AEMEs elscriioy.

tel evision transm s eIovvl n ele arenecessary

decrypt i g tkeperchate af eaentsy ononhegydymenttpee tieneeonit.encrypt ed by one or
several control words (CW, 10 - the control nessage or nessages ECM

cont ai ni the control word and the agcess, conditions (AC), -, the

cor r espordiengu 08 2i0uts ARG & 800} AESOUARE 19 PBAI G IerPIgNisson
accegs CRRAdhhbIRNSH these BvEntd ahd aldwsonﬁ tES! fobldi® tRESE ¥RERE ﬁV&&frggféﬂt s
stored in a storage unit 15 such as a hard disk 1's acconpani ed at st by

one or sdomm ithe sight isI presenrtdydis secwityDinit.t o the fact that the decryption a
posteriori of the ECM nessages can be a problem particularly because of

Hocuroat At Sl nb! R ASTRsERIE Ro K8line fights (bt A BddH: 1A PEIR Sllod Bs &
o P T Loy s Mttt A P
| SK.

transm sﬁ”@ﬁ%I&9YerBMiﬁrhea%E%°ifgcqﬁ)|¥ ig]rses%régswiﬂg tfﬂamgh s iaethed ds kneynuni t

at thg myxEsy-pir-Jib& (PRRAI di ng,

As for the payment per time unit, the security unit comprises a credit that is debited
depending on the real consumption of the user. In this way, for example, unit's credit
will be debited every minute on the basis of the channel or event selected. It is
possible according to the technical implementations to vary the accounting unit,

25 either in the duration or in the value of the assigned time, even combining these two
parameters to adapt the invoicing to the type of transmitted event.

A control message (ECM) contains not only the control word, but also the conditions

for this control word to be present in the receiver/decoder. During the decryption of

the control words, the presence in the security unit of a right or entitiement,
30  associated with the announced conditions of access in the message will be verified.



wi t.hout knowing if the recorded content will one day be used. Furthernore,
one of the fundanental rules of the security systemis to return the
control words to the user 25 unit only-8f- the rights exist. In this case,
it is very probable that these rights do not exist if we consider a

pay- per - A i Ll be acquired duri t he purchase that can
be done I\h‘g#(ﬁg@gﬁor%gr{é{ﬁﬁé%&rth?iéjéfeﬁé'gﬂtqymi“&ﬁntﬁ\%sc%meg‘f'?’o" IS ROSiHye,
‘docurent TRR Ooftt@ WoR1 (oedntiiied i e coffolPielks C t i as
at the nmpment  of the Rurchase, t he rnght rressaggéclzgl\/cl\/lmhﬂa?tqsé @gygﬁagy@h%
transni t frapsRssiemkey fKis charged in the security unit. In this way, the
solution described in this docunent is only applicable for transmtted 5

events f e i i . ent_ | ity .unit .in order
o aut hot PLY fight @< pfetent Iy e SEkP LARTEl biherlly BREME tiuimitp 8
aspecﬁi iﬁ/g{;]hhemaoaiggmak i nrr:essége h(EMWhtwhigh &onGﬁel‘ityhh@‘as?ﬁs }Vli@kﬁehgfally
exanpl e when ef. recepti.on rights of the channels , P

He/ she tﬁeﬁryng%‘p'ig}ﬁé ({‘fif%fﬁf‘?f‘%y\rﬁfs&ef’(&%@@ EHIMEYSRKd t hus to record and
view at will the events that are in 10 his/her storage unit. Wth each use

of such ARcENMY .tot BEKSEWHT fdrh ORI payitblevidfor! Qfﬂtﬂslfrggstiﬁﬁ, S "R wfr??;ethree

messages ECM and to return the control words. en 1 nporta that the
ri ghts | Elgitegnts @re nesessasy foradecrppting:an evant ata givearmomentiit. 1 n the case
of an event obtained by a subscription, the identification of this event is

Chat beat 15 HELOYGHATENAERA B S evsrs SonR B el o1 “woras are.

returned to the decoder. These rights are then associated to a particul ar

chant®l defi née lopntrol mbssbgé i@ megshges BEEM Wintainlig e sehirlewofds1¢6
hi s/ her sugicri tion, or.nodjfies it for other channels, it results that

no
the evenfBd e 8EER3P ¢ONAIRNSAfrlage unit will be inaccessibl e because the
security unit will refuse to resend the control words, the correspondi ng 20
ri ght no.longeje kelRepBAGIRE tightT Sicted! ihUfd QB¢ hit %l aG&rify’ sgignew
identifier is attri buPed tg t%e channel M It g@?t ﬁuso%rgg\éﬁ%ﬁg tgﬁ% ?ﬁ'g
r eor gani 2a¢éssncarfditions. channel s attributes to this channel the identifier J4
instead of M Fromthe point of view of the transm ssion rights, the

security gyl i informed, of the change d, t he, user. records no,

di sagr eeﬁ’gﬁﬁd'@ témag%%\ﬁg e‘iﬁ?é‘}rb gg'ef %ﬁcr&pt'egc ‘?‘Hﬁﬂawn?m&? "t gt%(ﬁ?%?ré‘[“i'tc.
Thi s15 e- ggéeh @3B Mardd ik i€ 2dbbdmpaniddeal Rt Bytory Vrtsdverdl dedrift GRESIdYes.
because the corresponding right is no |onger "present in the security unit.

-5 SummaEEMf the Invention The objective of the present inventionis to
propose a storage nethod of an event encrypted by control words (CW that

uar ant e t S i t I \Gar E‘@TN' i ol ven if
gertai n %@ iWéﬁfﬁgﬁstﬁggéhgr%ﬂ@ﬁ&gnp%gﬁgﬁnﬁn@% 0 erp(é)? ai?esaﬁ th%eg
nmonment oprokilemi pgrtictldrly haganseiof édhé changing\of dhé yraasstission keyyea first sofutian
event encrypted . ope qr seve 0 wor ds .in,a reception an
decrypti Bn Fﬂ,ﬁo[se g'.ng{.heaggﬁlt’m?ﬂt)?:ugo@ @55 V&'?Jﬁ'ﬂ( Wien H“aﬁ%SeQEPWPyOGrﬁt
(SO20th I i i i in
Com 2| "ARBABSSAeS TTHE SOyl AP ERATEAGY bEIGIO o SR BATREIRK i 1

steps: -_stori ng the encrypted event and the control nessages (ECM in the
st orage Uhist solutiop sgplygs theproblent ofitthe| warking djtss of Rop)transmissiopekey,i but

unit ( SCE)laces a large processing burden on the security unit at the moment of the recording,
without knowing if the recorded content will one day be used. Furthermore, one of
the fundamental rules of the security system is to return the control words to the user
25 unit only if the rights exist. In this case, it is very probable that these rights do not
exist if we consider a pay-per-view event. The right will be acquired during the

purchase that can be done much later, when the user decides to view this event.



- verifying if the access rights to this event are contained in the

security unit 15 (SC), - determning a receipt (Q of all or part of the
control message (ECM using a secret key+{K) contained in the security unit
(SC) and specific to each security unit, - storing this receipt (Q in the

storage unit. According to a first enbodi nent of the_inventjo S

recei pt iligdasement ER Q)?@@@i%%‘?tes‘ﬂ‘é% preblgm of AchEss {Q)P"et g“Ijﬂr}f[c"‘bsn?tr ol
message ' I thiel | EMMNRIS ® beuwas fahsefternt
use of tﬁfe?gerﬁ/@ﬁ%{ {’g{ﬁ#ﬂﬁﬁgﬁ @H t rti r?‘n)@/é‘%arﬁ’és recei pt befor eé'f/seri fying the
usual ri ggotthat it ig tiearged m the/seairity umiihe presence of this receipt, once
recogni zed by a given control nessage, results in the ususal access

condi tions  being ignored. 2 ' t ' t i
vent i o (g R SR dioa TesCaReah s fRlRf ¥ ol HfoaBR ipb hahtfited
a newspardyeints RitAfsich iaé right B alkesiynpresent iprtheesssurity enit imordsr toesdaerizenhen
it is presented to the security unit. This ﬁondition can be to ignore all

It
t he conditheslesryptionansetheirg-anengptigasefdhe ich takes us back to the -6
previ ous solution) or to announce other conditions such as to dispose of a

riont of ASRh8LHSAAdNs Me bondeatich Bf e AgMts'dt 4 hBRler O atllshikeSar siampte

r epr oduct’i ermne t ||gnature, we will preferably take a part
that is neherchangddr Aciag rezeption mightss ofthe charngals M.t NePniiedshsetieonnas the

i h i cal l ~ 5 a. th | f i
CorPL he® it tanmw ibseeiannel Bad hud BireohS8E ki el M dyehir iR gie M| "
wor d.4gThi rﬁs@wéﬁgio?é%éhhﬁywiﬂw@adwée Hsuth @h evait] tle sessmpanandl bbeequicsd i on

of other informatidn destined to the processing in reproduction node. The

obj ect i vetoi dearyigintheomegeages §CaM @ne: tooretuiss thegeontrol amordsa s ghen dmpaytant n
ti , that, t I . : i ght
Phanges | babteriaaSRbked fo B bré i arafenis e sgdbby URgp Pevesary, ot

preferably choose this part to calculate the signature. Nevertheless, it is

not excl ugderet shsdedfesnrienant bistatregniay ar subseriptien,cthetidentifioatidn of thishavent dsip
of the two parts. For the calculation of this Si@; hure Y‘\E det&r{bi nﬁ a
uni que i nesseciated e thapubsstintien shaenel ferexarpple. 3 He Ate eVeREs et hear
collisdo i Ll ! thar } a

dit b n&h\gglrlta)g%ﬁf[)é? WM 2[&bdihor 'ES{’ Bnaifib chfiftof Wafdsl 18 1BIAEG etlo deedterd |

image His produced by a function of the Hash type. The al gorithmused can
be of theTis4® dghts ave3hery pesociaied: tia parigyler shpheeldafineddyyan ifenifiengueh i n

i . The,_fol | ow. i j i & 00 b t
Ehanke 't Pa Mo flhe g SdpEhRSr BBRCAS' FRED IkSkiotich, CHCTIGHMED it REPGHEE °
Ko it is gesfidd at tesuiddnat g avéntel rdcéidedhiatthdestorageesnit dll bevinaceessible
conditions. The group of these data (H and CD) consti tUtdénthhe rel?R}'éﬁ i

ceipt is
t hen encrbesausevihersaavsity Loibavili refugeio xeseny fhe caatralwen e fages P9 on,

the tgrmrecel . it, is determ ned by a group of data that are
r epr €sent ﬂW%{‘g‘éﬁgg'&&%&é@mdi tions (for exanple in the nost sinple

case) and unique for one security unit concerned due to the encryption key
K. Accor dThig dituation cantalso take place if 8 nessiieplifiett is attribeded jo thee channal . 1t

? ﬁ?gﬁ; hc;) i‘%gtlhhlg?grc]pzéﬁ)iq i[{]qefl dﬁg %&%lamr;%ﬁcs)ﬁ i tﬁgg"\laJXnélglaﬁtn testc' {ﬂ?s%hgr‘ff}?eﬁ 'the
identifier J4 instead of M. From the point of view of the transmission rights, the
security unit is timely informed of the change and the user records no disagreement.

25 The consequences for a recorded event are more dramatic. This re-assignment will
result in the recorded event being inaccessible, because the corresponding right is

no longer present in the security unit.



-7 According to anot her enbodinent, it is possible to determ ne this unique
I mge (Hash function) on the access conditions and then to encrypt this

i mage by a first key K1, to add the newdaccess conditions CD, and to
encrypt it all with the sanme key K1, or with a second key K2. 5 Bri ef

‘Descri pt | f | he invention will be better understood with
t he hel p%ﬁ?ﬁ%glt%m% ail ed description that nmakes reference to the

annexed drawi ngs that are given as a non linmting exanple, nanely: - Figure
1 il ust Takesbjectivieof tid présBEnt Whvdhtidnsittbagiopuse ta sRES§E Phéttoll LI elént
enbodi ment of the invention - Fiqure 2 illustrates a group of stored data

in the s€HFpiedimy contrp| gvords (C\W)gthat guaraniees the Accrss dor this uevendt aty
control (psSaaRr FhdhR ' 0 ; ' ; ; ' [ tall ed
description of trhe I n\i‘g(r?é ?jg%gig' ‘?ggﬁdgggggi’rnn@%Ifﬁalt'éﬂgrdadt&\gﬁ‘g?nB i &?ﬁe

r ecei & es mdmenthgiistodaeaanchthenmoyent of Viewing. These data are stored in the
storage unit HD and conprise notably the considered event EV and the

trol ECM 1In.thi , di to. the i tion, .th t
gr oups of EPAIERES Jt Astisvidely ) StoTags, BeUKe ohat eventiancvelad & Pherdigur o

2 by thesBieek c@ﬁtééﬁﬁéid%t (CW) #Pa F88estickeard de@lp%ﬁfLﬁI'ite(@t.g.@ 86KFop B ¥EN

here as an exanple. \We can nevertheless consid that the event occupi es
t he bi gg&3iB)mannectatktoca secwity mrds(S§8)s thesw condtohMorga (CVWV )andl theoweatisagnyt o

fact, vt eRRbeRfbalaiEed of B8t PlmbSriot Hans i seprent ikina LSRR one
of the 2%hefullowihg sepsage, it will not vary for all of the considered

event. On Figure 3 is illustrated the structure of a control nmessage ECM
Thi s message contains, as described previously, the control word CWand the
access condi t iSH¥g the gneryptach eventiand e captrolimpsgaaes KECM) ipdhesstorae
part spegjhi c to the transm ssion conditions ACB, and a part specific to
t he reproduttion conditions ACR This nessage al so conprises a tine mark
TP. Anpbngst these conditions we can find:

- transmitting the control messages (ECM) to the security unit (SC),

- verifying if the access rights to this event are contained in the security unit
15 (SC),

- determining a receipt (Q) of all or part of the control message (ECM) using a
secret key (K) contained in the security unit (SC) and specific to each security unit,

- storing this receipt (Q) in the storage unit.

According to a first embodiment of the invention, this receipt is constituted by

20 signature based on all or part of the control message and constitutes a super-right
that will then allow the subsequent use of the event, to verify prioritarily this receipt
before verifying the usual rights in the security unit. The presence of this receipt,
once recognized by a given control message, results in the ususal access conditions
being ignored.

25 According to a second embodiment of the invention, during the generation of the
receipt, apart from the signature, a new part is added that describes how to process
this control message when it is presented to the security unit. This condition can be
to ignore all the conditions announced in this message (which takes us back to the



5 - the nunber of the channel (or services), particularly useful for the
subscription, - the thene of the event (for exanple, sports, news, adult),
- the level (prime tine, afternoon, re-®ransm ssion), - a nunber for

i mpul si ve purchase. 10 The duplication of the conditions opens

ossibilities to nagenent of the ev dur i the re rodutlo
Iroecel pt @r%‘élﬂl‘?'ré&h‘tpﬁgt%ra%g Q@OHQEQQEW C?Qf;]ﬁg?ﬁ 89&95‘7\5 9/"5&??% Ifi'erI
condi ti oRgpRIduthth efittpaéme Qwaowwum&a a&ﬁoﬁsteesmné Fé@sipdutsor.gnor e these .

conditi ons Let us take the exanpl e of a geographic blackout function. This

function _allows the 15 bl ackout of the recegl on of a sports event for
exanpl e 9 deferpmekihessignatureliwe wilhprefecablyiakevippe thabisientichaneed far thense

bl ackout Sriss ety 1Bt Tk mideaBll R ok b tes TERAIE I SVERRAR: | 01 ™0r e

bl ackout by sector of security unit nunbers or by zip code. The conditions

of reproducti ane AGRra0nom)yfor trd deeryption (grlthe @veh@ndzadd words)r all from a
certain date (as long as the ot her condltl ons such as subscription are

fulfilled). ing, fhe reprodu the.r cel t Qis accessed first and
decrypt egg-byDtﬂ:\%r'gBtP%‘fe%?@W%r ‘6’" BisFqnt Egnature SGN and the new
access conditions CD. The signature SGNis then retained in the nmenory of

the securTHiy ré@élPt wilblst fhe ARikiAg SDaceotrdli messad¥h ethd tie Ridditiones wilger ECM
is presented to the security unit, it determines by the Hash function a

uni que i riafgemation destirechier thegaroceesingin tempauenqngmpﬁé Theebiective i then to

exanpl o, 186l o Rt et i uhal BB ou? ITPReGRET S Bk oot et
the qondiy, ithasisdef sayethel neddssafbrighti¢hanges lgssr frequeritlyethaacthepontrol V\tdnds CD

condition is "free access", this elimnates.the reg)wr nt to verlf%/
condi t i ondig ol éNh‘:’edNﬁ’ nwilhpretarablyl chaase ghisdaknte galculale; theapiggature

probl ems g, b ﬁ&% {Ag §Fd éﬁ'tt%"cém rd; oPthe
Accor di ng 0 ano éﬁ i ?i{arr%%%d]@ B@vveioncﬁlérl?égn CD resends % '

repr oductgroupobﬂthMoapartd&CR In these conditions, there are no references
to the channels or other elements that could vary in time (structural

diti but t on _.the ti dur | whi ch t hi I
ora nundar 18 eaflBlb 8E 38 "SbngEn W deltide s il 4PREE St ke RerChis
caseqst heongrrRed 89 bhé-Wiy fuholicitah@ withoubaeNisiphiwith tHesdUa0k hmmbmmdoeen
verified during the formation of the recelfpqja The recei pt can

evol ut i orfhat/there deestnatrexisisa differentgipupeoiofiatanihat sive the samed eﬁ“'l‘iéﬁ this
recei pt ; t h o) I

| mpal o1 vauicrh 348 HaBei 138 Ardfuced'pf i furlcioh, oftlel RaSA3oRCTfE docin
st or age wisedotsn béef tise SHra¢i ordVPSrtgpesand this smage ruxpréﬁeﬂthe oot bf data
contained in this receipt will resend the conditions contained in the
control rBSSHYGUEMAY- At the nonent when the user decides to buy this event,
a new receipt is generated that opens the way to a use without reserve of

thisogventy défollb%bﬁ]egcs i tibR2onsists ﬂeédd'r\féailrﬁsthéﬂé|@lataﬁHa$1k§Q§%h%ndr§pﬂd?ﬁKby

transmtte to age unit tore cé the one

Before the encryption operation, by the key K, it is possible to add a data field CD
that describes the new access conditions. The group of these data (H and CD)
constituting the receipt is then encrypted with the signature key K.

25 In the spirit of the invention, the term receipt means that it is determined by a group
of data that are representative of the access conditions (for example in the most
simple case) and unique for one security unit concerned due to the encryption key K.
According to one embodiment, it is possible to directly encrypt the access conditions
of the control message ECM by this key without passing through the Hash operation.



CLAFM5 1. A storage nethod of an event encrypted by one or several control
words (CW in a reception and decryption unit (STB) connected to a security
unit (SC), said control words (CW and-the necessary rights for the access
to this event being contained in control nessages (ECI\/] characterized in

that it t L1o - _starin encrypted event as
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(& g)data are stgred( Pn the@gtoragg &r%it(l-%D a% cgmp§ e notably the considered

O

event EV and the control messages ECM.

In this way, according to the invention, these two groups of data are accompanied by
a new group that is illustrated in Figure 2 by the block of receipt Q.

20 The size of the different blocks is given here as an example. We can nevertheless
consider that the event EV occupies the biggest part, the control messages ECM a
small part, and according to an embodiment, one single receipt is enough for the
group of these data.

In fact, if this signature is carried out on the part of the access conditions of the
25 control message, it will not vary for all of the considered event.

On Figure 3 is illustrated the structure of a control message ECM. This message
contains, as described previously, the control word CW and the access conditions.
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- the theme of the event (for example, sports, news, adult),
- the level (prime time, afternoon, re-transmission),
- a number for impulsive purchase.

10  The duplication of the conditions opens possibilities to the management of the event
during the reproduction. The receipt Q can mean that it is necessary to conform
simply with the conditions of reproduction or it can mean, on the contrary, to ignore
these conditions.

Let us take the example of a geographic blackout function. This function allows the
15  blackout of the reception of a sports event for example in the 30 km surrounding the
stadium. While blackout makes a sense at the moment of the event, a few days later

there is no reason for such blackout.

The transmission conditions ACB may include the conditions of the blackout by
sector of security unit numbers or by zip code. The conditions of reproduction ACR
20 may include a simple authorization for all from a certain date (as long as the other

conditions such as subscription are fulfilled).

During the reproduction, the receipt Q is accessed first and decrypted by the secret

key K, to obtain the signature SGN and the new access conditions CD.

The signature SGN is then retained in the memory of the security unit with the new

25 CD conditions. When a control message ECM is presented to the security unit, it
determines by the Hash function a unique image H' on the part of the ECM
containing the rights AC and compares this image H’ value with the signature SGN
according to this example.
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bC, z#lo%dwmﬁ which ilm%ﬁop)!ss |s allowed or a number of times accesses aIIowed It should
be understood that in this case, the access conditions linked to a subscription or
10  others have been verified during the formation of the receipt.

The receipt can be evolutionary. In certain cases, it can be of interest to store a new
receipt more favourable than the old one. This is the case notably of an impulsive

purchase. In this case, a first receipt is generated during the storage without the user
having purchased this event.

15 The conditions contained in this receipt will resend the conditions contained in the
control message ECM.

At the moment when the user decides to buy this event, a new receipt is generated
that opens the way to a use without reserve of this event if the conditions are defined
as such. This receipt is then transmitted to the storage unit to replace the old one.

20
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P HSY& () gtoring HeP3RCRPRY event H@NRelPEE Ehb HonhIPR(d38aLY\BK messages (ECM) in

the storage unit,
- transmitting the control messages (ECM) to the security unit (SC),
- verifying if the access rights to this event are contained in the security unit (SC),

- determining a receipt (Q) comprising a signature (SGN) of all or part of the control
message (ECM) based on a secret key (K) contained in the security unit (SC) and
specific to each security unit,

- storing this receipt (Q) in the storage unit.

2. A method according to Claim 1, characterized in that the receipt (Q) is only
calculated if the access rights are present in the security unit.

3. A method according to Claim 1, characterized in that the receipt (Q)
comprises also a conditional part (CD) describing the new conditions independent of
the structural configuration of the transmission of the event.



