- 1 - Systems and methods for providing and operating a secure communication network 5 Field of the
invention The present invention relates to a first control node, to a second control node, to a
communication network, to a first communication method, to a second communication method, to a
program element and to a computer- 10 readable medijum, wherein the first control node forms a _
first-level communi- cation network with the second control node to transmit anonymous data received
from a first intermediary node. The first control node, the second control node, the communication
network, the first method, and the second method may for example be employed for secure data

transmission, such as 15 erggiteansminsiATbteloaR) SR RIRY tednlask AR & Ansauigaion. _
Background of the invention E-commerce and transactions of all kinds require communication that is

20 secure and indisputable. In case electrdfiEBHHAHIERIBRYY e to effect such transactions,
confidentiality, identification of sender/recipient and mes- sage integrity of such communication must
be ensured electronically, and relevant communication events must be registered in a non-repudiation
protocol for reasons of traceability. Legal and business demands must be 25 satisfied, angl data
privacy asSdefiield oy Hppligabieilan or by individual users or user groups must be maintained at the
same time. Examples for such transactions can be the transmission of e-invoices, the management pf
purchasing transactions or the execution of digital postal services, such as trusted and binding e-mail.
Challenges are manifolel pires emdyilheemizo nsialgpBRS embdiisterds wbtheoide e tdiens éxpadticorar &y
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second communication method, to a program element and to a computer-

10 readable medium, wherein the first control node forms a first-level communi-
cation network with the second control node to transmit anonymous data
received from a first intermediary node. The first control node, the second
control node, the communication network, the first method, and the second
method may for example be employed for secure data transmission, such as

15 email transmission, or any other content-related data transmission.

Background of the invention

E-commerce and transactions of all kinds require communication that is

20 secure and indisputable. In case electronic communication is used to effect
such transactions, confidentiality, identification of sender/recipient and mes-
sage integrity of such communication must be ensured electronically, and
relevant communication events must be registered in a non-repudiation
protocol for reasons of traceability. Legal and business demands must be

25 satisfied, and data privacy as defined by applicable law or by individual users
or user groups must be maintained at the same time. Examples for such
transactions can be the transmission of e-invoices, the management of
purchasing transactions or the execution of digital postal services, such as
trusted and binding e-mail. Challenges are manifold and may be met using

30 embodiments of the invention, in particular by adopting a new flexible archi-
tectural approach with innovative technical processes according to embodi-

ments of the invention.



WO 2007073943 Al discloses a communication system comprising a sender unit, a recipient unit and a
control unit, wherein the sender unit is adapted to generate an electronic message, to send the
electronic message directly to the recipient unit, and to send a sending information message 'Fo 5 the
control unit indicating that the sender unit has sent the glectronic message to the recipient unit, _
wherein the recipient unit is adapted to receive the electronic message dlr_ectly fro_m the sender unit
and to send a receipt information message to the control unit, the receipt information message
indicating that a user of the recipient unit has received the electronic message. 10WO 2007073943 Al

furthermore disclose3\Ba2@QROVREA3NAY costrDsed) iSRGt Heatrifey stikina ManaRthat the
provider knowgénaégeﬁnrmy of a user fthetosen er unit. However, in contrast to this, a communication

between the first control ehtity ana e SeCoRE TRt UIERtiyH o 4afT§ hihe s88M8RiHAikEbe _
anonymous s@dritee idegritgaitthaseneerranit wilkeeadés, e kepwinie tlRegerne cridEaLaNtity.

Th be ir e..a second npde, a communicatio netwqu,gfirst communication
me?r:((a)(rjr,] aa¥1d a%@?ﬁd@o%%ﬁ%&c%%gﬁ %%!&5}5‘ évqﬁ?cﬁ?ﬂgyaoﬁ D8y BTSRRI EIRSERABER e a

method foﬁseéhfe%@&!@femmmtagrﬂmhﬁbeisenﬂ@FLuthBhéb@@mm{ef)é}@émﬁﬁﬁﬁ]&_f%héssab e
communicatiogyngs rSiE i | node and a second control node, whic enables
administering transgg%ﬁﬁtgﬁgga%%fﬁyﬁr@ggn Shttrslaed Yata 3#3 _otr%(ﬁ?ﬁﬁé"ﬁﬁhﬂ_er, in
particular takirfdaRtcraie sonssegeldifestiinfaifforome jseisditions; andhtasindifierentpaliigal-

ies. 25T, irst node. a second node, a comnp un_icati.on
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to the indeperid&tEIBFRE 05 thtniasirie M mitdmbnegeived the electronic message.
10 WO 2007073943 A1 furthermore discloses that a provider may commu-

nicate with the sender unit in a manner that the provider knows the identity of
a user of the sender unit. However, in contrast to this, a communication
between the first control entity and the second control entity regarding the
sender unit may be anonymous so that the identity of the sender unit will not

15 be known to the second control entity.

There may be a need for a first node, a second node, a communication
network, a first communication method, and a second communication method
which may be employed to in particular improve a method for secure data
transfer or data transmission.

20 Further, there may be a need for a communication network comprising a
first control node and a second control node, which enables administering
transaction-related data and/or content-related data in an anonymous
manner, in particular taking into account regulations in different jurisdictions,
such as in different political countries.

25 To meet at least one of the above needs, a first node, a second node, a
communication network, a first communication method and a second

communication method are provided according to the independent claims.

Summary of the invention

30

According to an embodiment of the present invention, a first controtl

node (such as a computer, a computer cluster or a distributed computer



- 3 - system) is provided, wherein the first control node comprises a first control node communication
module (in particular comprising means for setting up a private and secure communication channel,
such as a virtual private network (VPN) communication channel) for forming a first-level
communication 5 network (in particular a private netwogk-which is not accessible by other parties) with
at least one second control node (wherein in particular the second control node may be configured in a
similar or same way as the first control node, in particular also comprising a computer, a computer
cluster or a distributed computer system); and a first intermediary node communication 10 module (in

particular comgygiien insgnoiodséttingarneia sheufiesisatmans)/abpE aimeerseaLnisatioroFtasnel) for
forming a first - | communication network (which is in particular different from the first-level
communicatioﬁgrlge(%vr\};g))r‘lf}é{?r%'drg WRICh IS Gr())%lr igﬂrlla??wr&gca égsgc?ﬁbé)f?ﬁ‘ﬁ’lgtﬁ@?ﬁgﬁl e PEHIA M LION
network and witistats Roidaseessibte myramicitiontond ibepasies) adth aiftebinievaediastnede (the
first intermedi (YPRB ' icular comprisi C uter, a computer. cluster and/or. a distributed
computer sys&m). d&m%%@égﬁr@%@%%n rrc-)(l%?'g Eenéjn% fﬁétgeec"o‘?%&%}méﬂ‘h%%t&’(br one or more
second controNABEesK {iithaizyRirs brivarsiets0lkechiuh domnl rassies toyrotérst-level

communicatiogmwrb‘,mpigp @I@gﬁﬁﬁg gog‘%te&gmj%%edgewﬁ n the first &ontrol nP\%e and the

second control node without the ris t the exchanged data are in Eeré:rébrt;e%laoy'%u%ﬁ% party. In
particular, the $R§PBEERIIHBHBAHEy MRYPRecednfi guiied jarisdiotidianppekitical wayrs thredfie: second

control node ragyieinieees In Baerandulicdnn. ppaliicabas Rupry diiRinLiom dhe st
jurisdiction or first political country, respectively. In particdlar, placplng tHe first control Rode and the
second contrﬂﬁ&@@qwﬁé@%éﬁtﬁéﬁtéﬁﬁuﬁt@é@@ _ﬁzrr%dieti@rn's_%arg spbedepanuniapatow the
first contrgl nad&ukeaR FaRiTaIRCE LR RG MEBRIGIomaKL 0ROl el b ILakpalfigal country
or region, wherein the second control node 30 may maintain, keep or store data within the domain

control of the 8EMGHE FOIMTH TSGROD ShRIISH. fRpEFTRINRG, at finsl srRcprshigived that data confidential
to the first poligsai paiatiaie MAIRHOEMHRESIQIa0 Jathe aar Aifterdnt TASIR MCh i lqsated outside

of said first political country or region. Thereby, data safety and governance capabilities may be

improved.  CRIPAHIASRI O & ARYES R B iR1i6r RREWEEaR I ebREEERTIBE iz b shenfinsed to
register eventse(gtlctoin menrRIegiREYiIPkagRY ReRRHMNEhBY adRestiBldIBgr AIRdedd/ ehgpecond

e noa s Baed) WP S AR mediary rode (tne st intermeciary node 1 pardcaiar o
comprising a computer, a computer cluster and/or a distributed computer
system).

In particular, the first control node and the second control node (or one

or more second control nodes, such as 2, 3, 4, 5, 6 or 6 to 500 second contro!

20 nodes) form a first-level communication network which allows secure data
exchange between the first control node and the second control node without
the risk that the exchanged data are intercepted by a third party. In particular,
the first control node may be placed in a first jurisdiction or political country
and the second control node may be placed in a second jurisdiction or political

25 country different from the first jurisdiction or first political country,
respectively. In particular, placing the first control node and the second control
node in different political countries or jurisdictions being spaced apart may
allow the first control node to keep, maintain or store data within the domain
control of the first political country or region, wherein the second control node

30 may maintain, keep or store data within the domain control of the second
political country or region. In particular, it may be prohibited that data

confidential to the first political country are maintained, or stored in the second



(in particular involving transfer or access to content data) performed by or between the first user node
and/or by the second user node. In particular, the first control node and/or the second control node
may be enabled or adapted 10 to store or maintain transaction related data (such as a decryption key,
access information, integrity related data and the like) eelated to the transactions. Further, registering
events may provide a basis for metering the usage of a particular application or content data by the
first user node. Metering data may be maintained at the first control node and/or the second control
node in an 15 anonymous form, while the first intermediary node may be adapted to collect metering

data from the firsleavitiohriedec@rekitesidentfos aidd)sio peseaableoantpsacHegi ISt aNE by,
transaction re S ific far the first user node...... The first intermediary node communication
e s g

module is ada e idin paﬁ%\ﬂ?ép %gﬁﬁg‘iﬂ@ *c‘?‘?a{g'%‘{/ Rﬁrm%{'r%"i talled at and/or a program
20 running on the firdrcpattiduledelto feskiveranchmardares/ eqthes s Guoamionyntize thiriUasly

wherein the r r electrjc .or electropic data sent by the first intermediary
node, Whereirﬁﬁgﬁﬁ%g%% s%&%ﬁg%%gg%rés‘gnh IrréqauSgteélwatael ﬁ)gﬁiémgf’}/%&iﬁﬁ %’”F%aﬂi%\f type,
and request pHirgniiessry sesfintrdevainal/ kind o€ datal arsesskeddpthehebginitbes 2y anacyabdity yequest

may not allowdg getermipe an i ity.Qf lFst u de ar an identity of a person emplaying the
first user node to trangmg'trf%r‘]r(t,?!qﬁun:a¥ t??ocrt’nq%ﬁ%'% 'tﬁgr%’gd%?%% e‘B ?VI¥§?ﬁ1tg %?% g@%%sn%%}ég
communicatiofifh@veiAaTiErvie! era tiaasiesp sasaeae ddronnteatiidatie)l pkectonmaditgtion network),

the anonymougdigeisst-Rgi r.hei ' f irst user request (defining in
particular a request for E)El%tii%%?%a?@t%hﬁ%%éggﬁ%%%%ﬁ%@g%t{ch@rj%ofr‘#g%&e Q%E( ézﬂ’a} a)

transmitted frdch PsttiRenpdaaif/ garthe iseconshesnigal codpuay de snabienpoterdipsest or a
distributethComputer&YsHeRu R EMIPHRNEHLRAUCHIEE ASESKIOPCIMPYUEERY, iBRtﬁBr?gr‘égtéé%gmer

or a mobile phone) to the first intermediary node. In particular, the first user request tra rom

the first user riBERY BMaRYIgR Ardeoibrietitey sede ang Gk netatenrddta fdenaRgetignse first user
node or a useFgRARPYiRSGIBEFIRE USREAdRaT S URiRastIsHLL, e ik tRQUESL gyt be

anonymous. However, the first intermediarg node may be adapted to derive the anonymous request

from the first (RETISYAERPR] Pk R BgﬁéjﬁﬁqgﬁﬂéﬁlﬁigﬁﬁbH%fdM@afﬁ%méi@@émré!ﬂuest

or be maintained at the first control node and/or the second contro! node in an
15 anonymous form, while the first intermediary node may be adapted to collect
metering data from the first control node (or further control node) to assembie
a transaction history of transaction records specific for the first user node.
The first intermediary node communication module is adapted (i.e. is in
particular configured, such as by hardware installed at and/or a program
20 running on the first control node) to receive an anonymous request (or
anonymized request, wherein the request may be represented by electric or
electronic data sent by the first intermediary node, wherein the electronic
signals may represent request data in particular defining a request type, and
request parameters defining what kind of data are asked for, wherein the
25 anonymous request may not aliow to determine an identity of the first user
node or an identity of a person employing the first user node to transmit the
request from the first intermediary node (via the first second-level
communication network which is commutatively separated from the first-leve!
communication network), the anonymous request being based on (or being
30 derivable from) a first user request (defining in particular a request for
particular data, such as data for decrypting particular content-related data)

transmitted from a first user node (in particular comprising a computer, a



10 by decrypting the personal-related data of the first user request. Thus, the first control node does
not obtain any identification data of the first user node, thereby maintaining in particular the privacy of
data at the first intermediary node. However the anonymous request may comprise information
indicative of a location of the first user node and/or indigative of a internet domain the first 15 user
node is associated with. Thereby, the first control node communication module is adapted (i.e. in
particular configured by particular hardware means and/or software means) to transmit, via the
first-level communication network, the anonymous request to the second control node (thus, also the

second contraiorageidoedustegeir2d discabatode pip@ierdaistisensfybaerbadiryg usearaeelkand to
receive, via thae géss-livel commttnication n%tvhork anon¥mous respon;e_ data, responding_ to the
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between the firstecomatibnpdedad the second control node located in particular in different jurisdictions
is enabled. 25Thereby, the first.inteymediary node commuynication le is further adapted t

transmit the anonym@ﬁjé Igr'erzgég}nasré%cf’a Zﬁj R??%ﬁﬁ%"ﬁ?%ﬁé‘&é%n&ﬁ%%@%%’;a%mé%rﬁﬁ%ﬁ\)déﬁ{ ) ‘i?‘?e first
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response datz} gﬁie @vﬂ‘?gf’ér% %%%Er%lﬁ eigh ﬁgiﬁﬁ%ﬁ}%ﬁ i% eean%g |aery n%tésé it t?]aerﬁrcslfa}ﬁg’e?hneo lM(fésl"‘h ay not
be anonymoubsgidrigfipasictiay mustebe gpoey maunayibe peesonhbzBicshint érmpadiamanadencrypted
in that they may.comprise + 61 ,&g wggt't@]% at idenptifyi r. Fur I nication
between the inteﬁrﬁeqiary ﬁode a:‘g’ﬁ a user no%e&rigygg%gtggr%%}&:ﬁ?& I#‘ éz};ﬁt{gﬁgrgﬁﬂt@ﬁﬁéﬁ%ous
response datdrtBaisiceiribly e kiit@ching ideifinalion reldted Waserfodomdie diseoregabit (o

determinggan (PaE PhArKeEheBBIYING 3de dishuceRafe-dine.daailiadar pitberde firs

control node nor the second control node obtains data which enable i ation of the'first user

node. FurtherflirgitRePEF ebedinrs netiebaitneneidantifsavismdatanadithe it o ssereBatia which
enable identifyiig- &b ki HESNNSIeOp A HEGFIROYINGRS SFiasernade AR PAECH R diary

person-related data may only 10 available at the first intermediary node but neither at the first control
node nor at theQedia%eMELERBRIONY MAYSAFREUEFt T SaFBFIFe dRfsy Asdiomiydicativepeéd to

derive the respapeatHtadpasedPE: tNeANBHEGHE /ES HUNeE idknfh NATLCHIR Jhe K5SRARSE-data

may contain person-related data which may enable identifying 15 the first user node. In particular, the
response' datd iy KSR PASS RELHFHE e for decrypting content data which may have been

received by the first Tsei-abgeta arst teaRsasitiapduaibRtheiBabRYHBaIeiSBEpHREatien.RY file

transfer protocol sftgt' email, or any other method for transporting data. 20According to an
embodiment, f'p %Bﬁﬂﬁf‘ﬁb'ﬁﬁﬁtgﬂh@?'Eb‘f’rlﬁfs%@rgware means and/or software means) to

transmit, via the first-ievel communication network, the anonymous request to
the second control node (thus, also the second control node does not get

20 access to the private data identifying the first user node); and to receive, via
the first-level communication network, anonymous response data, responding
to the anonymous request, from the second control node. Thereby,
transmission of anonymous data between the first control node and the second
control node located in particular in different jurisdictions is enabled.

25 Thereby, the first intermediary node communication module is further
adapted to transmit the anonymous response data, via the first second-level
communication network, to the first intermediary node for transmission of
response data which are based on the anonymous response data to the first
user node. In particular, the response data which are based on the anonymous

30 response data and which are transmitted from the first intermediary node to
the first user node may not be anonymous and in particular not encrypted but

may be personalized and in particular unencrypted in that they may comprise



first storage for storing data (in particular storing anonymous data), wherein the first storage is
searchable (i.e. may be searched), based on the anonymous request, for the anonymous response
data. In particular, the anonymous request may define a query for querying a database comprised in
25 the first control node, the database holding the datg of the first storage. In particular the anonymous
request may comprise a hashcode of content data and/or a hashcode of data indicative of an identity
of the first user node or indicative of an identity of a user employing the first user node. In particular
instances the first storage may contain the anonymous 30 response data. In this case, searching for
the anonymoigershcaserddiaa sogitdwmafonyaouserequashdefiningartmen catiy mchiewe dne

osponae catd il TR QEL AR AL RSt Oh TR e T,

node,
wherein it maghecs hermanavscres farmse dite doonytreanshiequedete thdrseeonidientitiolofidtie. In

partcular, foryareing the sonymos tspiest from e lrstconuel nagedo he-secand sopypl pode
may 5 also be refefied to"as roaming the anonymous request to the second control node. Accarding to
an embodimetiteofitise psesanidevdritios), ihearsto@ntrolaituer ishedfiptb d dotrahsotie viarthibdirst-level

communicatiof, pelotls {hg A0 AU RS0 SREAG GAniERl a0l {hAHeLy IS

response 10 data are not contained in the Tirst storage. In particular, in this case, querying the first
storage for theeteniurbueriespibhsee thadirshoostradavstie indicthingehantheaioplynwsis response

data are not ' withj fi torage. i fi I e
contain the aig‘o%t@rl%gﬁg %U;%}Ocﬁr?s% &:At? %ﬂgg‘ f%%ﬁ%ﬁ%ﬁ%ﬁ% Eo‘%eﬁ%ggy%%%\evg% ordjggr?i‘ %gé 15
anonymous régquektinaridefifsresercondesotroe Adeldarinpsapmiies atedpdasdenmamidy or in a
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decision or determining step to decide or to determine, whether the anonymous response data are
contained in tRé tRstsgepagbcontrol node.

In particular, the first intermediary node may be adapted to derive the
response data based on the anonymous response data. In particular, the
response data may contain person-related data which may enable identifying

15 the first user node. In particular, the response data may comprise data
indicative for decrypting content data which may have been received by the
first user node via any transaction method, such as by internet
communication, by file transfer protocol (ftp), email, or any other method for
transporting data.

20 According to an embodiment, the first control node further comprises a
first storage for storing data (in particular storing anonymous data), wherein
the first storage is searchable (i.e. may be searched), based on the
anonymous request, for the anonymous response data. In particular, the
anonymous request may define a query for querying a database comprised in

25 the first control node, the database holding the data of the first storage. In
particular the anonymous request may comprise a hashcode of content data
and/or a hashcode of data indicative of an identity of the first user node or
indicative of an identity of a user employing the first user node.

In particular instances the first storage may contain the anonymous

30 response data. In this case, searching for the anonymous response data using
the anonymous request defining a query may retrieve the anonymous

response data. In this case the first control node itself may transmit the



20According to an embodiment, the first control node is adapted to retrieve the anonymous response
data from the first storage, if the anonymous response data are contained in the first storage, and to
transmit, via the first second-level communication network, the anonymous response data to the first
intermediary node. In this case, roaming the anonymous 25 request may not be required, thus
simplifying the transmission method and thus simplifying the first control node. According to an
embodiment, the first control node communication module is adapted to receive, via the first-level
communication network, a denial message from the second control node, the denial message

indicating 30 thabagersasadapemenyiREH S8 PRNSEHaE-Bhinesrt U rANFRlRRsls idspigd. Thus,
the first contro| ng%e 60 mgnicati n module or the first control node in its entirety may be adapted to
< i &
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user node or i er?HfYcrgﬁgﬁ o)

may be trehsnaitgecbfeoref treesktorzs contrahnode: tartbayiiisb gongLeeteoitresarepumemsgsponse
data are mark confidential such that the anonymous response data must not be transmitted from

the second control node to the first control node. Thus, even if the anonymous response data do not
allow identifying the #rétarséng Gmadestimbadiongntoostrespoese mtatavaayidre enefiientiedntrol Further,

in case the se .contaip the requested anonymous response data, it may
send a messaé%lat% g‘l:ﬁ)eg %?geggrﬁﬁ)?ﬁ%gﬁﬁdiggtiﬂ&etﬁéﬁﬁ%\é%igﬁﬁl%E;]WSPHB&e 9 F%t tain the
requested ancHYPRYIROES HBAsEata trensscalsd dothivcasaseifd-halenmhynessagespdristhe first
control nqge. ¢4 rdli ; ' first inteymediary node. communication module is
further adapted%%%%ggsﬂng%?%ﬁleﬁﬁ?r}s)ﬁgﬁgr?(ﬁb—%g\%éc% eméﬁiggt%g‘ﬂ%{wb?&,ﬁ]&t%? oichtRiY 6fhe
denial messad8¢diisé fteragerfaedheyanony Mmepanaspansheldenisl nussageessiie ndicathoicative

of that the anonymous response data are not contained within the first storage.
In this case, when the first control node does not contain the anonymous
response data asked for, the first control node may forward or roam the

15 anonymous request to one or more second control nodes, in particular in a
parallel manner or in a serial manner (i.e. subsequently). In particular,
roaming the anonymous request may be preceded by a decision or
determining step to decide or to determine, whether the anonymaous response
data are contained in the first storage.

20 According to an embodiment, the first control node is adapted to
retrieve the anonymous response data from the first storage, if the
anonymous response data are contained in the first storage, and to transmit,
via the first second-level communication network, the anonymous response
data to the first intermediary node. In this case, roaming the anonymous

25 request may not be required, thus simplifying the transmission method and
thus simplifying the first control node.

According to an embodiment, the first control node communication
module is adapted to receive, via the first-level communication network, a
denial message from the second control node, the denial message indicating

30 that access to the anonymous response data at the second control node is
denied. Thus, the first control node communication module or the first control

node in its entirety may be adapted to be prepared for receiving either the



20 the denial message, may be anonymous data not allowing to identify the first user node. However,
based on the data indicative of the denial message, the first intermediary node may determine the
identity of the first user node. In particular, the data indicative of the denial message may comprise
data related to an identification of the anonymous requgst sent from the first 25 mtermedla_ry r_10d_e to
the first control node. Thereby, using the request identification data comprised in the data indicative of
the denial message the first intermediary node may indirectly determine the identity of the fifst user
node. According to an embodiment, the anonymous request represents 30 encrypted data, in

particular asyrarsjeabyseRespBiesk data WherInA st €084 RREEIFRIGRFssR & decryption module

for decrypting £%he_encr_ygted data. In particular, the first control node may réceive the anonymous

request as -9S GHRPERINGREWIERR SD6IRNRYEROMS fRSROPSRD AN partidania! treesisagsontrol
node may decmnbaina@mr)wm@Laﬁemauﬁﬁggﬂgéssﬁ@@bﬁégGfgv%gmﬂﬁg%h%rﬂ%gé%ﬁ@{% é;@;\és’f the
first control node. Thereby, the data transmission may be performed in a highly :

r:;:lnzer. 5Acc'odr%ﬂ:1[§ 'ﬁ?ﬁdﬁ%ﬁﬁflﬁrﬁéﬁﬂﬁ%ﬁﬂgfi@\% 'E’&ﬂFfftﬁﬁE@ﬂfbﬁfn%Mﬁﬂ‘ka*W%EMWork (not
accessiblesby fosexaamieac)Ublipanetn@ts, ek @sthedateigetn gﬂ, R tieH IR iMidY 3RV ate network

VPN), neither_accessible by, the first intermedijary node nor accessible by the first user node. Thereby,
c(zlata gafety an%egga&ﬁ%? i 583} ﬁh?ﬁi%FB%&?%’%%&%%’&B&ﬁn@%"&@&%&ﬁ\%fﬁﬁ%ﬁ% dpsa

second-level commaricadias wetwiztkrisial privaleHm NG i ARFHOUIST 83 BHEE RTMARNRMGEK,
B R T R e e AT
commqnicativémﬁdimwandmms recgyoeTsdeds o unoicaliow nedntIfyEng Ehﬁﬁﬁ?ﬁi’ﬁgssn
communestion S e s SRR OF e 2F (GRS BRE LBond control node, the
first-level communicdtithestorkaseing e semodicaiivedy septratedsnoot tmfaitheie requested
anonymous response data, it may send a message to the first contro! node
indicating that the second control node does not contain the requested
anonymous response data or may also in this case send a denial message to
15 the first control node,
According to an embodiment, the first intermediary node communication
moduie is further adapted to transmit, via the first second-level
communication network, data indicative of the denial message to the first
intermediary node. In particular, the denial message or the data indicative of
20 the denial message, may be anonymous data not aliowing to identify the first
user node. However, based on the data indicative of the denial message, the
first intermediary node may determine the identity of the first user node. In
particular, the data indicative of the denial message may comprise data
related to an identification of the anonymous request sent from the first
25 intermediary node to the first control node. Thereby, using the request
identification data comprised in the data indicative of the denijal message the
first intermediary node may indirectly determine the identity of the first user
node.
According to an embodiment, the anonymous request represents
30  encrypted data, in particular asymmetrically encrypted data, wherein the first
control node comprises a decryption module for decrypting the encrypted data.

In particular, the first control node may receive the anonymous request as



20 first-level communication network. In particular, it may not be possible for the second control node
to communicate with the further control node via the first control node. Further, it may not be possible
for the further control node to communicate with the second control node via the first control node. For
the second control node to communicate with the furthgr_control node either the 25 second control
node and the further control node are required to establish a still further first-level communication
network or the first control node must be particularly configured to allow such communication from the
second control node to the further control node or vice versa. By default, however, communication

between the sgatndrooyivodd avieraadiig it kberofanisd nade3eriaibedirsh gantielLnademaay be
disabled. p rticq:lar the, second contro] node (or a network of such second control nodes) may
arr%a controf { Lﬁg

serve (or suppoRy SRk O PEGHIRY, SESEYRE A PRV RIHESEISRTESERES d'Yy. related to a
set of applicatorsyptett dacsfwsirey thatroivedeey afhediksoicomthdiunbes COnaadnpdes may

serve (or sup 1 s related to anothet type of.transactipn, such as e,g. related to another set of

applications. E%g‘)éor(%ﬁ%%olsgﬁ%r%%ﬁi%ﬁeeﬁgrégﬁg%r%ﬁ c'%rﬁr%l'%%P eQSSHWuﬂﬂga A MEEE s adapted to

transmit, Via the furtiferctirstiteytd comenobiditioent e tiverfr thd are ryonous recatbsh todhedrithen

control node qf & t e | node. Thereby, forwarding the anonympus request, in
%rllb/%l% 1'%%%0% Sﬁ%%%gg%]gc%rgg%%% ex%% e a pu ?ic %eﬁvﬁ%’nbg"e'cg Sﬁ a%

particular roaming the anonymous request, an one second contro i din
order to distribnterihet inonyardigs igaedtiiosd Riiyeteumabaook RN nositlk cof toeassibiestbyne

second contraipAR.TReEPve ARG LhaPLRabU NG Fhe AHPS,ConTBLAGRR. caRias O

stores the requested anonymous response data may be increased. According to an Smbodimant of the
present invenfi8fEthafisseewntiol Msavotiiberbptrdnoovadsmit, via the further first-level

communiggtion netwatkofif ANES R UABBANRRHO YIed e cURRARLR ARl AR Wit

the transmission, via the first-Tevel communication net ‘the anonymous request to the second
control node. TREMNSGY, itha RENSERJARINW FithdnapeftjeniUsdeduas tbrivete thetwonls, seeishercontrol

node may be 20ReSAREAQbHE IR AECRIRHIDS 6 CERIAR BdNs AR HMQUR EFSROASE Hpta.

According to an embodiment, the first control node is further adapted to selectively, based on the

anonymous retRIES /S dAsEk ISV SRIVBULESHBRJRGE¥RTlearforherirsbesrandmeRinode
and/or feCGiVQﬁbfoﬁhEh@a%WUHE@N@%W&W&ECH&%%‘%&%%i@&?@é‘ﬁ)%‘ﬂéﬁ&ﬂ‘éﬂ%f()@'one of the second

control node and the further control node. In particular, the first control node may be adapted to select

one of theat IEEERFRASHE HATUBIMRSFRideR, NekwRikSa probability or a chance of finding the
anonymous responsgetaiadisdneseasechiobimealieasg are Aldhedt iRt eBmsesARG GeAtrol node. In

partculr, he 30 selection,nay be based an learing by fualjaling response dela ecelved from the at

further control node of the at least one second control node, the first-level
communication network being communicatively separated from the further

20 first-level communication network. In particular, it may not be possible for the
second control node to communicate with the further control node via the first
control node. Further, it may not be possible for the further control node to
communicate with the second control node via the first control node. For the
second control node to communicate with the further control node either the

25 second control node and the further control node are required to establish a
still further first-level communication network or the first control node must be
particularly configured to aliow such communication from the second control
node to the further control node or vice versa. By default, however,
communication between the second control node and the further control node

30 via the first control node may be disabled.

In particular, the second control node (or a network of such second

control nodes) may serve (or support) requests related to a particular type of



In particular, the anonymous request may comprise a data pattern which may allow to derive a
location of the first user node. In particular, the data pattern may allow to derive the jurisdiction or the
political country the first user node is located in. Alternatively, the anonymous request may contain a
data pattern from which a location, a jurisdiction or a.pgjjtical country in 5 which the second user node
is located may be derived. In particular, a particular data pattern comprised in the anonymous request
may indicate that a particular control node of the at least one second control node may provide or may
store the anonymous response data asked for. In particular, a correlation of the data pattern

comprised in thamswmienossicacaes! neealddaiticylar onaiitbardeasinne reandcantrol node
may be learned by the figt Zontrol node. In Earticulgr, forwarding the anonymous request from the first
brebgds

control node tSEHAMIRIET L8RhAINRURKrhS Ut AT e SRR RBAGD HoR $RaYDHEPerformed,

wherein the ceupladidr) oéduestatacpetiter toviihdtieepaytinyler aerisalieds sukighess,. 4 Shapasicular,
the first contrqil node.ma b%ﬁﬂaaptepcta determine an order of control nodes of the at least one

second contro Onca)(qgtt%ewﬁi% ERRERIRGGs request may be transmitted subsequently, wherein the

order mayse definedsuctdthgt tihe chembe dimecivihg trestronyrobus desponse watafiom a second
control node ig hj r rtigylar,_control,node than.for 20 another control node arranged in the
%[B%Utfg IQ a gﬁé&%g %Fapég&%,_ Via %Ee urth rafﬂ‘g%agarxé? ﬁﬁﬂ’gﬁ]tifwéagﬁgnym ouS

ordered list behind the particular contro ccor m% to 0
response datanigtinditathe gfreomtomrelated dstdamtiienfarchetatedttm capthn b ftipadicldast the

content may bg Q ggﬁldb 3 S ofg} first.user.node by any 25 transaction or
transmission mg%;og, suchggs%%?%%rgdn?egr?grg bco %é\?\ésirﬁ?sgpo%,agr%rg’ﬁrﬁaﬁgrﬁ?&tfgﬁ?’\/\me-based
transmission, RAEiESBapamissishetepiprraraimsissiguestdoransraitbimm crenséemootacsionade

medium qpthe,like, |10 Qﬁgﬁqg@htgpﬁwg@#@%ﬁﬁ%ﬁﬁm% _g;t?glé%\ggtc%tgi% [aéné/ content that

is usable by the first user node. In particular, t response data may be“adapted to
allow the first 5P PRUEFHIGH Aedes omiheyaigerstivasecendcontactaxde:. rEaerebviearypt the

content, whereinghiesConte i eyPERUIIGH LB PAHECIAL B SRSAU S dRLms by B rel R eecond
user node to the first user node.
requested anonymous response data may be increased.

According to an embodiment of the present invention, the first controi
15 node is adapted to transmit, via the further first-level communication network,
the anonymous request to the further control node in a paraliel manner with
the transmission, via the first-level communication network, of the anonymous
request to the second control node. Thereby, the transmission of the
anonymous request to more than one second control node may be
20 accelerated, thereby also accelerating reception of the anonymous response
data.

According to an embodiment, the first control node is further adapted to
selectively, based on the anonymous request and/or based on a previous |
response received from the second control node and/or received from the

25 further control node, transmit the anonymous request to one of the second
control node and the further control node. In particular, the first control node
may be adapted to select one of the at least one second control node, wherein
a probability or a chance of finding the anonymous response data is increased
for the selected one of the at least one second control node. In particular, the

30 selection may be based on learning by evaluating response data received from
the at least one second control node.

In particular, the anonymous request may comprise a data pattern



According to an embodiment, the content-related data comprises at least one of a key for decryption of
encrypted content (provided by the second user node to the first user node), an identification for
identifying the content, a 5 code (such as a checksum or a hashcode) of the content. Herein, a
checksum or a hashcode may also refer to a result af gpplying a cryptographic hash function on input
data. The cryptographic hash function (such as SHA-256) may produce from input data a message
digest which may have a fixed length, such as 256 bit. In particular, the hashcode may employ a
secure hash 10 algorithm which may be adapted to calculate an unambiguous check value for

arbitrary electygmiernaetl datawidaeieuas beatbRebfhalgpethmdnaybe. ampayeaiagatie a
hashcode or a checksum. In particular, the content-related data received b?( the first user node may

enable the firﬁ%?ﬁgﬁéqm@gwg&ddﬁmsrtﬁ'chBtsmgtlﬂiﬁ%rnmﬁr@(? G v eously) 15

received fromfihe serentodsersnodeated inAettsaingil@R) enebadoneniotnereeniest isapeohaidio
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second caofitraivhirtet e padmudbose comtinatimratida the {irsecdetiobdode pbwihiolagndodiments are
described above, is \;iéia%%’ whgrein the second. cqntrol node comprises a gecond Cgﬂtl‘i% gggl@
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communication network, an anonymaous requestirom he first control node (whic méyln partlcular
have receivedathreaatiognod b ecdgiespiither thedirgpisedme dizeyartodeyneherehq testsaodnal storage is

adapted (fyretieya. 30 AR RIS ANOIN NS JEERS- AREINTABUS 15ShABE9 aRe dospanding o

the anonymous request, rom the secon storage, wherein the secon rol no unication
module is adafitetl conraaknitaidnheatitiid el forvgrdoariimisaooN Mesorrauesaftrynibes

response datagiq{he, st CRBHR! A0S ricd M PRLIGHEY nBEdIEH GRNUPIDade A% e § 2aambihe

anonymous response data to the first intermediary node, as described above with respect 5 to

embodiments Beeeemay dsneerfasaedn waricinmEhesysshidasoafrohastiaratirreoMiffieatively
coupled to a sggARA I HRGHIN SR eV ikt .

15 In particular, the first control node may be adapted to determine an
order of control nodes of the at least one second control node to which the
anonymous request may be transmitted subsequently, wherein the order may
be defined such that the chance of receiving the anonymous response data
from a second control node is higher for a particular control node than for

20 another control node arranged in the ordered list behind the particuiar control
node.

According to an embodiment, the anonymous response data is indicative
of content-related data which are related to content. In particular, the content
may be provided by a second user node to the first user node by any

25 transaction or transmission method, such as by file transfer protocol
transmission, email transmission, wire-based transmission, wireless
transmission, tcp/ip-transmission, http-transmission, transfer of a storage
medium or the like. In particular, the anonymous response data may itself not
contain any content that is usable by the first user node. In particular, the

30 anonymous response data may be adapted to allow the first user node or allow
a user employing the first user node to access or read or decrypt the content,

wherein the content may be provided (in particular in encrypted form) by the



may be communicatively coupled to a second user node. In particular, the second user node may
have previously transmitted data via the second intermediary node to the second control node which
data may finally be 10 indicative of the anonymous response data. According to an embodiment,
the second control node is further adapted to transmit,ysa_the first-level communication network, a
denial message to the first control node, the denial message indicating that access to the anonymous
response data at the second control node is denied, wherein the denial 15 message is transmitted, if
an access condition is not satisfied. In particular, the second control node may contain the anonymous

response datasiecthedsesend stierageiuiFiraiuaet #kye transmission of the anonymous response data
to the first control noI%e, since the anonymous response data may be confidential to the second control

node. In particular, t C&BEQC@C%BM QFIBFRL dBfineRnGEsRiRleg fréacconarisrarat node, by

the second interasediary ofoakeyyfthedsreopel drs & Rate ARG IOy RIRIBFRARY D KL Rl s R
security may q_?s]éqjtrpgé ml#rg)'/e . Accor%lnp? to an emt%odlment the access condition comprises
i ed 5y e S8ELAPES trBPHHHQ.tIIrﬁcﬁé'ﬁfalf%rr,"{’ﬁé’%ieﬂégstﬁg GRRIRSR nFay be

|
an access criterion contero

controlled by avdpdratonh asby ehpakdder of thehaebedbd€poirahaadmtdhereldreareat fgxibilityand
data security DAY, %gﬁgj)ea/eegﬂa a g%%%in to an embo ime[%, the second control node further

PIONR AR AR SBashd-level

comprises a second Intermediary noae communicaton modh
communicatiofHnetivorlowithpubeliad Titenepliacyraphli, BAshfereinidhe(seeanskigamnedisyy node

communicatiqu | i receive anonymous transaction-related data from the second
intermediary nogg,) %vf?grﬁlc%?ﬁg}ggégnu(? g%)tr%é]er%eaggﬂfeeé z%egg RE EidnAveS %ﬁd length,
transaction-reR{el a&ta & ihbreiartheudamonym hes rardactiay-kapdolydatseate-indigstive of the

anonymoys resRRRRA el i n transactign-related data may b
indicative of atrans%ﬁction o#%ha{é%lﬁﬁétﬁégé%%% uggpré%é{ea t%r}ﬁ“enﬁfgct)of%%?lﬁ%& or ‘{ﬁéﬁ&&”
indicative that2fOEERIHRIEEORE iRevhdatands paviduthactiessSipate Rt bydorihery pteg foem) of the

content to the &g RRRI RS relhRAEIFHIH - PIRVIHING JHE é’ 51; ! a#rge%d%%?gp que?:o%%g%tto the first

user node may not necessarily mean that the first user no acce’ss or has read the
content. In pafféatsd grt#cetrised ducthafirst yeesmasiedney enable the first user node to

access, read and/or decrypt the content (previously or simultaneously)

15 received from the second user node.

According to an embodiment, the content is one of audio content,
textual content and video content. In particular, the content may be provided
at the internet to the first user node or may be directly sent to the first user
node.

20 According to an embodiment, a second control node, in particular in
combination with the first control node of which embodiments are described
above, is provided, wherein the second control node comprises a second
control node communication module for forming a first-level communication
network with at least one first control node (or a plurality of first control

25 nodes); and a second storage for storing control node data, wherein the
second control node communication module is adapted to receive, via the first-
level communication network, an anonymous request from the first control
node (which may in particular have received the anonymous request from the
first intermediary node), wherein the second storage is adapted to retrieve,

30 based on the anonymous request, anonymous response data, responding to
the anonymous request, from the second storage, wherein the second control

node communication module is adapted to transmit, via the first-level



10 access or read the content, before the first user node receives the response data after requesting
the response data from the first intermediary node. Only the received response data may enable the
first user node to read the content, in particular by decrypting encrypted content. According to an
embodiment, the anonymous transaction-related datail$ are further indicative of an access criterion
controlled by the second intermediary node, wherein the access condition comprises the access
criterion controlled by the second intermediary node. Thereby, the access condition may be flexibly
defined, thus improving the data security. According to an embodiment, the anonymous

transaction-retatethelaticataenkiihekindieasinornf rab dccesp GrtRrigatearRinole di by agegend user

node, Whereinnthgeaccess condition comprises the access criterion controlled by the second user
node, wherein the anonymous transaction-related data received from the second intermediary node

are based on transadtiopartiatést (ate tfasisoutied froodthersscoinenusemsedie théhensenondus

intermediary . 25In particular, the second user node may be communjcatively coupled to the
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particular, the twaersdidineritsenf dhafimstycemabdé o dkentifypa ttandactitne(ekdatal arompraicess of

providing the : ic ransagction-relateq data may comprise an identification code, a
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the first user roag, bﬁhéﬂéiﬁnheiﬂmi\tﬁlerqm@eﬁap aszﬁberubmsidpmdas nrpeipiientaof, ttreecontent
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According to another aspect of the present invention, a communication ne Is‘ provided comprising
a first control Hg@EMePamcorg e frsheorreointbderdcebriis tobich citirerembboiatiznts as described

above; ang atjleashp WS SHO M SADHR JOAS SR Maktiegtar a control node according to one of the

above-described embodiments, wherein the first control node and the second control node form a

first-level communicaﬁféﬁﬁ)i‘@ﬂﬁom Whi@ﬁqé@ﬁim%aﬂ%@wmﬂb@ﬂhﬁﬁmiﬁofmml’[@dﬁ@mond
control node, ¥ RASHEHAL, I8 PRYGIFTORNAE B AITHIGATSASTWEHY BAURSal message to the

first control node, the denial message indicating that access to the anonymous
response data at the second control node is denied, wherein the denial
15 message is transmitted, if an access condition is not satisfied. In particular,
the second control node may contain the anonymous response data in the
second storage but may not allow transmission of the anonymous response
data to the first control node, since the anonymous response data may be
confidential to the second control node. In particular, the access condition may
20 be defined or implied by the second control node, by the second intermediary
node, by the second user node and/or by another party. Thereby, data
security may be further improved.
According to an embodiment, the access condition comprises an access
criterion controlled by the second control node. In particular, the access
25 criterion may be controiled by an operator or by a provider of the second
controi node. Thereby, great flexibility and data security may be achieved.
According to an embodiment, the second control node further comprises
a second intermediary node communication module for forming a second
second-level communication network with a second intermediary node,
30 wherein the second intermediary node communication module is adapted to
receive anonymous transaction-related data from the second intermediary

node, wherein the second storage is adapted to store the anonymous



10In particular, the first control node may be configured as described above in the context of
embodiments of the first control node and the second control node may be adapted as described with
reference to embodiments of the second control node. Therein, the first control node comprises a first
intermediary node communication module for forming g4fitst second-level 15 communication network
between the first control node and a first intermediary node, wherein the first intermediary node
communication module is adapted to receive an anonymous request from the first intermediary node,
the anonymous request being based on a first user request transmitted from a first user node to the

first intermediarynsadeioRheskite thedtesbernitblorenttise’ 8 siapies: 1o traRsALERIe ANaRYEN@E&request
to the second contrca node nggin the second control node is adapted to receive the anonymous
ode,
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anonymous request,lanptditralasmihthe roonyvossreseecserdatidetha dtst-eaptsd negieatiperein,
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communicatiopanstueEk, i9 @ pidiag thetwork e ihie sttein depamatectizcm thé Girdshe fisstrledel
communicatiop, pet ! icst jary node to the. second contrgol node may
be restricted by %ﬁo@ﬁﬁ&%ﬁ%ﬁﬁrﬁﬁ% i%gttl%e igheéprﬁfétmeggé?ré r%%ra}%gﬁo%ar']ré?\/gvc?r%?%c%rﬁﬁg to an
embodiment, fﬁéfééhﬁrﬂﬂﬂtﬁﬂbnlﬁmﬁﬁkdtﬁrhéhg ﬁmms@éewmy intere diaapleatien wherein the
second canirolede Wil emPEsRER SAd AR PR GTURYERRA madug Jer forming
a second second-level communication network between the second control node a\nole e sécond
intermediary 538, aftR ErfvrRsEeG@HiEinRspRIFRIgat8 feonihefiksitioteroedieny addgste@ndy
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second control node comprises a storage to store the anonymous transaction-related data an
wherein the aHbRFNSHEAT NS AQRHRERGRNGaYR e Eﬁd‘léﬁﬁ@e of the anonymous response data. In
particular, the anonymeesdRipes EhAuBdYRA M@ BISRARRA & 3RO MPURted data

transaction-related 15 data. =~ o
15 are further indicative of an access criterion controlled by the second

I

intermediary node, wherein the access condition comprises the access criterion
controlled by the second intermediary node. Thereby, the access condition
may be flexibly defined, thus improving the data security.

According to an embodiment, the anonymous transaction-related data

20 are further indicative of an access criterion controlled by a second user node,
wherein the access condition comprises the access criterion controlled by the
second user node, wherein the anonymous transaction-related data received
from the second intermediary node are based on transaction-related data
transmitted from the second user node to the second intermediary node.

25 In particular, the second user node may be communicatively coupled to
the second intermediary node to transmit the transaction-based data to the
second intermediary node. In particular, the transaction-related data may
enable to identify a transaction (of data or a process of providing the data). In
particular, the transaction-related data may comprise an identification code, a

30 checksum or a hashcode of the content, and/or a hashcode or a checksum of
an identification of the first user node, wherein the first user node may also be

considered as a recipient of the content provided by the second user node,



According to an embodiment, the communication network further comprises the first user node
communicatively coupled to the first intermediary node via a public communication network (such as
the Internet); and a second user node communicatively coupled to the second intermediary 20 node
via the public communication network, wherein the seggnd user node is adapted to transmit
transaction-related data to the second intermediary node, wherein based on the transmitted
transaction-related data the second intermediary node derives the anonymous transaction-related data
to be transmitted to the second control node. In particular, the transaction-related 25 data may identify
a transaction arrddbr @ ipadsoissiornokitiection thesatondfuses nodestecthe first user node. In

particular, the transa&'ggn-(rjelat%d data%pa be a%on]y%ized %made_ anonymous) by the second
intermediary node in’ Ofder 10 Ve the ShaRVmoUY (RS FRYES Hat & FERNAIGRER 0 the
second controhelvderiSBAwTriding tweanpeisingdinfiest obtreaiamoeinicat@nioetaoskiitee cacond user
node is adapt rovi cgess. up transaction, of encrypted.content data to the first user
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node tran$miteniestramndativntrel atedajdta paetiny lataechbtat thé nicas actiondih theceocey pfetheontent
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content within the present application. 5In particular, the transaction-related data may comprise an
encryption keg@ntaaewptionxey, fiveeleivetio ey wriabtisrtitefvaksethiddedondesnipatively

encrypted conig laian 0 ARAIEIAF I IRCLANIRD K REAGRUAONJERY TRAYNE AUt rom the

second user node to the second intermediary node in"an encrypted manner. In particular, the key may
be 10 transmitEyFEENMRNSECRAAICEN 9 Gge8sa theBdopdriiesrmediary node to the second control

node and from thereripaiedneshiienie BeieanHebage pik e drsbieedipsugiode to the

first user node. According to an embodiment of the communication™network, the second user node

is adapted to GBR¥MLE BRe EREREEE@Tembadiments: ofdisrissiororsne mede angdshasesond
particular the gpRtyoremhaanies) fralampide Sansiked 4singaardransier professhanhisrangioay.

such as using emall, using ftp, using mms, using sms, using icq or the like. Thus, in particular the first
user node ma} e EERRNENCOREP LBRERNIMGLERHy SR fisHiEAnEaRhnode comprises a first

intermediary node communication module for forming a first second-level

15 communication network between the first control node and a first intermediary
node, wherein the first intermediary node communication module is adapted to
receive an anonymous request from the first intermediary node, the
anonymous request being based on a first user request transmitted from a
first user node to the first intermediary node. Therein, the first control node is

20 adapted to transmit the anonymous request to the second control node,
wherein the second control node is adapted to receive the anonymous reguest
from the first control node, to determine anonymous response data responding
to the anonymous request, and to transmit the anonymous response data to
the first control node. Therein, the first control node is adapted to receive the

25 anonymous response data from the second control node, wherein the first
intermediary node communication moduie is further adapted to transmit the
anonymous response data to the first intermediary node for transmission of
response data which are based on the anonymous response data, to the first
user node.

30 According to an embodiment, the communication network further
comprises the first intermediary node, wherein the first second-ievel

communication network is a private network communicatively separated from



According to an embodiment of the communication network, the 20 transaction-related data are
indicative of a decryption key for decrypting the encrypted content data. Thus, in particular the first
user node may only be enabled to read the content data after having received the transaction-related
data (in the form as the response data) which may contgin the decryption key for decrypting the
encryption content data, such as the email data. 25According to an embodiment of the communication
network, the transaction-related data are further indicative of a hashcode of the content data. Including
the hashcode of the content data may be necessary for identifying the decryption key based on the

anonymous retjeciitstAisler eguesiudieseiopnrieansrittath o thedssbiuges Aedeintaihrbirsty
intermediary node 30 as the anonymous request to the first contro] node. In addition, comparing
hashcodes of %%ﬁ?iﬂ%i asﬁlcﬁpgl&? 3?@1/?%%0@@1’&%@@“&': Iﬁé( ﬂﬁt@%%&l%uch as to ensure
that the content dataurdecstiedl yheefistateer cotenudidatinalteradgdmpared to the content data
provided by the secolgd User nc&de. enefBC

[

Luser %rldiré%ot%n %mbodirp‘?n‘_;[ (Inféhr%a ?%m%ﬁnﬁ%ﬂon network,
the transaction-relate& doata a"’?e ?u?tﬂer mdD ca'fR/e of a ﬁas%@o'gg oF aﬁ?den W3iisn 1 tofhation
identifyingSthecfinstursssnp decdhdrather mestidng fode threhereiy e seespd entiatbrody be enabled.

in addiion, ooppaing hasitedes ebuserRRs MeRIcRIN A Als0 Reneder aulisateaton

em Iment o e communication networ IrSt user request
transmitted fréarmhiedirstagsonaosizctnthdefirst tuermediaarit® meder s indeativenctitkeskashdode of

the content dalgnirbli ol 3l e A aseseHediRd Al R R e Hlie aggany user node via

the second intermediary node to the second contro [so the Tirst usérrequest transmitted
from the first uskgrmoeiéiany fredfr SOmBTHEERITg M otkedidighis fada pbet dbredeirtap oty e usdicative

of the hascode,Lie AINEREERtaaLE TORTAhE QUSRS NG SBEAGR, AR s, cRUHhpode andior

the storage of the second control node may be enabled or facilitated. According to an embodiment of
the communicERiANAciRie thedirseomprises a storage to store the anonymous transaction-

related data and wherein the anonymous transaction-related data are

indicative of the anonymous response data. In particular, the anonymous

response data may be derivable based on the anonymous transaction-related
15 data.

According to an embodiment, the communication network further
comprises the first user node communicatively coupled to the first
intermediary node via a public communication network (such as the internet);
and a second user node communicatively coupled to the second intermediary

20 node via the public communication network, wherein the second user node is
adapted to transmit transaction-related data to the second intermediary node,
wherein based on the transmitted transaction-related data the second
intermediary node derives the anonymous transaction-related data to be
transmitted to the second control node. In particular, the transaction-related

25 data may identify a transaction and/or a transmission of data from the second
user node to the first user node. In particular, the transaction-related data
may be anonymized (made anonymous) by the second intermediary node in
order to derive the anonymous transaction-related data to be transmitted to
the second control node.

30 According to an embodiment of the communication network, the second
user node is adapted to provide access, upon a transaction, of encrypted

content data to the first user node, wherein upon providing the encrypted



user request transmitted from the first user node to the first intermediary node is indicative of the
identification information identifying the first user 20 node. Thereby, querying for the response data
may be further simplified. According to an embodiment of the communication network, the first
control node, the second control node and the secondjifitermediary node are adapted, upon receiving
the anonymous request data and/or upon transmitting the anonymous response data to the first
intermediary node, to 25 transmit an access notification from the first control node via the second
control node and via the second intermediary node to the second user node, wherein the access

notification indioatesthadth editsie festhascraseaepeHO KRR AN HRG VRIS  Hag sontephdata. In
particular, the access notificition n&g\n(gb considered f?s a confirmation that the content data or the
t

; d
content has b&&t 30 SIUELESfY WSS SHEGHSULRS AERISRHARR RS RR ISR AB de has

successfully deznypteddinm eheptest conteimtdataedieeordivgetolanpemiasdipeti ok the saruaugication
network, the fiﬁ% ;25 %%elr Qodei adag)ted 0 EOViﬂﬁ r}a%:]ess to the contﬁnt data (for example to

provide access to tée% c;on T84SR Lo 6@’/5 e firBl oRER 3[R W@&rypting the

ent data for a dser em
encrypted Tontent dda byrthasdas, dhenérdesryqiiimm- ke detivednoravihe regpeasendatzrippesicular,

without having, rypLi Eﬁg\‘\ hand, the epncrypted content data may be worthless for the first
user node. In pa tiﬁgr,gtgrg mi tir?éet%’e%éﬁgﬁ?r%gﬁg’ re%f)oennsaegileastéﬂ'%ﬁa%'/rﬂg %?rcﬂgﬁﬁr% the first
control node feearyaitidigae peryikat contapodebag To treertiontent dredad darngptiicnlaeyanrinvoice may

be generated apd-may-h qﬂy'ﬁtg i ..10According to an e diment of the
communication s;sgy'tleﬁrr% z?t(%e?ast one %ftcﬁt)k%elzq %i?@ﬁ%ﬁﬁéqﬁr?gﬁe% the %gco%%ggonn ?5]0 n{n%%%?tﬁg%r@fj
intermediary rib&;MRdBsyoRAdatETMBAMG VDt thetfinstruder prydicalad thieeskegnu agdrenode

compriseroat IgaHsAAR BN A1 2B CRRTSHNGLA & SBEClEPIIPLLEL AIRRI COMAICT, Sdceleop

computer, a laptop computer, a personal digital assistant, 15 a server computer, and a mobilé phone.
According to &A@ sRRNhERDbIAhBadranghicambthereerpane ety slisdinentirit aonebtwork is

formed such thaehbaesl GPANOFROMIR{AsalRg 3! ek 6HMEOh s aeafig and the second control

node is located at a second control node location, wherein the first control node location is 20 spaced
apart from the seconfiEOHHOhERI@ToeEMBRMINaisthHe Betw@amization network, the second

user node is adapted to generate the encrypted'content data for transmission

15 to the first user node. In particular the encrypted content data may be
transmitted using any transfer protocol or technology, such as using email,
using ftp, using mms, using sms, using icq or the like. Thus, in particular the
first user node may receive an email containing encrypted content data.

According to an embodiment of the communication network, the

20 transaction-related data are indicative of a decryption key for decrypting the
encrypted content data. Thus, in particular the first user node may only be
enabled to read the content data after having received the transaction-related
data (in the form as the response data) which may contain the decryption key
for decrypting the encryption content data, such as the email data.

23 According to an embodiment of the communication network, the
transaction-related data are further indicative of a hashcode of the content
data. Including the hashcode of the content data may be necessary for
identifying the decryption key based on the anonymous request which request
is later on transmitted from the first user node via the first intermediary node

30 as the anonymous request to the first control node. In addition, comparing
hashcodes of content data may also allow to prove the integrity of the content

data, such as to ensure that the content data reached the first user node



km and 20000 km, in particular 10 km and 20000 km, further in particular between 300 km and 20000
km. In particular, the first control node and the second control node are distributed at different
locations on the surface of the earth. In particular, the first control node and the second control node
may be 25 located in different continents or in differeng galitical countries. According to an
embodiment of the communication system, the first control node location is within a first jurisdiction
region and the second control node location is within a second jurisdiction region different from the first
jurisdiction region. In particular, the first and the second jurisdiction regions 30 may adopt different
security and/ontatezgdlabomsanddctontay beraairfiedthypite fdstoontrabnadopad i seefnd control

de b iatel figuring the first cqntrol dth d.contro| ding t
iferent - 20 - Toqu AL TR ) oSN GRb e SRR EEAEC A ocualy of i

any combinatio@rdeciusede deadribard arentionedr quﬁlaémadelmfﬁnpléﬁrl}mmfima?ntlrlc)l node, to a
second contral 10 a communication network may 5 also be appli individually ar in any
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combination) for an embodiment of a communication me and a’‘sec
method déscritteddrslowrooviceespmase datacowibg Enait bbb iatktitienfisd mgranmmication

method is proydedoyiich samapsesRriding At ony alinede camprising st goirel node 10
communication module for forming a first-level communication network with at eastone second
control node, 8WdRPHESt intermediary node communication module for forming a first second-level

communication netw 2 a first ' sfransmitti i st,fro first user
node to the first inter&%ﬁ%ﬁéﬁ%ﬁ%ﬁ%&%, 5%%%%@?1n?%%%?éﬁﬁ%@gﬁ?m%%cﬁ%n module,
an anonymou&i¥eguegteshithpsiritietefratitie Mosleuasr agsteytooinerEosteisttiesmgdiased on the

first user gauRgla& AR Oy iR diiss fese dam aeda camasaicataimosie wg the first level

communication network, the anonymous request to the second control node; receiving by the first
control node, Vi@nseshispraetated data transmitted from the second user node via the second

intermediary node to the second control node and also the first user request
transmitted from the first user node via the first intermediary node to the first
control node may both be indicative of the hashcode of the content data.

15 Thereby, querying the storage of the first control node and/or the storage of
the second control node may be enabled or facilitated.

According to an embodiment of the communication network, the first
user request transmitted from the first user node to the first intermediary
node is indicative of the identification information identifying the first user

20 node. Thereby, querying for the response data may be further simplified.

According to an embodiment of the communication network, the first
control node, the second control node and the second intermediary node are
adapted, upon receiving the anonymous request data and/or upon
transmitting the anonymous response data to the first intermediary node, to

25 transmit an access notification from the first control node via the second
control node and via the second intermediary node to the second user node,
wherein the access notification indicates that the first user has accessed (or
read or decrypted) the content data. In particular, the access notification may
be considered as a confirmation that the content data or the content has been

30 successfully transmitted to the first user node and that the first user node has
successfully decrypted the encrypted content data.

According to an embodiment of the communication network, the first



90 communication network, anonymous response data, responding to the anonymous request, from
the second control node; and transmitting, by the first intermediary node communication module, the
anonymous response data, via the first second-level communication network, to the first intermediary
node for transmission of response data which are based an the anonymous 25 response data to the
first user node. According to another aspect, a second communication method is provided, which
comprises providing a second control node comprising a second control node communication module
for forming a first-level communication network with at least one first control node, and a second 30

storage for staréey canteolsnadisptathtoqueivide, bycdws sectne conteeltndsie: giorasaicsiendnodule via
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communicatio le via the first-level communication network, the agnonymous response data to the
first 5 control rﬁ}(ﬁg.%g é%%%grgdsl%é ?oaalnioqwear%'r% géirﬁvém%\‘"fheéblfgge %rgféﬁﬁc%’,%é%?ﬁrﬁﬁnication
method cdmpligesitié eneticovindap s of thetfdsteomayubéc atiar feth ddrah d dectinesk albovte ahd the

method steps 0, ! IGAtl hod a 1] ve, 10According to further
aspects of th e%r@s%ﬁ?fﬁ\%%ﬁgﬁ@wgggrﬁ rgﬁl)g] rsllg}l%t %%geeg égﬁ%u?egrg?eg}? a/bfélﬂgéeci i l(f?‘nag%n&rovided,
wherein whenthie fiigigeant «lenrdr exepatsit bip b pagoeesb K ehe ppogwimgetertbatdsraeapted to
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communication metho escribed 15 above. ents o resen ion, findings
and considerafshE15§ #ReMMeAErs and comparative examples by the inventors are now described

with refergnce to the@@&ﬂ@wnwmmm %?f%ﬂl%‘?mﬁm;@gﬁetéﬁ&im’,egv?&ﬁ%ﬂ%t

restricted to the illustrated a escribed 20 embodiments. Similar e s'in the drawings are

labelled with SHhiia¢ fefet&ordrahRasiteting sarPRckemvEeURRde, the first intermediary node,

the second intermediary node, the first user node and the second user node

comprises at least one of the group consisting of a server computer, a client

computer, a desktop computer, a laptop computer, a personal digital assistant,
15 a server computer, and a mobile phone.

According to an embodiment of the communication system, the first-
level communication network is formed such that the first control node is
located at a first control node location and the second control node is located
at a second control node location, wherein the first control node location is

20 spaced apart from the second control node location by a distance between 2
km and 20000 km, in particular 10 km and 20000 km, further in particular
between 300 km and 20000 km. In particular, the first control node and the
second control node are distributed at different locations on the surface of the
earth. In particular, the first control node and the second control node may be

25 located in different continents or in different political countries.

According to an embodiment of the communication system, the first
control node location is within a first jurisdiction region and the second control
node location is within a second jurisdiction region different from the first
jurisdiction region. In particular, the first and the second jurisdiction regions

30 may adopt different security and/or tax regulations which may be satisfied by
the first control node and the second control node by appropriately configuring

the first control node and the second control node according to different



Brief description of the drawings 25Fig. 1 schematically illustrates a communication network according
to an embodiment of the invention;  Fig. 2 schematically illustrates a conventional communication
network; Fig. 3 schematically illustrates a communication network according to findings by the
inventors; 30Fig. 4 schematically illustrates a commumnjggation network according to findings and
considerations by the inventors; Fig. 5 schematically illustrates a communication network according to
- 22 - findings and considerations by the inventors; Fig. 6 schematically illustrates a
communication network according to findings and considerations by the inventors; Fig. 7
schematically rigsitatieme, cempedtivaijon network according to 5 findings and considerations by the

inventors; Fig. 8 cl]_ebm ically illustrates.a communication environment according to findings and
considerations by the@r?v %%Srg?e ¥’ni‘?&?@ggh@ﬂgl{%ﬁwrﬂﬁs(t'féqé‘gdoh‘PQP’cﬂﬁéEtﬁféy of a communication
network accordimgtimétiony siiaoid sedsitlesatibed byntherivediosxpléihigd 10 sphtieaticadfithtstrates a
L ) . : o € Fia. 11 illustrat
communlcatlogon%twprl%%céc%dgl% to an embg%lmi?rﬁ of the present invention; tvl\gor}( illustrates a

s & S PR SET VAR e may

communication NEIWork ac(:ordlng?o an em
3 also be applied (individually or in any combination) for an embodiment of a

first communication method and a second communication method described
below or vice versa.
According to an embodiment, a first communication method is provided

which comprises providing a first control node comprising a first contro! node

10 communication module for forming a first-level communication network with at
least one second control node, and a first intermediary node communication
module for forming a first second-level communication network with a first
intermediary node; transmitting a first user request from a first user node to
the first intermediary node; receiving, by the first intermediary node

15 communication module, an anonymous request from the first intermediary
node, the anonymous request being based on the first user request;
transmitting, by the first intermediary node communication module via the
first-level communication network, the anonymous request to the second
control node; receiving by the first control node, via the first-ievel

20 communication network, anonymous response data, responding to the
anonymous request, from the second control node; and transmitting, by the
first intermediary node communication module, the anonymous response data,
via the first second-leveli communication network, to the first intermediary
node for transmission of response data which are based on the anonymous

25 response data to the first user node.

According to another aspect, a second communication method is

provided, which comprises providing a second control node comprising a
second control node communication module for forming a first-ievel
communication network with at least one first control node, and a second

30 storage for storing control node data; receiving, by the second control node
communication module via the first-ievel communication network, an

anonymous request from the first control node; retrieving, by the second



Fig. 12 schematically illustrates a communication network according to 15 an embodiment of the
present invention. Similar elements or components in the illustrated embodiments, findings by the
inventors or comparative examples are labelled by the same reference signs differing only in the first
digit. It should be understood that features disclosed.in the context of findings and/or considerations by
the inventor may 20 also be (individually or in any combination) applied to embodiments of the present
invention and the features disclosed in the context one embodiment of the present invention may
(individually or in any combination) also be applied to another embodiment of the present invention. 25

Detailed descrptiayef eadztlynemie ahtiey mwerticsgarddjnsires Bolhe ieypokys data Fig. 1
schematically illustrates a co$munication network 100 gccording to an %mbodiment of the present

Tham St BHY T34 CHGis SL M FBECB Rt h SHRr88%; #98cond control

invention. Thergg%mumgaii?o
node 103, a fitsemaarithuiariyyntioe démral seound!inede ediarshaodsdion, mbdsliesas nbdeitéld and a

second user r\%%%llgb]l‘nmz?nf:im&%on}w@ \Arilgr e OéL grqd the second control %3 - n&?e 03 form a
private network 113, w erein Tor aﬂowmg data ComMUNEREST Wit tRE |5' O AL 13 (which is
also referrd tocadfiristdeiasl communication network), the first control node 101 comprises a first
control node commugicati 5 h cond trol node 103 5 comprises a second
control node commu%gﬁﬁnﬁggﬁgﬁf%%ﬁi%ﬁ %‘oen%o?%r?g B Bgerrsf%m%nﬁr&\é |8ﬁ'?nr%aaule 115 and the
second controt@ipdewtaatianicagtrochedmeridadsaiiablietbathtdepchinge Ghsinoehibafiration

exchanging daja hety éggcﬁ{gé&%{)g)g}éﬁ% E‘I% m)ﬁ%qﬁ\s/%%’%%oﬁ%%%% émde 103. The first-level

.2 cond .
communication network 113 may in particu e a virtua rk. The first control
node 101 anddfBmsris@iieraethadors s foihed fitssecond-level communication network 121 for

which tha fret controhpeeRH! PRIt JeatinigedaRsadeammun caiendpadule 123 The

first second-level communication network 121 may for example be a virtual private 15 network (VPN)
which allows GBI ANAiBLRIN PeificEppdrbiesmesiton msecrotided, thh ereimveherdiey node

105 via the coprgutaipRipensbaniel kécutdlPist iperpedinvinads domand tha drstiusaidpdg 109
are to control or carry out the first communication method, the second
communication method and/or the communication method as described
15 above.
Embodiments of the present invention, findings and considerations by
the inventors and comparative examples by the inventors are now described
with reference to the accompanying drawings. The embodiments of the
present invention are not restricted to the illustrated and described
20 embodiments. Similar elements in the drawings are labelled with similar

reference sign differing only in the first digit.

Brief description of the drawings

25 Fig. 1 schematically illustrates a communication network according to an
embodiment of the invention;
Fig. 2 schematically illustrates a conventional communication network;
Fig. 3 schematically illustrates a communication network according to
findings by the inventors;
30 Fig. 4 schematically illustrates a communication network according to
findings and considerations by the inventors;

Fig. 5 schematically illustrates a communication network according to



communicatively coupled by a public network, such as the internet. Thereby, 20 data exchange
between the first intermediary node 105 and the first user node 109 is enabled via the communication
channel 127. The second control node 103 and the second intermediary node 107 form a second
second-level communication network 129, wherein datgbetween the second control node 103 and the
second intermediary node 107 25 may be exchanged via the communication channel 131. In
particular, the second second-level communication network 129 may also be a virtual private network.
In particular, the networks 113, 121 and 129 are communicatively separated from each other such that

for example thiénittistgatendedingiderdeacits b s itles to communicate via the first control node
101, and via the secg_nd c%)ntrr(])l node 103 directly with the second intermediary node 107. The first
intermediary node 10595 3§ SHRBHF dﬂ’éﬁ S RRRRAT e nedwonk acseREBhERle 101.
Further, no otffiexdinios pardydsreridbled 609 bgetseaity ehtbegirivate communication networks 113, 121
and 129. Thereby, dﬁisgcéjcrgg méaazcgg en uredtwithin each of the communication networks 113, 121
and 129. 5Further, theSecond mterme i\ér')ﬁil%ag 0 7 iU OMIHOIGRHR e RELW Fle 8362 &8nd user
node 111 Via &ndinigs cominconisiakion tiwte/dk thech asrw-iternet for exchanging data via a
communication changel The second user node 111 may provide content or content data 135
(in particular in an en%?jpj)st%%t%erm)a (chﬁﬁg fiﬁgts ﬁ'éa:tre ﬁoadé%@?%‘ﬁpé%b‘g)? FRE PG RIGFEPEHN Gontent
data or of the EdfiR@NTSaMA\chrgidefatioes Iby ahy trarsmission method such as by transmitting an
email, by transmitting; émg' a ile_transf tacol (ftp), fransmission of data using tcp/ip or http or
by just providing sor%elgggagon a pc?i’?aﬁgigrq@%%éc3| gelgl ne%r'?%eh%ee% lﬂfﬁo?]%oﬁr(g\%mﬁa"l'ﬂ'ﬁgﬁrhser node
109 with conté&Rtweskragaasbngotedinslifngmand secsittbuationsdey Ithk inee trasrsmit

transactigp-related dafg 1453 MR LRS- SRITDUNIcAY nel 133 to the second intermediary node 107.
The second intermediteié:_ node 107 recei%s @ﬂ%%%ﬁ%gﬁ}%fé%%agg{é %%%V&éﬁ\%%cﬂ@@%oﬁ%
anonymized o? ARGRDRABNERE 4R prrIamdeatiar; wherein the anonymous transaction-related

data do not allow to ¢pierrning 3828834 of 16 SRAMALERR APIE K T goangnymous

transaction-related data 137 are transmitted from the second intermediary nade 107 via the private
communicatioR CREAHBRDS Pidheersesend tvrmmsiomidantd3, in particular to the second intermediary

node communicatiorFrgodulesdRdmBRRERIY. iR 08y MRSHIFATRAGIRBH Haled data ateabeligd by

referenc%éign 137. The,
an embodiment of the present invention.

Similar elements or components in the illustrated embodiments, findings
by the inventors or comparative examples are labelled by the same reference
signs differing only in the first digit. It should be understood that features
disclosed in the context of findings and/or considerations by the inventor may

20 also be (individually or in any combination) applied to embodiments of the
present invention and the features disclosed in the context one embodiment of
the present invention may (individually or in any combination) also be applied
to another embodiment of the present invention.

25 Detailed description of embodiments of the invention and findings by the
inventors

Fig. 1 schematically illustrates a communication network 100 according
to an embodiment of the present invention. The communication network 100
30 comprises a first control node 101, a second control node 103, a first
intermediary node 105, a second intermediary node 107, a first user node 109

and a second user node 111. The first control node 101 and the second control



25 second intermediary node communication module 124 receives the anonymous transaction-related
data 137 and stores the anonymous transaction-related data 137 in the storage 139 of the second
control node 103. In particular, the transaction-related 137 data may comprise a decryption key for
decrypting the content data 135 which have been senpi an encrypted form to the first user 30 node
109. Further, the transaction-related data 137 may comprise in particular a hashcode of the content
data 135, a transaction identification number and/or a hashcode of an identification of the first user
node 109. These data portions - 25 - may be required for subsequent querying the storage 139 for

response datanodiect 08ldterto sherivansattionorklated, datie ginadicalpswaiieirghe anonymous
transaction-related data Iﬁgartl% t§|SO the second c%?trol node 103 is not enabled to determine an

identity of the S&CONG USar BRINGIFOGERGH Al MLUrh dei@'e0g SiRRrer Atent data
135 in an encfifstetki@intdherficstiustionote i OBk Atisefisst teaitest Adddo e disshpresmedfaat node

105. The requ in artlcular compri fthe received content data (which are
inan elncrgﬁteé(efsfgot]r%H.8 % o m;; 0 ra;r%;i({’entl?ﬁ Bie[hiiid ) r?}&&&ci%t?‘?ﬁhfahﬂgpﬂa’tt% In eiiod
particular,Xheaetreitesia m?ay: asl moale @ocrypteddatiorancoalai:the mankadien-telates data
136 may be i, The first intermediar nod 105 receives the request 141 and
forms based or? %%%%ﬁ%%a%g]ﬁgn?r%g@f rg%%?est (ﬁg WRICH B SORGAIY 9/\5’5 to NE3H8 Tentity
of the first usenadute 1007 Bstadlishyandeais relqdeamgea:hénEMamsmﬁd)ecbimﬂwgragommol node 101,
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The first control node 101 then searches |ts irst stora the Féquested anonymou

data. If the anm@h@m@f@gpm@@aanatnegpbdduamyhm mmmmquast@ p4Rate not found
within the dirststgrage 140, the first control node 101 forwards (or roams) the anonymous request 143
to the second control node 103 via the communication channel 119 within the first-level
communication netwbe first taetapbngaf LS teee shedd rs intelvaddinmhesdeohd5ctammlaode

communicatimgﬂ%égrkilk%t%w&?mﬁ%@%sr%oigzain%m%ﬁéﬁ%ﬁ%nﬁr§£0£§ﬁatr&§§é e und

searched for the requested anonymous response data. If the anonymous response data

within the secoRd SRRJESeSPiRESA ABHIMAtiaRspedsccemMUI catioatrved e ddnd e st
storage 139 agecariliatemibasHHieHISh s ege L flay adhecampenication c0anpaltia. if an

access condition is satisfied.,

15 network (VPN) which allows data communication between the first control
node 101 and the first intermediary node 105 via the communication channel
125.

The first intermediary node 105 and the first user node 109 are
communicatively coupled by a public network, such as the internet. Thereby,

20 data exchange between the first intermediary node 105 and the first user node
109 is enabled via the communication channel 127.

The second control node 103 and the second intermediary node 107
form a second second-level communication network 129, wherein data
between the second control node 103 and the second intermediary node 107

25 may be exchanged via the communication channel 131. In particular, the
second second-ievel communication network 129 may also be a virtual private
network.

In particular, the networks 113, 121 and 129 are communicatively
separated from each other such that for example the first intermediary node

30 105 is not enabled to communicate via the first control node 101, and via the
second control node 103 directly with the second intermediary node 107. The

first intermediary node 105 is only enabled to directly communicate with the



30In particular, the access condition may be set by the first control node 101, by the second control
node 103, by the first intermediary node 105, by the second intermediary node 107, by the particular
application, and/or by the - 26 - particular transaction or event that relates to the request, in order to
protect data which originate from the second user nadg4111. In case the access condition is not
satisfied, the second control node 103 generates a denial message (or a message indicating that the
second control node does not 5 contain the requested anonymous response data, if the second control
node does not contain the requested anonymous response data) and transmits this denial message to

the first contrdiirtdmitbiwiude tasfEwrtherdenialtnesshgel a the irshissesmediapcaadsrisio the
0 the requested response data is

first user nod . The denial message may, indicate that access

10 coniedt 1o TR S N A EI e BETEBebhs (47 e e T EPborFoP R0
and/or specifi¢rfay the &rstuinternvittiisre aod e O3cacoordingicasinexmpBysenimdimening  If
access to the g%@qested anonymous response data 145 is granted, the anonymous response data 145
are transmitted from the second control node 15 communication module 117 to the first control node
communication modéierthis ctinepsiseehia theefirsedantyahaddel DTliskromrtheti$ha aRoRyTRIEs

response datgJ4RALe transmitted.withig 4he firs nd-level communicatign network 121 via the
communication channel 125 lt'lo the #&sg i?\t{gn\{iagdéeﬁﬁr@o} ecﬁwgﬁoﬁg?%‘g&%dsgﬁ n?/?n%lfs
response datd"t&5nee frsertbansiary aicdeia Goaerinusniesporsetdaiadl 438 hich allow identifying

the first user node 16¢,Jn.past r se dat . ise the transaction-rel ata or
data derived therefrom, which %}JEI%? gf%vﬁ?eq wfp %2?”3?%‘5% Iig%éc%ﬁto the ;(T:%rﬁ{[]ae{n %?%&@5
which were reB8ibEY R dR 8RcRysatPtethiozsRuithde fivst seatdingdhel ByuBsedetiypitaad upon

receivingiiie igesh sttt Alottent das gl bALe st iplamadispeded ey

generate and transmit a notification message via the first control node 101, the secon

103, the secoh®MiBHSRARA eI ®IChard¥dEaRaEsinbas emaib ihfotnanseddumdatser node
111 that the CQBI@Q@QI&%@%&%%%S%%S)?W&%ﬁﬁ%&%ﬁ’{ 5PH5t20%sing @[}etg‘jpﬁgﬁ@;og{: the

present application a control node may also be referred to as a clearing node or e, an
intermediary éuqurag,rowdmg some’data on a portal or website in the internet.

Upon providing the first user node 109 with content 135 in an encrypted
15 form the second user node 111 may transmit transaction-related data 136 via
the communication channel 133 to the second intermediary node 107. The
second intermediary node 107 receives the transaction-related data and
derives therefrom anonymized or anonymous transaction-related data 137,
wherein the anonymous transaction-related data do not aliow to determine an
20 identity of the second user node 111. The anonymous transaction-related data
137 are transmitted from the second intermediary node 107 via the private
communication channel 131 to the second control node 103, in particular to
the second intermediary node communication module 124. Therein, the
anonymous transaction-related data are labelled by reference sign 137. The
25 second intermediary node communication module 124 receives the anonymous
transaction-related data 137 and stores the anonymous transaction-related
data 137 in the storage 139 of the second control node 103. In particular, the
transaction-related 137 data may comprise a decryption key for decrypting the
content data 135 which have been sent in an encrypted form to the first user
30 node 109. Further, the transaction-related data 137 may comprise in particular
a hashcode of the content data 135, a transaction identification number and/or

a hashcode of an identification of the first user node 109. These data portions



- 27 - also be referred to as a provider node or just a provider. In particular, the first control node 101
may be situated in Switzerland, while the second control node 103 may be situated in Luxembourg. In
particular, the first control node 101 and the second control node 103 may be located in different
political 5 countries or in different jurisdictions. The first control node communication module 115 of
the first control node 101 is adapted to form another first-level communication network 114 with a
further control node 104 (which may comprise a storage 142 and may be similarly configured as the
second control node 103) , the first-level 10 communication network 113 being communicatively
separated fromayebstrenfiisedefa sobvaguistiquargiwgrkhkldorhgeehgotiierfirst sonteldinde 114
communicatio d i ted to transmit, via the other first-level cgmmunication network 114,
the anonymoﬂ%u%g?ﬁ% otsg%%zt?uﬂﬁae?té%?ﬁ% ar‘]tg eéfgi.' (A 8@3&%&?%@%&# r tontrol node 104
may support Esangthetsdrafhspglicaticistbdddte . skcpradtenntol alsdeth83secontheokitsitontrol

node 101 is a it i t irst:-level co nication network 114, the anpnymous
request 143 tcf)1 %?elzee f%éf%gréggr?:r% gﬂ%lge&ei%? ?r%llrﬁgbaﬁlg n%‘z%ﬁér\(/vﬁﬁ%ee ?r%cnos%isusslgﬁ ,n\ﬁga‘%h%rff st-level
communication netwday nEBp o éedridiey first s requesicoitfe vetortcontibt 20 dudel BBIn anFig. 2

schematically dlésiiaies forATVRUMEEORISRNAR AGEHARG R Andings Rung hveniols,
edt 7

rein, a
single control node or clearing node 201 is communicatively coup several providers gS and 207
to which a plufiRyrBedsesy iverss 20D. aHe2EnERstdAiemey, ireppeetituwty. aBmpdag s multi-provider

communication-gysisgas \itati i Fil ' nication
systems mange multi-prc(;)F\]/iad?{gr] %%%?H&E%pﬁ%géml%fE’ermr#é:%ﬁg@ﬁe& gc%ﬂr%cation

services (A, .NRECd_ WaA ianktysehiedisigusebmodesig ang furtyaredatier With one of the
providerg @ndgheficuns SHeE ReGUES:via henaliose s SQuRIPYIHSH Eror RIS fIaY R JURaNg,Rut could

also be computer programs. A synchronization node CI (control node or clearing facility) 201 enables

communicatidh2R38SE ProrttrR Pt 36 BN dep dhdoneBEMBLSIRIER that a

The first intermediary node 105 receives the request 141 and forms
based on the request an anonymous request 143 which does not allow to
determine the identity of the first user node 109. The anonymous request 143

15 is transmitted to the first control node 101, wherein the first intermediary
node communication module 123 receives the anonymous request 143. The
first control node 101 then searches its first storage 140 for the requested
anonymous response data.

If the anonymous response data responding to the anonymous request

20 143 are not found within the first storage 140, the first control node 101
forwards (or roams) the anonymous request 143 to the second control node
103 via the communication channel 119 within the first-level communication
network 113. The anonymous request 143 is received by the second control
node communication module 117 of the second control node 103 and the

25 second storage 139 is searched for the requested anonymous response data.
If the anonymous response data 145 are found within the second storage 139
the anonymous response data 145 are retrieved from the second storage 139
and are transmitted to the first control node 101 via the communication
channel 119, if an access condition is satisfied.

30 In particular, the access condition may be set by the first contro! node
101, by the second control node 103, by the first intermediary node 105, by

the second intermediary node 107, by the particular application, and/or by the



- 28 - user may choose, users can communicate with each other, i.e. collaborate and use the same
application (application A, ..., N) and/or service. For security-sensitive applications, users will select a
trusted provider, as using such application (or app) X may require sharing information with selected
provider, 5 whereas other providers 205, 207 and congrgl-node Cl (201) shall only have restricted
access or no access at all to information of user Uxy. The illustration in Fig. 2 shows the concept of
such multi-provider systems. An example is regify with application (or app) A "trusted and binding
e-mail", and applications (or apps) B,... N could be other digital postal services. 10Area 208 denotes a

TRUST relatiqrmﬂipulagiom ﬁsratg‘eogﬁaMealirﬂ;mom)amc?Memﬂubr@vw@ﬁ (&OE}?fﬂtﬁsﬁrseé?(Z%#)
While such multi-pro r system with central cleari as i ers choice for the
users and rea'éég e¥t‘o iy aslllf nﬁn&ltﬁﬁ% %%188%?&% ﬁtg nﬁﬁhﬁﬂ%‘f’aﬁ&%ﬁ@éﬁc
applications o:talppmol‘s‘lémqﬁm@ms’éanf embaeditnedtsafithis myweatidBofenfedemtedddeding and
metering syst %} ée &Jve rwgsg [5) g; &Sasclilﬁg ﬁ'péjt i |tat‘|eons on]trg’lerqg éIVIE}/ of an app SCx
may contradi ‘?H% ncept of & cen eanng Netw ormla%ency supports e &8 cept of
decentralized ¢teddiy e Zequestactionsroambespresessed e, éffitierdicand tastérdichassr to
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In contrast, distributed clearing improves availability reduces risks of tailure QI i-ap
capabilities ref|gieatiexisisng fotends 8 istecsiobmn g odastdll 28hinto transippsi¢hel dendaise, users use

more than onerARRo DeREHES KeliniPh RANaNSIRRTRE Y ARUURLYS A0 yaD fdedgated

distributed one, will lack the flexibility required. Whereas a speci c app may have to perated on a

dedicated cleAfFhEIRSSACABMCIGceiRcthod Avspirtextnriceamesteaciagpanae detiig setups
may diffeffroraanedo dePisHRAMBWEE! BRis denial may be specific for the requesting first

control node 101 and/or specific for the first intermediary node 105 according
to an exemplary embodiment.

If access to the requested anonymous response data 145 is granted, the
anonymous response data 145 are transmitted from the second control node

15 communication moduie 117 to the first control node communication module
115 comprised in the first control node 101. From there the anonymous
response data 145 are transmitted within the first second-level communication
network 121 via the communication channel 125 to the first intermediary node
105.

20 From the received anonymous response data 145 the first intermediary
node 105 derives response data 147 which aliow identifying the first user node
109. In particuiar, the response data 147 comprise the transaction-related
data or data derived therefrom, which finally allow the first user node 109 to
decrypt the content data 135 which were received in an encrypted form.

25 Further, upon sending the request 141 or/and upon receiving the
response data 147, the first user node 109 or the first intermediary node 105
may generate and transmit a notification message via the first control node
101, the second control node 103, the second intermediary node 107 to the
second user node 111 to inform the second user node 111 that the content

30 135 has been accessed by the first user node 109,

In the context of the present application a control node may also be

referred to as a clearing node or clearing instance, an intermediary node may



30 determined on app level. 5. A user can be connected to the network independent of his actual
communication profile. If there was a federated clearing setup that allowed a - 29 - user/provider to
flexibly include/exclude clearing constellations and avoid hard-wired clearing setups on app level, he
would be connected to the whole network and still, progigler/user could control clearing on the granular
level of the app. 56. Central metering may be inappropriate or inefficient. One app may be metered on
the basis of "number of users/period"”, whereas another may by "number of transactions/period".
Federated clearing furthers specialization of clearing services, thereby improving efficiency including

that for meteriagror bin thiefotaréo esenprevidelranzhe torasiay ranedarbermeserdion, b apipdevel,
rovider le | of sovereign countges, e.q. in order,to support VAT and other tax or
com R B B Y R e e i, - EET CaBhr

compliance regimes. ensitivity'of a particular applic
according to findifgs OBtheaimensiteatid. 8 showsntisoognéoted ke grotps firstasenfslasenéralized

clearing 15 witha RINgly ' c ording, to findings by. the inyentars. Herein, a
first clearing node 301 arﬁ%e '?v{zir(?éslL(EJLC‘:)c?rg({lq %ggﬁé%%ng(?é?j%%nag%?g%v%gt , v%ﬁg%?ﬁ\ég Eé‘fgélring node
301, 303 is coRfdBtaesoasre diffaceetjuvisrdictiodes 305 and 307, respectively. Associated with the
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may accept that app SCx is centrally enabled by Cx, while another group may no acgept this. If
e.g. Cl was lod€8 ihthdseafapteth orfiermmnothes firay-keeptahispuhitation-Eehwseksimdy not

consider this m@paamﬁﬂemﬂ%m@@%&%ﬂ@ﬁ%ﬂ?@%@%ﬁg@ 5&8@@&%&%&&@%

transactional information (example: 25 SWIFT), jurisdiction’an ore access may ecomé critical.

If Cl was relocBfe8IRRMIONEGHIRY 6536¢rraADE Geaiteldnemie RS, atmHfirstdewelisers may
disagree.1GongeekeRcERIICAANDAE 41083 SFRERLARRS Fh@a?!@@mgefﬁéi%'%eﬁ‘ﬂyoﬂ?‘éﬁéooﬁfer
decentralized in order to serve the specific user requirements as otherwise, the restrictions of a purely
central approaré??t"evei communication network 114, Thereby, the first control node
communication module 115 is adapted to transmit, via the other first-level
communication network 114, the anonymous request 143 to the further
control node 104. In particular the further control node 104 may support

15 another set of applications than the second control node 103.

The first control node 101 is adapted to transmit, via the other first-leve!
communication network 114, the anonymous request 143 to the further
control node 104 in a parallel manner with the transmission, via the first-level
communication network 113, of the anonymous request to the second control

20 node 103,

Fig. 2 schematically illustrates a communication network according to
findings by the inventors. Herein, a single control node or clearing node 201 is
communicatively coupled to several providers 205 and 207 to which a plurality
of user nodes 209 and 211 are connected, respectively.

25 Today's muiti-provider communication systems may have limitations.
Referring to Fig. 2 many of today's communication systems may be multi-
provider systems. Multiple providers (P1, .., Pn) offer the same communication
services (A, ... N) or a subset of such services, e.g. A only. Users (Uxy) may
register with one of the providers and then use such service via the chosen

30 provider (Px). Users may be humans but could also be computer programs. A
synchronization node C1 (control node or clearing facility) 201 enables com-

munication across providers 205, 207, i.e. independent of the provider that a



30 to clearing would lead to dedicated (fairly inefficient) setups of the complete clearing infrastructure
as illustrated below. Besides adding cost, such setup would also limit reach as for example, user U41
is not connected to user Ull - 30 - and could not communicate with him. Therefore, user U41 would
have to register twice in such case. Fig. 4 schematgally illustrates a federated clearing system
according to findings by the inventors, which may be regarded as an extension of the 5 system
illustrated in Fig. 3. In particular, the Fig. 4 illustrates the new flexibility for users brought about by a
federated clearing system for app SCx: User Group (Uyx) will only use the clearing facility Cm for app

SCx User Groupeiimpyithuses¢heisteariranfaoitifies fitats ﬁiﬁﬁ(ﬁa’i@po‘@ﬁé‘rUﬁérh@mﬂBcﬁﬁéﬁé)da\NFI use
the clearing f [ CI C2 and m, 10T ere ore |nd vidual ysers, can choose their preferred clearing
constella- tion. %s%ﬁ R eI &R ? RS aé%?oﬁ% rgroupd)? ﬂfgﬁﬁr%rﬂr’%gte E?G\R%EPEEYup (e.g.

Py) may ensu@ﬂﬁﬁ!ﬁ@e&ﬂﬁhﬂﬂ@@ﬁupm hﬂlbbemm a();museqdlegjrtbw@e@ylg@msvwﬁ tgaeafllt if they can
set up an app vy ation, In case of.Pn, am I’OVI er that levera he cle rlng
infrastruc- 15 tét{ﬁg'tg?iﬁls F ? %F%S;;/%%p "eqVe the efc? onW 'PoncYezElPt%etlﬁg%gIa{?rﬁd laer,
organizatidns (¢)g¢reasediver pafficylers Zﬂt’er@émelyd cdmdsMgwtb@eséQL(%ﬁJBf) (%!Cmmhﬁl-)a/vlfl gl\ée

h ider ple-C2: fit 2n C2 e
o S esiional sttt neane. o ia SRRl GAn ISk (P LB18 (TSR RNEIaRIoh ©

3rd priority. 20As illustrated in Fig. 4 cate serwces may
restricted and 'Boﬁ'@ol%émmtﬁmem&@kpﬁé\ﬂdehIeveltt-a!md\sﬂldalcemam m\tleeamnbm is

communlcatlopb@gqv%k%gdﬁgm@p%g HK %Seﬁ%pqnsc lélqﬁ%‘r\e%%eéﬁn]ent services

in a fully controlled man m = clearing operafo ntry, provi chosen)
and still, acce$ORF thier dmuBicatiiFPelgdvb %ﬁﬁ?lb@@lﬁéhmstaheaﬁedeﬁted clearing system as

ilustrated in Fig. 4 alapagduneadidriska aresRiRiayih e dangsh o choly Pk ol B ldign)
between provider Pn (207) and its users (211)

While such multi-provider system with central clearing C1 as illustrated
in Fig. 2 offers choice for the users and reach due to the availability of multiple
providers, it has its limitations for specific applications or apps.

15 The purpose of embodiments of this invention of a federated clearing
and metering system is to resolve the following issues and limitations:

1. Sensitivity of an app SCx may contradict the concept of a central
clearing

2. Network latency supports the concept of decentralized clearing as

20 transactions can be processed more efficiently and faster ,closer to home"
with distributed clearing

3. Central clearing leads to the danger of a ,single point of failure". In
contrast, distributed clearing improves availability and reduces risks of failure.

4. Multi-app capabilities require flexibility to choose the clearing constel-

25 lation on app level. In case, users use more than one app, it becomes likely,
that a central clearing infrastructure and even a dedicated distributed one, will
lack the flexibility required. Whereas a specific app may have to be operated
on a dedicated clearing facility A, another specific app may be excluded from
facility A. As clearing setups may differ from app to app, clearing must be

30 determined on app level.

5. A user can be connected to the network independent of his actual

communication profile. If there was a federated clearing setup that allowed a



Further, Multi-application capabilities may require federated clearing. What in terms of decentralized,
dedicated clearing could (with some 30 overhead) be achieved on the level of a single app, becomes
outmost challenging in a multi-application world in which apps may require specific clearing
constellations. The following example of Fig. 5 illustrateg this challenge for - 31 - provider P2 with
three distinct apps A, B and C, that shall be cleared by clearing facilities C1/C2, C2 and Cn/Cm
respectively. It becomes obvious that , compared to the system according to an embodiment of the
present invention illustrated in Fig. 1, such setup would require significant overhead with still 5 limited

redundancy anddittiereideititn flexibig.ibchobefexiihady diksiraigscanst@iitvicatinmngioerk 500
according to findings by the inventors, wherein a number, of different applications 551, 553 and 555 are
provided by th@g}logg\wgér& n(f)f 85'%%§§fﬁ'8 367 3RR Sorke eo\”f%‘tﬂ@&%gg%ﬁtfﬁiﬁﬁlwﬁtB"é‘B'Eve
scenario illustreteddanklanEigttl faoititates REsrabwithiororelsitege mybinctbargdanult rplkoxdd ef
system. Bene{ilr%rgagg be: improved redundancy, clearing setup on application level, users are part of

the whole network, clearing rules on app level allow a user and/or a provider to determine the clearing
setup for dach app. [Codatnstallanetericane ebectedtownrietth e tevelfGtibetindividappapayl5&ig. 6

fncinge by e Ientore g s o B i R RS R AL S5 ana
control nodesm&nées.qﬁlév@nﬁaﬁ@qm%neépdﬁdé@wmdia@aamgrﬁb@hefsapp&cmrmmm BfC, ...
applcatons 608 o e e ol e ST A g 4B e 7 BN 500 may
choose clearing optidndR}8&iffeterenhe seevRer ap siaasastions|mely e peotdes Prebéiad arselection
of apps. app Appriebel Clsrrsb alder ARl (8- SAVEIBMARLBRRIIELBRPE G 0L Y (§9-EU or
CH). and 25 app,C at ahy clearing facity (6.9 & fe most effient at 2 given point i tifc).
Sensitivity of a particular application may contradict central clearing ac-
cording to findings of the inventors.
Fig. 3 shows disconnected user groups in case of decentralized ciearing
15 with a purely central clearing approach according to findings by the inventors.
Herein, a first clearing node 301 and two second ciearing nodes 303 are
provided, wherein each clearing node 301, 303 is connected to one or more
provider nodes 305 and 307, respectively. Associated with the providers 305,
307 are a number of applications 351.
20 Referring to Fig. 3, one group of users (309) may accept that app SCx is
centrally enabled by Cx, while another group (311) may not accept this. If e.g.
C1 was located in the European Union, EU users may accept this, while non-EU
users may not consider this acceptable. In particular in cases where the
clearing facility stores keys or other transactional information (example:
25 SWIFT), jurisdiction and therefore access may become critical. If C1 was
relocated to another country or governance changed otherwise, another set of
users may disagree. Consequently, for reasons of global acceptance, the
clearing facility may have to be decentralized in order to serve the specific
user requirements as otherwise, the restrictions of a purely central approach
30 to clearing would lead to dedicated (fairly inefficient) setups of the complete
clearing infrastructure as illustrated below. Besides adding cost, such setup

would also limit reach as for example, user U41 is not connected to user U11



User U2n chooses the subset of apps from his provider's offering that user wants to use; only one
account required for multi-app use. The user may also choose clearing options at app level, e.g.
cleared in EU or CH or USA. 30 Such multi-application, multi-provider and multi-clearing environment
illustrated in Fig. 6 may provide the highest flexibility-pggsible and, while giving the user freedom to
choice, it also satisfies requirements of providers with - 32 - regards to local compliance, tax and
regulations issues. Fig. 7 illustrates a user's multi-app selection (1...n) with only one account with
one provider. Below some examples of applications 1, 2, 3, 4 as illustrated in Fig. 7 are listed: 5app 1:

eGov app regafaterbhidtine tosaingoueaioate withayanlyHerefiake  atedbyddacalqurevicey o clearing

may only be D | | clearing facility Cm; service not offered elsewhere app 2 e-commerce
purchase traﬂ%%?ﬁ%%@g |o‘ﬁ1 rSnngyLrgaﬁ%r'e clearing/metering in country x where service was
consumed (Px) or in!ﬁguﬁtrscylamatm%ysiﬂuwaamépfedecaté@wemmalyptemmﬂgndﬁrﬁg(tbPy,
e.g.incase o '?%9- ICCrass;s ation. app may be setup with respective para ter.s. app 3:
global mobiIeﬁemltg%(@ﬁﬁﬁ%%%%&gﬁ#& ir'?‘ %gre tOF afﬁ%r r%sor?gy%aﬁg?e??r rr?s ion and_ to
certify validlityfstiemsdstrirnataGovenia .13. dnceartiguidso theiie. disiititstted edadming de. lekibi Asia,
USA). apRu: 450 gglfgﬂq indi -maj ice; iH ke place vgaegrevg_r provider
chooses, e.g. 5§clear{irf¥gé %irsilitie mf?]y o#é%&g] 3%@%%&%%&%%{ p%)\g/}g'éé %‘x?ﬁ.?a%/cps%lec acility 1 and 3.
Fig. 7 schematically HERfretex @ btvmunit o nesvidr T dogofaiiigpCro fiodimps B the inventors.

: : o lucali cations 1, 2,
Herein, the control ngdes &Pdugq3 m@y@lﬂp&ggl@g@g@ée%pﬁ.%@ﬁ@g% RIHERty %ragggcg&ns

3, 4, ... nwhich are provided to a user node. . 8 scl cally illustrates a trusted environment
according to findingHs§ Harpieiidrs ) wihrseutie clgasinmsaeibieardx{rRpindiam.

10 Therefore, individual users can choose their preferred clearing constella-
tion. Also, on the level of organizations (user groups), an appropriate provider
setup (e.g. Py) may ensure that the clearing setup can be chosen. Conse-
quently, providers will benefit, if they can set up an app with the clearing
constellation. In case of Pn, a provider that leverages the clearing infrastruc-

15 ture to its fullest, may simply leave the decision where to clear to the clearing
organizations (e.g. based on traffic).

Alternatively, choosing the sequence (C2, Cm, C1) will give such pro-
vider additional steering means. In this example C2: first, Cm: 2nd (if C2 is
unavailable), C1: 3rd priority.

20 As illustrated in Fig. 4, dedicated services may be offered (Py, Cm) that
can be restricted and controlled down to clearing/provider level - and stili
connection to the global communication network may be maintained. For
example, a country could run eGovernment services in a fully controlled
manner (Cm = clearing operator chosen by this country; Py = provider

25 chosen) and still, access to the communication network may be ensured. The
federated clearing system as illustrated in Fig. 4 also reduces the risks associ-
ated with the danger of a single point of failure.

Further, Multi-application capabilities may require federated clearing.

What in terms of decentralized, dedicated clearing could (with some

30 overhead) be achieved on the level of a single app, becomes outmost chal-
lenging in a muiti-application world in which apps may require specific clearing
consteliations. The following example of Fig. 5 illustrates this challenge for



25 dedicated service (eGovernment, e.g.), wherein a TRUSTED and SELF-SUSTAINING environment
for dedicated eGov service and provider is established. Autarkic governance is provided, as both
providers and clearing can be freely chosen by authorities. Still, users continue to be connected to the

whole communication system, e.g. for other services with-the same user 30 account. Fig. 9
schematically illustrates a communication network according to findings by the inventors, wherein
plural control nodes 901, 903 are connected - 33 - to plural provider nodes 905, 907. According to

findings by the inventors, a roaming Architecture for federated clearing and metering is provided as
illustrated in RiyoYidasteacvifremededridigtmaniins7gng aprnestioas briNeass Qeasgnsyd and clearing

facilities (e.g. yja.VPNs) in,order t access ta clearing data (e.q. keys of a regify transaction), a
roaming procexsf,%ariﬁg ?))‘?a%%% fgg(llgi%f aé%.@ﬂl@ﬁ@%&%ﬁ?ﬁﬁéié’p%ﬁciﬁ‘ﬁ‘&%?ﬁf%u%@ﬁﬂHﬁ Eatem with
federated but ¢empanesttoldhdngyatehmetedrdjnBigo Hh sehvsodiiealht ibistiatesas eatrimusiersion
network 1000; - 10.ing. to anaqth mbaodiment of the inventign. In particular, the communication
network 1000'&83%3?{ aéltse;d%én Eééw’s%e%%g‘( agezglfgavr\{ﬁrl{géa"r%ﬂﬁgc avé ?é%'n %a%tuﬂ‘l‘/-g ?ﬁgt?’&wﬁgﬁ[ﬂ]unicaﬂon
system with fdifeiteedetburiianandnrbidted]ewileiidiyn. the communication network 1000 comprises
control nodes or clegfing , in_particular_pairs of the contral nodes 1001, 1003
15 form first-level coqrﬁ% u%%%ﬁ%ﬂ‘%%%v%&?ﬁﬁ %%E/%%gacgorﬁﬁn%%%%%élr? channe s{}ig l?ec’[(\:/\(ljégH1 gNO
control nodeste0indiT@s3h yedire btivetors pattiesén, 2 achcoermidiffitientkamicbtiohs H5Y,
representas iEEalpriv, ICH S es may be
communicativegaii'?j(:aé[LE;JCvlgdSj ?oét?#e ?rﬁ?ﬁr%%%?g%%ﬂg?e%%%%ﬁ%%%re@ g%?‘:#lﬁgﬁg ed for simplicity. User 20
requests directed to ipr‘i@ inenReadiafyfadee o dearivg foppiatbtoirhovensegnaried fostradeatiercontrol
node 100 whieh) BaUdARYRLd Po1O30h R ARCONESHRIEGHER e aapllcrOhinB £Rilial 4pdes.d 001

1003 using the communication channel 1019. Thereby, the different control nodes 1 may be
located in diff @eREfitAdIRYII. VBRI P¥RECiRE TG NEY iIRleRERS SelomnnERRImaEom defor multi-

application copyamnialigareyseRe 1BV {RdRIaeR 415951 RALIMEISH NGy RIS RY PRdders only
need to be connected to one clearing service and the clearing services are connected as appropriate.
and/or a provider to determine the clearing setup for each app. Local regula-

tions can be effected down to the level of the individual app.

15 Fig. 6 schematically illustrates a communication network or federated
clearing system 600 according to findings by the inventors involving many-to-
many relationships between intermediary nodes 605 and control nodes 601,
603. Herein, the provider node 605 provides a number of applications A, B, C,
... (labelled by reference sign 651) each user node 609 may select or choose

20 from the available applications 651 to derive a subset 653 of the available
applications 651. Further, each user 609 may choose clearing options specific
for the selected application.

In Fig. 6 provider P2 offers a selection of apps. app A may be cleared at
Cm only (e.g. government mandate), app B at CO or C1 (e.g.EU or CH), and

25 app C at any clearing facility (e.g., at the most efficient at a given point in
time).

User U2n chooses the subset of apps from his provider's offering that
user wants to use; only one account required for multi-app use. The user may
also choose clearing options at app level, e.qg. cleared in EU or CH or USA.

30 Such multi-application, multi-provider and multi-clearing environment il-
lustrated in Fig. 6 may provide the highest flexibility possible and, while giving

the user freedom to choice, it also satisfies requirements of providers with



As the number of providers will outnumber that of clearing facilities for 30 most of the apps, it may be
appropriate to hard-wire on the level of clearing facilities and connect providers through one clearing
facility only and have a roaming dialogue in case the respective clearing facility does not have the - 34
- required clearing information. Still, a provider cogitl be connected to more than one clearing
facility, e.g. in case of dedicated services (e.g. eGov). Roaming may be defined as or comprise the
searching, authentication and exchange process regarding 5 clearing and/or metering information
between clearing facilities. Roaming is effected whenever one clearing facility needs clearing
information inreg®rds fordeessa marlisacte rtamd this-etpeaatignsfdsgaiion is stored/managed

elsewhere, i.e. in an q-'er ing.facility. Technically, the rgaming process may rather be an
"asynchronous call 1% 'pﬁlﬁr@eéﬁgé%% négﬁFesa : f‘ﬁ;&é ?gﬁugéiffﬁ' rﬂg b‘a&?@f‘@qﬂﬂ&?ﬁ'& @fould require
high-speed coinuttiviidh anerghsveaerteBaiteakimastxmto e Su€lappllagtoneyuestiyauts be more
robugt as w_(e_lliﬁsigr\é/@gqﬁ/vﬁr 'ig Ig%eﬁggg&eous environments, lL.e.ina plearing fede_rajtiqr_l with global
clearing facilities under differént governance rules. To give an example: in case, Cl will initiate a 15

roaming call to C2 aR@IC}; Kiehvcaly cadd!prepdvilid otamig oves)reepgathty @nlyddopaly-be
tated f call 6B ascunaiGeRsith; o EIEIBRTING GEPABIUSs ey bYdedganplle varous

governance regimes. n particular, roaming (in particular an access condition roamlxg re20
quests and/or$OhwaRTfi§e E¥opieresk & sauinBeaset up on different levels as listed under points 1. to

3 below 1. User andyser iouginmeAisGIHSeIaT gt leletaiae (o snallecy fisable oaming

for a certain app A. If he chooses to disable roaming for app A an rts an a ransaction,
then clearing SRATEEGEINGET) GAVAEEIHE MTRECCREAMISG TRty @iy RSN ERXE Oty foregitered. In

case of ‘waminseiisaciate s qromtealiey pagnaLal Brcingaibe g 1a be redistgred with

the same clearing facility, because the clearing tacility may not sharé data in case of™roaming
disabledr. THEYSRRS 45057 RRFAIEH (S8 ULl RO FRPHABE RAEUP With respective parame-
ters.
app 3: global mobile remittances with central clearing in order to regis-
ter money transfer transaction and to certify validity of transactions. Govern-
15 ance may also require distributed clearing (e.g. EU, Asia, USA).
app 4: regify trusted and binding e-mail service; clearing may take
place wherever provider chooses, e.g. 5 clearing facilities may offer the
clearing service; provider Px may select facility 1 and 3.
Fig. 7 schematically illustrates a communication network 700 according
20 to findings by the inventors. Herein, the control nodes 701, 703 may allow
clearing or administering a plurality of applications 1, 2, 3, 4, ... n which are
provided to a user node.
Fig. 8 schematically illustrates a trusted environment according to
findings by the inventors. In particular, Fig. 8 illustrates an example of a
25 dedicated service (eGovernment, e.g.), wherein a TRUSTED and SELF-
SUSTAINING environment for dedicated eGov service and provider is
established. Autarkic governance is provided, as both providers and clearing
can be freely chosen by authorities. Still, users continue to be connected to
the whole communication system, e.g. for other services with the same user
30 account.
Fig. 9 schematically illustrates a communication network according to

findings by the inventors, wherein plural control nodes 901, 903 are connected



30 always reside in the trusted domain that this user group has chosen. In contrast, "roaming enabled"
enables a roaming dialogue between clearing facilities. In case, a users has multiple apps, some may
be "roaming enabled" - 35 - while others may be not. 2. Provider Providers may be set up as
"roaming enabled" or "roaming disabled". Latter setuB8ption may be the choice of authorities that
want to set up 5 national eGovernment apps and must be in a position to solely control governance. 3.
Clearing facility Clearing facility have the freedom to choose the set of clearing partners they want to
roam with in order to exchange clearing data. Of course, this 10 choice can either be made globally
(for all apps thatriisiiapiray ideilityodeargfhe9s) or for each app on an individual basis. As a result, a

cleating faclity can sRARs IR AL WD HYRIRE Ao R SEMES MRIGRS agaraing may be

disabled for an eGovernment'app, selective roaming may be supported for app B, and full roaming for
app C. 15Exastpiesiearioamig ssienies sowovider dsvdlustiadridiial gh are given below:

Constellation for app B.£agy Be'n SRRk A MANSRAYES- FRAYIREHisRRISHS betwee$70BigRRY Choose
"roaming enabled" (will only have an effect, if pro20 vider of user B enables roaming for app B)
5 and clearing facilities (e.g. via VPNs) in order to get access to clearing data
(e.g. keys of a reqify transaction), a roaming process may be more flexible.
Fig. 9 illustrates a multi-application communication system with federated but
hard-wired clearing and metering.
Fig. 10 schematically illustrates a communication network 1000 accord-

10 ing to another embodiment of the invention. In particular, the communication
network 1000 may also be considered as a roaming architecture for a multi-
application communication system with federated clearing and metering,
wherein the communication network 1000 comprises control nodes or ciearing
nodes 1001, 1003, wherein particular pairs of the control nodes 1001, 1003

15 form first-level communication networks providing communication channels
1019 between two control nodes 1001, 1003, respectively. In particular, each
communication channel 1019 may represent a separate virtual private net-
work. In particular, one or more user nodes may be communicatively coupled
to the intermediary nodes 105 which are not illustrated for simplicity. User

20 requests directed to the intermediary node 105 may be forwarded in an
anonymized form to the control node 1001 which may forward or roam the
anonymous request to another of the control nodes 1001, 1003 using the
communication channel 1019, Thereby, the different control nodes 1001, 1003
may be located in different jurisdictions.

25 In particular, Fig. 10 illustrates a roaming architecture for multi-
application communication system 1000 with federated clearing and metering.
Thereby providers only need to be connected to one clearing service and the
clearing services are connected as appropriate.

As the number of providers will cutnumber that of clearing facilities for

30  most of the apps, it may be appropriate to hard-wire on the level of clearing
facilities and connect providers through one clearing facility only and have a

roaming dialogue in case the respective clearing facility does not have the



provider 1 may pick clearing facilities 3 and 12 for app B roaming provider 2 may choose "frge
roaming" and let some "most efficient" algorithm determine roaming process for app B Cpnstellatlon"
for app C may be: 25-user B may choose "roaming disabled" -user A may choose "roaming engbled
provider 2 may pick clearing facilities 1 and 12 for app$4 roaming (e.qg. for legal reasons, technical

reasons (latency) or other) -provider 1 may disable roaming for app C due to local r_egulati_qr_ls
and 30 legal issues -eGovernment app may be limited to dedicated provider _ano! clearing facilities
right from the outset - 36 - Fig. 11 schematically illustrates another communication network 1100

according to areguibed iohesntinBhieommatiofcation network 1100 illustrated in Fig. 11 differs from the
aforementioned embg jments of comm catlon netgédk in that |t Iows meterlng (i.e. measurlng of

data access, in partict e m\rﬁ{/oﬁa&ﬁg 8pﬁ%ﬁ'ﬂ‘5 B TR Eer%& I8prineh ERfiIREY or _
metering conténgreguEestedbdddicataser hwidbe (¢ RGiev )N Rigriihipdespted depnwBaisdpetering

Is illustrated a licati 0 ca on.s stem ith federated clearing and, metering.
Federated clegr lg![ggr?g %p%)ﬁ‘%‘rﬁ} t%(;%t or spce%ﬁ%éélza ion @g&%qﬁﬁl %gaﬁcﬂf%gmay also
include meterifg:arigleadhgrsaetesis o iy dioxibtiosupgiostes happar i g faseitifamisa oG i a

el o edfdis 6 e MAEr A CULOR e SeRl R R R A RIS R
clearing service. Typically, metering (a gast direct 1olfow-8
process a transaction and this clearing information is stored/managed else-
where, i.e. in another clearing facility.
Technically, the roaming process may rather be an ~asynchronous call
10 upon request™ (near-real-time request) than a paralie! request that would
require high-speed connections and high-end technical infrastructure. Such call
upon request would be more robust as well as it would work in heterogeneous
environments, i.e. in a clearing federation with global clearing facilities under
different governance rules. To give an example: in case, C1 will initiate a
15 roaming call to C2 and Cz, such calls could be parallel or serial ones, e.g. call
to Cz would only be initiated if call to C2 was unsuccessful,
Further, roaming capabilities may provide to enable various governance
regimes.
In particular, roaming (in particular an access condition for roaming re-
20 quests and/or forwarding response data) may be set up on different levels as
listed under points 1. to 3. below:
1. User and user group
A user/user group may determine to enable or disable roaming for a
certain app A. If he chooses to disable roaming for app A and starts an app A
25 transaction, then clearing data (keys, etc.) will reside at the clearing facility
only where the user is registered. In case of ,roaming disabled", the communi-
cation partner of that user will also have to be registered with the same
clearing facility, because the clearing facility may not share data in case of
~roaming disabled®. This roaming setting guarantees that clearing data will
30 always reside in the trusted domain that this user group has chosen. In
contrast, ,roaming enabled" enables a roaming dialogue between clearing

facilities. In case, a users has multiple apps, some may be ,roaming enabled®



consume significant resources and costs, in particular, if diverse metering 15 concepts need to be
supported in one central clearing instance. Hardware and software requirements must be derived from
the metering concept. Metering of dedicated clearing instances reflects the specialization of respective
clearing service and leads to efficient, distributed metedthg services. Billing user U21 by provider Py
may trigger a roaming dialogue in order 20 to collect metering data from clearing facilities that may
have served U21's requests within the billing period. Py may collect this usage data from the
distributed meters individually per user, or for its complete user base. Advantages of this kind of
federated, anaviyieoothersteniang beenornifold: specialized clearing facilities can do the metering more
efficiently 25 - meter'@_g#gﬂégranonymous on clearing level and may therefore reside anywhere (Asia,
North America, EU, etc.) without affecting data privacy laws and regulations metering data will
only become user-reRiedagrpoaddrdesat] (@ wsvetadminsg refaidadhipy 3easdihpatisanedice to the

customer" via,R relationshin . i etering data per app used
IRXr &Y SRR SHSIOM h&S PP
into a billing state_mrent - g? 5ﬁf%r UZ% R/ r%lgtém%r%g%gg;ﬁ%&rﬁ%?ﬁi%%%ﬁ%v%a{% Po%?ntng setup for
clearing Fiy. 178$@iahafdEr Istrites ph @he moosirhenicaigesitiovotk $208acootdmgvam-
embodiment gf,{pg present invention. Herein, a subscription 5 on demand of a newspaper may be

charged based on actual access to the particular newspaper content being accessed.
3. Clearing facility

Clearing facility have the freedom to choose the set of clearing partners
they want to roam with in order to exchange clearing data. Of course, this
10 choice can either be made globally (for all apps that a clearing facility
clears/meters) or for each app on an individual basis. As a result, a clearing
facility can support a variety of apps with diverse clearing schemes. Whereas
roaming may be disabled for an eGovernment app, selective roaming may be
supported for app B, and full roaming for app C.
15 Examples for roaming schemes down to the level of individual apps are
given below:
Constellation for app B may be:
-user A may choose ,roaming disabled"
-user B may choose ,roaming enabled" (will only have an effect, if pro-
20 vider of user B enables roaming for app B)
-provider 1 may pick clearing facilities 3 and 12 for app B roaming
-provider 2 may choose ,free roaming" and let some ,most efficient" al-
gorithm determine roaming process for app B
Constellation for app C may be:
25 -user B may choose ,roaming disabled®
-user A may choose ,roaming enabled"
-provider 2 may pick clearing facilities 1 and 12 for app C roaming (e.q.
for legal reasons, technical reasons (latency) or other)
-provider 1 may disable roaming for app C due to local regulations and
30 legal issues
~eGovernment app may be limited to dedicated provider and clearing fa-
cilities right from the outset



In particular, Fig. 12 illustrates an example for federated anonymous metering for subscriptions of
content data. Herein, a user for app "biz subscription" may receive a regify message 10 in his inbox
that contains digital contents as agreed between P7 and user in a subscription on demand service: a
selection of articles from TIME Magazine, BUSINESS ¥¥EEK and CAPITAL. Articles may be available
to the user as abstracts, and only upon confirming by clicking "if you want to read this article in full, you
will be charged X Cents", the user will have access to the article(s) 15 (that may be part of the regify
message or shipped independently). The "biz subscription” service will register the purchasing

requests, pass them kg .td thecheen stiralditiuBif atieat avibenenystize treckausiesistRasR thepo on to
the clearing fagijlj ection of clearing facility at the discretion of P7) that will effect roaming with
clearing faciliﬁ%%gé{%ﬁé%%s?@gge' M&Kﬁ%ﬁ?@ﬁE'EBUPRLW%%%%%\}EII)Q.OTWE%“%EHHQS will
register the putghabingifesstiopashpaftirasienkieyedreanisbitiraegbstioé shaimeh gleiasngrand
providers, keys wi il u igital contents to the user. The user expects and will
receive one biﬁ%wﬁﬁﬁ%oﬁﬁéo&r% rﬁiégus'%e%t%‘r%’w eeraﬁl')r(')rfgb?f §8E%&1ﬁ‘?&ﬁv gbﬁ%@réf may
share his prefépenaesiaing PIt prsfileatiapsouieteyatsed serbyBZ anongamurshgandriptsripior
consent. SUbSGRLGR §@E\ﬂ‘é§§e%c89@%‘&:E%?eﬁsﬁgﬁ?ﬁéoﬂ%%?%@& different content providers are

superior for the user. Also, the user receives one billing statement only. User may choose particular
articles #1, #2, #3, #4n#79n hisfesietrtegoamenymBizssotswiptipisiiltet ratspbasve hillitg period.
Provider P7 maypebad ihedhsterilusanadian AN iRiz-srbacrRtion niesmediany, vis-a.vis content
owners. - 38 - a It should be noted that%t%e term "Icomp%g?r%g%golggaﬁ&i%a%(?gy%‘iﬁgpglements or
features and the "a" 6RASRRtRSLSIRBEIBGCARRNG PRIGHBR AT tigsfonepdeiditiatid m afssteaigtign with

different egbagifyrits, Rsha &P BRI HSLIBHSHAMAAIR e natef pLLlRLBAcs SioRg Mipe claims

shall not be construed as limiting the scope of the clainis.
support all apps, a subset of apps, or only a dedicated one (e.g. eGov),

metering can be decentralized as well as metering can be part of the clearing
service. Typically, metering (and billing as the direct follow-on process) may
consume significant resources and costs, in particular, if diverse metering
15 concepts need to be supported in one central clearing instance. Hardware and
software requirements must be derived from the metering concept. Metering
of dedicated clearing instances reflects the specialization of respective clearing
service and leads to efficient, distributed metering services.
Billing user U21 by provider Py may trigger a roaming dialogue in order
20 to collect metering data from clearing facilities that may have served U21's
requests within the billing period. Py may collect this usage data from the
distributed meters individually per user, or for its complete user base. Advan-
tages of this kind of federated, anonymous metering are manifoid:
- specialized clearing facilities can do the metering more efficiently
25 - metering data is anonymous on clearing level and may therefore re-
side anywhere (Asia, North America, EU, etc.) without affecting data privacy
laws and regulations
- metering data will only become user-related on provider level (at level
of trust relationship)
30 - U21 has ,one face to the customer™ via Py
- Py to own customer relationship

- Py can consolidate metering data per app used into a billing statement



- 39 - CLAIMS 1. A first control node (101), comprising; a first control node communication
module (115) for forming a first-level 5 communication network (113) with at least one second control
node (103); and a first intermediary node communication module (123) for forming a first
second-level communication network (121) with a first3Atermediary node (105); 10wherein the first
intermediary node communication module is adapted to receive an anonymous request (143) from the
first intermediary node, the anonymous request being based on a first user request (141) transmitted
from a first user node (109) to the first intermediary node, wherein the first control node communication
module is addigtelA5 to transmit, via the first-level communication network, the anonymous request

(143) to the second ¢ Q&%)g ' ia the, first-level communication network,
anonymous responsqugga%dg, respof@ﬁwﬁ?ﬁﬁ@é\eﬁgﬁé\n&%Gg?eré%@s{?ﬂgé? eggéc%[%%r&%trol node
(103); 20wherein the fiistliAteamemaiaricaib 8 vstrateaieardh encduhenis it iérradapreor ko 1208 mit the

anonymous respanag o8 (oISt ser el communisaionastuerk e e

intermediary node (105) for transmission of response ch are based on the ‘anonymous
25 responde QtARMABHRE aseewseRARDD)aY. theHrspedrvrierhas acturlingaessl&nthie further

comprising: a gistie[QERac(H40) fok SRR H#&Ing acceldigiein the first storage is searchable, based
on the anonymous 30 request (143), for the anonymous response data (145).
In particular, Fig. 12 illustrates an example for federated anonymous

metering for subscriptions of content data.
Herein, a user for app ,biz subscription® may receive a regify message
10 in his inbox that contains digital contents as agreed between P7 and user in a
subscription on demand service: a selection of articles from TIME Magazine,
BUSINESS WEEK and CAPITAL. Articles may be available to the user as
abstracts, and only upon confirming by clicking ,if you want to read this article
in full, you will be charged X Cents", the user will have access to the article(s)
15 (that may be part of the regify message or shipped independently). The ,biz
subscription® service will register the purchasing requests, pass them on to the
user's provider P7, that will anonymize the requests, pass them on to the
clearing facility C5 (selection of clearing facility at the discretion of P7) that will
effect roaming with clearing facilities of TIME, BUSINESS WEEK and/or CAPI-
20 TAL respectively. These facilities will register the purchasing events, pass
purchasing keys on and through the chain of clearing and providers, keys will
make available requested digital contents to the user. The user expects and
will receive one billing statement only from his trusted provider P7 of ,biz
subscription® app.
25 User may share his preferences with P7; profile may only be passed on
by P7 anonymously and upon prior consent. Subscription services according to
a user's profile across different content providers are superior for the user.
Also, the user receives one billing statement only.
User may choose particular articles #1, #2, #3, #4, #7 in his ,on de-
30 mand” Biz subscription in the respective billing period. Provider P7 may act as
the trusted intermediary and ,Biz subscription Intermediary® vis-a-vis content
owners.



- 40 - transmit, via the first-level communication network, the anonymous request (43) to the second
control node (103), if the anonymous response data are not contained in the first storage (140).54. A
second control node (103), comprising: a second control node communication module (117) for
forming a first-level communication network (113) witlB&t+east one first control node (101); and a
second storage (139) for storing control node data, 10wherein the second control node communication
module is adapted to receive, via the first-level communication network, an anonymous request (143)
from the first control node (101), wherein the second storage (139) is adapted to retrieve, based
on the anonymous réyabet(d48) rotenykhatishre dponsdaurp(i16Y "rdeesmidexcihdel sthronymous
request, fromdpe.secal '8#%85%8?%%% he ‘%h%re“hﬂ‘ed%?&’%ﬂpk Rl fgipynigalion module
(117) is adapted to transmit, via the first-level communication network, the anonymous response data
(145) to the fifdeouRittsl Aok DedsinTers geiedncotholliftere ric eonEIPE TRatIBSning lreher comprising:
a second integnedipi¥node communication module (124) for forming a second second-level
communication network (1223With a second intermediary node (107); 25wherein the second

intermedidry node céhfNaHICaHES e ated HirfpteteiereseRBEBniEotgiRmshalionotehfted data
(137) from the sgeau@iNtrmeMaly Bdleddfdor the claims.



wherein the second storage (139) is adapted to store the anonymous 30 transaction-related data
(137); wherein the anonymous transaction-related data are indicative of the anonymous response
data (145). - 41 - 6. A communication network, comprising: a first control node (101) according to one
of claims 1 to 3; and at least one second control node3@63) according to claim 4 or 5, 5 wherein the
first control node and the second control node form a first-level communication network (113) which
communicatively couples the first control node to the second control node, wherein the first control
node comprises a first intermediary node communication module (123) for forming a first second-level
communication 10 neivdéMI121) between the first control node (101) and a first intermediary node
(105), wherein the first intermediary node communication module is adapted to receive an anonymous
request (143) from the first intermediary node (105), the anonymous request (143) being based on a
first user requbsty( 13 aofiemIree d ¥k, £armpuséigiode (109) to the first intermediary node (105),

wherein the first songalaeds (104) s AeleBiahiaHransE AR ATy ACRASHA 4Phiadevarcond

control node (103), wherein the second control node (103) is adapted to receive the anonymous
request (123)PEATHE et Yo Mes Ml Libetetmmiel easaring potRNE sevER! aede1483sponding

to the anonympys request, and to transmit the anonymous response data (145) to the first control
node (101),
a first intermediary node communication module (123) for forming a

first second-level communication network (121) with a first intermediary node
(105);

10 wherein the first intermediary node communication module is adapted
to receive an anonymous request (143) from the first intermediary node, the
anonymous request being based on a first user request (141) transmitted from
a first user node (109) to the first intermediary node,

wherein the first control node communication module is adapted

15 to transmit, via the first-level communication network, the anonymous request
(143) to the second control node (103); and
to receive, via the first-level communication network, anonymous response
data (145), responding to the anonymous request, from the second control
node (103);

20 wherein the first intermediary node communication module is further
adapted
to transmit the anonymous response data (145), via the first second-level
communication network (121), to the first intermediary node (105) for
transmission of response data (147) which are based on the anonymous

25 response data to the first user node (109).

2. The first control node according to claim 1, further comprising:
a first storage (140) for storing data,
wherein the first storage is searchable, based on the anonymous
30 request (143), for the anonymous response data (145).

3. The first control node according to claim 1 or 2, which is adapted to



wherein the first control node (101) is adapted to receive the anonymous response data (145) from the
second control node (103); wherein the first intermediary node communication module (123) is 25
further adapted to transmit the anonymous response data (145) to the first intermediary node (1Q5) for
transmission of response data (147), which are basedqgn the anonymous response data, to t_he first
user node (109). 7. Communication network according to claim 6, further comprising: 30the flrst
intermediary node (105), wherein the first second-level communication network (121) is a private
network communicatively separated from the first-level communication network. - 42 - 8.
Communicatidnamstwitykvé thedfivgtdelainénomiridstiencastisikgt Resas6RY itaMediapsnode

(207), wherei nd_contrgl node (103 fum& comprises a second 5 intermediary node
communicati&ilr}f‘jo%éﬁ(g ‘(31596%@ fSrmim }a{lg &o é Céﬂ&?e%?@gmﬂﬁlfﬁﬂﬁ{‘ﬁ@ﬂﬂé B29)
between the seebndrdeinesd odbd ¥03) abor e gaetdid intermediary node (107), wherein the second
intermediary node communication module (124) is adapted to receive anonymous transaction-related

data (137) from the second intermediary node; 10wherein the second control node comprises a
storage (139) 4o Atsasans asoryehousiedisk)jotorefaisthdata (137);  wherein the anonymous

transaction-related dg@eﬁ%@gwpﬁ g%ﬁﬁ ﬁ??gw&qgﬁlrg%%g% %aa :E%'E%rl\% igm%ognwan}ﬁgitc_ation

network according to one of claims r comprising:
level communication network (113) with at least one first control node (101);

and
a second storage (139) for storing control node data,
10 wherein the second control node communication moduie is adapted
to receive, via the first-level communication network, an anonymous request
(143) from the first control node (101),
wherein the second storage (139) is adapted to retrieve, based on the
anonymous request (143), anonymous response data (145), responding to the
15 anonymous request, from the second storage (139),
wherein the second control node communication module (117) is
adapted
to transmit, via the first-level communication network, the anonymous
response data (145) to the first control node.

20
5. The second control node according to claim 4, further comprising:

a second intermediary node communication module (124) for forming a
second second-level communication network (129) with a second intermediary
node (107);

25 wherein the second intermediary node communication module is

adapted
to receive anonymous transaction-related data (137) from the second
intermediary node (107);
wherein the second storage (139) is adapted to store the anonymous
30 transaction-related data (137);

wherein the anonymous transaction-related data are indicative of the
anonymous response data (145).



the first user node (109) communicatively coupled to the first intermediary node (105) via a public
communication network; a second user node (111) communicatively coupled to the second 20 _
intermediary node (107) via the public communication network, wherein the second user node (1.11) is
adapted to transmit transaction-related data (136) to.tlag second intermediary node (107), _vvhereln
based on the transmitted transaction-related data (136) the second intermediary node derives the
anonymous transaction-related data (137) to be transmitted to the 25 second control node (103). 1Q.
Communication network according claim 9, wherein the second user node (111) is adapted to prowde
access, upon a transaction of encrypted content data (135) to the first user node (109), wherein upon
providing the LY g{gj 0co ent da{a to the first user node, the second user node transmits the
transaction-re ated cig n%ﬂéc)a %Pna?e\f\é%la 5P fr‘ﬁ'ﬁ@actlon of the encrypted content data, to the
second intermediary 6det (@@T)rot ABde (IL0TYranctonitiatoronaie ek asragnedsongf claims 6 to

10, wherein the first econd.control,no dthe s cond intermediary_node are
adapted, upon rece|\%Grelg%%epgrﬁgnég%ﬁéﬁ%%ﬂggtpang%rau%gﬁ 1SR fﬁﬂg}%‘fﬁ"é@n‘bﬁ)‘? ous response
data to the firstv hﬂéﬁrﬁe‘(ﬂiarﬁlrﬁbd@rwmtalmﬂmtm at@semdlmmnoﬂl%déﬁmrﬂﬂ% firstternten! node

(101) via the WW%%H%%@@ %ﬁh ZC d_‘qmter 3?3 %L g é;f,g,z%fé@%he second

t
user node (111), wherein the access noti |ca indicates el ) His
accessed the BOARER &hﬁaiﬁ%)dlmflfzohffﬂdﬁcommunlcatlon method, comprising: providing a first

- i I for afir tIeveI
control node comprisikrein %ﬁgsﬁr%?r%ﬂtpgpﬁg contrmg% n}f%g i%i{grtmr%erm

communication network with at least one secon o) node
communicatiofbBUGeHesy ARG e (123) for forming a first second- level communlcation

10 network (121) between the first control node (101) and a first intermediary
node (105), wherein the first intermediary node communication module is
adapted
to receive an anonymous request (143) from the first intermediary node
(105), the anonymous request (143) being based on a first user request (141)

15 transmitted from a first user node (109) to the first intermediary node (105),

wherein the first control node (101) is adapted to transmit the
anonymous request (143) to the second control node (103),

wherein the second control node (103) is adapted to receive the
anonymous request (143) from the first control node, to determine

20 anonymous response data (145) responding to the anonymous request, and to
transmit the anonymous response data (145) to the first contro! node (101),

wherein the first control node (101) is adapted to receive the
anonymous response data (145) from the second control node (103);
wherein the first intermediary node communication module (123) is

25 further adapted to transmit the anonymous response data (145) to the first
intermediary node (105) for transmission of response data (147), which are

based on the anonymous response data, to the first user node (109).

7. Communication network according to claim 6, further comprising:

30 the first intermediary node (105), wherein the first second-level
communication network (121) is a private network communicatively separated
from the first-level communication network.



first second-level communication network with a first intermediary node; transmitting a first user
request from a first user node to the first intermediary node; receiving, by the first intermediary node
communication module, an 20 anonymous request from the first intermediary node, the anonymous
request being based on the first user request; transmiffing, by the first control node communication
module via the first-level communication network, the anonymous request to the second control node;
25receiving, via the first-level communication network, anonymous response data, responding to the
anonymous request, from the second control node; and transmitting, by the first intermediary node
communication module, the anonymous response data, via the first second-level communication

network, 30 ta.the fitst intermediary node for transmission of response data which are bas_ed on the
S Caminre o e tork Qecataing £0 olR Babid BUATRLARIIRISAGinod

anonymous response da d,
comprising: providing asspuhihtentmekiisdercomepfisimg, a second control node communication

Lo sorn A e eRE R sR e
communication {auteiafy tedircorveLiodratiomivaitn e diierk fan famonypmeusassne seirontdthe first
control node; jaye| communication network (129) between the second control node (103).

and the second intermediary node (107), wherein the second intermediary

node communication module (124) is adapted to receive anonymous

transaction-related data (137) from the second intermediary node;

10 wherein the second control node comprises a storage (139) to store the
anonymous transaction-related data (137);
wherein the anonymous transaction-related data are indicative of the

anonymous response data (145).

15 9. Communication network according to one of claims 6 to 8, further
comprising:
the first user node (109) communicatively coupled to the first
intermediary node (105) via a public communication network;
a second user node (111) communicatively coupled to the second
20 intermediary node (107) via the public communication network,
wherein the second user node (111) is adapted to transmit transaction-related
data (136) to the second intermediary node (107), wherein based on the
transmitted transaction-related data (136) the second intermediary node
derives the anonymous transaction-related data (137) to be transmitted to the
25  second control node (103).

10. Communication network according claim 9, wherein the second user node
(111) is adapted to provide access, upon a transaction, of encrypted content
data (135) to the first user node (109), wherein upon providing the encrypted
30 content data to the first user node, the second user node transmits the
transaction-related data (136), being related to the transaction of the

encrypted content data, to the second intermediary node (107).



retrieving, from the second storage, based on the anonymous request, 10 anonymous response data,
responding to the anonymous request, from the second storage; and transmitting, by the second
control node communication module via the first-level communication network, the anonymous
response data to the first control node. 15 14. A progegan-element, which, when being executed by a
processor, is adapted to control or carry out a method according to claim 12 or 13. 15. A
computer-readable medium, in which a computer program is stored 20 which, when being executed by
a processor, is adapted to control or carry out a method according to claim 12 or 13.

11. Communication network according to one of claims 6 to 10, wherein the
first control node, the second control node and the second intermediary node
are adapted, upon receiving the anonymous request and/or upon transmitting
5 the anonymous response data to the first intermediary node, to transmit an
access notification (138) from the first control node {101} via the second
control node (103) and via the second intermediary node (107) to the second
user node (111), wherein the access notification (138) indicates that the first

user node {(109) has accessed the content data (135).

10
12. A first communication method, comprising:
providing a first control node comprising
a first control node communication module for forming a first-
tevel communication network with at least one second control node, and
15 a first intermediary node communication module for forming a

first second-level communication network with a first intermediary node;

transmitting a first user request from a first user node to the first
intermediary node;

receiving, by the first intermediary node communication module, an

20 anonymous request from the first intermediary node, the anonymous request

being based on the first user request;

transmitting, by the first control node communication module via the
first-level communication network, the anonymous request to the second
control node;

25 receiving, via the first-level communication network, anonymous
response data, responding to the anonymous request, from the second controi
node; and

transmitting, by the first intermediary node communication module, the
anonymous response data, via the first second-level communication network,

30 to the first intermediary node for transmission of response data which are

based on the anonymous response data to the first user node.
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13. A second communication method, comprising:
providing a second control node comprising
a second control node communication module for forming a first-
level communication network with at least one first control node, and
a second storage for storing control node data;
receiving, by the second control node communication moduie via the
first-level communication network, an anonymous request from the first
control node;
retrieving, from the second storage, based on the anonymous request,
anonymous response data, responding to the anonymous request, from the
second storage; and
transmitting, by the second control node communication module via the

first-level communication network, the anonymous response data to the first
control node.

14, A program element, which, when being executed by a processor, is

adapted to control or carry out a method according to claim 12 or 13.

15. A computer-readable medium, in which a computer program is stored
which, when being executed by a processor, is adapted to control or carry out
a method according to claim 12 or 13.



