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generally to Universal Plug and Play (UPnP)

technol ogy. More particularly, the present invention

relates to the use of the maintaining of availability

of a nulti-homed device in a UPnP environnent when

fewer than all of the device's network interfaces

experience a connectivity disruption. BACKGROUND
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[0003] UPnP technology defines an architecture for pervasive peer-to-peer network
connectivity of intelligent appliances, wireless devices, and personal computer
devices of all types. UPnP is designed to bring casy-to-usc, flexible, standards-based
connectivity to ad-hoc or unmanaged networks whether in the home, in a small
business, public spaces, or attached to the Internet. UPnP technology provides a
distributed, open networking architecture that leverages Transmission Control
Protocol/Internet Protocol (TCP/IP) and Web technologies in order to enable seamless
proximity networking, in addition to control and data transfer among networked
devices.

[0004] The UPnP Device Architecture (UDA) is designed to support zcro-
configuration, "invisible" networking and automatic discovery for a breadth of device
categories from a wide range of vendors. In other words, UPnP enables a device to be

capable of dynamically joining a network, obtaining an IP address, conveying the



categories froma wi de range of vendors. In other
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The control point typically reacts to this activity by refreshing the device information

and potentially resubscribing to the device’s services.

[0007] Despite the above, issues currently exist concerning the usage of the
BOOTID in a multi-homed environment. A multi-homed device may have multiple
network interfaces, multiple IP addresscs on the same network interface, or both.
Assuming a device has multiple network interfaces, for cxample, the device may be
connected to one or multiple disjoint network segments through its network
interfaces. A network connectivity disruption may occur on a network interface if the
device briefly loses connectivity on the network interface, e.g., if the network cable is

unplugged and then re-plugged, or if the IP address on the network interface changes.



Assum ng a device has nmultiple network interfaces, for
exanpl e, the device may be connected to one or
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on a network interface it the device briefly |oses
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devi o® ah®070 which are connected to the second r?etwork segment 140), the device 100
has remained available throughout and a “reboot” is neither necessary nor expected.
In other words, from the perspective of the second network segment 140, the device
100 should continue using its existing BOOTID in its subsequent announcements on
the second network segment 140. However, because the device 100 is connected to
both the first and second network segments 130 and 140, and because it must use the
same BOOTID on both of them, a substantial problem exists.
[0009] Given that the control points connected on the first network segment 130

must be made aware that the device 100 has temporarily lost connectivity, the device

100 has no choice but to increase its BOOTID and re-advertise itself. However, this
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'n o[r dlelr t\(/)an%gg grﬁl?osdlr%pn?s cl)fsfgeupergsegtl 1?1\96% 1%5 gengebt%\ﬁ%mmlze interactions
between a multi-homed device and associated control points in the event that the
multi-homed device experiences connectivity disruptions in some, but not all, of its
network interfaces. In various embodiments, this is achieved by introducing a new
optional header to the SSDP:byebye message format. The new header allows a multi-
homed device to signal its continuous availability to compatible control points,
despite the need to send SSDP:byebye messages, update its BOOTID value and re-
advertise itself to address a network issue it experienced elsewhere. The use of this

new header indicates to control points that they can continue to utilize the device and

its associated services regardless of these SSDP messages.
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Thesésaﬂddbth@r advantages and features of the
i nvention, together with the organi zati on and manner

of operation thepgefy pesCRiEOREr ZRPDERAWINGSM t he
foll owi ng detailed description when taken in

con) [L(I)Bﬁll oFr:gL\yetl I?s z}éqe?nc%gr? QP?SIQXP crivironment where a device includes
multiple interfaces for use in associating with multiple network connections and
control points;
[0015] Figure 2 is a flow chart showing the implementation of one general
embodiment of the present invention;
[0016] Figure 3 is perspective view of an electronic device that can be used in the
implementation of the present invention; and

[0017] Figure 4 is a schematic representation of the circuitry of the mobile

tclephone of Figure 3.
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[0019] 'The N BOOTI UPNP. ORG, header can be ingl ude
i n STPsYSY EBY 8y ﬁE’é‘Eh@é‘% d's\‘gﬁ‘tce B@ths BT PEHEHET 2db\Rign in the
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connectivity on one of its network interfaces. The

head8fSs&es sfnt gVer Hhengtyedk jngerfaces on which connectivity was not interrupted.

On the nctwork interface(s) where connectivity was disrupted, the header is not used.
The value of the NEXTBOOTID.UPNP.ORG header indicates the BOOTID value
that will be used in the upcoming SSDP announcement message. The device must
remain continuously available on the network between the sending of the
SSDP:byebye message with the NEXTBOQOTID value and the next set of
advertiscment messages with the updated BOOTID valuc. Should the device become
unavailable during this time, it must perform a regular “reboot,” incrementing the
BOOTID and re-advertising itself.

[0020] Figure 2 is a flow chart showing an implementation of one general
embodiment of the present invention. At 200 in Figure 2, a UPnP device announces
itself on all network interfaces with BOOTID=2. At a later time, the UPnP device at
210 detccts that a connectivity disruption has occurred on one of its network
interfaces. However connectivity on all other network interfaces remains intact. In
response to this activity, at 220 the device performs a “reboot” on the network

interface on which the disruption occurred by sending a SSDP:byebye message and



nmessages sent over the network interfaces on which
connectivity was not interrupted. On the network

w0 ndosfAaeT(s) where connectivity was di srupt edPCT/IB2007/054857
header is not used. The val ue of the
NEXTBOOTI D. UPNP. ORG header indi cates the BOOTI D val ue
that will be used in the upcom ng SSDP announcenent
nmessage. The device nust remain continuously avail abl e
on the network between the sending of the SSDPrbyebye
message W th the NEXTBOOTI D val ue and the next set of
adverti senment nessages with the updated BOOTI D val ue.
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it mysis pesforma regular "reboot,” increnmenting the
BOOTI D and re-advertising itself. [0020] Figure 2 is a
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enbodiosents. o 24sher:poeesent i nvention. At 200 in Figure
2, anPﬂgﬂgg%h%g announces itself on all network
inte ces BOOTI D=2. At a later tinme, the UPnP
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has &€Burrrede daniGnér gb aivergsenet wor k i nt erfaces. However
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NTS: ssdp:byebye

USN: composite identifier for the advertisement

BOOTID.UPNP.ORG: 2

NEXTBCOTID.UPNP.ORG: 3

CONFIGID.UPNP.ORG: number used for caching description information
SEARCHPORT.UPNP.ORG number identifies port on which device responds to unicast M-SEARCH

[0022] Situations may arise where a UPnP 1.0 control point is communicatively
connected to the UPnP device via a network interface and does not understand the
BOOTID header and the NEXTBOOTID header. In this situation, the UPnP 1.0
control point simply treats the arrival of the SSDP:byebye and SSDP:alive messages
as typical device “reboots.” In this case, the UPnP 1.0 control point typically discards
any information that it has stored about the device and re-fetches all of device
information, potentially also re-subscribing to its services. The behaviour is the same
regardless of whether the UPnP 1.0 control point was connected to the device on the
disrupted network interface or the intact network interface. In other words, a UPnP

1.0 control point is promptly alerted that the device has changed.



the device sends the SSDP. byebye nessage to announce
the next BOOTID that will be used, along with new
wa@adwsnriigenments with the new BOOTI D = 3. Synt aRCT/tB200154857
SSDP: byebye nmessage and the new adverti senents are as
follows NOTIFY * HITP/ 1 1 HOS | 239 255 255 250. 1900
NT notification type NIS ssdp byebye USN conposite
identifier foi the advertisenent DOOTI D UPNP ORG 2
NEXTBOOTI D UPNP ORG 3 CONPI G D UPNP ORG nunber usedfor
cachi ng description information SEARCI | PORT UPNP ORG
nunber identifies port on which device responds to
uni cd8?23M SEARG ¢f hoppatioiof uattrod)p@anf@ureslen wdterdand with

UPnP L s3Rqnt (Sfcﬁ Pn@%é’\]ﬁce A%fl% ntEy nsltz;(cn ﬁl’glnog géltgtesﬁmlcally store

the UPnP device via a ne
undetist BeATihef@oaid D headericeaha itik eodﬁd%mﬂ {Be hB@E@Kample,

tr eat's e P Dot 1% RE a5 A IR STl Econco

mes s agiesthaisis tympieaed todievicbeork keRR@t Sver whiththd &vicdsg a

the UPnP 1.0 contr ol oi t 0i C II di scards an

| nf of HETBATERATIPE HREmSrSSPE EBNCst#8 efevar i haep. As

r e- f edpedsegeddt240fn EigMb Qetht &frﬁkbﬂ'ﬁdlth?plcdl’l@td@s@EﬂdﬁﬁﬂyYHﬁﬁhﬁ9[1on it
re-subsc i s the

Cg 51 er vi ces The behaV| our

same ?Segé%{g bé’g%t Sfiev\}\ﬂ’?et thewUpthP’ alivg nesster airivpbitietcontrol
was eeRNesitan rbFetthe all @Wi &8in AL odi §6§§i%§yer‘é-sﬁlﬁst:¥i9€s|$o its
interface or the mact network interface. I n ot

wor dESTVisesUispissentay at i r1dyis 1|§5‘P‘f'itthq @nt@l@ﬁmt |s},suweg;s|fqlb/dnadc aware
t hat tihg.cderlcesh@s changed. [0023] In terns of the

behavi our of control points configured in accordance

wi t h10924lsi ks alUPpPJt1 ¢opipl modn ithaeisApriected &t the ectsberrdament over

thesgngR %rdgblcp&u%ﬁhakwl @rﬁ:hh}{nt?rtd%ﬁ—%u%g %heggﬁi B%(cbyc ngssage

i nformati on of devi ce conn
t he abbibs I\éBééTﬁﬂ)@TIH hadgontecobedpo Rl Nesowrtihs tieROTHevalue of

devi &E S§B§ :bye l? Is%g:g S 1(li:%1c to WE t 1t]has re%?rﬁg([ gbou{\?\ﬁf: gtvlce

that 1s con he net wor over
t he @A TO=Ansheaontrol point recognizes that the device information it has recorded

is still valid. The control point then updates its record of the device at 280 by
updating the BOOTID to the value of the NEXTBOOTID header, resulting in
BOOTID=3. When the next SSDP:alive message (with BOOTID = 3) arrives at 290,
the control point knows that it still has up-to-date information of the device. No re-
fetching of device information or re-subscription to services is necessary.

[0025] For a UPnP 1.1 control point that is connected to both the network segment
over which the device has experienced connectivity disruption and a network segment
over which the device did not have a connectivity disruption, both SSDP:byebye
messages with and without the NEXTBOOTID hcader sent by the device 100 at 220
and 260 are received by control point (over different network interfaces) at 310. In
this situation, the behaviour of the control point depends on which interface the
control point has been obtaining its device information and event subscriptions from.
If the control point has been using solely the network segment over which the device
did not have a connectivity disruption, i.e. the network segment from which the

SSDP:byebye message with thc NEXTBOOTID header was received, then the control



connectivity disruption, a normal SSDP: byebye nessage

is received at 230. As represented at 240 in Figure 2,
w0 b@somiey ol point typically discards any i nf oPOEIB2007/054857

it has stored about the device. Wen the new

SSDP: al i vc nessage arrives, the control point

typically re-fetches all device informtion and

possi bly re-subscribes to its services, represented at

250. This is how the control point is successfully

made aware of its new device state. [0024| For a UPnP

1.1 control point that is connected to the network

segneRtnt gpdafes i reshrd:  éheglsvice et @0 dympdatingvte BOOTID to the value of

connggd N¥KTBOd 5&9@ ¢ sa
the NEXTBOOM D ﬁlgggledf’p?esfuﬁg e Ve TH%( P Ee T %ES?P%? ive
t he BESPED(Wigh BEOTtDtHerrSSDR: 30 by conmbsagteknb®s that it still has up-

d the .d
'( (eIn)EI'(ll) ED%E r;f egli %f nt[‘n % cero Src(])trc ?qgcg%%?fu dtggc? ﬁlgctrlen\éwg] or re-

devi @ebspmtmmrmmmncsnt nd@asanyetbfbmdeld ott®r Bdnd lihe d6aird1GhoinT A relied
contrglthep nt, t hen %dat Elﬂjits record of the device at

280 By up§ RESTh TSRt BEDHTE ths dprse Tasicrerigpea qqanectivity disruption,
NEXTBOWikIbEerhebdieran Hoesitvérk gednienBOBE [95@ul MARBrdtal§ information

260, TR ROt RO HCS RN ehal Srecgpibhpiiggsponibl r-

up-t euhsiaiten g tofigkermictH Mhefe dehihsdeydotigetiviiy rERERhCeN NGB0 Figure
device information or re-subscription to services is

necessary. [0025] For a UPnP 1.1 control point that is

conngmied Figuld®s Bnd b%o%n@@éﬂfes@ﬁ&%@ecgyﬁé AWML ilken which
devi ce has experienced connect|V|tg di sruption and

net wHF RS MR8y Rermelsmented gk vhadd by @dﬁr@toohéweaer that the

conngeldnyi Bh &
ComDRELLIL s St OSSP IO E PSP 1

devi geuligisode updustegidhaieomea pralt efdkd spethobsntceintvn ot Figures 3 and
POt 0k chiBeSheo ol BREan0SF WO KL AN Ain iiditemnbfing e

this situation aviour 0 control
d ep evriounembdiminty ofttles frescet intration nTlrecrllecpomlntie\h&sl 2od dligures 3

obt aénrdl4qgclhc§ &3 ?igb@n?ge%d nfdﬁ]rélgg%% {%nth Form g f ﬂﬁlég cggtghdlsplay,

subscriptions from poin

usi nlg:ygaal H, yntld:repm)ee D rak e&qgmmﬂ a)hmemm)g mhmfrbned @e:v HZ.en
di d t h t|

networeknml gmgmtal gﬁ}]% Iggl'frh(étséé%g %{j‘gﬂ?}g t‘?r%r?seéf&é?d‘menmf

Wi t hthé e erltinXTBOEAT Bt dn @&d@dlo WA fac€ Ciedunteds 2, ERRD clrfifiry 54, a

Cont ! otlé(ﬁ?ﬁg ’tﬁﬁgd%ig A ?blga(e t%%rég)aﬁ]&g&ggal g:lel‘(\illlltcs: %n glel?l%n?s are all
of a type well known in the art, for example in the Nokia range of mobile telephones.
[0027] Communication devices implementing the present invention may
communicate with each other and/or other devices using various transmission
technologies including, but not limited to, Code Division Multiple Access (CDMA),
Global System for Mobile Communications (GSM), Universal Mobile
Telecommunications System (UMTS), Time Division Multiple Access (TDMA),
Frequency Division Multiple Access (FDMA), Transmission Control
Protocol/Internet Protocol (TCP/IP), Short Messaging Service (SMS), Multimedia
Messaging Service (MMS), e-mail, Instant Messaging Service (IMS), Bluetooth,



t he NEXTBOOTI D header, resulting in BOOTID 3. Wen the

next SSDP: alive nessage (with BOOTI D=3) arrives at
w@2@g/0t41e9 control point knows that it still haBCT/pB2007/054857

date informati on of the device. No re-fetching of

device information or resubscription to services is

necessary. |If, on the other hand the control point has

relied on the network segment over which the device

has experience connectivity disruption, or has been

relying on both network segnents, then it would

di scard a information it has stored about the

devi ¢eEE 5‘??:/&1 Ip glef étmmanicatieny deveccimmy spmatinisate upiog Sirbiuy media

r esubReidiRl fg nbOihiS t§er b C1§§ar8c-ir h%@re A I ﬂgéctl?%gaélg he like.

col l ectively represented at gure
Fi gui®38B3 &l amosimwoein@enﬁ&abﬁ@@eﬁhmmm@ d&s@idied onthe general
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oo Ei S RS Minb ot PR S KL Rory
devi (ONIP Rahddmh gME<S§I\/ﬁm@ﬁj,d(R4WID coripesdiecslioDs), BigitadOersatile disc

di spl 32 in the formof a li UId crystal displa
keyp@y%h eley ?f?l&bﬂﬁ%%@“é@o‘hﬁ??qé%h‘ JegREgs, ﬁogr%r%a%f@?»y

40, @mgontdtaiied spedtired Zic. AR RALAN Paiddar takS BBidp]Ehbparticular
46 in the formof a U CC according to one enbodi nent

of t iRt dyAdIPEh, Coamaléﬁ‘rrcfx?félé?a@rlnszvswtl?réoqsanfamdé%afaas&écturcs and

Ci I Chbbfadh 1§&ule§,9&§&e§t|e&% 164 Of ppbbrarf c&GRITLF @Jebﬁfng@@ps & the
menory 58 and a batter I ndividual circuits and

el enfthadsglislogeqd hesgin. aT{%/R?éﬁW eqeersaf push cresuble instrggtions or
exanpb &l &aﬁesn‘h'&'ﬁ}e@ rd; @é@gﬁs Bfanispég ok EorfesidaBig %@é tdr 9B 1Ehenting

Communi cat i on devi ces |np ementi ng the presen
i nvelht fusatisraylcsohedinisedtseepdi th each other and/or ot her
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steps or processes, comparlson steps or processes and decision steps or processes. It
should be noted that the words “component” and “module,” as used herein and in the
following claims, is intcnded to cncompass implementations using onc or more lincs
of software code, and/or hardware implementations, and/or equipment for receiving
manual inputs.
[0030] The foregoing description of embodiments of the present invention has heen
presented for purposes of illustration and description. The foregoing description is
not intended to be exhaustive or to limit embodiments of the present invention to the
precise form disclosed, and modifications and variations are possible in light of the
above teachings or may be acquired from practice of the present invention. The
embodiments discussed herein were chosen and described in order to explain the

principles and the nature of various embodiments and its practical application to
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Frequency Division Miultiple Access (FDWA),
Transm ssi on Control Protocol/Internet Protoco

W@ T@ROYTRY9 Short Messagi ng Service (SM5), Ml t POETB2807/054857
Messagi ng Service (MVB), e-mail, Instant Messagi ng
Service (I M5), Bluetooth,| EEE 802.1 1, etc. A
comruni cati on device nmay conmmuni cate using vari ous
nmedi a i ncluding, but not limted to, radio, infrared,
| aser, cabl e connection, and the Iike. [0028] The
various enbodi nments described herein are described in
the general context of nethod steps or processes,
whi ¢ nabtsonekilleinghestt editiline bn ercearb dxtemrentin byrioas embodiments
gg%g%cg\?{t}?(lé}%ﬁgﬁo&?@%%% as zggplﬁfgg ?o the pargcu lar usc contemplated. The
COnpﬂﬂ&r%eiéwwhabmewnm@t%ub&iMmannﬁMbhc@ﬁhﬁﬂbgﬁH@bwﬁﬂe
code ut ed ut e nvi ronnment s.
A ORI e R TR ARt el ST B il
non- pedwabl e st or age deV|ses i ncl udi ng, but not
limted to, Read Only Menory (ROVM), Random Access
Menory (RAM), conpact discs (CDs), digital versatile
disc (DVD), etc. Cenerally, program nodul es include
routi nes, prograns, objects, conponents, data
structures, etc. that performparticul ar tasks or
i npl enment particul ar abstract data types.
Comput er - execut abl e i nstructions, associ ated data
structures, and program nodul es represent exanpl es of
program code for executing steps of the nethods
di scl osed herein. The particul ar sequence of such
execut abl e instructions or associated data structures
represents exanpl es of corresponding acts for
i npl ementing the functions described in such steps.
[ 0029] Software and web inpl enentations of various
enbodi nents can be acconplished with standard
progranmm ng techniques with rule based | ogic and ot her
| ogic to acconplish the various database searching
steps or processes, correlation steps or processes,
compari son steps or processes and deci sion steps or
processes. It should be noted that the words
"“conponent™" and "nodule,” as used herein and in the
following clainms, is intended to enconpass
i mpl ement ati ons using one or nore |lines of software
code, and/or hardware inplenentations, and/or
equi pnent for receiving manual inputs.

11



[ 0030] The foregoing description of enbodi nents of the
present invention has been presented for purposes of

WO kdoasraiae i on and description. The foregoi ng PCT/IB2007/054857
description is not intended to be exhaustive or to
limt enbodinments of the present invention to the
preci se formdi scl osed, and nodifications and
variations are possible in light of the above
teachi ngs or may be acquired frompractice of the
present invention. The enbodi nents di scussed herein
were chosen and described in order to explain the
principles and the nature of various enbodi ments and
its pV H&T BALABYEPASt i on toenabl e one skilled in the
art to utilize the present invention in vapous
enbodi ments and mutod of aALsn o HRE drk 6Sink @RSty A%ndiBns in a multi-
suited to the particular use contenpl ated The features
of t HEMERDOH CERE S#Escpbed herein may be conbined in
alsl possi bl e coginaid BiRath oTELORLSviIGRRAIRLN SN one of a
nodul es, systens and conputer program product sWHAT | S
CtAI RiErslitsof iptefagep fai gl dsvicranagi ng net wor k
connect 1 Vi ty dlesbuphk QRBolibadndMikbbOMRIrdehee:
conprising: receiving an indicationh of a connectivity
dBsruption on rd igkrigcepivheralconngctvfityiwas eptfdigeed, orngiiging an
dovi GfticaRGH (1A NBoBTIIPRARL On the disrupted .
interface; and on all 1nterfaces where connectivity
was not disrupted, transmtting an indication of a
néxt BOOT-D valhgaetipd of plaimybivisarinthe daagnpssion afitles igdigation of
the [HaBaBEIT Iy dle hiies bad F@tf-iﬁt(?irclvigés a%&%ia&%yith%gﬁﬂié?upmd
val ue causes control point devices associated Wt
nén- titesfapgstte dpdatet tbe BROISD tvelua ptitht devidreviBOOThaingdd discapd stored
.t!i‘e ﬁ?&{n‘j&on"‘éoﬁl&%ﬂi& n%\ﬁle?%e gn rg-!fag’ha{ngo S'ﬁt(i)(; ec% cemning the device.
i nfopnat1 on concerﬁlng e device and re-feten

i nformation concerning the device 3. The nethod of
cl ai m 1, her dihanteHed ohdpioat,ivdwrenf the ndicabert ofBBOTYXDBOOTID
val ue,i 1it.t i i | D header. 4.
heSis HhARed , .
Tﬁe ﬁ%fﬁ%&aogﬁﬁ%5%&?&%5%%§E%?H§B§%E£§WcontroI poi nt
devi ce associated with both the disrupted interface
ahd a nort di srlbpmethod af dpifak evherein, for a control point device associated

2 with both the disrupted interface and a non-disrupted interface:

3 if the control point device relies solely on a network segment

4 associated with the non-disrupted interface, the indication of the next BOOTID value

5  causes the control point device to update the BOOTID value of the device without

6  having to discard stored information concerning the device and re-fetch information

7 concerning the device; and

8 if the control point device relies at least partially on a network segment

9 associated with the disrupted interface, the reboot causes the control point device to
10 discard stored information concerning the device and re-fetch information concerning

11 the device.

1 5. A computer program product, embodied in a computer-rcadable

2 medium, including computcr code for performing the processes of claim 1.

12



if the control point device relies solely on a network
segnment associated with the non-disrupted interface,

wo b@siomdecat i on of the next BOOTI D val ue causeBCT/IB2007/054857
control point device to update the BOOTID val ue of the
device without having to discard stored information
concerning the device and re-fetch information
concerning the device; and if the control point device
relies at least partially on a network segnent
associated with the disrupted interface, the reboot
causes the control point device to discard stored
i nformati gn concerning the device and re-fetch
i Af or mati Bn coRRERRALG: ¢HPrddgi ce. 5. A conput er
pr,ogram product grogl¥Rdingd in a conputer-readabl e
medi um |nclud|ng conputer code for performng the
processes of ciBFRPIY. ugit Apmaypistizelysoneastegitd thicmepedssor and
Pr,OCESHRng: and a menory unit communi catively connected
to the processor and i ncluding conputer code for
récei ving an |nd|c&mmmwmumdaﬁmowﬁwugwmlmhymdnsfugnmemhny

08 008 Blofu bRl VBl o ALALLAGESL QL.hle. apparatus

comput mng a e dlsrupted
i nterface, and conpwhanmumdeﬁﬁomﬁmmmgﬂmﬁmmbeﬂkm@ﬂmwd

er ectivity was not disrupted, transmtting an
rﬁdlgn%?%% o@ a next BOOTID value 7 The apparatus of
chaim6, wherein thempmansﬁéﬁﬁkmm,mhmmheSWH&be@mkanmghasmn

hc ot apst areR i ar GPURE 84 Pt BPoABYbe tpaate the

BOOTI D val ue of the apparatus w thout having to
dit scard st or edhenporaves dtehrirc onekdarein fg ttalﬁﬁn'ﬁﬁﬁlaﬁfahmﬁldiuation of

and p ﬁab formation ing the a a@m
20 3L B A SQRERER A LI, PR B
t he fme:)daugml'ﬂxﬁte the BOOTID value of the apparatus without having to discard

4 stored information concerning the apparatus and re-fetch information concerning the

5  apparatus.

1 8. The apparatus of claim 6, wherein the indication of the next BOOTID
2 value is transmitted within a NEXTBOOTID header.

1 9. The apparatus of claim 6, wherein the indication of the next BOOTID
2 value causes Universal Plug and Play (UPnP) version 1.0 control point devices to
3 discard stored information regarding the apparatus and re-fetch information

4  concerning the apparatus.

1 10. The apparatus of claim 6, wherein, for a control point device

2 associated with both the disrupted interface and a non-disrupted interface:

3 if the control point device relies solely on a network segment

4 associated with the non-disrupted interface, the indication of the next BOOTID value
5  causes the control point device to update the BOOTID valuc of the apparatus without
6  having to discard stored information concerning the apparatus and re-fetch

7 information concerning the apparatus; and

13



value is transmtted within a NEXTBOOTI D header 9 The

apparatus of claim®6, wherein the indication of the
woeoos/0Bd® | | D val ue causes Universal Plug andp®i/mr007/054857

(UPnP) version 1 Ccontrol point devices to discard

stored information regardi ng the apparatus and

re-fetch informati on concerning the apparatus 1 The

apparatus ot claim6, wherein, for a control point

devi ce associated with both the disrupted interface

and a non-disrupted interface if the control point

device relies solely on a network segnent associ ated

wit h t he non- df Sregptted ppint davicgedies aHeast patiigdltanamebfork segment

t Qe =8 \Yi . o] Vi :

o undat oot e BH B EREES, bERaRAr AL iR hRBt) BRice o

havi digcard stgicd dafpanasivn cengeinifzshaappiotus exheeiteh mgorttagon

pa - - ch information concerning the

ggpaﬁ‘%@@ﬁ@? %p%?{%glg'cont rol point device relies at

| east partially on a network segnment associated with

t he di sruplt ed lihgtapparaieeof clawe 6 whoon teesapsestus henpons ¢ Dhiversal

pgi n )lug%}f(ji 93 {@Pﬂj)%g\q?@l stored i nformati on concerning

the ap aratu% and re-fetch i nformation concerni ng the

apparatus 11 The apparatus of claim6, wherein the

appar at us!%onpk $%sE8), gorumisager sal Pl ug and Play (UPnP)

device 12 A sy, . ri St [ :

Pray (UPnP) doal Ea T el B e e e LRy ghid i rcrtce

oper eitcraigbly cowrenied teedfitsoneawérk segmenetnor ecadgmrerfice apetatavely

seco ' f j connected to a second

ngt @%é@%ﬁ%ﬁ?&@ﬂﬁ&%s\ég,lg%% ol point device

oper ati vel y carngcbwdl paint deeickiopattivebt svondctegleg erfirst natwork

sgcosrgjd %ﬁntrol poi nt device operatively connected to a

second net wor k segnment, and a third control point

devi ce oper at iaveloyd cannepdigdiet0e bpdrhiiveleofnac&tl to a second

8 network segment; and
9 a third control point device operatively connected to both the first
10 nctwork segment and the second network scgment,
11 wherein the UPnP device is configured to, upon the occurrence ot'a
12 connectivity disruption at the first interface:
13 perform a reboot on the disrupted interface, and
14 transmit an indication of a next BOOTID value on the second

15 interface.

1 13. The system of claim 12, wherein the reboot causes the first control
2 point device to discard stored information regarding the UPnP device and re-fetch

3 information concerning the UPnP device.

1 14. The system of claim 12, wherein the transmission of the indication of
2z the next BOOTID value causes the second control point device to update the
3 BOOTID value of the UPnP device without having to discard stored information

4 concerning the UPnP device and re-fetch information concerning the UPnP device.

14



networ k segnent and the second network segnent,

wherein the UPnP device is configured to, upon the
woecwairaece of a connectivity disruption at theCT/iB2907/054857

interface performa reboot on the disrupted interface,

and transmt an indication of a next BOOTID val ue on

the second interface 13 The system of claim 12,

wherein the reboot causes the first control point

device to discard stored information regarding the

UPnP device and re-fetch information concerning the

UPnP device 14 The system of claim 12, wherein the

transm ssjon of the indication of the next BOOTID o

val ue caubbs tHE SEEEBALCIRBNS Blhersis the scagih watrel popy daies is a

the BORP herkion Val dégtr@fpolnh 8eilRNM dd@eG R thdit A Esi AW tGindication
to discard stored informati on concerning the UPnP

dévi eethanert BEQEPeHIYersene UEAP vemior  Bicagirel meintpce to
devi gRdRd dibRd %&@aﬁbl@feggﬂdﬁfégh@@Pnpmfc% i Fe@ich %ﬁ@r{ﬂ%tion

control point device is a P version 1 0 contro

pbi neongepingéhe Gf ddviseei n the transmi ssion of the
i ndi cati on of the next BOOTI D val ue causes the UPnP

version 1jd) comkh@enpPof ddimd@Yih&eho di scard stored
information regarding the UPnP device and re-fetch

i if or mat i on cohtdeMirdegntrn oibigvicg adice aolalg ot ssyesd aptwork
of claithlhe iMAEES] Br thi ndBRIOTIH 2@ BALQ! PR o dRY b6ifi
relies solely on the second network segnent, the

i ndi éavidednuipstatertheBRENID BOOT Bhe HP ol deasssethothiemvingite discard
cont I . ' L .
By DAL e MOARLEL U T BB, Qb v
i ©f oV Aelt domcecorcer ni ng the apparatus and re-fetch

i nf ormati on c%ﬂgg&ningﬁaﬁe.uep ev

P. c i f.the )
tﬁird contr ol p0|an8eV|cgm3%€ng§pe%€ ?ﬁ%ﬁ??”g%ﬁ?hgﬁwom

f 8 r stegmeitymbe kebsetgmaedet thettlial doabalqloint desesto tihveart ktiored information
control point ice to discard.stored i nformati .
etk M b it e TR Ml e e b Bl device

concerni ng the UPnP device
1 17. A method of updating information in a Universal Plug and Play

2 (UPnP) control point device, comprising:

3 receiving from a device over an undisrupted interface an indication of
4 anext BOOTID value for the device; and

5 in response to the received indication, at least selectively updating the
6 BOOTID value of the device without discarding stored information concerning the

7 device and re-fetching information concerning the device.

1 18. The method of claim 17, wherein the indication of the next BOOTID
2 value is received within a NEXTBOOTID header.

1 19. The method of claim 17, wherein the indication of the next BOOTID

2 valueis received along with a SSDP:byebye message.

1 20. The method of claim 17, further comprising:
2 receiving a reboot indication from the device over a disrupted

3 interface; and
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17 A nmethod of updating information in a Universa

Plug and Play (UPnP) control point device, conppsing
wo e@sioviizy from a devi ce over an undi srupt ed | PCBIB20CH54857

an indication of a next BOOTID val ue for the device,

and in response to the received indication, at |east

sel ectively updating the BOOTID val ue of the device

wi t hout discarding stored information concerning the

device and re-fetching information concerning the

device 18 The nethod of claim 17, wherein the

i ndication of the next BOOTID value is received within

a *NFXTBOOTI D héHdét’ nfgontrrd priat dryireaglice plleast nartialivrsraaictwork

t he e chadsk Qi Qf with v

al ongg% th a SSDP b i ggegﬁﬁé@ﬁgﬂé‘%bﬂdﬁgldé t(L gd:ﬁlfo}%guon

clai APTETMiNEfhe @@frce@e‘hﬁp@tchglg fommayion gormemiigdlat device.

indication fromthe device over a disrupted interface,

andi f t heo UPNPieaidddalorBRInMb 0, dect S Lir el gD C%B%J)l%ﬁltt device

partially on a network segment associated wt

dP sr ipiERwineef pewerk qEsert et igted woth Sk undfsoiptrdtintorface, the

conceoR Y HRE o ffY| 'dEﬁCcaiQ Qp(fa?edfvﬁth%ﬁ d(]gsa\#dm Qi T8 g(ﬂmatlon

concerning the device 2 0 é a|w1£

wher eingeinfngttireedeyen Pt ritiching poomtatidewincgningltheabsvisol el y

on a network segnent associated with the undi srupted

i nterfacey the mk@p}@fyﬁp@&u& & &Nl Ga donptRERL Qb1

wi t hout discarding stored infornation concerrning fhe

devi gedigndeqnenrisiag chinpggen wfle forpeifgminmpthe propéseey of higim 20.

device 22 A conputer program product, embodied in a

conput er -y3eada HpiBEL, ¥ohnp QQ{]T%)Y i sing computer code for

perform ng the processes of claim20 23 An appar at us,

conprising a preresesend and a nenory unit

conmmuni cat i vely, GERP&GE &l hidall Sl PERHESSPo tRSocessor and

i ncl udi ng
4 including:

5 computer code for processing an indication of a next BOOTID
6  value for a device, the indication having been received from the device over an

7 undisrupted interface; and

8 computer code for, in response to the received indication,

g updating the BOOTID value ot the device without discarding stored information

10 concerning the device and re-fetching information concerning the device.

1 24.  The apparatus of claim 23, wherein the indication of the next BOOTID
2 value is received within a NEXTBOOTID header.

1 25. The apparatus of claim 23, wherein the indication of the next BOOTID

2 valucis reccived along with a SSDP:byebye message.

1 26. The apparatus of claim 23, wherein the memory unit further comprises:
2 computer code for processing a reboot indication received from the

3 device over a disrupted interface; and

4 computer code for, if the UPnP control point device relies at least

5  partially on a network segment associated with the disrupted interface, discarding
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conmput er code for processing an indication of a next
BOOTI D val ue for a device, the indication having been

WO e@8iovaad from t he devi ce over an undi srupt ed PCT/IB2007/054857
interface, and conmputer code for, in response to the
recei ved indication, updating the BOOTID val ue ot the
devi ce without discarding stored information
concerning the device and re-fetching informtion
concerning the device 24 The apparatus of claim 23,
wherein the indication of the next BOO TID\ alue is
received within a NEXTBOOTI D header 25 The apparat us
of cPATFhIBIgrmaiRE cercRmigdhe daticcand snfetshing rfomestion BEOeMing the
I D vaglye is received along with a SSDP bycbyc nessage
26 The apparatus of claim 23, wherein the nmenory unit
further conprises conputer code for processing a _
réboot i ndll- cat INGAPREREY i 2Envhgsdn Hals ¥ RBnlhgasfrokpoint device
dp sr %Eﬁ%lélfl)ﬁﬁ ha6erk RRfedt QBHLERE WA JnBfsrupldd iftPace, the
UPnP_control point device relies at least partially on
a3 ne BRSITID yalyprehthe dewescp apdagbdwithaut hieardingrstpsedeig formation
| Dt CEdRGRin HSEAIE LADRBAS Lt ATB] LARGONGRIRLRY. the
device and re-fetching in ofmeti on concer n ng the
device. 27. The apparatus of claim 26, wherein if the
UPNP control point device relies solely on a network
segnent associated with the undisrupted interface, the
BOOTI D val ue of the device is updated w thout
di scarding stored informati on concerning the device
and rc-fctching informati on concerning the device.
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