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BACKGROUND OF THE INVENTION

Field of the Invention

15 The invention relates generally to the field of networking devices. More
particularly, the invention relates to a method and apparatus for secure and automated
establishment of addressability of a network device, such as a router, a switch, a firewall, a
virtual private network gateway, and the like, for a target network environment and
securely and automatically provisioning the network device with configuration data to

20  bring it into a fully defined, functional state.

Description of the Related Art

Network computing and communication devices, such as routers, switches,
firewalls and virtual private network gateways, are extremely administration intensive.
25  These network devices usually support many configurable parameters that must all be set
correctly, based on how the network device is to function in the context of surrounding
equipment. To set up this kind of equipment properly, an organization typically depends

on a qualified administrator (either someone on staff or from a third party) with a
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skilled adm nistrators typically nust have sone physical access to the
network device to make it operational. Therefore, they nust typically
ei t her treneis/okeseach site in the network or obtain accesCmsorhesdnet wor k
devices prior to installation at their intended |location. 5 Wile several
managenent protocol, such as Sinple Network Managenent Protocol (SNWP),

exi st to alchapetBRtun@dratiene (ﬁ%@tv\%lrlfigﬁﬁ%cﬂﬁééi a8 pdtdtdls! FulirfbREfhedr Ot ocOl

(I'P) configuration to be configured over a pre-existing network, currently
t here is ngkillekadthinBgatoBayAaclls Musthage banepliysiahll ayceasid thegainakyetiok® a
network device froma factory default state to an initial operating state
i n whi ch t heak étopetakomdbvTtseeforanthesommsi typiceaile citlred ra @l inecaghisiteds dhetsiebvark t hi n
the i ntended network environ t .. BRI EF DESCRI PTI ON QF THIEdSE\[ERAL VI EWs OF
THE DRAW NEBCDHRECH SO nSFHORR et rer for oo Udhgnigageddecatioiunpl e, and
not by way of S0 ' ' [ Of t I.ng draw ngs
and in Which I @“frees ee?ag%ﬂc?gygeﬂ{ﬁﬂnﬁrg@%&?Sg‘?‘é%s’?‘%‘plsei%%nggq\g%}}egﬁﬁ?“g and in

whi ch: Fi gek&odel (4NMPS, RES aRGW BXROR @wey&fe&wav%ia\&@ﬁ@m&ham&péovPN) _
provi sioning system according to one enbodi nent of the present invention.

20 Fi gur e ZIP)sofigniagibn keeheadonfiguowd chieag pmraxidiihgiadtwartki augrewdy thereds phhases of a
network device provisioning systemaccording to one enbodi ment of the
present i nesxtinpomechapisy (o autgnitically andogeutels gaka snptwodsdavigeifiom allstogn phase
processi ng according to . one enbodi nent B of the esent invention. Figure 4
i's a high- detpuir Sfede po Bty PRAFAG. SHIeH R ity dRHeTicAgMUBicyRand 25

enmbodi ngnt b?%d&r@s%@lgé %ﬁﬁi’ﬁtthé ig&g@%igngp%org%@%gﬁgm! s a block diagramof a smart

har dware storage vice acc enbodi ment of the present
invention. 2 WD 03/026255 PCT/ US02/ 26897 Figure 6 is a flow di agram
illustrating addressability phase processing according to one enbodi nent of
t he pr esenBRIBY ®RSCRIPTIONOQF @HE SEVERAL MIE WiSa@ff AHEIDRAWINGSI ng net wor k
devi ce configuration phase

The present invention is illustrated by way of example, and not by way of

15  limitation, in the figures of the accompanying drawings and in which like reference

numerals refer to similar elements and in which:

Figure 1 illustrates an exemplary virtual private network (VPN) provisioning
system according to one embodiment of the present invention.
20 Figure 2 is a high-level flow diagram illustrating various phases of a network
device provisioning system according to one embodiment of the present invention.
Figure 3 is a flow diagram illustrating design phase processing according to one
embodiment of the present invention. |
Figure 4 is a high-level block diagram of a network device according to one
25  embodiment of the present invention.
Figure 5 is a block diagram of a smart hardware storage device according to one

embodiment of the present invention.



processi ng accordi ng to one enbodi nent of the present invention. 5 Figure 8
is aflowdiagramillustrating device configuration server configuration
phase prowessionagesaccordi ng to one enbodi nent of the preserfCT/UsoenES9DN.

DETAI LED DESCRI PTI ON OF THE | NVENTI ON Appar atus and net hods are descri bed
for renote, automated, and secure network 10 device provisioning over a
pre-exi sting CopgU CRLIRRNSIASINIMNISiratBlpadkYaBiliflBtke prEEBMY JBHEBOf the
present invention seek to provide an agnlnlstratlvely straightforward and
unconpl i cateshersbdbaimesnoffios presshiaiblénsibh.ng addr essability and provi si oni ng
network devices, such as routers, switches, firewalls, and virtual private
net wor k gat ewayBiguit aetovcdiagia lilustaingartvwndld devdeesionfiguratioambiasgut omat i ¢
provi si oning are thoHﬁht to 1% @%@Vi?ﬁﬁa significant selling feature,
especi al | yPiORCSHR aASRIINH QUL PROOGHIRENOT IR FSBEANGIYYY is still poorly

enough ? nder st Of upe,y 8 SUSH e£r1g°fa&1 ri‘l?l}strétﬁ)r ch-e%ge %ﬁglﬁﬁw&r@ é(%(neﬂ;g&qﬁbrp in the

hands of the service provi I'n many cases. now, a part of this

service nBRAGSMRELInE a8coRARNOIIAE cRBbdiMBHIAF YhePhestiitifvetic, t s for setting up
custoner prem se equipnent. The ability to avoid such visits is
anticipated to translate into substantial cost 20 savings to VPN service
provi ders and/ or equi pnent vendors. Additional advantages of enbodi nents of
the present invention, DEIAILBR RESCHRIRBION QF BB ENHRN act urers (OEMs) and

servi ce-provi der custoners bejn bl | increase the productivi of
Shelt Conn okt 1 AR Bt s A BrrEed Br i anomrkdGrl SRt e Y

net wor lﬂ) ng dg\ﬁ vl grgasx%kgé{géﬁ E%&é—%&%@?%gﬂmﬁﬁﬁﬁloﬂg Pﬁ?r&cﬁ%%a]%w dghpney since

t hey need el t a sonnel nor site’visits. In

the foll 0%&90&1?@1&5 bt BRsent RiverdtB spékggg@%fde% a@lﬁﬁhsﬂ'ﬂt@ﬂﬁe&%aigﬂmaﬂys

specific details are set forth in order to provide a thorough

under st andaurbmbplie@tdieshntiso freshbldhing addressrlility aed pppiaioaink nethadever, to
one skilled in the art that the present invention may be 3 WO 03/026255
PCT/ US02/ 2689¢ts, uelaet iovtets, switchesufiresohs apd virhalgeivap aefivorlegad®tads-l s. 1 n ot her

i nstances, well-known structures . . and .devices are shqown .in block di agram
form Automatic enablement of addressgb1ﬂty ang automatlec provisioning are thought to 9

15  provide a significant selling feature, especially in the VPN industry, where the technology
is still poorly enough understood by customers that service management must remain in
the hands of the service provider in many cases. Until now, a key part of this service
management has been the obligatory on-site visits for setting up customer premise
equipment. The ability to avoid such visits is anticipated to translate into substantial cost

20  savings to VPN service providers and/or equipment vendors.

Additional advantages of embodiments of the present invention, include original
equipment manufacturers (OEMs) and service-provider customers being able to increase
the productivity of their own skilled networking personnel and end users of the improved
networking devices attaining increased ease of use and efficiency since they need neither

25  technical personnel nor individual site visits.

In the following description, for the purposes of explanation, numerous specific
details are set forth in order to provide a thorough understanding of the present invention.

It will be apparent, however, to one skilled in the art that the present invention may be
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The present invention includes various steps, which will be described
bel ow. The steps of the present invention may be performed by hardware
conponent woor3/meassbe 5 enbodi ed i n machi ne- execut abl e i nstraIEwSoenes97 whi ch
may be used to cause a general - purpose or special-purpose processor
programmed with the instructions to performthe steps. Alternatively, the
steps may rgctﬁgcﬁ [ AndR g%r}?é/ ofth&E gwéﬁﬁ:tde%ﬂs.% AR ARA& s ARdI-kiontswadteres The
present invention nay be provided as a conputer program product that may 10
i ncl ude a fRGRLRE feadahlie bvediiugramdvinng st ored thereon instructions which
may be used to programa conputer (or other electronic devices) to perform
a prpcelssdaccorﬂwnerpgesem inveatiomindudastvaionseteps. srhich B bedessribrel beloxdabiice medi um
may include, but is not limted to, _flo dj skettes tical disks
conpact dij $jepsros he-DETRY RSP 188y ‘(W@E%ﬁ%& ar%‘é?&??@?%%g"dt‘?"}é/able di sks
ROVE, random access nenories (RA . I ER ead- onl
(rrgggrl e§) (ﬁﬁ?%%d)l? maching P)fe(%tfélxe/ mel\s/g Qéds“éfﬁ{@%%?&ga ar?:"%rlg{) e regg-g%lﬁlr{}— NENDF i gs
ROME) , &} kfecRl-p@PbdeGRlce&dt Sioeraihids itiekEIhMucins @ paforhyize of medi a
[/ machi ne-pﬁ%ag%ﬁe\e msgl! ame(si)uicfabllgégror storli ng ellglgt rngni%&ioés%fﬁcti ons.
Mor eover, §bgs. IRERAVely, itV &Epsiney bepyriaizd b e conbvinhipadé ardwag agdnput er
program product, wherein the program may be transferred froma renote

ggg{r)_uteer tsnfazvareqtjﬁsti ng conputer by way of data 20 signals enbodied in a
ier wave or_other propagation nedi.umvia a conmunicatian,Ll . 0.
modem or net wor kie REBTRERTIIGH) M ‘?P@Y‘df"g%‘s LOMPEHKT B ed™m i uggﬁh?rt:erﬁ s E)fe tg he :
present invention are describ i : i [ net Kk
(VPN dbui EEaader i o e as Sl HERER e U e csent

invention s, equally ARl {& afkeelt@rokRIdeAbs) RiREHmNE hivoEsk adtbrdigMaies, such
as routers, %\A%ltdche_s,@bri gges, and firewal ?s,ﬂéand vgri ous ot her net\’/vorlliC
envi r onmenpgsen®dibitican dihk ynachifié-teaddbitemdih Brap richidebubmagkmiteietecr i bed
herein addresses site-site VPN services, renbte access services for

conpl enent doypyddiskettess pptakdisksampeitdiscgeadzonty menerantCARMIFtd her nor e,

through integration with prem um|P servi
magneto-optical disks, ROMs, random access rhe?neosfi'es ws)?grlasoa%gzp?égrfn%éﬁes 02/ 26897

15 read-only memories (EPROMs), electrically erasable programmable read-only memories
(EEPROMS), magnetic or optical cards, flash memory, or other type of media / machine-
readable medium suitable for storing electronic instructions. Moreover, the present
invention may also be downloaded as a computer program product, wherein the program
may be transferred from a remote computer to a requesting computer by way of data

20  signals embodied in a carrier wave or other propagation medjum via a communication link
(e.g., a modem or network connection).

While, for convenience, embodiments of the present invention are described with
reference to virtual private network (VPN) devices and in the context of an exemplary
VPN network, the present invention is equally applicable to various other network

25  devices, such as routers, switches, bridges, and firewalls, and various other network
environments. Additionally, while the VPN Provision Manager described herein
addresses site-site VPN services, remote access services for complementary devices, such

as routers, are contemplated. Furthermore, through integration with premium IP services,
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mechani snms for quality of service (QS), voice, and application
distribution may be added. Term nology 5 Before describing an exenplary
net wor k eww a3gneéxsat i n which vari ous enbodi nents of the prregergo2izéspent i on
may be inplenented, sone terns that will be used throughout this
application will briefly be defined. As used herein a "network device"
general l'y rﬁéacfh%l?m{ fr Gk %ﬁ@%'(@%@ AGaVd, 68 dppatatioh akiributiét @8y be
conputer-to-co ni cations over an interconnected set of |ocal.
area 10 nghwor ks (LANs). Exenpl ary networ k devi ces include gateways,
routers, switches, bridges, and firewalls. The term"firmvare" generally
refers to programinstructions used to operate the network device and
inplenment its features. Firmmvare may include programinstructions

i mpl enenti]“ﬁj;ﬁg,@ﬁt%m corrponents such as operating systems devi ce drivers,
network_ 15 pr oto sta and T pr ogram

i nstructions (HS d§%°8$‘8% an ﬁxemr?ead?' ggggﬁ(h%lgg&ﬁe% %éﬁlo‘%i%ﬁ%dul es, EPROMs,
EEPROVE, a BLNE; b@frﬁlﬂé{ﬁen&dﬁpﬁﬁ&)temﬁrthdthﬁu{bmdbe
transm tte%g?()dﬁrﬁ%{lqs ﬁ@%e m&lyglgtrq@n part, using internedi ate devices or
communi cat fhﬂﬂt?h&ﬁ%l@%lhﬁaﬂéﬂd\ﬁn btidtey ealefinal of the smart hardware st or age
devi ce, as defined below 20 The term "factory default confi guraﬁl on"
"factory def aul As stdhetingénematlf devicet ganerally tﬁf%iﬁto qmptemae.dgqﬁ% PRt
uninitialized configuration or state .in which etwork d

contain fi fasikitates COMPUISHPrGOMPYIcH BORRRCIGNS (d’gﬁ?ri ipfeTqopneetd St ft? gal Egar get

t Kk which dat
dent 19 ﬁ%@%@'ﬁﬂ@%ﬁﬁmﬁ%evl ebudl oy e B A S et . o

exanpl e, 4 {1Kﬁr%ﬁ ce in a factory 25 default configuration cannot be
addressed on e networ as it has not yet been assigned a | ogical
address, such ashaBm Mirgiwied” denahlceferytb Bjogenidnstse:tions uskd 19 aphratedtiRir ess
space errpl oyed by the network. Additionally, the network device cannot
comuni cat eetonrkt degice aed inmldmens its featss s Fivowaiganay elpdsrired B ARG i ng

| ogi cal addresses of its peers. 5
J implementing system cc?mponents such as operating systems, device drivers, network

15  protocol stacks, and management protocols. These program instructions may be stored in
media such as flash memory modules, EPROMs, EEPROMs, and field-programmable gate
arrays (FPGAs), or they may be transmitted to the device, fully or in part, using
intermediate devices or communications protocols under the control of the smart hardware
storage device, as defined below.

20 The term “factory default configuration” or “factory default state” generally refers
to an “out-of-the-box” or uninitialized configuration or state in which a network device
does contain firmware but contains no data to identify itself to the target network
environment in which it will be functioning and contains no data identifying other network
devices in the target network environment. For example, a network device in a factory

25 default configuration cannot be addressed on the network as it has not yet been assigned a
logical address, such as an Internet protocol (IP) address, within the address space
employed by the network. Additionally, the network device cannot communicate on the

network as it does not have information regarding logical addresses of its peers.
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WO 03/ 026255 PCT/ US02/ 26897 The term"initial operating configuration” or
"initial operating state" generally refers to an initialized configuration
or state ao3mas2ssecessarily a fully defined, functional PITATS®2/26897

exanpl e, a network device in an initial operating configuration, e.g.,
having a valid IP configuration, can communi cate and be addressable within

a particular n BB Y b AHFRB figuPifon MBY- MGl opeatikname hgsteratly i S t 0
handl e certain %‘%érg g\“ ne Vlb?%%tré%fi c. The term "addressability data"

gener al | y k@86 8n liialiaédednfigdraticror diatectat hot necessakityh fudly defjned afivactionplet wor k
device fromthe factory default configuration to the initial operating
conf i gur atstaxn. Fohexammé, aqetveork Heviesrin o initish PRy g CPMERERIOBY &§-rhaving a

dd bilit dat i ncl ude f the fal Waloh i
001 cal - adi&URcordamRbaR cH IR 26 erpols KATRATRRRERRRGE )"0
I |1 bnet K. f t.h d LLai i |
assaci i et ot gt ey poigRy BRRRR L SRRl i e P e ol ca

address of a r efRLEIGNHERAH daBY LIk refeist@ldta (1a) caa direglycal name, such
as a domain nane address of a Domain Name System (DNS) entry or the |ike,

that repr ea@iicsy eike aaptwoek devigerish tha fastaay defhujueenfigghiéen to fisdpiEak for the
network device; (6) a logical nanme that 15 rep es&%(i or %@n b%. J:Empped into
a | ogi cal emditieg sordigutatipat AecopdingiorthreerpRodipAnEs Qgagr %rema {550 ogi cal

nane that represents or can be ed.in a |l agj renot e
devi ce condaiBaninclyfe g Qrdpore ?ﬁ@ggglroﬁﬁmgcm? | ﬁglo‘égchl %g%g§§§g%g? ltétlhjley refers

to data_ that, can t.ake.a pe . ' ithe AdtRbrkApEEAT3)RY
confi ggq atf es§,§orécﬁ? B"rtw&a&e@}/}%g@, %gdggﬁf%bﬁg{ﬂlisgz?ret For 20 exatr(rp)l e, in the

context of  3i.bi fifesDboiR ®h 4 Bhultdabdwa Eorad wdoworkldevige; ¢@cupgicalunnel s wit h
one or nore-peer VPN devices, configuration data for the first VPN device

m ght i ncl yddigess bherehiBtadisice ssefiuckion kevare@) a vRNabemniecaish ang do/Blaj | s about
the types of network traffic that is Blermtteq??tg( tfﬁ%ﬁ'el‘ thtrou h tehe
secure t unnehsaddrass ofd Bomgiadsme, Systm (PN suter tiedike: PRERTESASCT e i s
achi eved when the first VPN devi ce.has est .she : unnel s 25
with the pBEPPYPNOGAVIRE LR address ?ﬁﬁ}e 67705? é‘%@gbg%%:%ﬂ%ggﬁff%&etlf so as to
ensure 1% hat 0“'%%%120%@% %ﬁb@édqnﬁ%tléfﬁ?éa}fad&rés@%isbéiat%c:l awehie debaygleweach of the

secur e 't unF&fE® ecurity data" generally refers to a shared
secret or gﬁ’&(?) 4 llagi'éalriﬁﬁle Rigat represents or can be mapped into a logical address of the remote

device configuration server.
The term “configuration data” generally refers to data that can take a network
device from the initial operating configuration to a fully defined, functional state. For
20  example, in the context of a first VPN device that will be establishing secure tunnels with
one or more peer VPN devices, configuration data for the first VPN device might include
the TP addresses of the peer VPN devices and details about the types of network traffic that
is permitted to travel through the secure tunnels. In this example, the fully defined,
functional state is achieved when the first VPN device has established the secure tunnels
25  with the peer VPN devices and has appropriately configured itself so as to ensure that only
permissible network traffic travels through each of the secure tunnels.
The term “security data” generally refers to a shared secret or data that may be

utilized to generate a shared secret that is used by the network device to access
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utilized to generate a shared secret that is used by the network device to
access 6 WO 03/ 026255 PCT/ US02/ 26897 configuration data fromthe renote
devi ce cowla @uneasson server. According to one enbodi ment ,PaImesoseesrity
data is used directly or indirectly to encrypt conmunications exchanged
bet ween the network device and the renote device configuration server.
Accordi ng ' aeﬂg{i) | SRGHIhiioh dhkR LQBRing®Sna uni que
identifi eréogﬁg‘%%%gia\}\m t%hegtg[ﬁigtg d%:\(l;)lﬁeveyegjto t he network ggtg\(i ce fromthe
st orage deyihkfimdn, tBé Ketirity ot edisaw ditestly whindinectipyo ¢neripticlaniowreatinfat i ons
with intermedi ate devices, such comunications, bet vf\een internedi ate

devi ces magxchirmas bétween the nétiverk dgwige enddharemolscdrvice ooRpIBURULN &% ch as

I nternet Protocol Securit | PSe and. aqdi ti onal VAL ani sms  such
as X 509 canantingiaaatien bt e/ naith I Huthes S ERMle e RERnT, |

addressabi |1 Lo fe & DELARA L eVl ARBERBhIe faEardio mdmi@cess of

t aki ng nBt evice oma tactory default state (e.g., a state in
which it i§,BRtimORe #idRa) inWhdddomnithatiaisgath inetnilidte davides,oneent) to an
initial operating state (e.g., a state in which the network device can
communi cat eorintikicaiods beweadderssiege deyices hey thamssikasktitiendddlionakist i t he
target network environnent). 15 As used heqsei , '.'@rolvi si.(t')ni ng" .a_network
devi ce r ef protocglsiseehaas| Iyternst Prptogeldieriyity €8T @‘Hf%ﬁdft A 3SR PP ARt er s
associated with_for one. or more of the follow ng stages of network device
managenent ?u‘;@é‘ﬁ%%ﬁrcﬁﬂ l(9?’1“,es‘ser vi ces, and applications. For exanple, as
used hﬁpel n proyk ﬁgeﬁfﬂe&%, Whﬁa@&%ﬁ%lir{g%dﬁsaﬁﬂ{yh o0k nétherkf devicowi ng: (1)
evi

configuring the ~networ ce wth all” custoner-specific data needed to
bring the ?@ﬁe‘f‘ﬁfy%efé%"cb@%rdc@és@f ki@ afngtwoyk defderfenh a fastoct dedmdl stade @tge 2 (2)
enabling of premumIP services, such as Quality of Service (QS) and
voi ce. As ymednhdickiinisaot aperatiosl W[ithin\lmfergﬁ@temrﬁ epyiropmret) FedPiEp) v refers
to a set of nodes, such as network devi ces and conputer. s Ste coupl ed
to a transioperadtestrtk (eos- a iFe ErHEeWoF R?twgﬁfc‘jrs?‘”ég CQ%CQH?W@PW@%, "i“ﬁ??

[ h h ' . ' : o hi
rannor 5 WS BEORE RO VAR WY Be Pt AR L TS

15 As used herein, “provisioning” a network device refers generally to providing

configuration data or parameters associated with for one or more of the following stages of
network device management: configuration, services, and applications. For example, as
used herein provisioning may encompass one or both of the following: (1) configuring the
network device with all customer-specific data needed to bring the network device into a

20 fully defined, functional state; (2) enabling of premium IP services, such as Quality of
Service (QoS) and voice.

As used herein a “virtual private network or VPN” generally refers to a set of
nodes, such as network devices and computer systems, coupled to a transit network or
internetwork, such as the Internet, that communicate among each other using encryption

25  technology. In this manner, a wide area network (WAN) may be formed, in which the
messages exchanged between the nodes are safe from being intercepted and understood by

unauthorized users, without the expense of private lines, leased lines, and/or long-haul

dedicated circuits.



nmessages exchanged between the nodes are safe from being inter

_ cepted
understood by unauthorized users, wthout the expense gf privatg Iinggd
| eased |iwesgsaemdsor | ong-haul dedicated circuits. 7 WO 08/102%256897 ’
PC:/U802/26897 As used herein, a "smart hardware storage device" generally
Lg erf to ? user serviceable, portable, rempvable storage device that may
b ex de; nal ly Sah Ivalti nGabRe 8rath bvitdrgenpiyaefrsdewinee. As such,
this definitionexcludes flash nenory nodules that are intended for
; 23/ e galrm;gégqiaef?m@,!ﬂan?bla,q&m?«abgdwageaevimmm beteivterhtp commurigiEYy 5 stor age
( articipate in |oa ing, selecting, or altering the dat
in such fdoaslad mithoireynetratk Hesdce. SAschchn ghis defi Péx‘é‘ﬂdeﬁgéi gggyagﬁg%@ts ;?gedi n

order to configure the network device. |nportant]l

3 te Slr gg e g ethiteee lﬁ@iééedrf@imffé“aé PreaREg2 B?twor&%&c%gﬁ?vg;g\fg{j&%ese ﬁ?{%ﬁt"ﬁ ger ﬁg?\r/vgr k
._ For exapple, the snart - ; j i

i v eot 13 GToRR B P g e s e to . 10

provi si oni gy RO -Ofnoliiles, BRhWe fikn WY bEkooliras paTaMEtEGAih @rder tohronfigiratie
device using a wWTeless data transm ssion %?otocol. Vari ous tgLes g?rk

har dwar e sf@wadelediey. Bedraithy, the smbue hptiaare dtosage Hevies ke ' i
i - = aetrhsirect
devi ces, keys, keycards, |ocks, sentinels, dongles, Surity

wirel ess hphyshealldcatpled cetbe netwark degige-Eor cragplett %%Wa}r&)lag ‘%%%%éf%%%&ﬁd? or

har dwar e t okens, incl udi ng Unj I i
Che 1 ke, | ey hecasisd s By mireothy Giout oy r n i BE RS, | BEDS o

public 1@’[“ Er:o%i‘é%@gﬁk‘f‘%%e%orﬁ @@v%e%?&&@rﬁﬁnicé[@@iﬂk HeQERRIK d&vicansiaganpl e of a

public corporate or enterprise network is an exanple of a

private nefwork OF, hdNtAIR6H PRIl Vaxe syof YRR Glorag davi
Figure 1 illustrates an exe#%lary vir?ﬁg?éprivate netﬁﬁrk ?€;Systen120
r%%@ﬁﬁ

!or ovi ts i oni B(‘ljhterﬁ%]‘létb@ sch@Oclactamicckieniyity devines keyeb belcarehtlodss, sppEne

nvention. In this exanple, the VPN provisioni '

VPN g?_t ewayardyas kans wiBss @nélml%@ﬂvgesag@ﬁ{b Girds ‘nggetfcg%‘ee@]%%g%%‘gd%%ugﬁz &\é\g

a configuration dat [ i ¢ ' ’
d at abase 432uniand 3edS Bus fusH Haldviid Bkl Andie vige. 110.

hardware tokens, including

15 As used herein, a “transit network” may be an intermediate public or private
network or internetwork. The Internet is an example of a public internetwork. A

corporate or enterprise network is an example of a private network or internetwork.

Exemplary VPN Provisioning System

20 Figure 1 illustrates an exemplary virtua) private network (VPN) provisioning
system 100 according to one embodiment of the present invention. In this example, the
VPN provisioning system 100 includes two VPN gateways 115 and 125, a console
computer 130, two tokens 116 and 126, a configuration database 135, and a device
configuration server 110.

25 After the VPN gateways 115 and 125 are delivered to the appropriate customer
network sites, the VPN gateways 115 and 125 are coupled to a transit network 105, such
as the Internet, as part of the administratively straightforward and uncomplicated

installation process. In this example, the VPN gateways 115 and 125 are provided with
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25 After the VPN gateways 115 and 125 are delivered to the appropriate
customer network sites, the VPN gateways 115 and 125 are coupled to a
transit netomsrkeZs85, such as the Internet, as part of thecadvsopietoratively
straightforward and unconplicated installation process. In this exanple

t he VPN gateways 115 and 125 are provided wth 8 WO 03/ 026255 ’

PCT/ US02/ §3§§\%zlor#$% N BLQN19Gnd MR ATl kiciARGsnéhronb@eRe@iunicalions such as

asynchronous co nicatirons ports conplying with Anerican Nati onal

St andar ds Jops bbhplly g (NS hérTah Batomil Siacdrdsdngitute (ENSDTyledmsmuiiedtioon (TI A) /
El ectronic Industries Alliance (ElA)-232-F-1997 ANSI / TI A/ EI A- 232- F-1997)
publ i shed Iadtsniyerssd@dion (FeyEFlectmhicdndusgieapdianse GHAGRHeP-189%eri al, paral | el |

Clich as { oI AT A T2 hOEBRITL G oh T ane BraL b2t A SO EEY  bony
and 128 1 GeB8LPT A A T D SR A n L SR o Mep Az evays 19

cormuni cat g Q?to?éhsqql@ H&S B AR cWkifnBMond EnboRinaL, khe @Bvi-baoxniettinclites t hi s
point, a manual or automated configuration process may be 10 commenced to
bring the RN dalesabyisy datbtharedati3hé WPN gatefvayd W Scad il?féfd,boﬁ'fumétlia@nal st at e.

For exanple, an automated configuration process na i i
par amet of sinion ORISR CQBONBIE RGBSR DB ITRVRTE 125

t hereby allowi ng VPN gateways 115 and 1 to.exch

the transi ?f}vﬁféﬂ‘i‘i%ﬁ}tk Aiégs RAY: § Faouat ofrfiy qma%%(f.onq%l r%}?g%gogcﬁ%g]lt‘% b%g(r:r;trne LBr/ (i\?/)gr
runs a,configurati R I hni ci
Lo ent o TG B e P e T e e ' ™"

consol e coppuieh k30 AkRatd MohHERSIcAPrédEsand iterupbroptiaapiramstesstioas an
asynchronous El A232-conpl i ant %grmum cati or?:&g%ri?bt(ﬁafmg?l ows the

conf i gur at bg4bligh @gmash 120 betpragVENgsteorEold Sded i Leberebudlowiss YONens 116 and
126, with data, such as addressability 20 data and security data, as
descri bed Baewiyesrl1behdids tacxdergerigtasecusey Oié%ts‘z?orr%?éihtlétw?f(‘ik@ﬁ&a%&%’ and 126
are smart hardware devices that contain a relatively small amount of
non- vol at i F@neld28gr ammabl e nenory, typically on the

15 The console computer 130 runs a configuration program (not shown) that allows a
network technician to enter configuration data into the configuration database 135. The
console computer 130 also includes an interface (not shown), such as an asynchronous
EIA232-compliant communications port, that allows the configuration program to
program storage devices, such as tokens 116 and 126, with data, such as addressability

20 data and security data, as described further below.

According to one embodiment, tokens 116 and 126 are smart hardware devices that
contain a relatively small amount of non-volatile, programmable memory, typically on the
order of 100 bytes, that can be programmed and read by way of a communication protocol.
As indicated by the dotted lines, the tokens 116 and 126 may interface with both the

25  console computer 130 and the network device(s) to be provisioned, such as VPN gateway

115 and 125. For example, tokens 116 and 126 may be plugged into a port, such as an
asynchronous EIA232-compliant communications port. In a typical scenario, the tokens

116 and 126 are programmed by the console computer 130 with addressability data for use
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order of 100 bytes, that can be

( ( , ~be programmed and read by way of a

;ﬁgﬂgggcatlon protocol. As indicated by the dotted I?nesy the tokens 116
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tokens 116 and 126 nay be plugged into a port, such as an asynchronéﬁgple’
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ggtgmgsrl%%ggﬁl 2g@m?%§§§ﬁm%gﬁ?@ﬂ&%h%g&ﬁ%wmmpﬂmnmwmmﬂdﬁmﬁ@kwﬂ“§uch as VPN
_ 25, predet erm ned target t i r or i
for sake Q{es@ﬂba@{;vitﬁ|réfyremeb0diemofspaﬁicutahé’%‘? @é@?ﬁ%a%%ﬁg\é{t%ﬁﬁggggg mite

described with reference to the u i
o L o namhadimetroueions ahe: sorag oo pftars il nehdRifalectBhial & fokens,

W _reI ess hand_hel d deyj ces,, smart j
Uni ver sal Q&S QF‘gnBH%a\{QyG%dei8?%5@ﬁ$%%%§§@%§kug? %Jag%\g(ﬁ‘fﬁﬁiggéﬁlgy gfs 't g[(ens

116 and 126. nfi.gurat | i nai ; :
, nf i guratdon datkag iy, bringing network devices int
defi ned, ?lﬂﬁ%s??élrpa% SE ate may be stored in a centralized or Iclinsor;ab];;“eloly

golnfi gurati on dad,aRastod &b foreringisxawbn,devisesintola fiskly drdised: HICHOr t her
el ow, a network techn!C|an famliar with the 10 technic tails about
t he targetyﬂﬁhﬁ@mksmnmnnanﬂmmdﬁ¢b¥d&“ﬁ@ﬁﬁé?%mﬂﬁﬁwegmgﬁﬁe?#%qﬁ?ntendedou

depl oynment of the network device can cons i
: ( r . £. cQr i
o, meet t s romat besnaed Mg TTbad T 5 R A at abase

195, 105 devlce Sont) QuraLl AR PRIVE HifuhRnconphadotaitheanshuor k 105 and

i s has10
acts I on database 135. The device configuration

server 110.ru . h
- i URd Gepld R ¥iGhe RERELARVICHEIn cohatun)a ¢ehaft conBmpaivdglatago
configuration req&%@t S ¥rom net wor k devi ces and transm@t@s t he gppr opriate

confi gur at i,pp; Mabdtdnertshecdsaadiasibidrigtorthe cunfiguradendaiabase 13%e  enbodi ment uses

a managenent protocol to transmt the confi i
_ | _ _ ¢ gur ati on dat T na
protocol is a c@lmdﬂwqeazbnfémlsatpﬂéwﬂ%rdﬂOtlsrfé’flp]iegtoc%ﬁﬁ%w‘%i 1§5®H$ﬁ e ngte V\HEP L

105, the device confiquration se j i
S0t he 50" meeworbarp s o Rrge o 1 fer R ol dlphigh BHREA19FRgRAT | NI NG

and/ or receive configurati
15  server program%not sf'lcl)vx(/)nra that responds to configuration requests from network devices

and transmits the appropriate configuration data to the requesting network devices. One

embodiment uses a management protocol to transmit the configuration data. The

management protocol is a communications protocol that is compatible with the network
105, the device configuration server 110, and the firmware program running on the

70  network devices that permits the network devices to transmit and/or receive configuration
data, such as configuration files, to/from the device configuration server 110 over the
network 105. The management protocol may include encryption for security thereby

enabling remote initial configuration and/or remote management to be conducted securely.

In one alternative embodiment, the network device establishes a secure management

75 tunnel with the device configuration server 110 using an intermediate VPN gateway. Once

the management tunnel is established, a standard management protocol such as SNMP is
used to configure the device. In another alternative embodiment, the function of the

device configuration server 110 and configuration database 135 are implemented by a
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data, such as configuration files, to/fromthe device configuration server
110 over the network 105. The managenent protocol nmay include encryption

for securwoystohexseby enabling renote initial configurati ®CTAKDLQ6897 enDt €
managenent to be conducted securely. In one alternative enbodi nent, the
networ k devi ce establishes a secure managenent 25 tunnel with the device

conf i gur atl,on, SeRKSY pAh0 SHSIRSAR hAPaLTPRivEENRNOpSRRaslicOnce ¢ he

managemnent TURREr TS es I she a standard managenent protocol such as
SNVP i s USRfmbGroRnRE hetPdicy Bervelewiches those desatbedim Réquest fatGopenadithodi nent
the function of the device configuration server 110 )g}ng%colnfi’gurt tion

dat abase 1@FCaL®AS, publshehkechrpI00q and RAD 3087.oneishsd Mereh 48b/ 13888+ Yoo mon

Open Policy Service Usage for Poli Pr avi si oni - l{ihey

| nf or mat i om aBersetivereenbpgimeatp: te pRRY, rﬁytg‘i?lf gglcgﬁgﬁg)}g%g‘%yggg ifrfr?]i 1I%gquest f or
Comments (RFC 748, published §@g3ﬁla' pubhiished March
2001. I?rpo*'i‘r’?&‘?l‘iﬂlé,m%?eﬁj%&c? %?E%Pﬁaéglp%?r‘{% i rr%%{ gﬂfé? gﬁFggr?etV\ortf thrtl)ugh whi ch

the VPN g 1A A2 St Re@ofk GOVRE8fe thenugh evhibhviiec PN gattvaysrldf i on
server ang{rgn\éggée&h}%%h the1 configuration data is transmtted may be a

di fferent petmerkmhhi@ratehe one t hrough which the VPN gateways 115 and 125
comuni cate. Network Device Provisioning 10 Figure 2 is a high-level flow
diagramillustrating vari ous phases of a network, device provisioning
system accordi ng to one enbodi nent of the present invention. In the

fol | owi ng tevonlsDewige Provisionigs ymed that a custoner desires to use a

net wor ki ng servjce rovi.de ) X vEsiHensdik P net wor k
k%ée %g\#lé%ls-lg\beﬁél_ogvpdr{ i afllu@t‘?egm% Qﬁﬁoufs Bﬁas £ e p

devi cedYand sto nmed with appropriate addressability

data for t ﬁgviﬁr%g'oﬂﬁéﬁﬁféﬁl SRNIIRATBRY eriiddinieat dGhe prssennirersioni toethe and
provides are & devi te configuration server to support initial renote

conf i gur at ifQRwikgdisdubgomiais asmeditio b pwstringsr dpeiigetpaise a PRPPHRE STEr scenari os
are contenplated. For exanple, one or_ nore q i er. of trgg_ net wor k

devi ces, t Ipeovidsdpplaivendoofind thet the v n%‘f"’(?ﬂéﬁ%Qg%%}%%gog?geélﬁ&c?sﬁe suppl i er
of there rrt})asro?gra(l:rr?r?lz:cil %R{l glgpirgprllriatesa%axziss%gili%/a (}{atab or &ille ftefrgert ﬁ%oﬁ{@nivfr!‘)rﬁ%nt to the

15  customer’s sites and provides a remote device configuration server to support initial
remote configuration. In alternative embodiments, however, various other scenarios are
contemplated. For example, one or more of the supplier of the network devices, the
supplier of the programmed storage devices, and the supplier of the remote configuration
service may be different entities.

20 In the embodiment depicted, the network device provisioning system processing
begins at block 205. At block 205, the design phase is performed. Typically, before any
network equipment is shipped by the vendor, the customer places an order with the
vendor. This is an ideal opportunity for the vendor to capture the relevant technical details
about the customer’s network environment and the customer’s intended deployment of the

75  network devices ordered. Therefore, according to one embodiment of the present
invention, specific details, such as where the network devices will reside in the network
and how they will process packets, are obtained from the customer prior to delivery of the

network devices to the customer’s network site. This specific information is then
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(F:)gtomar S netV\tﬁ)rk site. Th{)s, speq(i;j fic i nf% mat i.on 1@@ Q%‘b 1 magl?»/ 026255
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. . CO er. khik
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confi gut at ?HHWT a%ﬁaglﬂ% EP#S%MEOH’ s?‘ﬁ%%aag{? ?ggg%l?ﬁg%géﬁ gﬁ?&%ﬁ gﬁ %at ﬁean |

confi gurat as r - = L h
(91“{[ and 52 SRECEhME WithinBhé Rfdeynerwsiil epsmabichi. Weadwhie, may b
concept uaI%y ought of as basic set of data that enabl efswa netvvor%: dgvi ce

to boot Upcdrfigaitibn i fsiaakt «fpletaaltat Alfpvechd ieguerkitdetes togurye b i
_ _ : M fsia , geond teal i d |
configuration, in which it can communicate and be adclé(g}s.gabl ef.vm' ![ i nPt he
1L 1S.Con
i‘SME

target net witidt opmstingeondgirationtiamiiiyldefineds BRtogal ST B %t of data

that allows th t Kk i | 0ty [
cont i qur at Ptrendy ' aerdy S TGt o LTt arepdnd i SRER, | "

conf i gl{éed an e-srogg‘g%ﬁi(#alaJr‘g{%im@gdelio{Vter, and/ or route packets as desired

by the '‘¢usfd c exa i
C nples of such data are discussed below. At
bl ock 210, the ﬁg?lBEl@@@p{He'aH&%eﬁﬁlﬁﬁ@ phascpepdonmet ThEhddregaribiyphselis t y phase
is typi IcaIIy performed after the network device has been delivered to the
g\ ;JS: ﬁim?r S _tﬂ{i’cta‘_ll? bl foretl ];eftanhb eowk delvivd ftals bednedetivarebio thfedusiorer RPN nent
s point it is useful to point out that the net k ice' :
def aul t conft¢ gndrcatipletwish thedimget nsavaslaeny topmefe Af | %/poefﬁ\éﬂi%seﬁ“zr ST A

_ _ VR
et oet el S LoV Bl S bt il RS
not knq tn[h_eewoiﬁlggegvf\éeeﬁtéFh%ftﬁ%lﬁle&&oﬁ?énv%ﬁma{tifn JBVh R9AI bBRbRorky get Nt work
Additionally, in the 1factory default configuration, the network device does not know the
identity of the other network devices in the target network environment. In general, what
is needed for a network device to communicate and be addressable on the network is a
unique logical address, such as an IP address and subnet mask for itself and the logical
20  address of its default gateway. Supplying this and potentially other basic information is
the purpose of the addressability phase, which involves the transfer of this information to
the network device with the aid of a pre-programmed storage device, such as a smart
hardware token. In alternative embodiments, various other storage devices may be
employed such as such as wireless handbeld devices, smart cards, or magnetically encoded
25  cards.
To complete the configuration of the network device and put it into a fully defined,

functional state, the remaining customer-specific data stored in the configuration database

135 (“configuration data™) is supplied to the network device at block 215 by performing
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is needed for a network device to comuni cate and be addressable on the
network is a wunique |ogical address, such as an |IP address and subnet mnask
for itsel Woansdh26438 | ogi cal 20 address of its default gatewsyi/uSSapedoyi ng
this and potentially other basic information is the purpose of the
addressability phase, which involves the transfer of this information to

t he networ G S hgpagl i6h B tBe RIIRGED 8¢, Meagbveiedbdes such as
a snart htg?goqm}ﬁgﬁeﬁ%l%g%é'lﬁﬁglcgrg?%gﬁ€Fe enbodi nemrii?gh vari ous ot her storage
devi ces My chfable@BhaMasicalighon s ik asl inaddbegde. HErdifoldcdedingds, smart
cards, or magnetically encoded 25 cards. To conplete th co,nfi% ration of
t he net wordnedebbdieeat dpgrudonipietion pbthg addigssabilisphasedhe neftlﬁfﬁ%tqelﬁ’ﬁ‘éfn lléj Sate, the
remai ni ng custoner-specific, data stor in, th nf i I ase 135
(" conf i gurateHwEt @dhs 9V1qe§°%’f‘eﬁ¢1&tﬁoaaﬂm€ﬁ%° ?1%@%?‘%%@%@2%@%&?&@215 by
performng,12 03/ 02625 onfiguration phase. After
conpl et onthSFm%/fsggraglalaf%ag%%ag rﬁévgﬁgﬁg@%gm&@ng?%rk device is capabl e of
comuni cati ng o, & bedEiNEdal@REtitSenadaness al desigl heiedsabitity, accor di ng to
one enbodi ment, upon conpl etion of the addressability phase, the network
devi ce nmakesmfigarati@optesds canldidnée cpeitedinoods iguedify thangweikelesign ghd o downl oad

the configuration data from 5 the configuration database .135%€¥<?{ t he
transit netmoteithd sworkidevises: prgs & addg foue %WF%F%WFY/‘@“S&THBHWSWE Phe

desi gn, addressabilit and_ .configuration. phas 1 repgated in
order to nBgsied H?WQ%@%? VIS {j"ntglér?ﬁse ttﬁepcggllgg’ aﬁaléeg%gl[h\%%ﬁd %25? ces, e.qg.,
to add,a fourth deyl A LY adREED SbaRe Biowk W] onlyee edgmet wor k of
t hree &@vi gléasf.es ﬁerﬁl%&ﬁlgw%%gee}h%gy(fesi gn, addressability, and configuration
10 phases &1 MffibBafdOptasdsQr fefBriieMo dRifg thealsrecipecivndhechndigaed devevever
only the design "and configuration phases are perforned to nodify the three
previ ous! y itGondt neges@ely Davestatdish their addressaltilifecessary to re-establish their
addressability. Design Phase Processing 15 Figure 3 is a flow di agram
illustrating design phase processing according to one enbodi ment of the

present invention. The epbodi nent depicted assunes information
Design Phase Processing

15 Figure 3 is a flow diagram illustrating design phase processing according to one
embodiment of the present invention. The embodiment depicted assumes information
upon which the configuration data is dependent has already been acquired from the
customer. For example, as described above, an ideal time to obtain specific details
regarding the customer’s target network environment and intended usage of the network

20  device(s) is during the order taking process or prior to shipping of the network device(s).

At any rate, design phase processing begins at block 305 where the network
devices ordered by the customer are shipped to appropriate network sites in a factory
default state.

Before moving on to block 310, a network technician analyzes the customer’s

25  requirements and determines parameters for allowing the network devices to boot in an

initial operating state in the target network environment. For example, to make a network
device operational on the Internet and allow it to perform automatic remote initial

configuration processing the following set of parameters are typically specified:
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upon which the configuration data is dependent has already been acquired
fromthe custoner. For exanple, as described above, an ideal tine to
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envi ronnment and i ntended usage of the network 20 device(s) is during the
order taking process or prior to shipping of the network device(s). At any
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automatjc renote injtial onf i gurat | j l.eMiong set of
par anet®ers are typ© gfﬁs@ﬁg@ﬁf%&ﬁ‘f%ﬂmﬁ%%é&%g#%%82/ 56897  The
network device's jocal ?ﬂfét&%@%ubﬁ@ﬁﬁréﬁﬁ appid Quiee ddfvatidedss wi thin that
subnet. Fol |l owi ng standard practice for comuni cations networks these

addresses are choseAaIPS@dRSs 6fa defanitigaeway (erp..qureutpl) biat wilbieiealsts frank thehe
network device on the target network. Alternatively, if an address nmapping
techni que 5 such aswhikdewick toxtielresse davisa spaftauision feaYer 118 viadhafganged for the

network device, sone unique, bl ic addr. i t k
device. The I P atepedsltss The dordtsstorrullabe %@tegm%%‘ggart%ﬁ?%‘?‘% FREFL
route data f th . k deyi te devi fi ti

e data fromthe f}gﬁﬁl 1\6%6%%%\%?0%%‘8%&%&&%5‘9 e device configuration

server 410 via t h&m% efault gateway will also

route return datarit gm{qhes 0eHE §&ice tOnfiindtiof Wérdéri190. server 110 to the
net wor k devi ce. :Trhée | P gbg%lr ess of theﬁ%evi ce configuration server 110. In

al t er nat i vg, SriRdidaabslinsdie Me@abomatic propisiouing isomit agpiozeda e [IRagdressed, t he
| P address of the device configuration server 110 need nat be |l cl uded as
part of thefthddewesaniifiraton sdrven! 10needs i bF inchidsasiartol Headfigssatiibhat i n

different gaetg.mﬁ: rs}ifou?c? Xllsg l?enapr%petcféteﬂstﬁa?% (g%ijérfer?trn%gxt/ork environments using different

15 network protocols, for example, other minimum sets of addressability data may be needed
to make a network device operational.

To permit secure configuration, each network device also may be provided with
security data for authentication. For example, each network device may be assigned a
unique identifier or password that it can present to the device configuration server 110 to

20  allow the device configuration server 110 to validate the network device and/or the smart
hardware storage device being employed.

At block 310, the configuration data for the current network device is uploaded to
the configuration database 135 and associated with security data, such as a unique
identifier or password. For example, according to one embodiment, the network

25  technician may use the console program executing on the console computer 130 to enter
the parameters for the network devices ordered by the customer into the configuration

database 135. One advantage of the console program is that it can substantially improve

14



15 network protocols, for exanple, other mninmmsets of addressability
data may be needed to nake a network device operational. To permt secure
conf i gur aniocons/02eash net wor k devi ce al so nmay be provi ded wWHdT/USRREeITtYy dat a
for authentication. For exanple, each network device may be assigned a

uni que identifier or password that it can present to the device

confi gur at R RCIRBIHEEE hit dask Ford bl &l deBWirky oG manbli@unratdmsiseser ver 110 to
val i dat e t he networ evi ce an(%/or the smart hardware storage device being
enpl oyed. AnfluREikn 3d fortal @etdvorf deyiceat Thonis deternviboa cantreoncigprce nf errs.wor k
device is uploaded to the configuration database 135 and associated with
security data, Atlelhcka¥lsaa smnartbasdwarg siatage farcegssogigisd withdhe ‘FE‘F’“@?&WEQ

di t nmbodi t,. th t k, 25 t echni Gi |
Pr ogr am ox €844 RGBT EHHSBRENEBTLIeS it e de T SR Ep A EDO50 o7
the net EDHE%:%%@%%}&% &i68 39?5 kE@or(ﬁH%{o%%mbgﬁiﬁeﬁtbﬁe QaRbHOEAldiAN

dat abas vantage of the console programis that it can

subst ant i abkas KRR UBs BytatiEhiAB(HO 262 Barl@dre R 2686710 the I A282-Larbpliant y of
this task for l'arger networks by generating and validating consistent

conf i gur at icommalaicatidne porabhd thet vupying derdddisssabilify datd tg agremariningbe §n&bmmon
source of errors. At block 315, a smart, hardvva{e stora‘%qhgevi?(’:rﬁ associ at ed
with the cheadsire siwegroierice gang eeommupcabign artnsal awHinETHE? 87k devi ce' s
addressability data and the corresponding 5 security data used in bl ock
310. Accor é‘?‘?‘i%“’a’feowﬁﬁ%? M56di ment, the network technician acconplishes this

by attgghing th [ g}{l@g' +a6 8 ddvicelif gephaRB3hippedidl thant
com’run?@ati ons %8?%?’1%63?% n é%%@%ﬁgé}%gggtgdr%essabi i tpy dat aqjtpo a menory in
the smart harfnadBeesiter age devi ce using a communi cati on protocol
associated wth the smart hardware storage device. 10 At bl ock 320, the
progr amed har dwabick 824, agletertheinitivn i§ madeeyphather tleylesign phssciactiyitienavenet wor k
device site. At block 325 a determnation.is de, whet her t he design phase
activities teeveometethfos atrfiesteemerayneqyerk decesy Xisgribe d%s‘grtié’lthﬁ\%r‘?( devices. If

so, the descloglrr])le?e? %ﬁ'grv!fige the design phase continues with block 310.

15 This example is intended to illustrate a security feature of the novel provisioning
scheme described herein. Because the network device can remain in its sealed carton, the
network device and the smart hardware storage device, e.g., a hardware token, may be
shipped to the customer’s network site separately. In this manner, the use of a pre-
programmed hardware storage device minimizes the chance of a security breach in the

70  event that the network device is stolen in transit as the thief would be unable to bring the
network device online and pose as the rightful owner unless he also intercepted the
separately shipped hardware storage device in transit and duplicated or spoofed the

rightful owner’s network addresses.

25  Exemplary Network Device

Figure 4 is a simplified, high-level block diagram of a network device 400 according
to one embodiment of the present invention. The network device 400 represents an

exemplary network computing or network communication device, such as a VPN gateway, a

15



conpl ete; otherw se the design phase continues with block 310. 15 This
exanple is intended to illustrate a security feature of the novel

provi si onwa3/eesene descri bed herein. Because the networ kkadewsoeeesdan
remain in its sealed carton, the network device and the smart hardware
storage device, e.g., a hardware token, may be shipped to the custoner's
net wor k si {&:5epafiRhedr¥-firbwall M WhibRRARFes of 1he pktSent dfvetidareay ter ogr anmed

har dwar e storage device mnimzes the chance of a security breach in the 20
event that ihlem@gddrardeorditento emridus embadimmnts of the puesant ingentiohethe hiteprkwoul d be
unable to bring the network device online and pose as the_rig}h\}f | owner
unl ess he dédes ma eeracipeaicpr fiare V§’é}5’&r°§ﬂ@ll9te%ﬁﬂ%§€ﬁmﬁ%rc}\lé’flénes? orPé\Ee devi ce
in transit and duplicated. or spoofe h i ght f ul r t

addr esses. 996CERR ‘I‘ré%‘)rl\f@%}%rv S’BB\??8%‘“%“96L?%‘Q%E(i%gmgx@l%%ﬁugi&ew?lisl gh- 1 evel
bl ock  dis agtam,Qf A0S ALK 1ENIH Kot ARARERE Bhitthansdr RBRATNAALIRL oOf { he
present “i nventi on. e net wor evice 400 represents an exenplary network

conput i N9 @ftelN&: MR AtkonCPTARA Cld, i) devi ce, such as a VPN gateway, a 15 WO
03/ 026255 PCT/ US02/ 26897 router, a switch, or a firewall, in whjch

features of theApamysetes inithy exsnipbm theeptvinek dévigs| 40fepmpiiies AeYBNHRIFAIOR0 vari ous
enbodi nents of the present inventiagn, the network,K device rrn%%/1 be a current
or future weess gish@$ apued|Onfos pormmppicating infprmatieRsagd p RIOCPSINE TEFIS/BI! 2evi ces

or a current or further version o t her e : i d cts,
such as 5 t°H‘°e°rIIﬂ?rglpr‘?fﬁ?ff"égﬁ’lﬁ(?ml%rwﬁlf E‘t‘sezlilbgé\rdd r&%?%&}é{rﬁ%g}ﬂ ;é%gg%rc gﬁ err;r k:
or regigt erh%ﬂu&{oﬂg.eﬁgﬁ%%@efvice 1408 BlrthGUoRPFiRsiaGh R D3k MeoRr RANDMID At any

rate, in thrs exanp e network device 400 conprises a comuni cation
nmeans, suchy a@eddyabhickiRageldevice @ssuetbead torag mainfoemaey), oouplalridbes P0deressi ng

means, such as one or nore processors 415, coupled with bus 410 for
processi ng sionhginfatriation antingretensitnbe eGcutehhy pretsstnd ]S NdeiRors e dite 400
further conprises a random access mam)r]ﬁ ( Rﬁmﬁ} '4t20 %Cgr gjfoher tidxﬁnﬁfﬁ c
storage deviseenaydraised-lor Bpiingdenporaly VAEFHieSRE REIEY IR EUHP B TS Y e £ or _
oy 420 ctedion SFindRROMATY pHEbs8IAS! XeBfork HEAU AR Y PGSRt NI N
15  memory (ROM) 425 and/or other static storage device coupled to bus 410 for storing static
information and instructions for processor 415.
A data storage device 430, such as a flash disk, magnetic disk or optical disc and a
corresponding drive, may also be coupled to bus 410 for storing information and
instructions. According to one embodiment, a firmware program, such as a bootstrap

20  procedure, that controls the operation of the device may be stored in ROM 425 or on the

data storage device 430 for access and execution by the processor 415.

Exemplary Smart Hardware Storage Device

Figure 5 is a block diagram of a smart hardware storage device 500 according to one
25  embodiment of the present invention. The smart hardware storage device 500 represents an
exemplary programmable hardware token or other user-serviceable storage device that may

be externally interfaced with a network device via a provisioning port of the network device,

for example. According to one embodiment of the present invention, the smart hardware

16



al so may be used for storing tenporary variables or other internediate
information during execution of instructions by processor 415. Network
devi ce 40Woabgacxsonpri ses a read only 15 nmenory (ROM) 425 pomdisse/2etoher
static storage device coupled to bus 410 for storing static information
and instructions for processor 415. A data storage device 430, such as a

flash di skg,ABIARIdCoflbtes 9h efiRhécaak cebtbiza@N iyt & AR SPRRMIoNhe KEX-E, NMay
al so be coupléd to bus 410 for storing information and instructions.

Accor di ng LOKOM@nestigpleemMailatde fromiviarceoppagr Applicationk las o&RiigorstGQipr 20
procedure, that controls the operation of the device nmay he stored in ROM
425 or on thenhagtstl ar eastonzizas cyaoitos frge vv%m&é%%@ﬁ@-@é&dtﬂ?@ by the

processor 415. Exenpl S Hay t or. i i N

i agr am o h@gxg?rm%?‘%tfﬁémgﬂo?ﬁvr@% FeGET AT A B 557 P! e
i 0 : : ;

oo opre oL ASERS chNER LR SEEA RIStk B o oo 500

USEr - Ser Vi eR¥pTe)- BORTAL VARN affrddbakksByregibRredtiaenmakd of Nlark §ofrased with a
network device via a provisioning port of the network device, for exanple.

Accor di ng Secusineofexttxath GANt of the present invention, the smart hardware 16
WO 03/026255 PCT/ US02/ 26897 st orage device conprises an enhanced or
cust oni zed cur rAgrording foutatipes spbodingatsof therpaesrEOVeREReTRIISFHAT BPCdongl es

avail able frogm M.cr t licati .. of . Ri .
enhanced qu%Pﬁy&md%é%rgquf?geeg‘?@%gP{ag E‘f h‘%ﬁgl(’}‘ékog i%?)xﬁa?%fm%l%%é%&%‘%%ﬂ ?)n line
of har r %xel%aﬁf%y ?ér{@ uﬁaglkﬁs \&{llodpdl}@ﬁ%éc[ ﬂe(§§9f—to v&h REGHAdelY tRfruddtibait &, GA

(KEY- L isa regi stered trademark, of M croconputer

Appl i cat i 0Qgits deBktelfwilll dg¥BNes abPanotfIRWIRRIBEMNceAB ehelfhidKondl @ity degtmlr ks or
regi stered trademarks of Marx Software Security of Atlanta, GA). According

to vari ous weilzokd R tad Hf fidetonl esieriepictked eithidotigd léneb.eHgwevenrit ifpre  equi pped
hardware storage device may be desirable for certain inplementations. Two
10 exenpl acenieopitied thatthe sprfianatipn pEhaggvears glewae ficsi N0 Wi KEYWOPh ref er ence

Lo, Lne TunctLonal it 4, Sepl oo ML B0l 065 0800 B M
15 balance among ease of use, security, and simplicity, and/or other constraints, such as price
and performance.

According to one embodiment, the smart hardware storage device 500 comprises
only a subset of the functional units depicted, i.e., those functional units depicted with solid
lines. In this example, the smart hardware storage device 500 includes a communication

20 means, such as a shared or dedicated bus 510, for communicating information, and a
programmable, non-volatile memory 525 and/or other static storage device coupled to the
bus 510 for storing static information, such as addressability data and security data for use
by a network device during an addressability phase and a configuration phase, respectively.
The smart hardware storage device 500 also includes one or more Input/Output (1/O) and

25  programming interfaces 540 coupled to the bus 510 for receiving data to be programmed
into the programmable, non-volatile memory 525 and outpuiting data contained in the
programmable, non-volatile memory 525 under the direction of a native communication

protocol. According to one embodiment, for ease of use, only a single I/O and programming
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with solid lines and the functional units depicted with dotted |ines.
However, it is contenplated that the configuration of hardware storage
devi ce 500om3l2é2sary from inplenentation to inplenentati acTdeeneiong upon
nunerous factors, such as the desired 15 bal ance anbng ease of use
security, and sinplicity, and/or other constraints, such as price ’and

per f or nancglterégé;ﬁ lrh;ﬂ/,h&ﬁdrf&} HRRE1 PREQALEBAA frofhRe SoBdlE cdiaguttpfopehplage device

500 conprises a subset of the functional units depicted, i.e., those
functi onal paipfoemaRRAIGh €tk ptbdrimsable,chonivolatie. mdnmry H2 SandXAnpitmittingtatas nar t
hardwar e storage device 500 includes a comunication 20 neans, such as a
shared or tchsidingdn 61 progaiBmable nop-velsHHeURATRARY P HytoiareBY R 515, 1 & fFtaLy

bl “vol ati . .
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an addr 8ss4Hf hase and a configuration phase, respectively. The smart

har dwar e SEQIALE iGYHESHIR) itldsRerépblgpss.one or nore In
_ \ ) put/Qutput (I1/0O
and 25 programm ng interfaces 540 coupled to the bus 510 for regei vi(ng élata
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progra €, nhon-volatrle nory 525 and (2) outputting data residing in

the progr anmygl§rocB@irvifforhitlod ai Bxectingdstiuctians athertkosd éuplemeitmga fact ory
default configuration. However, in alternative enbodinents, the 1/0O and

pr ogr ammi ngafive dohenld emesarEi4ets ey viarietly wllctwetaievices. dhradwanelgpagridayice
programm ng and output interfaces to faciljtate i nterg erabil i tey with

di fferent P69 @WWD@EQPTA@WW%%%SS%%?R%&H Qhefter f%@‘%ﬁ%rflg har dwar e

i th S0l i d i@ RorTHETet e el L e Gt SRR e coP ot o
lines. s tirh@tr%ct"ﬁ%ﬁ%%eeexe&ngd %&es&?% Ve 8in SRR 20 also may be used for

storing temporary variables or other intermediate information during execution of

instructions by processor 515. A data storage device 530, such as a flash disk, magnetic

disk or optical disc and a corresponding drive, may also be coupled to bus 510 for storing

information and instructions.

20 According to this configuration, the smart hardware storage device 500 may
operate network devices that do not support the special provisioning mode in their
bootstrap firmware by controlling the network device using its native console command
set. For example, according to one embodiment, the token may contain logic and data
(specified during the design phase) that directs a particular network device to perform the

25  equivalent of the addressability phase, connect to the device configuration server, and
complete the configuration phase. According to another embodiment, the smart hardware
storage device 500 may directly or indirectly participate in upgrading, reloading, or

supplementing the existing bootstrap firmware of the network device. For example, the
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10 device 500 al so includes a processing nmeans, such as a processor 515,
coupled with bus 410 for processing information and executi ng

i nstruct i wosg3/exsh as those i nplenmenting native consol e camuesed2eors for a
vari ety of network devices. Hardware storage device 500 further conprises
a random access nenory (RAM 520 or other dynam c storage device (also

referred tQoRSandRihA sPRIMMIDELng BYBESE fHasdSy b thOsmSt Rirdwde btBfag¢ Mat i on and
15 instructions to be executed by processor 515. Main nenory 520 al so may

be used f odeviat MOito Fsueanpios amyoly esmadnide & the nétvhekrdevint Grahdicictt ® | nf or mat i on
during execution of instructions by processor 515. A data storage device
530, such dewnlogd Grshvaie spdatesdigmehe dovicgicandigyration serega|or sRaCothdid a
corresponding drive, may_also be couypled to bus 510 for storin

nf or mat | ofAREAFIREEVISET Ti5hete SHsReeB e Pl g o ion SRR URATITEAYS e smart
har dwar ¢ storags ey, ce 500 may operate network devices that do not
support the special provisioning node in their bootstrap firmware by

control | i ng t heapeh Wetiatidew eeiwssé fdRers) @hdrakistigy @ OReRIneedommedish beset . For
exanpl e, according to one enbodi nent, the token may contain | ogic and data
(speci fi edsdtablerfgr tshevididlsd nvipheisg yystehradesdibed bersina Hoamevércthbraprerseyanalr k
device to performthe 25 equival ent of the addressability phase, connect to
the devi ceadwnfagepafgmplayingong af the hardware doksnedescrigd “b‘"(ﬂﬁ?‘fcée? 4th 818 phase.
Accordi ng to, anot her har dwar

. enbodi nent.,. th devi ce 200
directly oFmPﬂﬁmelétgfl1S§us5e§1ﬂ{e,%§? pvd{sé a?ﬁ%@g%qaggg RO £e 5%} P’Vrﬁ‘a, Sigievi ce Ry

suppl eqgnt | . S ( Lir e ice. For
xal 00 R s L B RS b B e e

during thecgesitgenposerveaya saus &ej distribmbuntmdiarddneiéedgiossesg® ofdevi ce 500 to
i ssue native consol e conmmands to the network device that direct it to

downl oad f iokewérreanapetitremerlyr Seeontahelardware toler erdancss berlogeoy elterdhe some
other internedi ate device. Then, the addressability r&d/or con@i, uration
phases may OBIALIIRIE campathleebwork Yevich ethsingtwoss eé’f‘i’eéff?g‘llﬁgt”?r@t@“? l%é?r dwar e
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15  not available or not requested/ordered by the customer. Thus, in the hands of a skilled
network administrator, a brand new unit, just out of the carton, could be connected into the
target network environment and manually configured to run with the same enabled
functionality as one in which addressability is established automatically and automatically
provisioned.

20 As a result, the flexible provisioning scheme described herein enables a powerful
feature — automated provisioning — in a network device that is nonetheless otherwise fully
operational without the feature. Thus, the product acquires versatility which the vendor
can take advantage of. Specifically, in the VPN industry, a service provider might sell a
VPN device without the automated provisioning feature to a customer who wishes to

25  manage its own equipment, but with the feature to a customer who desires an xSP-
managed solution.

The token facilitates this versatility because it is an externally connected, user-

serviceable component that can be attached or removed at will. When present, it causes
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advant ages of enpl oyi ng one of the hardware tokens described in connection
with the enbodinents discussed herein. First, as a pluggable conponent, a
har dwar e Wakesr2dBs pr ovi des ease of use for non-skill ed peranssk/2689d

| argely elimnates the risk of operator error. It can also serve as a
secure key distribution nmethod provi ded possession of the token is managed
properly. $eeRAbK HEBNBHEWRDRAi@KE Brod RIABE eWhbitihe BRES isRBientkieer t he
operation of a conpatible network device. The network, device is a fully
oper at i onaheipiogicdevicsfboety ubipmaint andheies upon eagsties ot thanublaohbgyraticav 8ihei f t he
autonmat ed provisioning feature were 15 not avail abl e or not i

request ed/ GraeyEtibly and saseps pesrRapnot bp achicved by # echrmep st dgperdsoriSVRRRING net wor k
adm ni strator brand n unit,. just out of the.carton uld be connected
Mto the ikt mRBERGPRANR bkt B af eyl RSB e BBt o run o th
the samg e %ﬁg functionality as one in which addressability is

establ i shed automatically and automatically provisioned. 20 As a result,
the flexible provisioning schene described herein enabl es a powerful
feature - automated provisioning - in a network device that is nonethel ess
ot her wi se fAddtegsabdinePlasé onal wi t hout the feature. Thus, the product
acquires versatility which the vendor can ta{giz, aciivant age .of . Specifically,
in the VPN i ndufiguye 6 1 asfiow figgray i lNsirgiing adtsaiablisy phase pr\)ﬁ@ﬁfl%%%@“\ﬁ t hout

t he aut omat ed prqvi.si oni feature to a,cust . 0, W _sh . manage
its own eqdf B?‘?Ser‘ﬂq’,Od‘xS’i‘ﬁm ﬁ}ﬁ%prteﬁegy?lg%r{uﬁ?'emt%leg%gﬁélpgﬁétrhe\%ﬁbo%gg%??%% an xSP-

managed S olyf,L,9h, ng%rt%ﬂllf&fhnﬁﬁqhé LdnBb Bt algbRarBESAbbdsbdrYsubREaiS@sdok 15 an

externally connected, user- serviceable component that can be attached or
removed at k) HowdWeeNn REE@EARE embbdiMants el actiShs\Wy3/ f0B6aartRAY/ US02/ 26897
the network device to be automatically provisioned. Wien the token is
absent, t hémplemanedbylensi megrxomable noharddoded logiedsucke by Ieldthsegranamplde Gaty or
manual configuration. The sane versatility and ease_of use cangot be

achi eved byAreRys GiFEHS) 1 trasisigei@isistor gicsld bpion ¢ rriigstion Presi{icdkeryd modul e to

configure té}%ugsegAv&éés’ %?\éylga(l:n%lev.\nth custoner data, for 5 exanple.

15 Briefly, according to embodiments of the present invention, instgllation of network
devices can be accomplished by customer personnel who need not have any networking
skills. When the pre-programmed smart hardware storage device arrives at each customer
site, the customer personnel follow simple instructions to connect the power cable and
network cables to the network devices and interface the smart hardware storage device

20  with the corresponding network device (e.g., plug the hardware token into a designated
provisioning port of the network device, such as an EIA232-compliant communications
port, in the example implementation). When the network device is next reset or powered
up, a boot time procedure detects the presence of the smart hardware storage device, enters
a special provisioning mode, and reads the addressability data from it.

25 When the network device 400 is started or reset by turning the power on (cold
boot), by pressing a reset button (warm boot), or by issuing a software command to restart
(warm boot), for example, a bootstrap loader program is executed. Typically, after

successfully performing a few basic hardware diagnostic tests, such as a suite of power-on

20



Addressability Phase Figure 6 is a flow diagramillustrating addressability
phase processing according to one enbodi nent of the present invention. In
one enbodwoersto262ske acti ons descri bed 10 bel ow may be perdavused2esvder t he
control of a programred processor, such as processor 415. However, in

alternative enbodi nents, the actions may be fully or partially inplenented

by any pro prest) iQeided rdHcibndRlkielishddingiopeandy e Gate
Arrays (FP%r&sgg,@?{rego g@?g%ﬁﬁ ans?st or logic (nTTLa) ora%pl |O?at| on Specific

| nt egr at edmefaofyChyi frocebBH G5 dr, anbiher dxapsueh aslbdifei reéthory asmssorodirolgers o

enbodi nents of the present invention, installation of networ k devi ces can
be acconpl Betvedcehyf m@tslcumcomrlsftdrhYéhe QB ererthaExated i REosessPT HEY iRdeadi ng
skills. When the pre-prograpmed smaét hardv\ﬂ Ftora devi ce grrl ves at
each cust oREr PIegrRigs ‘W%%Peé?}%%}o% PR SATEP algls OgRkes PP 35 HELS ons to

connect t heﬂé)en\é\%rg Cang Fthy V\ggesen'? AR, @ﬂ@ éas%igg Lo PR -thdsobiggs and

interfate f re s orage’ W th the corresponding

network d eéfo%@ss GRarfhther BitH@are rﬂ)ﬁ)gﬁﬁﬁ @&l Byt ®Bfold thO beot AR ipgtads € ferred
provi si oni hg port of the network device, such as an El A232-conpl i ant

communi cat kogsheraiphd 3 “bodt tihe pexaspore ‘ibmptl temeproctinet))detepimns whesheide wor k
device is next reset or powered up, a boot tine rocedu;rg) et ects t he
presence ofntehespseiak protisipeing medetogeesiie addipssabilityefstae 8 theg el

provi si oni ng and reads the addressabi [ o t en the
net wor k de\‘i‘PIE%tegG]@F speciglptpYigpping mp eslétrepbifelftﬁ# %yl?‘}ﬁ&ts 3 a%%jrs 388;‘%8%“

boot ), enewor?dgvﬁeel?o%rtgpagﬁ%&%s(mrm boot), or by issuing a software

corman or exanple, a bootstrap |oader programis

execut ed Typ' cehd é/ddré&Eébﬂfty pBA46 pROEEME bygiler bekb0q Ia tiewaingiss ¢ har dwar e
di agnostic tests, such as a suite of power-on 20 WD 03/ 026255

PCT/ US02/ 2@8&Tibedsiedréin,tfestayertidnee cblprebca)t tumg ptwgﬂs rpseuosy ti) be the hetstrar om
non-vol atile storage into operati n%é roces 415 or anot her
devi ce, sughocass. /pdhceldtor wermpgot o€ §§tW@FJ er"’t?le’lt ¢ netw ?é‘ﬁ‘é QighaP

ot her pr ogPEFSSH I S PG ORBRGY 5/ P Borarl st aRERage. However,
accordi 39 a8dressab111ty parameters is determined. If the addressability parameters are initialized,

then the bootstrap process continues with block 615. Otherwise, if the addressability

parameters are in the factory default state (e.g., uninitialized), then the bootstrap process

continues with decision block 620.

At block 615, the network device boots according to the current addressability
20  parameters with which the network device has previously been initialized and the

bootstrap process is complete.

At decision block 620, having determined that the network device’s addressability
parameters are uninitialized, the bootstrap process detects whether the smart hardware
storage device is present. According to one embodiment, presence detection involves

25  sensing the physical connection of a hardware token to a designated provisioning port of
the network device. In alternative embodiments, however, presence detection may involve
detecting the physical proximity of a wireless handheld device, such as a personal digital

assistant (PDA). According to other embodiments, presence of the smart hardware storage
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5 one enbodi nent of the present invention, prior to passing control to the
CS, the bootstrap process or another firmvare programinitiated by or

bef ore t hwdpoketssap process (referred to generally as a Pdiouso2tésse
process” or a "boot time procedure”) determ nes whether to enter a special
provi sioning node to receive addressability data. In the enbodi nent

depi cted, YbBcSRaEiRAledDyA\haphéitalgeltOsR! dafd Ha@RE BeE HnastdirobstoLlesd 630 and
635 as part of 10 the network device boot strap process. The

addr essabi kéatlyr qitiesetyorb dedsd arghdygetens @t sk ckrd 605 smirhcarhantefeenpl es

descri bed herein, for convenience, the boot tine process is assuned to be
t he boot st ﬁ@pﬂeﬁ’(ﬂfbé@é}%e Tygwnevesh H thsr stgatriardyeset stwgqcmwﬁé%ww tsyiee, the

twork d boot st tiated. At .d lock 610, th
Crat s of PRESHRRRSEE Gty BeSESREraiaPBubantr rid ABUPERLEEPRR LGS or m ned.

I the ddipgRsghLlhd YerRgH E@Béot@x'h% hﬂéddh%‘sla'b%%ga’te antdhmc;otserapﬁgee%g [ap
eh ock Pu

process contl nues Wt erw se, the addressability

par amet er s cghfleten the factory def ault state (e , uninitialized), then the
boot strap process continues with decision bl ock 620. At bl ock 615, the

net wor k devi ce Boblbsk 61:0;medtddlgssabllb'hbtaaﬂméﬁbmethhjm@gts@biwtﬂr@ §forag) par amet er s
wi th which the network device has previously been initialized and the

boot strap PEYeREEng %C%W“‘@il@n prAfOCG]eaé$0§laEﬂ4 Hihghg sterphardyase ﬁ@rag%‘ileéfﬂ% ned

t hat the d t I d, th
boot st rap. Shive s %@t T rdil R Bontelto PRGN BmeL R olloh 5 (2%
presenty, %ﬁ%ﬁgide&l sﬁépa%yggetbe réaa%%ﬁnﬁ@srﬂﬁ% @&aw@smg@hé«@e% 25

sensing the ysi ca necti on a hardware token to a designated

provi si oni rghapQrdt bREK 6331%elwamakmejqaarmwré of thd hewodtideviee aotodilivent s,

however, presence detection may involve detecting the physical proximty
of a wirel edt thamhestabildpdite esad SomHhasmat Iredveasp sibragt davicgl Fomgxeingteant ( PDA) .
According to other enbodi nents, presence of the smart hardware torage 21

VO 03/ 0262515 maistespmress §9Y Stordhs %@r‘?séabiﬂmﬁlfl%%t“eadn%y"o g FReY C4Mey encoded
card havi ”31 &voglﬁgefv\fl\éegaggaethlh %{wgg%va}rd a%é % fpsubﬁé%ﬁ?nagf \%’ﬁé‘faSI?V' ce or the

presence o ace [0}
15  gateway address to those specified in the addressability data. According to one

embodiment, the bootstrap process automatically or responsive to user input continues
from block 635 to the network device configuration phase processing. However, in
alternative embodiments, after block 6335, the network device boots according to the newly
initialized addressability parameters and the bootstrap process is complete.

20

Configuration Phase

Briefly, according to the described embodiment, once addressability has been
established, a boot time process executing on the network device (e.g., a firmware
program initiated during the bootstrap process of the network device) sends a request to

25  the device configuration server at the address obtained from the programmed smart
hardware storage device. The configuration phase involves processing by and
communications between the boot time process executing on the network device and the

remote device configuration server. For convenience, the different processing threads will
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the network device. In any event, if the smart hardware storage device is
present, then the bootstrap process enters the special provisioning node
and conti wees/02625h bl ock 630. 5 Otherw se, the network dewa@dsees®7i n an
unaddr essabl e state and the bootstrap process is conplete. At bl ock 630,
the addressability data is read fromthe smart hardware storage device

using a CF’%QH;E:&;%@EA g ra&ﬁ}pﬁl&ﬁ%e [RPpOGHvEbeHe Nerbrkl diQics BRI the Batsbomvenst or age

devi ce, itionally, if renote initial configuration is to be

per f or ned, thatenidd GevitRicBhfigudatibl sernérauith efdemtd foiRigures 7 pad 8, wespectivaly. al so be
read fromthe smart hardware storage device. Final Ify, at bl ock 635, the
addr essabi | i t y Figurerfes efleweliagtaneiliysitaiog Retyek desica penfighiatipapiased with the

addressability data read fromt har d t i,CE.
exampl e, ' PR SOH) Ippecaniotmg el by Berl MinPho it iRt ik n 4
-V ile 0 i k i ce'
Raor eas 1 4R SnimBoRfines® e K o e N e epec 1 eq

in the addpessaPidiided 4Rt SompAeRodblgk 635. diehis entuAdhemMocks MES theapist r ap
process automatically or responsive to user input continues from block 635

to the netygirkoudebé pet cfihf pgeinlgtrordsionptgsedprinemssicnigat thioweinehe in
alternative embodi ments, after block 635, the network device boots

gccor di ng neswetlkalepisaisyableitp pse the addergsakilidy dala ommpunIcais YR EPYIE] ¢ he
ootstrap process jS coO ete. 2 nfi quration Phase. Br] rding to
the descri O“gr?ﬂB’@P’r‘?’étr{g‘?’lt‘&ﬁEoé‘teégdEﬁ‘é%ﬁg?q ?"%“}a et all\Zeedrfli : J)evg{ g%m@%@%, a goot
time prpce i k devi i

time 4 citd M he ¥ evice (e.g., a firmmare rogram
initi atrl(Zd %}Sjrpﬁﬁ% ?Ede %8%{ﬁ§{jra% ratg)\%ess of the network device) seﬁdsga

request to 25 thg @evirk deG dohAiirAionPhaseidcessingtbegineatdlisbikerss irobltiah aed from
the programmed smart hardware storage device. The configuration phase

i nvol ves premigssiigddy regnat istensmitietatlieotesioch etnligoratioheer vy dio (thedegiselocess
executing on the network device and the renote device copf' gur tion
server. ForddesnvBwhishésoresumed & Have pesppreyiqyely sapnbigd-th &xaus eV\ﬁl]‘i ng %f WO

03/ 026255 PCT/ U 2
addressa ?1%[/}, pl?aBsg)? According to one embodiment, in which authentication is

15  performed by the device configuration server 110, the configuration data request includes
the security data from the smart hardware storage device, a portion of the security data, or
data generated based upon the security data. Alternatively, the security data may be used
directly or indirectly to encrypt communications exchanged between the network device
and device configuration server 110, such as the configuration data request and the device

20  configuration server’s reply.

Assuming the network device and the smart hardware storage device are
authenticated successfully by the device configuration server 110, at block 710, the
requested configuration data is received from the device configuration server 110 by way
of a management protocol, for example.

25 At decision block 715, a determination is made whether the configuration data was
successfully received by the network device. If so, processing proceeds to block 720.
Otherwise, processing branches to processing block 725. At block 720, the configuration

data received from the device configuration server may be employed as part of an

23



be described separately fromthe perspective of the network device and the
perspective of the renote device configuration server wwth reference to
Fi gures 7wani/08¢255espectively. Figure 7 is a flow di agramRdi/usbresdr ng

net wor k devi ce configuration phase processing according to one enbodi nent
of the present invention. As nentioned above, 5 according to one

enbodi ment zuib B & UHbBAG procsR! MRS SmPRNMER, tBeithfBliatiad data Rpresaamual | y
initiated after conpletion of block 635. In this enbodi nent, bl ocks 705

t hrough  7%6 remaihidg Baia gat the oftwolkedesise aecalk imperderits benomedulippactional any event,
at this point, the network device is able to use the addressability data
t o comuni withia the tergeptv el saYirRgmente tAfSF receifine Jirg Raip g dRtaOIpEiPRY s) . Thus,

it can send anpd recei ve .data over the, netwqark. 0,.,and_proce o the
configuratF%%B%ﬁ%ﬁ%&#ﬁﬁ@gﬁ%?ﬁ%?@“ﬁ?@f@@mggﬁﬁhgﬁgéYF%ﬁO% l%%?g%g%éssipg
begi ns at RL&?&n%B@od&:%m%&iﬁltén@the%@mjc_)ﬁl%a’é(’vﬁ:te'iéja[wﬁﬁtgﬁteﬁv@ﬂhﬁﬁﬁtﬁe' s transmtted

to the device configuration server the logical 7address of which is

presumed t gonf@VRtBe&Na PERMEQUBINE of tppd iPeddrefsas ofpeanyPN dedtisiwith wikieh
addressability phase). According to one enbodi nent, in which authentication
is 15 perf teMRN gatewdyevitde itwmelingn Aady@) part and prespecd pumbias for Hie tedid typesr at i on
data request includes the security data fromthe smart hg&@ﬁgre st or age

devi ce, a pdwtallgyedhrqugh thedupne(Bly Agpdagegpsly: s EREs 0% ed upon the

security data. ternativel he, secur.i . di ly or
i ndi r ect | yPEBBRCPY57E q%%Y?%%?”g§@%§%%%§g%g?ﬁg@%r#ﬁgg%éq%%gﬁldevice
and deypce conf h gl AldnHlock&HY &lpor hBuccebidi r@e%ip}t Beihe esHrigatatian HRNfreatige r equest

and the device 20 configuration server's reply. Assum ng the network
devi ce anddéhe @RBgiratvarsewar, @ dstkofiagon denadeoviatier thautinbatdf catieschave
successfully by the device configuration server 110, at block 710, the
request ed bemfexgredert. i I6sp, diqtracessing odki 188dthe peswotkevige bpeeingdnf i gur at i on

server 110 by way of a managenment protocol, for ex le. 25 At decision
bl ock. 715, ueSonbephiiia PRI S ity SRR P s R Y gupapesaae Alaeh “was
successful%g received by the network device. If so, processing proceeds to
bl ock 720. %Ihermﬁse, processi ng branches to processing block 725. At

bl ock 720, the g fr&iﬂ%{oq}nie ChRibodRER, b:RE ale\RicE EMehRBofRWE BascONt i gur ati on
server may be enployed as part of an
successfully transmitted all configuration data and the network device has successfully
received the configuration data, the network device is fully configured to operate
according to the customer’s requirements. Consequently, the network device may disable
the special provisioning mode to avoid repeating the provisioning if the network device is
20  rebooted with the token still attached.
Alternatively, the automated provisioning process may be repeated to replace
current configuration data with updated configuration data. In this manner, the
provisioning system is able to update the network devices with new configurations at a
later time. Having provided the initial addressability and security data for each network
25  device, the provisioning system is positioned to securely perform ongoing remote
management.

Figure 8 is a flow diagram illustrating device configuration server configuration

phase processing according to one embodiment of the present invention. After the device
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23 WD 03/ 026255 PCT/ US02/ 26897 autonated configuration process. In one
enbodi nent, the configuration data represents the renmaining data that the
net wor k dewd @@26xseds in order to becone fully functional RaWbSoR26492 t ar get
network environnment. After receiving the renmaining data, connections may
be established wth one or nore peer devices identified by the

confi gurat E&ﬁ'iggﬁﬁ@n sePvehe&eivel M8 cdifigiRb oL it iR from tinepedrivdéKeadavi ce is a
VPN gat eway and the configuration data includes (1) one or nore IP

addr esses pfoc@eiap bMERSOE theodesicaitrtfigwhiichsertdn periNsgat enay will be
tunneling; and (2) port and protocol nunbers for the trﬁ%aic tl%/ﬁgs to be
al | oned t hraheticatna/velidatien peocess agYasiisSd @ 8k $4p o daermne Whgthgidie neReik ski | | ed
per sonnel can cause ltiple network deyi ces..,to. be copfi t he

net wor k i ndp4s qr’éi""h%f]é? 1%\9‘16 ‘@?ngaBﬂn%F%gl?m?%&s6%8%1%6&3%@%@@ l%egl recei pt
of the confiqurafi r L e s L e i i MRhticated

determ {r§1at fe%??r‘?fﬁgglgqaﬁgia%ggggtv#gﬁlﬁn nb}evg&bf@rgg{okliﬂgg%tﬁéegn%en exceeded. |If
SO, at proegsgupsh Mk aekritf3ia, $UIE aBt passKodey teambpe tdentifiergprovideciotifs gur ed
state. Oherwise, aretry is initiated by continuing with processing bl ock
705. 15 Accalmdsitlﬁgcbnﬁg)maioemlbtadBp@frﬁqallnratBrOt:%eingiblsbPlegl(bBWfdielgle? ation server
has successfully transmtted all configuration dat apd .the network device
has successénfigugation serugnlenks v gheasrqrk devae; 2 thedplen 1&‘?@ WP WT k device is

Y o oMo 2 oRELEL S ACSRL ARSI UL TR Ahspilssmncs

Consequent [°§1 peci-al” provisioni ng node

to aVOil@ [%Eo%ﬁ%il#i%ldl%{%grpﬁgfgc}?eigin%% Pethdr iR oREk WBVike HRYIIEE phst the20 T eboot ed

with th oken s ternatively, the autonmated provisioning

process nayfpendc8iGair6skss. Of k& BtRSEo telohBfliratbartiagate & dramedifat purpbdelh updat ed
configuration data. In this manner, the provisioning systemis able to

updat e t he ofisipptyifg tHevordgsraipi detmevbootionderics ardpreqessng qoatigtes Mithe. Havi ng
provided the initial addressability and s_ecurLté data for ea,[ch &eﬁ wor k 25
devi ce, t hdlqskd39.sPBarviee feithethe RETBFEideTIEhIdne BReks P AV hSEIREI I Bhgoi ng

r . . . . . .
emote rmgggegsnt%%e configuration database is denied and the configuration phase terminates

15  without the device configuration server providing configuration data to the requesting
network device. According to one embodiment, the network device and/or token
authentication scheme may employ one of various available authentication protocols, such
as Password Authentication Protocol (PAP) or Challenge Handshake Authentication
Protocol (CHAP).

20 At processing block 820, the device configuration server looks up the appropriate
set of configuration data in the configuration database for the network device based upon
the security data provided in the request. Assuming the configuration data is found in the
configuration database, it is transmitted to the requesting network device over the transit
network 105 at block 825. According to one embodiment, the transmitted data is

25  encrypted by the device configuration server and decrypted by the network device

firmware using a shared secret stored in both the configuration database and in the smart

hardware storage device.

25



Figure 8 is a flowdiagramillustrating device configuration server
configuration phase processing according to one enbodi nent of the present
i nvent i onwQAfstee6255 he devi ce 24 WO 03/ 026255 PCT/ US02/ 268PLT/csmnbésyar at i on
server receives the configuration data request fromthe network device at
processi ng bl ock 805, the device configuration server perforns an

aut hent i cat i on/ vi{hileiembasimentsodesaibed herbindekesfo8dsed emal n@dbritteanstet & ni ne

whet her the nﬁtwo.k ge ice fromwhich the request was transmtted is one
that is recByRpYarLL %f\é?}? AGEHEefrusce (e gy 3 deviesronBgurating save trathe d

provi si oni Lce, it | t he ken is authenticated based upon
the securi Pr% t‘gﬁ(\g,%ﬁgedgﬁg{a%g&a{tlﬁggﬁ%%%wsam%%t% fié& ﬁﬁ’fﬁﬁsﬁ lli‘téﬂéﬁf?oﬁ’ﬁé'ﬂr?“%’r ovi ded
in the reqlsesihay B st6@d i @GR el racessi ng bl ock
810, the device )fconfi gur ati orllrt ?3?‘6%‘% §)tlor(gl E&{IJ% atﬁﬁgél}r?g{e%?%eggt\w@(e and the
t oken i dentdelvicedireqilythyehe suonfHagrlwand staagedd abasiewand (EOIHRALSS el hsmagai nst
an authorized |ist. Then, at decision 10 block 815, a determ nation is nmade
whet her t heleBtoRe predymeee fexible skae pepsadingien thagohplatityoetheansipmeress. | f
SO, access r%(guirtehe tcsotﬁfi%?.r atj.on dat abase is granted for purposes of

suppl yi ng t'REVEERFPYF AT SH2HAT 41 oY preumet sidhikcanbymeunt afiorpgespasesi ng
continues w ) 1se,. . Lf,ei.ther.the network deyice or the
t oken are \rllygwgﬂrtp E@%ﬁe%%elg) %%E%%ﬁh?grcegéigur&dxgﬁf Plfe[%l@%?‘?fi LRer<database is
deni ed and tiahsfe GRfdeDibrAie@MmMMARES sk ErMRRHES 15 Wi thout the device
configuration server providing configuration data to the requesting

net wor Kl0devi ce. Addisionalynthetmetvoriedentrodferdtitverytiehnainibért i enidegicand/ or

t oken aut hegﬁé cation schenme may enpl oy one of various avail able

aut hent i catPBPEYBHINSEFF<o PEAYids ongeingreswionehagemdne fitr ilarge nedworls of ocol ( PAP)
or Chall enge eIr-ci)andshage.Aut ent i(fath(an, Protocol (CHAP). 20 At processing
bl ock 820, Tt K& SFARPIE SV TTQIFed Fash device, supparis dhectatndranpler prpioeddpihe at e set of

configurati . D i i O t.abase. for. th et wor k devi ce
based upon 1 e gt eneP B BHIA haBpBHRR 5 i Blet o BiRhie

conf i gur at idevicel aivathedndr® Witthekwork B8a ol d9IR hOMhafbk Iy 1S
transmtted to the requesting network dervi cee?%ver at %g%?ﬁﬁgc}%ntd networ k 105
at bl odkR 82&lablify ed\dinfagesas tionkevieerbadign®rion serveg cir @8 $H# prét6eh! Badpdlyl S

configuration changes to many network devices in a large network simultaneously.

In the foregoing specification, the invention has been described with reference to
specific embodiments thereof. It will, however, be evident that various modifications and
20  changes may be made thereto without departing from the broader spirit and scope of the
invention. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.

25
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25 encrypted by the device configuration server and decrypted by the
network device firmmvare using a shared secret stored in both the

conf i gur anicons/odedsabase and in the smart hardware storage rmaAVISHR26825 WO
03/ 026255 PCT/ US02/ 26897 Whi |l e enbodi nents descri bed herein have focused
on a network transfer of configuration data froma renote source (e.g., a
devi ce configuration server) to the cngtork device, in alternative

enbodi ments all data, e.g., addressability and configuration data nay be
stored in the smart hardware storage device and delivered to the network 5
device directly by the smart hardware storage device. However, the data
transfer apprdickimediscri bed herein is nore flexible because dependi ng on
the conplexity of the customer's requirenents, the configuration data may

occupy a signifi . of storage space - anywhere from several Kbytes
to tens orlévenA%%%%¥§%§$ﬂ%n bytes. Wth a network data transfer, the

del i very medi umyhi@sing by 8t fith&hroadss 8k nebPorRdeiitd mnahdtdry dehgit net wor k dat a
transfer delivery mechanismpermts the device configuration server to

provi de ongoi ng renodoafigeadmetie pteséme of astgaghddvive ckigaioing thee¢ier ogeneous
devi ces. Provided each device supports the data transfer protocol, the
devi ce confi gurat i orrddeassability-datn dal allpws themetwopbdejseitacenmwhsaiginddei on dat a

to each type of devigce. rt.hernore, the network .dat.a transfer delivery
nmechani sm has speed @ﬂﬁsfgg%gﬂl%%?w{’ﬂlf R N hé%‘ 1??‘(3%?3@?"318“1“&
configuration s [0t : : [ han..changes
to magy net wor k%d%? ?tgég&itﬁélgreﬁteg%g@ﬂ%es?% ek&egﬁc%?%eﬁﬁneggdgg{ey@woﬁz ?ﬂgbef or egoi ng

speci fijgation, the i@Yyaniéeibiltadath 8¢ Bsifles plotdesihsWictaiedraiiahessagd 0  specific
enbodi nents thereof. It wll, however, be evident that vari ous

modi fications and 2dkvivkangesporethe bddresaabality ldetn dtom the sthiepe daépde theng from
the broader spirit and scope of the invention. The specification and
drawi ngs are, accor digiyen deviee;ged regarded in an illustrative rather than a

restrictive s eness%cibligl-?lng2 gddressability of the network device, by the boot time process, to

enable it to communicate with and be addressed by other nodes in the
15 network environment by configuring one or more address parameters of the

network device based upon the addressability data.

2. The method of claim 1, wherein the network device includes a designated
provisioning port, and said detecting the presence of a storage device includes
detecting the presence of the storage device coupled to the designated provisioning

20 port.

3. The method of claim 2, wherein the designated provisioning port comprises an

asynchronous EIA232-compliant communications port.

4. The method of claim 2, wherein the storage device comprises a hardware token

that includes non-volatile, programmable memory.

25 5. The method of claim 1, wherein the addressability data comprises:

a unique Internet Protocol (IP) address for the network device;
27



WD 03/ 026255 PCT/ US02/ 26897 CLAIMS What is clained is: 1. A nethod
conprising: 5 detecting, by a boot time process of a network device in a
fact ory defosnsioze2ssonfi guration, the presence of a storage rEAVISHR2609Nt ai Ni ng
therein addressability data that allows the network device to conmunicate
and be addressable within a network environment in which it wll be
functioning; afloesl [Hetit@et inmg foitke peteskieeicef the storage device, receiving
at the network device 10 the addressability data by using a protocol

associ at ed wi t # Preddrsssoassagéatedeiih adefaudt gateavas fothe netweorkdevies sabi | i ty dat a

fromthe storaggggﬁ%!ce o the netmo%k devi ce; and establishing
addressability S AREPRe deVs e igyaiseleht tine process, to enable
it to comunicate with and be addressed by other nodes in the 15 network

envi r onmep! DY TRAALLGHE MmN R RE: ERIESAEHGRS A ABRKEr S Of the network

devi ce based upon the addressability dat od of claim1

wher ei fi the neénspipkingl@vortiguiatiol tdest dirdas bonakaedy ufih@¥caiQaaag port, and
said detecting the presence of a storage device 1 ncludes detecting the
presence of the st gpizigeeddean the siwmgpldedcs; and he desi gnat ed provisioning 20

port. 3. The nethod . of claim2, wherein the designated provisioning port
conprises an ZESHEHRGHE GeerEtadesnligy Rt radHestdd Feurmeta dp HercopBgyration. The

nmet hod of clain12,sggg ein the storage device conprises a hardware token
that includes non-volatile, programmble nenory. 25 5. The nethod of claim

1, wherein the addressability data conprises: a unique Internet Protocol

(1 P) address fie hiiBod\&itcMnK, #BMEEShe Rhadd0BE 026 25 iRGLFARI2/ 26897

10 configuration data to bring the network device into a fully defined, functional state,
and wherein the method further comprises receiving at the network device the
configuration data by using the protocol to transport the configuration data from

the storage device to the network device.

8. The method of claim 1, further comprising prior to said detecting the presence of a
15 storage device, the storage device or another storage device loading or controlling
the loading of firmware into the network device, the firmware including

instructions representing the boot time process.

9. The method of claim 1, further comprising transmitting a configuration request to
the remote device configuration server from the boot time process, the
20 configuration request including security data retrieved from the storage device or

being encrypted based upon the security data.

10.  The method of claim 9, wherein the network device comprises a virtual private
network (VPN) device, and the method further comprises receiving, in response to
the configuration request, configuration data from the remote device configuration

25 server, the configuration data including at least one IP address of a peer VPN
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a local |IP subnet mask for the network device; an |P address associ ated
with a default gateway for the network device; and an |IP address of a
renot e dewioois/ea3fi gurati on server. 6. The method of cl ai mciyuSoaréseer
conprising the boot time process: 5 encrypting a configuration request
directly or indirectly using security data retrieved fromthe storage

device; and transmtting.t e ek BUEAS fuielraqpes tnd motohe r enpt e
devi ce confi gur%ﬁ’lcﬁl‘?"tﬁ’s"g?‘i}g&? ne?%é{gﬁfg@ﬁ%gﬁods of claim1l, wherein the storage

devi ce al so cont aj L LHRE 101 a06mdd Btongh themundelt a to bring the network
device into a f%qr?b§§sd§?tlfr%\éd,ﬁfuncti onal state, and wherein the nethod

further conprises receiving at the network device the ca filgH{laq%i on data
by using the prokosehod of daimris pbeteinttheneswerkidguiratPURSER Y'Y S t he st orage
device to the network device. 8. The nmethod of claim 1, further conprising
prior to said detteotk(YgN) B&ePiesence of a 15 storage device, the storage
devi ce or another storage device |loading or controlling the |oading of

firmare into the networ Vi Clerck e hitivBM@IRict Berhprbesigrouienst r uct i ons
represent i Hé'th&ﬁﬁgﬁﬁéﬁf){;‘ég‘g}%@&e. 9. The method of claim1, further

conprising transmtting a configuration request to the rtgrmé > d%{l/lce
confi gurat illgn S g1y &letiod @ftibire] Hodter tomprispreaeiesty, saidhecepngigh e CE?PF n

request including security data retrieved fromthe stor i & being
encrypt ed based dafaand irhespesaup istig defggting thegreseie Oﬁéﬁ%a&e g?‘ﬁ%eldtg%q%&g? wher ei n

t he network device conprises a virtual i M (MBS sabigwi ce, and
t he method furt Mevicegginedas arpé%véﬁlml?‘ﬁgl?g‘lgentxﬁg@é%%ggﬁ the confi guration

request, configuration .data.fy. S BB Lethe amivesk okl guration 25
server, the conf awgts?lgﬁsmalﬁs@g?hy?uéé ngg)at | east one | P address of a peer
VPN 28 WD 03/ 026255 PCT/ US02/ 26897 device with which the net\/\or(hle%evi ce

wi T establ {sh arfeidigds of@Rsn nowheréin theptavagealeyice comprises a wireless han

device.

15 The method of claim 1, wherein the storage device comprises a Universal Serial

Bus (USB) hardware token.

16 The method of claim 1, wherein the storage device comprises a smart card.

15 17.  The method of claim 1, wherein the storage device comprises a magnetically

encoded card.

18. A method comprising the steps of:

a step for establishing addressability of a network device that takes the network
device from a factory default state to an initial operating state in which the
20 network device can communicate and is addressable within a
predetermined network environment; and
a step, responsive to completion of the step for establishing addressability, for
provisioning the network device that takes the network device from the

initial operating state to a fully defined, functional state in which the
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nunbers for traffic types to be allowed through the tunnel. 11. The net hod
of claim1, wherein the network device conprises a virtual private network
(VPN) gatewms/02&3532. The net hod of claim 1, wherein the natamwdo2dessice
conprises a router. 13. The nethod of claim 1, further conprising prior to
said receiving the addressability data and in response to said detecting
the presence of a shevagedadeiicanfipaechatdveddy to pf@véss aetentkexdffiginithd 0 a

provi sioning node to handle receipt of the addressability data and said
est abl i shi ng addr es ¥&sptermipedpetyork eputoRmert kyegquidng eoainng cohBguratidiod of
claim1l1, wherein th«%\1 sﬁﬁ?’r age devi ce cgq&'fi ses a wirel ess handhel d devi ce.
15. The nethod of cPARMRY 772V Rh S YL FYPEEOVIR] MERORIHIR f B89t Uni ver sal
Serial Bus (USB) harduwelsabokedy sed@, The method of claim1, wherein the
storage device conprises a Smart card. 15 17. The nethod of claim1,
wherein the storage device conprises a magnetically encoded card. 18. A
met hod Toni.i siTig nidtiedstfefasn 08, whestiemid o¢p fostsablisiand draadtilepsstahe | ity of a
network device that takes the network device froma factory default state
to an initial ds&Yok dendcesinyaleesithe usppEhhardare emequptsel ko efeasyeabiranans

comuni cat e and.i ddressable w.t hin a predeterm ned network environnent;
and a step, re%ﬂéﬁ@%@@@%ﬁ?ﬂﬁ‘?@f%ﬂ“%ﬁ@ﬁ eé’F@iﬁ?ﬁlf Qﬁ"”‘:@sﬁﬁgﬁflg’ﬂi@ﬁﬂwn
addressability,: . vi Si.Q0i e ' at .t akes the network
device fromt hemgh?(%rll’% ?g@j J\(’)Ogéetggtp R%éatngﬁ%b?eeﬁ]%mé&ﬁ hg ﬁlﬁ 3%8@@1[&?65%131, functi onal

state in which aﬂ&%ssagiﬂtﬁ@t&%él%ﬁgééniﬁ’gﬁq{é%%%%_gﬁam%@Hﬁé&r%r glevice is

configured and ready to process network traffic in the predeterm ned
net wor K envi r oneevirk byvids apuiPrddig sy s pmiafdrgithcodefiuii pagivag for tiitedetvddy Way of
one or nore data transfers over a network. froma renote

device, an IP subnet mask, and an IP address of the remote device configuration

Server.

20.  The method of claim 18, wherein said step for establishing addressability of the
network device comprises a hardware token coupled to a port of the network
15 device controlling the network device using a native console command set of the

network device.

21. A method comprising:
detecting, by a boot time process of a first virtual private network (VPN) device in

a factory default configuration, the presence of a hardware token coupled to

20 a designated provisioning port of the first VPN network device, the
hardware token including a non-volatile, programmable memory having
stored therein addressability data that allows the first VPN device to
communicate and be addressable within a predetermined network
environment;

25 after detecting the presence of the storage device, receiving at the first VPN device

the addressability data by using a protocol associated with the hardware
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device configuration server. 5 19. The nethod of claim 18, wherein said
step for establishing addressability of the network device involves the
use of a War@waéxsst oken coupl ed to an asynchronous El A232aougobki2estr
conmuni cations port of the network device, the hardware token including a
non-vol atil e, progranmable nenory having stored therein addressability
data including a untakeetd reicthe eddrdsabilig dhta bi)thansh-edaild, progidatmaide net wor k
device, an | P address associated with a default gateway for the network
device, an IP subneﬁwﬁwﬂkmﬁhhmﬂéwﬂ¢Pkaudress of the renote device
configuration sery erein said step for
establ i shing addfRs Qﬁlﬁ&FVmeWgﬁ fﬁgg&gfwwﬁﬁﬁﬁeée@gﬁﬂFW§@§m§'ﬁhrdmare

t oken COUpl ed to a BRMble 1?Io cfol?&u‘il% dﬁl ojd?e 9§‘t¥)t ﬂﬁde@gg% lh%iﬁlg&tetnjﬂﬁleget wor K,

devi ce using a native consol e conman vice. 21. A

met hod sonprisi ng:  detest énmﬂonnbaﬁt By &8@tls dnb BPmPFeQ@8sSs Rtantetdr 6She Mist t ual
private network (VPN) device in a factory default configuration, the

presence of a har dwdiPd degice hased updnettie sdsiresDildty d@s;i gnat ed provi si oni ng port
of the first VPN network device, the hardware token including a
non-vol ati | e, PHRBYPHATRSOBISHEHIRFEINEY Ingremotarfeaige cotiearationsrysdionbi | i ty

data that all thf tVPNd d bl
W thin a predel or m RECOHEIUOPRe il BRREHER SHCH RSBty A (R0

presence of the Sto'ﬁ%ﬂﬂhgﬁéﬂl&ﬁetcfk@ﬁ&' eﬁhagtea%aéehﬁgﬁmégﬁgwﬁ (ﬂﬁv' ce the

addressability data by using a protocol "associ at ardware 30 WO
03/ 0260865 PCT/ WUsRRAAm0 8% éspohie thetconfi@adioh heuad duges edifighiadoi@afréhom t he

non-vol atile, progranmmable nmenory of the hardware token; establishing
addressabil ity of t He rémotsdewidodBgrateon sbier, He timel confipwatnolress, to
including an Internet Protocol (IP) address of a second VPN device
associated with the predetermined network environment; and
causing a tunnel to be established between the first VPN device and the second

15 VPN device through a transit network based upon the tunnel configuration

data.

22.  The method of claim 21, wherein the transit network comprises a private

internetwork.

23.  The method of claim 21, wherein the transit network comprises a public

20 internetwork.

24, The method of claim 23, wherein the transit network comprises the Internet.
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enable it to communicate with other network devices in the predetermined 5
networ k environnent by setting one or nore address paraneters of the first
VPN devi cwabmaeekssipon the addressability data; transmtti rETaUssenssogur ati on
request to a renote device configuration server from the boot tine
process, the configuration request including security data read fromthe
har dwar e t oken or encrypted based upon the security data; 10 receiving, in
response b9, t ha ek geviad provisivsingiestem domprishgconfi guration data from the
renote device configuration server, the tunnel configuration data

i ncl udi ng an | afist neéwork dsvise &1 be(nlaepd fgaripisigl Qppraang@(grgi,garawk} fice
associated wth the predeterm ped network environoment. and ing a tunnel
to be established b@?ﬂé%ﬁer{’vﬁ\? VP%PaWWWaE?eangﬁaa ({%éessag)é%vgﬁ@H%S VPN devi ce

through a transit ”er%&&%i]&ﬁ%ggvoﬁﬁ%irﬁ)ﬂﬁetﬁy””el configuration data. 22.
, e

The method of clainf rern the transit network conprises a private

interngtwork. 28adWaR HRhRO chi@facs wath Bdeslgnaivh @Fiistontitpepottrceinisd firstnet wor k
conprises a public 20 internetwork. 24. The nethod of claim 23, wherein

the transit networ knawnfirdesies theterdwaretokert including woow3plale255 PCT/ US02/ 26897
25. A network device provisioning systemconprising: a.first_network device
to be placed in an pmgtanmab&gmrmwhgvl%ﬁ@rﬁgﬁ%m %d%‘%is??%m e e £ r st

net wor k devi ce can fommniéadée. and bE raﬁlldressabl e within a predeterm ned
networ k envi r onment TSESVREAGYISHEE SREE™ 0 i nterface with a desi gnat ed

provi sioning poftsgf e&f&k hbnigtis cﬂ;%ﬁl%f KutSlaMicaBy infth@nDat shepdsaablingen

i ncl udi ng a non-vo ati e, progranmmabl e nenory having stored therein

addr esgpbi lity dat apfe i legondd tb AbtediBiy Wr fresdne f etie hantvardiekei o the
designated provisioning port, durihg the addressability phase, the first
network device receives the addressability data from the hardware token

and transitions from a current configuration to the initial operating

configuration.

15 26. The network device provisioning system of claim 25, further comprising:

a remote device configuration server to manage access to a plurality of sets of
configuration data including a first set of configuration data for the first
network device;

wherein the addressability data for the first network device includes an Internet

20 Protocol (IP) address for the remote device configuration server;

wherein the non-volatile, programmable memory of the hardware token
additionally has stored therein a unique identifier corresponding to the first
set of configuration data, and

wherein the first network device is capable of automatically initiating a

25 configuration phase in response to completion of the addressability phase,
during the configuration phase, the first network device transmits a

configuration request that includes the unique identifier to the remote
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the first network device is capable of automatically initiating an
addressability 10 phase in response to detecting the presence of the

har dwar e Wwak®rm2e3st he designated provisioning port, duri rETVbe®2/26897
addressability phase, the first network device receives the addressability
data fromthe hardware token and transitions froma current configuration
to the initial operdévieeconfigurbtiopuesti @ thelilbmadt.devibecondiowatibn wener ce

provi si oni ng systemof claim25, further conprising: a renote device
configuration serverespendgémitigeordigaration teguest by swpplyingyheofirsissst of of
configuration data inc udi,ngpa fi égﬁﬁset of configuration data for the

first network devi ESMUEHREPRAFHR 1, GREwakdeicsy “data for the first

net wor k device includes an Internet 20 Protocol (IP) address for the

renote devjce eQElLQMHRINAR R&ENGhng syWBRIR LRIk D& WHRR1Y@k &k héwoskr 0gr ammabl e
menory of the hardware token additionally has stored therein a unique

i dentifi er cor rdesipeashpriyed Ofifsheirthdl pavate satvod (VEdN tiewdee; add wirerdathe, firstnd
wherein the first network device is ca}gabl e of automatically initiating a
25 confi gur at i o8t giisasiEguraiion dap dnvisles @ IPsdices af@reend VERY degiige 8détBabi ity

phase, during th onfiguration phase, .the first network device transmts
a configurati d’iﬁhl‘ﬁbtgﬁg’ésf g?%@ qeﬁlégwgg?tﬁbh(g’ UM é"nHB@ﬁf“i“ﬁ’r@r"C?lo the renote
32 WD 03/ 026255 PCT/ USQ2/.26897 ' nf | i gn server and the renote
devi ce confi gurngmggrﬁlg%&a\tﬁ%%p?set%g%%lzfg&%fi gﬁ)rf) %%lgcg%%%eg'ur ation request by

supplying the first set of configuration data to the first network devi ce.

27. The netgnor krhd @ik B&vdeipdvididnity S¥sieMcRim ¢6,aite2bthe e h&vorkt he fir st
network 5 device conprises a first virtual private network (VPN) devi ce,

and whHr ei n t helefice stmpriset a miitec,and imfjeremtthofirstiat ef donfigwades dan indudeddr ess of
a second VPN device with which the first network device will establish a
tunnel , and poraccesnhePnyeblishEAFL) information.

29. A network device comprising:
a provisioning interface to receive addressability data from a storage device, the
addressability data allowing the network device to communicate and be
15 addressable within a target network environment;
one or more flash memory modules having stored therein firmware to:
check for the presence of the storage device during boot time processing,
cause the addressability data to be received from the storage device using a
protocol associated with the storage device if the storage device is
20 present, and
establish addressability of the network device by configuring one or more
address parameters of the network device based upon the
addressability data; and
a processor coupled to the one or more flash memory modules to execute the

25 firmware in response to reset or power up.

33



nunbers for traffic types to be allowed through the tunnel. 28. The

net wor k- device provisioning systemof claim26, wherein the first network
10 devi cewonisprézses a router, and wherein the first set ofpcavwdozgesvati on
data includes access control list (ACL) information. 29. A network device
conprising: a provisioning interface to receive addressability data froma
storage device, the addressability data allow ng the network device to
comuni caBe. anthdeetwdik dedide efdaiinl 29, whérbinthesprodsigeing imésrfaes donmmigésradnnent ; one
or nore flash nenory nodul es having stored therein firmvare to: check for
the presence ofsyntleonsus EAAR32cholipbEant gommHGLcHiodt Pet-me processing, cause the
add[ess?blllty.data to be received fromthe storage device using a

pr ot oco sociated wi,th the. st.orag i i vice is
present, gid eiﬁawgwgwcgﬁﬁ?sééﬁ ﬁ?f?99§¥t@ﬁ%*ﬁ%%ﬁ%?ﬁ&ﬁéggﬁﬁgﬁy configu??ng

one or rmore a@ﬂ{fﬁgﬁﬁtieﬁfﬁﬁ@sk & asre&f)tetd@ﬂc@&inﬁgﬁﬂéﬁ@iﬁééf&@ tleasatdeutpin t he

addressability data; and a processor coupled to the one or nore fl ash
nmenor y snodul es rdquest xediding seheity fa feirienvibifren ithe stasgscleviec exbeingset or power
up. 33 WO 03/026255 PCT/ US02/ 26897 30. The network device of claim29
wherei n the prowirspteshbased inendhef GeWite B¥pri ses an asynchr onous ’
El A232- conpl i ant communi cations port. 31. The network device of claim 29,

wherein the finpmare futther:Lransmbs . a meonbRUEats OhdRaUeRkud0 a rendte
EPEHOLRITVEF O PRE Con

devi ce conffgu e confrguration request 1 ncluding

security data rﬁrvarlt!fﬁ&%rﬁ(!?@"ﬁfﬁ@ﬁcéﬁﬁtﬁgﬁrrﬂ@é%‘ﬁﬁ'th@freb@i/d@ eapoyspted based
upon the securPty data. 32. The néetwork device of clain?gléﬁm%ﬁrein t he

net wor k devi ce ygOdRfiggafondeytiett comligurptionvditefrore theoekotg Yeije aeligwatiorand t he
firmvare further receives, in response to
10 server, the configuration data including at least one IP address of a peer VPN
device with which the network device will establish a tunnel, and port and protocol

numbers for traffic types to be allowed through the tunnel.

33. The network device of claim 31, wherein the network device comprises a router,
and the firmware further receives, in response to the configuration request,
15 configuration data from the remote device configuration server, the configuration

data including access control list (ACL) information.

34. A machine-readable medium having stored thereon data representing instructions
that, if executed by a processor of a network device, cause the processor to:
detect the presence of a storage device containing therein addressability data that
20 allows the network device to communicate and be addressable within a
network environment in which it will be functioning;
receive the addressability data by using a protocol associated with the storage
device to transport the addressability data from the storage device to the
network device; and
25 establish addressability of the network device to enable it to communicate with and

be addressed by other nodes in the network environment by configuring
34



the configuration request, configuration data fromthe renote device
configuration 10 server, the configuration data including at |east one IP
addr ess oWwoen3pmeexss VPN device with which the network devi aeTmwdok/2es9r abl i sh
a tunnel, and port and protocol nunbers for traffic types to be all owed

t hrough the tunnel. 33. The network device of claim31, wherein the network
devi ce conprises a ¢h0ut Abre addiash fahencidrs ofinhe eetfvorkidadre basekipoadhe i n response
to the configuration request, 15 configuration data fromthe renote device
configuration serverdretdabiligotafa. gurati on data including access control |ist
(ACL) information. 34. A machi ne-readabl e nedi um having stored thereon data
representing instructions, that, if.execyted b : f a network
devi ce, cddse TlPFemi‘ﬁhB’t?éE%d@Pleflﬁfhunb%ftciadT%'tz{ hvé'lq%?}e{gh%na@gl%%sg ﬁlggé(%ag‘r age devi ce
containing therein. addressability data that 20 allows the network device to

comuni cat e ant"H&5&ddressable within a network environnment in which it

w 'l be functi 9piipek InfepieePittocbhgP)addicesdatie netvpriddvey using a protocol
associated with the storage device to transport the addressability data
fromthe storag@cadPiscimet matkfer thaettworkdedisei ce; and 25 establish
addressability of the network device to enable jt to communicate with and
be addressed bgn B’tWresﬁ@é@sm%wﬂ}h%d?f@tlwwaéﬁ?fitL%‘?ﬁ%?’f BYCedAti guring 34 WO
03/ 026255 PCT/ USQ2/ 26897. one or .nore .addr. raneters of the network
devi ce based upbH %Cﬁéess %QPJF@Q@&%W? f%}lﬁglértaggé%g%ﬁe machi ne-r eadabl e medi um

of claim 34, wherein the addressability data conprises: 5 a unique

| nternet B0t oGl noliflc A RSfodi @ of HaNSE wakkindRyingiaiction ol | P subnet
mask for the networ evice; an | P address associated with a default

gat ewayy for thecngkwakkctibayivaieh, ifadcutedby fe acdessers caybe he PEseE tevi ce
configuration server. _ .
transmit a configuration request to the remote device configuration server, the
configuration request including security data based upon information retrieved

from the storage device.

37.  The machine-readable medium of claim 34, wherein the network device comprises
15 a virtual private network (VPN) device, and wherein the instructions further
include instructions which, if executed by the processor, cause the processor to
receive, in response to the configuration request, configuration data from the
remote device configuration server, the configuration data including at least one IP
address of a peer VPN device with which the network device will establish a

20 tunnel, and port and protocol numbers for traffic types to be allowed through the

tunnel.
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36. The machi ne-readabl e nedi um of claim 34, wherein the instructions
further 10 include instructions which, if executed by the processor, cause
t he procew®om3/esstransnt a configuration request to the rGaMuRoe/268vi ce
configuration server, the configuration request including security data
based upon information retrieved fromthe storage device. 37. The

machi ne-readabl e nmedi um of claim 34, wherein the network device conprises

15 a virtygl pRiNAK& JTREMBYiKg & WENpridievice eompnisihgnher ei n the instructions
further include instructions which, if executed by the processor, cause
the processor pevidirgeaichegrkideviesponse to the configuration request,

configuration data fromthe renote device confi -0 he
configuration swvisingidadyagtoken odaeacs 3‘8&1 alf'%Sl laagége@ élﬂ%? mgg Beélg ?f t\};%N devi ce

wi th which the network revgﬁg will establish a 20 tunnel, and port and
prot ocol nunbers f oPeYP f?lc’types to be allowed through the tunnel. 35 WD

03/ 026255 PCT/ gl%%%n%@iﬁgz noRRelaflemRitedofhie Bephay taign aitheddosskbiliavi ce
conprising: providing a network device; providing a hardware token to
interface with a degitgnatiecheprakidsiianivhigh porapatis ofayomatigaliydpiietnaaice; 5
programm ng a non-vol atile menory of the hardware token wit ressability
data for the netmnrwkmgwﬂn@yPWWP@Weﬁ§n8aﬁ5%@%”@Wh%ﬂ?%ﬁﬁ?ﬁ%ﬁﬂF@gg%?tiating

an addressability phas g%gg&gggg%ﬂgﬁ%vgﬁ?%nﬁgfo% %0508, AEHACRaRind he

hardware token on i ohing port, the addressability
phase causing the gﬁtnvé?wgol?]tc GENLGE réchv% Beeli¥esshhiftyad el fesms R ihbidinredat a from
an

the hardware 10 tok ransition froma current configuration to an
ni tial operat ng  GARh LGV IO oM Aol cohfiynetionso kn el oeersiag
communicate and be addressable within a predetermn ned network environnent;
and separately shi ppbffgutdtiennewoh thedetworledeying caheonpReHsEhHEPest or age
device to a .

addressable within a predetermined network environment; and

separately shipping the network device and the programmed storage device to a
network site at which the network device will be installed within the

15 predetermined network environment.

39.  The method of claim 38, wherein the network device is capable of automatically

initiating a configuration phase in response to the completion of the addressability

phase, during which the network device transmits a configuration request to a

remote configuration server responsible for managing access to a remote

20 configuration database, the method further comprising:

uploading configuration data for the network device into the remote configuration
database and associating the configuration data with a unique set of security
data; and

programming the non-volatile memory of the hardware token with the unique set

25 of security data to be provided to the network device for inclusion with the

configuration request.

40.  The method of claim 38, wherein the addressability data comprises:
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network site at which the network device wll be installed within the 15
predeterm ned network environnment. 39. The nethod of claim 38, wherein the
net wor k dewd @@2625capabl e of automatically initiating a camfusgparesdron
phase in response to the conpletion of the addressability phase, during
whi ch the network device transmts a configuration request to a renote

configuration §§ﬁ1§%1nfe%§a@9fb§dcbi Yfdatiresefoae ngwarkodesset 0 a renmote 20
configuration database, the nmethod further conprising: uploading

configuration gakal IPaubrtchmaskefbomibe ketdexkidsgictint o t he renote conf | guration
dat abase and associating the confi ur tion d? WI ho&dg é’,]ld set of
security dat apn Rreddmsesesiivh ith g detpE el {7 nory - or 4 har dwar e

token with the uni qqlé}f‘éf quWowc{eWc? o‘{ﬁigﬁrﬁt@?ste?véo be provi ded to the

networ k devi ce®! §r@ configuration request. 40. The
met hod of claim 38, wherein the addressability data conprises: 36 WO

037026255 HCT/ %Qg{e&gg%? claifh 300 ivBERIn hé Stnet dBriot amglris¢d Pyirtaa drieds f or t he
net wor K deV| ce; ocal |P subnet mask for the network devic an | P

addr ess associ ab@@rivi\iN)aledieé,and the genizaneayion éata?mprﬁé% Hogast ‘H’éj?c and an
| P address of a renote device conflglur atlt?‘n serée éL St;[)ﬂgq thod of
cl ai m 39, wher eildresshd apeeriBPk deyEsgive f aghyo VIF? pri vat e network

(VPN) device, and the, confi.guration QPBetheP address
of a peer VPN d‘é\??l'zén‘\il\i’qrhar\%fg?lr%tﬂcgtl H‘émge?% f &gﬁgw ?%tz) k@mralll)@%gt}[hgb |gﬁ a

tunnel, and port and protocol nunbers for traffic types to be allowed
through t he JWWer 10 42. The nethod of claim4l1l, wherein in response to
receiving the configuration data, the network device causes, a tunnel to be
est abl {ghegh Wi thetrihdiadicladoN] deheraiein redpomsed regeiving Hisi conigiriiandata,

the network device causes a tunnel to be established with the peer VPN device

through a transit network.

43.  The method of claim 38, wherein the network device comprises a router.

44.  The method of claim 38, wherein the designated provisioning port comprises an

15 asynchronous EIA232-compliant communications port.

45. A method of installing a network device comprising:
receiving delivery of a network device that is capable of automatically initiating an
addressability phase in response to detecting the presence of a hardware
token on a designated provisioning port of the network device;
20 receiving delivery of a hardware token, the hardware token to interface with the
designated provisioning port of the network device, the hardware token
including a non-volatile, programmable memory having stored therein

addressability data to place the network device in an initial operating state

in which the network device can communicate and be addressable within a

25 predetermined network environment;
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43. The nethod of claim 38, wherein the network device conprises a router.
44, The nethod of claim 3 8, wherein the designated provisioning port
conpr i seswann3/e&@sasynchr onous El A232-conpl i ant conmuni cat iRETaUPORLESI745. A
met hod of installing a network device conprising: receiving delivery of a
network device that is capable of automatically initiating an

addr essabi | i t yoopham@atifely ESPOASHe hawdit deeict nithtieepraiecesaimed ngivok har dwar e

t oken on a designated provisioning port of the network device; 20 receiving
delivery of a har dwavieonirgkgrnd t he hardware token to interface with the

desi gnated provisioning port of the netwark device, the hardware t.oken

i ncluding a ndﬁﬁﬁﬁm%ﬁ$P@§ﬂ§¢%6¥§ﬁﬁﬁﬁyg° H%W§%W§W?ﬁﬁd§P5?gﬁ%F%gﬁgﬁn
addressability data to.pl.ace ViG8aikhodhe hdivbikdkvioPgr at i ng
state in which thé”%%?@%?%?oe@ﬁ%%%%gﬁkggﬂﬁﬂ%@cgfeggnd be addr essabl e

Wi thinsa 25 predet g8} RRAMSIMAIH PRAICHQIMERRAS hetwdrk MO/ 062560
PCT/ US02/ 26897 conmuni catively coupling the network device with the

pr edet er m ned net waidKressabiVityr dacenfisomh the dadiwiard toleatane transiteondtiur eyt | i ty phase
by coupling the hardware token to the designated, provisioning port of the
networ k devi ce and avafigiratipnttptheruitighopradna OBBSW#HIB: hoot, the addressability
phase causing the network device to receive the addressability data from

t he hard t ok it £ - ' ' th

it ofbr at THGPEBRT P Aot e e STl oL Ek Bt S e

non-vol ati | e, f?d’rﬁ)\%r@mphﬁh@w HasQforddBereii@nEWaE Rich@ke Assadigiel kaRal | y has
ntiti

stored therein a unique Ide er associated wwth a 10 set of

confi ggration gabacduburhtich e fopthls neievilcieviRadndttaré th 4 rmater enot e
configuration database, and wherein the network device is capabl e of

aut omati cal |y canfighiation degabase; ausf wiepnein theantweiladeyiders papaile pantagaticglipl et i on
of the addressability phase, during which the netmgrk ggvicgrgauses t he
set of confi guiniatisg a gafiguyatiop ghase in‘response to completion of the addressability

phase, during which the network device causes the set of configuration data to be
delivered to the network device by transmitting a configuration request including
15 the unique identifier to a remote configuration server that is responsible for

managing access to the remote configuration database.

47.  The method of claim 45, wherein the addressability data comprises:
a unique Internet Protocol (IP) address for the network device;
a local IP subnet mask for the network device;
20 an IP address associated with a default gateway for the network device; and

an IP address of a remote device configuration server.

48.  The method of claim 46, wherein the network device comprises a virtual private
network (VPN) device, and the set of configuration data comprises at least one IP
address of a peer VPN device with which the network device will establish a
25 tunnel, and port and protocol numbers for traffic types to be allowed through the

tunnel.
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delivered to the network device by transmtting a configuration request
including 15 the unique identifier to a renote configuration server that is
responsi biv® @3are625aanagi ng access to the renote confi gur at iraT/Gkarataze. 47.
The net hod of claim45, wherein the addressability data conprises: a

uni que Internet Protocol (IP) address for the network device; a local IP
subnet mask for the network device; 20 an | P address associated with a

def aul t gapewayhd @ethbdlef FginMs; Wheteiniit szspanelto regeiviis thd dordigeragpn datt.enot e
device configuration server. 48. The nethod of claim 46, erein the
network, devi céeaetark dedeepaydes ¢ tranelsp bs established pidthe RogPNFNGEV e, and the
set of configuration data conprises at |east one IP address of a peer VPN
devi ce with whilBpraRdrandt DSPR ™ devi ce wi |l establish a 25 tunnel, and port
and protocol nunbers for traffic types to be allowed through the tunnel.

38 WO 03/ 486255y PEEPIPLRAH whdidin HbReciBIRAcO borkfrieem hilicrwher i n | 1

response to recelving the configuration data, the network device causes a
tunnel to be established with the peer VPN device through a transit
networls. 0. ThHae methoddf ohincd Jiwierth) theviestgapted PIOFisiPAIZAROK CABYII¥E 3B onpr i ses a
router. 5 51. The nethod of claim45, wherei.n the designated provisioning
port conpri ses agmchigagusdi Aot ARSI R c onmuni cat i ons port. 52. A
nmet hod of delivering a network device conprising: shipping a fully

operati on?# net vvorghp(ge i Ge h@cﬁftﬁé‘){ced:%&%%ih configuration to a
cust oner @tvvo_r‘AkmS Ogéeq&/ﬁrilr%haﬁe e networ evi %e will be installed within
10 a predeter msﬂﬁoﬁing%?fw SpePivhd] AR devicBen NRLWEY defalndonfigeationlib e of
automatically inrtidting an addressability phase in response to detecting
the presence of an gxémérmeiworkisierat sickiteerblek demee witlsbe dvitalled gitbinage
device on a designated provisioning port of the network devil ce; and
10 a predetermined network environment, the network device capable of
automatically initiating an addressability phase in response to detecting the
presence of an external, user-serviceable smart hardware storage device on
a designated provisioning port of the network device; and
if the customer has requested an automated provisioning feature, then
15 programming an external, user-serviceable smart hardware storage device
with addressability data for the network device, the smart hardware
storage device to interface with the designated provisioning port of
the network device and cause the addressability phase to be
initiated, the addressability phase causing the addressability data to
20 be transferred from the smart hardware storage device to the
network device and enabling the network device to transition from
the factory default configuration to an initial operating
configuration in which the network device can communicate and be
addressable within the predetermined network environment, and

25 shipping the programmed smart hardware storage device to the customer

network site.
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if the custoner has requested an automated provisioning feature, then 15
programm ng an external, user-serviceable smart hardware storage device
wi t h addrexs@néissy data for the network device, the smartPdrarsinacsy?
storage device to interface with the designated provisioning port of the
networ k devi ce and cause the addressability phase to be initiated, the
addressability phase causing the addressability data to 20 be transferred
fromthe sgrartThanhewed & csinrsagehden ilemetvork Aevicerietapeblk ofimyoraasicaltl enabl i ng
the network device to transition from the factory default, configuration to
an initial opeinaiiinga codighiatjon phapoin rpwonmit%weﬁmp%%%ﬁ% AR IBan
comruni cate and be addressable within the edet ] k

envi ronnent, apidsegudrg BhCH HePRRYOH: e@fﬁcﬁﬁtﬁq’éﬁﬁ ar ﬁ#}‘gart %g?cgl%gst}t{%éage devi ce
to the custonmer network sit 03/, 2hGh&97 53. The

met hod of cl ai Ii% © %"}%t?c’r? S?ngsx%%%%?% f@é@iﬁggnggcggﬁgbl e of automatically
initiating a copfil.guriat dRdbaR)@eendtibdrfasieosapisng he conpl etion of the
addresSability phase, during which the network device transpits a

confi guration fseatsd configaationehist fer the nétivguk device inte the yairote eXBEHE!SN e f or
managi ng access to a renote 5 confi gur ati on dat abase, t.he n§t oglu{ rther
conpri si ng: upl oadi drgabessremd gesoaiatingriie saniispighon ¢al2 WK QUPIUGEUICE TN o the
renote configuration database and associating the configuration data with
a uni que set of sec@ﬁlﬁaﬂ} data; and progranmm ng the smart hardware storage

device with the uni t Glfd difagelilyidathan iR RRupE@\E sedrityo t he
networ k devi ceP¥X Fanllqﬁ@gﬁlgiscr)nﬁhv}&%?h t he aggon?]i gurati onﬁ]r equest. 54. The

met hodjof cl ai m 52, whgtRichréhicedad dicassabi ddvioe foaneusonpith hes:  a uni que
Internet Protocol (I1P) address for the network device;
configuration request.
54.  The method of claim 52, wherein the addressability data comprises:
a unique Internet Protocol (IP) address for the network device;
a local IP subnet mask for the network device;

15 an IP address associated with a default gateway f(?r the network device; and

an IP address of a remote device configuration server.

55 The method of claim 53, wherein the network device comprises a virtual private
network (VPN) device, and the configuration data comprises at Jeast one IP
address of a peer VPN device with which the network device will establish a

20 tunnel, and port and protocol numbers for traffic types to be allowed through the

tunnel.

56.  The method of claim 55, wherein in response to receiving the configuration data,

the network device causes a tunnel to be established with the peer VPN device

through a transit network.

95 57.  The method of claim 52, wherein the network device comprises a router.
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a local IP subnet mask for the network device; 15 an | P address associ at ed
with a default gateway for the network device; and an |IP address of a
renot e dewiocws/ee3fi gurati on server. 55. The net hod of cl airaTao02ebrei n t he
networ k device conprises a virtual private network (VPN) device, and the
configuration data conprises at |east one IP address of a peer VPN device
w th which_the _petwar evice will establish a 20 tunnel, and port and
protocol minberde \Aquyat"gfllﬂl“&?%’%@?“%@e Bes i SIP1ed REXYISIRHGRSH COmEriseg @hinel . 56.
The met hod of ' 20 {0 Jresponse.to receiving the configuration
data, the net i Cmgggﬁlscégﬁg%é%nsphﬁn{cﬁnrrlréqmctatcl)orgé)og'stabI ished wth the peer
VPN device through a transit network. 25 57. The nethod of claim 52,

wher ei n t h®. netThe itetid\oif €Rint SZTPVHefe@Stha nét@uikelevice 48 MOpRB3{AREA 3 mart

PCT/ US02/ 26897 58. The net hod of claim52, wherein the designated

provi si oni ng pderdvwerssieregeedsvign arshippdi sopayatsly b 42 38staoerpletvantt sitonmuni cat i ons
port. 59. The nethod of claimb52, wherein the network device and the

progra snar. har re. storage.device are shipped separately to the

custo rrerg;m g6e0t wor R érleﬁ%gvggcéﬁ? 5 # P@%W& %Broé'fam(’frfegismag 5?%@8&? 3e9R¥Hr ogr ammed

smart hardware ; : i Lt er f. 1 i t rovi sionin

port of the netu\%/tvt%fr? cg%g@?%\eé dg}?elgnait)érzl{ﬁ%‘);lﬁ&ﬁn%% l}gﬂit %tﬂrtlaeﬁrreet‘gd% gtdgvrlge\?/i?%lgesqr 41 °
more intermediate devices.
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