-1- £'Conputer System dnd Key Input Apparatus for. use in ﬁze(z%:;h4é¢SL;l-
System " The present <invention relates to a-key data input apparatus and,
nore particularly, to a key data input apparatus for use in a conputer :
system In recent years, the illegal copy of conputer 5 prograns has
a serious problemand it is necessary to prevent such an illegal copyfa
to protect software by taking sone countetnkasures. As nethods for >

preventing the copy of co ogl 2By | r met Rod .
whereby by using a 10 spegEg S&ggﬁigfﬂ% n@i&i%@%ﬁ&%ﬁa‘aﬁﬁ@r ecor ded
on a-~ecordi ng nmedium (for ; T 1 I mpossi bl e

to réad out the program stored on the recording neaiunlby an ordinary
re?dlng nmet hod, and a met hod whereby by giving a special design to the 15
sof tware program although the program.,can be read out fromthe recordi ng
medi um copi ed} the operati FR9 PHeFEY WARERELQR eSS §Q %Qé%’ﬁt%a?%e
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nmet hod which is nerely conszlélgq{e%%g{#)\ryeé%%% tiﬁ?e rf’fﬂé’éf%éﬁf'é’f“ cgtﬁputer

The present invention is. na
5 programs has become a serious problem and it is

necessary to prevent such an illegal copy and to
protect software by taking some countermeasures. As
-methods foi preventing fhé copy of computer programs,
in general, there are a method whereby by using a
10 special rgcording method when a program is recorded on
a recording medium (for example, a floppy disk), it
is made impossible to read out the program stored on
the recording ﬁedium bj an ordinary reading method,
and a method whereby by giving a special design to the
15 software program, although the program can be read
out from the recordiﬁg medium copied, the operation
— ié locked when a user tries to execute the program
read out. However, when a new copy preventing method
is adopted, a method to releaée this preventing means
20 is considered in correspondencé to this new copy
preventihg ﬁethod; consequently, it is the actﬁal
circumstances that such a_probleﬁ cannot be solved by
a cbpy_preventing method which is mefely considergd for
~only the recording medium.

25 The present invention is made to solve the



-;2 - foregoing problemand it is an object of the invention:to provide a
key data input apparatus having a copy preventing function of a program

which is executed in a conputer system 5 .1 n.accordance with the -

Aventon, a key data input apparatus, for use in a conputer system

| ses: key input neans for generating an output code corresponding to a
bosNY oh of a key pressed by an operat®r= 10 attachi ng neans for
At tachi/ng at | east one nenory device in which predeterm ned data is stored;
cqMrupf cati ng Eya0 ' + L0 | cat i | (§“q%g r _of the

system a %Ii@gnP?% %rlga%g‘,ia]égn%@eg%dé%%g%\i%df rI:tetg)/ei npu - nrn::an%*-,-

sai d attachi ngtgeppsvead &akéyCastanispht NSppEedsus fivImki Nkddy POSSi b
to transfer the output code fromsaid key input neans to said conputer
t hrough sai d cprevwentahgngunesisn ofieseprogram wioheh N € adxe@tteinin i
adapted 20 such that it can communicate wth said conputer only when the
menory devi ce competeongysfemo a software which is executed by the conputer
in said conputer systemis properly attached to said attaching neans. In
the operat?on of the cbApaceprdyncenyiththesinvwentitn rearkeolatal s an

i nhi bition and,a perm ssion of the communi'cation through said comuni cating
means input apparatus, for use in a computer system, comprises:

key input'means for generating an output code
corresponddng to a position of a key pressed by an

operator;

10 attaching means for attaching at least one -\

memory device in which predetermined data is stored;
communicating means for performing a communication
with a éomputer of the computer system; and
 control means, connécted to said key input
15 means, said attaching means and said communicating
means, for making it possible.to transfer the ouiput
code from said key input means to said computer through
saia communicating means,
wherein said communicating means is adapted
20 ﬁuch that it can communicate with said computer only
when the memory device dorresponding to a software which
is executed by the.computer ih said computer system is
properly attached to said attaching means. |
In the operation of the computer system, said
25 contfol means controls an inhibition and é permission
of the communication through said communicating means

between the computer in said computer system and said key



Y

bet wéen the conputer in" said conmputer system and said key data i nput
apparatus, and only when the nenory device corresponding to the software
wht ch is executed by said conputer is properly attached to said attach
means, said control neans permts said communicating neans to 5

communi cate with said conputer. In accordance with the invention, a
conmput er system i ncludes user-operable inp eans for providing user

trol of 3 || ed t of,th t t d
communi cati on' neafthi MRPRG FRRATARYS . (ARG RRLY et fhe MENRTY e
mre- trol , ' ter.
ot et e arrangedtt 5E2kbndlng 6o CHDLSEcoaee S ML JhdIE COBY lia

storage nmeans andchbRp@tbevis h?r&BéTFHF'i LA HedB8) 54 ldttadilihg means,
user-operabl e input neans to the programe- 15 controlled part of the

conput er system 084¥di BohBELoD RELNE EpEFmi©d bRl AR EDI dBSIY diddthd to
predeterm ned respects with programe data to be executed by the

progr anme- conbr ol tefimpaitaté with coabdit esmpyiséem Preferably, the conputer
systemis arranged 20 to operate initially in a first state in which
enquiry data fromthe profnaanecordmnce|with pthe inverdnion o a monipyher neans
whi ch can send only rel ease data, and, follow ng the exchange of correct
rel ease data for 8¥stemiiycludes usepmeperable v dwansg £Qr iBrawiding he

25 sendi ng of release data by the input means is prevented '
g user controY of ap ogramme—contéglleé]part of the com-

puter system, and coﬁmuﬁic#tion means linking the user-
\_) 10 operable input means to the programme-controlled part

of £he'computer system, wherein the computer system is '
arranged to check for reiease data provided by release-
data storage means and to allow the cbmmunication means
to link the user-operable input means to the programme-

15 controlled patt of the computer system only in the
presence of release data corresponding in predetermined
respects with programﬁe data to be execuﬁed by the
progrémme-controlled'part of the computer system.

éreferably, the computer system is arranged

20 to operate initially in a first state in which enquiry
data from the proétamme-cbntrolled part is sen£ to the
input ﬁeans which can send'only release data, and,
following the exchange of correct release data for en-
quiry d&ta, to operate ih a second state in which the

25 sending of release data by the input means is prevented
and only the.exchange of'bperational data is permitted.

In accordance with the invention, a computer



and only the exchange of operational data is permitted. In accordance wth
the invention, a conputer system conpri ses: ‘keyboard' i nput neans for
ting output codes corresponding to key presses, .attachi ng neans -
LOnghng to the keyboard nmeans 5 for attaching at | east one nenory
iwcke i» which pre- determned data is stored, communicating neans between
ybdard i nput neans and programe-gxecuti on neans of the conputer
' nd, 10 control neans connected to the attachi ng neans and
nicating neans, for naking it possible to transfer the out put '
fom saf ¥ Y FRARF 3 %Pt neans to the programme-execution neansggé
t he conputer system wherein,the onnunicg%én means . .S so.arranged 15%% hat
it can communicate m’i??e?%aer%rw%ﬁ‘éﬁaé?e 5 Wiﬁf&n@nlwt\% cggﬁﬁm)ry
devi ce incl udidig- 44 & '{E“kégﬂ Sfdd£sponding to progranme data to be
executed by the conputer System’ properly attached to the attaching
means. 20 | ¢ ECIORRY ald s Ye lldIRY IHYTRY &hes Kely®iHadd @it 1 ol
nmeans controls the comuni cating neans between the keyboard input neans and
the progranmrefex ecttdciinpats adthonmd muraly iR ianehidhTigre-
comuni cation only when the nenory device corresponding to the progranme
determined data is stored,
communicating means between the keyboard input
means and programme-execution means of the computer
system; and, o
s , v,
10 control means connected to the attaching means
and the communicating means, for making it possible to
transfer the output codes from said keyboard input means -
to the programme-execution means of the computer system,
wherein the communicating means is so arranged
15 that it can communicate with the programme-execution
means only when a memory device including predetermined
data corresponding to programme data to be executed by
the computer system is properly attached to the attaching
means. ' ' /
20 In the operation of the computer system, the
control means controls the communicating means between
the keyboard input means and the programme-execution
means of the computer system, and permits communication
only when the memory device corresponding to the programme

25 data which is to be executed by the computer system

is properly attached to the attaching means.



25 dgata which is to be executed by the conputer systemis properly attached
to the attachi ng neans. 5 In the invention, an attention is
paid to the point such that the user exeggtes a conputer programthrough-a
key data input apparatus (for exanple, a keyboard) as one of periphers
appar atuses of a conputer system Conventional copy preventing nethogf
10 considered mainly for the recording nmedium: On the other hand, the
i nvention has a feature such that a conputer software is protected by\
conbi nati on of a conputer program and a key data input apparatus.
Practrcal |l y speaking by use of a proper 15 exanple, a software maker
suppl s a software programto a user and a read only menory (hereinafter,
sinply referred to as a "ROM') in which the particular infor- mation (for

exanpl e, gdes) relative to tm rogramwere witten or Q#igles t oget her
with the pPogram 20 t he P & &t”é’ ard i3 YRPR He® 1 oA gtR®M was

i nstall ed. ‘rll'he user g%%u'glét Ql%ce%[o an%éep%gau%g t he keyboard?rgnl y by
inserting t i &

The computer SES Bé‘d’%r RayCiaste, L #&ﬂ%cme- s%ﬁeﬁgg’i"o' the
programis Inﬁgggggﬁwt As! Bhel B0 Pl e bﬁb%&geé *@fpéoecsxaﬁ@étéi the

conputer main eterm nes tha SUI 'S not insert
.system. Conventional copy preventing methods are

10 considered mainly for the recording medium. On the
other hand, the invention has a feature such that a
computer software is protected by a combination of a
computer program and a key data input apparatus.

Practically speaking by use of a proper -

15 example, a software maker supplies a software program to
a user and a read only memory (hereinafter, simply
referred to as a "ROM") in which the particular infor-

' mation (for example, cedes) relative to this program
were written or supplies, together with the program,

20 the dedicated keyboard in which the foregoing ROM was
installed; The ueer can execute the program through
the keyboard only by inserting this ROM into a proper

" location in the keyboard which is designated by the
program or by using £he dedicated keyboafd supplied.

25 The computer mein body checks tb see‘if the ROM corre-
sponding to the program is inserted into the keyboard
or not by'way of the program. If the computer main

body determines that the suitable ROM is not inserted



1 into the keyboard, t he conputer main body rejects the conmunication
with the keyboard, that is, t he nunber of keyboards which can be used for
the programis limted to the nunber “of (ordinarily, one ROV which -
5 added to the progr d are supplled Therefore, even if the user
uhd il +eghlk@ éasy?qeb{ ¥ e tSRBORBRT elapRogPEN dairittDeth&ecut ed by
~grdi nary keyboard. In d|t|on the present invention is constituted
3 t hat aCﬁMPaFLFﬁ#W éﬁﬁ“ptlb%/ YRe218 : REVB twABeh tdier MMRRIHEMEi ng on
e/kinds of the ogr can be inserted into the keyboard. . In this way,
nin thet EXQEa%ﬁérgaﬁﬁ? VAFRC t RRTkEPBoRFRSEETOA® N Mg-ehe
i nvention can %gecute a cegxg £A§9d%n] he cannot exepute the ot her kisds
of prograns-25e5pPEREY &fa é}' LLPTheY + aBBFe ROYGt ¢ &HFf be nore

certainl prao ted use of the key_ data input .app atuesaccordlng to the
present %ﬁ%gg 2 Tﬁé a@fﬂ?%ﬁﬂi%ﬁ% ?r%beBPgleFeat ARF®0  advant ages

o e e By R et g brate ARl PR ﬁf%'r.r"?g““afﬁ’q Sa e
schematic atﬁagg%g%é%dq%QQQQQ%pfcéggbgngggégg @ﬁ%ﬁa?“ke boaQﬁéff t he

present invention o 3 %homnng an

exanpl e of {peyngheaki NG PR Al £ JEOftﬁeCBQBQESL Talntion is

constituted such that a plurality of copy preventing

10 ROMs which differ depending on the kinds of the programs
can be inserted into the keyboard. 1In this way, even N,
in the case where the user having the keyboard
according to the invention can execute a certain
program, he cannot execute the other kinds of programs
15 copied illegally.

As described above, software can be more
certainly protected by use of the key data input
apparatus according to the present invention.

The above and other objects, features and

20 advantages of the present invention will be more clear
from the following description with reference to the
eccompanying drawings, in which:

| Fig. 1 is a schematic afréngemenﬁ diagram of
one embo&iment of a keyboard of the present invention:;

25 Fig. 2 is a schematic flowchart shewing an
example of the checking operation of z computer main
body to which the keyboard shown in Fig. 1 is connected;

ané



body to which the. keyboard shown in Fig. 1.is connected; and 1

Fig.\3 is a perspective view showi ng a.schenat’ic atrrangenent of a conputer
systemto which the invention t is appliedy -One enbodi ment of a key data

i nput apparatus 5 according to the present invention wll now be described/ -
hereicnbel oy wi th referengegt o3t he dr peidgectiive Widw sh&eDRERRI &chematic [ |
arra&genent di agram of a keyboard of one enbodi nent of the invention. In ;
the diagram idrfakgshentdot, at Bomputes Rv@HdRko ik erhéal nPeACESS NG
unit (hereinafter, referred to as a "CPU') 10 to control the operation of
t he keyboard ILis aaptdMdéd.to store the keyboard operation program show ng
t he psetedure of the operation of the CPU 10; a key switch circuit 12 to
gener a-e an out put indi cahevenbbdimkntthe pasikeordota theokeyappagaedsby the
program user who operates the keyboard; a keyboard control circuit 13 to
decode t he keyaszardtont tol thadpkegepdsiiniventuidrpwibl nde keydesicirdbed
circuit 12 into the key input data; a serial data transfer circuit 14 which
converts 20 thereionkélodaviathr oefaremqeuttsy the Mdbawlingsin t he conputer
systeminto the parallel data and converts the parallel data fromthe -
keyboard 1 into the seriBigdalaignd skdenatismimngendnt c@ipgram mi n

body 2, thereby perform ng a conmunication between the conputer
of a keyboard of one embodiment of the invention. 1In

. the diagram, in a keyboard 1, there are provided: a
10 central processing unit (hereinafter, referred to as a
\Q' ~ "CPU") 10 to control the operaticn of the keyboard
| l1; 2 ROM 11 to store the kéyboard operation program
showing the procedure of the operation of the CPU 10;
a key switch circuit 12 to generate an output indicétive
15 o©of the position of the key presseé by the program user
who operates the keyboard; a keyboard control circuit
13 +o decode the key scan control and key position
output of the key switch circuit 12 into the key input
data; a serial data transfer circuit 14 which converts
U 20 the serail édata from a computer main body 2 in the
computer system into the.parallelldata and converts
the parallel data from the keyboard 1 into the serial
data and then transmits to the computer main body 2,
thereby performing a communication between the computer
25 main body 2 and the keyboard l; a reception data buffer
RAM 15 to temporarily store the data which is trans-
'mitfed from the computer main body 2 through the transfer

circuit 14 anéd to transmit the'data +o0 the CPU 10 in



25; mai n body 2 and the keyboard 1; a reception data buffer RAM 15 to
tepmerarily store the data which.is trans- nmitted from the conputer main
hody 2 through the transfer circuit T4 @nt to transnit . the data to the CPU .

101 timed relation to the data read of the CPU 10: a-d a plurality
’ ﬁsertt-f"ﬁ& §@é+@§t-s°’{ rQ |che crbarreafned whecked dlir 34y of RO

_gan be |nstalled ese ROV are the characteristic conmponents 5 in

vent i 8nPaRd agrdd rﬁQ%xF%%%EglﬁﬁlEHCHFFFeﬁ¢vn -deperiience on the
prograns which.are exec ted: e conB yter systemare stored in the ROV
[err] to [ePp] L0dspEECR i3 A EY enB@MiuRaral- <16 d’qncﬁ"‘e”sl%ﬁl addr ess
bus to transfer ddress_si 0 U 10. erI decobting
t he address EF&ﬁgq %ﬂ %ﬁ%esa%%'%@& ‘-f)trg E’Eﬁc%@c’fﬁﬁ&ﬁé}/ 'Y R

SEHOER IR AT
sh v 1 SRR VG et il S SRR T,
Bng§brlrﬁe§B§?%L'Qn ference %o g%tgggé 9& LP% §é§e%gkg¥ﬁﬂilqps%é%%ltggPa
transfer ciggyllyld %”d:éf@r&?é@%&ﬁegﬁi”ﬁoﬁén%t% SPMEHEL bus
v to trarnsfer an address signal from the CPU 10. By
10 properly decoding the address signal on this address bus,
each component element in the keyboaré is selected or
ah address in the memory-ié designated. Althcugh not
shown, various kinds of centrol lines are also supplied
from the CPU 10 to respective component elements. A
15 data bus 17 serves to transfer data which is outputted
from the CPU 10 to each component element, and vice
versa.
The operation of one embodiment of the present
invention will then be explained with refefence to
20 Fig. 1. |
In the diagram, the serial data transfer
circuit 14 anéd the computer main body 2 are connected
by a communication cable 21.. Inlthe case of this
embodiment, the transmission and reception of data
25 between the trahsfer circuit 14 and the computer main
. body 2 are performeé by way of an asynchronous data
communication system_in_which_the data iength is eight

bits and no parity bit is used ané the stop bit is 1



by a communi cation cabl'e 21. In the case of this enbodi nent, the
transki ssi on and reception of data 25 between the transfer circuit 14 and
the conmputer nmain body 2 are performed by-@ay. of an asynchronous data
conmmuni cation systemin which the data length is eight bits and no parit

bit is usedlandHdweitaprér} thRis$ system( Her eigmfdrye 4diss systesrisl
referred to as a "serial transfer systent) Wen the conputer systemis
activated, accofrknshetysysbemn”a.power supply of the keyboard 1 is turned 5-
on, the CPU 10 initializes the keyboard 1 in accordance with the programin
the RGM 11. In this enbodiWhent theheofiPutkd syistemed g ramsieated| cactotd-i n
such a&=manner that although the transfer circuit 14 can receive the data
fromthe conputisrglmi rwihedya2powercanpplyl®f rresieyhdmrdial aiér burnkd
keyboard 1 to the conputer main body 2. Thereafter, in accordance with the
state instridction deher ¢PYrlexanpksalazgseddiee kavisrrSQ |inogecerdannee)
which is transmtted fromthe conputer 15 main body 2 to the keyboard 1,
the CPU 10 of tWietlethe npapdramsans thee ROMaddier It rihis ambodimentther one
of the foIIcerEE;hree'states (%g, b) and (c), of the keyboard 1. (a) The
state in that tHe dR@ 1PofetRethe toapsifer minFWodyld Fanseehracei ved and

only the data : :
manner that although the transfer circuit 14 can receive
the data from the computer main body 2, it cannot
. 10 transmit the data from the keyboard 1 to the computer
\_ - main body 2.
| ‘Thereafter, in accordance with the state
instruction data (for example, a predetermined ASCII
code sequence) which_is transmitted from the computer
15 main body 2 to the keyboard 1, the CPU 10 of the key-
board 1 sets ﬁhe transfer circuit 14 into either one
of the following three states (a), {b) and (c) of the
‘kevboard 1.
(a) The state in that the data from the
W, 20 computer main body 2 caﬁ be received and only the data
in the copy preventing ROMs R1 to Rn in the keyboard 1
can be transmitted to the computer main body 2, but
the key codes typed by means of the keys on the keyboard
1 cannot be transmitted.
25 (b) The state in that the data from the
computer main7body 2 can be received and the key codes
typed by the keys oh the'keyboard l.can be transmitted

to the computer main body, but the data in the copy

o



he\copy preventing ROVs [err] to [err] in the Keybbard 1 can be

1 tted to the conputer main-body 2, but the key codes typed by neans
eys on the keyboard 1 cannot beCt+ansmtted. 25 i (b) Thes
»that the data from the ‘tonputer main body 2 can be received and
odpEev§pEUnpy ROMe Rqy$OIR | heakeyboae dttapanibeetransnitted to the
mai n body, but the data in the copy preventing ROVs [err] to
annot be transhictt eFhe tathheintthati thehdatahdérdat &hfer om t he
conputer main body 2 can be received simlarly to the initial state, but

the data fropmPHuEekefBaar §OBYc AN Pdhereceivedt sbuidaxdlyl tol rthehe
above-nentioned initial state, when a predeterm ned state instruction &gdta
(herei naf t ekD1Ehps §E8&SIs bdr dhvefatr afrem  theskerbgary lscammes nitted
fromthe conmputer main body 2 through a trans- 10 mssion data line 22 to
the keybvarke 1trgpemepiegoadetadtli-he transfer circuit 14 into the state (a). .
Thus, the conputer mai_n body 2 can read, out the content o the copy
preventing ROVE in t h&Rk&So/RP VEIRRLAPRed r bR pirdnSEaLE | WRED3,

However, in_this_state, 15 the key input data,fromthe keyboard I is not
read out yet.PRERELeFRERSShSHRe SRR YREIPRCERRG dRPICERe S STt ter, this

data is referred_.to as a "secon ' ) .
Ehls data is ré%%rréé to as a “"first code") is trans-

mitted from the computer main body 2 through a trans-

10 mission data line 22 to the keyboard 1, the CPU 10
sets the t:;nSfer circui; 14 into the state (a). '-LJ
Thus, the computer main body 2 can read out the content
of the co?y preventing ROMs in the keyboard 1 through
a reception data line 23. However, in this state,

15 +the key input data from the kevboard 1 is not read out
yvet.

Next, when another state instructing data

(hereinafter, this data is referred to as a "second
code") is transmitteé from the computer main body 2

20 to the keyboard 1, the CPU 10 transmits the contents
of the ROMs inserted in the ROM inserting sockets Sl
to Sn to the computer main body 2. In this case,
tﬁe contents of all of the ROMs inserted into the
sockets sl to Sn may be transmitted or the content of

25 only the ROM (for example, dnly the ROM Rn) corresponding
to the program which is executed by the computer main
body 2 may be transmitted. This selection in trans-

mission of the content of the ROM can be changed in



code") is transmtted fromthe conputer nmain body.2 20 to the keyboard. 4
the AGRU 10 transmits the contents of the ROVs: inserted in the ROMinsgfting
sockets Sto Sn to the conputer nmain body Q.-In this case, the conterfts o .
all of the ROVMs inserted into the sockets [err] to [err] may be tran m tQed.

or thg contant ddpidemré yohheh BObbethEienanping, ol thd rd¥daddn) .
corresponding to the programwhich is executed by the conputer nmain bydy 2
may be transmitted. This Bel ebéei compnteramai nmiesiyore oftidecenterstt of
ROM can be changed in 1 dependence on the specifications of the
program |In thefodputROMnbranboigted fremcdieekeyifodade RAS t claaskeft ed
from te keyboard 1 is checked. If the content coincides with the expected
one, the 5 conpul ethetenbedy godsréfmsnwd thhatha lextR@Meadromspoblle ing to
t he progran1to be executed is inserted in the keyboard 1. Thus, the

conput er 5n sBPwtexrmath bedrski g6 teamimes dinate the(ROMttonreapandThe
keyboar d 1 |s set into the state (b) in response to this another 10 state

i nstruction datid ke ¥RetRregrafetRePe; pFec e ifs ongertedybbathel is
accurately transmtted_to the conputer main body 2. Subsequentl t he
program of the k¥RRAEE Hmi nTBBay 2hes cosmitarednaim (Rodierd ofWrkaerhe data
transfer with the keyboard 1. In this enbodi- 15 nent, when the keyboard 1
is set into theEEARSBLE9) anghhert Eaksy inghruction datent ?%etﬁﬁybeﬁﬁéter

mai n-

1l is set into the state (b) in response to this another
10 state instruction data. Due to this, the kef input
k/:f data from the keyboard 1 is accurately transmitted
to the computer main body 2. Subsequently, the program
of the computer main body 2 is continued while performing
the data transfer with the keyboard 1. In this embodi-
15 ment, when the keyboard 1 is set into the state (b),
only the key input data is sent to the computer main
body 2 but the contents of the copy preventing ROMs Rl
to Rn cannot be read out from the computer main body
2. This is done to prevent the contents of the ROMs
20 Rl to R from being interpreted by the user when the
program operation is belng normally executed.

If it is decided that the content of the
copy preventing ROM from-fhe keyboara 1l is incorrect,
‘the computer main body 2 transmits still another state

25 ‘instruction daté to tﬁe keyboard 1. 1In response to
this data, the keyboard 1 is forcedly set into the

state (¢). Thereafter, the program in the computer

main body 2 cannot be executed.-



body 2 but the contents of the copy preventing ROMS R to Rn-cannot be read
fToom t he conmputer main body 2. This'is done to prevent the contents of
-04{ 20 Rl to Rn from being intetpyeted by the user when the program =

'o:era o i s being normal |y executed. If it is decided that the content of
the cAMipreventing ReM fdeagrikekegboved ini $henceseesthetehettomnput er nain
bpdy A2 trlansmts still another state 25 instruction data to the keyboard 1.

-Esporisexeygbolairsd datshowmel ke§board isi potocondiertest titthe he state
Thefeafter, the programin_the conputer main body 2 cannot be

{. compugescmaiat kafe? Pwatt hbecayd thhid femene KryheR1d shown in
Fig. 1 is not connected to the conputer main body 2 but.the quite diffegent
keyboar d ha¥fNg "o "CoFPRY R%RYE R ROVRAN! aEKRFG Llingamedns ddh-cBn- nect ed

t he conputer main 333{ 2 can reject, the execution of the program Even if
the keybdar BeEt€Rowtie qamputeT gnabAnketEdZ fRa asinfterthiiexeedyioncan
obvi ously reLecb t he execution of theggrogran1so | gng _as the ROM
correspondi g T3 REIFTARamEBePet ExERGt BEYPO2ZG L1FhavgeriFighetefore,

the software_can be nore sgcurely protected. Fig. 2 shows a schematic
f1 owchart sﬁﬁwFH&ﬂ%?gﬁé;nﬁafcﬁ°¥ﬁﬁt§50W§}ﬁehPﬂgh@H9ﬂﬂa WP EHEF at i on
which is exgeuted B d RS SLEe Of PCLRQBULELaIR'SY 1ong as the ROM

~ corresponding to the program to be executed is not

10 inserted; therefore, the software can be more securely

protected. _ : LJ
Fig. 2 shows a schematic flowchart showing

an example of the abbve-mentioned chécking operation
which is executed by the sicde of the computer main

15 body 2. 1In the flcowchart, when'the computer system
is activated, the system is initialized in STEP 30.
In next STEP 31, the computer main body 2 sends the
first code to the keyboard 1 and sets the keyboard 1
into the state (a). In this case, a special code

20 representing that the keyboard was set into the state
(a) may be transmitted from the keyboard side. The
transmission of this special code makes it possible
to discriminate whether the keyboard is of the designated
type or not at the state of STEP 31. Next, in STEP

25 32, the computer main body 2 sends the second code,
thereby allowing the data from the keyboaré 1 to be
read in STEP 33. The data from the keyboard 1 is

compared with the data preliminarily stored in the



15 body 2. In the flowhart, when the conputer systemis activated, thg~
systémis initialized-in STEP.30. In hext STEP 31, 'the conputer main bo
sends the first code tq the keyboard 1 ardysgls tkie keyboard 1 into the
state (a). In this case, a special code 20 representing that the keyboar.

was set i nt@ tbeofraire (r)STEY be. trafstheyedrer editld deeyhoBTIES 3% :
transmi ssion of this speci-al code nmakes it possible to discrimnate whet 3
the keyboard i £odflavee aiedigratetatgpinstrootisn dheastwt setf &P 31. .. .
Next, in STEP 25 32, the conputer nmain body 2 sends the second code, -
thereby al | ow mmmt.a intom the &egbeall) 1isothensaddttded SERBS. The

data fwwom t he keyboard 1 is conpared with the data prelininarily stored in

t he 1 progr ¥evbeBTER 34.Thefeafibgrar dncSCES 3ént thSTER@H-dmwlisws and

the state instruction data to set the keyboard 1 |nto the state (b) is

transnmi tt edSt o comtiipaigshar dnlegsetbaseedatpncoipride ihETHERDP4AmMis 5
continued. Unless those data coincide in STEP 34, STEP 37 follows and the
state instruct SGFPdat’a f0L kavs tard kEYBoREatE ARssIsEiamdata )ty sset
transmtted. If necessary, _ a nessage i ndi cating that the program cannot be
executed is ouﬁ&ﬁnﬁﬁYQQﬁTﬁT#>B%h%nﬁhﬁhétéﬁﬁséﬁdeﬁﬁ tr aneaik k- of Ifhe
programis stopped. Fig. 3 shows an exanple of a _conputer systemto which

the keyboard off®GfSSASkerft TRIHTEoRNAAGRR4Ng that the program cannot

be executed is outputted in STEP 38 and the subsequent
10 execution of the program is stopped.

LJ: Fig. 3 shows an example of a computer system
to which the keyboard of the present invention having
such a software protecting function as descrlbea above
is applled. In the dlagram, a reference numeral 2

15 denotes the computer main body. By inserting a disk
(not shown) on which a program was recorded into a disk
drive 2a and turning on a power suprly, the program
is started. In the ordinary program, the proceés is
performed in accorda 1ice with the kev input from a key-

20 board 3 of the typewriter key type anéd the result of
the process is outputted to a display 4 or a printer
(not shown). The keyboard 1 accoréing to the invention
is connected to the computer main body 2. Although the
keyboard 1 in Fig. 3 has a special shape in correspondence

25 to ﬁhe program to be executed, it may obviously have an
lorclﬁa rvy shape such as the keyboara 3. The.program is
started by inserting the disk on which the program to

designate the use of the keyboaré 1 was stored into the



such a software protectlng functi on_as~descri bed above’is applled In the
dia m a reference numeral 2 15 denotes the conputer rmain body. By

dii'v a and turning on a power supply, t he progran1is'star1ed. In the
ondj program the process is perforreggi-h accordance with the key input

ey- 20 boa-rd 3 of the typewiter key type and the result of the
i s put@iskelirivea2dispThe éomputer maiey bodgt 2speuformBratecyboard

1 according to the invention is connected to the conputer main body 2.
Al t hough the keybeRrinltha Btgp dshshownspacFily.sRapnd exewutespanience 25
to the programto be executed, it may obviously have an ordinary shape~$uch
as the keyboafmkénrameiﬁrb@eakﬁYQOQrdrﬂe&sbthnsemmemg ome .di $nlessnhi ch
the programto designate the use of the ke board 1 was stored into the 1
di sk drive 2a.°thﬁ§W%6ﬁquB? FERRUSEYy mal ﬁebPéYnieﬁﬁ§t§h§§F iexecwtianep as
shown in F;g d?ﬁ executes the programif the keyboard 1 is the correct

e

one. Unle

s%r°?ﬁémCOnputer mai n body rejects t he execution 5 of

the program Al though th

with the conputer main b ﬁ§ﬂah8§ #ﬁg ?pgﬁgﬁgﬁbsfkﬁ fwgggcgﬁhﬁﬂ%fgglfﬂg
neans are Cont%ﬁ%éﬁﬁhgﬁnfgxtf nthtnghéO %Ph]|ne§§§%a£gd§qub&he 10

foregoi ng enb

10

15

20

ance, conf _
the transfer circuit 14 as communicating means are

controlled by way of the CPU 10 in the keyboard 1 in the
foregoing embodiment, for instance, a control line 24 L_J
is supplied from the computer main body 2 through the
commnnieation cable 21 to the trenefer circuit 14 and
the inhibitién and permission of the communicating
operation of the transfer qircuit 14 may be controlled
by the computer main body 2. .

As described above, according to the present
invention, the. copy of a program is prevented due to a
cembination of.the computer program and the key data
input apparatus which is operated by the user, so that
there is an effect such that the software can be more o’

certainly protected.

*



is supplied fromthe conputer main body 2 through.the communication cable
21 tolthe transfer circuit 14 and the inhibition and pernission of the
communi cati ng operation_of the transfer ctrncdi+ 14 nmay be controlled 15 p
t he conputer main diy 2. As described above, according to the present
invenKLon, tTmaQ%ﬁ@“%? a programis prevented due to a conbination of the
conputer progr and t he geg data. i nput apparatus which is operated by thke
user, so that 20 there I8 %fYePRER: 12PUT ARRRRHHIS AT REScAR Be nore
certainly protected. CLA%NB: 1. .. . Akey data input apparatus-for
use in a computeIRYERENFYE5RPri SPR§TLRANPS nput neans for generating an
out put™~¢ode correspondi ng,tQ a Eg%ition of . a ke ressed Q% an Oﬁeratqr;

attaching means for attachfhg> B3P FeXSA Snd e TRAE R QRFRRE coce
det I ned | X ' i f f )
uni cati on w t oorhespShalag; I BRI i SEAN Y PG ER Y NaR

connected to sal | pput neans, said attaching neans and said
comuni cati ng ﬁg%%€§¥?%f making it possible to transfer the output code

fromsaid key input ”Ea“SaEQaéﬁkQgC&EQ%%e&éﬁ“é¥Eﬂkhing at least one

memory device in which predetermined daﬁa is stored;

| communicating means for performing a com-
munication with a computer of the computer system;
and

controi means, connected to said key input
means, said attaching means and said communicatihg
means, for making it possible to transfer the output
code from szid key iﬁput means £o said computer throuch
said communicating means,

- wherein said communicating means is adapted
such that it can communicate with said computér only
when the memory device corresponding to a software whict
is éxecuted-by the computer in said computer system is
properly attached to said attaching means.

2. A key data input apparatus according to

~claim 1, wherein said control means éontrols an inhibition
and a permission of the communication through said
communicating means between the computer in said computer
system and said key data input apparatus, and only when
the memory device corresponding to the software which is

executed by said computer is properly attached to said

RN A A



At it can connuniqa{e with said conputer only when the nenory device
thesponding to a software which is executed by the conputer in said .
Quter systemis properly attached_;g said attaching means. 2. A
dat a i nput apparatus according to Fhlﬁ]l, wherein said control neans

rols an | i il A PUTESIn 60 [IR ORI ERt Laa gt frguoh said

pTuni cat i ng ween t'he ¢conputer 1'n sai nputér “syst ém and sai d

ey data | nPUl AARAAS mediL o ol ICATTRIRY sA3W cenpiEepsPONdi Ng Lo

the software _ y sal d conputer is proper ached te-

sai d attachj ng means xeiRight@Rinpit HRPATRATakeotALAgCRE NUNi cat i wg
means to conmuni cate wth™said conputer. 3. A key data input apparatus
according to Qiaim 2, WHrRiih wipdh iiNidializalbion of saiid key data 5

I nput apparatus, said control neans sets said communicat- ing neans into an
I nitial stsate iinputhiappatdas usr,assiids Somtrddt memsmsedisd saddpebemuadcahe
recei ved but the data fromsaid key data i nput apparatus cannot be
transmtted tdngaimeansmhmter an@nitial stagekdp #hdighi tbet tappsmisgion
according to claim3, wherein said control- neans transmts the data stored

in sai d menor yadayifeomsaddh Sompntes Fag bscKergivesdnduto thgi dagsnputer in

response to a first d. a
P g;om séTé key data input apparatus cannot be transmitted

to said computer,
10 4. A key data input apparatus according to ‘
claim 3, wherein said control means transmits the data o

stored in said memory device attached to said attaching

means to said computer ih response to a first and a

- second predeterminedicode data which is transmitted from

15 said cémputer, |

5. A key data input apparatus accdrding to claim

4, wherein in response to other sta£e instruction data

which is generated when said computer determines that

the memory device attached to said attaching means corr-
20 esponds to the software to be executed by reading out the "

data in said memory device, said control means permits

said communicating means to transmit said output code

from said input means to said computer.

6. A key data input apparatus according to
25 claim 4, wherein in response to a predetermined code

data which is generated when said computer determines

that the memory device attached to said attaching

means does not coirespond to the software to be executed

by reading out the date in said memory device, said

I




second predeternined: code data which is transpitted fram 15 said conpute
5. A key data input apparatus according to claim4, wherein in
response to other state instruction data which is generated when said 4
conput er determnes that the nenory devitd attached to said attaching nme
corr; 20 esponds to the software tqQ be executed by reading out the data-in
sai dmenory deSQREIOLME2RENEREF FRafs SOBFNLCARF JBPRM| LAEPNG means to
transmt said out put code fromsaid input nmeans tq said conputer. 6. A
key data i nputSEbpRraved 5B&Sr dPfgSeFRF AR Kderet 72i APPBSponse to a
predet erm ned code data which i%Fgenerated when s ter determ nes
0

ai d. conpu
that \the nmenor3PRRYAEES afRREREDPo FTANF T RS TRy %%h%sc Bfidt correspond
to the softmar? to be ex cuted.b¥§readi ut_the date in.said

devi ce, said 17 cont r Bl *féaff§ eﬁ?%ﬁi(faﬁﬁﬁﬁﬁﬁ%a??ﬁﬁrﬁﬁﬁﬁstgﬁgggg state
ol 1t o ot o BTR3RL Y Rh ¥ Sl WLAE Aulo£87ABLBE LGRS ¢

to said comput®¥® 9 apparat us according to any one

f clai 1t wher Lk [ [£e ' ttachi
means |5 ar | QY BRE RenfcBeratT e’ S G bal TR e RO e

according to aggcggtclains 1 to 7, wherein said control neans includes. a

8. A key data input apparatus according to any
of claims 1 to 7, wherein said control means includes a
CPU.

\ - 9. A key data input apparatus according to any one
of claims 1 to 8, wherein said@ communicating means

performs the communication with said computer by way of
& serial transfer system.
i0. Key data input apparatus substantiazlly as herein

described with reference to, and as illustrated by, Fig. 1

or Figs. 1 and 3, of the accompanying drawings.

|
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CPU.. 9. A key data input apparatus according to any one of clains 1
to 8, wherein said comruni cati ng nmeans perforns the communication with said
computer by way of a serial transfer system 10. : Key data input *
apparatus substantially as herein described with reference to, and as
il rated by, Fig. 1 or Figs. 1 and 3, of the acconpanyi:ng draw ngs.

11. A conputer system i ncl udi ’yser-operable I nput neans for
prpvi ;y\g user control of a programme-controlled part of the conputer
Sy and conmuni cation neans |inking the user-operable input neans to

bogr amag- & controlled part of the conputer system wherein the -~

compuatér system i arranged to check for rel ease data provided by B

release-dzga storage neans, and to allgélihgiconnunication means to |ink the
| -

user - oper abie inpu ETRULSE (3¥shHeBg REnbFeFremepaPLeotnPHE conput er
o edet e m eaRe Sp EEeTidLnd BrehneSAEFal Tof & BResERBIenhopREoLLed

' - ' Jt . A C t
Dyotem asPary Be, the Hdmilid¥ S fO0BY, pndy Sblibnlarion, peafif D 1 o,

state in wWikqR;@RAWHs &sﬁaﬂ@éﬁeémtgﬁ?@&%aﬁ%soeﬁég_&ggf%&-i s sent

to the i nput neans which can 'send onl el ease data, an OW ing the
-exchangg otoatircadled P06 oflotRe  GomeRtet ' ¥ydeém, WRePEEhtERe! BoRpaeesnd
.state in which the sending of rel ease

system is arranged to check for release’data provided by

release-data storage'meané and to allow the communication
means to link the user-operable input means to the programme—iui
controlled part of the comﬁuter system only in the presence
10 of release data corresponding in predeteimined respects
with programme data to be executed by the proéramme-controlled
part of the computer system.
12. A computer system, as claimed in claimll, arranged
to operate initially in a first state in which enquiry
s 15 data from the programme-controlled part is sent to the
input means which can send only release data, and, follow-
ing the exchange of correct release data for enquiry datsa,
to operate in a second state in which the sending of release ~
data by the input means is prevented and only the exchange
20 of operational déta is permitted.
13. A computer system, as claimed in claimll or
claimlz,.wherein the release-data storage means is a
random access memory device.

14. . A computer system, as claimed in claiml3, wherein

25 the user-operable input means includes the random access

—_—

I



data by the input:- neans is prevented and only the exchange 20 of

operational data is permtted.. 13. " A conputer system as clained iz
claim| or claim212, wherein the rel ease-data storage neans is a rando
access menory devrce 14. A conputer system as clained in claim

wherein 25 the user-.operable input neans includes the random access
nMeno device and nmeans arranged to contT g the transm ssion nmeans. 15.
A conputer system conpr|5|ng keyboard input nmeans for generating out put
codes 5 corresp e¥ePLEESRE andt Laching smeang. hel.ongi to 1 ce
keyboard means ?ﬁ€¢g%¥ ?ngea%%éeagf one neng%§ d%€|ce fﬁpﬁﬂﬂg% ﬁgé*"‘
det er Wned data,ﬁ§G§£ored communi cati ng neans between the keyboard |nput
10 nmeans and programre- execution neans of the conputer system and, control
nmeans connected3o the ajtaghpbigereanstend yguyH.cati ng nmeans, for

N~

making it possible to transfer the oUtput codeS fromsaid keyboard input

means 15 to the programmeeexseuti onpiRanez0fs the GRIAUKAT: Ry SSeF u.'M’h@égéa
t he conmmuni cating nmeans is so arranged that it can communi cate mnth t he

pr ogr amre- exeX ut ¢SHr SEBO8S ALY thREByapraERey devi ce i ncl udi ng predet ernmi ned
data corresponding to programre data to be executed by

attaching means belonging tc the kevbozrd means for
attaching azt lezst one memory device in which pre-

determined data is stored,

cos ' cormurnicating means between the kevboard input

10 means and programme-executicn means of the computer system:

'_I
(8]]
ct
0

the progf‘mme-execution means of the computer system,
wherein the communicating means is so arranged.

that it cean comnunicate with_the progranrme—-executicn

means only when a memory device including predetermined

data ccrrespenéing to programme datz to be executed by

20 the computer system is properly zttached to the attach;nc
means.
l€. 2 computer system, as claimed in claiml5, wherein

the control means controls the communicating means
between the keyboard input means ané the programme-executicn
25 means of the'computer syétem, and permits commnication

only when the memcry device corresponéing to the programme

//

oL
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, 20 the conputer systemis properly attached to t he attachlng means. 16.

LA conputer system as clainmed i-n claim 15, wherein the control neans
controls t he conmuni cati ng nmeans between the keyboard input means and the*
préggamme- executi on 25 neans of the conputer system and permts

\i cati on only when the nenory device correspondi ng-to the progranne

fdaf a which is to be executed by tdmpocoenputer systemis properly

ed to the attaching neans. 17. A conputer systemas claimed in
16, whé@atanwhpeh isetonbéi execatedrbpfthdacdmepibosr dsysymm isans 5
gontrol nmeans sets the conmunicating neans into an initial state-~n

whi ch dat a fpoopehty pattrched- txcthe | artaching gleans. conput er system™an be
received but_in which data fromthe keyboard input means cannot be o
transmtted.118. A pcompiptetrsygtenms alaing ioladimi ke 4 whegadnei n 10
the control nmeans js arrangid to,transnmit the data_stored in-the nenory

devi ce attacheentbhentniti hrabion the JrRYbeaxs ARRUEMRARS on neans of
th t t t d d det d- d
rom oSy bbb ety FegRe aste %?etéimf&%?ﬁffi?@% re%grf%" R
co ter. sys ds L

arpgﬁged tg %ﬁ?ﬁ? 1 %éégg oargélnpu neans to tréﬁs eye atéh?n
response to QbLhgs éfaiﬁelééxﬁﬁﬁﬁéfoﬁﬂ?éﬁ M%@l@cé’i%%ﬁ@ B afidpn

© .neans

data from the keyboard input means cannot be transmitted.
18. A computer system, as clalmed in claim 17, wherein
10 the control means is arranged to €ransmit the data stored‘ \4/
in the memory device attached to the attaching means to '
the programme-execution means of.the computer system in
response to a first and a second pfédetermined code from
the programme-executién"means of the computer system,
15 19. A computer system as claimed in claim 18, wherein
the control means is arranged to permit the keyboard
input means to transmit keyed data in response to other
state instruction data which the programme-execution means
is arranged to provide when i£ determines that the data
20 from the memory device attached to the attaching means -
corresponds to the programme data to be executed.
20. A computer system, as claimed in claim 18 or 19,
wherein the control means is arranged to block the trans- -
mission of keyed data in response to a predetermined code
25 which the programme-executidh'me#ns is arranged to provide

when it determines that the data from the memory device

mm



ks arranged to provide when it determnes that the data 20 fromthe nmenory

devﬁce attached to the attaching nmeans corresponds to the -programe data to

ke executed. 20. A conputer system as clained in claim18 or 19,

wherein the control neans is arranged to block the trans--- m ssion of

keyed data in response to a predeternined _code 25 which the 'é!?

pro§ranje- execution nmeans i s arranged td‘ﬁ%bVTde'mhen it determ nes that

the data fromthe nenory device attached to the attaching neans does

‘not correspond ebtekaegr dgr aimee adatatindenexesUieds Rd: cor-AseeRBULES

system as clained in any one of clains 15 to 20, wherein the nenory device

is aWROM.and t hehs ptogelmme edes todaideseaiséeast one ROM socket. 22

A conputer system as clained in any one of clains 15 to 21, wherein the

control means iAékudes & CoMdHePrRCETIINEINELI21BE8E in aAVCORBUDEN

system as clained in any one 10 of clains 25 to 22, wherein the

comuni cati ng nEassMEAS F¢ed SemhEraimitiemeneng. dedice isAzcBONURES the

system substantially_as herein described with reference to, and as

i | lustrated By, 2Ftgchingomeans includeD alorlergs. onetBON, sotkehe |

acconpanyi ng drgmdngs. . _ :
2. A computer system, a&s clazimed in any one of clzims

1

(8]

to 21, wherein the control means includes a Central

23, A computer system, as claimed in any one

laims 15 to 22, wherein the communicating means

-
(8]
0
h
0

14, 2 computer system substantially as herein described

n

with reference to, ‘anéd as illustrated by, Fig. 1, or Figs.

2, orx Figs. 1 to 3, of the acccmpanying drawings.
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