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INTERACTIVE TRANSACTION MANAGEMENT MULTIM~DIA SYSTEM 

The present invention relates to multimedia 
systems usinq mass storage el81Dents such as compact disks 

5 tor accessing protected information, -and to the application 
of such systems to.personalized transaction'.manaqellent. 

Multimedia systems are a relatively recent 
development combining cmnputer and mass storage such as 
compact disk (CD) technology for efficiently accessing works 

10 including encyclopedias, vendor catalogs, nationwide 
telephone listings, legal and technical databases, video 
gmaes, audio recordings, and video recordings such as full 
length movies. such systems avoid the problems of accessing 
large quantities of data over telephone· lines, for example, 

· 15 which include severe.bandwidth limitations and significant 
utility charges. A major problem in this ~ield is the. 
prohibitively high cost of purchasing the stored works 
outright, particularly in the case of first-run full length 
movies in the first part of their home video rental release 

20 window. 

rt is known to encrypt stored data for permitting 
use thereof only by those having authorized access. It is 
also known to charge users_ according to the quantity of data 
that is decrypted. See, for example, u.s. Patent No. 

25 s,oso,213 to Shear, which discloses a database metering and 
protection syst81D and method.· 

A problem with the prior art, even as advanced by 
the disclosure of Shear, is that point of sale mark-ups are 
difficult and impractical to apportion according to use of 

30 the data. For example, a movie recording might be procured 
for unlimited private viewing, but for first run full length 
movies the charges would be very high as cmnpared with 
viewing rights for a limited period such as 24 hours. 
Present marketing systems are not set up for handling both 

35 kinds of transactions for a single mass produced copy of a 
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particular work. Also, there is no practical way to both 
•eter authorized uses of the •edia while policing pirated 
copies. Thus •any markets for •ulti•edia products such as 
rental first-run •ovies are not being adequately served. 

5 Thus there is a need for.a miµti•edia system that 
supports a flexible marketing strategy including 
compensation for retailers that can be apportioned according 
to use of the stored works. 
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The present invention meets this need by· .providing· 
an interactive mul ti11i-4ia- :system for '.providinq .personalized 
transaction management~ In one aspect-of the invention, the 

5 system· includes a transaction .te~inal .havinq· ·a .terminal· 
drive unit for accessin9at least one·maS&'.storage element 
containing recorded data, an.audio/video< output interface 
for ~eeding portions of ~e recorded data to one or more 
output devices, a:~ransac~ion interface for;bidire'*ional 

10 electronic communications with an external ~acility, and 
terminal control means for activatinq the output interface 
-and the transaction ·interface in. response to operator input; 
·a transaction processing. facility (TPF) having a database 
processor and a terminal interface for bidirectional 

15 electronic communicatioris between the transaction interface 
and the database processor; means for correlating the mass 
storage element with a transaction involving: a particular 
one of the vendors; and means for metering use of the 
element based on particulars of the transaction. The TPF 

20 can have a provider interface for bidirectional electronic 
C0111Dunications between a plurality of vendors and the 
database processor; the means for correlating being 
implemented for identifyinq specific vendors havinq rights 
in the elements, and the' means for metering being 

25 implemented for crediting particular vendors according to 
·· usage of the associated mass storage elements. As used 
herein, the term "vendor" means an entity that directly or 
indirectly makes a contribution to the value of the mass 
storage element. The contribution can be related to the 

30 creation, production and/or sale of the mass storage 
element. The term "metering" means limiting the use as to 
the amount of the recorded data permitted to be read from 
the terminal drive unit, the number of times the recorded 
data is permitted to be read, the time duration of the use, 

35 or the duration Of one or more periods Of time within Which 
the use is permitted, or any combination thereof. 
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The terminal control means can have a handheld 
remote control unit for receiving at least a portion of the 
operator input. Preferably the transaction terminal 
includes a key aemory for storing user authorization data to 

s be compared with user input, the control·means inhibiting at 
least some operations of the first drive unit unless the 
user input matches a predeterainedportion of the 
authorization data. The system can further include means 
for updating the key memory using the transaction interface. 

10 The authorization data can include a· key code, the means for 
correlatinq the mass storage element includinq an index of 
key codes and mass storage elements authorized for use under 
respective ones of· the key codes. Preferably the·system is 
capable of updatinq the index based on use of the mass 

15 storage element, for efficiently implementinq the· meterinq. 
The index can rurther include identirication or vendors 
havinq prospective rights in the authorized use of the mass 
storage elements. 

The mass storaqe element can be one of a 
20 multiplicity of elements bavinq the recorded data 

correspondinq to identical information and includinq a work 
identifier, the terminal control means beinq operative for 
siqnalinq the work identifier to the TPF using the 
transaction interface, the index having for each of the 

25 elements a unique serial identifier, the means for 
correlating the mass storage element further includinq means 
for locating a particular serial identif i~r in the index 
using the work identifier and key code as siqnaled from the 
terminal drive unit: and means for reading the particular 

30 one of the vendors from the index by association with the 
serial identifier. As used herein, the phrase •elements 
having the recorded data corresponding to identical 
information• aeans any of (a) the same data is identically 
recorded on each of the elements: (b) the same data is 

35 recorded on each of the elements as modified by one of a 
plurality of fixed functions (such as by encryption): and/or 
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(c) .tile same data is recorded on each of t:be el811lentil 

togethe.r with additional information. 

The terminal can include a key interface for 

interrogating an authorization key device. The 0key -device 

5 can be an encoded card, 'the key interface being operative 
. ' ' 

for signaling a key code from the card to the terminal 

control means, the user input including insertion of the key 

device. The transaction terminal can be operative for 

comparing the key code to a plurality of authori~ation 

10 codes, each of the authorization codes tcorrespond,ing to a 

-separate user account. Preferably the key device includes 

read-write memory elements for storing transaction data. 

The system can further include a plurality of ·sale teZ:..inals 

for use by at least some of the vendors-to cOJllllUDicate with 

15 the TPF, each sale terminal having a key reader for reading 

the key code from the key device, the TPF having means for 

updating an index based on transactions with one possessing 

the card. .Altematively, the means for correlating'.· the mass 

storage element can include an .index of· key codes !.and 

.20 authorized -mass storage .. elements associated therewith. When 

the mass storage element has· the unique machine-rea4-ble 

serial identifier, the terminal drive unit including means 

for signalinq the serial identifier to the terminal control 

means, the means for correlating the mass storage element 

25 can also use the work identifier and key code as signaled 

from the drive unit in identifying the vendor. 

The mass storage el-ent can be selected from the 

group consisting of a CD-ROM disk, a CD-I disk, a CD-R disk, 

a CD-V disk, a video CD, a Photo CD, a CD-DA, and. a DVD 

30 disk, the terminal drive unit being a compact disk drive. 

DVD disks are in an emerging technology. As used herein, 

DVD disks are those capable of storing at least 3GB of 

recorded information. DVD disks are variously £ormatted as 

SD, HDCD, and MMCD. The term •compact disk" as used herein 

35 refers to each of the above disks as well as future 

variations thereof. When .the mass storage_·eleaent has the 
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unique machine-readable· ·aerial identifier, the terminal' 
drive unit· including means for signaling ·the serial 
identifier to the·. terminal control· means, the means for 
correlating the mass storage element can include an index of 

5 serial identifiers associated with particular vendors; means 
for comparing means for comparing a particular serial 
identifier as signal~d from the terminal drive unit with 
serial identifiers of the index; and means for reading the 
particular one of the vendors from the index in response to 

10 the means for comparing. The serial ident!fier can be a bar 
code, the means for signaling the serial identifier 
including a bar code reader. The index can include stored 
use fee data associate,d with thes~ial identifiers, the 
means for crediting including means for debiting a user 

15 account and crediting a vendor account according to the use 
fee data. 

Preferably the system further includes a plurality 
of sale terminals for use by at least some of the·vendors to 
communicate with the TPF,· each sale terminal havingaserial 

20 ID reader for reading serial identifiers associated·:w"ith 
mass storage elements and optionally a key reader for 
reading the key code from the device, the TPF having means 
for updating the index bas.ed on communications from the 
vendor terminals. 

25 The recorded data of the mass storage element can 
include vendor information, the transaction terminal further 
including means for receiving and storing information 
updates from the TPF using the transaction interface, usage 
of the mass storage element including feeding the one or 

30 more output devices based on a combination of portions of 
the recorded data and the information updates. The usage 
can include selecting and ordering catalog items, the 
updates including catalog updates, the system signaling and 
confirming catalog orders using the transaction interface. 

35 Preferably the transaction terminal further includes a key 
memory for storing authorization data to be compared with 
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user input,- the.control· means inhibiting at least some 
functions ·of the drive unit unless the user inputaatches a 

predetermined portion of the authorization-data. ~Prefer.i>ly 

the transaction terminal includes means for comparinq header 

5 information of the mass -sto~age element wltb -predetermined 

data for verifying authenticity of the- information-, -_and 

means- for inhibitiDCJ at- least some functions of ·the:_ terminal 

drive unit unless at least a portion of thetieader 

information matches the predetermined data. 

10 When the mass storage element is one o( a 

multiplicity of elements having the recorded data from 

identical information, each of the elements preferably has a 

unique machine-readable serial identifier, the terminal 

drive unit including- means for signaling the serial 

15 identifier to the terminal control means based on use._of 

each of the corresponding elements, and the means for 

correlatinq the mass storaqe element includes an-index of 

serial identifiers authorized for use ·by particular users; 

and means -for determining uses of the elements by-comparing 

20 a particular-serial identifier. as signaled from the-terminal 

drive unit with serial identifiers of the index •. 

Preferably,_ the system further provide·s means for 

determininq use of pirated counterparts of the elements, 

includinq means for storing data corresponding to successive 

25 uses of element• having particular serial identifiers: and 

means for determining incredulous uses based on one or more 

of an elapsed time between successive uses involving the 

same serial identifier, the occurrence of simultaneous uses, 

and geographic distances between locations of successive 

30 uses. The mass storage element can be a CD-R disk, the 

serial identifier being recorded.toqether with other 

recorded data on the mass storage element. 

The system provides pr~tection against 

_unauthorized_ use of specific -CDS such as full length movies. 

35 Becaus• the_ mass storage elements each have the unique 

machine-readable serial identifier, validation of each 
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formatted CD is possible ·before it"can be played, enabling 
the· linking of bill-ing··throu9h usaqe for praviding continual 
revenue generation. ··Thus the movie: studios are· able to 

. receive revenue each time a user views the movie. The 
5 machine-readable serial· identifier can include authorization 

status information such·· as whether single or multiple uses 
of the element are authorized. · Preferably at least a 
portion of the serial identifier can be altered by the 
terminal drive unit in response to a user's transaction for 

10 updating the authorization status information. As used 
herein, a user's transaction can include purchase of 
additional authorization as well as actual use of the mass 
storage element. 

In another aspect of the invention, a memory 
15 system incorporates the drive unit, an output interface for 

feeding portions of the recorded data frmn a main data 
region to one or more output devices, and means for 
signaling the machine-readable serial identifier from a 
region outside of the main data region to an extemal 

20 device. The drive unit can include a movable data bead for 
reading at least a portion of the recorded data as well as 
scanning the serial identifier. The system. can include a 
drive unit controller having an operator interface and means 
for accessing authorization data, the controller inhibiting 

25 at least some operations of the drive unit unless the user 
input matches a predetermined portion of the authorization 
data. A single auxiliary data track can contain a plurality 
of auxiliary data bits of the serial identifier. Preferably 
the single auxiliary data track includes at least 200 

30 auxiliary data bits. The serial identifier can include 
approximately 2000 auxiliary data bits. The serial 
identifier can be located within a leadout region of the 
mass storage element. 

The system can be operative for determining use of 
35 pirated elements, having an index of ·authorized serial 

identifiers, a comparator between serial identifiers of the 
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index and serial identifiers signaled from the drive unit 

for determining uses of ¢he elements, storage ~or data . 
associated with the uses, and monitoring at least one.of 

elapsed ·time between· 0successive uses with- ~the s .. e 

·5 identifier, si1111ltaneous uses, :and qeographic ~!stances 

'between locations of su~111sive uses for. de~rmining 

incredulous uses. The serial identifiers.c~n be associated 

in the index with particular users, mid the system can make 

use of a key code associated with the drive unit ·and/or 

10 operator input for enhancinq the determination· of pirated 

uses. The determination can also be enhanced'. by comparinq 

the work identifier as read~rom the drive unit with a 

corresponding work identifier of the index. 

In a further aspect of the invention, a method for 

15 reading.mass-produced record.S media while preventinq 

unauthorized uses thereof, includes the steps of: 

(a) producinq recorded copies of particular.works 

on respective· media el.manta; 

(bf providing on each element a uni:que mac!line-

20 readable serial identifier; 
' . 

(c) providinq a device for reading the recorded 

media from. the elements in conjunction with authorization 

data, the device als.o havinq means for reading the serial 

identifier; 

25 (d) maintaining an index of valid authorization 

30 

codes associated with particular ones of the serial 

identifiers; 

(e) reading the serial identifier in connection 

with attempted reading of a copy; 

(f) receivinq a proposed authorization code; 

(g) conditionally enabling the authorization data 

to the device based on matching the proposed authorization 

code with a valid authorization code from the index for the 

particular serial identifier of the copy; and. 
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(h) readinq the copy as·augmented·by the 
authorization· code.· 

Preferably the method meters permitted uses of 
recorded media, includinq the further steps of: 

(a) forminq the index to include authorization 
levels for particular copies: 

(b) debitinq the authorization levels based on 
successive uses of the media: 

(c) creditinq the authorization levels based on 
10 transactions involvinq the particular copies: and 

(d) conditioninq the enablinq based on the 
authorization levels. 

The method can include the further step of 
maintaining at least a counterpart of the authorization 

15 level for a particular copy in machine~readable form on the 
copy. Either of the above methods can include the further 
steps of encryptinq the works in connection with the step of 
producinq the recorded copies, and decrypting the work using 
a portion of the authorization code in connection with the 

20 step of readinq the copy. 

In a further aspect of the invention, a mass 
storaqe element includes a substrate: a main storaqe media 
on the substrate for storing a multiplicity of main data 
elements that are readable by data head means from a main 

25 data region when th~ data head means moves in a 
predetermined main path relative to the substrate: and an 
auxiliary storaqe media on the substrate for receivinq and 
storing a plurality of auxiliary data elements that are 
readable by auxiliary head means from outside of the main 

30 data reqion when the auxiliary head means moves in a 
predetermined auxiliary path relative to the substrate. As 
used herein, the main data elements are mass-stored data of 
the type to be read by a data head of a conventional compact 
disk drive when the data is recorded on a conventional 
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compact disk. Simi1arly, the :main path is movement of the 
type involving rotation of the disk 'in ·combination with 
trackinq :movqent of the data bead of such compact.disk 

drive. CorrespondinCJly, the auxiliary path is of the type 

5 involving rotation>ot the disk and positioning the auxiliary 

head 111eans for acceasinq the auxiliary-data -elements. 

Tbe :main data elements can be substantially read­

only in character. The :main storage media can be adapted 

for receivinq the :main data elements by press-:mold,lnq. Tbe 

10 :main 1storaqe :media can be adapted for receivinq -the :main 

data elements by selective radiation. The :main data 
eleaents can be optically readable. The substrate and the 
:main storaqe :media can be configured as a rotatable compact 

disk. 

15 

20 

The auxiliary storaqe :media can be adapted for 
· .beinq recorded and read; by a sinqle auxiliary head. Tbe 

auxiliary storaqe media can be a :maqnetic co_atinq. The 
auxiliary sto~aqe media can be adapted for receivinq the 

. .. . . 

auxiliary data elements,J?Y..selective radiation. 

·A mass storaqe.drive incorporatinq the mass 

storaqe element can further include means for re:mov8bly 

supportinq the mass storaqe element; a data head for reading 

the main data elements; auxiliary head means for readinq the 
auxiliary data elements; and drive means for movinq the 

25 substrate in a predetermined path relative to the data head 
and the auxiliary head means for operation thereof. · Tbe 

data head can be an optical head; the auxiliary head means 

can also include a maqnetic head that can write at least 

some of the auxiliary data elements; and in any case, the 

30 auxiliary head means can include an optical head. 

The auxiliary head :means can be provided by the 

data head beinq :movable in a predetermined auxiliary path 

relative.to the substrate for scanninq auxiliary data. Tbe 
:mass storaqe drive can include a head circuit havinq a :main 

35 amplifier with an output for siqnalinq main data elements in 
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response to the data head, the ·circuit··havinq· a separate 
auxiliary output.for siqnaling the·auxiliary data eleJDents. 
The head circuit can include an auxiliary·· mnplifier for 
driving the auxiliary output. The :main mnplifier can 

5 include a first frequency response effective for passing the 
main data eleJDents, and the auxiliary amplifier can have a 
second frequency response for passing the auxiliary data 
elements while effectively blocking the main data elements. 
The main amplifier can have a first reference connection for 

10 balancinq the :main output relative to a data threshold, the 
auxiliary amplifier having a second reference connection 
effective for balancing the auxiliary output relative to a 
serial code threshold of the data head when the data head is 
reading auxiliary data elements. The mass storage element 

15 can be a compact disk, the drive means including means for 
rotating the disk. 

The invention further provides a method for making 
a serialized multiplicity of mass storage elements havinq 
the mass-recorded data, including the steps of preparing a 

20 master record, recordinq counterparts of the master record 
onto respective main data regions of a multiplicity of mass­
storaqe elements, qenerating a unique serial number 
associated with each recording master, and writing a serial 
code correspondinq to the serial number on each 

25 corresponding mass-storage element outside of the main data 
reqion, thereby serializinq the elements. The method can 
include encrypting the serial number, the respective serial 
codes of the elements correspondinq to the encrypted serial 
numbers. The step of writing can include selectively 

30 radiating the mass storage elements. The counterparts of 
the master record can be stored within respective main data 
regions of the mass-storage elements, and the step of 
writinq serial codes can include selectively altering the 
mass storage elements outside of the respective main data 

35 regions. Each mass storage element can have a control 
region outside of the main data region, and the step of 
altering the mass storage eleJDents can include selectively 
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·al taring the control region of each one,. The step of 

altering is preferably performed in sufficiently spaced 

relation to the main data region for preserving 
,,functionality .of .the control region adjacent ·the main data 

s r.~i,on. Further or alternatively, the -step of altering 

includes further steps of .,altering separate sub-regions of 

the control region corresponding to respective portions of 

the serial code, and spacing the sub-regions ·sufficiently 

apart within the control region for presening functionality 

1.0 of the control region. ·The mas-storage elements c~n·be 

cOJDpact disks, the control regions thereof being leadout 

regions ,having characteristic data reco~ed~thereon, and the 

step of altering can further include rotating each of the 

disks, •odulating a laser etcher with counterparts'. ·o! the 

15 serial codes, and directing radiation from the laser-etcher 

within the leadout region of each of the disks. 
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DRAWINGS 

These and other features, aspects, and advantaqes 
of the present invention will become better understood with 
reference to the followinq description, appended claims, and 

5 accompanyinq drawinqs, where: 

Figure 1 is a pictorial block diagram of a 
multimedia system for personalized data access according to 
the present invention; 

Figure lA is a partial plan view of a disk drive 
10 unit using a serialized mass storage element for use in the 

system of Fig. l; 

Fiqure 2 is a main program flow diaqram of the 
system of Fig. l; 

Figure 3 is a proqram flow diaqram for 
15 initializing the system of Fig. l; 

Figure 4 is a program flow diagram for playing 
movies on the system of Fig. 1; 

Fiqure 5 is proqram flow diagram for a billing 
portion of the program of Fig. 4; 

20 Figure 6 is a plan view showing a remote control 
unit of the system of Fig. l; 

Figure 7 is a functional block diagram showing an 
alternative confi~ration of a portion of the system of Fig. 
l; 

25 Figure 8 is a block diaqram of a processor section 
of the system portion of Fig. 7; 

Figure 9 is a block diagram of a CD drive section 
of the system portion of Fig. 7; 

Figure 10 is a block diagram of a video section 
30 of the system portion of Fig. 7; 



·'1'/09'/29639. PCJ.'/US96/04027 

15 

Figure 11 is a pictorial schematic diagrma·showlng 

a method and apparatus £9r producing a pref erred ~ori,it of the 

mass storage element ~of ·Fig. lA; 

Figure 12 isa pictorial schematic•diagru showing 

5 an alternative configuration of the disk drive unit o't Fig. 

lA, configured for use·with the mass stora~e element of Fig. 

11; 

Figure 13 is a graph showing reflectivity levels 

of serial coding ·as applied in an adjunct data region of the 

10 mass storage element of ;Fig. l; . 

Figure 14 is a schematic diagramil~owing an 

alternative configuratic>n of a portion of the disk drive 

unit of Fig. 12; and 

"Figure 15 is a detail .plan view showing further 

15 details of the mass storage ·element of Fig. 11. 
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' . . . 
QESCRif'l'ION 

The present invention is directed to a multimedia 
transaction system that is particularly effective and 
versatile, inexpensive, and easy to use. With reference to 

5 Fiqs. 1-6 of the drawinqs, a multimedia system 10 includes a 
transaction terminal 12 havinq a television monitor 14 which 
can be a conventional TV receiver, a pair of speakers 16, 
and a transaction unit 18. The transaction unit 18 includes 
a terminal drive unit 20 for accessinq a selected mass 

10 storage element 22 which can be a hiqh-density optical disk 
(CD), the drive unit 20 havinq conventional means (not 
shown) for reading information recorded on the element 22. 
CDS are particularly advantaqeous as mass media for 
distribution to a multiplicity of users in that they can be 

15 mass-produced by pressing from a master recordinq. The 
direct copyinq such as by pressing initially renders the 
copies indistinquishable from each other. The present 
invention provides for trackinq individual copies of such 
mass-produced works for permitting a variety of initial and 

20 subsequent transactions involvinq the works. 

In an exemplary conf iquration of the system 10 
shown in Fig. 1, the terminal drive unit 20 includes means 
for reading a unique serial number or code 24 that is formed 
in or on the mass storaqe element 22, the means beinq 

25 desiqnated bar code reader 23. It will be understood that 
the bar code reader 23 can be provided as an extension of 
the trackinq range of a conventional playback head of the 
drive unit 20 as an alternative to havinq a separate 
stationary (low resolution) head. Further, many 

30 conventional cos have an inside track carryinq a bar code 
that is mass-produced toqether with the mass-copied data, 
the mass-produced bar code identifyinq the particular work 
that is reproduced in the CD. The conventional bar code is 
used in existinq inventory and stockinq schemes, and is not 

35 intended to be read by ordinary CD players. As shown in 
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Fiq. lA, the serial code 24 its located in the annular space 

of the CD 22 that can also contain the conven~ional =·bar 

code. one method for producing-the serial 'code 24 i• .by 

laser-etching a reflective coatinq of the CD.22 that also 

s ·contains the mass-produced data (and can also :contain the 

mass-produced bar coda) • The .;serial code- 24 is unique to 

each copy of the CD 22, and preferably includes further 

identification of the ·particular work, ·SO that the work and 

the particular copy theJ:'eOf .are disce~a:bla by operation of 

10 the bar code reader 23. It .. will be understood that other 

.methods of producing the serial code 24 are possible, 

including by application of an adhesive label, and by 
directly molding or pressing bar coda elements· into the CD 

22 using movable die elements that are electrically driven 

15 under computer control. Also, ·the serial code 24 can be 

recorded toqether with other mass-stored data when the mass 

storage element 22 is a CD-R (recordable) disk. Further, 

other locations for the serial code 24 are possible, such as 
radially inside or outside .of tbe ·mass-produced bar code. 

20 Moreover, it is preferred that at least a portion· ot the 

serial code 24 be alterable for recordinq status information 

as further described below. Accordingly, and with 

particular reference to Fiq. lA, a portion of the serial 

code 24, desiqnated read/write serial code 24', is formed as 

25 a maqnetic stripe using means well known in the ,credit card 

industry. correspondinqly, an important and preferred 
conf iquration of the system 10 includes the terminal drive 

unit 20 having the.bar code reader 23 including a maqnetic 

read/write head 232, and a main read head 234. The drive 

30 unit 20 is adapted for removably receiving the element 22, 

being confiqured as a rotatable compact disk.having a 

substantially rigid substrate 222, on a disk drive 236, the 

main read head 234 being movable inwardly and outwardly 

relative to the disk drive 236 for accessing tracks of main 

35 data elements that are pre-stored in a conventional manner 

in a main storage.media 224 on the substrate 222. The 

read/write serial code 24' .·is formed in an auxiliary storaqe 

media 226 of the element 22, the auxiliary storaqe media 226 
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being located for access by the read/write head ·232. 
Magnetic· materia·l 'for ·the auxiliary .. storage media 226 to 
receive the serial code portion 24 1 can: be applied as part 
of a process for labeling the CD 22. In implementations 

5 wherein only a portion of the serial code 24 is alterable, 
it is contemplated that the portion 24 1 be radially offset 
from the remainder of the code 24 as shown in Fig. lA. The 
content of the serial code 24, including serial number, 
status and accounting information can be from approximately 

10 200 bits of information up to approximately 2 Kb. 

The transaction unit 18 also includes a key 
interface 26, a transaction interface 28, and transaction 
controller 30 for operating the terminal drive unit 20 in 
response to operator input and signals received from the key 

15 interface 26 and the transaction interface 28. The 
controller 30 includes an input interface 32 that can be 
wired to a joystick unit 34 for playing video games and the 
like, the input interface 32 being otherwise responsive to a 
wireless remote controller 36 that is shown in greater 

20 detail in Fig. 6, the remote controller 36 having a numeric 
keypad, transport controls, a mouse equivalent and possibly, 
a few special purpose keys. 

An important feature of the present invention is 
local memory for managing authorized access to the mass 

25 storage elements 22. In one embodiment, the system 10 
includes a key memory device 38 that is insertable into the 
key interface 26. The device 38, which can be slightly 
larger than a credit card, has machine-readable data stored 
therein, including a personal identification number (PIN) 

30 and a key code that is interrogated as further described 
below in connection with Figs. 2 and 4 for permitting 
authorized access to restricted data portions of the mass 
storage element 22. The restricted data is preferably 
encrypted by means such as utilized by DES and described in 

35 FIPS Publication No. 46 (NTIS), incorporated herein by this 
reference. As also further described below, the key device 
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38 preferably has read-write memory for storage and. -

retriev•l Qf user data and -- transaction -data for -enhanced 

security and flexibility in aanaging transaction.-.:J:>y -a user 

of the device 38. 

5 The terminal 12 ~is contemplated to be one of a 

multiplicity of -such terminals 12 as indicated by dashed 

lines and the designation 12 1 in Fig. 1, the system 10 also 

including at least. one transaction- processing facility (TPF) 

40 that intermittently coJDJDunicates with the terminals 12 

10 over a suitable terminal network 42 using a terminal 

interface 44. The TPF 40 also.includes a database processor 

46 for controlling and. monitoring the terminal network-, 42, 

the processor 46 being also connected to a aas• data~se 

memory or ind•x 48, a se~ice terminal 50 and, optionally, a 

15 provider interface 52 for communicating with a plura,lity of 

vendor terminals 54 over a counterpart of the termina,l 

network, designated provider network 42 1 • 

Each vendor terminal 54 can include a vendor 

interface 56 and a counterpart of the bar code reader, 

20 d~signated 58. The bar code reader 58 reads a unique serial 

number (which can contain·a cod~ correspondinq to the title 

of the work) from each mass storage element 22 for tracking 

individual copies of each work. The bar code reader 58 

corresponds to the bar code reader 23 of the- transaction 

25 terminal 18, except that the mass-recorded information of 

the element 22 need not be readable by the vendor terminal 

54 when the reader 58 is act_ive. The bar code reader 58 can 

be implemented for reading labels on cartons containing 

multiple copies of the JDaSS storage element 22, the labels 

30 identifying the work and a ranqe of serial numbers on the 

elements 22 therein. As shown in Fig. 1, an exemplary 

configuration of the terminal 54 also includes a key 

interface 26' that corresponds to the key interface 26 of 

the transaction unit 18, but need only to read the PIN for 

3·5 identifying the user, for permitting a direct correlation of 

a particular user with the aass storage element 22 in a 
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transaction · invol vinq·· the element 22 ~ · The correlation can 
be between·the user·and·a particular·copyof ·the element 22 
when the code reader 58 reads.the· serial code 24 or 
counterpart thereof the element 22. When the code reader 58 

5 reads a ranqe of serial numbers, the user is correlated with 
a group of the elements 22 that are handled by the 
particular vendor. It will be understood that the monitor 
14 can include the speakers 16 or, alternatively, a monaural 
speaker. 

10 Tran1action Terminal Set-Qp 

In an exemplary set-up protocol for the system 10 
of Fiq. 1, the user receives the transaction unit 18, the 
remote controller 36, the key memory device 38, a "start up" 
counterpart of the mass storaqe element or startup CD 22•, 

15 and a printed installation manual. (Zn the alternative 
confiquration of Fiqs. 1-10, discussed below, the key memory 
device 38 is omitted, functions thereof being provided 
internal to a counterpart of the transaction controller 30.) 
The start up CD 22' and installation manual quide the 

20 (untrained) user throuqh an installation process using the 
remote controller 36, no keyboard, mouse, or other computer­
like device being required. 

The installation manual ex.plains how to make the 
preliminary connections to the transaction unit 18 in order 

25 to view the start up co 22•. Also, because it is necessary 
to turn the transaction unit 18 and the TV monitor 14 off 
when making the final connections, the manual serves as a 
handy reference where the installation setup shown on the 
startup CD 22 can be copied. The startup CD 22' is normally 

30 retained by the user to serve as a troubleshooting quide and 
operational reference after the installation has been 
successfully completed. 

Information (e.g. name, address, credit card 
number) required to access the services provided by the 

35 system 10 are provided to a trained customer service 
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·representative by means of a one-time telephone call placed 

-by the user, .the . information being entered. thr0ugh .the . 

database processor 46 of the TPF 4.0 into the index -48 by the 

-service terminal 50. As further described below, a ;data 

5 call is established between the transaction unit 18 and the 

TPP 40 over'the network'42 for loadlng all of this 

information into the·key memory device 38 ,(or other memory) 

using the key interface 26. This call is initiated by the 

transaction unit 18 or the'TPP 40 depending on the 

10 particular system configuration. The 'transaction ·unit 18 

then indicates (via tbe TV monitor 14) that it bas ireceived 

the initialization information and the user is ready to 

begin any of several applications. Trained installers can 

be made available for consultation by telephone once 

15 transaction unit 18 is connected to the 'l'V monitor 14. 

The transaction unit 18 plugs into an ordinary 120 

volt AC outlet, a modular,telephone jack, the antenna.input 

of the TV monitor. 14,.and any other related home 

entertai~ent device,· such-:as a .VCR. The user conneets the 

20 transaction unit 18 to.power and· television video, and also 

installs batteries into the remote controller 36·. 

To use tbe startup CD 22', the user turns on the 

transaction unit 18 and TV monitor 14 and places the startup 

CD into the terminal drive 'Qnit 20. The startup procedures 

25 on the CD utilize voice, graphical diagrams, and full motion 

video to demonstrate the installation in detail. The TV 

monitor 14 then displays.a welcome message along with an 

overview of the operating instructions. The user then 

chooses installation options from the conf iquration guide on 

30 the CD and a parallel configuration guide in the manual. 

The user is instructed to copy the correct installation 

connections into the startup manual's installation guide, 

including hookups to the telephone, TV monitor 14, power, 

VCR, cable box, etc. Then, with power off, the user hooks 

35 up all of the connections in accordance with the 

installation guide and turns on the transaction unit·1a. As 
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described below·, the transaction unit · 1a ··checks that . the 
installation is correct·, - and if not, -displays an appropriate 
error message tothe·user via the TV aonitor· 14.: 

On the home telephone, the user calls the customer 
5 service operator on the 1-800 number provided to give the 

startup background inforaation. A form is displayed on the 
TV monitor 14 and in the startup manual. The necessary 
background information includes names and PZNs (personal 
identification numbers), telephone number, credit cards with 

10 expiration dates, address, credit/advance amounts to be 
stored with maxiaua, minimum, and thresholds, •ailing 
addresses for purchases, and default mailing aethod. A data 
call is then established over the network 42 as described 
above, for sending the necessary information from the TPF 40 

15 to the transaction unit 18. Communications between the TPF 
40 and the transaction unit 18 are secured by appropriate 
data encryption. The use of public and private keys for 
encryption/decryption is contemplated in the present 
invention. Public/private key protocol is available·~under 

20 license from RSA Data Security Corp. of Redwood City·~ CA, 
being described, for example, in U.S. Patent No. 4,405,829 
to Rivest et al., which is incorporated herein by this 
reference. Information downloaded froa the TPF 40 to the 
transaction unit 18 is displayed onto the TV monitor 14 for 

25 confirmation by the user. If any information is incorrect, 
the user can then correct it on-line or place a follow up 
call to the 1-800 operator. When this screen is filled in 
and correct, the transaction unit is ready to play. 

With particular reference to Fig. 2, the 
30 transaction controller 30 is firmware-programmed in a main 

routine 100 for appropriate operations with the mass storage 
element (CD) 22 in one of several formats. Following the 
one-time initialization that is described below in 
connection with Fig. 3, control is passed to a normal start 

35 step 102 and upon loading of the CD 22, the terminal drive 
unit 20 is activated in an initial play step 104 for reading 
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header information from the CD 22, .that information ,tJ&ing 

interrogated in a forliat teat-sequence 106 ~or branChing to 

an appropriate play routine 101, which can be a game routine 

108A, a movie routine 10$8, a ·catalog routine 1oac, or an 

s open routine 108D. When play is complete or otherwi.s• 

terminated ·as described below, control is pass.ed to -an eject 

step 110, then returned to the,normal start step 102. 

The main routine 100 ~urther includes a set-up 

test •tep 112 that is automatically entered upon:power up 

10 for determining whether the transaction unit 18 has been 

initialized. If so, control is passed to the normal start 

step 102; otherwise, a set-up routine 114 is performed as 

shown in Fig. 3. In ·:the set-up routine 114,. a test st~rtup 

CD step 116 blocks further processing until the ·startup CD 

15. .22• that is formatted for initialization is present. Next, 

a message prompting insertion of the key memory device 38 is 

sent to the TV monitor 14 in a key prompt step 118, followed 

by a test key step 120 for determining the presence of and 

validcOJDJDunication with.the key memory device 38. (As 

20 indicated above, the key memory device 38 is omitted· in the 

alternative confiCJUration of 'Figs. 7-10, discussed below.) 

If the valid communication is established within a 

predetermined time limit, control is passed to a test TPF 

call step 122; otherwise, an error message-step 124 

25 appropriately siqnals the TV monitor 14, with cont~ol 

returning to the test startup CD step 116. 

In the test TPF call step 122, the set up routine 

114 waits for completion of a data call with the TPF 40 as 

described above, the PIN and other personal data being 

30 transmitted over the transaction network 42 during the call. 

The received data is stored in flash memory (of the key 

memory device 38 or elsewhere in the transaction controller 

30) in a user data update step 126, the.data also being 

displayed on the TV.monitor 14 in a user data display step 

3 5 · 128. The received data also includes a date by which a 

subsequent TPF telephone contact is expected. tNext, a test 
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data step 130 is entered for the user to verify whether the 
displayed data is consistent with that· qiven verba·lly to 
personnel operatinq the TPF 40. If not, a user input step 
132 is entered for permittinq user corrections to be made, 

5 after which the test data step 130 is repeated. Once the 
user is satisfied with the entered personal data, control is 
passed to a test changes step 134 for invokinq a transmit 
data step 136 in case chanqes were made, the set-up routine 
114 concludinq in an eject CD step 138. In the transmit 

10 data step 136, the edited personnel data is transmitted over 
the transaction network 42 to the TPF 40 where. it is stored 
for further use as described below. 

Hgnpal <>J>eratigns 

In normal operations, a session beqins when the 
15 user inserts a selected CD or mass storaqe element 22 into 

the terminal drive unit 20 of the transaction unit 18. . 
Operations are displayed on the TV monitor 14 in an · 
intuitive graphical user interface while the user makes 
selections with the remote controller 36 from the choices 

20 displayed. Available operations are determined by the type 
of mass storage element 22 inserted into the terminal drive 
unit 20. At this point, if the transaction unit 18 bas 
received a text messaqe from the TPF 40, the user will be 
informed, for example, that certain catalogs have been 

25 updated or that certain promotions are in effect. The user 
is prompted to mak~ selections, using the remote controller 
36 to select items on the TV monitor 14, to progress through 
the session. 

Preferably messages, commands, or updated 
30 information transmitted from the TPF 40 are accompanied by a 

new date by which a subsequent TPF 40 contact is expected. 
If there has been no call prior to this date, then the 
transaction unit 18 is to automatically initiate a call for 
updated instructions from the TPF 40. If the transaction 

35 unit 18 is unable to contact the TPF 40, then the user is 
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advised in an error :message to ·check the telephone line. 

This error message is repeated each time tli• unit 18,has a 

CD 22 inserted until the call to the TPF 40 is com~leted. 

After.a set number of. days_without .contact with the TPF 40, 

5 then the firmware in the transaction unit 18 will cau•e the 

unit 18 to disable its own operation. 

At appropriate points in each ses•ion, the 

transaction unit 18 prompts the user to insert the key 

memory device 38 into the transaction unit 18, if it is not 

10 already in place, and enter a counterpart of. the personal 

identification number (PIN) using the remote controller 36, 

as further described below. Each person in a househo.ld may 

have his own PIN number stored on the key memory: device 38 

to uniquely identify each authoriz~d user to the transaction 

15 unit 18. Credit information, restrictions on use (such as 

viewing up to PG rated movies only), catalog: ordering· 

information, etc., are associated with e.ach PIN number, this 

information being duplicated at ·the TPF 40. Although most 

entertainment. mass .storage .. ,. elements 22 . are. assigned, a . "pay 

20 per play" or "pay for a designated period of time" 

·.arrangement, as furtheridescribed below, it is possible to 

"free preview" an initial portion of the element 22 that is 

not required to be encrypted. Also, all portions· of a 

catalog are normally accessible without entering a.PIN as 

25 described below, unless information in the catalog is 

restricted, such as information that would not be 

appropriate for children. 

The system 10 is configured to minimize use of the 

user's home telephone or other network channel, both in 

30 terms of the number and the duration of calls. Other than 

the cost of a local telephone call, all related voice and 

·data telephone call charges of the system are contemplated 

to be free to the user. Still, in view of the computer or 

fax modems typically in home .. offices, or when teenagers are 

35 ··present, there is competition for use of a single home 

telephone line. Therefore, if the home telephone is in use 
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when the transaction·unit 18 attempts to call the TPF 40, 
the transaction unit 18·can be programmed.to retry the 

· telephon~ call at ·a later time until· successful.· 
Alternatively, a data-over-voice protocol is contemplated. 

5 catalog &hopping 

For catalog shopping, the user receives catalog 
mass storage elements 22 in the mail or by other appropriate 
channels. After inserting the catalog CD element 22 into 
the terminal drive unit 20, the transaction controller 30 

10 causes header information to be read from the CD 22 in the 
format test sequence 106. In the case of catalogs, the 
sequence 106 checks far a digital signature to determine 
that the catalog is authorized for use on the system before 
entering the catalog routine 108C as described above. The 

15 catalog routine 108C enables the user to browse or search 
for specific items, normally without entering a PIN as 
described above. Only when the user actually orders an item 
is the PIN necessary. In the implementation of Fig. 1, the 
user can elect to view the mass storage elements 22 at a 

20 neighbor's home or a second house having a counterpart of 
the transaction unit 18, and can place orders provided the 
user's key memory device 38 is present. 

The presentation of catalog items by the system 10 
is greatly enhanced by use of stereo sound, graphics, text, 

25 and full-motion video combined in easy to use multimedia 
format. At any time while browsing through the catalog, the 
user may select single or multiple items for purchase. The 
transaction unit 18 automatically sends the order to the 
catalog retailer's order entry computer via the TPF 40. 

30 Using the transaction unit 18, the user quickly receives 
confirmation of availability and total price of the order. 
Filling out the order on the TV monitor 14 requires only 
selecting the items desired, as all necessary information 
pertaining to the user is already stored on the user's key 

35 memory device 38 (or other memory of the transaction 
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controller 30). After ·the systp 10 completes the ord.er 

~c:>~ .and -sends it to the retailer '·a computer, . the ~tailer• s 

normal fulfillment prooec:lures are invoked, .and the purchased 

it-• ax-a mailed directly ·trom the catalog ret.ailer .t:o the 
5 user. ·Any l)robl_. or retul.'fts ,are dealt with by the 

retailer and any reversals of charqes that may be required 

are-accomplished autcmatically and recorded by the tJatabase 

,processor 46 of the TPF 40. 

Alternatively, the user can elect to use the 

10 telephone for placing an order with the catal«?CJ retailer's 

operator. Confirmation of the order and the purchase orders 

are mailed directly from the catalog: retailer to the user. 

Any probl_. or returns are dealt with by the retailer, 
including reversal of charges •. 

15 The transaction unit 18 is intended never to be 
•. : . . t 

turned off, going into a standby mode when not beinq used in 

order to receive catalog updates and promotional messages. 

Thus catalog retailers are also able to keep pric~ng current 
through communications to the transaction unit 18, even 

20 after the.catalog has been published. :In addition, close 

coordination with catalog retailers, combined with the two 

way communications capability of the syste• 10, enables both 

the user and the retailer to benefit from tPe availability 

of special sale prices on a daily basis. 

25 Hoyles 

A major feature of the system 10 is the capability 

of playing full length feature movies on a single -.ss 

storage element or CD.22. These movies are distributed in a 

~ariety of ways, such as from video stores, vending 

30 machines, or through the mail. Because of the minimal 

manufacturing cost of CDs,· they do not need to be returned 

to the video store or any other distribution cent•r. Thus 
the user can maintain a movie library at home for personal 

use or to give or lend to others. 
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·rn·an .Xemplary transaction, the user picks up a 
movie CD ·at the loca1·· video store and pays a sma11· usaqe 
charqe that covers two 24 hour viewinq periods. once the 
mass storage element 22 in the fora of a movie CD 22 is 

5 loaded into the terminal drive unit 20, control is passed to 
the movie routine 1088 as described above. With particular 
reference to Figs. 3 and 4, the movie routine 1088 first 
obtains header information including a billing rate and 
expiration date from the CD 22 in a header step 140. Next, 

10 the expiration date is compared with an internal calendar in 
a test expiration step 142 for determining possible 
expiration of authorized use, in which case an appropriate 
message is displayed in an expired message step 144, 
followed by termination of the movie routine 1088 using a 

15 counterpart of the eject CD step 138. 

If the CD 22 has not expired, control passes to 
counterparts of the test key step 120 and the error message 
step 122 (until the key memory device 38 is in place in the 
configuration of Fiq. 1) , at which point the user is .. 

20 required to enter a valid PIN in an enter PIN step 146. If 
the entered PIN is rejected in a test PIN step 147, control 
is returned to the enter PIN step 146; otherwise, the drive 
unit 20 is activated in a play open step 148 for playing 
selected information from the CD 22, the selected 

25 information beinq typically a free preview of the main 
contents of the CD 2 2. 

Following the play open step 148, and while the 
unencrypted information is being played from the CD 22, 
control is passed to a billing routine 150. As shown Fiq. 

30 5, the billing routine 150 first determines whether the CD 
22 is owned for unlimited play in a test unlimited step 152. 
In the embodiment of the system 10 shown in Fig. 1, serial 
numbers and ownership status of each CD 22 can be stored in 
memory of the key memory device 38. Alternatively, such 

35 information can be stored in other memory of the transaction 
unit 18. The same information is also stored in the index 
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48 of the TPF 40. However, a call ()Ver the transaction 
network 42 for accessing same.is initiated, only in ~e event 
of a malfunction or other extraordinary circ::umstance in 
order .to avoid unnecessary delay and usage of the network 

5 42. If there is unlimited ownership, control is pass•d to 
an update m81Dory step 154 wherein flash a81Dory of the key 
a81Dory device 38 or other non-volatile memory of-the 
transaction unit 18 is updated if necessary, after ·which 
authorization for playing the main contents is returned to 

10 the aovie routine 1088 via an. authorized ~it. step 156. It 
will be understood that the update ,m.emory ,step 154 can 
include overwriting the read/write serial code 24 1 'with the 
current authorization status of the ·co 22. Thus further 
testing of the status of the CD 22 can be .impl81Dented 

15 locally without placing, a telephone call to -the-TPF 40. In 
this iaplementation, decryption key information for the CD 
22 is pre-loaded into the transaction terminal 18 during 
previous telephonic comJDunication. Thus the number of 
comJDunications between the,transaction terminal 18' and the 

20 TPF 40 is significantly reduced, with corresponding cost 
savings. 

In case unliaitecl play was not previously 
authorized, control is passed from the test unlimited step 
152 to a test start step 158 for determining whether a first 

25 timed billing period had previously been initiated. -If not, 
initiation of the first period is done in a start first step 
160 by retrieving the curr~t date and time, with control 
being passed to the update m•mory step 154 ~or storing the 
current date and time·in an appropriate memory location. If 

30 the first period had been initiated, expiration thereof is 
determined in a test first period step 162 wherein the 
previously stored date and time, plus a predetermined 
duration of the first period (24 hours, for example), is 

. compared with the current date and time. If the first 
35 period remains in effect, control is passed to the update 

memory step 154 (which can be alternatively bypassed here); 
otherwise, a counterpart of the test start step, designated 

·--~-- i 
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158', is performed fordetermininq whether a second timed 
billinq period had been started. If not, a counterpart of 
the start first step 160, desiqnated start second step 164, 
is done, followed by the update meJllory·step 154 as described 

5 above; otherwise, a test second period step 166 for 
determininq whether the second period has not expired, in 
which case control is passed to the update memory step 154 
as described above; otherwise, an option for unlimited play 
is presented on the TV monitor 14 in an offer unlimited step 

10 168, after which a test accepted step 170 is executed for 
determininq acceptance of the offer by the user. Upon 
acceptance, control is passed to the update memory step 154 
for storinq the unlimited play election; otherwise, an 
alternative option is presented in an offer sinqle view step 

15 172, which is followed by a counterpart of the test accepted 
step 170. Upon acceptance, control is returned to the start 
second step 164, followed by the update memory step 154 for 
storaqe of acceptance and initiation of the "second" billinq 
period. If the single view offer is refused, an 

20 unauthorized exit 174 is taken for reflecting same in 
returning to the movie routine 1088. 

Followinq the billinq routine 150, control is 
passed in the movie routine 1088 to a test paid step 176 for 
determining whether use beyond that previously paid for was 

25 requested. If not, the required decryption key is requested 
from the key memory device 38 in a qet key step 178, and a 
test key step 180 is executed for determining successful 
access to the key. If the key was available from the device 
38 (or elsewhere in the transaction unit 18), control is 

30 passed to a decrypting play step 182 for continuinq play of 
the CD 22 beyond the initial unencrypted portion. Upon 
completed play of the movie, proqram control returns to the 
eject step 110 of the main routine 100. If unavailable in 
the transaction terminal 18, the decryption key is obtained 

35 by telephone using the transaction network 42 in a get TPF 
key step 184, followed by a key store step 186 in which the 
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key is ·stored in appropriate non-volatile aemory ·(of the key 

memory-device 38). 

Fro• the test paid step 176, a payment request 

step 188 is performed wherein an appropriate aessage i's sent 

5 to the TV aonitor 14 for requestinq payment authorization. 

A test authorization step 190 returns control to the billinq 

routine.150 if authorized; otherwise, control is passed to 

the aain routine 100 for ejection withou~ f~rther play of 

the CD 22. 

10 As described above, the first viewinq period 

starts from the time of first play, not when the CD 22 

leaves the store. The second viewinq period. aay start at 

any time thereafter. This approach provides the consumer 

with a aore convenient and cost-effective aeans for 

15 obtaining movies than by traditional video store tiae rental 

services. If the user subsequently decides to acquire 

additional 24 hour viewing periods, no further action on his 

part is required. Be ael!'ely plays the CD 2.2 on the 

transaction unit 18, and:.an incremental usage fee will be 

20 automatically charqed to his account.. Also, the user aay 

instead decide to purchase the aovie for unliaited play, 

which transaction can also be impleaented froa the 

convenience of home on Che transaction ·unit 18. 

other Uses 

25 The system 10 is also designed for the user to 

play video games and other multimedia entert~inment CDs 22 

usinq the joy stick unit 34 to play games or navigate 

through multimedia applicat~ons. Existing aultiaedia 

personal computer CDs can be supported by the system 10, the 

30 publisher beinq able to change the price/use conibination at 

the 'l'PF 40. 

The terminal drive unit 20 of the system 10 also 

has the capability to play standard audio formatted CDs, 

just like a standard audio CD player, the transaction unit 
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18 havinq stereo·outputs for connectinq'to the user's 
amplifier or surround sound system for provid·inq · hiqh 
fidelity sound. Track selection ·and other functions can be 
selected by the remote controller 36. The transaction unit 

5 18 can be conf iqured to further enable the user to display 
imaqes on a Kodak• Photo CD, the imaqes beinq viewed usinq 
the remote controller 36 with Photo CD Access software. 

The transaction unit 18 is like a blend of an 
audio CD player, a multimedia personal computer and a laser 

10 disk player, all housed in a sinqle box about the size of a 
consumer VHS player. Accordinqly, the transaction unit 18 
provides a subset of operations and connections found on 
each of these entertainment systems, in addition to the key 
interface 26 (and/or flash memory of the transaction 

15 controller 30), the transaction interface 28, and the 
transaction controller 30. 

As described above, correlation of the mass 
storaqe element 22 with transactions involvinq same.;is 
achieved by operation of the vendor terminal 54, wherein the 

20 particular serial numbers of the CDs 22 that are sold by 
that vendor are read by the bar code reader 58 and 
transmitted to the index 48 of the TPF 40. At the same time 
(or at a different time) other data unique to the user can 
also be transmitted from the vendor terminal 54 to the index 

25 48 for correlatinq vendor sale of the element 22. Also, the 
transaction terminal 18 provides correlation of the element 
22 with user play transactions by operation of the bar code 
reader 23 in conjunction with the key memory device 38, the 
key memory device 38 (or other memory of the terminal 18) 

30 beinq loaded with user and serial number authorization data 
as provided from the TPF 40. 

Another correlation capability is achieved by 
trackinq blocks or ranqes of serial numbers on mass storaqe 
elements 22 that are delivered to particular vendors, that 

35 information beinq stored in the index 48 of the TPF 40. 
When the user of the terminal 18 attempts to play the mass 
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storaqe eleaent or CD 22, the serial number is read by-the 

:bar code reader 23, Che number being correlatable :with .the 

corresponding nwnber (or ranqe containing ·the nmnber) in the 

.index 48 for associating· the element 22 with the particular 

5 vendor ·that sold it, thereby ·enablinq payments for plays of 

the element 22 beyond wbat-..was initially sold to 'be 11Ulde to 

the vendor. In this exampl•, the correlation, which- is also 

based on the serial n~er;of the CD 22, is first made -using 

communications with .the TPF 40 over the terminal network 42, 

10 with appropriate authorization- and decryption-data being 

stored in the key memory device 38, subsequent plays in 

accordance with the authorization being monitored locally by 

the transaction terminal 18. 

In another example, the title and other data· 

15 identifying the particular work sold, the type of sale. 

(limited. or unlimited pl.ay), and the purchaser, is 

transmitted from the vendor te~inal 54 to the TPF 40 over 

the provider network 42' for storaqe in the index 48. 

Correlation is accompl.ished- at the transaction terminal 12 

20 as in the previous example, based on the title and other 

identifying data (but not a unique serial number) under the 

presumption that only one copy of a particular work would be 

purchased by a single. user, or the copy in use is the one 

most recently purchased by the user. Thus it is not 

25 required to use either of the bar code readers 23 or 58. In 

this example, the title and other data needed for 

identifyinq a particular work is stored in the index 48 

together with data identifying the vendor and the purchaser 

(user). 

30 Alternatiye configuration 

With further reference to Figs. 1-10, an 

alternative configuration of the transaction unit 18 has a 

counterpart of the key memory device 38 incorporated 

integrally with a counterpart of the transaction controller, 

35 designated JO'. Figure 7 shows the controller 30' including 
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a computer processor 60 ,. system meJDory including a ROM· 62, 
flash RAM 64 and a DRAM 66 ·interfaced-with a ·system.bus·68, 
the DRAM.66 also being directly connected to the· processor 
60. The processor 60, which is sh0wn in greater detail in 

s Fig. 8, has internal thereto a first parallel port 60A 
connected to the input interface 32, and a second parallel 
port 608 connected to a counterpart of the key interface 26, 
designated expansion interface 26", that provides expansion 
and local data exchange capabilities as described below. 

10 The processor 60 also includes a timer/serial port 60C that 
is connected to the transaction interface 28, and an IDE 
interface 60D that is connected to the terminal drive unit 
20. Further, the processor 60 includes a high-speed 
interface 60E that feeds a secure processing unit (SPU) 70 

15 that provides other functions of the key memory device 38 as 
described below, and a video block 72 that is shown in Fig. 
10 and described below, the SPU 70 and the video block 72 
also being connected to the systeJD bus 68 as shown in Fig. 
7. Moreover, the processor 60 includes a DRAM controller 

20 60F and an interrupt controller 60G that is connect'd to 
interrupt lines of the system bus 68, the interrupt lines 
also being connected to the input interface 32 for 
responding to operator intervention. The DRAM controller 
feeds address and control signals to the DRAM 66, memory 

25 data being bidirectionally communicated over the system bus 
68. A device suitable for use as the computer processor 60 
is available as a MC68ECOOO "flex core" CPU from Motorola of 
Phoenix, AZ. The ROM 62 can have a conventional 512lC x 16 
bit configuration, the flash RAM 64 can be implemented as 2 

30 Mbytes of serial disk-drive storage, and the DRAM 66 can be 
in a conventional 256lC x 16 configuration having 80 ns access 
time. 

The secure processing unit or SPU 70 is 
responsible for all encryption, decryption, transaction, and 

35 security requirements of the transaction unit 18. An SRAM 
74 is interfaced with the SPU 72 separately from the system 
bus 68 for maintaining the contents thereof secure from 
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unauthorized access. For exaaple, the expansion interface 

26" is firmware .programmed .for access to the te1;1ainal Jirive 

unit, the transaction interface 28, and the SPO 70, <but not 

restricted data that is stored in the SRAM· 74. The SRAM 74 

5 can be implemented as a c~nventional 321C x e CMOS device. 

The SPU 70 contains a limited amount of on-chip 

memory for data and transaction storage. Additional 

information can be encrypted and stored in the main system 

memory (the flash ram 64 .and the DRAM 66). The_ ·SPU 70 is 

10 intended to provide a sustained decryption rate of l.2Mb/S. 

The SPU 70 can be a bus· master device, with conventional bus 

arbitration logic (not shown) beinq implemented between the 

SPO 70 and the processor 60. 

Licensed public-key cryptographic algorithms can 

15 be used to manage key distribution and to provide digital 

signature capability to the transaction unit 18. The SPU 70 

contains the secret keys of secret-public key pairs.that are 

unique- to each SPU 70 of the multimedia system 10.· As 

indicated above, the seci:et:-~ub1ic key protocol, including 

20 encryption and decryption as disclosed in u.s. Patent No. 

4,405,829, is included under license from RSA Data Security 

Corp. The SPU 70 generates digital siqnatures when 

establishing communication with the TPF 40. The digital 

signatures are verified by the SPU 70 before certain 

25 restricted data such as catalogs and instriictions from the 

TPF 40 are permitted to be processed by the transaction unit 

18. The SPU 70 is contemplated to incorporate other 

physical and functional features that render unauthorized 

interrogation and/or reverse engineering either impossible 

30 or impractical. Such features can include isolation of 

internal memory address locations from external connections 

until appropriate access codes are applied, and 

electromagnetic shielding for blocking x-ray analysis, for 

example. A device suitable for use as the SPU 70 is being 

35 made availab1e based on internal reference No. SPU2.0/PV3, 

from National Semiconductor Corp. of Sunnyvale, CA. 
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Fi911re 9 shows a preferred implementation of ·the 
terminal drive unit 20, implemented in_a:conventional manner 
for playing full motion video (movies) ,:·_;'except that quad 
density playback . is contemplated. It will be understood 

5 that the total capacity of each CD 22 is'proportional to the 
recording density and to the effective _area of the recorded 
medium. Thus there is a trade-off between the size and the 

. . . 

density of the c~ 22 for obtaining a de.~ired playinq time 
usinq a given recording format. Also shown in Fig. 9 is a 

lo· separate ·audio output for use in playinq conventional audio 
disks, which output can directly drive ari audio decoder that 
is described below in connection with Fi~. 10. 

As shown in Fig. 10, an exemplary implementation 
of the video block 72 includes a full mo~ion decompression 

15 processor 76 having locally interfaced memory including a 
ROM 78, an SRAM 80, and a DRAM 82. The decoder 76 feeds an 
digital-audio converter 84 and a NTSC encoder 86, the 
converter 84 and encoder 86 feedinq respective analo.q audio . . 

and video signals to the TV monitor 14. The ROM 78 can have 
20 64 Kb capacity, the SRAM 80 can be orqanized as 4 x 32 Kb with 

25nS access time, and the DRAM 82 can be orqanized· as 
4 x 256K x 16 bits having 70 ns access time. A device suitable 
for use as the decompression processor 76 is available as 
IIT 3201 MPP, avaiial>le from Integrated Information 

25 Technology, Inc. of Santa Clara, CA. Alternatively, the 
DRAM 82 can incorporate the functions of the ROM 78 and the 
SRAM 80, being operated in fast page mode with 45ns access 
time. Another device suitable for use as the decompression 
processor 76 is available as STI3500A, available from SGS-

30 Thomson Microelectronics Inc. of Carrollton, TX. A device 
suitable for use as the diqital-audio converter 84 is 
available as TDA 1310 from Philips Semiconductor of 
Sunnyvale, CA. A device suitable for use as the NTSC 
encoder 86 is available as SAA 7188A from Philips 

35 Semiconductor. 
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As described.above, the.serial code 24 can be 

located .either ~g,fi;ide or outside the ~ventional ,mass-. 

. produced .bar code. Particularly advantageous locations ·for 

the serial code 24 are outside of the mass-recorded·data ,but 

5 within the physical range -of '•nd r~~able by the·m•in read 

head 234. With- further reference to Fi9s. 11, 12, -and 15, 

an important and preferred configuration of the storage 

element (Ci>) 22 has the .serial code 24 located within the 

main storage media 224 and outside of the mass-recorded 

10 data, the mass-recorded data being substantially confined 

within a boundary radiusR, the serial code 24 occupying a 

narrow annulus of wid~ AR as shown in Fig. 11. More 

particularly, the width AR can ·be within a •1eadout• region 

226 as shown in Fig. 15, ·the leadout region .226 having 

15 apecial~data thereon Ulat characteriz•• that region. As 

further shown in Fig. 15, the leadout region 226 surrounds a 

main data region 228 that contains mass-recorded data of the 

work to be output from the terminal drive unit 20, th•main 

data region 228 . having .an inside radius R1 and an outside 

20 radius ·Ro~ An annular- .111eadin" region 230 extends outwardly 

to the inside radius R1 , the regions 226, 228 and 230 being 

within the main storage media 224. 

Figure 11 shows a process 300 for producing the CD 

22, includinq a master step 302 for preparing a master 

25 record, followed by a mass record step 304 in which 

counterparts of the master record are copied onto a 

multiplicity of substrates 222 having the main storage media 

224 thereon. Typically, the mass record step 304 can 

include press-molding the substrate 222, followed by 

30 applyinq a reflective metalization layer. It will be 

understood that the data can be recorded in encrypted form, 

and that the data can be differently encrypted on various 

ones of the substrate 222. 

A serializer apparatus 306 is then used in the 

35 process 300, the apparatus 306 having a counter 308 is 

incremented with the passage of each of the mass-recorded 
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substrates 222, feedinq a •eri:al number sr. to· an encrypter 
310. The serial number Sn can ranqe· fr0m ': 1 · to N · where N is 
the total number' of mass recordings to be:·. made from a sinqle 
master. It will be understood that otb4!:r. ·protocols for the 

s serial number are contemplated. The eri¢eypter 310 scrambles 
the serial number, either alone or in combination with other 
information such as a work identifier andJor authorization 
level as discussed above, and feeds the resultinq composite 
code to a shift reqi.ster 312. The composite code is 

10 serially presented by the shift reqister:·312 to a driver 314 
that feeds a selective radiation device'such as a laser 
etcher 316 for selectively alterinq the main storaqe media 
224, thereby creatinq the serial code 24 of the CD 22. The 
laser etcher 316 can include a conventional fixed laser 

15 device that operates in conjunction with:an acoustic optical 
modulator (AOM) and an optical focusing system to 
selectively irradiate a region of approximately 25 micron 
diameter sufficiently to etch the metaliz~tion layer of the 
CD 22, the CD 22 being rotated in a predetermined m~nner by 

20 a counterpart of the disk drive 236, deslqnated 318~·· Thus, 
the process 300 in the exemplary confiqUration of Fig. 11 
includes the further steps of counting the CDS 22 for 
generating a unique_ serial number associ~ted with each copy 
from the master, encrypting the serial nWnber, and writing . ... . 

25 the encrypted result as the serial code .24 within the main 
storage media 224 of the completed CD 22:~. It will be 
understood that generation of the serial code 24 in a single 
pass as described above results in the width ~ being 
approximately 2 5 microns. Alternatively,.· the focusing 

30 system of the laser etcher 316 can be configured for 
producing a radially narrower etch, and the serial code 24 
can be generated in multiple passes (rotations of the 
substrate 222) with the etching being done at progressively 
changing radii for forming the serial co4e 24 with the width 

35 AF being greater than the etching width by any desired 
amount. FUrther, the etching can be don~, in segments that 
are angularly dispersed for preserving sufficient 
information content of the •1eadout• data to retain 
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functionality such as for servo head ~~acking. The Clisk 

drive 3).8 can in~lude c~terparts .o~ .. ~e main .read b.gd 234 
. '· .. ~ . . 

and associated componen~ (not sllown) for verifying 
suc;cessful completion of the etchinq and ini~iating 

5 -appropriate correctiv~ action, if necessary. 

As further shown in Fig. 9, discussed above, the 

drive unit 20 includes a CD ROM mechanisa 240 and a:diode 

amplifier/laser supply 242, the diode aaplifier thereof 

having a main out~ut 244 that feeds a CD decoder 246 and a 

10 digital servo circuit 248 that controls the motion of the 

main read head 234 (Fig. l,A). Figure 12 shows a preferred 

configuration of the drive unit 20 for :use with the. -CDS 22 

as _produced by the process 300. As with many conventional 

CD drives of the prior art, the main read he•d 234 is 
15 movable outwardly beyond the boundary radius R for purposes 

known to those having_;skill in the art, the main storage 

media of conventional CD elements also so extending. The 

drive unit 20 of Fig. 12 includes a preamplifier 250 that 

feeds a main amplifier 252, producing the main ou~put 244 

20 for use as in Fig. 9, ·above, the preampiifier 250 and the 

main amplifier 252 together corresponding to the diode 

amplifier in the circuit block 242 in Fig. 9. xn·further 

accordance with the present invention, the diode amplifier 

counterpart of Fig. 1a has an auxiliary output 254 that is 

25 fed from upstream of the main amplifier 252, such as by an 

auxiliary amplifier 256 that is driven by the preamplifier 

250. 

It is contemplated that the data density of the 

serial code 24 is typically significantly iower than that of 

30 the mass-recorded data, and while the main amplifier 252 is 

best optimized for hi9h frequencies over a limited 
bandwidth, it is preferred that the auxiliary output 254 

provide useful signals at a much lower frequency. Also, the 

preamplifier 250 is optional but, if present, it should not 

35 completely cut off signal components having frequencies 

below the bandwidth or the main aaplifier 252. Further, in 
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implementations includinq ~e preamplifier 250, the 
auxiliary·amplifier 256·is optional. -.oreover, while the 
output of the main·amplifier 252 is ·typlbally diqital 
(clipped or binary) , the output; of the :.a\IXiliary amplifier 

5 256 can be analoq (linear) or c!iqital. 

With further reference to Piqs.L 13 and 14, another 
factor in detecting the auxiliary code :2;4 is that the 
reflectivity of the etched reqlons of tJie CD 22 is very much 
lower than that of data reqiona; having 'a .. reflective coatinq 

10 on a flat surface.that is interrupted by spaced pips of 
approximately 0.5 micron diameter. As sb0wn in Fiq. 13, the 
main amplifier 252·is responsive to a high first 
reflectivity 258 and a lower second reflectivity 260 Of mass 
recorded data, the ·.etched ~eqions of the serial code 24 

15 presentinq a very much lower third reflectivity 262. Thus 
the main aaplif ier 252 can be balanced 'to detect a data 
threshold reflectivity 264 that is between the first and 
second reflectivities 258 and 260. Similarly, the auxiliary 
amplifier 256 can be balanQed to detect a serial code 

20 threshold reflectivity that is between the second and'third 
reflectivities. Fiqure 14 shows in simplified form an·.·· 
implementation of the amplifiers 250, 2s2' and 256 that· 
applies the above considerations. The main amplifier 252 in 
Fig. 14 has a main bandpass amplifier 268 that feeds a main 

25 comparator 270 havinq a data reference input D that 
corresponds to the data threshold reflectivity 264. 
Similarly, the auxiliary amplifier 256 includes an auxiliary 
bandpass amplifier 272 that fe~ds an auxiliary comparator 

. ·. : . 

havinq a serial code reference input c ~bat corresponds to 
30 the serial code threshold reflectivity 266. It is 

contemplated that the bit rate of the m~in data is on the 
order of 50 times or more hiqher than that of the auxiliary 
data, thereby facilitatinq discriminati~h between signals 
output on the main output 244 and those output on the 

35 auxiliary output 254 using the bandpass amplifiers 268 ·and 
272. For example, it is contemplated t~at with the 
substrate 222 movinq at a velocity of 3~27 meters/sec. 

.. ' 
i 



5 

· .... :·, -:~·f··.~, .;;:' ~. ' ... 
'···, .. '· 

. :~ i '· . . .· .·_,: ·. -~-" 
~~· r 

WO 96129639 . PC]'IJJS96/04027 

41 

relative to the main read head 234, _the m-.ss recorded data 

has a channel b:~~ rate of approximately 24 Mbits/seo., 

Whereas the auxiliary data rate of ttil!. serial code 24 is 

approximately 164 Kbits/sec. 

As further shown in Fiq. 15, dimensional 

parameters of presently contemplated DVD disks inc;iude a 

substrate outside di~eter DS of 120 mm, the outside radius 

Ro of the main data reqion 228 beinq 58 JUlmaXimUJll, the 

leadout region 226 having:: a maximum radius RL that is 58.5 mm 

10 maximum. A maximum •wobl;>le" 'Or •eccentricity of recor4ed 

tracks of these DVD dis~ is 100 microns total, which 

includes 40 microns between the tracks and the locatinq 

diuaeter of the substrate. 222, 40 microns: .for the !:disk drive 

236, and 20 microns for miscellaneous contributions such as 

15 variations in locating the substrate 222 on the disk drive 

236. It is further conte•plated that the tracks are spaced 

approximately 1 micron center-to-center. Within:these 

constraints, a preferred location of the serial code 24 is 

near tbe outside of. the , leadout reqion. In the ··exemplary 

20 case of the width AR being approximately 25 microns; the 

serial code 24 can be located between an inside radius R1 of 

approximately 58,455 microns and an outside radius R2 of 

approximately 58,480 microns. In one variation, the width 

AR is increased to approximately 125 microns for· reliable 

25 detection without •ervo trackinq, Rl beinq· reduced to 

approximately 58,355 microns. As further shoWn in Fig. 15, 

the serial code 24 is preferably distributed in anqularly 

spaced segments 24A, 248, 24C, etc., with dummy ·data of the 

leadout region 226 being interspersed· between the segments 

30 for enabling servo trackinq of the main read head 234. 

Conclusion 
The system of the present invention provides the 

ability to shop at home by browsing through a wide variety 

of fully interactive multimedia cataloqs, many of the items 

35 being illustrated usinq·· video, the items ·ordered beinq 

automatically shipped to the user's door. Also full length 
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feature movies can be viewed on the ·system,·the user 
purchasinq the movie from a ·rt1ntal stor~~ a small- fee beinq 
billed to tlie user:· each time the mo'Tie>i~ · vlewed, with· the 
option to purchase unlimited private viewinq riqhts. 

The system of the pr,sent inverition also permits 
playinq of video qiulles and educational multimedia 
applications, such· as :multimedia encyclopedias, either with 

. . 

the addition of appropriate header information or by 
conf iqurinq the system 10 directly play CD ROM disks that 

10 are currently available for personal cO,mputer~. The system 
10 can also be implemented to play open format CDs such as 
standard audio and· video CDs as well as Kodak• Photo CDs, 
the photoqraphic i:maqes beinq viewed on the user•s home 

15 

television. 

Althouqh the present invention has been described 
in considerable detail with reference to :certain preferred 
versions thereof, other version~ are possible. For example, 
the CD elements 22 can be sold with authorization for a 
sinqle play or :multiple plays d~rinq a single time interval, 

20 with subsequent plays or authorized time intervals beinq 
contracted for usinq the transaction unit 18 as described 
above. The authorization can be for a predetermined number 
of plays in an unlimited time interval. ·Also, the option 
for unlimited play may omitted or offered based on switches 

25 that are down-loaded from the TPF 40. Similarly, the 
duration of specific play authorizations and pricinq 
therefor can also be altered by down-loa~inq switches. The 
CD elements can be provided without the unencrypted free 
preview portions. Set-up and/or operation of the 

30 transaction unit 18 can be implemented with communication to 
the TPF 40 initiated only by the transaction interface 28 
for avoidinq audible rinqs on telephones .that may be present 
on user premises. Further, software qam~s can be developed 
specifically for the system 10, and the system 10 can 

35 include a cartridqe slot for allowinq the addition of 
electronics for the playinq of qa:mes usinq third party 
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standards. Moreover, correlation of vendors with user 

transactions can- :be based on nwat>ers -of copies of particular 

works that each vendor contributed to !(by creation, 

production, sale). Therefore, the spirit ·and scope of the 

5 appended clai•s -should not -necess~_rily 0be l~imited to th19 

description of the preferred versions contained herein. 
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1. An interactive multimed~a system providing 
personalized transaction management, comprising: 

(a) a transaction terminal including: 
5 (i) a terminal drive unit for accessing at 

least one mass storage element containing recorded data; 

(ii) an audio/video output interface for 

feeding portions of the recorded data to one or more output 
devices; 

10 (iii) a transaction interface for bidirectional 

15 

electronic communications with an external facility; and 
(iv) terminal control means for activating the 

output interface and the transaction interface in response 
to operator input; 

(b) a transaction processing facility (TPF) 
including: 

(i) a database processor; and 
(ii) a terminal interface for bidirectional 

electronic communications between the transaction interface 

20 and the database processor; 

25 

(c) means for correlating the mass storage 
element with a particular transaction; and 

(d) means for metering use of the element based 

on particulars of the transaction. 

2. The system of claim 1, wherein the TPF 
further comprises a provider interface for bidirectional 

electronic communications between a plurality of vendors and 
the database processor, the means for correlating is 

operative for identifying a particular one of the vendors, 

30 and the means for metering comprises means for crediting the 
particular one of the vendors by a predetermined amount 

based on usage of the mass storage element. 

_..I: 
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3. The system of claiiD 1, wherein the terminal 

control means includes-;~ handheld remote control ·unit for 

receivinq at least a -po~ion of the operator input. 

4. The systelt· of claim 1, wherein ·the 

5 transaction terminal further comprises a key memory for 

storing authorization data to be compared with user input, 

the control means inhibiting: at least some operations of the 

first drive unit unless the user input matches.a 
predetermined portion of the authorization data. 

10 5. The system of claim 4, further comprisinq 

:means for updatinq the key memory using ·the transaction 

in~erface. 

6. The system of claim 4, wherein the 
authorization data includes a key code, and the means for 

15 correlatinq the mass storage el.ement comprises an index of 

key codes and mass storaqe elements authorized ~or use under 

respective ones of the :.key. codes. 

7. The system of claim 6, further comprising 

means for updating the index based on use of the mass 

20 storage element. 

8. The system of claim 6, wherein the index 

further comprises identification of vendors having 
prospective rights in the authorized use of the mass storage 
elements. 

25 9. The system of claim 8, wherein the mass 

storaqe element is one of a multiplicity of elements having 

the recorded data corresponding to identical information and 

including a work identlf ier, the terminal control means 

being operative for signalling the work identifier to the 

30 TPF using the transaction interface, the index having for 

each of the elements a unique serial identifier, the means 

for correlating the mass storage element further comprising: 
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(a) means for locating a particular serial 
identifier in the index using the work identifier and key 
code as signalled from t~e terminal drive unit: and 

(b) means for reading the particular one of the 
5 vendors from the index by association with the serial 

identifier. 

10. The system of claim 4, wherein the 
transaction terminal further comprises a key interface for 
interrogating an authorization key device. 

10 11. The system of claim 10, wherein the key 
device is an encoded card, the key' interface being operative 
for signalling a key code from the card to the terminal 
control means. 

12. The system of claim· 11, ·'wherein the 
15 transaction terminal is operative for comparinq the key code 

to a plurality of authorization codes, :each of the 
... 

authorization codes corresponding to a separate user· 
account. 

13. The system of claim 11, wherein the key· 
20 device includes read-write memory elements for storing 

transaction data. 

14. The system of claim 2, wherein: 
(a) the transaction terminal further comprises a 

key interface for interroqating an authorization key device 
25 for obtaining a key code: and 

(b) the system further comprises a plurality of 
sale terminals for use by at least some of the vendors to 
communicate with the TPF, each sale terminal having a key 
reader for reading the key code from the key device, the TPF 

JO havinq means for updatinq an index based on transactions 
with one possessing the card. 

15. The system of claim 10; wherein the key 
interface is operative for signalling a key code from the 
device to the terminal control means, and the means for 
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correlating the mass ·storage element compri•es an index of 

key codes and mas:s ,storage elements a1Jthorized.~or use under 

respective ones of "th~ key codes. 

16. The &yfltem of claim 15, ::wherein th• aass 

s storage element is one of a aultiplicity of elements having 

the recorded data correspond~rig to i.~entical information and 

including a work identitier, the terminal control aeans 

being operative for signalling the work identifier to.the 

TPF using the transaction interface, the index having 0 for 

10 each of the elements a ·uniqUe serial identifier and a vendor 

identifier havinq prospective rights in the authorized use 

-of the mass storage element under particular key codes, the 

means for .correlating the mass •torage elem~nt further 

comprising: 
15 (a) means for locating a particular serial 

identifier in the index using the work identifier and key 

code as signalled from the terminal drive unit; and 

(b) means for reading the vendor from the index 

by association with the serial identifier. 

20 17. The system of claim 1, wherein the mass 

storage element is one of a multiplicity of elements having 

the recorded data corresponding to identical inform~tion, 

each of the elements also :having a unique machine-readable 

serial identifier, the terminal drive unit comprising means 

25 for signalling the serial identifier to the terminal control 

means, the means for correlating the mass storage element 

comprising: 
(a) an index of serial identifiers associated 

with particular vendors; 

30 (b) means for comparing a particular serial 

identifier as signalled from the terminal drive unit with 

serial identifiers of the index; and 

(c) means for reading the particular one of the 

vendors from the index·in response to the means for 

35 comparing. 
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-18. The system Of claim 17, ·wherein the serial 
'identifier is a·bar·code, and the means for·signalling·the 
serial identifier comprises·a bar code reader. 

19. The system of claim 17, wherein the index 
5 includes stored use fee data associated with the serial 

identifiers, and the means for metering includes means for 
debiting a user account and crediting a vendor account 
according to the use fee data. 

2 o. The system of claim 2, further comprising a 
10 plurality of vendor terminals for use by at least some of 

the vendors to collllllunicate with the TPF, each vendor 
terminal having a serial ID reader for reading serial 
identifiers associated with mass storage elements, the TPF 
having means for updating the index based on communications 

15 from the vendor terminals. 

21. The system of claim 20, wherein at least 
some of the vendor terminals further comprise a key .~eader 
for reading a key code from a device possessed by a 
purchaser of the mass storage element. 

20 22. The system of claim 1, wherein the recorded 
data of the mass storage element includes vendor 
information, and wherein the transaction terminal further 
comprises means for receiving and storing information 
updates from the TPF using the transaction interface, and 

25 usage of the mass storage element includes feeding the one 
ore more output devices based on a combination of portions 
of the recorded data and the information updates. 

23. The system of claim 22, wherein usage of the 
mass storage element includes selecting and ordering catalog 

30 items, the information updates include catalog updates, the 
system further comprising means for signalling and 
confirming catalog orders using the transaction interface. 

24. The system of claim 22, wherein the 
transaction terminal further comprises a key memory for 
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storing autho~ization data to be compared with user input, 

the control .:means inbibj.ting at le.ast ao:me functions_:of the 

ter:minal drive unit unless the user input :matches a 

predetermined portion of ·the authorization data. 

25. The systea of clai:m 22, whe~ein the 

transaction terminal includes means for comparing header 

infor:mation of the :mass storage ele:ment with predeter.:mined 

data for verifying authenticity of the infor:mation, and 

:means for inhibiting at least some functions of the terminal 

10 drive unit unless at least a portion of the ,h~ader 

infor:mation matches the predetex.ined data. 

26. The system of claim 1, wherein the :mass 
storage ele:ment is one of a :multiplicity o·f .elements having 

the recorded data corresponding :'to identical information, 

15 each of the ele:ments also having a unique :machine-readable 

serial .identifier, the ter:minal .drive unit comprising means 

for signalling the serial identifier to the ter:minal control 

:means based ·on use· ·Of each '·of the corresponding elements, 

the :means for correlating.the mass storage element 

-20 co:mprising·: 
(a) an index of serial identifiers authorized 

for use by particular users: and 
(b) :means .for determining-uses of the elements 

by comparing a particular serial identifier as signalled 

25 from the terminal drive unit with serial identifiers of the 
index. 

27. The system of claim 26, wherein the 

identifier includes authorization status infor:mation. 

28. The system of claim 27, wherein at least a 

30 portion of the serial identifier is capable of being 

recorded by the terminal drive unit, the system being 

capable of updating the authorization status information of 

the serial identifier in response to a user•s transaction. 
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·storage element is a CD-R"disk, and·the·serial identifier is 
recorded together with other recorded aata on the mass · 
storaqe element. 

30. A memory systmQ comprisl~q a drive unit for 
accessing at least·one mass storage element containing 
recorded data, wherein the mass storage·eiement is one of a 
multiplicity of elements having the recorded data 
correspondinq to identical information in a main data 

10 reqion, each of the elements also having a unique machine­
readable serial identifier located outside of the main data 
reqion, the system having an output in~~rface for feeding 
portions of the recorded data to one or more output devices, 
and means for siqnalling the· serial identifier from the 

15 drive unit to an external device. 

31. The system of claim 30, wherein the drive 
unit includes a data head movable relative to the mass 
storaqe element for readinq at least a portion of the 
recorded data, the data head also being operable for·. 

20 scanninq the serial identifier. 

25 

32. The system of claim 30, further comprisinq a 
controller for operatinq the drive unit and havinq: 

(a) means for receiving operator input; and 
(b) means for accessing authorization data, 

the controller inhibiting at least some 
operations of the drive unit unless the user input matches a 
predetermined portion of the authorization data. 

33. The system of claim 30, wherein the means 
for siqnalinq the serial identifier is operative when at 

30 least a portion of" the serial identifier is contained in a 
sinqle auxiliary data track bavinq a plurality of auxiliary 
data bits of the serial identifier. 
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34. The system of claim 33, wherein •eans.for 

signaling is operative when the sinq~•,auxiliary .data track 

contains at least 200 auxiliary data bits. 

35. The system of claia 33, wherein -the 0means 

5 for siqnaling is operative when the serial identifier 

contains at least 200 a~iliary data bits. 

10 

36. The system ·of claim 33, wherein the~aeans 

for siqnaling is operative when the serial identifier 

contains approximately 2000,auxili•ry data bits. 

37. The system of any of claims 30-36, ·wherein 

the means for signaling is operative when the serial 

identifier is located within a leadout region of the mass 

storJtge element. 

38. The system of claim 26 or 30, further 

15 comprisinq means for determining use of pirated counterparts 

of the elements, coaprisinq: 
(a) means·for: storinq data corresponding to uses 

of elements having particular serial identifiers: and 

(b) means for determininq incredulous uses based 

20 on one or more of an elaps•d time between successive uses 

involving the same serial identifier, the occurrence of 

simultaneous uses, geographic distances between locations of 

successive uses, and operator input. 

39. The system of claim 38, wherein the recorded 

25 data of the mass storaqe element includes a work identifier, 

and wherein the means for determining incredulous uses is 

further based on correlation of the work identifier with a 

correspondinq work identifier of the index. 

30 
and 

40. The system of claim 38, further comprisinq: 

(a) an index of authorized serial identifiers: 

(b) means for determininq uses of the elements 

by comparinq a particular serial identifier as signaled from 

the drive unit with serial identifiers of the index. 

\ \11\11\ \\\I\\ Ill\\ \\1\1 \\ \II\ . 
* C L M S * 



W09'/29639 

. . """'"--··-· ·-·---· ... -··-·-- ·--·---· 

Tl:I{$. S.11(~1 HAS· BEEN 
. · R~P:l.;ACEI} . . . . . 

52 

PCT/US9'/04&27 

11111111 111111111111111111 1111 
* C L M S * 

41.· 'l'he system of claim 40i. wherein the index 
has the serial identifiers associated.with particular users. 

42. The system of claim 41~: further comprising 
means for determining a key code for th,e drive unit, and 

5 wherein the means· for determining incredulous uses is 
further based on correlation of the ke~.code with user 
identifiers of the index. 

43. The system of claim 41,· further comprising 
means for receiving user input, and wh~rein the means for 

10 determining incredulous uses is further based on correlation 
of the user input with user identifiers of the index. 

44. 'l'he system of claim 30, further comprising 
means for receiving user input, and me,ns for maintaining an 
index of user codes corresponding to the user input, the 

15 index including counterparts of unique serial identifiers 
for mass storage elements authorized for use under. 
respect! ve ones of the user codes, the system being .· 
operative for preventing unauthorized uses of the elements. 

45. The system of claim 44, wherein the recorded 
20 data of the mass storage element includes a work identifier, 

the system being operative for signaling the work identifier 
to the external device, the system being operative for· 
transmitting authorization code to the external device for 
use in conjunction. with the recorded data of the mass 

25 storage element. 

46. The system of claim 30, further comprising: 
(a) an index of element identifiers 

corresponding to the serial identifiers of the elements; 
(b) means for comparing a particular serial 

JO identifier as signaled from the drive unit with the element 
identifiers of the index; and 

(c) means for enabling use of the recorded data 
in response to the means for comparing. 



WO 96129639 · · 
·. ,;" =:;~~·~w~ ~~' ~EEN 

,: .. ·· · .. REPJ~AC~O:. · 
PCT/US96/04027 

53 

47. Tbe syat- of claim ~6, wherein the ,serial 

identifier is a bar code, and the meahl!( ror .signaling the 

serial identifier compri•es a bar code reader. 

48. The system of claim 26, 30, 44, .or 46, 

5 wherein the mass storage el-ent is selected from the group 

consisting of a CD-ROM disk, a CD-I disk, a CD-R .disk, a co­
V disk, a video CD, a .photo .CD, a CD-DA, and a DVD disk, and 

the drive unit is a compact disk drive. 

49. A method for readinq mass-produced recorded 

10 media while preventinq unauthorized uses thereof, comprising 

the steps of: 
(a) producing recorded copies .of particular 

works on respective media elements1 
(b) providing on each element a unique machine-

15 readable serial identifier; 
(c) providinq a device for readinq the recorded 

media in conjunction with, authorization data, the device 

also havinq means for readinq the serial identifier: 

(d) maintaining an index of valid authorization 

20 codes associated with particular ones of ·the serial 

identifiers; 

25 

(e) reading, the serial identifier in connection 

with attempted reading of -a copy; 
(f) receiving a proposed authorization code; 

(q) conditionally providinq the authorization 

data to the device based on matching the ;proposed 

authorization code with a valid authorization code from the 

index for the particular serial identifier of the copy; and 

(h) readinq the copy as auqmented by the 

30 authorization code. 

so. A method for meterinq permitted uses of 

recorded media according to the method of claim 49, 

comprisinq the further steps of: . .. 
(a) forminq the index to include authorization 

35 levels for particular copies: 

11111111111111 11111 1111111 1111 
* C L M S * 
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(b) debiting the authorization levels based on 
successive uses of: the media; 

(c) crediting the authorizati.on levels.based on 
transactions involving the particular copies; and 

: : . ..: : ' 

5 (d) conditioning the enabling based on the 
authorization leveis. 

51. The method of claim 50~ comprising the 
further step Of maintaining at least a counterpart Of the 
authorization level for a particular copy in machine-

10 readable form on the copy. 

52. The method of any of claims 49-51, wherein 
the step of producinq recorded copies includes the further 
step of encrypting the works, and the step of reading the 
copy includes the further step of decryptinq the copy usinq 

15 a portion of the authorization code. 

SJ. A mass storage element comprising: 
(a) a substrate; ... 
(b) a main storage media on the substra~~ 

storing a multiplicity of main data. eleme.nts in a main data 
20 reqion thereof, the main data elements being readable by 

data head means when the data head means moves in a 
predetermined main path relative to the sUbstrate; and 

(c) an auxiliary storage media on the substrate 
for recording and storinq a plurality of auxiliary data 

25 elements outside o~ the main data region, the auxiliary data 
elements being readable by auxiliary he.ad means when the 
auxiliary head means moves in a predetermined auxiliary path 
relative to the substrate. 

54. The mass storage element of claim 53, 
30 wherein at least a portion of the serial identifier is 

contained in a single auxiliary data track having a 
plurality of auxiliary data bits of the serial identifier. 
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55. The mass storage element of clailn 54, the 

single auxiliaey,data track .containing at ·least 200 

auxiliary data hits. 

56. The mass storage element of claim 54, 

5 wherein the serial identifier contains at least 200 

auxiliary data bits. 

57. The mass storage element of claim 54, 

wherein the serial identifier contains approximately 2000 

data ·bits. 

10 58. The mass storage element of claim 53, 

wherein the main data elements are substantially read-only 

in character. 

59. The mass storage -element of claim 58, 

wherein the main storaqe·media is adapted for receiving the 

15 main data elements by pres_~-molding. 

60. The mass storage element of claim 53, 

wherein' the· main storage·· media is adapted for receiving the 

main data elements by 'Selective radiation. 

61. The mass storaqe element of claim'53, 

20 wherein the main data elements --are optically readable. 

62. The mass storage element of claim 53, 

wherein the substrate and the main storage ·media are 

configured as a ro~atable compact disk. 

63. The mass storage element of claim 53, 

25 wherein the auxiliary storage media is adapted for being 

recorded and read by a single auxiliary head. 

64. The mass storage element of claim 63, 

wherein the auxiliary storage media is a magnetic coating. 

65. The mass storage element of any of claims 

30 53-62, wherein the auxiliary storage media is adapted for 

11111111111111 11111 1111111 1111 
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receiving the auxiliary data elements by selective 
radiation. 

66. A mass storage drive i~corporating the mass 
storage element of claim 53, and furth~f comprising: 

5 (a) means for removably supporting the mass 
storage element; 

(b) a data head for reading the main data 
·: . 

elements; 
(c) auxiliary head means for reading the 

10 auxiliary data elements; and 
(d) drive means for moving ~e substrate in a 

predetermined path relative to the data bead and the 
auxiliary head means for operation thereof. 

67. The mass storage drive of claim 66, wherein 
15 the data head is an optical head. 

68. The mass storage drive of claim 67, wherein 
the auxiliary head means comprises a magnetic head, the 
drive further comprising means for writing at least a 
portion of the auxiliary data elements using the magnetic 

20 head. 

69. The mass storage drive of claim 66, wherein 
the auxiliary head means comprises an optical head. 

70. The mass storage drive of claim 66, wherein 
the auxiliary hea~ means comprises mean~ for moving the data 

25 head in the predetermined auxiliary path relative to the 
substrate, the data head being operative for scanning the 
auxiliary data elements. 

71. The mass storage drive of claim 70, further 
comprising a head circuit including a m~in amplifier having 

30 a main output for signaling the main data elements in 
response to the data head, the circuit also having a 
separate auxiliary output for signaling the auxiliary data 
elements in response to the data head. 

\ \11\11\ \\\I\\ Ill\\ \\1\1 \I Ill\ 
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72. The mass storage drive of clai• 71, the head 
circuit further _ c:omprising an auxiliat,y ·.amplifier for 
driving the auxiliary output in response to the data head. 

73. The ·mass storage drive of claia 72, the main 
5 amplifier having a first frequency response effective for 

passing the main data. elements, the auxiliary amplifier 
having a second frequency. response for passing the .auxiliary 
data elements, the second frequency response substantially 
blocking the main data -- elements. 

10 74. The mass storage drive o~ claim 72, the main 
amplifier having a first reference connection effective for 
balancing the main output relative. to a data threshold 
output of the data head when the data head is reading the 
main data elements, the auxiliary amplifier having a second 

15 reference connection effective for· balancing the auxiliary 
output relative to a serial code threshold output =of the 
data head when the data head is reading the auxiliary data 
elements. 

75. The mass storage drive of any of claims 66-
20 74, wherein the mass storage element is a compact disk, and 

·the drive means comprises means for rotating the disk. 

76. A method for making a serialized 
multiplicity of mass storage elements having mass-recorded 
data representative o~ identical in~ormation, comprising the 

25 steps of: 
(a) preparing· a master record; 
(b) recording counterparts of the master record 

onto a multiplicity ot mass-storage elements having 
respective main data ·regions; 

30 (c) generating a unique serial number associated 
with each recording from the master; and 

(d) writing a serial code corresponding to the 
serial number on each corresponding mass-storage element by 
selectively altering the mass-storage element outside of the 

35 main data region thereof, thereby serializing the elements. 

-------------

\ \111111 \l\ll\ Ill\\ 1\111 \\ \Ill 
* c l M S * 



W096129639 

-·------

\ \11\11\ \\\I\\ Ill\\ \\1\1 \\ \\I\ 
* C L M S 

. THIS SHEET HAS BEEN 
REPLACED 

58 

PCT/US96/04&27 

77. The aethod of claim 76, comprisinq·the 
further step of encryptinq the serial number, respective 
serial codes of the elements corresponding to the serial 
numbers as encrypted. 

5 78. The method of claim 76, wherein the step of 
writing the serial code comprises selectively radiatinq the 
mass storage elements. 

79. The method of claim 76, 77, or 78, wherein 
each mass storage element has a control region outside of 

10 the main data region, and the step of altering the mass 
storage eleaents comprises selectively altering the control 
reqion thereof. 

80. The method of claim 79, wherein the step of 
altering is performed in sufficiently spaced relation to the 

15 main data region for preserving functionality of the control 
region adjacent the main data region. • .... · .... 

81. The method of claim 79, wherein the step of 
altering comprises the further steps of altering separate 
sub-regions of the control region corresponding to 

20 respective portions of the serial code, and spacing the sub­
regions sufficiently apart within th' control region for 
preserving functionality of the control region. 

82. The method of claim 79, wherein the mass­
storage elements are compact disks, the control region is a 

25 leadout region having characteristic data recorded thereon, 
and the step of altering comprises the further steps of: 

(a) rotating each of the disks: 
(b) modulating an etching device with 

counterparts of the serial codes: and 
30 (c) directing radiation from the etching device 

within the leadout region of each of the disks. 


