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60/ 297,681, filed on June 12, 2001, and SIN 60/365,535, filed on March 20,
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including drawings, is hereby incorporated into this application by :
ref erence. BACKGROUND OF THE | NVENTION Field of the Invention The present

i nvention rel ates geSwsteat dnd Methed furCongir&sing Stiute RRISPG BYckARSsk with a
particular to an advanced system and net hod of exchangi ng secure e-nai
messages between a host system avidbike DadbChbenmeiaticy Baékdeons devi ce (" nobil e
device") via a wireless conmunications network operable with the nobile
device. Description of the Related Art There are many known sol utions for
exchangi ng i'nformati on between host systens and nobile devices. However,

t hese systens tend to fol | GROSSHRHA FIOMBELRTHED APPIITATIOR | vering a
shortened version of the original nmessage to the nobile device, especially
when dealing with dlishaptication ichimsapdirity fromeUstipddi States PhivisiohdlNAfplicitiogs gae of
nmobi |l e devices in dealing wth such nessages. 1 Summary |In accordance with
the teachi ngs pPHBH7£BL Wegen AunealZs P8@le mndi RN AO/B65:ES5Afiled joh Midrcleol, 2002, The
pre-processing encrypted and/or signed nessages at a host system before the
message is traffEAate digclosyrecof whohaf deese provisibeel eppiivativhs didh@ingdeanins, is Haby
message is recejved at the host systemfroma nessage sender. There'is a
det er i nati on a¥°¥RPrRfELintaLhis applicefonbhecforeseage receivers has a-
correspondi ng wirel ess nobil e conmuni cati on device. For each nessage
receiver that has a corresponding wireless nobile comunication device, the

nmessage i s
BACKGROUND OF THE INVENTION

Field of the Invention

The' present invention relates generally to secure electronic messaging and in
" particular to an advanced system and method of exchanging secure e-mail messages between
a host system and a mobile communications device (“mobile device”) via a wireless

communications network operable with the mobile device.

Description of the Related Art

There are many known solutions for exchanging information between host systems
and mobile devices. However, these systems tend fo follow simple encoding methods for
delivering a shortened version of the original message to the mobﬂc device, especially when
dealing with authentication and/or encryption. This limits the use of mobile devices in

dealing with such messages.




processed so as to nodify the nessage with respect to encryption ap%ﬁrgt_ 2005 '
aut hentication. The processed nessage is transmtted to a wrel ess bpl'é
comuni cati on device that corresponds to the nessage receiver. The system
and nethod may include post-processi ng nessages sent froma wreless

nobi | e communi cations device to a renote system Authentication and/or
encryption nessage processing is performed upon the nessage. The processed
nessage may then be sent through the renote systemto one or nore

recei vers. BRI EEmbBESERI PTION OF THE DRAWNGS Fig. 1 is a block diagram
showi ng an overview of an environment in whi-ch a nobile device may be used.
Fig. 2 is an illustrhtacondafe whie theaeachingsyesviddd hereim i Isystent Amngebod dnaprosided
commonly used today in the Internet. Fig. 3 is block diagramillustrating
of the main confumrwcesting ewyyptedmndiopggret inregsapest 4t a how eystam befdrehrsmessage is
e-mai |l exchanges. -Fig. 4 is a block diagramwhich illustrates received
encrypt ed nessadpansiittesl tp @dwirslesomobilefogmudicationaletibo cRiedieagpgea in redeivad sirthe hosy
recei ved signed nessage size reduction. 2 12 DEC 2005 Fig. 6 is a block

di agram of a sysystam framyehingdsagesendst. 7 Ehers isa detegminationsss sagbethy anp dfithe dnestags ed
on information stored at a nobile device. Fig. 7 is a block diagram
illustrating secercvenydus agomeipordingviretess gnobile rcommuuicationatgvicsre Fonepsh mheataghas
been encrypted and then signed. Fig. 8 is a block diagramillustrating
secure nmessage gecgiver thatbasi »porfesponding aitsless thobilee sorargenication derdee, eonessiggried
and then encrypted. Fig. 9 is _a block diagram show ng an encrypted nessage
pre- processi ng Pperewsd soasgo mpdify the mepspgrowithitespsettprensiynsion pefferduieaiicatinm. The
pre-processing system Fig. 11 is a_block diagramillustrating secure ‘
message pre- pr odeessssedy messagy isetransyuitipd to a wireless mobile  communication device that

corresponds to the message receiver.

The system and method may include post-processing messages sent from a ‘wireless
mobile communications devige to a remote system. Authentication andfor encryption
message prbcessing is performed upon the message. The processed message may then be

sent through the remote system o one or more receivers.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing an overview of an environment in which a mobile

device may be used.

Fig. 2 is an illustration of the main types of e-mail exchanges that are commonly used

today in the Internet.

Fig. 3 is block diagram illustrating of the main components of a system supporting both

secure and unsecure e-mail exchanges.
Fig. 4 is a block diagram which illustrates received encrypted message size reduction.

Fig. 5 is a block diagram illustrating received signed inessage size reduction.
2




message that has been encrypted and then signed. Fig. 12 is a bl gck BE@diigm
illustrating secure nessage pre-processing for a received nessage that has
been signed and then encrypted. Figs. 13 and 14 show a flow chart
~illustrating a nmethod for pre-processing signed, encrypted or signed and
encrypted nessages before sending themto a nobile device. Fig. 15 is a
flow chart of a nmethod for post-processing signed or encrypted and then
si gned nessages sent_froma nobile device. Fig. 16 is a flow chart of a
met hod for post - pr ocE®s? g Werkrdjagratiofor systegie dhiah thelshe dt » SRAIIHLEP. IG5 RAIES
sent froma nobile device. Fig. 17 is a block diagramof an exenplary
wirel ess conmuni'@Eo8 ifermptionsiaredat acwbilddevie. used with the systens and
nmet hods descri bed herein. Figs. 18 and 19 are bl ock di'agranms depicting
processing of nessagBg. 7nyelvldcRigkrant MRist-$ jce. 3 12 DEC 2005 Fig. 20 is
a bl ock di agram showi ng an exanpl € corrrru%alﬁlcl:-1 ﬁﬂgﬁe SV pEEfzerpeguetion forea” geeejvest k
di agram of an almmsapathhitas Bed BRIPLAATIHE, GAl.4ON System Fig. 22 is a block
di agram of anot her alternative communication system DETAI LED DESCRI PTI ON
Supporting S/IM Mg, P nd her .e-mai| security nethods in a wireless
environment is desi rgg' ?d‘? a%‘?"?c‘hﬁ%#ﬂ’s%&rﬂ@u@msageesinereﬁmﬁmefdrw rebdiged
cor porate user i.l.e device accessing data stored at or associated
with his corporglgeé&%en@%&;%sr?eglés‘?"‘géﬂgﬁ’?‘b?“m@%-tem The systems and net hods
descri bed herein aI'I%wrgzgcure messagi ng net hodol ogi es t-o be used, for
exanpl e, between corkis 'eblosleﬁsgrand:dm&n%&ﬁpfé&ﬁé §Ya TS c%gggn? ing' of
corporate e-mail nmail boxes to nobile devices has betsaang ?ﬁgzpéopos ﬁg&%&by t he
related. United StaggsioRals 94, titled "System and Method for
Pushi ng | nformation f?gom a H{;)%t@ag%sé?fgarﬁ@é‘&emﬂe@rﬁéﬁ%ﬂg@ﬁmni cati on
Devi ce Having a Sharﬁd El ectronic Address,"” .
1g- 11 1s a block diagram iilustrating secure message pre-processing for a received

message that has been encrypted and then signed.

Fig. 12 is a block diagram iHustrating secure message pre-processing for a received

message that has been signed and then encrypted,

Figs. 13 and 14 show a flow chart i]lustfating a method for pre-processing sié;ed,

encrypted or signed and encrypte@ messages before sending them to a mobile device,

Fig. 15 is a flow chart of a method for post-processing signed or encrypted and tfnen

signed messages sent from a mobile device,

-Fig. 16 is a flow chart of a method for post-processing encrypted or signed and then .
encrypted messages sent from a mobile device,

Fig. 17 is a block diagram of an exemplary wireless communication device that could
be used with the systems and methods described herein,

Figs, 18 and 19 are block diagrams depicting processing of messages involving a

mobile device,




I ssued on April 4, 2001 (hereinafter referred to as the "'694 Patg[?"@: i
which is incorporated in its entirety herein by reference. By using s“gc?i é
system as described in the '694 Patent, 'Internet' comrunicable or
formatted e-mail nay be sent or pushed to nobile devices to thereby
provide richer and farther reaching security that extends what is avail able
in the nobile comunications industry today. In previous wreless e-nail
solutions, the ability to adequately support security between different
corporations was not FigoXksis pbleck diigram shoaving apexufiple sogwoynécaiomsyybtbmbet ween bot h
corporate and private users, |like the SSM M and PGP standards, nobile
devi ce support for sHehlseablogk dagrem pf ansaltaretive iexarghds ¢amanhinication systemi n t hi s
application, the term"host systent refers to one or nore conputers at,
with or in associ ati Bi§- %1 ablgpk éngram af gnethesaltemaiivesampanicsion systammect or
system (hereinafter referred to as the "wireless connector"”) is operating.
In an enbodi nent, the host systemis a server conputer running within a
corporate network environnent operating behind and 4 1 2 DEC 2005;
protected by at DMElSLERAESERITMIING fjrewal |. The host systeminplenents a
Wi rel ess connector systemas an associated wreless conmuni cations
enabl i ng conmponent, weAReRing; SMING: BFP yandpether gwtailysgcsrity methods in a wireless
progrant appl i cation/ conponent built to work with at |east one or nore
nmessagi ng ser vers8viragpent ig desiped fos agichermed egutpee-weil prpetiencoiir throtorporte nser of a
w rel ess, connector systemor software programis used to send and receive
user-sel ect ed i MPRPlAdETicFRCCRsHNGAAFDIPIPGatRE pysedated, Vith bis GprpeTpie SaterpEissib pNmputer
Al ternatively, the host systemcould be a user’'s desktop or |aptop PC,
al SO running wi tSFFma TR fnd mstieds drserihied hergip afiew sesremssyagiag meghpdologies to
network (" LAN')H:I?olgse%oul d be any other systemthat is in conmunicatign wth
S,

a user's PC. T 105 prapples DRIFAFRC eaTBRate \retre Anch Fobily fieyigee Jhtsgiestanding dbe
server-based or PC-based,. such that the host system my be a server .
computer, a des k‘iog’ﬁm&%ﬁ'ﬁﬁ{lé‘?ﬁﬁqxe%tq Zehils sleviess %/@P mage R%/%s’glee@sth%mv’m&d
t ti t h nabl t ile, devi t
stnd or mrror, St Bttt el RS Rent aid Seiiod burtralnd Bttt Fom £ estor

parts of System to a Mobile Data Communication Device Having a Shared Electronic Address,”

issued on April 4, 2001 (hereinafter referred to as the “’694 Patent™), which is incorporated in
its entirety herein by reference. By using such a system as described in the ‘694 Patent,
‘Internet’ communicable or formatted e-mail may be sent or pushed to mobile devices to
‘ thereby provide richer and farther reaching security that extends what is available in the
- mobile communications industry today. In previous wireless e-mail solutions, the ability to
adequately support sécmity between different corporations was not possible. With the rise of
secure e-mail between both corporate and private users, like the S/MIME and PGP standards,
mobile device support for such secure e-mail methods is desired.
As used in this application, the term “host system™ refers to one or more computers at,
with or in agsociation with which a wireless comr_mmicaﬁons connector system (hereinafter
referred to as the “wireless connector”™) is operating. In an embodiment, the host system isa

server computer rupning within a corporate network environment operating behind and
4




data itens fromthe host systemto the user's nobile device upona%éd?tgggizg%
that one or nore triggering events has occurred. In the process of sending
data itens to the user's nobile device, there is special processing
perfornmed that enables the support of S/M M or PGP encrypted nessages. For
one skilled in the art of SSM Mg, it is well known that the size of an
original e-mail nessage can be dramatically increased when S/M ME
algorithns are applied to the nmessage. By applying advanced filtering,
re-organi zat i on peniettedb-apleast exsseagity fitwhile THERSEY il

recei ve such data items on a nobil éydevi ce. In soﬁ%m%@%ﬂﬁ%gaoﬁges?h%mﬁg%

can have full coytsmohs ovasocfellvitelesPidatRmsdatiths ShAUES cAMnGR Wil $&la LD
host systemas to which procedures it should perforn?on géﬁeslg%%‘gﬁ%%ly

wirel ess access beat eutwaor atogranibpliduin/ripeiint Sutier Gahas heRRLAGL yaLed at

the host system for exanple when the host system detects the occurrence

of a triggeringmesegipg sevire, hmhtasslymimm‘t%me& L&EE DO ™S SPRE S idefdsd
manner that is transparent to the nobile 5 12 DEC 2005 device, soO ?’#5@38'

i nformation senCoRmECtaNRYsteE oekofedrdprogring ismail kesel@MidGBeceRRRBHM sSledbd intdnatkid
the information as stored on and accessible at the host system A

triggering evento f Aebiladevice.yir a mirelessatetdrkyi Alehati@ly B 16t sg%}éxﬁ cB81d O] user's
foll owi ng:- a command sent fromthe nobile device or another conputer to

the host syst emdesstoptos laptopeitiiialyg nomingovithim 1 eopbia RFAfonHER! @fncdled 1 Bc0SE,
system activation of a screen saver application at the host systemor a

conmput er associ eark (FAN"); ereconldse agy sthemsysteinahat ksin 26kinthi®Rioh Qrit!&%ﬁ:%&ksaﬂ%n g
the information _ itself, the repackaging may al so provide information about

the nessage, fol @xarflsssfrantrar spstemn ot saftverapegag enayWeSseSbgnash aebyhel her
or not the signature was verified. One preferred repackagi ng net hod

i ncl udes wr appi FRFRrBRIEPS dgstrgemgesy be absrse nomptitar, b izsiwop” edrgysiger Rt AVRIpkop N
an electronic envelope that corresponds to the wirel ess network address of
the nobile devi E¥PYMEY ternatively, other repackagi ng methods coul d be used
with the system such as special - purpose Transm ssion Control Protocol

over Internet ProtocdNIEPESORISFIOnsEISH TRerating M hpstowystem Sablies MeDBeRdEg B6bile

preferably al Sodév?se%t sdi n._e-mai | nessages sent fromthe nobile device
& 10 Send or mirror, via a wireless network, ceriain user-selected data items or paris of

data jtems from the host system to the user’s mobile device upon detecting that otie or more
triggering events has occurred. In the process of sending data items to the user’s mobile
device, there is special processing performed that enables the support of SIMIM}Lj or PGP
encrypted messages. For one skilled in the art of S/MIME, it is well known that the size of
an original e-mail message can be dramatically increased when S/MIME algoﬁthms are
applied to the message. By applying advanced filtering, re-organization and pre-processing
on the message, the user can still receive such data items on a mobile device. In some
situations, the user can have fall control over S/MIME processing stages and can.direct the
host system as to which procedures it should perform on a message.
When wireless aceess to corporate data for a mobile cievice has been activated at the
host system, for example when the hosj: system detects the occurrence of a triggering event,

the host system repackages received messages in 4 manner that is transparent to the mobile
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appearing to come fromthe host systemeven though they are initiatéd GF 2605
(i.e., conposed and sent from at the nobile device, thus enabling the
nobi | e device user to appear to the intended recipient(s) of his nessages
to use and have a single e-mail address. In an alternative system and

met hod, a wireless connector systemoperates in conjunction with a network
server, and the server is programed to detect nunerous event triggers
over the network frommultiple user conputers (such as desktop and not ebook
conput ers) coupldexice; 8o thhcinfoonation sentdo and meczived Ay el Mistilvaiekicd dphbdrs sifiilar wakyer -
can detect internal event triggers fromeach of the user desktop conputers
vi a the net wor k infermdtiersas storesion agé sasetsibiexdt érehadt speant A triggeriy@resent fulnbesaBut is
messages or conmmands fromthe users' nobile devices. |In response to

det ecting one oot lmiked toringgempre oh the fellaming: secntisnand et \fath the ssebjje sletice bhe
proper nobile device. The nessages and addressing information for a
particul ar nobi leothe gompierde e hest systanetd start sndnHonege mueviassaged storetatphelibst 0
or associated with the server or at a 6 12 DEC 2005 Storage device at,

coupl ed to or aS¥&rE. AFBELoR ofe fcrren saver applicktiok nothe bost aysteaboackconpupsociated
connected to the LAN. Using this alternative configuration, one wreless
connect or syst eRithdbmhasksysiema etgy Jgraddition tayfepagkaging, they iifcrmatiandisplitthexepackaging
configuration could also include an Internet- or intranet-based system
that coul d be adpR¥SiscHrevideninfamgion abewt themasstasafios example aethay e not the mesfage e .
The wirel ess connector systemcould be |ocated on an Internet Service

Provi der (I SP) %@%%%Uhabﬁegmtﬁh@mwwvm One prafpiredrepaciagingmethod
interface. In another configuration, a wireless connector system operates
at both a host d§dehrapaiae eceiyed, epoages ip he|sent yéa the avireipneneiwerk' in apnslsicirenic
devi ce then operat?s simlarly to the host system and is configured in a
simlar fashi on FFlPenthat sPrePendysier tise|varslesy) ngivosk jaddinss of by meRilendenisee

device to the h(}é% sgs em.(or. possi bly tg sone other destination) upon

detecting a tri » SRER Fepagkaging Methors eoulbhe wwd with e gYsam Fuchaasi spacial-
AT AR GG e M A TR T R LR
envi ronment i d Vg-'ulclg pepgckgggé ‘lpx%ferably also results in e—maﬁ messages sent from the mobile device
appearing to come from the host system even though they are initiated (i.e., composed and
sent from) at the mobile device, thus enabling the mobile device user to appear to the
intended recipient(s) of his messages to use and have a single e-mail address. |
In an altemative system and method, a wireless connector system operates in
conjunction with a network server, and the server is programmed to detect numerous event
‘ &iggers over the network from multiple user computers (such as desktop and notebook
computers) coupled to the server via a Local Area Network (LAN). The server can detect
internal event triggers from each of the user deskiop computers via the network, and can also
detect external event triggers, such as messages or commands from the users’ mobile devices.
In response to detecting one 6f these triggers, the server sends received messages to the

proper mobile device. The messages and addressing information for a particuiar mobile

device can be stored at a storage device at, coupled to or associated with the server or at a
¢ .




device nmay be used. One skilled in the art can appreciate that thepepcpulids
be many different topologies, but the one shown in Fig. | hel ps
denonstrate how systens and nethods nay be inplenented. In Fig. 1, there
is shown a corporate LAN 30 behind a security firewall 22 as an
illustrative exanple of a central, server-based host system typically
referred to herein as a corporate LAN or host |ocation. However, this does
not restrict the host location frombeing a branch office, a hone office

or sone other | Gtegk davisher eoupleth lor BREGALLHIRKR REFN oty As
descri bed above, the host system may instead be a des ts%tg§(§$ﬁ{’}goﬁtg%§°mputer

conputer. Al so shugied & thaLANMHIsngsii dREmdi¥e MHghi GO Yhdlwfkss SEATRLE,,RE an
i ndi vidual using an | SP account, a person w thin another conpany, ayﬁglinson

in the same comgemsprvewipiundlity efivedrh eThibaiRAREvVEbifi RfitioPEonf S G
(application service provider). 7 1 2 DEC 2005 %\i’t?\i n0 t he g%crhf)ggﬁg?xéé%&l\%o

is a nessage sedRpet-based raysterh rigat cvould wonGRessBle BANENE seldde vfeb]%a%qu,lrl ok dhe
corporation, that acts as the main interface for the corporation to
exchange el ect isfage.nfihd wireless enatmetongysEmt @uldvRi 6@t Bh lan Hok&& SRR Provi
docunents, and ot her personal information managenment (PMdata wth a %&N
20, whi ch woul d (SEhivetamiagd sreessile ohlytoe alsethrougl Woin@fnet iR@ri@St commpn message
servers 40 are Mcrosoft Exchange and Lotus Domi no server products. These
servers are of ten usBdnptherconfiauration, arwinildsh comnbaeri@teniBdratb O bEh S, HoFlasé,stgm
typically use UNI X-based Sendnami| protocols to route and deliver eleCtronic
mai | . These i nf¥t Hhediseisemehileglsvieas dTiwompist motsle\ietite then SRAGRARRIYRORe HEG
specific type of nmessage delivery nmechani sns and networks via ich e-mail
messages are exEffEHy R sisorfigieddn asimilapéshios osend éeftafiivger-sbleStbd88a hOEYREY
not directly*plﬁy a.role in the operation of the systens and nethods °
descri bed herei H* DePigdwiggdo the host system (enposeiily o shuizayien desjibition ArpbR tidte kB d1 NI
and receiving, providing such functionality as dynam c database storage
engi nes that. ha&%geﬂ:ﬁge"d' i HebP @eblip desdest oThincentigontidapavidek eveRbye RaS of

todo lists, task, ists,, e-mail and docunentation.
. mformation between the host system and the mobile device.

Fig. 1 is a block diagram showing an overview of an environment in which a4 mobile
device may be used. One skilled in the art can appreciate that there could be many-different

topologies, but the one shown in Fig. 1 helps demonstrate how systems and methods may be

implemented,

In Fig. 1, there is shown a corporate LAN 30 behind a security firewall 22 as an
illustrative example of a central, server-based host system, typically referred to herein as a
| corporate LAN or host location. However, this does not restrict the host location from bemg

a branch office, a home office or some other location where e-mail messages are being

exchanged. As described above, the host system'majr instead be a desktoﬁ or laptop
computer. Also shown is an e-mail sender 10, whichk conld for exampie be an individual

using an ISP account, 2 person within another company, a person in the same company

within another branch office, or a user of an ASP (application service provider).




Wthin this typical corporate environnent, a wreless connector s§52 &%&gﬁgé
as described briefly above nay be operable in conjunction with the nessage
server 40. The wreless connector system 45 nay reside on the sane
conputer as the nessage server 40, but this is not a requirenents. The

wi rel ess connector system 45 and the nessage server 40 are designed to
co-operate and interact to allow the pushing of information to nobile
devices 100. In such an installation, the wireless connector system45 is-
preferably confi gur e¥ithio thesampbrge BANGEIS b alesapdisemen 4@,andriingont 4 admpeer peliml e

I nformati on for each user that has a nobile device 100 through the
corporate firewslelfirggall ofitlze eurporatioh,dlas aciedstbe kain tserface for sherdoporanin loexclaayd ce’
100. The wirel ess connector system 45 preferably enploys a ' push-based
techni que, a ' plaFtronimzed, calendhwirigodasa, ovoics onsl, cisrlyoniatdoaumentse meb bthen périaal
any e-mail systemincluding a nessage server 40 could be extended. The
user's nobil e défpeatigpoanagenert(PING dataitbasVAY 28, WRiclDRGE Offcally by thel Internet.
nmessages of the nmessage server. Although the systemis not directed solely
to a ' push- basdwo afdethmpsfsommen mepseage earesry €Qlard ddicrosqft Exchange awd dlotua Domino
redirection systemmay be found in the above referenced '694 Patent and in
the foll owi ng cépamaedagts. These semvers ateyoltomnisd in canjlinciéah Sitla IntrsnePaad myuters that
Applications, all of which are related to the '694 Patent: United States
Pat ent Appl i cat itwrsliprse ONIXHbased Sendugilpraorolt roe8 andsHeliveode@nis 3@:il. SThdse
09/ 545,962, and_  SIN 09/649,75.5. The conpl ete disclosure of each of these
appl i cations, | ARPEEHia weps\iAnd pomputar willahendependenthepoabipe isprsificppa b doessago
this application by reference. This push technique uses a wireless friendly
encodi ng, conpr d84Yephmashanizns mgn it Frhich & eseages are exghanged, b hamgtriobn
to a nobile device, thus effectively extending the conpany firewall 22 to

i ncl ude the nobFfRshgwyindie liainge thex da petiveqtly play g rols in thy ppegation phtheeystems and
alternative paths for getting information.to a nobile device 100 fromthe
corporate net worRetags d%‘i%beﬂ&%%lﬁemﬁ?séﬁ?ssﬁé@f ey isnd beyont jngt ¢-meid perdingond t o
a nobile device 100, discussed later in this section, is through a physical
connection 50 sdBIFVES - &, Puchofupctionality, gs dynamic (Jatabase gorageo gt Shatgve

This path may be ,
P y predefined - database formats for data like calendars, todo lists, task lists, e-mail and

documentation,

Withiﬁ' this typical corporate environment, a wireléss connector system 45 as
described briefly above may be operable in conjunction with the message server 40, The
wireless connector system 45 may reside on the same computer as the message server 40, but
this is not a requirement. The wireless connector system 45 and the message server 40 are
‘designed to co-operate @d interact to allow the pushing ;'Jf information to mobile devices
100. In such an installation, the wireless connector system 45 is-preferabiy coﬁfigured to
send confidential and non-confidential corporate information for each user that has a mobile
device 100 throngh the corporate firewall 22, via a wireless network, to the user’s mobile
device 100. The wireiess connector system 45 preferably employs a *push-based’ technique,
a ‘pull-based’ technique or some combination thereof so that any e-mail system including a

message server 40 could be extended. The user's mobile device 100 thereby has access to
o _




[ [ of ten perforned , o
useful for exanple for bulk |,nforma_t|3_n UF?at\?\;en L usgr forn m)ﬁlta §E§eéﬁlﬁ§e
initialization of the systemor periodically w quser (Oh2 moott e devt
100 is working at a desktop computer systemwth the , _
35. Although only one desktop conmputer system 35 is
Qﬁgfmciogplli} Sr iystﬁ?se éki |led in the art will appreciate that a LAN w ||
typically coht ai n many desk';]op, no'.t;aﬁookngg;jl IeagteSingogggt :a; zz:'ﬁ e{nk;]e i
Anot her nethod for data exchange with a : _ ] ear
o095 ettunsdges of it e ol BELRROA A NAINET, YIsg)
Virtual. Private Networ ( : _ rie oy,
Gt oy 85 (hat "provi desan o crrleeblon 400 SERAS6H bRl S dalohiln ™
ateway 85 that provides an interface t¢ . _ _ he
ot 25109 o ot ot i ki LU, £ bl
wirel ess industry and inplies at a VPN _
directly throughnit@ SReOPen? GRDLAHGBEAT Sfivhidl £EHLER tP%eV\%g 56%q%§ Siagesy
wirel ess device 100. The possibility of using a Wreless ! _ crnas
only recently bBetnnta«mmmims@mmdmongﬁwlsmMi@%{sﬁ?g;ggaggsg, g%g%%ggzbaggan
addressi ng schenme. For exanple, a wireless ne : .
P based wirel E8% 0HEANISE K 'Ihﬂcomkp]dﬁﬂdlhdlm' t Qsﬂeii‘dipi °§3§§%§H§H§a§%ﬁ€’¥é§?yﬂ§%§h%gs
rovi de enough | P addresses to dedicate an IP. ) o€
gevi ce 100 o° klé,:amb)PmB atgc\i/{;ﬁ age g]%dag%??\g ar%}?'telqggg E)):glﬁ 1Bt er
device 100 at any tine. primary ' wrel .
T Lnat 1t cBIRG Burlen ek o Q’?SO A \;I%ﬂlil@g%nnecthiogﬁémul dwng?sl%w{ ianEeI y
require a separate wreless gateway . : _ rost
usg 2 ges di teotl ﬁﬂﬂ%ﬁggrm%eﬁcgum?ggdnb??)ﬁbw rel ess VPN Y‘g 'S tlr)lgrdude
sages directly to_a nobile device : _ i
gSZi I gbl e, thenmémopﬂdeG%IWAN 20, Eplr lmaljl y t[}ﬁ I gﬁfrgﬁtw rleisegscﬁmlris
[ mechani'sm For one skilled in e _ _ ,
?ﬁgdpggﬂnfegﬁl 32| i verdnionn de Fissd, theteaays amyl)pllaeumbd' e_bﬁgd%bgag%mgmany ag‘t,l\évgdrg
. To handl e _the addressing of the nobile device _
lr(gg\llj\?red i nt er f OB IHICE L8P &om, %ﬁmmsgew&msgn]ﬁﬁsg?;ﬁﬁﬁﬁﬁﬁéﬂiﬁr%ﬁﬂg
i | so determ ne a no
The wirel ess ga]tn?all\_g ﬁU%StOrTag%/m]%le device 100, discussed later in this section, is through a physical

connection 507 such as a serial port, using an interface ar connector 65, This path may be
usefol for example for bulk information updates often performed at initialization of the
system or periodically when a user of a mobile device 100 is working at a deskiop computer
system with the LAN 30, such as the host computer system 35. Although only one desktop
computer system 35 is shown in Fig. 1, those skifled in the art will appreciate that a LAN will
typically contain mény desktop, notebook and laptop computer systems.

Another method for data exchange with a mobile device 100 is over-the-air using
wireless networks. As shown in Fig: 1, this could involve a Wireless Virtual Private Network
(VPN) router 75, if available in the network 30, or through a traditional Wide Area Network
(WAN) connection to a wireless gateway 85 thét provides an interface to ome or more
wireless networks such as 105 and 110, The concept of a-Wireless VPN router 75 is new in

the wireless industry and implies that 2 VPN connection could be established directly through
- ' ! 9 J




network for locating a given user and track users as they roan1betﬁegH@EE 2003
countries or networks. In wreless networks such as 110 and 105, nessages
are normally delivered to and from nobile devices 100 via RF transm ssions
bet ween base stations (not shown) and nobile devices 100. Al so shown in

Fig. 1 is a conposed e-mail nessage 15 | eaving the e-mail sender 10,

| ocat ed sonmewhere on the WAN 20. This nessage 15 is fully in the clear and
may use traditional Sinple Mail Transfer Protocol (SMIP), RFC822 headers

and M ME body pakpeificOvirdl@t net@ofldi80kes WatleRldetie1008The pRSSABLF ubLE Wireless

techniques are all well known to one in the art. In this environnent, the

nessage 15 arri WeN 150ohtsthadRflyagenteieveivatiibladid chiid bowsa irReiuldtioh A a static
wi rel ess connector system 45 to a nobile device 100. As this takes pl ace,

the nessage is médressingasclogaed HSr éxathpRAh &freRbs &dwaRGuéh 6O MTY 65Sd 68 a Melbased
encryption algorithmcan be applied to 10 12 DEC 2005 the origi nal nessage

15. In this waywirkssageakieivhghtieatwlP Ydaton®EPVE) wirid providé thoapieIPidreb2s S
secure then reading themon the desktop conmputer system 35. Preferably, all
messages exchamgdetlitzed e &P address 3y svemmbbiladevitehB0nmbi thes sheks € @oskBR to push
preferably use this nmessage repackaging technique. Another goal of this
outer envel ope (Ebinintiog o aaiobile denicecI)) at anyt tme. A pringeirn advantagosit usihg REwiedlest he
addressing information of the original nmessage 15. This allows reply
messages to readPN toeteappisdipt itabwld He st offvdicishalf VPN corhponeilt) whieh whed fidt rayiire a
field to reflect: the e-mail address of the nobile device user's electronic
mai | box account segardté wirclesskgatepray SSNPUYEN caymétinm vainld tasst iigely lnee 215EP/IB or User
desktop conmputer systeme-nail address fromthe nobile device 100 all ows
the recei ved nmedxatagent Bropopld NIDPHEP ¢dnoeetitn tolieliveememspes dirdct]y red mobile evien 100e -
user's electronic mail box account at his desktop conputer system 35 rat her
than the nobile devHcevitd&s VP ingothagleblechendinkiy s WA 20,00nadlyiterintthet, 0
t he nobil e device 100, this connection path offers nany advantages for
enabl i ng one-ti rf®ademmorly abrsiryanegfiod meahenijrp.cfier.one Fidledt in dlwecart ofkwitdeetingtworkhie
art of Personal Digital Assistants (PDAs) and data synchronization, .

Per sonal the path for delivering wireless datagrams to mobile devices 100 is well known. To handle

the addressing of the mobile device 100 and any other required interface functions, a wireless

gateway 85 is preferably used.  The wireless gateway 85 may also deterrnine a most likely

network for locating a given user and track users as they roam between countries or networks,

In wireless networks soch as 110 and 105, messages are nonﬁally delive;ed to and from

mobile devices 100 via RF transmissions betv'veen base stations (not shown) and mobile
 devices 100. '

Also shown in Fig, 1 is a composed e-mail message‘ls leaving the e-mait sender 10,
located somewhere on the WAN 20. This message 15 is fully in the clcar‘a:-ld may use
traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and MIME body parts to
define the format of the mail message.. These techniques are all well known to one in the art.
In this environm.eﬁt, the message 15 arrives to the message se.rver 40 and is forwarded by the
wireless connector system 45 to a mobile device 100. As this ta.;k:es place, the message is re-

enveloped as indicated at 80 and a compression and encrypﬁon algorithm can be applied to
| 10 ' '




| nfor mati on Management (PIM data i s commonly exchanged over such af 2 BEC 2885 |
connection, for exanple a serial port connected to an appropriate

interface or connector 65 such as -a cradle in or upon which the nobile

devi ce may be placed. Wien exchanged for the first time, the anount of PIM
data tends to be relatively large and requires a | arge bandw dth for

transfer to the nobile device 100. This physical connection 50 can al so be

for other purposes, including transferring private security keys

(hereinafter ref el . . iy hi | Vi user's
private key usedtﬁti{ é\r%;ag%g%gglen% g%{ %Pﬁﬁwﬁé&sésga%%tsﬁ ?mg?‘%g %‘r’ '%ge “&‘?bgF ¢ %’I?ce 106 arc’io

Certificate (Cagd )sec?:&%?{%acﬁﬁ%atﬁéeiﬁgn %r&egktorﬁ;%?qu&é §%mf§5§g)&%&%éﬁsaﬁ%%ﬁggs a

desktop conputer system 35 to user e device exa

private key my Regiddiefhee osyfioh 145 Ghit ik SUIRYevicP 950 brb@Rok NP R0

while a user noves a nouse or ofher 1 nput device coup

2005 conputer s : i ' ile
device 100 thr gﬁ%ﬁﬁ%g%g tﬁ°%faw%ﬁné§@¥?%5‘ %&g%ﬁﬁé??ﬁ%ﬁ%&g@?@m@%.

connect or 65. ThgaiRki s Al . LS. o]
hiaiithih Wl k@ &&maaaggfa gﬁfgﬁ Bn HERE @ﬁ?&%&%@t ;ﬁi‘é%&vgs v

system 35 and nobile device 100 to s east on€ person

met hod for accesepipthetabes 0 adthe doficHriate de%fzgﬁtidﬁ,s §d BBk KeCBrofi® rfEHlt'tS r1-.‘:ﬂeat

system 35 and nobil e device 100 can al so thereby share private eys and

t hus either the thosimaly bR @m-@homhéﬁce%&i’scﬁpclkgﬂicqmb& Qchit af fifs Webkiop

I ox account or desktop

nessages addressed to the user's electronic nma

conput er syst em cdmpuidheystetn’ 35)STghg @l fo8'd Sesibp! c%&r%}‘ﬁéﬂ S| ﬁﬂmﬁﬁﬁﬁe
connection 50 nay be desirable in that they Tepresent a | arge anount o

the data that i smdbilgdevies100yalowsRirtcgive®ibesitaelt Apfeds ashddehme hish @Bﬂﬁﬁ e
public key security nethods. A Cert is often par?ﬂof a Cert chai%, ich

I ncludes a user ' fzonheised’s elCidniciBaibof sdcbint aOO @GS EdnSruteP s ¥R F5¥rathabantthe
user's Cert is authentic. While verifying the signature on a signed

message, the rececbiledevdde 10he nmessage will also typically obtain a Cert
chain for the signing Cert of-the nessage and verify that each-Cert in the
chain was signed by {Tmingdatk 1Gahd physicdl lbennettiah 50 taihé idobite doeiet 1005 tHidsRskckbit

was signed by a root Cert froma trusted source, perhaps froma | arge

Publ i c Key Ser vegatl{ $28) manysdeintagesifor enabling one-time data exchange of large items.” For those
skilled in the art of Personal Digita] Assistants (PDAs) and data synchronization, Personal
Information Management (PIM) data is commonly exchanged over such a connection, for

example a serial port connected to an appropriate interface or connector 65 such as a cradle in

or upon which the mobile device may be placed. When exchangeci for the first time, the

amount of PIM data tends to be relatively large and requires a large bandwidth for transfer to
the mobile device 100. This physical connection 50 can also be for other purposes, including
transferring private security keys (hereinafter referred to as “private keys™) such as a mobile
device user’s private key used in processiﬁg S/MIME messages, a user’s digital Certificate
(Cert) and any chained Certs, and CRL(s) from the user’s desktop computer system 35 ta the
user’s mobile device 100. For example, a private key may be generated by collecting cursor

position information while a user moves a mouse or other input device coupled to the

i1



with a Certificate Authority (CA) such as Verisiga7l4 or EntrustT'f 3fprp 2008
exanpl e, both prom nent conpanies in the area of public key cryptography.
Once such a root Cert is found, a signature can be trusted, since both the
sender and receiver trust the source of the root Cert. It should be
appreciated that the user's own Cert or Cert chain, as well as those for '

ot her users, nmay be | oaded onto a nobile device 100 froma the user's

desktop conputer system |f, the user's Cert Qqr rt chain is _on.a nobi
vt car 100!t hon PN e G The BEVACIGE Bit Gem B0 e EHO moa, oget 160
messages conposed on.the.nobile devi 00 so that each eci pient can
verify a trust sgﬁ?‘ffg fPhYﬁ%@!“E%P?". 0 g‘gﬁéﬁg%‘f“e 6%&?%0&“%”%%&5- user's Certs and
onto a nobile device,100. I?ﬁ% to al.l ow devi.ce use sel.ect ot'g%r
d

I bile,
entiti eis o(r]I u?]er S \IMkt evﬁf?g k[ey]g Chﬁ?%eh@c’%g ale‘ﬁﬁ?e;rﬁa @E‘?chow&‘gff tg%%égaﬁ% o
- . ' i,0r .12 12 005 [ | 00
e i o anyarc NS B il ool 22 R A
such otner - user s 10 Bl R KAP S REFSRORE s b SF PR 0B PPl bV BuE Py
has large byle SiZasua WRdiid ol ROl & MRk 4ot chn Best bt Abloted

nobi |l e device to termne of~"arecerve erring agarn

10 and 105, ae Ao oo by R BRI B Serlp Mol B SpiChsoTHS

(1SN, Prame. Rotapot b8 LOICIATRE Gl £bARIR Bl 405 1P e sl By
Lhr oughout (he | Blgt0Rly 1wTBGRGuASH WAL Ik GOk b EPPS ERLIISIANEH o MHE,

and unrel ated net they co represe same network in

different countriggf andhek Egmﬁ%{%l ngmb%B&er"(fehsis rgﬁ%p{,&g{ ?flé Q‘gh%ﬂﬁn, which

different types of networ ut not Timte ata-centric

W rel ess net wor knciddéd a ¥ $ €t RV 45 phdslth] Rt CORL HOEKS a0l (el s SRty BfRC.
net wor ks that can support both voice and-" data conmmuhi cations over the

same or simlar RNl eatyilohe siphathteOfSa sikhQl ABURR! 1O fredeRESEF ME AENBE Wil als
net wor ks i ncl ude, but are not sI?g’:ilm'ted ?81 (1) the Code Division I\/UIa%i'epl e °

]{Ac c ei/g . I( CDVA) | neymeili obthid)a CdechdnGoidge SpQRE Ebrt MO f@sste dnlQerddy WdaLach) i
or e :

—

the chain was signed by the next Cert in the chain, until a Cert is found that was signed by 2
root Cert from a trusteci source, perhaps from a large Public Key Server (PKS) assoc;iated
with a Certificate Authority (CA) such as Verisign™ or Entrust™ for example, both
promine_znt ‘companies m ie area of public key cryptography. Once such a root Cert is found,
a signatore can be trusted, since both the sender and receiver trust the source of the zoot Cert.
It should be appreciated that the user’s ownCert or Cert chain, as well as those for
other users, may be loaded onto a mobile device 100 from a the user’s desktop computer
system. I the user’s Cert or Cert chain is on a mobile device 100, theﬁ it can be sent to
recipients along with aﬁy secure messages composed on the m_oBila device 100 so that each
recipient can verify a trust status of the Cert. A goal of loading other user’s Cests and onto a
mobile device 100 is to al}bvé a mobile device user to select other entities or users with whom'

they might be exchanging secure messages, and to pre-load the bulky information onto the
. . 12




Communi cations (GSM and the General Packet Radio Service (GPRS), pog neC 7005 N

devel oped by the standards conmittee of CEPT, and (3) third-generation -

(3G networks |ike Enhanced Data rates for d obal Evolution (EDGE) and

Uni versal Mobile Tel ecommunications Systems (UMIS). GPRS is a data overl ay

on top of the very popular GSM wi rel ess network, operating in virtually

every country in Europe. Sone ol der exanples of data-centric network

i nclude, but are not limted to: (1) the MbitexT Radi o Network ("Mobitex")

and (2) the DatadACaRRAGH & idal CRBAEA hsteRIRL G 2 he i

voi ce-centric data networks imﬁg%}&%ggﬁ%r sona Stﬁwn?géétﬁfeoa%’ggds%gmn%%&g}

networks |ike COMRiesSSMdwiBiindal ade&hORessielid febd: & TMA PBserslS

12 DEC 2005 'Darning now to Fig. 2, V\hfsgék?éils arll‘%fil glsq??%% on %)Féc%é%g]%ﬁﬁsleﬁs‘

types of e-nmil mughamession i Rherdlng a@m%aﬁ%ﬁghés(?ﬂgéﬁah%ﬁeg%aﬁiﬁg'Z)PE%\LS e
I od 1). In thrs

first have a normal exchange of e-mail nmessages (nmet
scenari o, an e- ngaiad mdbile ﬁﬁﬁ&?ﬂﬁ#@k@ﬁﬂéﬁhﬁ%ﬁa@%@@@oﬁ%%&&@%s J)\fqal\@eived Cert.

t echni ques and del i vered using standard SMIP nmai| exchange protocols, as

shown at 120. The eRefirngi fgainh@NFigeC,Cih¥R s HFyVE Berde® of NBnREHNE S5 Shreless
users, as indicated at 125. Such normal e-mail éxchange is typically

secure within a meowmsniioand 188\ ek asl1edln @l Bt wil readil) GRErELal Glk«D Corections
security firewall 22, but not between stand-al one usefs and/ or users on

di fferent networdosld irdhele farosxamplle \intisr@e SérFicaéiMghdl MebwdiP 'Usbﬂ?,ﬁfrérﬁ’é Ri1&For T1
nmessage exchange (nethod 2), for exanple between branch offices of tﬁe

sane conpany, angnsotiatsiusieg tHacICHRErétodol Gded MhronghOdRBN Infenet, NPhes@hQwdRE Kould
very closely together. Using this nethod, a |lower-|evel security called IP
Security (| PSec)represgntodistinsteahitng i afglated akiwotla] ¢ thsi dE1d¥HERRAR :BR INMBRIK
the two VPN locations, as shown at 130. Wen an encrypted e-mail is

recei ved at a cadnmdébpam doumties.VAke sermt‘srifelebs netoreBNERALER ihdlhdd @@ R of
and routed to addressed users, at 135. E-mail exchange between different
conpani es or useetvarksainchiding tatingtlizated tp(I)\iataeentsie ovieicksynebwd)€2)i voice-centric
illustrated in Fig. 2 as nethod 3. In this scenario, a protocol such as
POP, witeless networks and (3) dual-mode metworks that can support both voice and data

communications over the same or similar physical base stations. The newest of these
combined networks include, but are not limited to (1) the Code Division Milfiple Access
(CDMA) network, (2) the Groupe Special Mobile or the Global System for Mobile
_ Communications {GSM) and the General Packet Radio Service (GPRS), both developed by
the standards committee of CEPT, and (3) third-generation (3G) networks I;ke Enhanced
Data rates for Global Evolution (EDGE) and Universal Mobile Telecommunications Systems
(UMTS). GPRS is a cllata overlay on top of the very poplﬁar GSM wireless network,
operating in virtually every country in Burope. Some older examples of data~centric network
inciude, but are not limited to: (1) the Mobitex™ Radio Network (“Mobitex”™) and (2) the
DataTAC™ Radio Network (“DataTAC”). Examples of older voice-centric data networks

include Personal Communication Systems (PCS) networks like CDMA, GSM, Time Division
~ Multiple Access (TDMA) systems.
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OpenPGP or some other |ess widely used protocol is used to encryptl 2a8C 2005
e-mai|l before it is sent, at 140. Once received, a corresponding mail
agent decrypts the e-mail and presents the plain text of the e-mail to the
reci pient, at 145. Methods 4, 5, 6 and 7 shown in Fig. 2 relate to S/M M
The methods are all different variations of SSMME In nethod 4, a sender
takes a digest of an e-nmmil nessage and signs the digest using the '
sender's private key, as shown at 150. A digest may for exanple be

gener at ed by performmmmswmm@{ﬁlahqﬂ@@mm@&%aﬁkgﬁé& ﬁ RbnafigUTE

ot her preferably non-reversible operation such as e nessage

and is then signeg ard¥orhRenl$ ABIDAASI B fliGnes SROGKE BavRldl Yh& é&eyanaJBPe.
signed digest is appended to the outgoing 14 12 DEC 2005 : nessa

possi bl y al ong whidageh@ndiait1) Ofn Q@i ah e-n@iGs &m@ic&hxasagmm' Rﬁésﬁ%hs
and CRLs. The receiver of such a si gned nmessage al so takes a digest of the

nessage, conpar emINBiwchfig@ shd wilivered hﬁn%jétﬁﬂ% shPrrenseskchihgt BRdIBS, %@Q
retrieves the sender's public key, usually by extracting t e public

fromthe sender' ©200eTHe e-a#lis MRH rdckivsd 4agiveh &8s wd%sﬁauséﬂﬁasﬁﬁeaéﬁiﬁ%@“ Qﬁ‘cﬁ’t
These operations are part of the signature verification indicated at 155 in

Fig. 2. If the rusmsagsmabdeidbigelaypheRnseehananc At br VAN sb0BE50 tfye
sender, then the digests wll s)glfferent or the S|girr1ature on the g?%eisjt

will not verify Jpeasebdhind al b&cﬁn@@ﬁwﬂpﬁz HAE QuChbiweh LRe 2lohd MeERANT UsBS on
contents of the nessage, but does ensure the nessage has not been tanpered

W th since it wadiffes=opnenivolis. t he sender, and that the nmessage was signed by
the person as indicated on the 'Prom field of the nessage. The Cert, Cert

chain and CRLs are udaxcobynoalysediry VPNUinkeRsitep otfidenedshe e&amdger(m%th&aj £drS
valid, i.e. that the Cert has not been revoked or expired, and trusted

The conbi nati on efamplechegiest tymie pificed ofithe same Bolapanyy ird sohRtimed W&eﬂhﬂff&@nt
the digest is typically referred to as a digital signature. Hereinafter,

references to déagipaaibs &atgmawwﬂcmgyesrhdmhlgl tdgathere ising thie metlio&,rﬁbﬁéﬁévemecumy
i ncluding a digest and a signature-of the digest. Method 5 represents
exchange of S/ M tdtled R Segpiity dIPSes seayds usddrto eimirgpt Al i Heingexchanged between the two
VPN locations, as shown at 130, When an encrypted e-mail is received at a corresponding
VfN system, it is decrypted into plain text and routed to addressed users, at 135.
E-mail exchange between different companies or users that have adopted a private
security scheme is illustrated in Fig. 2 as method 3. In this scenario, a protocol such as PGP,
OpenPGP or some other less widely used protocol is used to eﬁcrypt.an e-mail before it is
sent, at 140. Once received, a corresponding mail agent decrypts the e-mail and presents the
plain text of the e-mail to the recipient, at 145. ' '
Methods 4, 5, 6 and 7 shown in Fig. 2 relate to S/MIME. The methods are all |
different variations of S/MIME. In method 4, a sender takes a digest of an e-mail' message
agd signs the digest using the sender’s private key, as shown at 150. A digest may for
example be generated by performing a check-sum, Cyclic Redundancy Check (CRC) or some
other preferably non-reve;sible operation such as a hash on the message, and is then signed

- by the sender using the sender’s private key. The signed digest is appended to the outgoing
- M 1 4 -




one-tine session key is generated, used to encrypt the body of a{neEDall;
typically wwth a symmetric cipher like Triple Data Encryption Standard
(3DES). The session key is then encrypted using the public key of each

i ntended receiver of the nessage, at 160. Session key encryption is often
acconplished using a public key encryption algorithmsuch as R vest Shamr
Adel man (RSA). The S/ M ME nessage, including the encrypted nessage and all
encrypted versions of the session key, is sent to each receiver. Each

recei ver nust thgeRbOGRkEsly lalode GRMLIGS PRRJ \ ssion ke

normal |y based on a%Rgp?i ot ent Tnfo sumra%ﬂ%fsg{&ﬁe«% d%?g’gcsasl%\j ad pﬁ‘_’a{]tegpgm and
attached to the ¢rassanR re@idr SEGEY Pichdd A CHHAY, odedl s&ssL Qi Ke
using its private key, as indicated 1%11% %%egggéd%oeﬁ% gdg%gtsogg%l&eesyag'?’scompngs

decrypted, it i Shisggektwith i GASH HPindtdB tﬁ@iﬁe%?agtg rgcgg%s ﬂﬁ@%nge%@ e%};%?%f ﬁ%%]y”ay

al so specify an encryption algorithm that nu use

message. This i nfyosxiadtingnhé puble B ri¥m Rth&c&Mer @C@rt,hﬁﬂd%ﬁﬁgg : eaﬁgn%lw the

nmessage. Exchange of nessages that have been encrypted an en-signed 1s

shown in Fig. 2 appended@bdR0UTRese Sfce@iofd RO phrPof e SicDHRE q@n%cta i iﬁ&gﬂﬁ%ﬁgg #

generates a one-tinme session key, encrypts the nessage body an

encrypts the sedig.an Ikay mbkdabe tddtenPhillbbéh HBMe@Ein&AE Fas §iSREILY e
descri bed above. The sender then takes a di ggstmof tFalse 1%@2529;3&?:%&%%%%

the encrypted shgest odll bedifferemna tifeis@Rsintdg ddi GRSIwiH Db brik Srofdlyy #hi€ d@%{)ﬁg

generate a digital signature, at 170. Each receiver takes a digest o

nmessage, conpar gseveitiasycie Gk setih the tottentsbf #RThesdaBe, bhEiodt ishrekheShENd HisGiot
appended to the nessage, retrieves the sender's public key, and vérifies

the signature orbetriempkrgbsith sifie ieSGIheR) BORH®r, 2hH SatME fBGhoeSR Szl yale 1S
then | ocated and decrypted with the receiver's private key, which then

al | ows the messggsobaedpditaed trethd éRompfied of &b geahel. CTReR dr| CerRbhaard TR s are
nmessage decryption according to this nethod are shown in Fig. 2 at 175..

Met hod 7 in Fi g.us&@ by ¢ octivert te Snexe thanye sgrdersCagRvatif)dte. thayBe [TRA MaShanReh
and then encrypted. A digital signature is generated by a sender

substanti al | y agewkedtoraspittda b taystedt The &fubinkHomsofth dijzdsbensia@at AlfAder MR
as possibly the sender's Cert, Cert chain and CRLs are all '
signature on the digest is typically referred to as a digital signature. Hereinafter, réferences to
digital signatures should therefore be intc_rpreted as including a digest and a signatxire of the
digest,
Method 5 represents exchange of S/MIME encrypteci messages. In this method, a
one-time session key is generated, used to encrypt the body of a message, typically with a
symmetric cipher like Triple Data Encryption Standard (3DES). The session key is then
encrypted using the public key of each intended receiver of the message, at 160. Session key
encryption is often accomplished using a public key encryption algorithm such as Rivest
Sha::ﬁir Adelman (RSA). The S/MIME message, including the encrypted message an& all
encrypted versions of the session key, is sent to each receiver. Each receiver must then locate
its corresponding encrypted session key, normally based on a RecipientInfo summary of the

receivers that is attached to the message, and decrypt that particular encoded seséion key

using its private key, as indicated at 165. Once the session key is decrypted, it is used to
15




appended to the outgoing nessage. A session key is then generatedj gn8:{s?i5
used to encrypt the nessage body, digital signature, and any Certs and
CRIB. The session key is encrypted with the public key of each receiver.
The resultant S/M ME nessage, including the encrypted versions of the
session key, is transmtted to the receiver. Wen a receiver receives such
a nessage, as shown at 185, it nust first decrypt its correspondi ng
encrypted session key with its private key. The decrypted session key is
then used to dedscyypt titchmessazs badie AOSMIVE Gbdsdle maF VAL an 2GRN a{zR kit
and CRLs of the nessage sender.. The digital signature can then be

verified as desthnl ied babsedeo ddtypl the niBkER Q@S idfbghation isSiofha§ pladbdi hai@hder of
illustrating conponents of a system supporting both secure and unsecure

e-mai | exchangesn SAHANE messagef ul i n denonstrating sone of the general

characteristics and functions of secure nessaging in contrast with standard
typi cal |y unsecure Frsbowgofigesagehthashaveiben edryiesd tien Gighdd is kbwiing Figd2 ad he
exanpl e corporate networks 30a and 30b are secure networks | ocated behind

respective secumiethpd i r dvambiding 20 ahinsche@@bthe Andbrofighgenu@es 3 8-tie! BEidSke30a
and 30b, shown as desktop conputer systens 35a, 35b, are preferably

enabl ed for secereypieds aepssige Wdyhandtthearenagypts tisey eborbkeynwiei the bl keyheF each
networks as described in further detail below, such user systens wl|
normal |y al so b&ceiléreas desgrdndrabivealTbe vinkitr thersielu raaligassbfeth® mesddgd) indRudadg the
e-mai |l sender system 12. Wen the e-mail sender 12 sends an e-nmail nessage
15 to a user oncRaEEPtadANsEOmkeyshend sipssthgaligelt tsingvity priwatd ey WAENAte whiigal | S
perhaps nost often the Internet, and is received by the nessage server 40a
in the LAN 30a. Signate at Aé0.cEashirdceiversakey @ dipesidfthe h2ssage, compmen this digbdtavith-then |
message 15 would normally be transferred to the nmessage server 40 on LAN

" 30a in the cl edisestfpis digiteligsenmappendetio sheanesiaghiseidOas thedeBs public &eyj and
somewhat differently, since both networks are enabled for secure e-mail
communi cat i ons. VeI dhe; gRRAtHY oB theadipest, rag hescripgd dowe.t Thonerest sessiore ke & theron

LAN 30b woul d piesumablal know t hat they can use
ocated and decrypted with the receiver’s private key, which then allows the message body to

be decrypted. Signature verification and message decryption according to this method are
shown in Fig, 2 at 175, .
Method 7 in Fig. 2 i]lustrate_s exchanging messages that have been signed and then

encrypted. A digital signature is generated by a sender substantially as described above, at

- 180. This digital signature, as well as possibly the sender’s Cert, Cert chain and CRLs are all
appended to the outgoing message. A session key is then generated and is used to encrypt the
message body, digital signature, and any Certs and CRLs. The session key is encrypted with
the public key .of each receiver. The resultant S/MIME message, including the encrypted |
versions of the session key, is transmitted to the receiver. When a receiver receives such a . _
message, as shown at 185, it must first decrypt its corresponding encrypted session ey with
its private key. The decrypted session key is then used to decrypt the message body, digital
signature, and any Certs and CRLs of the message sender. . The digital signature can then be

verified as described above,
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SIMME to secure the e-nmail. The sender of an e-mail nessage, usiing BESKIHEH
conputer system 35a for exanple, preferably selects an encodi ng net hod
froma plurality pf encoding nethods, which for illustrative purposes is
assunmed to be signed and then encrypted S/ M ME. The desktop conputer
system 35a or possibly the nessage server 40a, or nore |ikely software
executing on either the desktop systemor server, will generate a digital
signature for the e-mail nessage, and include the digital signature and
possi bly the Cert(s)Figahds EBtksdifigrim ilher&RE d6ipéuent BEa sPtind QippSrIE 8&BIEeur! NE
desktop conputer system 35a or server 40a vviFI t hen generate a Session
key, encrypt thendmninsscarenessigechdngdseland G kel i ¥@ondrakifig lsome HERHR 29
copy of the public key for each receiver froma PKS 600 for exanple, an
encrypt the sesshamcterstss dnd funetiank of ek Wessagidy RKEntBOOyitiSs1RBSE SpRlahyuRecure
server that is normally associated with a CA fromwhich a Cert for an
entity, includi rressagimgendhias Ftemgibased e-nedly In Fiy, R\ dxaBble corpbratdinetwoll® 30a and
obvious to one skilled in the art that the PKS could reside within a
corporate firewdlb axgure Rpworkoiocauhehind eespietiveweciiNiRValld TWanrd 2, AIHRLAE
networ k through whi ch nessage senders and receivers may establish

communi cat i‘ons \HSErhon pEWEKE30al and §0hp slicovneds stesking colpit@uspstéced5a B IHESS P@ferably
sender need not necessarily always fetch or retrieve an intended receiver's
public key, forengbleshier seouh essaging wite obemser syst&es on etheppofiihe wetd@Ys dsSeadibeady
stored on a -storage-device at the sender system The resulting nessage
that is transf erip &gthendataibelers sagheusesystems #ilbnarinally hieo WAMIR & considiateasit? 00
in Fig. 3, has an encrypted signature-related i nfornmation conponent 202,
whi ch  may i ncl JH&EcRieysimsdweh as aBgrmail s@pdet systamil8, CRLs and digital
signature, an encrypted nessage body portion 204 corresponding to the
original e-mail mess3gends der 1% seadshasknaibmessags {8 Bfer onsthe LANS0a)fthe
nore encrypted session_keys 206. The conponents 202 and 204 are encrypted
usi ng the sessi JAFSE8Y 15 {imEranthe MVAN 20.ohichis peraps misist oftek Gy Tintsrners aufl it ceceived
encrypt the session key, as described above. Dependi ng upon the particul ar
secure nessagi né’ym 2P Aerveg 4G i thickAN 8Pa. | Aimee the ermaH anesBpe seader 42 tsrmsecure,

nmessage may contain different. or additjonal
9 y e Cmal message IS woult? normally be transferred to the message server 40 on TLAN 30a

in the clear,

Messaging between users on LANs 30a ade 30b proceeds somewhat differenﬂy, since
both networks are enabledr for secure e-mail commiunications. Users sending e-mail from
L.AN 30a to one or more users ot LAN 30b would prcsumablﬁ know that they can use
S/MIME to secure the e-mail. The sender of an e-mail message, using desktop computer
system 35a for example, preferably selects an encoding method from 2 plurality of encoding
methods, which for illustrgtive purposes is assumed to be signed and then encrypted
S/MIME. The desktop computer system 352 or possibly the message server 40a, or more
Iikeljr software executing on eith& the deskiop system or server, will generate a digital
signature for the e-mail message, and include the digital signature and possibly the Cert(s)
and CRLs for the sender in the outgoing message. The desktop computer system 35a or

server 40a will then generate a session key, encrypt the entire message, fetch (or retrieve) a
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conponents than those shown in Fig. 3, or the sane or sinilar comppriefiES Pii5
a different order. O course, a secure nessage 200 would al so i nclude at

| east one destination address and possibly other header information that
must be left in the clear to provide for routing of a nessage to

reci pients. Since such additional and/or different nessage fields wll be
apparent to those skilled in the art, they have not been explicitly shown
in the drawings. Fig. 4 is a block diagramwhich illustrates received
encrypt ed messagepysofzle publicietyifareach iRevee o6 S PRSSE00 Corekiple, HRE O068Ht thb Session
processi ng and transm ssion of public-key encrypted nessages, via a

wi rel ess net wor ey far eatibieteived el BRS 600Ti prefyr il e Nser@What ii§ indrhnaily 4ssdoieddUf@s, an
18 1 2 DEC 2005 e-mmi| nessage sender 402 enabl ed for secure e-nail

nessagi ng, a WAKA8dm whiribaHCenoliot ah entity, imhitling #Reatifys publes 1ep] i@ hREkble. 5t will be
corporate LAN 406 as an exanple host location, a wireless gateway 408, a
Wi rel ess networ lobviows toamel skiitsl inghelav itme the FKE @ald réstde willie a@uaoRleiBOat 222,

|l ocation in Fig. 4 is a corporate LAN 406 | ocated behind a security

firewal | 403 and@2b.recuirdere cn theBa'd{)20, Imtervetror 48, newdile Hidu@p Wbt Rbe Snad-em
407 and a wirel ess connector system 409 running.on, in conjunction wth,
or as an i nt egr &adtpceivetiney eftabislecompmengtomarithahe BRS. It Ehild Apebadtvivas 8t 4 he
system shown in Fig. 4 will be described in detail below by way of an

il lustrative exawrptage sendesieed nefreesssraily alwemsiagh or setdoyanaq dtehdell réckifer SSSUBLE
e-mai | sender 402 and sent to users A and B, each of whom are users -of a
nmobi | e devi ce 4Xoy.&er examplp ghepe the regsivar’s Gers bt uplickeyiodlendysyatdon Adctagt detibe
host location, i.e. LAN 406, only one of which is shown. As shown in Fig.
4, the e-mai| séhfieremdgzygsdiposes an e-nmi| nmessage-at | east conprising a
destination address and el ectronic text destined for users A and B. In this
exanpl e, the e-mail| FRsSsling mesgage thebisdunseraddo thearessagé sarves dls vio theWAN 20,
chosen by the e-pmil sender 402, substantially as descri bed above. The
e-mai | sender 4§8°%870@ Hiig 34 hasiap encripsessigatuteaylaigd infiormiation qoutpbiient 202y whick
each of the reciDPi ents of the e-mail, namely users A and B. As was al so
descri bed above maYARrlHs s sendegy Certliertrbaia, G%@ﬁnﬂéiﬁmmmmr}{pmdaessage
storage area, $$KS r,esi&gnt w thin a network (not shown) in which the
e-mai| sender s\y2P%RPHED 24, corresponding to the original e-mail message composed at the desktop

system 35a, and one or more encrypted session keys 206. The bomponents 202 and 204 are
encrypted using the session key, whereas each 'receiver’.s puﬁlic key is used to encrypt the
_ session key, as descri'bed above. Depending upon the particular secure messaging scheme in
place between LANs 30a and 30b, a secure message may contain different or additional
components than those shown in Fig. 3, ::ar the same or similar components in a different
" order. Of course, a secure message 200 would also include at least one destination address
and possibly other header information that must be left in the clear to prov-ide for routing of a
‘message to recipients. Since such additional and/or different message fields will be apparent
to those skilled in the art, they have not been explicitly shown in the drawings.
Fig. 4 is a block diagram which illustrates received encrypted message size reduction.
Reducing message size improves the processing and transmission of public-key encrypted

messages, via a wireless network, to mobile devices. The syétem shown in Fig. 4 includes an
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configured to operate, or a PKS resident on the WAN 404 or ot her %Qt@%ﬁkﬂwﬁ
with which the e- mail sender 402 may comrunicate. In this exanple, the '
| ocation of the PKS and the location of the public keys are not inportant'
The systemis in no way dependent upon any particular key managenent
schene at an e-mail nessage sender such as 402. A secure nessage 416,

I ncludi ng the encrypted nessage 418, and encrypted versions of the session
key 420, 422 for all recipients, is sent through the WAN 404 to the

recipients' addressimesngd fadresBagbles f ¥@imedDRail hbssshauh dv RS 48RRNES] »@:hﬁ&j
that the message conmponents shown at 416 represent those conponents that-

are directly invislmetcdses liehthe Byt cofofSEAS Q104 s Qeﬁﬁe‘%@lﬁﬂ&n, B Yvihfs
e-mai | message sender such as 402 nmay include additional conponents or the

conponent s showngaitwag K68, rayirddes netebikdad, ind mobile dewsea12 iRy, tha RxdHMbst
w thout affecting operations associated with this aspect of the system
When t he nessagelopation srlg \Adela atrporhie LARBA0EJ60a6ke biteid ARburitp BReshIb Y3 ddh el
one or nore further conputer systenms (not shown) at the host |ocation and

connect ed to thea WaNagesOrver 40ica deskiep esBpurd Byeal A07 S it wiba14o gonelg;t@cg@eg, kg
secure and encrypted nessage. The system 409 also determ nes that users A
and B have associuariag omdibdnncion) withs orkds 2 istdgtattdmodld 6ffthd Ressipd GevatemsS TR €
nmessage should be sent via the wirel ess network. According to this aspect~
the system 409 rentirties of the syitore shownt ineFips sty de Idyscrigdtividegil bBRY HNFhy BE 8¢
session keys that are not needed by each individual user's nobile device
100. An S/ M NM nidysfetiee example smwhitlean enphilislesage iRemiroiednt the keutel eshailMehad 402
provides a map as to which encrypted session key corresponds to each

reci pi ent in theaufigentzusers Agund B, pash@f whom eleasersefasaabile dflierdat of 414 sk Well as a
system 409 may consult the Recipientinfo list to determ ne which encrypted
session key shoufiskipRcasumter systemAOR at thetiqst loration, As. IAN4G6; buly Biethf whichtis¥own.
system 409 detects the received nessage 416 addressed to both.users A and
B, and sends a nodi f iASchEBPyR &ig: th therfomaih gander) 402t compessh ansemaik membid & least
devi ce. The rressa%le sent to user A's nobile device 412 is shown in nore -
detai|l at 424 antfmprsing a destination address and electronic text destined for users A and B. In this

example, the e-mail message isrencrypted using a one-time session key chosen by the e-mail
sender 402, substantially as described above. The e-mail sender 402 then encrypts the
-session key using the public key for each of the recipients of the e-mail, namely users A and
B. As was also described above, the public keys may have been retrieved from a Jocal storage
area, a PXS resident within a network (not shown) in which the e-mail sender system 402 is .
configured to operate, or a PKS resident on the WAN 404 or other network with which the e-
mail sender 402 méy communicate. In this example, the location of the PKS and the location
of the public keys are not important.* The System is in no way dependeﬁt upon any particular
key management scheme at an e-mail message sender such as 402. |

A secure message 416,'inc1uding the encrypted message 418, and encrypted versions
of the session key 420, 422 for all recipients, is sent through the WAN 404 to the recipients’
addresses on the message server 405. It should be appreciated that the message componeﬁts

shown at 416 represent those components that are directly involved in the system. A message
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i ncl udes the encrypted nessage body 418 and only one encrypted se§%£b§5ge§ﬁﬁ
420 that was encrypted using user A's public key. The encrypted session
key 422 for user B, which cannot be used by user A, is renoved fromthe
nmessage sent to nobile device 412 by the system 409. Simlarly, the system
409 renoves the encrypted session key 420 intended for user A fromthe
recei ved encrypted nessage and sends to the nobil e device 414 a resultant
message including the encrypted nessage body 418 and the encrypted session
key 422 for usersemBby$s e-mpibmessage st2der sRth 8 4Remaainbluds edditiamaledonmsndntsSor the
correspondi ng encrypted session key as part of the secure : nessage, the
secure message EAHPIEntyehsvmat 416 muy kedodiudbd i T &t ordet 4haeskowrt, vithain affédties
information in the-original secure nessage 416 sent by the e-mail. sender
402 has been r €R%HEs pspodisted withsthisaspectf thElspstemcr ypt ed sessi on key can be
decrypted on eadach nmobile device 412, 414 using each user's respective
private key resident WoeR tiscnepsise it redeivédces thnthessagreserigs 405, trossihc fypightdne or
nmessage body. As described above, a user's private key nmay for exanple be
transferred fromEhBriiesonpuigesyrens (robshavwmd et they bosbincefiontang sonpdted o thy AN
user's nobile device via a physical connection (not shown in Fig. 4).

After decrypti offobfthe fdrelepsogonappiorhyetym 499 dsteetsithg sachogcand emenypred msksiage  The
devi ce can then present the unencrypted mnessage on a display of the

devi ce. By re- oS 9¥hysq rtermineg thapserset andyB have aseosintadiyachilgideviess 43P, 414 to
unnecessary encgﬁg ed versions of the session key are renoved fromthe

ori gi nal message’qbiRes TEeRved serues gy sagp shogldhe seng viashepiselesgpetwerht via a

Wi rel ess network to ggngﬁ;le device. For an S/AllvtE nessage, since a

mobi | e devi ce recei vESCOHRPS;to;this aspaqt, thesysiemi490 relness fhetsizg of the spesmsohy remeoving
sessi on key, the Recig%gntinfo |ist is not needed and may al so be renoved,

further reduci nd"HEXDRYE sefsiop keys thatrs 1rs nepdedhey eagk indaduplser)s mebile; dswice 860, a
session key and th {ze of a Recipientinfo |list if present increases with
the nunber of r %P%n?sﬁagﬁrf“oerxf‘%ﬂﬁé’l‘d‘}%%% Rgapienfinde Hgjavhigh provides guman asro
can be parti cul ar,l. effetc ive for ori%i n@l mﬁsa9es wi th | arge nunbers of
reci pi ents. Ntm%]henme SEATIPT EeYSPEPRARAS o ffTh Fefinsmy in the TR Cqerdicc diekds dnthg e

server 405 alnd message. - Therefore, the system 409 may consult the RecipientInfo list to determine which
encrypted session key should be sent to each recipient.

As shown in Fig. 4, the system 409 detects the received message 416 addressed to
both users A and i3, and sends a modified copy of the message 416 to each user’'s mobile
device. The message sent to vser A’s mobile device 412 is shown in more detail at 424 and
includes the encrypted message bo-dy 418 and only one encrypted session key 420 that was
encrypted using user A’S public key. The encrypted session key 422 for user B, which cannot \
be used by ;xser A, is removed from the message sent to mobile device 412 by the system
409. Similarly, the system 409 removes the encrypted session key 420 i'ntended for user A
from the received encrypted message and sends to the mobile device 414 a resultant message

including the encrypted message body 418 and the eﬁcrypted session key 422 for user B, as
- shown at 426. | | '
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system 409 in a corporate LAN 406 behind a security firewal |l 403, the & 205
systemis also applicable to other types of systens, for exanple where

nobi | e devi ce user has a conputer system connected to the Internet

directly or through an ISP for exanple. In this case, the desktop conputer
systeminpl enents the wirel ess connector system preferably as a desktop
version of wireless connector systemoperating with an el ectroni c nessage
program operating at the desktop conputer system Exanples of electronic

message prograns i ncBindesachuter ssceividfts corrddpiading Bhdrfisled BssidWRe i JaR QK thelBllS
Not es, and Eudora. The prograns may access nmail stored at a first data

store device (noueshageathedecate hiseage @akbofrocessea Ut edch delic® U APNEveR tholBh Sther
means including POP. . The desktop-based wi rel ess connector in conjunction

with the el ect r dnformation g8 diepeonigimn senmrenmensahe 416 ChefiteiDe thé &Lm e SmAGeRn s tHag
user's nobile device, .via the wireless network 410, and perforns the

nmessage size redegevedbychesiaemoty. dis enirpmell sivekeyfdag be edriptedl dl Q6K mobile
diagramillustrating received signed nessage size reduction. The overall
syst em shown i n devige 4E2, i4&4 uiing ¢agh user's sgspdctiva privalei @y rebideit dohth& 38R Mevice and
conponents in Fig. 5 being substantially the sane as simlarly |abelled
conponents in- Fitg@n ped b desypythe imtessagpbodat iAsrdesaibsd atewbal usdi’ frokeKey BsayViol |
be described below. For illustrative purposes, it is assunmed that a user
sendi ng an e- maisXanRls b Fansfemgthitomethe 95e5's drskEPRotmputbnsystemsRets a6l t user's
decides to sign the nessage to so that users A and B may confirm-the
sender is the hueebilefiqece i a pysivalseonnpeticmthot Hmwnvihdtig.i4). raefeeideaghtion ofhbd
was sent by the sender. In order to allow a nessage receiver to confirm
that the sender 'T8e5&32gPReXim vses inferfase onithe mobie devier ¢anstherd presénd Thenimenarptyd
attaches their Cert, any other Certs in a Cert chain, and possibly a
current CRI_ The™<Seage pra fiselaypfdhedexice.i s sent fromthe e-mail sender 502
may thus have a formas shown at 516, including the sender's Cert, Cert
chain, CRL and di gi PdFe-SisgHang e o5gialaprgsaghas drseribadjabdye il @RGessim eftrifdd
Certs, chains, CRLs aag siquaturas are nornally placed at the begum ng of
a message body a§™9d the g?rbkeygre removed from the original message, thereby reducing the size

of a message sent via a wireless network to a mobile device. For an S/MIME message, since
a mobile device receives only its corresponding encrypted version of the session key, the
RecipientInfo list is not needed and may also be removed, further reducing message size.
. Since the number of encrypted versions of a session key and the size of a RecipientInfo list if
present increases with the number of recipients im an original ‘message, message size
reduction can be particularly effective for oﬁginal messages with large numbers of recipients.
Although the example system shown in Fig. 4 includes a message server 405 and

system 409 in a corporaic LAN 406 behind a security firewall 403, the system is also
applicable to other types of systems, for example where mobile device user has a ce;mputer
system consected to the Internet directly or through an ISP for example. In this case, the
_desktop computer system implements Athe' wireless connector system, preferably as a desktop
version of wireless connector system operating with an electronic message program operating

at the desktop computer'system. Exainplcs of electronic meésage programs include, but are
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Messages according to other'secure nessagi ng schenes may pl ace SSAPE .ann
conponents in a different order than shown or include additiona £akay ofid
di fferent conponents. A secure nmessage such as 516 would nornally be sent

t hrough a WAN 504 such as the Internet to addressed recipients. In Fig. 5,
the nessage is addressed to only two recipients, both recipients each '

- having an el ectronic nmail box account associated with the sane nessage
server 505, although the systemis in no way |limted thereto. Ile exanple

systemin Fig. §0tilﬁniféﬁrtc§'MS éuﬁébi}f&&s%tg&géﬁtg}ﬁ al §hd E}B&“azﬂ?%a Qfl%ﬁ&t?arﬂtsﬁo‘ged

illustrative purposes. 22 Once recel e nessage- server.

secure message hfa fiRbERAsdR dERAK nol lggaiteﬁiéag e d%k%?@but@ﬁ G 088 of e SELNE

505. The wirel ess connector system 509 tects new nessage and al SO

det er m nes whet lilﬁtudﬁxg PO, TTHE dERRD AL SRR H cg}iﬁ?é&% ct\swg%&#taﬁ Wi &L g%]?%c%c

network to a nobile device for any recipient. So, e Ssyst

- i th t ; sl !
re-organi zes thenessaBs woulll s8fPrebdifed TRISBG S0 B, ség%sg déﬁﬁéee, &X@?%%{E

digital signature and then the Cert, Cert chaln an

chain and CRLS astoik 10, 48 9k:esabns m%éagéﬁetﬁ!duw@n olggﬁéﬁ&ﬁ%dé&@e&ad?% che host

system A nessage including at |east the nessage y an signature

is-then sent, via thEgy$ ised BBSk BREMAI Hustbthe! B&ivERRIh&s Q@Qé%ie%%iéﬁwé&fj ?ﬂe‘l

of the recipients, users A and B, as shown at 522 "and 52 Igita

signature 524, %%dall §sterfshowi ini8l. )5 iRsitfibits 8fsieh drFd U0kt B8R dofl i
signature, Cert, Cert chain and %:RL corrponginst 518.%tho£t}§tﬁ Iag%ﬁ%gtamﬁg'

differently in sesaggamshRBRUAnE: 52 ad SHilsdo MBLIECDmRnA '151%84,%&0%% its
502. 'The Cert,

actually the same signature generated by the e-nmail Sender

Cert chain and ofi#ktionds neahatidiffdrénd hi Will b8 GésciikabBSwTObi | e devi ces 512, 514
wi th the nessage body and signature, based on an assunption that the Certs

and CRIB may al r eadyFdraltatrinee puiposys)ifid 686meDRitQ wlersé el &sdel AbRGhe
devi ces, for exanple using a physical connection 515, 517 to the ‘user's

deskt op conput ersysiaps 5@tobith, usérd A ankl(B debided HRIRAWShES e kS thitiRers ANAA'E Say
Cert and Cert chain may have been attached to a previous secure nessage

sent, via the wicondirmstse smtionds khe thie seddaeof®b idessaghernd a8 whiis récke@RGvhat was
subsequently stored on the nobile devices. An up-to-date CRL m ght
simlarly alreadsntbptigvendenTh erdertotiew amiesshge rekeivertd Soffikz, thdt ihé.serder's figfture
is authentic, the e-mail sender 502 normally attaches their Cert, any other Cests m a Cert
chain, and possibly a current CRL. The secure message that is sent from the e-mail sender
502 may thus have a form as shown at 516, including the sender’s Cert, Cert chain, CRY. and
digital signatare 518 and the message body 520. In S/MIME, Certs, chains, CRLs and
signatures are normally placed at the beginning of a message body as shown in Fig. 5.
Messages according to other secure messaging schemes may place message components in a
different order than shown or include additional and/or different comp.onents.
A secure message such as 516 would normally be sent thiough a WAN 504 sech as
the Internet to addressed recipients. In Fig. 5, the message is addressed to only two
recipients, both reci_pients each i:avin'g an electronic mailbox account associated with the

same message server 505, althongh the system is in no way limited thereto. The example

system in Fig, 5 is merely a system example and is intended only for Blustrative purposes.
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19 2 nea pen
ci rcunmstances, a Cert, Cert chain and CRL woul d not be used at the HoBi PEC 2065
devices 512, 514 even if they were sent. If any of this information is ?
required but not available on the nobile devices 512, 514, it may then be
requested fromthe wrel ess connector system 509. As descri bed above, a
user may view the content of a signed nessage without first verifying a
signature. The Cert, Cert chain and CRLs are only required when a nobile
devi ce user, user A for exanple, wishes to verify the signature 524 on the

message from the e-n@ide redidved by BE@MRRRS 900K, B Xecirl ﬁe@ﬁﬁ?i&%ﬁ@%%&

are avail able on the nobile device 512, then signature verfification

operations may beigdepkaiatidcstinhthalhe fovek 5O, TR CALORS %@é&(@@h
nobi | e device 512 and the LAN 506. However, if this Cert arsl CRL e{e'E!Sthe

information is mew measagd dndfalse détermifes WhSHAUR nSOREREsshd-AROMILE RnpyiS 8 W jess
nmessage i s received, then according to another aspect of the system the

user can subnit newodQueshotile detiee foy aherechRD:, L0 <586 b SsyEeat500 o ofshiBzes the
nmessage original message, particularly any Certs and CRLs that were renoved

before the nessagpesapais plreathe nwisags hﬂy\ﬂﬂtﬁﬁomdf}gtm%ﬁta@ Hanath® ahd'@e/BRICR
device and stored at the host |ocation (LAN 506) by the system 509. The

Certs and CRLs, (srichain@odiCREd ghe tCeet, Comblhdie a6LCRLE a2 liRen ?ﬂefe?&ﬂlﬁ fi8ed by the
signature to be fully checked and verified. Renoval of relatively bulﬁy

(i.e., large bytystest jhteheelnst system: e h@ysagiinélodiag et 1648E fhe rhdsRBR b&SinY Quhital
si gned nmessages, before they are transmtted to nobil e devices can

significantly reigoaeretihthesseng v theivgreieds neeaRRShd habiladdides 81155 T18DF the
through the wirel ess network 510, thereby conserving wirel ess network
resources, - and FEHRESHYserhs ddRivasddhbwant 522 ane526e The ifitdl Gignafrs 54 538 gned
messages to nobile devices. In a further enbodi nent of this aspect of the
system a user' $ferZely symineatndsorm ofth8 originallsigdatere ACEE IQertsyitiia O CRE.&binPohent
system shown in further detail in Fig. 6, which is a block diagramof a
system i n whi ch3theAlfopgh lybellgd diffgrrotly iewessages 522 and G2, etk dhaamebs 504 and 528 are
information stored at a nobile device. In Fig. 6, system conponents
out si de the hostcslytthafamscignpmre ganeratsfh by thet dvmailisondtre¥s. (TnarCeet, Gert slydd &fd | S
operating have Q&&ﬁbeen shown in order to avoid
are not initially sent to the mobile devices 512, 514 with the message-body and
signature, based on an assumption that the Certs and CRLs may already have been pre-loaded .
onto a storage device in the devices, for example using a physical connection 515, 517 to the
user’s desktop computer system 511, 513. It is also possible that the sender’s Cert and Cert
chain may have been attached to a previous secure message sent, via the wireless network, to
the mobile devices 512, 514 and subsequently stored on the mobile devices. An up-to-date
CRL might similarly already be available on the mébilc devices 512, 514. In these
circumstances, a Cert, Cert chain and CRL would not be used at the mobile devices 512, 514
even if they were sent. If any of this information is required but not available on the mobile
devices 512, 514, it may then be requested from the wireless connector system 509.
As described above, a user may view the content of a signed message without first
verifying a signature. The Cert, Cert chain and CRLs are only required when a mobile device

user, user A for example, wishes to verify the signature 524 on the message from the e-mail
n




congestion in the drawi ng. Connections between the nessage server! AnBERH 05
conputer systens have al so been omtted for clarity. It should be
apparent, however, that the system shown in. Fig. 6 may include such other
conmponents and connections as are conmon in nessaging systens. The exanpl e
systemin Fig. 6 includes a nessage server 602, w reless connector system
604 and two desktop conputer systens 606, 614. Each desktop conputer system
24 .12 includes a physical connection 608, 616 through which Certs, CRLs,
and possi bl'y ot hglger rS?i. af fﬁ%eycogﬂﬁbll@ﬁts' il g\'?alﬁgﬁlé en oB& &égﬁ@%ﬁﬁf {hﬁp ts%gatﬁ‘e

user's nobile device (not shown). According to this enbodinment o

system each desklifpeo WRkk&ins Sﬁ{%t Ség‘fgﬂﬁl\t,a\ﬁ? g:vﬁth'oﬁ'lc hilgs F%M&aﬁoms between thF |

synchroni zation (sync) system 610, I n nost enentations w

be a software appdieaeiiods12ThR HELANSYRC S¥wdvel B BikOrerbARl ERL HOAGRML Kbt
t he physical connections 608, 616 and data stores 612, 620 on the host

conput er syst emgyifle f@ﬂéme&lg& R8dR FREONRS B LignedGrlsagB s BAVR, 8KA Lécgfhid.r%rlo

the art will appreciate, could possibly be any conputer storage nediu

i ncluding for exaglbeassect G syS@mdind stk calf subBit AreAbdd &I B BYREY509UD bdnd the redtS
al so contenpl at ed thaﬁﬁ%hrts gﬁ%ﬁtRLs, &hich aréa%ublic I'nformati on, cdﬁ?d

be shared bet wegiheaiRise RiginNShQAe WattithirlPadytaiakd EREs BXANRE SomoVHE Berbigat

the stores 612, 620 are actually the sanme data store, for exanple on a

network file Seruemesshlsd Weh dohteviadid wHMAS neWoHesI00H e U6l Aivicdhnd kBl RkY
select and transfer Certs and possibly CRLs if desired, to his or her

nobi | e devi ce whewt tobRioATRANCSOBP by @R dyStemOVICCERACER andl TRIGE S GRefRIMM RS

systemvia the connection 608. However, since CRLs tend to be | arge and

thus require si gabbile@avite SIRMMoY hOSIMERS bé Allly Shdkaudad vargeas Wil | likely -
nost often transfer only Certs to nobile devices. The Cert sync system may

then be- configured Remoed b idlatielyBulleSEeNHfRMbyieRlizcd @161 Qath)Blrtstan@arH s
has not been revoked before the Cert is- transferred to a nobile device, or
al ternatively t ofrore nevavednyignedyv adessdgdse bifsref theyn @e | idim@td Gor mobidy abtiok! éan
for downl oad On a device, Certs could be stored in a data store such as a
significantly reduce the size of signed messages that are transferred through the wireless

network 510, 'therei}y conserving wireless network resources, and reducing the bandwidth and
time required to transmit signed messages to mobile devices.

In a forther embodiment of this aspect of the system, a user’s host system 511, 513
includes a Cert synchronization sys’tém, shown in further detail in Fig. 6, wiﬁch is a block
diagram of a systém in which the size of a signed m.essage is reduced based on information
étored at a mobile device. In Fig. 6, system components outside the host system location at
which the wireless connector sysfem is operating have not been shown in order to avoid
c-ongesﬁqn in the drawing. Connections between the message server and host computer
systems have also been omitted for clarity. It should be apparent, however, that the system
shown in Fig. 6 may inciude such other components and connections as are common in
messaging systerms.

The exa.miale system in Fig. 6 includes a message server 602, wireless connector

system 604 and two desktop computer systems 606, 614.' Each desktop computer system




Random Access Memory (RAM), flash nemory or other such nenory corpdriéid Aih
whi ch data may be witten on a nobile device. Certs may instead possibly be
witten to a renovable nenory card, smart card or simlar conponent with
which a nobile device is designed to operate. As. shown in Fig. 6, each
Cert sync system 610, 618 is also enabled for comunication with the

W rel ess connector system 604. This allows a Cert sync systemto 25 1 2 DEC
2005 informthe wirel ess connector system of which Certs have been | oaded
onto a user's nofkihdes kA cobiticBod 808, REs &%@RL" hed.f xanpl e .
transmtting either a conplete up-to-date %ﬁl_ o%lala??mcer 2 B %ossﬂ@%i‘)é@ror
a list of Cert agutivdlpBelchefomhahish 0 Soccafirelt It SR aer Y ShE b S
used to perform any d§Vi ce-rel ated ogergat | or?s.Jr%efﬁltug%[5gdl<!;11§!9eﬁs1 %e(‘)'ll% ncgls%w‘?}e

sent to the wirgéeaingC@NMACIModEYpt 8RO MheRgYe detect ed
on a nobile device by a Cert sync systemés(\;s\heh the&ersr%g%{\llcéﬁ eié/ri g%lns&}ﬁ’ oY

connected to it Smd&@dsh%&?ﬁ%ﬁéﬁﬁﬁﬁﬂ%@f@yﬂmﬁ%ﬁ@%gmﬁ&&ﬂ %‘o%xgﬁi&%ﬁ? oseng SRS

useful for loading particular Certs for éntities from

devi ce user expel s sbfowdreagiliétionl TNRICHE Sternd BRY, G159 i | yn
which a nobile device user obtains a Oe?ﬁ%r?o?n otﬁj;’:r SOJ?%%ESV!S&E%E£§9%:&EA.

In this case, a @ardctionsos, aasﬁceaat@ﬂweﬂsﬁ%m&g%s?%&ﬁﬁgﬁs?éxﬁ‘@g,rétﬁ’@?&ﬂeer

any Certs have been | oaded onto a nobile device since't ast

transfer using tdwa Gemt 6336205 }S RS slAIMY inf the Qrt Wl dJpARERI & Gt t
update to the wirel ess connector system 604. Wen s&@h a He?/"?%g %g?’fb%p at e

i's received fronompdesitrage nedt) Reldiyg (R EkiRfe 2 163 hard a4 Wiveb:OSthdr Snemory
mai ntai ned for the particular user by the wirel ess connector system 04 n

a data store 622uwits Jtijschitoetinterpiied igh CefeaddSERLsPwaich RSpBRA inf G RBHE ¥ouid b
I nclude such information as user nane, configuration settings to controT
whi ch nessages. ashered betwean\cemputkresystah ek RS § ndt@bk@orkexarhff) ished (6H WeGRres 612, 620
identification information and possibly further user-, configuration- or
nmobi | e devi ce- r edragateilly i samedatostre, firexinhple bies fetR 6l HRCkAEr, SYSt em 604

preferably also stores a list of Certs that are stored on a user's nobile
device. In the exanplUging the Cert sync system 610, user A can preferably select and transfer Certs and

- possibly CRLs if desired, to his or her mobile device when the mobile device is connected to
the desktop computer system via the conneétion 608. However, since CRLs tend to be large
ané thus require significant memory resources: for storage, users will likely most often
transfer only Certs to mobile devices. The Cert sync system may then be- configured to
consult a corresponding CRL to-ensure that a Cert has not been revoked before the Cert is
transferred to a mobile devics, or alternatively to remove ariy revoked Certs from a list of
Certs available for download. On a device, Certs could be stored in a data store such as a
Random Access Memory (RALQ, fiash memory or other such memory component to whiciiv
data may be written on a mobile device. Certs .may instead possibly be written to a
removable memory card, smart card or similar component with which a mobile device is
designed to operate, |

As shown in Fig. 6, each Cert sync system 610, 618 is also enabled for

communication with the wireless connector system 604. Thls allows a Cert sync system to
' 25




shown in Fig. 6, user A's nobile device stores a Cert for an entitlyXERasiis
i ndi cated by Pert X], whereas user B has stored a Cert for entity Y, [Cert
Y], on their nobile device. A single Cert is shown in the user profiles
624, 626 for illustrative purposes only; a nobile device preferably has
sufficient menory resources to store nultiple Certs. Wien a signed nessage
628, including a Cert, Cert chain CRLs and digital signature conponent 630
and nessage body 632, arrives at the nessage server 602, it is detected by

the 26 12 DEC 20@frWithewR8isss COMBAGE Shtes )bt Walkh TRAs Bfre $SCI0ARE dnBRANG s rhbille
original nmessage is then rearranged such that the nessage body is placed

first, followed gyickhahidinglyhslaccddlded ff eRdtblS bkl it@éral Rehplete up-to-date
information. In accordance with this enbodi ment of the system the wreless

connector systeni®@fall i0eAs oiek Aevitd\@Sa list o Q¥rt Qlidifidke abd GE18HduE Qachein@! £dert sync
information is required by each nobile device to which the nessage is to

be sent, by consikieiniguiddto pafimpng dedie-Ried opaativna ddéeasdatts 6RIM bt Besencn
user. Since the sender's CM Cert X, has been stored to user "A's nobile

devi ce, a rearr athgedreFBSANRD Sybieni 604! withéigr S Fertshee dBRRRA 08 abatile 3 Zccdpd
digital signature 636, is sent to user A's nobile device. Al though a Cert

for an entity Y Qas sydlcgstemit @handthe indbie ldeices isndbhdcRd de \ifs Cdsktép orfiplitcr sysidmalr
the sender of the original nmessage 628 i's not avail able on user B's nobile

devi ce, such thanlthdugh iealarapgesyseRisSagh fop ldidag paticilar @ehts for entits f@m which a
I ncl udes both the nessage body 632 and signature-related information and

di gi tal signat ur mobitefevive nker@RpkctsAS rabivw Qignddfiestdge € [tess may be eitiatidns $iy Sihizhna
604 may instead store the signature-related information for |ater
transm ssi on to ushie dvice mEb obteinsle Cext Gromrgher Biukdenbicy as e (A, dnkhys tabe a G gSRGE
body and digital signature. The use of a Cert sync system 610, 618 and
devi ce si gnat ur esysiatoabl bevoofigmedd to deteaicewhdtliwr enyt Certsihavebaep lordsl ot eobiler
system 604 all ows the w rel ess connector system 604 to determ ne the
i nf or mat i on t hat dévigeasirer ¢hel last Cand imahsfer dsing the Geggpma systermnahdtidso; entoansmii aevice
unnecessary information froma nessage sent to that nobile device. Instead
of assumi ng t hat Cartpdsitd to thgewifeless erapeckmewstent @ded a Cort as in the preceding
enbodi nent,- the wirel ess connector
) ‘When such a device Cert update is received from a desktop computer system 606,
614, a user profile maintained for the particular user by the wireless connector system 604 in
a data store 622 is updated. . Although the user profiles 624, 626 may include such
information as user name, configuration settings to control which messages are sent over the
wireless network, mobile device identification information and possibly further user-,
configuration- or mobile device-related information, the wireless connector systam 604
preférably also stores a list of Certs that are stored on a user’s mobile device, In the example
shown in Fig. 6, user A’s mobile device stores a Cert for an entity X, as indicated by [Cert
X], whereas user B has stored a Cert for entity Y, [Cert Y], on their mobile device. A single
Cert is shown in the user profiles 624, 626 for illustrative puzposes only; a mobile device
preferably has sufficient memory resources to store multipte Certs.
When a signed message 628, including a Cert, Cert chain CRLs and digital signature

component 630 and message body 632, arrives at thé messaige server 602, it is detected by the
26




system 604 can determ ne whether or not the device has stored the ngr%%i\lgg
user profiles may also possibly be used to specify other configurfati% 2005
settings, to indicate for exanple that CRLs should never be sent to a
user's nobile device or that signature-related information should only be
sent to a user's nobile device only if requested. In reference now to Figs.
7 and 8, the inpact of perform ng either nessage signing or encryption
first to generate a nessage that is both signed and encrypted, will be

di scussed. 27 1PirgEECCODESo\iem S0BiagDed S00H CTHEYrRShal hfSise 3o RERane .d
si gned, one set of re-organizing and/or nmessage reduction schenes can e

appl i ed. Wen a Selsdagle messgegimd if pincet fandfol hest BN6E Higi dign®hRehd kShature.
organi zi ng and si ze reduction techniques are applicable. As wl| %e"
apparent, only deitsdtinformationi oin wourtianos Withe 86 gRbSIRAME of AN P! 1S Swireless
connector system of a nessaging systemis shown in each of Figs. 7 ané 8.

Fig. 7 is a bl ocimeselyfaiem §0fdendatimigessbatyrof tRSmage-Slhie iffQeedd ©9eddtd 2
recei ved messagqe. t hat has beéen encrypted and then signed. Such a nessage
Y53

706 woul d typic ch mpkiledydcaiomdichabembsage i¥ idbet 38 by SonfGIVBE B PRkICfA
one-time session key established by the sender. The session key is then
encrypted usi ng *&°thifdressed mopiledevisanseri Binenidie denderSsEaE Ceft OF hidi tREY stored td e
exanpl e users Aé%gd . '(tgé).generate gn encrypted session key 712, 714 for
each user. The r‘@‘g&‘% Vit 3 Jefarangsd ynepsage 484} inchadingbityl tReBckaae beay $37 hed
714 are then signed, substantially as described above. Al though signing is
performed after ‘ﬂﬂ SIERafIERH 0364 I§ sont frausandy’s mubitp devdoet Al8ygh\si Qe far 4sedntity Y has
possibly a Cert chain %nd one or nore CRLs in addition to the digital :
signature, may [HESLTORHEn Beph s mokile device fhe Cert Nifer thesndger ks otiginS/mdsleB 6T
exanple. This encrypted and signed nessage 706, with the session keys 712,
714 and digital E%{tg”r’( ftﬁ’feemh&‘?af Bisgnehilardevien | suchethat the oeamanged megQge td ser B's
recei ved by ther%o gggﬁceﬁﬁ%%gégl% whi ch bpqrg(ogagsses t he message and pl aces
it into the app "g:% B messagy Jo i sighhtare-related ifarmation and
connect or syster&704.de£§cts t he new nessage and begins the process to send
‘he gital signature component 630. As above, the wireless connector system 604 may instead
store the signature-related information for later transmission to user B’s mobile device and
in.itiallly send only the message body and digi@ signature,

The use of ’a Cert sync system 610, 618 and device signamre-reiatcd information
accessible to the wireless connector system 604 allows the wireless connector system 604 to
determine the information that a particular mobile device requires and.to remove any
unnecessary information from a message sent to that mobile device. Instead of assuming that a

. mobile device may have stored a Cert as in the preceding embodiment, the wireless connector
system 604 can determine whether or not the device has stored the Cert. The user profiles may

| also possibly be used to specify other configuration settings, to indicate for example that CRLs
shouid never be sent to a user’s mobile device or that signature-related inij‘ormaﬁdn should oniy

be sent to a user’s mobile device only if requested.

In reference now to Figs. 7 and 8, the impact of performing either message signing or

encryption first, to generate a message that is both signed z;nd encrypted, will be discussed.
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nmessage to each recipient that has a nobile device. Before the ne$sgg§$;s .
sent to a nobile device, the digital signature and Cert section 708 ‘ofv ﬁ@3
nessage is preferably at |east rearranged such that the digital signature
and signature-related information is noved to the end of the nessage.

Since the encrypted nessage body 710 and session keys 712, 714 are al

signed, only the signature and signature-related informati on can be
rearranged or renmoved fromthe nmessage. If the wirel ess connector system

704 were to procwBé: 4 hesshBsSS @ bfitsOand2Benl 4 Sbn%&@éof@%fgaaieﬂg_a@cvof RERYR
any of the signed conmponents before sending the nessage to a nobile

devi ce, the sigradudtién }Rdhesicaibd HPlidtl Whehaithesabe fsRRneitd Ad 8RY bBpteliSother re-
descri bed above, the wirel ess connector system 704 nay renove the Cert, as

wel | as any CerdrganbiignandnsibeGRlSctibh tdchilnud Qe hiplitdbee. MAS SAD e HBFarend N6hiy b Hodt
t hese conponents for later transm ssion to nobil e devices. ere the

Wi rel ess connectlodatisy pbitioh (Bdsse@sendC bRl Wirkless\donaddtoaydtEn)odfen ddahdind kRted!is
an addressed recipient's nobile device, the Cert could be sent only if it

i s not avail abl ehown ineachafiFigse7 aiedd,ce. I n the exanple shown in Fig. 7, only
the digital signature 718 and signed conponents 710, 712, 714 of the

ori gi nal -message 706 6 to us uld occur

when all signature-r gfg‘gt gaaﬁgécgi%%%nﬁfuﬁg%%é%%mﬁﬁP%{ %’%‘J‘%&E@? g%dl Hedsge
sender s Cert 1 forRgtubf SRR O BRRRER mf i lingdc soP AEiough 10 el opiaty

oi gnat ure. 722 arSndts ERaFctodd i wfi Babieh dSag s Bt bt Faenet v e
704 det et mines. ¢ Raery 3 Capin kel 3t MRS encrbired il PEURSR (HUIAF | bR B8
moesage |5 encry Sy A AR ke well A AR hen o el WEeR 962 e or

si gnat ur e-r el at eghch Qéep! TR LRRPHRYmAS: gk %@éj Hoad rggmt@c? se%ﬂgtbgefys Hhe 75@%%?%%

and some or all of the signdture-related i1.nfor n may renoved

the nessage. Fi gsigfid! sibslanPhiBFds ddbBERBoVS. | Mot 4iBfn S GHEGMER HAR ORryihibh the

reduction for a recelved
message component 708, with a Cert, possibly a Cert chain and one or more CRLs in addition

to the digital signature, may be at the beginning of the secure message as in S/MIME for
-example. b
This encrypted and signed message 706, with the session keys 712, 714 and digital
signétme and signature-related information 708, is received by the message server 702, which
processes the message and places it i£1t0 the appropriate mailboxes for users A and B. The
wireless connector system 704 detects the new méssage and begins the process to send the
message to each recipient that has a mobile device. Before the message is sent to a mobile -
| device, the digital signature and Cert section. 708 of the message is preferably at least
_ rearranged such that the digital signature and signature-related information is moved to the
end gf the messagé. Since the encrypted messagé body 710 a.u-d session keys 712, 714 are all
signe&, only the signature and signature-related information can be rearranged or removed

from the message. If the wireless connector system 704 were to process the message 706 to
28 . ;




nmessage that has been signed and then encrypted. In this case, asengief 2005
generates a digital signature for a conposed nessage and attaches the :
digital signature, Cert, and possibly a Cert chain and CRL to the nmessage.
For an S/MM 11S14L message, the digital signature, Cert and any chai ned
Certs and CRLs are attached at the beginning of the nessage. The entire
signed nessage is then encrypted using a one-tine session key, and the
session key is encrypted for each receiver addressed in the nmessage, using

t he public key efar@achrkQeRE £ @8 o I 2 C 2005 above. The
resul tant nmessage ig?%sf\om a?ﬁ%ga flggﬁﬁﬁt{?hgg&gtégjf %oﬁsaef%gg éﬁﬁeﬂsﬁﬁc téir"i'ofm"t’qle

si gnature- rel ateske| tht BipARid: 0iRAHnaAl 12 SRS 5R08 Koy 810, both encrypted

usi ng the session key, followed by encrypted versions of the session key

812, 814 for each re&edesgibed VARG, thdRirgbS R6haRL ﬁ%ﬁ?ﬁ%@ﬂre%%é%ggﬁ % .

recei ved and placed into the appropriate nailboxes sers B9

the message ser ueiny8% chhilndCRES SSRcRAREAL Blessa Y R6EMatRS: t‘ﬂ?s%%%&ﬁ b€ rReW
nessage and determines if any of the addressed ssage recelvers Ras g

bile devi Tt tRdnena i ' Ut
mobi | e devi ce ( siorB sl ridbaS NRVicAl Weretgﬁ ?%?ésggﬁgﬁéto}%gg&%ﬁﬁn%ag?lg

nobi | e device, If so, then a nmessage is prepar or di'ng to eac
devi ce i ncl udi ndeterirtiee vl Yads @k ApMTable @ Sin eddrdsha r&%ﬂi&ft’@ obiﬁe%é@i'c?,% omd©
e

and only the particul ar session key corresponding to the nobi evice. In
Fig. 8, the dightsint eilgifalivee bR iof Mbiri6HIe BEVia Gl e RLLEARLLOR 1 PAB 7. Suly
encrypted and thus cannot be identified and rearranged by the w refess

connector syst ethe@tidtal Sprmmuesd PrieandtshocdRmgaeas 6712848 Srond oriyna}ﬁgsls#&r@ggsg

connector system 804 to the nobile devices of users A and B eac

the encrypted dmgistiin 2 sessagi7i6 & wed, STigHRbu SochPhithal sigh{rRt kO RRRiand
t he signed and encrypted nmessage body 810 of the original nessage and only

the respective Bremyyddefaessemivek eigssBdeis s8dtdor fvidien HRCwirdIRb icblﬁleggg@gg@m 7ol
each nobil e device, the session key can be decrypted and used to decrypt
the encrypted péstediothat ©e8sndedOCat int the aviziab@essig® 706 1@S Bedn6aded iofth Mdr A’s
message body, the digital signature and the signature-related information
conmponent s. Themebiksdgyicerdy thetrase oftisenB chuotidtha iChrtcing itietdigital GiBRtHE 622 are sent
verification can proceed on each nobil e device.

along with the signed components 710, 712; 714 in a message 720 to user B’s mobile device,

. if the wireless connector system 764 determines that the Cert in the original message 706 has
not been loaded on user B’s mobile devic;e for example.

Therefore, when a secure message is encrypted and then signed, a digital :signature
and any signature-related information may be rearranged to the end of the message and some
or all of the signature-related information may be removed from the message. |

Fig, 8 is a block diagram illustrating secure nie_ssage size reduction for a received
message that has been signed and then encrypted. In this case, a sender generates a digital

: signature fb_r a composed message and attaches the digital signatare, Cert, and possibly a Cert
chain and CRL to the message. For an S/MIME message, the digital signature, Cert and any
chained Certs and CRLs are attached at the beginning of the message. The entire signed
message is then encrypted using a one-time session key, and the session key is encrypted for

each receiver addressed in the message, using the public ke_w;r of edch receiver, as described
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As descri bed above, when the w rel ess connector system 804 sends ogiﬂiyEﬁi:[f'-;e'ﬁm5
required encrypted session key to each nobile device, the Recipientlnfo
field (not shown) may al so be renoved froman encrypted nessage to farther
reduce the size of a nessage transmtted over a wreless network. The
enbodi nents of the system descri bed above focus on rearrangi ng and reducing
the size of a secure nessage before sending it to a nobile device. Several
farther 30 enbodi nents which provide different ways to pre-process a
message to reducbowatEhetrtsaltantusetsagh s shown st§06] @elndiMe s dighal signatbeoand sighatulee
device will now be described. One advantage of nessage pie-processing is

t hat al t er nati veelbted infbopatisn 868 atik a apgbdge dodyo 8105 H8thgRBryplead tusiap ehddgkdion key,
signed and encrypted, which are the nost difficult nmessages to rearrange to
reduce size, as folldvwedbg esqpypaedortsidne ofithe kessibrcitep 02,1814 fdeschirgztivan. Fig. 9 is
a bl ock di agram showi ng an encrypted nessage pre-processing system The
overall systemis si NWHearth¢ Gightb asd Shempted] aessapd 806 db aveeived rant hgldced Hato the
conponents shown in Fig. 9 are substantially the same as simlarly

| abel | ed conponesppmpiize prailleseld foyudersod med BAy thesinessrpeatrv@18)2, thn wimkssyqunecttor
e-mail message froman e-mail sender 902 addressed to users A and B

i ncl udes an encrsygemdBMdedimgethbody BéBageamd derominec ify pyed§ tessidossel emess£20
and 922. As will be apparent to those skilled in the art, the portions of
t he encrypt ed nesesings 194 8 mubiel devinst(notsbevss and Whetha or notttheemessaieris ®Hwveentitna
Fig. 9. In this exanple, it is assuned that a user's desktop conputer .
system one of viobils devices HHsm then a a@Fsageis grepired fos eanding todsich mobidederise BrRiding
914, effectively share a conmon address, a feature supported by the

Wi r el ess connect$¢ encsypiadenertngs of thewoiginel re¢eived anessagsy andeondy the pamticelarpressiongiey
be addressed to both the user's mail account on a nmessage server 905 and
the user's wir el @sesnepdipg fcthe ymnbile vipdee. winy B gthe dighl eignatures gl sigpagosrelated
inmplenented, it js nore likely that the message will| be addressed to

a. user's accountfrmatine 808 4% enpeypisdrapd thugmanot fe idepfifiel aing sefriangss By o witeless
the system it is possible to share a single private key between a user's
deskt op conput er capectE Fysery S4hd Thesfore throlpsiges B0, 8§ semyby e oFiTglgss pranector

system 804 to the mobile devices of users A and B each include the encrypted digital
signature and signature-relgted information 808 and the signed and ex_mcrypted message body
810 of the original message and only the respective encrypted session key 812, 814 for the '
mobile device. At each mobile device, the session key can be decrypted and used to decrypt
the encrfpted portions' 808, 810 of the message to expose the original message body, the
- digital signature and the signature-related information components. The message may then
be viewed and digital signature verification can proceed on each mobile device.
As described above, when the wireless connector system 304 sends only the required
encrypted session key to each mobile device, the RecipientInfo field (not shown) may also be
removed from an encrypted message to further reduce the size of a message transmitied over
a wireless network, ' |
The embodim.ents of the system described above focus on rearranging and reducing

the size of a secure message before sending it to a mobile device. Several further -
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private key into the mobile device using, for exanple, the physicdl2 BEC 2605
connection 50 and interface 65 as shown in Fig. | or sone other trusted
wired or wireless transfer mechanism Were a user's desktop conputer
system 907 is configured for operation with a smart card or simlar
~renovabl e security-enabling conponent, this private key |oading could be
performed by a user by inserting their smart-card into a card reader and
runni ng a conponent of the 31 A 2 DEC ZOOS wi rel ess connector system 909,

and/ of possi bl y embsdintmawBicl PIPIAE BifereBiwiyl & HEplokaP 2 nﬁQ&X%%dﬁé’éﬁaﬁH&t?ﬂ@t
to load the private key fromthe card reader directly infTo a nenory of a

mobi | e device. Abtandmifdd/ley theaaiC R £ mbBiRd@vice Wil GoRehel RESBLA Sfle el 6r
nobil e device to allow a user to access a private key using elther a°

desktop conput emmessagé praspaicessingisthdt Qltertktivk E:BhnidRes thn/BE h¥Me® 1d483%sBARA AL both
provides for mrrored e-nmail stores at the two locations, i.e.  a user's
deskt op conput ersigssdsindren@fiited whidhiodé te iRy digkul 12 s@EesId FeartiiRNo kMG BRS 20€
916 is sent by the sender 902, it is eventually routed through the WAN 904
to the message 96l beapp@eht ffonr thpfoeeihgidegrpid. f orwarding to the e-mail
accounts of.- the addressed receivers, users A and B. The wrel ess

connect or syst em 909Fige? isatbiock ingrenehowing 38 eferyped 6R52¢ BieRSce Rl shREm OThd10t
it should be sent to a nobile device of any of the receivers. I'n ‘

accor dance wi t h ougrathsysteat iscimitaneo the syeems destribed bbve,ciaQhat @le doripoidiisGRowiH
nmessage is to be sent to a nobile device, the wirel ess connector system 909
decrypts the métsdge whitmgalihte sass isumitaly, labeRedrvtipyiing ihpeecoBBSHaRed! SANT
a different key and possibly a different encryption al gorithm correspondi ng
to a wrel ess- f shewt ¢16@o gniryptedse eilnemessappirannem &-akil BeidaLe0? 4ibRsid foalses A
connector system 909 and its associated nobile devices 912, 914, and sends
t he re-encryptedndBdushigdes ansneripted mewagedotn918paidlteo eyt seSion kefs@20 and 922.
encrypted nessages .are shown at 924 and 926. ‘Since each version of the
session key is e¥dtillpe apagptty thessgdlsid i the pulthe rortiony ofithe encrypedimiessabeg18modi | e
device 912, 914, the w reless connector system 909 nust sonehow decrypt

the session key IpitegFerithee dixerder howy inckia D eindbic exquipie) itin dsstpedtharrayptey .

I n one

desktop computer system, one of which is shown at 907, and the user’s mobile device 912 or
914, effectively share a common addxess, a feature supported by the wireless'cbﬁnector
system 909. However, in some systems, a message might be addressed to both the user’s
mail account on a message server 905 and the user’s wireless mail account. When wireless
connector system 909 is implemented, it is more likely that the message will be addressed to
a user’s account on the message server 905,

In a preferred embodiment of the system, it is possible to share a single private key
between a user’s desktop computer system 907 and mobile device 912, 914 by loading the
private key into the mobile device using, for example, the physical connection 50 and
interface 65 as shown in Fig, 1 or some other érusted wired or wireless transfer mechanism,
Where a user’s desktop computer system 907 is configured for éperaﬁon with a smart card or
similar removable security-enabling compbne‘nt, this p_rivatc key loading could be performed

by a user by inserting their smart-card into a card reader ahd‘mnning a component of the
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embodi nent of this aspect of the system the wirel ess connector sygt BFOBES
extracts the correct session key 920, 922 for each nobile device 912, 914
to which the received nessage is to be sent and sends it to each nobile
device. For exanple, after extracting the correct encrypted session key
for a nobile device user such as user A the wireless connector system 909
may build a nessage that contains only the encrypted session key 920. The
mobi |l e 32 device 912 receives this nmessage and extracts the session key 920
from *t he messagerelephgonnsetss isystenk 89,1 mdion grossitdy ray pifisare pomfoaembiny the desktop
re-encrypted according to the above wireless- friendly security schene, and
sent back to théompyte] ygem 8Gh telosbihe pyetediry G0 théldael madep ety inconmead9hof a
system 909 then decrypts the re-encrypted session key and uses the
decrypted sessiTbilRdoviees Aliernatively: fcard meadsmicstd tecissgred b thomobirhddvice ab
user A. The decrypted nessage body can then be re-encrypted according to
the wireless-fr iailﬁ‘édlwus%@lﬁqc@w agueivetadey asiog sighet atdesknapbidogputbe eystam 84 2 .moblile
re-encrypted nessage may then be decrypted on the nobile device 912 and

di spl.ayed to usdievige. Such privateleyshasing srovideuford mpergir-inaeil sors atabaseriocatios, i.c.
wi rel ess connector system 909 and each nobile device to which a received.
encrypted messdguer sdegkionsompiter systemiog7 anslonapie deyice®i2 ar Hdssage by t he

W rel ess connector system 909 reduces the anount of conplex public key
decryption operati oni‘“\%&’@ mHEFsase B6 jseent by teadsender 803iiois leventmdBy ranged through the
Additionally, thi zgal | ows the wireless connector system 909 to send only
portions of the"nbsP4 i the measagesemspIlSdonmosessing and farierdingde the fe-reaihaecountsf ge
e-mai | nessage. t@It ough the session key and nessage exchange described -
above coul d be r&p d regeivergaery fognd BynBhe wiknless sanpedtonsyitery 90% defents tap newd
and returned to the w rel ess_connector s%/;stem 909 by one npbile device and
the encrypted nEREHge apf dgfermineg shpther or qof it shoukbby sent togr mebilsdsvics ol yny olithel
then be re-enc&x‘géfed_ for each nohile device to which the nmessage is to be
sent. This coul B 'g‘y“?f iBihsan,#speah of (e BEEEs fororasla secaivers {os (dvighothe
in that the enc&xé)t ed.ng) sage, body ..s,decrypted only once, even when the
nmessage is to be St {1 Y f"i??laex’ﬁ)b‘ki qegicedhs Farslessgognector sysigm 809 dermypts thp

faster nessage transm ssign to, sone nobil e devices, since . a response wth
9 Iﬁésage umng-&ne- sesSion RC , re-encrypts the message using a different keypand possibly a

different. encryption algorithm co;responding to -a wireless-friendly security scheme
implemented between the wireless. connector system 909 and its associated mobile devices
912, 914, and sends the re-encrypted message to the recéiver‘s mobile device, Such re-
encrypted messages are shown at 924 and 926.

~ Since each version-of the session key is encrypted with a spécific public key of a
particular mobile device 912, 914, the wireless connector systerm 909 must somehow decrypt
the session key before the message body can be decrypted and re-encryptt;.d. In one
embodiment of this aspect of the system, the wireless connector system 909 exttaéts the
correct session key 920, 922 for each mobile device 912, 914 to which the received message
is to be sent and sends it to each mobile device. For example, after extracting the correct
encrypted sessiog key for a mobile device user such as user A, the wireless connector system

909 may build a message that contains only the encrypted session key 920. The mobile
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a re-encrypted session key need only be received by the wrel ess %aﬁggtﬁﬁg
system 909 from one nobile device, not fromeach nobile device t FEh=E*
nessage is to be sent. In sonme systenms in which a desktop conputer system
such as 907 and a nobile device share a common private key, the private
key m ght be accessible to the nessage server 33 12 DEC 2005 905 and

W rel ess connector system 909. Although this nay be an unlikely scenario
dependi ng upon how private key technol ogy evol ves, this nethod does have

the advantage oleviteeRli2atdeivet hes MeEIRRan@bxtbdeRNBe {elsidke§ R0 ¥RELH: HRSIEI CThe
decryption and transm ssion process, and also renpves the need to send the

decrypted sessi eessiekepietheh liecrpted, ferably tB@n@RYREE icBRlingBDAL I HRB wireless-
decryption of a nessage by the wreless connector system 909 reduces the

number of publ i dridedly seqreityatchams ahdisit Backebihk vidRY @BndFes bysREY 09! Mhe wireless
According to this enbodi nent of the system the wireless connector system

909 has access cometthesystenveioethbreyieryptsoihe aH¥ncRgheHl OB &RE lfe?(‘@ii \68dsSihd @écryfidac h
it provides wireless a comunication service. Instead of sending an

encrypt ed sessi osssike keylio detypy tecenarypmid indegsagel Botdyceh Besialf Rf e Ar T6€ dbdighted
enbodi ment, the wirel ess connector systemuses the private key shared with
the device to dewmssage badyeas ¢esibemelemyyptéBhecmding it®the leaseldsSirich@ sttt deBeme
decryptthe encrypted nmessage body. For user A for exanple, the wreless
connect or syst ednd&Bt wombbile dexice #12. {The reeacrypprt atksags sia@nhduey R2Gptkd emdiehe
message 916, decrypt the session key using user A's private key, and use

t he session key mayileiéeyiop 32 avedisplayed mt wer Ave dsshgitar padyss Hbdld be Pagfarmiod Between
message body is decrypted, it is re-encrypted using a wireless-friendly
encryption net sdvissless cprpeend systenk 309 andl eachppokijer desice torwhick @ reeivied epcrypted
substantially as descri bed above. The nobile device then decrypts the
message and predesgesfobegerthe user in its original form This procedure
provi des the fastest message delivery-time with the | east anount of public
key operations, whi &HSdempption dea peisgeepbioteswisiess somheptoneysteim H¢h siduees ten a
nobi | e device. It wll be apparent that decryption and re-encryption of
encrypt ed nessad®euBypt crEpleyprtlicdex de@ymtion tappratians st rmeiobe pruformedormna kobile

represent a secuyri.t ncern. However, in the
P Léewcé./ .&Ec?d?l:on y, this allows the wireless connector system 909 to send only portions of

the message to each mobile device, in the case of a very large e-mail message. Although the
session key and message exchange desctibed above could be repeated for each user, once the
session key is decrypted and returned to the wireless connector system 909 by one mobile
device and the encrypted message body is decrypted, the decrypted message bady could then
be re-encrypted for each mobile device to which the message is to be sent. This could
simplify operations at the wireless connector system 909 in that the encrypted message body
is decfypted only once, even when the message is to be sent to multiple ﬁcbﬂe devices, and
may also result in faster message transmission to some mobile devices, since a response with
a re-encrypted session key neeci only be received by the wireless connector systém 909 from
one mobile device, not from each mobile device to which a message is to be sent.,

In some systems in which a desktop computer system such as 907 and a mobile

device share a common private key, the private key might be éccessil;le to the message server
. 33 ’ )




system shown in Fig. 9, the decryption and re-encryption are perfof idd 7583
behind the security firewall 903 and decrypted information therefore

remai ns as secure as any other information in the corporate | AN 906. \Wen
a strong encryption schene such as 3DES is used between the wireless
connector system 909 and nobil e devices 912, 914, any previously decrypted
34 12 DEC 2005 information, including decrypted nessages or session keys,
remai ns secure while being transferred between the w rel ess connector
system 909 and nl5i hel déviessesondddior Sddm 90499. Alfloigh Misbimag ke dinaghlRelyofcemario
si gned nmessage pre-processing system The systemin Fig. 10 is simlar to .
the system in Fi depesiiingvpoh hew piivans key tdchindbdyesioleanpizisilicdl doss Hav@ e a®ranfage IO
bei ng substantially simlar, although the system of Fig. 10 pre-processes
si gned nessages. refiwcingthe nurfilr ofistepstiakbn shagyraddun@sage dedrimiat iannhtrirsmf3sioh erooes,
on behalf of a nobile device user at the wuser's host system/location (LAN
1006), thus savi myl ddegemoven nneglitosend thetdaaymediicssidn key gveatheralr. Aafhé prewialgl v
bul ky signature-related data. A nessage 1016 signed by an e-mail nessage
sender 1002 woul erbadichentielearyptiapi ¢fad messagmby theewitdesp certtod SRR mdmes stege
body conponent 1020, as descri bed above. When the signed nessage 1016 is "
recei ved and f or wambtedf prbliaigyropemiicas thatwinbhilzydewicdyust pgfomessage server
1005, the wirel ess connector system 1009 detects the new nmessage and
determ nes whet her ckccardingito thiherabodinmnt gfthe systeno the wirelese canneaidyi sysem 809 bass.
In the exanple in Fig; 10, the . nessage should be sent to both nobile _
devi ces 1012 andacresp4to thp eprinhte ciegs Sorcanynedsirassedspetivem f@0®hithh din prdeidec wirelessat
the message has been signed and attenpts to find the public key of the
sender. This pubF¢mmgigation s¢rvice e Instsad plosending aw enayptédossadionskayr dirgetivatoemmobile
possi bly froma PKS 1028 sonmewhere on the WAN 1004. Once the public key of
the sender is ref¢vi®asdn thermcceding pmbadimingthe wireless annisetoy sysich ues thy privee key
w rel ess connector system 1009 on behal f of each nobile device user.. A
nessage i s then - paEssaidthe davice tofepppiibelsastionleey h Thotsssien keaid then used  deqrptshe
preferably including-an indication as to whether or not the digital '

si gnature was vePRHyRisf mossage hedyn For usep Asfor pmpleqthe witglzes copmgptpr system 909 would

extract the encrypted sessioﬁ ‘key 920 from the message 916, decrypt the session key using
user A’s private key, and use the session key to decrypt the encrypted message body 918.
Once the message body is decrypted, it is re-encrypted using a wireless-friendly encryption
method and transmitted to the appropriate mobile device, substantially as described above.
The mobile device then decrypts the message and presents it to the user in its original form.
This procedure provides the fastest messaée delivery time with the least amount of public key
operations, which tend to be very processor- and power-intensive, on a mobile device.

It will be apparent that decryption and ;'e-eﬁm'yption of encrypted messages by the
wireless connector system 909 would normally represent a security concern. However, in the
system shown in Fig. 9, the decryption and re-encryptidn‘are performed behind the security
firewall 903 .agd decrypted information therefore remains as secure as any other information

~ in the corporate LAN 906, When 2 strong encryption scheme such as 3DES is used between

 the wireless connector system 909 and mobile devices 912, 914, any previously decrypted
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the original nmessage body 1020 and signature indication are re- e%ﬁeﬁﬁﬁeiﬁﬁﬁ
and possibly encrypted for security before being sent to the nobile

devi ces 1012, 1014. Although the signature indication is not necessarily
confidential encryption thereof prevents an unauthorized party from
inserting an incorrect signature indication or changing a signature 35 12
DEC 2005 indication. At each device, the outer envelope is renoved and the
message and signature indication are decrypted if necessary before being
presented to t hdnfpmmation, Hinguding décgyptedinesskgesioagesaivn kelys) Stimnsihd SguBeWidleheing
nmessage pre-processi n% for a received nessage that has been encrypted and
t hen signed. | n tgrdaredpewaershewirdeny eemecor sysierh B89 ambmanbiladevicend 2, $lde message
server 1102 and wirel ess connector system 1104 are shown. It should be
apparent to those skiisl ¥us phlogkhdagiam of hsignedimrsege prejporressing systul. dTHe @ystem in
inplenented in _a systemsuch as shown in the preceding draw ngs. A secure
message 1106 t hdts ﬁé&?’ SRR todhreyyeméniFignd witheimikily trbelledmymponeits theFigsug land 10
conponents as a_djgital signature and signature-related information
conponent 1108, P58 SEEREAYY signilah glthongintha syrtars of fig. 16 dye-irodessea signedmmssagte Th
and signed session keys 1112 and 1114. Ceneration of such nessages has
been described iFre-d8tdsial sigeaie veaification is Rerformed on hefalfiof ameabide dexdceatsert dtahe |
nmessage server 1102 and distribputed to appropriate user nail boxes for
users A and B, (& SRSV logation feAll A005) Shuspaving the triusmission of He dipitel sigmamayg e
and determ nes, %n .tmy%uﬁ%anpl e, that the nessage is.to be sent to the
nobi | e devi ce ofPeHPRalroulky sighaturgcrelded data. Sj nce t he nessage has been both
si gned and encrypt edA re-grﬁc SSi ng of the nmessage includes several steps
from each of the pre2pratased %@1%1}91% e ecreaibpssess sandsy 4002 woudd ijclude & idigital
with Figs. 9 and. 10. The rres'zggge 1106 has been encrypted first and signed
second, such t h&E FHE SREPUEHJOLS and aTaesease bWs‘t"é?lPP&ePg 29y wsfdescaibed abpye: sWhen

be ety eved fr o S POORARIES §TUmed FoL SRS R mmihes e eneer
not the sender” SedlOidod) i WM Yofncofdr Yihtant L0 aclieds the Sv Srosonss and debanecd
whether or not it should be sent to one or more mobile devices. In the example in-Fig: 10, the
message should be sent to both mobile devices 1012 and 1014.
The wireless connector systern 1009 then detects that the message has been signed
and attempts to find the public key of the sender. This public key counld be retrieved from a
local storage area or possibly from a PKS 1028 somewhere on the WAN 1004. Once the
public key of the sender is retdeved, the digital signature can be verified by the wireless
connector system 1009 on behalf of each mobile device user. A message is then prepared
and forwarded to each mobile device 1012, 1014;, preferably including an indication as to
whether or not the digital signature was verified, As shown at 1024, 1025 and 1026, 1027,
the original message body 1020 and signature indication are re-enveloped and possibly
encrypted for security before being sent to the mobile devices 1012, 1014. Aithough the

signature indication is not necessarily confidential, encryption thereof prevents an

unauthorized party from inserting an incorrect signatore indication or changing a signature
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obtain the session key used to encrypt the nessage. As descri bed ab@v%,%‘b' 2005
this may be acconplished by the wireless connector system 1104 by sendi ng '
to a nobile device a corresponding encrypted version of the session key
or, if the device's private key is accessible to the wirel ess connector
system 1104, by accessing the private key and decrypting' " 36 12 DEC 2005

t he session key. Once the sessian key has been decrypted by or returned to
the wireless connector system 1104, the nessage can be decrypted. The
decrypt ed nessaijdicatigrd Atpagh deviest yhespussr gnvelapeds Temgiveshanddhe thsseget 408 shgrsmmge
was signed and whether or not the digital signature was verified, are then
re-encrypted usindigationgre dcepisd ffimeeaserrybesore bging presented gdhd ustim  and sent to
each nobile device to which the message is to be sent. As shown at 1116 and
1122, the nessages dohitlliiy atbipsk dipgramillysiatiog sccure messge Pra-paoressidsifarct trgeivadhe
message body 1118, 1124 and a signature indication 1120, 1126, both of

whi ch are pref eP&¥p8F ARSIy encripieh andh Bleh sigedsj & ordamtor pvoidl gengesfion in ies
message 1116, 1122 and present the- nessage and signature indication to
the nobile devi B@ViRgepnly gheqmessage;server Li03 @Rd wirglgispenaseter ystem blOjage, shewny di
illustrating secure nessage pre- processi Qr% for a received nessage that has
been si gned andsﬁqq@rpeéﬂ%‘%f‘b@memw that thesg gprpanenipreadthe implepspted o2
and wirel ess connector system 1204 are shown in Fig. 12 to avoid :
congesti on. Howd§&tem foch ahovRinfhe pptsdivgdemdngss hat t he  arrangement in Fig.
12 would nornally be inplenmented as part of a |arger system such as shown
in Fig. | for exanpl ,S“%Wa¥ngggé?té%ﬁeF6W‘§%@ééB‘@ denet ;g doclyde g e d
and then encrypted nessage, ..as. descri bed above and shown at 1206,

typical ly conpr F‘%’B%"nﬁntﬁliagiatd&g‘t‘% iStgRamg ad Sgpagregpizted Auorpatign SOmPIEY WOBi 8h

conponent 1208 and ssa body component. 1210, boith of whjch were
encrypted by a 5%%%% |si‘%'g‘§m8?f5getl?9‘?§ liégéqdcﬁ?"q@ﬁd angsighed sesgion keys 112 apd

NIRRT i e A TR RIS O

s h® elEAF FoRRLY & @0kagd ehvél' 1104 bl HicEbuled e Bk ice $he? lafiBres
for users A and B, the wircless connector system 1104 detects the new message and
detemaiucs,-in-rthis example, that the message is‘.to be sent to tﬁe mobile device of each of
users A and B. Since the message has been both signed and encrypted, pre-processing of the
message includes several steps from each of the pre-processing schemes described above in
conjunction with Figs. 9 and 10.

The message 1106 has been encrypted first and signed second, such that the wireless
connector system 1104 preferably first verifies the digital signature using the sender’s public
key. This key may be retrieved from a local memory or through a PKS for example.
Whether or not the sender’s digital signature is verified, pre-processing may proce_ed to
obtain the session key used to encrypt the message, As &m&d abclwe, this may be
accomplished by the wireless connector system 1104 by sending to a mobile device a
corresponding encrypted version of the session .key or, if the device’s private key is

accessible to the wireles; connector system 1104, by accessing the private key and decrypting
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wirel ess connector sy stem 1206 detects the new nessage and det ef il BES 2%
which, if any, nobile devices the nessage is to be sent. Since the nessage
1206 has been signed first and then encrypted, the wirel ess connector
system 1204 nust first decrypt the nessage before any further
pre-processing can 37 12 DEC 2006 be perfornmed. To this end, the wireless
connector system 1204 obtains the session key, which as described above
may be acconplished by sending the correspondi ng respective encrypted

session key to dhavedsidrekayevome the sessler keyPiiak Qeenoaccgyteaq,ge&sr&@ge@mutﬁﬁ@ﬁ ess
private key and decrypting the session key. Once the Session key has been

returned to or dewregior epbtdny 1104)ethevinicdda@s TarC ®B NREHMEA. S YRiCH Qédnésgh%e and
nmessage 1206 can be decrypted and the digital signature an ’

signature-relatemfwﬂﬂmﬁmmnﬂnmimﬁQMamﬂmmmm&ﬁw@&&ﬂ&k@ﬁﬁiéﬁQMﬁﬂwE&ﬁmﬂ&ghgih
signature can then be checked by retrieving the public key of the sender. A

si gnature indi cisnptore was vetifind, gre tiemat-esbrprd Ring ackiRtksE frich9 cRBRRBH B1BAEN%-
The message-and indication are then preferably encrypted using a

wi rel ess-friendlapd eamt toygach mobiteeddvive tawilich iRNGdRagE @tobe ser2AQR sHRAI 4191 deMiqce
to which the nessage is to be sent. As shown at 1216 and 1222, a nessage to
a nobil e device hlﬁglmm@sagmasmwmmobmmamgeeﬂm&d B 2R#hde e ndsage body

i ndication 1220, 1226 that the nessage had been signed and whet her 't he
digital signaturldltedd24/end; % signature indicatianoliR0, 6l 1266 bothent vithh dré prafertiblyt @erypted.
message is decrypted to retrieve the original nmessage and the signature

i ndi cation. Fi g$?achmobiledlevige stvothemddctypivhe essags 111651122 tahd) gregent it Ridsbafind
pre-processing sjgned, _encrypted or signed and encrypted nessages before
sendi ng t hem t o SRBIsAndicatien tp the mabije devinesieerdr awi ngs, it is assuned that a
message has been recgived and placed into a nessage storage |ocation and
that a wireless connEdt & iss3 Blogklisammasimiartte Fig. Hé e Hiuseating gecurel fiessageqii-d
be apparent that the, nethod shown in Figs. 13 and 14 applies to those
nmessages that PHECRIE T SECRYsH Teseage thel/bas daenckignsd mihthen sivnpied. e in Fig. 11,

processed, that |n1s nessages to_be sent to one or nore nobile devices.
only a message server 1202 and wireless connector system 1204 are shown in Fig. 12 to

avoid congestion. However, it should be appreciated that the arrangement in Fig:-12 would
normally be implemented as part of a larger system such as shown in Fig. 1 for example,
which enables electronic message exchange.

A signed and' then encrypted message, as described above and shown at 1206,
typically comprises a diéital signature and signature-related information component 1208 and
a message body oombonent 1210, both of which were encrypted by a sender using a one-time
session key, as well as encrypted versions of the session key 1212, 1214 for each addressed
recipient of the message 1206, in this example users A and B. When the message 1206 is

~received by the message server 1202 and distributed to api:ropriate user mailboxes, the
wireless connector sjstem 1206 detects the new message and determines to which, if any,
mobile devices the message is to be sent,

Since the message 1206 has been signed first and then encrypted, the wireless

+ connector system 1204 must first decrypt the message before any further pre-processing can
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Turning now to Fig. 13, the nethod begins at step 1300 when a rresgisrgg?:,’t rﬁég ‘
Is to be sent to a nobile device arrives froma nessage sender. =l “
wi rel ess connector systemthen checks to see if the nessage is in plain
text, at step 1305. This check can be perfornmed for exanple by checking
the M ME type of the nessage, and/or |ooking for attachnments with a 38 12
DEC 2005 certain format and M ME type. If the nessage is plain text, then
it is routed to each of the nobile devices. If the information is not
pl ain text, thehe gedfdreeh To thindedt e cdbtelesniongectdr syhiem 10046 shgies iR Ssessiapnisy,
but not encrypted (i.e. signed only) or signed |last, at step 1315. If the .
message was not whichrasdlesmibed eboveingvde dcesmplishedi tty seadibgl teeamretpoeding ssspeptiverny
have been encrypted but not signed (i.e. encrypted only) or signed first
and encrypted | gaarypteswgssidnceey éme mppile demicoburldeeryptive ot by beepingeasgdrivatekey A
determ nation as to whether or not the nessage was encrypted only or
encrypted | ast iasd festipting the sesgion 3910, Odde the sessiondeely danbeve dettuned to drllectrped g e
was not encrypted only or encrypted |ast, then the nessage nmay be a plain
text message orheawiselesscamueatoy systerns i1 2Me dhel mewsageek?96 gan bhalecrypied awt theedigitd ed
steps 1305 or 1315, or the nessage has a format that the wireless

connect or syst efgadwaodhygramuee-relatedeinfirmation exttacted  cAs describad shover theedigitab
declared, as indicated at 1325. As those skilled in the art will-

appreci ate, err §ignaesan ibenvpg rhepleddepehiteing thep publicHey of sthe wender. WA gignatin s
method is inplenented. If the nessage was encrypted only or encrypted

| ast, the met hododigabienisdien sgnerpedandaitaghed tasthe mppsageobedy aflhe mepsageamd indipation
is shown in detail in Fig. 14 and described below. If the nessage has been
signed only or $fghenpreisably eaerypied esing awireless-fipndly eagysionmatipdand tangodtied 6 -
the message is generated at step 1340, as described above. The digital
signature. att ZEfeBobils demise i gidich dhg megspgenis debe sentd An shownst 1216 epddbi2: o
continue with digital signature verification, 'the public key of the
sender is retri é%“éﬁg%lf" %g@ﬁﬂ'{e’l © fclaes 1Be hedyal thsrpessage d i & 122%andan indieation
system or possibly f a rt attached {o the original nessage, included
in a Signer | ml‘)laXQ: &%&f&%sfﬁé%g@éﬁe‘?@d viethepihe digitalsigmpigiecyas; yerifiede
oo T au” o ARG oo e bt mietage is Qectyptad to Ftfeve the origiaal massage atd

the signature indication, - '

Figs. 13 and 14 show a flow chart illustrating a method for pre-proceséing ﬁgnei
encrypted or signed and encrypted messages before sending them to a mobile device. In
these drawings, it is assumed that a message has been received and placed into a message
storage location and that a wireless connector system has detected the new message. It
should be apparent that the method shown in Figs.-13 and 14 applies to those messages that
the wireless connector system determines should be processed, that is, messages to be sent to
one or more mobile devices,

Terning now to Fig. 13, the method begins at step 1300 when a message that istobe
sent to a mobile device arrives from a message sender. The wireless connector system thén
checks to see if the message is in plain text, at step 1305. This check can be performed for

example by checking the MIME type of the message, and/or looking for attachments with a
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public key of the sender. The digests A and B are then conpar edgag ggaqu%g
1360 to determne if they match. It is also determ ned whether orf not the
signature of the digest was verified. |If either of these conditions is not
satisfied, then the signature was not verified, and a "failed" or Ilike
signature 39 12 DEC 2005 indication would be attached to the.nessage at
step 1365. If both conditions are nmet, then the signature was properly
verified and a'"verified" or simlar signature indication is added to the

message at st ep cildfforAtt S MMMBFEBe. iftthd Sedfb ! PGk WhsH PR 0l B%chf gﬁ%e
an
a,

nmessage is still encrypted. If so, for a nessage that was encrypte

then signed, t henabiie dodtes oftheTbsmation 54 05 pih3SSkt ! Redd r
as shown in Fig. 14 and described in further det’t a{im ﬁ%ﬁi@maﬁg&t%%hﬁn@gg‘;%ee

is not still emessagt eds sigiedbubnd REGIHIBY.c DSnER IRy ASr s%:@cplaét?%igﬁ,%iiﬁt f'40 ne

whet her or not it had been encrypted. For a signed first an crypte

| ast nmessage, nessBgewdeootyiEued oniwed signediay Sthi3arCRBR BE MlsHe AhPhave bee
signature verificati g{]ﬁm” it had been encrypted, then a nmessage " I ncl udi ng
t he appropri at e esérpp enof Nighetladi.eOfncryidd QMG VP ki filddhePdd Macf |

which indicates that the message had origi nallyggggen. encr’iﬁ?glﬁ’%ﬁ?ﬁ%‘*
nessage body, i $ncrymtientwandt babean dbesmodessed firdte AabEin8niBN 128 So HheBbChH éﬁ%—é

O herwi se, the nessage sent to the -nobile device at step 1390 i ncludes the
- signature indi caeswsee Wrvenchyptedeslyay endopabd last A lenaktey €320, 1 fi 1PdARRinkE

devi ce user does not need to know whether or not a nmessage was originally
encrypted, whi cliedBeskage jas aotcaeyptedioalp beemsipte t, e MROmbRagd Mby e 2R feke
accessible by the wireless connector system step 1375 could proceed -
directly to stepReiBg00rriEnAdonlp nrsigned lastmessabe tat wasndt etecetl stepf 303QUEBT NG
shown in Fig. 13, the encodi ng, conpression and encryption schenes

descri bed above thdgestige bans fosmntithiphthe wrizelvdscainestsr sysiam eatnot haayls! BI6iB& B afete Of
steps 1390.and 1395 before pre-processed secure messages are sent to a
mobi | e devi ce. T&fhi FFHB Ay oberdlaglaretid as imgichted as 1225s As Stk akiel Wi thS art will

processing of encrypted parts of =~ . }
' appreciate, error handling will be dependent npon the system in which this method is

implemented. If the message was encrypted only or encrypted last, the method proceeds to
process the encryption, at step 1330, which is shown in detail in Fig. 14 and described below.,

If the message has been signed onty or signed last, as determined at step 1315, then a
digest of the message is generated at step 1340, as described above. The digital sigl;ature_
attached tp the message is then detected at 1345. In order to continue with digital signature
verification, the public key of the sender is retrieved at step 1350 from local memory, from a
PKS or similar system or possibly_fmm a Cert attached to the original message, included in a
Signerinfo compox;ent of the message for example. The digest in the detected digital
signature is the extracted and the signature on the digest is verified, at step 1355, using the
public key of the sender. |

The digests A and B are then compared at step 1360 to determine if they match, It is
also determined whether or not the signatmé of the digest was verified. If either of these

conditions is not satisfied, then the signature was not verified, and a “failed” or like signature
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a nessage are shown. Encryption processing nmay begin either when g ssa
has been encrypted |ast or encrypted only (step 1330) or when 4i§ﬁﬂ§hnﬁ 3
verification operations have been conpleted for an encrypted and then

si gned nmessage (step 1380). 40 12 DEC 2005 The first step in processing the
encrypted data is to |locate the encrypted session key for the Particular"
nobi | e device user, at step 1410, by using a Recipientinfo field of the
recei ved nessage for exanple. At the next step 1415, the wrel ess connector
system gener at dndigatidn swonldde attachéddto theimdssagelahstep d3G5. Hetsslacpaditibastarcmett temthe
the encrypted session key, as described above, This nessage may have text
for the user to SgneRigaspenerly mérdiedand o'fverdfie or sindarsigpamgdndicatiotie addeddo the
date and originator of the nessage, with an indication that it is ’
encrypted. Wien Totssagenbserald@0i s received at the nobile device, it is
determ ned, by a secure nessaging software application on the nobile

~ device for exanple, VHéendp7Sit indstermized yhetheyoenot gheymassage iscih eneyniese df s for
decrypt the session key is available on the device, at step 1425. If the
devi ce does not hmewagetbat Fess eraryptyshand sica sigagd, the methed gertinueirs step 3380 taprocess
decrypt the nessage, then the nessage cannot be viewed by the user on the
nobi | e devi ce. CesBPtedsatz. asshown indfig.dAand deseibed Anfrtheridstai] belowndl thp megiagels
the choice to decrypt the session key (step 1435), for exanple via a.nmenu
in a nessage | i sBotgll encerpiegbthenca ehechk By bempade dbston,436% tp detepminp silethen\pr pet it ipdn
passed back to the wirel'ess_connector systemand the original nessage is

decrypted, at sbesp enenmed. CHerea signed diaet ap enceyptaddast aepsags, anessgeq depryptign would

performed at ‘step 1445 to determine if a digjtal _slllénature is to be -
verified. |f so,havedfenREplsdistrgripepeierifeatiopclf inbed eerensppiedthen message
digital signaturg as, described, above with reference to Fig. 13. If there is
no digital signatigieding;ibe Fgrrppsiate jsignature iadicatiopy, ay fagryntion; idigatica 9roflag high
step 1455 to determ neaﬁ'lf fS di gi tal sigﬂnature was al ready processed. If the
digi tal signaturRdifaEs 4patd Elym%?a&ﬁ efriginally begp erergpied (a9d | i, massage dudyni
begins at step 1380, the decr ed sgage with, -t he sigpature indicatiogn
and possi bly anc@ﬁ@'i}%ﬁ“ ﬁe‘}tﬁ‘gﬁ‘éé‘?‘ﬁ%ﬁ%ﬁﬂ’g?& Ftﬁ%@géb&}ge RESSEEs epigo the
LR m%{)fé) d%égeo at-step 1390 includes the signature indication and . the message body.
Alternatively, if 2 mobile device user does not need to know whethier or not a message was
originally encrypted, which could be a configurable setting stored in a user profile accessible
by the wireless connector system, step 1375 could pri}geed directly to step 1390 and no
encryption indication is sent.

Although not shown in Fig. 13, the encoding, compression and encryption schemes
-described above may be employed by the wireless connector system as part of steps 1390 and
1395 hefore pi'e-proccssed secure messages are sent to a mobile device.

Turning now to Fig. 14, method steps associated with processing of encrypted parts of
a meséage are shown. Encrypﬁon processing may begin either when a message has been

encrypted last or encrypted only (step 1330) or when signature verification operations have

been completed for an encrypted and then signed message (step 1380).




Otherwise, if the message was not signed, then the decrypted nesslageliahd2iis
possi bly an encryption indication are sent to the nobile device, as shown
at step 1465. 41 12 DEC 2005 The flow chart shown in Figs. 13 and 14 is
intended for illustrative purposes only and not to limt the scope of the
system The steps outlined in the flow chart may be performed in a
different order, sone of the steps may be conbined with other steps or
omtted, and further steps and operations may be perforned. For exanpl e,

the order in which OWRY fidsi H4}Sin PERessR Eﬁc@n@ﬁﬁea Qﬁta ﬂ't@l&c@’éeﬂ?é&%t‘éﬁ?essmn key
verification may be different than shown in . I'n some”"systens, 't he

di gi tal signaturfer fik Phatichler GEBRC ok Rek %t%tsghﬂlg' %&ng& R§mﬁ€d&ﬁ&cﬁi‘&8mf‘ﬂ{e

digest B night be recovered before di gest I's ‘génerated. Al so, nessage

pre- processi ng aegsived usssailfbreekamblest AP 36k isfept 1285, dﬂhg'vhfélles§ wﬁ@&w S’ys{e&
not verified. Qther variations of the nmethod i n Figs. 13-and w

apparent to t hogensitid dndderidstd e mdbile @Pfe 3 ueHAENHA BnGERAD &iecéﬁérﬁﬁe& Q586 key,
wi thin the scope of the invention as described and clai ned herein. Fig. 15

~is a flow chart asflesribegtdbock. fTHis POSheeNRHCIRTS kRS HENREr Rpr&Ade 0B 8o 8fkbn
then signed nessages sent froma nobile device. Simlar to t he message

pre-processing aboddiei msigs acke sigd, Bl atiipiator of D ink Ragdewitl fn MBKatldA Shat it is
systemoperating with a wireless connector system can be conf i gured such

that the host syestrgped OB herpthic RSBESis IRBITOYRIheSBEYile dbTI i @ teiidbd, By AQAMEE -
In Fig. 15, the nethod begins at step 1500 when a user conposes a nessage
on a nobile devesgingkeitwirtigpplicdioh en the wicbRe Hevice BertekAtlplf, AheMBCH Ot the private
comuni cations, the user nmay select at step 1505 additional nessage
security feat ur dey thahei bedinsed to dectypethe xeasitn Jeeyaf aviilable chihe devicgRstep BISE.' If the €.
encrypted and then signed, or "signed only" nessage security. This type of
nmessage securi t ydegioifiads het hpyeohé chewctipdvate kayrop ke ubyt dosinogwast M débrypr theaeRage,
ot her possibly roprietary secure nessaging schene. A test is then,
performed at st epenlearesyee eanaptendewdd byhte us@ronhths noblle dévéet. t Othemdsey pi an
the message before signin Wen the message is to be encrypt ed before

si gning, a sessidHonalstep 1 5, the user may be given the choice to decrypt the session key (step 1435),

for example via a menu in a message lst of the mobile device. The decrypted session key is
then passed back to the wireless connector system and the original message is decrypted, at
step 1440,

Once the decryption is complete, a test is performed at step 1445 to determine if a
digital signature is fo be verified. If so, then the method proceeds at step 1450 to process the
digital signature as described above ﬁith reference to Fig, 13. If there is no digital signature

10 be Verified, then-a further test is performed at step 1455 to determine if a digital signature
was already processﬁ If the digital signature was already processed, i.e. when encryption
processing begins at step 1380, the decrypted message wit'ﬁvthe signatm;e indication and
possibly an encryption indication described above are sent to the mobile device at step 1460,
Otherwise, if the message was not signed, then the decrypted message and possibly an

encryption indication are sent to the mobile device, as shown at step 1465.
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key is generated at step 1515, the nessage is encrypted using t hel &?g@oﬁﬁ%
key at step 1520, and the session key is then encrypted at step 1525 using
the public key of each intended 42 1 2 D EEC nessage receiver. These public
keys are preferably stored in a nmenory on the nobile device, but may

i nstead be requested froman external source such as a PKS or |ike system
if required Wien the nessage has been encrypted, or the nessage is not to
be encrypted, the nethod contjinues_at step 1530, and the nessage, as well
as the encrypted ver SioH grrtehawn ia &igs; 1Gnnd 44 isjiptended fordlnstizive REEO%H el gk
is passed to a digest function and the user's private_key is ysed to .,
generate a di gi @87t &fiiha sopRe of dhe segiery Thestps ¢ @&HhSﬂ"‘Xllc%/aé‘b‘PﬁY performed in
signature-related, jinfornmation such as the sender's Cert, Cert chain_and any
CRLs to the nmesd<HErent Otk SHRFY| e SEpaTRE Be pogpbiper afbroler F@ﬁ%@mﬁea’eﬁ@g&rﬂm
connector system at the host E%)z em qver the air, tH}g n"?bi_l e_.device
preferably incl §H8S 2 ORFAERE é&? greed. o Fomexamgler theReqeg if y/hich operations are

e s T el by M B R5ESRE sy gy e
information should be atfached to the nessa Thi |l ows a mphile.devjce
3o o bl At ik KRR Sl ferfe i
The refore. ar dHef bersgueis o et A pelimiad naBS . HESHE THOPeSytH BRHY R
Si gnat ur e 1 of at L ORRARL e BPRLIBRR it goinfed Ot B o e slioyiitc
sesslon kove 1 e R R BuRRe RS sl Che e B e p°
Syst om bogi ns. at™BUBRE 1ERLS SV TReR SRS S5t W5t am oper at i ng at Che

host system extracts ﬁi%%{@ﬂ&& Eﬂa?{cff%ln?e&fo% f&rgéolg{ﬁg@%}' ?-_1% sg%lgﬁlioggqt#%%gfahgmeghe

nmessage and determ né signature-relate 11:1 sho

i ncl uded wi th the IRS5a08.s THE ARR"ORIbA eilINAHAS" okt Sekslgl 6 SRkb AR

identified in the:
- embodiments described above, a mobile device and host system operating with a wireless

connector system can be configured such that the host system post-processes messages sent
from the mobile device.

In Fig. 15, the method begins at step 1500 when a user composes a message on a
mobile device. When the mobile device is enabled for secure co;nmunicaﬁons, the user may
select at step 1505 additional message security features, including in the example of Fig, 15
“signed last”, i.e. encrypted and then signed, or “signed only” message security. Th1s type of
message security could be pmvided for example by using S/MIME or some other possibly
proprietary secure messaging scheme. 7

A test is then performed at step 1510 to detennin’e if the user has selec_:ted.to encrypt
the message before signing. When the message is to be encrypted before signing, a session
key is generated at step 1515, the message is encrypted using the session key at step 1520,

and the session key is then encrypted at step 1525 using the public key of each intended
42 '




extracted signature-related information indication, including forféx8apl -1
the sender's Cert~ as well as possibly chained Certs and CRLs, is attached
to the nmessage at step 1545.' The 43 12 DEC 2005 nessage, digital
signature and attached signature-related information are then sent fromthe
host systemto all receivers, at step 1550. When a nobil e device user
conposes a nessage and sel ects only nessage encryption or signing and then
encryption, post processing of the resultant encrypted nessage may be
performed at theDeHESe Tegsixere Ahese pultlic keisrmed meferabip sioed s meyery QMURARLIAL bHgeat
the host system_ has access to the session key used to encrypt the nessage.
Ot herwi se, the Hosmagasesh begequssted fromt an eieana) pbursel eithoes e BESGR 1&BGystem if

t heref ore cannot - perform post-processi ng operations on the nmessage. In
this case, a nmede#gedconposed on a nobile device, along with an attached
digital signature ang@an required Certs and CRLs, will. be encrypted on the
mobi | e devi ce using &% AR dPS begh enerhipteds roc thephessagatis aatge bardegpted, i ed
versions of the session key will be sent fromthe nobile device to either
the host system™ %&%%%th%lﬁéaonnéé%@easmeawelsas the renatyptat vdrglorsoftne
addressed receivers, ,Any required Certs and CRIB nust be attached to the
message on the rFOBIOPECHEHedRrssags Wassnepipd. iisnassd to hégetfuncton masthe ger’s prvitdhe
sessi on key nus be ndl ed on the device. However, if the session key
coul d be transf eFF BEST Besarrdisital signatrre. ehstap 1580reinetbadidf attacking sigpitirerelasy
possi bly ot her siglx:urg rresggg& pr ocgasseiﬂ‘rll\”g1 operations could be perforned by’
the host system™ 28R Ahivepegder sertyfaert phaingang any GRLE lodiet meskaga. anthé obild or
post - processi ng qeSncs vt e orths‘%ﬁgned and then encrypted nessages sent from
a mobi |l e devi ce."“FoY e%éﬁ%f {0 the yirrlgsg copmestor sytany therhgstsissers eves fherirkiby mokilen g
t he public key fvigea n ech(iires§ d receiver, the session key could be
encrypted with the p B Y SFHIGES; Bt fthey wassage; #60t IR theo Best systérem signattre-related

nobi | e device usgr.s.desktop conputer system at the host system | ocat i on.
Provi ded ¢ hat t RA0T ?‘g?“e"%csag"c“oﬁﬁg%ﬂso?f &Ph the ¥irglesseaoanqcipr (shigem to determine

correspondi ng privad f. host systemor user, the. session key can
t hen be decrypt gé'ci]\égﬁf tsﬁgé}laglsr %ezai%dt‘&%%m%%w‘? Yp attaghed tq fhe @pessgge. This allows a

mobile device to send signed messages through 2 host system while avoiding the transfer of

bulky signature-related information via wireless communication Imks Therefore,. at step
1535, the mobile device sends to the host system the original message (now possibly
encrypted), the digital signature, and the signature-related information indication, as well as
one or more ;sncrypted session keys if the message was encry;l:ted. All of this information _
may be encoded, compressed and encrypted using a wireless-friendly method before it is sent
to the host system,

Post-processing of such a message at a host syétcm begins at step 1540. The wireless
comnector system operating at the host system extracts the signature-related information
indication from'_the message and determines what signature-related information should be
included with the message. The appropriate signature-related information identified in the
extracted signamre-relatéd information indjcation, including for example the sender’s Cert, as

well as possibly chained Certs and CRLs, is attached to the message at step 1545." The
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friendly security schene is inplenented for communications bet weerd Chb 2005
nobi |l e device and the w rel ess connector system operating at the host
system then the session key could be 44 n r4 encrypted by the nobile
device according to this scheme and then decrypted by the host system
This potentially allows the host system instead of the nobile device, to
perform several operations that nmust ot hervm' se be perfornmed by the nobile
device. Referring now in detail to Fig. user. conposes a_nessage on a

mobi | e devi ce aff®s¥g% fiziisoBenare ¥ et dé‘ﬁ?%?’”é"ﬁ@r*f}fﬂ'“@ﬂ?ﬂ&m therygent from the

encryption after signin raih ncr ypt ed Iast) nmessage security at step 1605.
At step 1610, |1h°§t§YSEF€t TREEIM A EFRE998r not the user selected to have

t he nessage si gned then encrypted. If so, then a djgest and di |taI
signature are gener HtER2 BP Eﬂt@pj%iei%w%essaﬂ@%%a?@% 8 OB ST

such as the user's, Cert, rt - chain and any.required CRLS are attached to
the nessage at SF 8gugsed ﬂcfémwrmﬂgﬁ. B8} Rf%"%sﬁ}ﬁpﬂ?é‘i‘eews‘ﬂ%?“ SOFIYPIRG DASaseIge P

1625- wher 5"t he PIRECAREY 4B P sperh e SReios yoerisr B SRIERE Bhils SF ™ he
o gnatur e-r el at i PSR BRI 8% FetsEamen etarg oRete: thdnd ayery i o
encrypt 6d us ng BRI BB %g%gﬁﬁegﬁﬁa@mm?ﬁ R APPSR RE SO bl o
L I i
HEE asz:'%i%gw?;@%%j“iff A s g
system Encodi ng’s gcorrpressfon anancﬂ@%%l SV 5 t"g‘é‘}?&%‘ﬁ ssr%ykeé(l so
When the nessagd® ﬁ%ﬁ%%@g&e§e§'§°§5‘§%‘hﬁp¥“"§a§%‘i§ B0Ry By o B T
For data tr anst o BEAEh e RAGEY ity UL 8 anlcjieglh‘pghost ?%%%?“%HMQ
reversed by the yidoles heRSHAE Givile, and encryption of the entire message and the session key must

be handled on the device.

- However, if the session key could be transferred to the host system, then some of the
encryption and possibly other secure message proéessing opefat_ions could be performed by"
the host system, as shown in Fig. 16, which is a flow chart of a method for post-processing
encryﬁted or signed and then encrypted messages sent from a mobile device. For example,
instead of encrypting the session key using the public key of t_aach addressed recéiver, the
session key could be encrypted with the public key associated with the host system or the
mobile device user’s desktop computer system at the host system location. Provided tha_t the
wireless connector system has access to the corresponding private key of the host system or
usér, the session key can then be decrypted at the host system. Similaﬂy, if a wireless-
friendly security scheme is implemented for communications between the mobile device and

the wireless connector system operating at the host systern, then the session key could be
“ ‘ .




system Were the session key was further encrypted by the devicé,? ggimndgiish
public key for exanple, it is then decrypted by the wirel ess connector
system at step 1640 using the 45 correspondi ng private key. The w rel ess
connector system using the decrypted session key, can then re-encrypt the
session key using the public key of each addressed receiver, at step 1645,
and attach the encrypted session keys to the nessage before forwardi ng the
nessage for delivery to the addressed receivers, as indicated at step

1650. Encrypt i onemfyptedeoysies siobile d&kg% afcéHrdiﬁgfd”'thfses%ﬁ%f[eﬁ%%di tg?#o %%H l]_j?gt{u!; E%?ed

fromthe nmobile device to the host system Al thoug _
this method can beesxt Eidpsedialpaisdie Ao syRRE RR of ik AERES b rllﬁtonn
St em

encrypted nessage at the host system Since the wreless connector

at the host syst swedlpetatiths IQ6EN BHEGEYse be PEIFRSSRAG nb&if! doviBY be
decrypted.. Therefore, the device need not necessarily attach
si gnat ure-rel ated i nfRefamig mow ifideail GFik. 163a GRF boriitBlsh BEss@@¥%n a GRbA) alvieldl®
nmessage before encryption. Instead, as described above in conjunction with
Fig. 15, a signaster 8600eimdtselicts rithsrrentrygtivoni ol 62kdcBREEP W BRuR! LATHR T8
the nessage. The wreless connector system using the session key,  can
decrypt the nessmgsagepeantityss stnEG05S AgSe 1610;if € Gtk tndd WhethBBdrnsiind i GRLESN
and then attach any required signature-related information. Once this
information is atothavdibemetshge signeé hirbtherCandyPel.OIf 56 WRéneIRigANard [ SrnaRldy Pt
t he nessage using.the session key and encrypt the session key Tor each
addressed recei geaeratedgtaepdlGif, and sighitsre-natithdidiformytion Gadhl A% thiMskys Cert, Cert chain
signature-related information is added to the nessage by the host system
such that encryptidany oiquirdd CREsrfoataeled enthbynesshgs dleep €620 FBhen\Whing Bomplete,
transfer of the infornmation over the air, is avoided. If a strong wreless
friendly securit9rif8nanassags isitn bpesmyptddetiveentitd teingainbd dibeuithe prasestistH Siep
host system then the nessage and session key, as well as the d%rgital
signature and aMiPSsVemntha devieecgaaeatts k sdssiomiey torbeiusadi i @hirgting dhel esipe, The
encrypted according to this_security schene and sent to the host system
‘The host syst em B&E1& ¥R Witk thecattaghed digitelisigiatyreatndr dgnamed elard ifoforom il @6
identified in the si %nat ure-rel ated information indication to the nmessage,
encrypt the nessHEAEEFagsigaad. i§ then seapypiedsing gie gessioukey-at stbm1630. Thdnpatimepil635,
usi ng the session keg/. . _ :
the session key is encrypted using either a public key associated with a private Key available

to the wireless connector system operating at the host system, a wireless-friendly security

' -niethod, or possibly both, and the encrypted message and encrypted session key are sent to
the host system. Where a wireless friendly security scheme exists, it should be apparent that
the encrypted message might be double-encrypted for transfer to the host system. Encoding,
compressioﬁ and message enveloping techniques may also be applied to the messaée and
session key for transfer to the host system,

When the message and encrypted session key are received at the host system, any
encoding, compression, encryption and enveloping that may be applied for data transfer
between the mobile device and the host system. are Teversed by the wireless comnector
system. Where the session key was further encrypted by the device, using a public key for

example, it is then decrypted by the wireless’ connector System at step 1640 using the
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and then encrypt the session 'key for the addressed receivers. In‘gtiﬂﬁgg 2865
case, the session key 46 could possibly be generated by the host system

i nstead of the nobile device, further reducing the anobunt of data sent
fromthe nobile device. The nobile device then need only use the wreless
friendly security schenme to enable secure nessaging via such techni ques as
SSMME and PGP. Message post-processing noves the bul k of data processing
operations fromthe nobile device to the nore powerful host system Were

t he host systemcairesponsing naivate &ey. t ‘Bret wiceless birnectefesyitere, uging thesdesiygicd sassion keyy
the post-processing concept can be even further expanded to enconpass

si gning of a seca® ten eenchgethe Aestiop kepusies,/the putdio ey of ¢ach addregied weeives, atl§ep
host system a nmessage,- an indication that the nessage shoul d be signed, a
si gnat ur e- r el at d@43.nd eftashitenencrygied sescion kpys to s message deformforyading fej wessaghat
the nmessage shoul d be encrypted, and either a session key or an indicatjon
that the host dysdelingy fotheaddproersiecaitess, seindicaed Reaiep 19HR Bemyrtioy of tigmsesiqn
then handle all encryption and signature operations on behalf of the

nobi | e devi ce.. Ay Fgath reqeiveris therin pilgedsd fom thempllenlevipretoAbadipst sY®$m- dat a
that nust be transferred fromthe nobile device and the conpl exity of

devi ce- based pr ocessiAHgougsapahpwmin Fig dgi this auethod pandeexterdadde gmyida §or more post-
encryption at the host systemusjng the session key, as we]l as signature
generation at t HEo%5EdRE of 18 epsrypledmeRge af thp Bost aystelle firee cheaVisFless COMERRTFEP he
mobi |l e device and host systemor that the host system has access to a
users' private ke host syppmbias b6, sessionkey, themesgage sy beydesrpiss- - dherefore, the
exenpl ary wirel ess, communi cation device that could be used with the
systems and net h¥ice gerddiot BReessafily attash pignabhefitedriplormanon (it Cerh mgHichaR Py
device 100 is.preferably a two-way comuyni cation dgvi ¢e havin VoI C

and/ or data co aRi aniséﬂﬁﬁl?F OFg ¢negrptiem, o Ingfeas, % desrrtied 2RBYS) I‘Fgglu?‘f’iig“ with
Dependi ng’ on t heFPUFE s AP Tatef BT By arie St Bosarhed e Beeny e
el phone it h QXPaPRRBREP Pt e GEion Ky reah dberpr e Hveia ferem
or a 47 signature-related - information indication and then attach any required signature-related
‘information. - Once-this information is attached, the wireless connector system can then re-
encl"ypt the message using the session key and encrypt the session key for each addressed
receiver. According to this method, typically bulky signature-related information is added to
the message b-y the host system, such that encryptibn of this Moﬁaﬁon by the device, as
well as transfer of the information over the air, is avoided.
| If a sirong wireless friendly security scheme is in place between the mobile device
and the host system, then the message and session key, as well as the digital signature and
-any signature-related information indication could be encrypted according to this security
scheme and sent to the host system. The host system could then attach required signature-
related information icieniified in the signature-related information indication to the message,
encrypt the message, digital signature and signatore-yelated information using the session key

and then encrypt the session key for the addressed receivérs, In this case, the session key
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1 2 DEC 2005 data communication device (with or without tel ephony £ DEC i3
capabilities). As nentioned above, such devices are referred to generally
herein sinply as nobil e devices. The dual - node device 100 incl udes a
transceiver 1711, a mcroprocessor 1738, a display 1722, Flash nenory
1724, RAM 1726, auxiliary input/output (1/0O devices 1728, a serial port
1730, a keyboard 1732, a speaker 1734, a m crophone 1736, a short-range
wirel ess comuni cations sub-system 1740, and may al so include other device
sub- systens 1742Zoulfipessibly xrgaeandby the Adk: §i@iahsaah ¥f 10 Hloyie S vl %&%{% be ag,
recei ve antennas 1716, 1718, a receiver (Rx) 1712, a transmtter f?

1714, one or norike dmemt ofokti sehtafrom the (oblY devich3 Tha AdbAe Shvite i nesi
processor (DSP) 1720. Wthin the Flash nmenory 1724, the devi cenelog 5 Lsethe

preferably i nclvitss fiepliyiseatrity ycheme aahisbieseusRBuh8ss Wi 2t dFRAN: L3
be executed by t-he mcroprocessor 1738 (and/or the DSP 1720), 'including a

voi ce communi cat#réRGHo Mdstige H@pricessingl aiofesOBETBRIR of @dth BRCAEIEY bgeda%%ﬁom%d a
plurality of other operational nmodules 1724N for carrying out a plurality
of other functi cwbile Wyicetpbe moreqoweridihoaisystsim. devi ce 100.is preferably a

t wo-way conmuni cati on device having voice and data conmuni cation

capabi lities. Thus, Weredbeahnst systemtabo hevaccess Pbtfie nOBISELTICE Ab’s QiRAmrd QI
network, such as any of the analog or digital cellular networks, and nmay
al so communi cat @OHPEceing oacepecanobekeved Herthen expandedcio batdnpaed WRGHS ok Secure
depicted in Fig. 17 by the communication tower 1719. These voice and data
networ ks may be [E§38#-at\enobile davied could then tatsfaniokihe bosk BEteRE P MedhE, an indication
infrastructure, such as base stations, network controllers, etc., or they’
may be integr at &bt figarsssagesshayld e signed) @dgnatved-setardd. infRekAE6 L FARSHINGE dppBcable, an
network 1719 shqul d therefore be interpreted as enconpassing both a single
voi ce and data Bfidatien featdhe mespage shavldhetenoyted, 28 witheronmsssitind@y bod iSARSYS lham
1711 is used to copmunicate with the network 1719. The DSP 1720 is used to
send and recei v&eCBIITRIEn Ehasls shogsmihe seesicankbyf r Bhe hbst systam o tthe@r handid 1
and receiver 1712, and MRy al so exchange control information with the
transmitter 1714%9@pton and signature operations on behalf of the mobile device.
Although these techniques reduce both the amount of data that must'be ‘transferred

from the mobile device and the complexity of device-based processing operations required

- for secure messaging, encryption at the host system using the session key, as well as

signature generation at the host system, assuime either a secure r_ransport between the mobile

@evice. and host system or that the host system has access to a users’ private keys,

Turning now to Fig. 17, a block diagram of an exemplary wireless communication
device that could be used with the systems and miethods described herein is shown, The
mobile communication devir.;.e 100 is préferably a two-way communication device having
voice and/or data communicaﬁon capabilities. The device preferably has the capability to
communicate with other computer systems on the Internet. Depending on the functionality
provided by the device, the device may be referred to as-a data messaging device, a two-way

pager, a cellular telephone with data messaging capabilities, a wireless Internet appliance ora
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1 2 DEC 2005 and receiver 1712. If the voice and data communi cati dnk KfcdBis
at a single frequency, or closely-spaced set of frequencies, then a single
LO 1713 may be used in conjunction with the transmtter 1714 and receiver
1712. Alternatively, if different frequencies are utilized for voice
conmmuni cations versus data communi cations, then a plurality of LOs 1713 can
be used to generate a plurality of frequencies corresponding to the )
network 1719. Al though two antennas 1716, 1718 are depicted in Fig. 17,
the nobile devi 8&2 FODTEBEALGN Weviess@dth\r twtithaut telenighyecapaitiitienn 4% mectaned above,

I nf ormati on, which includes both voice and data information, is

communi cat ed t o SiRdeyiFSFRERGmEensraliz bhitein simpltdsanobild devides a | i nk bet ween
the DSP 1720 and the m croprocessor 1738. The detail ed design of the
comuni cati on subsystinivermeds deyias 198 ingledss eritapscoinerd]711.co mionpmtesoe| 1588, i20n,
power level, etc,, wWl| be dependent upon the comunication network 1719
in which the defiRay 1139Flash memernydde, RAM &2 puxiliapoinpetoatput @/0)aleviensi k988,100
i ntended to ope[ggie in.a North American nmarket may include a comunication
subsystem 1711 &% BRfel/ 3P ksplasd 1 3varspeakerd 7R binieraphone 1¥36aashOrtnwige mareldsst a
communi cation networks and also designed to operated with any of a variety
of voi ce comun°URPFYFALARE SRBEXsEem L140+7ing gnax pissincludepiiser deyhnmsubmsmsci742., The
whereas a device 10Q ig&igde for use in Europe may be configured to
operate with th&EREHEET PEE, inclydgsdrrnpmit @t receivrdantena v dl18ea receiver

communi cati on nwn’i Q her, t% es,of data and voi ce networks, both
separate and i NEHGYAPAdransierIX) 4. one qrimaselogp oscillaters Ged) 1413 avd 8 dligital0.
Dependi ng upon the .type of 719, the access requirenents for the
dual - node nobi | 8‘%#@83%65%3%¢séﬁ (he Hiagh memarypl @4, thp deviee A@fhpreferabling
Dat aTAC dat a net vor ks,a 10 'Iefd vices agre ~re%i stered on the network using
a uni que i dent i FICSH onpﬁﬁﬁ%e? E) Zosnieni l{ A AN gibdt ean be pxegoied bw e

of & devi co. 100 HustoRBRRh A7RE L8Ry e, PP Pl fiotlng s Gt eoBapntion: modie
g;?)dR g' ﬁe 'E W(?Ir a/' ), Z}gﬂAC, 0 dath do _ RASW n';]odouiédle}’Mé,oang %%Iilgghety Ly gthgrecgega%on]é? (l)nogr;]lesa
1724N fpr carrying out a plurality of other functions.

- The mobile communication device 100 is preferably a two-way communication
device having voice and data .communicaﬁoﬂ capabilities. Thus, for example, the device may
communicate over a voice network, such as any of the amalog or digital cellular networks,
and may also communicate over a data network. The voice and data networks are depicted in
Fig, 17 by the communication tower 1719. These voice and &m networks may be separate
communication networks using separate infrastructure, such as base stations, metwork
controllers, etc., or they may be integrated into a single wireless network. References to the
network 1719 should therefore be interpreted as encompassing both z; single voice and data
network or separate networks. | |

The communication subsystem 1711 is used to communicate with the network 1719,

The DSP 1720 is used to send and receive communication signals to and from the transmitter

1714 and receiver 1712, and may also exchange control information with the transmitter 1714
48




Local or non-network comunication functions (if any) may be operab} g 2005
without the SIM but the device 100 will be unable to carry out any U
functions involving comruni cati ons over the network 1719, other than any

| egal |y required operations, such as 911" energency calling. After any
requi red network registration or activation procedures have been conpl et ed,
t he dual - node device 100 may send and recei ve comruni cati on signals,
preferably including both voice and data signals, over the network 1719.

Si gnal s recei vednbyecting &it.cihthe 46 and BANCSRGLBORPIEAL 4 QN Net Wor k 1719
are routed to the receiver 1712, which provides for nésclggllngl% %Iprﬁ?)el %4%“8%95 o,

frequency down Elselesmcaiset dfiffeienting thes BanmgiLOS ' C.. . and .
al so provide analog to digital conversion. QAnalfggﬁtﬁlrgyg?aﬁe?gq con&ﬁ&/‘é)?g‘?%ﬁheof
the received si ¢eimitey| i ivandmeraives QMY eXIERMTEID B QAck, o ch .as
di gital denpdul ati on and decoding to be perfo?ned us?%%ggﬁ%&%? ef%@ﬁEﬂFn a
simlar manner, VeFgPRRINications vensasniat coimbiiniciohd) then RS 7

processed, including nodul ati on and encoding, for e%ﬁn%{%?é{f)@sglg#e&ﬁgﬁusefno
and are then pr &vBehete: o plutditt ofaﬁns;ﬁéﬂdeerco&%ééxdidgfto%gh&ﬁrbrktP]l@.n%ggugh tWo
conversion, frequency up conversion, filtering, anplification an

transni ssion t o #RiF2E SHh6u AT 18earé depiatet incHik 17789 mobiid dbNI: 800 @RIITe bk with o

Al t hough a single transceiver 1711 is shown in Fig. 17 for both voice and
dat a communi cat FB#S nfegnaj ssugrarss i nfosmationt whibte indRUsCRHEL OSBRI daBChntdGa dofO;s
distinct transceivers, a rust transceiver for transmtting and recelving
voi ce signals, SPRMUPCieddhend frompthe camimmericafiar mbdud 5L %Iaiaflﬁkﬁélﬂeén%eﬁbé%;]i’ﬁ
data signals. In addition to processing the comunication signals, the P)SP
1720 may al so pP¥\PeRicTopEcesserddd&er and transnittér control. For exanple,
the gain levels appljed to communication signals in the receiver 1712 and
transnitter 1714 nay!B&etatpsslepige pf/the commuibation tubsgegh 1713 5@A8S fr@qu@%rband,
control algorithns inplenented in the DSP 1720. O her transceiver control

al gorithns coul ‘&"‘%H"gg‘P B@“Pﬂ&a PeTerleed et willde DERnASAR BponthO belBfnd@ALGH WG
nor e sophistica}ﬁg. cgg%rol of the transceiver 1711. 50 The m croprocessor
1738 pref erabl y mada 2 feisn 100 dntended topezatel Fapanmple,andevice 0®intended to

operate in a North American market may include a commnnication subsysten 1711 designed

to operate with-the Mobitex or DétaTAC mobile data communnication networks and also
designed to operated with any of a variety of voice communication networks, such as MS,
TDMA, CDMA, PCS, etc., whereas a device 100 intended for use in Europe may be
configured to operate with the GPRS data communication network and the GSM voice
communication network, Other. types of data and voice networks, both separate and
integrated, may also be utilized with the mobile device 100,

Depending upon the type of nétwork 1719, the access requirements for the dual-mode
mobile devi_ce 100 may also vary. For example, in the Mobitex and DataTAC data networks,
mobile devices are registered on the network using a unique identification number associated
with each device, In GPRS data networks, however, network access is associated with a
subscriber or user of a device 100, A GPﬁS device typically requires a subscriber identity

module ("SIM"), which is Tequired in order to operate the device 100 on a GPRS network.
49 ‘ - |




dual - node nobil e device 100. Many types of nicroprocessors or § 7 [iED

m crocontrollers could be used here, or, alternatively, a single DSP 1720
could be used to carry out the functions of the mcroprocessor 1738.

Low | evel comunication functions, including at |east data and voice
comuni cations, are perfornmed through the DSP 1720 in the transceiver 1711.
O her, high- |evel comunication applications, such as a voice

comuni cati on application 1724A, and a data conmuni cation application
1724B may be st dicedl drmohinetwiotlasimnitmivation thictiénd @ anypmey bé bpeiabley withent the SDM,
m croprocessor 1738. For exanple, the voice conmunication nodule 1724A may
provi de a hi gh-|mwde desies 100willr'feansbiopahad b dhp fincaons Aivolvaigttomamsicationy overe
calls between the dual -nobde nobile device 100 and a plurality of other

voi ce devi ces vitae tnbisvorkn 87180 rokhed #k8 . anfilegallprdagpired bgerativhy sacimu ffilt’atmengency
nodul e 1724B may provide a high-level wuser interface operable for sending
and recei ving datafingsuch as e-mi |l nessages, files, organizer information,
short text messages, etc., between the dual -node nobile device 100 and a
plurality of other dafter agviequired uétworkinegistationoor kctivatidh préedirbehatiebedes eompldted),
a secure nessaging software application nmay operate in conjunction with

t he data conmuni thatiadmoderdehided 00 #@x Bad andreckive dommiumishtinmesignals,peeferabdy) ingluding
nmessagi ng techni ques descri bed above. The m croprocessor 1738 al so

i nteracts with obdilevoideendéats sibsjs vearshe mtwdrk 4819, [Segnald irepivad byl “R2ptehadH6
menory 1724, random access nenory (RAM 1726, auxiliary input/output (1/0
subsyst ens 1728, fremtheatonymmicatifametwark | Fifaare raik@iXo themsedker 17123 vhich pravidsp fiome
1736, a short-range conmuni cations subsystem 1740 and any ot her device
subsyst ems gener &ina) agplficgtien nquencyldosm, copversieny Siltpring, chahrel seleptipe etel, 7and Anay.
are executed by the microprocessor 1738 and may provide a high-1|evel

i nterface bet weetisapgyide angfogite digitphrpiversiogedmales wlisitlrenyestion of thrupeeived siphals
interface typically includes a graphical conponent provided through the ,
di splay 1722, andlows merpgemplet grmmenigsfiomfmetiops, gushoasdligitahdempghlati (depoding: v
1/0 1728, keyboard 1732, speaker 1734, or m crophone 1736. 51 12 DEC 2005
Sone of the subs{pskecpeto ingrtheDSP 1720, Jop similer memenrrimakite he Fajswitisd to the

functi ons,
network 1719 are processed, including modulation and encoding, for example, by the DSP

1720 and are then provided to the transmitter 1714 for digital to analog conversion, frequency
up conversion, filtering, amplification and transmission to the communication netvlvod: 1719
via the antenna 1718. Although a single transceiver 1711 is shown in Fig. 17 for both voice
and data communications, it is possible that the device 100 may include two disﬁx;ct
. transceivers, a first transceiver for transmittiﬁg and receiving voice signals, and a second
transceiver for transmitting and receiving data signals.
In addition to processing the communication signals, the DSP 1720 may also provide
for receiver and transmitter control. For example, the gain levels applied to communication
signals in the receiver 1712 and transmifter 1714 may be adaptively controlled through
automatic gain control aigorithms implerﬁentcd in the DSP 1720. Other transceiver control
algorithms could also be implemented in the DSP 1720 in order to provide more sophisticated

control of the transceiver 1711.
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wher eas ot her subsystens may provide "resident" or on-device funcgiinﬁﬁg palil
Not abl y, some subsystens, such as keyboard 1732 and display 1722 nay be
used for both conmunication- related functions, such as entering a text
nmessage for transm ssion over a data communi cation network, and

devi ce-resident functions such as a cal culator or task list or other PDA
type functions. Operating system software used by the m croprocessor 1738
is preferably stored in a persistent store such as Flash nmenory 1724. In

addition to the oper ®hd Mropiessein1 MHpreC AT YNGR moﬂﬁ?&%gévemg%tégﬁﬁ%&f%

Flash menmory 1724 may also include a file systemfor storing
storage area is datlafiodnfib@é advicy 100.0Mafe HrpsbftnRBrofibftbrd T Wt Ncohtdtbrd Soufd B €
or

public keys, a private key, and other i1nformationh require secure

messagi ng. The usquktert} b alteBysive@yNa sERRIIH L720 8MIIES: RBPo 52} bARS: icuBRAHGS
or parts thereof, may be tenporarily |oaded into a volatile store, such as

RAM 1726 for f astieopogssontl 7380 Loddvel0ataimunich@6iefaN@idng QXM GRlehd Qats bANS
may al so be tenporarily stored to RAM 1726, before pernmanently witing

themto a file symmanicdtionsuecheiformel ehirghTheé DEPUTHN QMR ahdcbiver V1 EXCHR! Big-
application nodule 1724N that may be | oaded onto the dual -node device 100

i s a personal i rével cratnimicationepplivati¢ds] dd-h aPpditadoniunRaEHA BpIMEHBEPY24A, and a
functionality, such as cal endar events, appointnents, and-task items. This

modul e 1724N naylataa¢cgoninivethmaagiplivitioh 17D4B \RiyCBe GOfEIURI GALHIAR HREHH 8734 29A
for managi ng phone calls, voice mils, etc., and may also interact with

the data communieseestionbytituhiErdpr2ddSorf DI38MaR@gxagple,CthEBiolce GoRtMcARh | BRfeand
ot her data transm ssions. Alternatively, all of the functionality of the
voi ce communi catlif mayl piowids 7 igh-levet] ngeh dntetfica opseabla 0| tRaénhi0 hdreckiNetrokd 24 -
may be integrated into the PIMnodule. The Flash nmenory 1724 preferably
provi des a fi | e bsipsemthet duakmeodel hotdle alesito 160 endd pRicdlity ofibtheri tofatdetidest 118 the
device. The PIM application preferably includes the ability to send and 52
C. 1 2 DER 20i network 1719, Similarly, the data communication module 1724B may provide a high-level
user interface operable for sending and receiving data, such as e-mail messages, files,
organizer information, short text messages, etc., between the dual-mode mobile device 100
and a plurality of other data devices via the nmetwork 1719. On the device: 100, a secure
messaging software application may operate in conjunction with the data communication
module 1724B in order to implement the secure messaging techniques described above,
The microprocessor 1738 also interacts with other device subsystems, such as the
display 1722, Flash memory 1724, random access memory (RAM) 1726, auxiliary
input/output (VO) subsystems 1728, serial port- 1730, keyboard 1732, speaker 1734,
microphone 1736, a short-range communications subsystem 1740 and any other device
subsystems generally designated as 1742, For example, the modules 1724A-N are executed
by the microprocessor 1738 and may provide a high-level interface between a user of the
mobile device and the mobile device. This interface typically includes a graphical
component provided through the display 1722, and an input/cutput component provided

through the auxiliary /O 1728, keyboard 1732, speaker 1734, or microphone 1736.
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receive data itens, either by itself, or in conjunction with the{E \‘)'{o?@@ Zﬁﬁﬁ
data communi cation nodul es 1724A, 1724B, via the wireless network 1719.
The PIMdata itens are preferably seam essly integrated, synchronized and
updated, via the wireless network 1719, with a correspondi ng set of data
items stored or associated with a host conputer system thereby creating a
mrrored systemfor data itens associated with a particular user. The

nobi |l e device 1,00 may al so be manual |y synchroni zed with a host system by
pl aci ng the devi ce Xdfeiofi thersubsystems stowndn &gl & padorm komoupiteiensdlacdsionctins,
port 1730 of the nobile device 100 to the serial port of the host system
The serial portwhe@3 oty sabysehe mag eibvide “resitaiy’ er anviseice finctians. Noteflpr eoees
t hrough an external device or software application, to downl oad ot her

appl i cati on nodedbeysteip2stith fokeyborsd H132and displaynii22 oyl be aisedder bath chompenication-
other information onto a device as described above. This w red downl oad
path may be usettlats frassidns, such enentaring a tart inesgagefordransiaissiteaqvers datgvominupisation
nore secure nmethod than exchanging encryption information via the wirel ess
network 1719. Adetiverkoprsd dexispiréstiant fonctiondsick gs 2 Tadiatomgr task lish au edierdii®d tyrise
dual - node device 100 through the network 1719, through an auxiliary 1/0
subsyst em 1728, fumgiedsgh the serial port 1730, through the short-range
conmuni cati ons subsystem 1740, or through any other suitable subsystem
1742, and install ed @gerating systery spitwiaee ysedsby e midropracesser 738 iy\weferbly stageitin 2
flexibility in application installation increases the functionality of the
devi ce | () O and Pasigtentpsters seh am Filask ceemnty dé¥4-de 4dditiertorfhe loperating system and
communi cation-related functions, or both. For exanple, secure conmunication
appl i cati ons nayoRmEEFAoR medElesoTREADh hndlasle mempry 7 hysayalee inddudeayfilasystym for
financial transactions to be performed using the device 100. Wen_the

dual - node devi c&WCEBHIANE HFEqTaEei 4G i plsqprgEerablycEspidadi is she Beshranory 4724t sterey ed
signal, such as a text nessage or a web page downl oad, will be processed by
the transceivePtilir1eysny PRy ikavéoﬁnéw@qaéni%rreﬁveb—mééw PPYS MEFASHE. WY
preferably further _process the_received signal for qutput to the display
1722, or, alter r?a?fﬁv% Jstepl, Spreifiq, deyire, pplicalipns 3or 1 mogiies, onopstts thereot, may b8

temporarily loaded into a volatile store, such as RAM 1726 for faster operation. Moreover,
received _com'mun.ication signals may also be temporarily stored to RAM 1726, before
permanently writing them tc.> a file system located in the persistent store 1724,

An exemplary application module 1724N that may be loaded onto the dual-mode
device 100 is a personal information manager (PIM) application providing PDA
functionality, such as calendar évents, appointments, and task items, This module 1724N may
also interact with the voice communication module 1724A for managing phone calls, voice
mails, etc., and may also interact with the datz communication modul;a 1724B for managing

' e-mail communications and other data transmissions. Alternatively, all of the functionality of
| the voice communication module 1724A and the data communication module 17248 may be
integrated into the PIM module.

The Flash memory 1724 preferably provides a file system tb facilitate storage of PIM

data items on the device. The PIM application preferably includes the ability to send and
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device 1728. A user of dual -node device 100 may al so conpose datd ZtBn%, 72865
such as email nessages, using the keyboard 1732, which is preferably a
conpl ete al phanuneric keyboard laid out in the QMERTY style, although

ot her styles of conplete al phanuneric keyboards such as the known DVORAK
style may al so be used. User input to the device 100 is further enhanced
with a plurality of auxiliary 1/0 devices 1728, which may include. a

t humbwheel input device, a touchpad, a variety of switches, a rocker input
switch, etc. TheeEbrsan dems,sither by titeels of mpubjuinyiod ith Ueebiceadd ddtesdmdfunication
transm tted over the comunication network 1719 via the transceiver 1711.
Secure messages PBIES | &by 7248 viadhdwirelesamstwotkt BAO.fTherRIMNdata sl £ prdyitee
100 are processed by the data communi cation nodule 1724B or an associ ated
secure nmessagi i§iewEhviaearaggpsinetaoticd ad opdaedagiat the twiesldse abtvoRUERO, with a
descri bed above. When the dual - node device 100 is operating in a voice
conmuni cat i on myQESSPPIingFFbelAata inmsrstaredoor asfocinted with \ai lwst dfuiessystem, thereby
substantially simlar to the data node, except that received signals are
pref erably out pUffeaiRe & METOEdsFitan for d@a iteprhssooiated with g partisuldramsert r ansmi ssi on
are generated by a m crophone 1736. In addition, the secure nessaging
techni ques descri bedThexmsbile devightl0R ay nise &s saenidlly sperhegpized eith tachosoiyeem by
communi cations. Alfernative vaice or audio 1/0 subsystens, such as a voice
message recor di RACEEESAeYiEH] 00 htefacesaadienphicnequplesithe serial pret 1780 bithe idBile

Al t hough voice o .auﬂ&&zﬁhgnal output is preferably acconplished primrily
through the spedifBfe 1583t e saalpogif he hoppeystamy The seiabport 4280 may gisochei whed an
indication of the, .identity of a calling party, the duration of a voice

cal |, or other Bl adisey o & prederencey &f‘?@g i agrextermap devisea o badtwareh epplication, to

m croprocessor 7%§P(%n con%unction with the voice comunication nodule
1724A and the opSFRPINYNE oplsaHoDspqdyies L724Ndor installatian, ansito doatt Certs, keys and other

identification i, rnatign qQf . an.i ncom voice call and display it on the
di splay 1722. A‘@%g‘?"t“f’? 8%&89%"6%%Wswaﬂgesmmwp%wabwewIoad

ncl ude. an i nf r 4 oqeqRURE B i G SBdre, Wi iy 8 e saTHE SRS SxchenE
short-range wireles5:dh QFBmBLGAHL 82 Wil egsln%two%ymaas >4 12 DEC 2005
Additional apb]ication modules 1724N may be loaded onto the dual-mode device 100
through the network 1719, through an auxiliary /O subsystem 1728, through the serial port
1730, through the short-range communications subsystem 1740, or through any other suitable
subsystem 1742, and instaﬁed by a user in ;‘.hp Flash memory 1724 or RAM 1726. Such
flexibility in application installation inc1:eases the functionality of the device 100 and may
provide enhanced on-device fumctions,. communi;:aﬁon-related functions, or both. For
example, secure communication applications may enable electronic commerce functions and
other such financial transactions to be performed using the device 100.
' When the dual-mode device 100 is operating in a datal communication mode, a
received signal, such as a text message or a web page download, will be pracessed by the
transceiver 1711 and provided to the microprocessor 1738, which will preferably further

process the received signal for output to the display 1722, or, alternatively, to an auxiliary /O
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a "Bluetooth” nodule or an 802.11 nodul e according to the Bl uet odt & &L 2005
802. 11 specifications, respectively, to provide for comunication with
simlarly-enabl ed systens and devices. It will be apparent to those skilled
in the art that "Bluetooth"” and 802.11 refer to sets of specifications,
available fromthe Institute of Electrical and El ectronics Engi neers
(IEEE), relating to wireless LANs and wirel ess personal area networks,
respectively. Having described in detail the preferred enbodi nents of the
system i ncl udi dgvi¢eht/28.pA eferrof doalimedde de€cO1000pBY Ao ddpode! dataSitdn®, 8@h as email
understood that this operation could be carried out wth different
el enents and st epssegeihusingphekeyboad 1882) ediiohE prefefabr LciHIRE algRindmbSe M Yodad
exanple and is not neant to limt the scope of the present Invention. For
exanpl e, Figs. 18d ownd toQMERTE! styleealthoashpotixe ag/ids 0f camnpletp aipharfiimRee $6¥HagrdO f
messages involving wireless nobile communications devices. Fig. 18 depicts
a pre- processi nguahea thskaown BVERAK stiile staysise be nsed 8 Uker impneiolsdettice NOGET0Eher
1804 from a nessage sender 1802 addressed to one or nobre nessage receivers.
A wirel ess conseianend vithsa phyraligy16f aysilieryali@ sevicen 328, gehich 3y theludeaa fitibivBeel
device 1814 that corresponds to a nessage receiver. The wirel ess connector
system 1810 per fepnhdevicgud kuhriad.ca vagietyaefdywiitches e rogkeriinput seisciage. (The compésed)
1808 upon the sender's nmessage 1804. Many types of processing may be
per f or med, such 938 itewgmpRiRy the ases may theh ba tewsndited over the comppimdcition saagk 17y9
excluding some or all session keys not needed by a nessage receiver
correspondi ng ki hetraesriveel71th Seenghmensegsersdiveg by 8080 belmnsmstsifgen the hdbile
transmitted to the nobile device 1814 is a nodification of the sender's
nessage 1804 wi AviFeekj0aEs proepssed by Hemdatacconimpmicatiod/ roedubniFR24M bi amasssntet ealre
The nobil e device 1814 contains nmenory for storing such pre-processed
nmessages, such ZESFEPEEoTwTeRPrlatio encandingdo Ratcknigesidascrited eye. menory). The
sender's nessage 1804 is simlarly processed if other  nobile devices are
i dentified by the wi Mer8¥ quakineds divics yIP dnopegtiog iba yoice copomtication mivde, the
reci pi ents that sglrg)ﬁlld 55 1% DES 2005 ) ) .

oV operation of the device 100 is substantially similar to the data mode, except that

received signals are preferably output to the speaker 1734 and voice signals for transmission
are generated by a microphone 1736, In addition, the secure messaging techniques described
above might not necessarily be applied to voice communications. Mtem&ve voice or audio
/O subsystems, such as a voice message recording subsystem, may also be implemented on
the device 100. Although voice or audio signal output is preferably accomplished primarily
through the speaker 1734, the display 1722 may also b used to provide an indication of the
identity of a calling party, the duration of a voice call, or other voice call related information,
IFor example, the uxi'cropfocessor 1738, in conjunction with the voice communication module
17244 and the operating system software, may detect the caller identification information of ’
an incoming voice call and dispiay it on the display 1722,
A short-range communications subsystem 1740 may also be included in the dual-
mode device‘ 100. For example, the subsystem 1740 may include an infrared device and

associated circuits and components, or a short-range wireless communication module, such as
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recei ve the sender’'s message 1804. In this way, nmessages (e.g., 1816 pEp 7005,
nodi fied with respect to authentication and/or encryption aspect(s) %
encodi ng aspects) are sent to other nobile devices (e.g., 1818). It should
be understood that such a systemmay be varied in many ways, such as

all owi ng the processing 1808 to be perforned by the host system 1806, or
having the wrel ess connector system 1810 operate within the host system
1806 or operate on a different platform fromthe host system 1806. As a

further exanpl eaofBh&eoini dRdse0RE aRfekie SY tﬁﬁee%c%r td ahd C]‘SP?e’tothh%r V\é'ogeihess

connector system 1810 may use techni ques ot t han edl rection oper tions

to transmt nes Slﬁﬂﬁaﬂo@s,r@@bétﬁel?ew jdd ?m%ommﬂﬁfla‘hoﬂnaﬂthlﬁéﬁ%x a’re'ﬁalge steﬁl_aéo 5

depl cts a post-processi ng exanple rern a wreless connec

recei ves a nessagbdelR0d refireasneknt ea M@sl@ﬂed%@ aﬂ?ﬁﬁ?gﬂé& c{?gﬁ'%%gdﬁ 16&edo:

1914 and 1918) froma wreless nobile comunication

Aut henti cati on aasbpEpeifictond, i 1298 1abRESHOAR TRERRE SF ERGm cB‘%és%%%eﬂgpon
the nessage 1904. Many types of processing nmay be per orne

renoving si gnat (IEBE, @l&ingt wiles msmwmésggéﬂoﬁma}aa%@w%rﬂ%&?s&vay si gned
nmessage and attaching signature-related information identif

signature-rel ated | Bividg@isérded i Bétebibe QrefirRd RBoSHEME dr IRSTAUE - indl]
processed nessage 1912 may then be sentqﬂ?through t he host ﬁsterﬁllc%bg tfh(e)

one or nore recegiefeks rethobs of obfridond ik td 94 BdersPg iaPh-PEREESRLIRADe 2 ed out
post - processi ng systens as descri bed herein address many 1ssues, such as

the difficulty it m&mnmauﬁhe@ﬁpﬂmmfa&éd%bmbﬁnﬂﬁbfeyﬁfm%ﬁiy'b&%v&’di'" ME
nmessages to a nobile device, due primarily to bandwi dth and battery
limtations asseosimgieahd inadtmenmtn limitdBa/icsmsof tHoReseithifvesiinl Yok é%nalnlﬂﬁt Figb ARE
nmessages are usually too large to send effectively to a nobile devi e over
a wirel ess commard Ehillugratprt-porckssing ndipostirobesdngShivhddbaBes HRESRE NriressSRsHile
either to or froma nobile device, it could use excessive anounts of nenory
and battery pomé@minulscaﬂﬁmdealca ngl e nessage. Considering the time necessary
for reception or transm ssion by a nobile device, the nenory required for
'storage and the bat¥igr 38 demigs agte-protesiiECe @80 wherein a host system 1806 receives a

message 1804 from a message sender 1802 addressed to one or more message receivers. A
wireless connector system 1810 generates a message 1812 for a mobile device 1814 that
corresponds 1o a message receiver, _ The wireless comnector system 1810 performs
authentication and/or encryption message processing 1808 upon the sender’s message 1804,
Many types of processing may be performed,'.such as reducing the size of a sender's
encrypted message by excluding some or all session keys not needed by a message receiver
corresponding mobile device, Through pr-ocessing 1808, the message 18‘12 transm:tted to the
mobile device 1814 is a modification of the sender's message 1804 with respect. to
authenﬁcaﬁén and/or encryption aspect(s). The mobile device 1814 contains memory for
stdﬁng such pre-processed messages, such as volatile or non-volatile RAM (random access
Memory). | |

The sender's message 1804 is similarly processed if other mobile devices are

identified by the wireless connector system 1810 to correspond to the recipients that should
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required to handl e the message exchange, a product that tried to uppeFd Ziih
straight SSMME would have undesirable qualities to the average business
user. Another exenplary issue is that there are no currently avail abl e
public key servers accessible to wirel ess networks and nobile devices. As
a result, the use of public key cryptographic operations is very difficult
and requi res heavy caching operations at the nobile device to elimnate
Public Key Infrastructure (PKI) requirements. In the area of exchangi ng
secure e-mai | ni#sY¥R EE sentersmesssage E804ddi thisomay| mpssagel e, 1HEX moditddude fedpect he
inability for nobile devices to retrieve public encryption keys fromPKls
to encrypt ness@FEhenication avdior ercryption dypecttolie e enteding espedtd))ard 26t to babinbbitey
to retrieve public keys on received nessages that are signed, (3) the
inability to de#fvicesfeigh I8y | arge CRLs on small devices, and (4) the tine
del ay on nobile devices with slower processors to perform conplex

mat henat i cal cal cul dt fhswls hermndersiead that suchabiystemkmay beeveriey pi inny Mag) lshéhiss .
These problens and others result im a poor and frustrating user experience
when trying to Sleingthepropestinglsns o performiefl byrthe hiosy eystens 1806, arhbvihgthel @ibIeS .
The pre-processi(gg and post - processing system and net hod described herein
process secur eREHRTEYRER 131§ eperate withinthechestsysters § 8o opérate b didiffrehioplatform.
exanple S/Ivlllyl E pessages, can be exchanged with nobil e devices. The
system and net hiSgm 4Ps Goftesyepmld86.t s prfvthes suamplp ofidhe ofideasdops bf shestatm's
associated wth a nobile device to enable a better user experience when
exchangi ng S/ M YaEaiRRss g Farelfsy renreater| systerm i82Q may B¢ kechiiques foéher érangirstionf
the wi de scope of the system and nethod disclosed herein are illustrated
in FlGS. 20-22.039@*?&‘?231‘&@%%3@%%%-3%%@6 1818 system and

met hod wi t hin differgnt _exenplary comunication systens. Fig. 20 i's a bl ock
di agram showi ng an @(&%ﬂ?@%&ﬁ?ﬁﬁﬁ@é%&ﬁx%wﬁmn“lite@.ssempec:dmysem $906
shown a conputer si/e%tem 208&(&% WAN 2004, , corporate LAN 2006 behind a
security firewal 2 ooddoesiiep dressed fo, Qe 5 snome mepsagEgeceiiersak @s 49 Heamdaoks)
2012 and 2014, and’wi rgf ess br}@bi | e comuni cation devices ("nobile

devi ces") 2016 and 2018 eSTRE I TIEPHEELEmARE g0 902 c Auhensicationpand/og engryption

message processing 1908 is performed upon the message 1904, Many types of proces;sing .
may be performed, such as: removing signature-related iﬁformation indication fr:or‘n a device's
signed message and attaching signature-related information identified in the signature-related
information indication to the signed message. The processed message 1912 'may then be sent
through the host system 1910 to oﬂe or more receivers (e.g., 1914 and 1918).
Such pre-processing. and post-processing systems as described herein address many
issues, such as the difficalty that cusrent systems do not attempt to deliver entire S/MIME .
messages {0 a mobile device, due primarily to bandwidth and battery limitations associated
with mobile devices, One difficulty is that S/MIME messages are usually too large to send
effectively to a mobile device over a wireless communication network, If an entire S/MIME
message is sent, either to or from a mobile device, it could use exc_éssiVe amounts of memory
and battery power just for a single message, Considering the time necessary for reception or

transmission by a mobile device, the memory required for ‘'storage and the baitery power
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server 2020, a wireless connector system 2028, a data store 2017 ingl gt ngns
at least a plurality of nmilboxes 2019, a desktop conputer system 2022
having a conmunication link directly to a nobile device such as through
physi cal connection 2024 to an interface or connector 2026, and a wireless
Virtual Private Network (VPN) router 2032. QOperation of the systemin Fig.
20 wi I | be described below wth reference to the nessages 2033, 2034 and
2036. The conputer system 2002 nay, for exanple, be a | aptop, desktop or

pal ntop Cconput Gequiks ke MnARNGE BlEEs Jx@ﬂan%éé% Sl Offad Bled Qesu%&g%ﬁt SR @

conputer systemmay connect to t he WAN via an ISP or
Al ternatively, t\ﬁtﬁlldiﬁm’rﬁl&h@d’siraﬁﬂe%ﬁﬁﬁe%@@ﬂw%&’rag@lﬁmﬁeﬁ%%&p %oﬁa@?{k@&}:ﬁ% issne is
e, o

conput er systemthat, like the conmputer system 2022 for exanp cesses

the WAN 2004 t hrinas@herdiate AN cafrer@ly hQdiaBie loiBlicKiey VBRYMs TRAGHINRDYikesd ﬁ%&g;@ aftd €

enabl ed for connection to a WAN t hrough various infrastructure an eway

arrangenents, sfiotilbabvitd3e AZQIAMUItEHe §36SHr@abIRARY B sRbRO oftBatBnd RRLL &
devi ce. The corporate LAN 2006 is an illgstrat?vfeﬁe%ir)rpl gﬂ%? a cen‘#,(ratg'?i,cult

server-based nemdagiuigs WealyesachigtophagodefNhe NARIE helRE 14 dliREHES Public Key
comuni cations. The corporate LAN 2006 may be referred to as a "haost

systent, in thatinfristrhestSPRD trhynRetiats) 1600 fea 3Qkzhalbind seciRid BAXBEsARL hddT
nmessages, as well as possibly further data stores (not shown) for other

data items, thatareradditimalspobiehothar incledeqly e iﬁﬂﬂﬁ% TRbhbifle dRVic&as rdlde Rl
2018, and the wreless connector system 2028, the wirel ess VPN router

2032, or possi blepcryptiver kego frpmRKIS & eneiypiohésSes Bag SnCRbrh ARSmEEe WAk, [(Mehe
corporate LAN 2006 and one or nore nobile devices 2016 and 2018. In nore

general terns, andhiiyy tepsieenpubliykdye onreeciosd Mastage RN SinSd, A8) thVinktllity @6 déal
association with which a wirel ess connector systemis operating, as

descri bed above, witliTtesy latge §5R1La e shANIRDES ands(4pihe tifie abigy siedosikiedtaanih ffwed
host system in which the host systemis a serv er conmputer running within
a corporate net vispdesserdy itq perfennt copplent mathemdtiedli cedenduticngD finiolved ewlitth ypublic Ikepst
one security communications firewall 2008. O her possible central host

syst ens i ncl ude snSpptignsigeribmst Abese quoblingseandr wheérd ersuldin redobr sy frest@ting vser

Al though 58 experience when trying to exchange S/MIME-based e-mail mességes using mobile devices.

The pre-processing and post-processing system and mefhod described herein process
secure e-mail messages so that such messages, including for example S/MIME messages, can
be exchanged with mobile devices. T‘ﬁe system and method also leverages the processor
power of a host system associated with a mobile device to ‘mzable a better user expérience
when exchanging S/MIME messages with mobile devices.

SHl forther examples of the wide scope of the system and method disclosed herein
are illustrated in FIGS. 20-22. FIGS. 20-22 .descﬁbe additional uses of the system and
method within different exemplary communication systems. Fig. 20 is a block diagram
showing an example communication system. In Fig. 20, there is shown a computer system
2002, a WAN 2004, corporate LAN 2006 behind a security ﬁrewaﬁ 2008, wireless
infrastructure 2010, wireless networks 2012 and 2014, and wireless mobile communication ‘

devices (“mobile devices”) 2016 and 2018. The corporaté LAN 2006 includes a message
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12 DEC 2005 the desktop conputer system 2024 and interface/connectgog E?GQ@@?
may be | ocated outside such host systens, w reless conmunication
operations may be simlar to those described below. 'Me corporate LAN 2006
i mpl enents the wirel ess connector system 2028 as an associated wrel ess
communi cati ons enabl i ng conponent, which will normally be a software
program a software application, or a software conponent built to work with
at | east one or semer8iragilses coanegter sysEE2GRB  salatswre i endwingsysiseapROEY | s
used to send user-selected information to, and to receive information from
one or nore nobiof aadkoxpcAd 9. 20tk opRITPOIEDSYstew 2822 hayingra commnigitiog liek directly to
networ ks 2012 and 2014. The wirel ess connector system 2028 nmay be a

separ at e conponérfeobie devispeycheagithrguabypbysienl connectionRp24 ta afingerfapor conneptgy 2026,
instead be partially or entirely incorporated into other communication
syst em conponenta@d a pelesseVinpgd |Paivate fstwask EERND rowten2082.2 Operatinmyof itecostprnimFig. a
software program_ a ygl i cation, or _conponent inplenenting the wreless
connect or syst er?\ol\‘mﬁ, e drseribed halow Féth sxerenceto the messages 3033, 134iapd;2036.
functionality. The nessage server 2020, running on a conputer behind the
firewal | 2008, acts A8° CPPUEaYsiem 082 fraave foroexampls, borapbpiapi daskiop opxehateg e
nmessages, including for exanple email, calendaring; data; voice mail,

el ectroni ¢ docurf@mPeer sysiem gprHigrrep &rsorngrtionip SeMANGRO4. ek & eeranvter (ToI54) mant a
wi th the WAN 2004, which w HJ typical Il}/ be the Internet. The particular

i nt er nedi at e op&P3AELHA e MANCIHD Hip e $SKpn ASH, cAltpspatively e qopphter Jyatem 3602 may:
type of nmessage delivery nmechani sns and networks via which nessages are
exchanged, and QerfetebyBk-EonmssiRd GRmPLISE BYFtesh bt Like theicompuies systyra 2632for pxamaple t y
of the message server 2% ext end_beyond message_sendi ng and_recei ving,
provi di ng such faSSEsss dhe %Wg’aa Fothes piwerke Magy madern mopiledevices are

cal endars, todo |igst task |lists -mai | _and docunentation. Message
servers such as e’?@éﬁfﬁ%?%ﬁ?ﬁ“ﬁ“ et }Wgﬁ] HE%{"gB [Vanops igfpstyictus,and ateway surngementione
or nore data stores such as 2017 [ eac ser having an account on the
server. The dat §°%§¥§’F§°‘E SYSHEt %@W&Pgﬁi@gb’ﬁﬁf@%‘?-or a nunber of Cn")
user accounts, I\/bssaq.gés c%:%gr%{evf.gngooﬁ is an illustrative exaﬁple of a central, server-based
' rtinessaging systern that has been enabled for wireless communications. The corporate LAN
2006 may be referred to as a “host system”, in that it hosts both a data store 2017 with
mailboxes 2019 for messages, as well as possibly further data stores (not shown) for other
data items, that may be sent to or received from mobile devices 2016 and 2018, and the
wireless connector system 2028, the wireless VPN router 2032, or possibly other domponents
enabling communications between the corporate LAN 2006 and one or more mobile devices
2016 and 2018. In more general terms, éhast systém may be one or more computers at, with
or in association with whiéh a wireless connector system is operating, as described above,
The corporate LAN 2006 is one preferred embodiment of a host system, in which the host
- system is a server compﬁter running within a corf;orate network environment operating

behind and protected by at least one security communications firewall 2008. Other possible

central host systems include ISP, ASP and other service provider or mail systems. Although
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1 2 DEC 2005 by the nessage server 2020 that identify a user, a YSBIDEC 2065
account, a nmail box, or possibly another address associ ated mnth a user,
account or mail box 2019 as a nmessage recipient will typically be stored in
t he correspondi ng nmail box 2019. If a nessage is addressed to nultiple
recipients or a distribution list, then copies of the same nessage may be
stored to nore than one nailbox 2019. Alternatively, the nmessage server

2020 may Store the 6dskigh ConGRRY sy2fenS2RN afd infERSSAGEnekSr méﬁ}agbéio%@d& & sﬁélp' e
to all of the users having an account on the nessage ser

poi nter or ot heltostsgiashd, tvirlessicBmManibao8 GhahtRR mey PRkhiP ¥ tg&l% scﬁﬂbd%%l%gvc
nmessagi ng systems, each user may then access his or her box and

its contents using The vEpaagi DN CI006 HpRHehs A% %&é@%@%ct@%}s&%zﬁs kOLps
Not es, which normally operates on a PC, such as the desktop conputer

system 2022, coassveiated dvitelpss domivANa@RS Gnabhhd tﬁﬂgﬁﬁanWhYch W Sosaak bOR st er
system 2022 is shown in Fig. 20, those skill in the art wll appreciate .

that a LAN ‘wi | |progrpicedoftyaeapplivhtionyeny seasld @pontat BII0 akwal &ithaR iR one o
conput er systens. Each nessaging client normally accesses a mail box 2019,

t hrough the nmessagensepyerve202he windidsh oot@BetbsySIRIREI03Y & 068 to &nﬁﬁ@é%gieagd
client may enable direct access to the data store 2017 and a nmail box 2019.

stored t hereon ibfprmadtien the sit topeceivarforaratioy 868/ 6ne 02Rore MRBEAGR T B 6 284 56 8D
downl oaded fromthe data store 2017 to a |local data store (not shown) on
the desktop covipencer moyswiedes 0 Rorky\2012i and O, Ths REEIHs QotAMNoPHSHEm DM may
W rel ess connector system 2028 operates in conjunction with the rressage
server 2020. THe avepahiesomponsnicoft ©messysing aysBOi? 3s BiRwvnIie Figl @0, S mh P Bis@AlBe
conputer system as the nessage server 2020, or may instead be inplenented
on a differentragishp rresntivlis irxporpofitdt it @thermpbanmiititiog syftém Vorpb@Hs. For
connector system 2028 nmay also be partially or entirely integrated with
the nessage ser&@Pplpthe mepsge \wemverl 849 map imtepbote 5 yoftwars ROZAmARGpHckEN, or
message server 2020 are preferably designed to cooperate and interact to
al l ow t he pushl“r‘i’glP@?ﬂ“? finigahe Wigeless borinectoraystene 80280ofjonR Bibfiof, bfisomi @ aln
I nstall ation, the W rel ess connector system 2028 is preferably configured
to send i nfor nedfi®fogipnality.

The message server 2020, running on a computer behind the firewall 2008, acts as the

main interface for the corporaﬁon to exchange ﬁ:essages, including for example email,
calendaring data, voice mail, electronic documents, and other personal information |
management (PIM) data with the WAN 2004, which will typically be t'he Internet. The
particular intermediate operations and computers will be dependent upon the specific type of
message delivery mechanisms and networks via which' messages are exchanged, and
therefore have not been shown in Fig. 20, The funcﬁonaiity. of the message server ?‘,020‘may
extend beyond message sending and receiving, providing such features as dynamic database |
storage for data like calendars, tqdo lists, task lists, e-mail and documentation.

Message servers such as 2020 normally maintain a plurality of maithoxes 2019 in one
or more data stores sach as 2017 for each nser haﬁng an account on the server, The data

store 2017 includes mailboxes 2019 for a number of (“n™) user accounts, Messages received
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1 2 DEC 2005 that is stored in one or nore data stores associate&‘ﬁdﬁﬁgtﬂg§
corporate LAN 2006 to one or nore nobile devices 2016, 2018, through the
corporate firewall 2008 and via the WAN 2004 and one of the wirel ess

net wor ks 2012, 2014. For exanple, a user that has an account and associ ated
mai | box 2019 in the data store 2017 may al so have a nobil e device, such as
2016. As described .above, nmessages received by the nessage server 2020
that identify & (eressagecieniche0d} thenidepdfy 22wen 2gpser arcoumda meilpox, or possibly
correspondi ng nai | box 2019 by the nessage server_2020. |If a user has a

mobi | e devi ce, 28R 2ddressgespeiatd with gasery zreruny ergmagipox R Sas poraegengs eacipisat win20
and stored to the user's nmail box 2019 are_preferably detected by the

wi rel ess conne y b5 tprgdinihe oresppndipy mailepx2QE0. K a mmegsagpisiafdresgesip suiltindel 6.
This type of fungtionalify.represents a "push" nessage sendi ng techni que.
The wirel ess caFRIQESHE hutipe B gthecrpien §$ 98 R FSAEe may g sioredste a1er Hife,

in which items stored in a pmil hox 2019 are sent to a nobile device 2016,
2018 responsi v&¢ ox 2t s“{ﬁ?eﬁ‘i‘mé‘il&é%esmﬁsﬁ@eéﬂ’% OBy siae dginglecopinsispeh
devi ce, or sone conbjn%%ion of both technjiques. The use of a wreless
connect or 2028 HBERIN BRtpreaccessibled alh Pl ile U having Hacerunhep the mpssags sefaer,
server 2020 to be extended so that each user's nobile device 2016, 2018 has
access to stofBUSRESPIGLE oppiherHEentinerdn gaehawinint's Jadepx 2840.5 cal megsaging 20,
and simlar to the system of gi .1, there are several 'paths for L
exchangi ng i nf GVTEET GRRAFEER TV B} pisestolis OF o ebos0RRIOr Fagifs, FREtas: WiMeah o
LAN 2006. One ossi bl e infor jon transfer path_is through the physical
connecti on ZOZﬁeé‘ﬁé’t‘?ge‘fgc § cg‘r"rs "mﬁ?ﬁ P“H% % doms NotrsePpisk aomally gpaveies oy 2

2020, LS DL RSy e SRS SO R A (L 30,
L A N e el SR AR
oL oS58 A R o R T gl 5 S5 S
Each messaging client normally accesses a mailbox 2019 through the message sexrver 2020,
although in some systems, a messaging client may enable direct access to the data st‘ore 2017
and a mailbox 2019.stored thereon by the desktop computer system 2022, Messages may
also be downloaded from the data store 2017 to a local data store (not shows) on the desktop
- computer system 2022, ‘

Within the corporate LAN 2006, the wireless connector system 2028 operates in
conjunctior with the message server 2020. The wireless connector system 2028 may reside
on the same cbmputer system as the me'ssaée server 2020, or may instead be implemented on
a different computer system. Software imple;nenting the wireless connector system 2028
may also be partially or entirely integrated with the message ser;rer 2020. The wireless
connector system 2028 and the message server 2020 are preferably designed to cooperate and
interact to allow the pushing of information to mobile devices 2016, 2018. Tn such an

installation, the wireless connector system 2028 is preferably configured to send information
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Anot her nethod for data exchange with a nobile device 2016, 2018 %2 DEC 2005
over-the-air, through the wireless connector system 2028 and usi ng

wirel ess networks 2012, 2014. As shown in Fig. 20, this could involve a
Wreless VPN router 2032 or a traditional WAN connection to wireless

I nfrastructure 2010 that provides an interface to one or nore wreless

net wor ks 2012, 2014. The Wreless VPN router 2032 provides for creation of
a VPN connect i et islstored i gnet drmomig Hata stopee aisbiigtedMrliie e $6pBRENOIN 288512 dn of
wirel ess device 2016. A primary advantage of using a wireless VPN router
2032 is that itmemsamobilddevies 20016,-20b& tiwtneghfthe MdRNrRORPRALBIOS WAL Gh HAOWA R 2004
require wireless infrastructure 2010. A VPN connection nay use a

Transmi ssi on Co¥€rose ofthe mireless notrenrksl 2012, T0PE.| Fyr caimpls,ef usBpihadiaa i Ricoin aad
over | P (UDP/IP) connection to deliver messages directly to and froma
mobi | e devi ce 2B3Giatedmailbag 3089 instbe ¥4Nstore B0 BrmA0AD Have a mobileadvitd, akthas 2018en a
link to a WAN 2004, nornally the Internet, is a commonly used connection
mechani sm t hat #ageseébed ghoey agsseges tibasivediby che msssegenseeet Q0205tat ©entiPP 3 Suser] O
handl e the addressing of the nobile device 2016 and any other required

i nterface funct3EMat onpailepe3el9iang stersd tourtamespoR@iPmuitbop 261 Ebwihk ynessagdserve
sone inplenentations, nore than one over-the-air information exchange i
mechani sm may b&2fr Bviusedas pmobile desicponelt as 2019\ n2886es resivediby thi erERbed server
communi cation gsystemof Fig. 20 for exanple, nobile devices 2016, 2018
associ at ed wi t 2048 andstared forike usery majbre 2019GaOprafemblyidateted by thi wirsless cameomlnt S
on the nessage server 2020 are configured to operate on different wrel ess
net wor ks .2012 a¥E*R3928 and gent fothoypgeg’s mobilodevise RA162 Thi3 typeps durtSonakitPwdpresents
addressing, then the wireless VPN router 2032 may be used by the wreless
connector  systeniBhoBessesecseading tshnigien Whet Wireless comiisctoe syitert 2@28264)6 instead
operating within the jireless network 2012. The wirel ess network 2014 nay
be a different TXRRY HfPUfy fecPrigue, ik Pilish litems owdvin e mailbon 2089 arh eenitrhi thanbile
‘network, in vvhié:h. C %v\#({lﬁor'rratjon may i nstead be exchanged with a nobile
devi ce 2018 ope ?ﬂ"?%@ THPPIES @ # BIRessonigsonioomkration madpyusing thesrobdl dedces2 1

2 DEC 2005 or some combination of both techniques.

The use of a Iwireless connector 2023 thereby enables a messaging system including a
" message server 2020 to be extended so that each usé;’s mobile device 2016, 2018 has access
to st‘ored messages of the message server 2020, | |
As shown in Fig. 20, and similar to the system of Fig. 1, there are several paths for
exchanging information with a mobile device 2016, 2018 from the é'orporate LAN 2006. One
possible information transfer path is through the physical connection 2024 such as a serial
port, using an interface or connector 2026.: This patﬁ may be useful for example for transfer
of bulky PIM and signatnre-related information, data synchronization, and private encryption
or signature key transfers, as described above. In known “synchroni;;,ation”. type wireless
messaging systems, a physical path has also bcén used to transfer messages from mailboxes

2019 associated with a message server 2020 to mobile devices 2016 and 2018.
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connector system 2028 via a connection to the WAN 2004 and the wi rge?eg%{f 2508
i nfrastructure 2010. Operation of the Systemin Fig. 20 is simlar to that
of Fig. 1, described above. An e- namil nessage 2033 sent fromthe conputer
system 2002 and addressed to at | east one recipient having both an account
and mai |l box 2019 or like data store associated with the nessage server
2020 and a nobil e device 2016 or 2018. However, the e-mail nessage 2033 is
i ntended for ill ustAmilier eephod fosias: exnbange Witk aexabila dgececi016t 2048 ist grpethealr,

i nformati on between the corporate LAN 2006 is preferably al so enabl ed by
the wirel ess ctmnghttior whslsts exmR0R8 systkne 2828namil [using sdripes ®OQGks 33t 2Gidoms he
conputer system 2002 via the WAN 2004, nmay be fully in the clear, or
signed with a echayint ial Figi 2§k shis cenld imiolre eMirelppt ¥BN rdetpe?@2rmy apsitionaln®AN
particul ar nmessagi ng schene used. For exanple, if the conputer system 2002
i s enabl ed for comeetion towirslassi infpstiterg 261 0\VbharErovides an irtesface Wetnp ohmew s Jyfeeiepn 33
may be signed, encrypted, or both. The e-nail nessage 2033 arrives at the
message ser ver ngoRdks 20h2.c201det BrenWinsless NPY rovili 2032npiovidesxios crptian otha Wi |
message 2033 shoul d be stored. As described above, a nessage such as the
e-mai | nessage copedioradjrestlycthiough a spesific wizehss natworkd012 oo wirelessaleries 2QI6x A
identifier, or other type of identifier that nay be mapped to a particul ar
account or ass@oimaryeadvaniage|df oxing @ rareleys VRN rawers?(§e isdptis conddboan pifihesghell
e-mai | nessage 2033, recipients are typically identified using e-mail |

addr esses cor r 88pberginegent &hichyganid %G@ﬂ!ﬂﬁ?“@tﬁéﬁtiﬁﬁ@h’aﬂwpl%o& cpnngyign

W rel ess connector system 2028 sends or mirrors, via a wreless-network
2012 or 2014, mes¥rusep Fransmissign Centrad Brageeokover BhE CBIPher Wssr Batagram XrqtecohBVer r om
the corporate LAN 2006 to the user's nobile device 2016 or 2018,

pref er abl y uporP §EPRER)icarpesti o delivermesspgeadiracilypand frgm aggebile devipgd0 e cur r ed.
A triggering event includes, but is not limted to, one or nore of the_ 63
12 DEC 2005 If a wireless VPN router 2032 is. not available, then a link to a WAN 2004, normally

the Internet, is a commonl_y used‘ connection mechanism that may be employed by the
wireless connector system 2028. To handle the addressing of the mobile device 2016 and any
other required interface functions, wireless infrastructure 2010 is preferably used.
In some implementations, more than -one. over-the-air informaﬁoni exchange
mechanism may be provided in the corporate LAN 2006. In the exemplary communication
- system of Fig. 20 for example, mobile devices 2016, 2018 associated with users having
. mailboxes 2019 associated with user accounts on the message server 202'0,are configured to
. operate on different wireless netwoﬁ-ks 2012 and 2014. Jf the wireless network 2012 supports
IPv6 addressing, then the wireless VPN router 2032 may be used by the wireless connector
system- 2028 to exchange data with any mobile device 2016 operating within the wireless
network 2012. The wireless network 2014 may be a different type'of wireless network,
however, such as the Mobitex nétwork, in which case information may instead be exchang;ed

with a mobile device 2018 operating within the wireless network 2014 by the wireless
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fol | owing: screen saver activation at a user's networked conputer?{y$E€m2005
2022 di sconnection of the user's nobile device 2016 or 2018 fromthe
interface 2026, or recei pt of a command sent froma nobile device 2016 or
2018 to the ho:st systemto start sending one or nore nessages stored at
* the“host system Thus, the wireless connector system 2028 may detect

triggering events associ at %g w th the nessage server 2020, _such as receipt
of a comand, B B&frt HWERSUGS Vo eonpretignotoktael VoA 3004 mdsthe wimisss 2R ructure
including the sgreen saver and disconnection events described above. Wen
W rel ess accesz {00 corporate data for a nobile device 2016 or 2018 has been
activated at the LA@I 2(2106 ttnor exanpl e_when the wireless connector system
2028 detects the occutreReE Sﬁsﬁqgﬁlﬁfg%@isﬁ{jﬂlb"‘v@rﬁatpéﬁgal,ldmm@ aboiey iAnee-
user, data iteQs:s GL t}e user are preferably sent to the user's
mobi | e device. I'n Ig‘lfsgaé ?ﬁ%%?‘% o f%’ﬁec"E’P\’FE’i FYsteRs WG eand ogigressad st Iegsttdnat a
triggering evépe[- $ R(fne et ect ed ‘i‘he_ arrival of the message 2033 at the
nmessage server fg’%% P2 &2?0 £L 8EORYA 2R mpflipos 2042 or Ht Arte siore @wta@ﬁvﬁgiﬁi&goxes

[ ' Qr . ex le,. b nitoring or querying
2015 assoct at ol ueet HEE RO S FRRE Gups SuyBer 08 Hopermain o gussen 152

i .server, then_the wreless connector sys:
gggg Imflyar egAi ggs g@%ﬁ%id%’gslﬁgg%vgfﬁg’?sﬁr%&d eBFh%b?ﬂ ehes Sypes Qf/Elet Qfag::tlaﬁ?i .
[ [ ] (MAPI) tq thereby receive notifi

ahen & new mes Sanect U Afkerllt EMYO08 & preffdbiy Sy e wasies Femseretnems
the e-mai |l nessgge 2033 is to be sent to a nobile device 2016 or 2018, the
Wi rel ess connector system 2028 preferably repackages the data item as

M i i b iml for any

avai [able transt ot pacal e 20kS Ung B Forn stan glpiache SYAN 20001 0
ither t ' Lof L.ur 10 or t wi rel ess VPN router

2032, For oxant oot e Seoe sbfb d3BREHTLF et bensbee mifonhoohprresssvena

d, eit ~af.le n epacka, d_at 2034, to thereb
of ettt vel y pr oe BB feileind shitins Woid ol SRBRE R B cPuptigpvin Seppge cnabled

) . . eas
Compr essi N 1 eiuga tAAsIAIHEA SRR & 0h O SR dnlsliGe RIT 405 b IELEE
encryption ensures 64 1 2 C 2005 ‘

encrypied, or both,

The e-mail message 2033 arrives at the message server 2020, which determines into
| which mailboxes 2019 the e-mail message 2033 should be stored, As described above, a
message such as the e-mail message 2033 may include a user name, a user account, a mailbox
 identifier, or other type of identifier that may be mapped to a particular account or associated
m;ilbox 2019 by the message server 2020, For an e-mail message 2033, recipients are
typically identified using e-mail addresses corresponding to a wser acconnt and thus a
mailbox 2019, |
“The wireless connector system 2028 sends or mirrors, via a wireless network 2012 or .
2014, certain user-selected da-ta items or parts.of data items from the corporate LAN 2006 to
the user’s mobﬂe device 2016 or 2018, preferably upon detecting that one or mors triggering

events has occurred, A triggering event includes, but is not limited to, one or more of the
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confidentiality of any nmessages or other information sent to nobii ¢ HEViI Hgs
2016 and 2018. In contrast, nessages transferred via a VPN router 2032

m ght only be conpressed and not encrypted, since a VPN connection
established by the VPN router 2032 is inherently secure. Messages are

t hereby securely sent, via either encryption at the w rel ess connector :
system 2028, which may be considered a non-standard VPN tunnel or a

VPN- | i ke connedelioping ofcreemx savpd @ctivation has WPhber'o ub@worRB Xompatenodybtbre 4832, ces
2016 and 2018. Accessing nessages using a nobile device 2016 or 2018 is
thus no | ess sdsaimaedtionnaf he oers's mobildsvice GREGor2018 frem theANeZ@0 802 brgediptef
deskt op conputer system 2022. When a repackaged nessage 2034 or 2036
arrives at a maisPinmagiesghicieony @mgbiler depigg 8016 or 2818 th éhediostslywes to statr sasdingiatewr e
2010, or via the wireless VPN router 2032, the nmobile device 2016 or 2018
renoves the outeare alegages siored @ dechaspeysteno nThtsethe eyimbirngudeats sysiere 2008 hapr
2036, and perfornms any required deconpression and decryption operations.
Messages sent fipleeh BigpasiBE | cverte wisodiated MEthothe X0es8aga redrvar] 89295 sealk 2soreosipt off a
more recipients are preferably simlarly repackaged, and possibly

conpr essed and © PRtk eRePT 1R nenwhed)%@wutsy%fs@m 20Rhinclading the sdrge s2G:06.
The host system may then renove the el ectronic envel ope fromthe repackaged
nessage, decryphd iaongeionsreatssdaseribefmbaveg cWhen wirslesseagcess tal corperate datacfor a
nmessage to the addressed recipients. Fig. 21 is a bl ock diagramof an

al ternative exdighladgvice 2Ueran 70L& brobeenyasiivated atrihe HANCIP0G, for prample when the
communi cations are enabled by a conponent associated with an operator of a
Wi rel ess net wor'kreless canmeipr systen; 2928 detects fhe eppwresgs pha tiggerdng eveathfsy sanobile
system 2002, WAN, 2004, a corporate LAN 2007 | ocated behind a security ,
firewal | 2008, JR8FHRFH Sgpitpms whected Ry tha $eer gretniplerabiy aent toghepseds mekilerievigp ik
2011, and nobi ltﬁ devi ces 2013 ,and 2015. The  conputer system 2002, WAN
2004, security T FRafRle|of Si5emailmessags 2033 pywminggby a wsgerns evgpidas beppdetected,
mai | boxes 2019, and. gP rout er 2%85 are substanti al lépt'he sane_as the
simlarly- | abdPt BEVETOUR MR8y 1035 gt the guesaghestrarr 20208 deteried bpither wireless
2035 conmmuni cates wth the 55 etwor k operator-jinfrastructure 2040, it
need not neces 5’3;2{1?% Bstem 32 'eF@é ay bR 2¢gppashest,for gyample, by monitoring or querying

mailboxes 2019 associated with the message server 2020, or, if the message server 2020 is a

Microsoft Exchange server, then the wireless connécfor system 2028 may register for advise
syncs provided by the Microsoft-Messaging Application. Programming Interface (MAPI) to
thereby receive notifications when a new message is stored to a mailbox 2019,

| When a data itc:ﬁ such as the e-mail message.2033 is to be sent to a mobile device
2016 or 2018, the wireless conector system 2028 preferably repackages the data item, as
indicated at 2034 and 2036. Repackaging techniques may be similar for any available
transfer paths or may be t;lependent upon the parﬁcdar transfer path, either the wireless
infrastructure 2010 or the wireless VPN router 2032. For example, the e-mail message 2033
is preferably compressed and encrypted, either before or after being repackaged at 2034, to
thereby effectively provide for secure transfer to the mobile device’ 2018, Compression

reduces the bandwidth required to send the message, whereas encryption ensures
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system of Fig. 21. The network operator infrastructure 2040 enableg BEC Z(05
wreless informati on exchange between the LAN 2007 and nobi |l e devi ces
2013, 2015, respectively associated w th the conmputer systens 2042 and
2052 and configured to operate within the wireless network 2011. In the

- LAN 2007, -a plurality of desktop conmputer systens 2042, 2052 are shown,
each having a physical connection 2046, 2056 to an interface or connector
2048, 2058. -A winfiddntality comyendsapessy stteni@@hdsion2efdo dblPevakd 0 6QRd 0618l N
conjunction with each conputer system 2042, 2052. The wi rel ess connector
systens 2044, 2p3antzase mepsagds spansfaretivia WVPNIremer 2067 akght Giily b6 ¥ert8ds@D3R not
descri bed above, in that it enables data itens, such as e-mail nessages and
other itens tREFYARS sicor dFN ourrsiidhoeblsh2dbPthe ¥FN passiodD ¥s idinkaily ke,
stored in a local or network data store, to be sent fromthe LAN 2007 to
one or nore nobMpsagse aechaelyOeoirelp Ods, vid ritier guerypliin Athe wéklesd doandeek Wokdmn
operator infrastructure 2040 provides an interface between the nobile

devi ces 2013, 2%28. which Ay be APpsEOGE 2 nhw-stbdavd VPYtemmt bom VEN-likecosyesticanior
shown in Fig. 21 will be described belowin the context of an e-mail
nmessage as an i ¥PWBEr et the ¥PN ravip 203200 mebile tevides 801G net20bhy Abesseyihessares
mobi | e device 2013, 2015. Wen an e-mai|l message 2033, addressed to one or
nore reci pi ent sUsHg\A Bebilsleviee dQiftor 2018 isHbusmosls® gecusethme scc20RH mailboxee arthy ed
by the message server 2020, the message, or possibly a pointer to a single
copy of the nesksdlje0ltusingdheidsskiopcomputar sysre2B2% or data store, is stored
into the mail box 2019 of each such recipient. Once the e-nmail nessage 2033
or pointer has beerVitdrerackagehmpssraeifRd 202B6 aitivenatys pohilkalevitd 2016er 2018,
accessed using a nobile device 2013 or 2015. In the exanple shown in Fig.
21, the e-mail Velsaywlestiatrasmenis20H0. £7diadkeswiteless VENgouter032 dhenoBiR Iddvice
associ at ed vm'th%g%th ﬁskt op conputer systems 2042 and 2052 and thus both
nobi | e devi ces 3T ZRY BH9Ys trePuiy clsetrdnigeelnge fror dhe repdckiged message 2034 o

wi || appreciate Osgomguni cation network protocols. comonly used in wred
networks such a®-PHECERIPEYERY Lo depprapregaiqn 20 decaipliom eperations. Messages sent

from a mobile device 2016 or 2018 and addressed to one or more tecipients are preferably
similarly repackaged, and possibly compressed and encrypted, and sent to a host system such
as the LAN 2066. 'The host system may then remove the electronic envelope from the
repackaged message, decfypt and decompress the message if desired, and route the message
to the addressed recipients.

Fig. 21 is a block diagram of an alternative exemplary communication system, in
wi:ich wireless communications are enabled by a component associated with an operator of a
wireless getwork. As shown in Fig. 21, the system inchides a computer system 2002, WAN
2004, a corporate LAN 2007 located behind a secusity firewall 2008, network operator
infrastructure 2040, a wireless network 2011, and mobile devices 2013 and 2015. The
computer system 2002, WAN 2004, security firewall 2008, message serve;- 2020, data store
2017, mailboxes 2019, and VPN router 2035 are substantially the same as the similarly-

labelled components in Fig. 20. However, since the VPN router 2035 communicates with the
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suitable or conpatible with wirel ess network conmmuni cation protdc@ BEDsHiES
wthin wirel ess networks such as 2011. For exanpl e, comrunication

bandw dt h, protocol overhead and network |atency, which are prinmary
concerns in wreless network communi cations, are less significant in wred
net wor ks, which typically have nuch higher capacity and speed than .
w rel ess networks. Therefore, nobile devices 2013 and 2015 cannot nornmally
access t he dat aetverloomera®d infragirucbue LGAO, it heedmet noedsardp be awaelessifiNastten ot the e
2040 provides a bridge between the wreless network 2011 and the LAN 2007.
The networ k opewsitmof Figf 2hsTheiottwek pendr dfmasinetira 20ddinkblesdwiréiess ifoaBtio 015
to establish a connection to the LAN 2007 through the WAN 2004, and may;
for exanpl e, bexclopga baregtnishe HANOKEY andmobile déwceni2PB), @AL5, mespontivdly 2G0diaigd  a
service provider that provides wreless conmunication service for nobile
devi ces 2013 arwitlpthe Sompierasypiams 204 end 2052 tandncorfigurrdip |operdie\withen 1o 1Wireleg 15
may establish a conmunication session with the network operator

i nfrastruct ure DeoAEk 38ilngndhenlAN| 208% anplumality lof desiinpt copIPBleT BFiTER 204 RBFY are
schene, preferably a secure schene such as Wrel ess Transport Layer
Security (W S)shamereafinhayingsa psicahesnnestion 26, R0%oierf ﬁnd@m‘fg@l or eoRRpctr 2048,

w rel ess web browser such as a Wreless Application Protocol (WAP) browser.
A User may t horPOSBqdcuireiiss RPTORPF SYRPm 254 GDHLIS OBFAENE qor s I8 EmERIELRN Wieh siEh S
in the software residing in the nobile device) any or all information, or
just new i nf or nempBier systel 2842, stored in a mail box 2019 in the data
store 2017 at the LAN 2007. The network operator infrastructure 2040 then
est abl i shes a connedip dyirelsss snueqternsyfipinn 284442084 emssimilyindhe Srelsssseampeciaysy,
2054, using Secure %&eertext Transfer Protocol (HTTPS) for _exanple, if no
session has al r #8685 9ekdeseibed phove e that ingnables Jata itgmss 86l pyermplh Mpisagss ppother
networ k operator infrastructure 2040 and a w rel ess_connector system 2044,
2054 may be rra’d@s\/tp%{a&5(“9'?51’é‘é‘l‘mﬁmsegﬁnéﬁﬁﬁbl&ﬁatPHP%W?%aWWBW@F

2QB5 if avail able. Wien_ tine, 67 del ays between receiving a re‘azuest froma
mobi | e devi ce 28809 Be sentirera e JeY qPP7 e Sip ¥ are mobile devices 2013, 2015, In Fg,

21 hqwever, the network operator infrastructure 2040 provides an interface between the
mobile devices 2013, 2015 and the LAN 2007. As above, operation of the system shown in
Fig, 21 will be described below in the context of an e-mail message as an illustrative example
of a data item that may be sent to a mobile device 2013, 20i5. -

‘When an e-mail message 2033, addressed to one or more recipients having an account
(;an the message server 2020, is received by the message server 2020, the message, or possibly
a pointer to a single copy of the message stored in a central mailbox or data store, is stored
into the mailbox 2019 of each éuch recipient. Once the e-mail message 2033 or pointer has
been stored to a mailbox 2019, it may preferably be accessed using a mobile device 2013 or
2015. In the example shown in Fig. 21, the e-mail message 2033 has been addressed to the
mailboxes 2019 associated with both ‘desktop compute'r systems 2042 and 2052 and thus both

" mobile devices 2013 and 2015.
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information back to the device are to be mnimzed, the network &&Eﬁﬁ:o%%
infrastructure 2040 and the wirel ess connector systens 2044, 2054 nmay be
configured so that a conmunicati on connection renains open once
established. In the systemof Fig. 21, requests originating fromnobile
device A 2013 and B 2015 would be sent to the wirel ess connector systens
2044 and 2054, respectively. Upon receiving a request for information from
t he networ k oper at orAsi tibseaskiledc e 2040311 apppéci@d, EBHmMUERRAC héork Y Sib&Rds
2044, 2054 retrieves requested information froma data store. For the e-
mai | nmessage 2038umanhieused ik vgsd netentke e assis LAM 207 4nd/30H4 WANI408Y 68 dohe
e-mai |l nmessage 2033 fromthe appropriate mail box 2019, typically through a
nmessagi ng cl i ensuitgiie pegompefitilswit eirelessoteivantk voritutidadors HOTUSLE Gse8 SR iZ04S , |
2052, which may access a mail box 2019 either via the nmessage server 2020
or directly. Al neiwerks pueblay 208l wFeet:amplec onmanti@rios yaidemmtt Gdstoco? Qobhdad and e
configured to access mail boxes 2019 itself, directly or through the nessage
server 2020. Al Besworkisency.dtich are primery dontemsrie wveleds ieaak Sdmh@Ecasibng A fesk O
the data store 2017 and |ocal data stores associated with each conputer
system 2042, 208gnifigealinjeirednetisngksy wbichdypiellyitmed mach highuneaphy sybipesd 2044, -
2054, and thus to a nobile device 2013, 2015. |If the e-mail message 2033 is
addr essed to t h¥irges seffyerks cFieesfora.guaiin tisvices 20M8iahd 2006 SanrdOi@maisscdsathe datni t h
both conputer systens 2042 and 2052 and devi ces 2013 and 2015, then the
e-mai | nmessage $0r830Nedireptly. Jbametwork dperatre infostuctie?040 providas & Brdge bertvesreth@ 040
as shown at 2060 and 2062, which then sends a copy of the e-nmmil nessage
to each nobile WBYPE&ctyorkP0lhsnd RN 28. i ndi cat ed, at 2064 and 2066.

I nformati on may be transferred between the wreless connector systens
2044, 2054 and the r8¢ REMekoprerateroinfrpsimetyrst 2040 teuabdes 2010bils device| 200%r2085 to
connection to the, WAN 2004 .or the VPN router 2035. Wen the network
operator i nfra&aPia soanestiomtohadiN 2097 dongh e WA 2004 cdnd ysayc fom exetply, be
systens 2044, 2054 and the nobile devices 2013, 2015 via different .
protocols, tr an%ﬁ‘*&fﬁ% Boeresar o dherrirelps netvotlo PR dorGBselwicet providertthad ipkovides
-operator infrastructure 2040. Repackagi ng techni ques may al so be used

bet ween the wi r‘éﬂ%{%sé CUBHEEg © %"cf@ﬁﬁ"’?%éf’&‘,’l@@gﬂ-" #R@OLh dn aenikbased systemas or .

infrastructure mobile device 2013, 2015 may establish a2 communication session with the network operator
infrastracture 2040 using a wireless network compaﬁble communication scheme, preferably a
secure scheme such as Wireless Transport Layer Secarity (WTLS) when -informaﬁon" should |
remain confidential, anci a wireless web browser such as a Wireless Application Protocol
(WAP) browser. A user may then request (through manual selection or pre-selected defaults
in the software residing in the mobile device) any or all i-nformaﬁon, or just new information
for example, stored in a mailbox 2d19 in the data store 2017 at the LAN 2007. The network
operator infrastructure 2040 then establishes a connection or session with a wircless
comnector system 2044, 2054, using Secure Hypertext Transfer- Protocol (HTTPS) for
example, if no session has already been established. As above, a session between the
network operator infrastructure 2040 and a wireless connector system 2044, 2054 may be

- made via a typical WAN conrection or through the VPN router 2035 if available, When time-
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2040, and between each nobile device 2013, 2015 and the network opérafor

I nfrastructure 2040. Messages or other information to be sent froma

nobi | e devi ce 2013, 2015 may be processed in a simlar manner, with such
information first being transferred froma nobile device 2013, 2015 to the
network operator infrastructure 2040: The network operator infrastructure
2040 may then send the information to a wirel ess connector system 2044,
2054 for st or adfdays Retyespreohase PBaEstinm amobilegdeyict 2013n3015 duft dsdizeis requested
reci pients by the nessage server 2020 for _exanple, or may alternatively
del i ver the i nfBfometiosbaskiothedeyitd rreds beiminiwizpd. dhetnstworkh epesdteninfragesture p840on
of the systemin Fig. 21 relates to pull-based operations. The wreless
connector syst efis b wirelessgonnegior syskrns 204430 Bpbeasanfigired soatbatra gommuaicaton
instead be configured to push data itens to nobile devices 2013 and 2015.
A combi ned pushfREFILON BHNANE PPFonge &pbHU8A| bl e. For exanple, a notification
of a new nessage or a list of data itens currently stored in a data store
at the LAN 2007 coulldthssypemebHigt ol zequpsts qrigingdng fsam pohile devipg A201§p1dch 204y
then be used to request nessages or data itens fromthe LAN 2007 via the
net wor k oper at oP"’Flﬁftfea%"PT' iR fthr @irplessoconpsctorpiyptpras @844 ards 2835 gespentisely.wi Ppon
user accounts on the LAN 2007 are configured to operate within different
Wi rel ess net wor ReSEIVIRR & sequest for ipfompation frpmthaorarwork gperetoringrsstrueiars 3840n & aireless
-wireless network infrastructure conponent simlar to 2040. Al though
separate, dedi cSRUBEFIQ YEFR 2044 ARt ETRveQesid informatiomizon aqfate sigse whorr the e-
each conputer S\é&sq_hem 2045 2052 in the system of Fi g 21, one or nore of
the wirel ess cORHEEsBES 433, Ureviziay conpestor syuigm R4S PuElierss theotriipih greesass: o
operate in conj tion wth nore than one conpufer system 2042, 2052, or
to access a dat ggét%%“ﬁrapﬂﬁ’i@%wwmgs%ﬁ@dt%“&hﬁww elicahoRsFRéing in

conputer system For .exa e, the wrel connector system 69_2 DEC 2005

2044 my bo gr APEGCAE BUR 1B SoPRES PR Ys 2004 Y0 aeeoth BRINEOLHALA,

compuL e Sy St ey 208 Lot feler SOMP Y Bloc SARIRARSS, & MR oty shta 2™
2054 may be'configured Fd access mailboxes 2019 itself, directly cor through the message
server 2020. Also, other data stores, both network data stores similar to the data store 2017
and loéal data stores associated with each computér system 2042, 2052, may be accessible to
a wireless connector system 2044, 2054, and thus to a mobile deﬁce 2013, 2015.

If the e-mail message 2033 is addressed to the message server accounts or mailboxes

2019 associated with both computer systems 2042 and 2052 and devices 2013 and 2015, then
the e-mail message 2033 may be sent to the network operator infrastructure 2040 as shown at
2060 and 2062, which then sends a n':opy' of the ¢-mail message 1o .f:-.ach mobile device 2013
and 2015, as indicated at 2064 and 2066. Information may be transferred between the
wireless connector systems 2044, 2054 and the network operator infrastructure 2040 via
either a connection to the WAN 2004 or the VPN router 2035, When the network operator
inﬁ'agtructnre 2040 communicates with the wireléss connector systems 2044, 2054 and the

mobile devices 2013, 2015 via different protocols, translation operations may be performed
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2013 or B 2015 nmay then be processed by the wirel ess connector syis?di2d435
This :configuration nmay be useful to enable wreless communi cati ons between
the LAN 2007 and the nobile devices 2013 and 2015 without requiring a
desktop conputer system 2042, 2052 to be running for each nobil e device
user. A wireless connector systemmay instead be inplenmented in
conjunction with the nessage server 2020 to enable w rel ess

conmuni cat i ons. b¥Fihg. neprork epegatiyl infristaibtagr 2080.0fRepAREHGY te@hrﬁ«?fe@?&agVa?so be used
comuni cati on system The system includes a conputer system 2002, V\AI\Si
2004, a cor por akeEVeearhevindess orataet sygbmn2bdd, 2058 aHd 'thbmetf“ioﬂﬁ%ﬁkaltorgﬁ%mﬁﬂe
access gateway 2080, data store 2082, wreless netwrks 2084 and. 2086,
and nobi | e devi?%8 2ddeweeriezb Wil devidec2OLAN0ZD AR the REweATTYLE: 1SSk SMre
2002, WAN. 2004, security firewall 2008, nessage server 2020, data store
2017, mai l boxesmf@lg, -deskt op computer system 2022,. physical connection
2024, interface or connector 2026 and VPN nuter 2035 are substantially the
sane as the correspdffaiay aahsoinformstices deistedronab aibile Jvie 2003901 VRLLYAY
2080 and data store 2082 provide nobi'l e devices 2088 and 2090 w th access
to data itens SHMEWd i 2 siblar mppneg (Gth sheh BfqmatR@ firg Bolng et FEr=adTRRAE S bbile
system 2078 operates on or in conjunction with the nessage server 2020,

al t hough a wi r e16%€g 2013, 3083 tte rthes yesworn opaatar rishrastdetape20d0.e THS MbwdrE operator
conjunction wth, one or _nore deskto conput er systens in the LAN 2009. The
wi rel ess connedPSPTEsREe 20 marghen ssud e infarmmtiata a Sfielessfonsbaton syste DS 120520 -
at the LAN 2009 to one or nore nobile devices 2088, 2090. These data itens
preferably i nclifudorase pamailhex2029 and detivarp th dny addredstriresigie R BPthi Mebige Gaven
store 2017, asvﬁsﬁ{)ﬁ, a;fsagfpgsi bly other items stored in the data store 2017
or anot her net okt B BayAltemativslyalelivi the informatonlo the addpspditeeipieasst em
such as 2022. 70 12_1%(%20 5 As described above, an e-mail nessage 2033
addressed to one or “RpfRPVE BEFHRESR OF the ¥sannip B 2 aclatesto mill-taked oparsismge The

server 2020 and .received bry t he msssaU%e server 2020 may
: WHEIess connectorsystems 2044, 2054 and the network operator infrastructure may instead

be configured tq push data items to mobile devices 2013 and 2015. A combined push/pull
system is also possible. For example, a notification of a new message or a list of data items
currently stored in a data store at the LAN 2007 could be pushed to a mobile device 2013,
2015, which may then be used to request messages or data items from the LAN 2007 via the
network operator infrastructure 2040,
If mobile devices associated with user accounts on the LAN 2007 are confignred to
" operate within different wireless networks, then each wireless network may have an
associated wireless network infrastructure @mponent similar to 2040,

Although‘ separate, dedicated wireless connector systems 2044, 2054 are shown for
each computer system 2042, 2052 in the system of Fig, 21, one or miore of the wireless
connector systems 2044, 2054 may preferably be configured to operate in conjunction with
more than one computer system 2042, 2052, or to access a data stdre or mailbox 2019

associated with more than one computer system. For example, the wireless connector system
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be stored into the mail box 2019 of each such recipient In the syﬁt@nﬁ%ﬁ 2005
Fig. 22, the external data store 2082 preferably has a simlar structure
to, and renmins synchronized with, the data store 2017. PRd information or
data stored at data store 2082 preferably is independently nodifiable to
the PINI information or data stored at the host system In this particular
configuration, the independently nodifiable information at the external
data store 20820#hwpay beogrented ascesy Hcthe Bailbozes 29 afsociated witabath the obmpiter systamor es
associated with a user (i.e., data on a nobile device, data on a personal
conmput er at hor842 ang the semuus syRT 303% cRaapegts fer daty itemirem sifhes mobil devideah
may be acconplished, for exanple, through updates sent to the data store -
2082 by the wi i385 B dhdompn thegyher eracesssdhyathe ceiraless igontestar pysieay 9dts, Thiach
time an entry in _the data store 2017 is added or changed, at certain timnes
of day, or wherPoREgUFAtigR &Y B veshd to poqblesitpdess pymmppicafipnsatcen beJAN 260ondr g
conputer system 2022, at, the data store 2082, or possibly by a mobile °
devi ce 2088, 2duompbilesisyrest2043 art ¥l WidipRparisuEg(iesliop omutes SYstet 204R 62052
e-mai | message 2033 for exanple, an update sent to the data store 2082 sone
time after the '®befRINmEoE sahomoiieFeyige pEg.cid Firelgady CONRREIOE SYSEm HYY instrad be
message 2033 has been stored in a certain mailbox 2019 in the store 2017,
and a copy of tifglemgnipd;jn Rouivacionwwith S snessaes eove 262 rossasl nyjireless
storage area in the data.store 2082. ‘When the e-mail nmessage 2033 has been
stored in the fYMEBYKEN8019 corresponding to the nobile devi ces 2088 and
2090 for exanple, e re copies of the e-mail nessage, indicated at
2092 and 2094 in Fi &‘?g- 351s argi?qk@m%frﬁmw dipatiie SPAUMGALOP SYSRIn o FRfi SyEfem

storage areas or i | boxes in the t ore 2082. As shown, updates or
copi es of stor e‘a"i{‘T‘%‘F&r??ﬁH“Wﬁ SYSPIR ﬁg&dﬁ st B ea serpomaipel, AN 200 Jcated, beljpd 2

data store 2082 vi tion to. the WAN 2004 or the VPN router 2035.
For -oxanpl e, 1 M) FEBL0, A ers EvEyet AR ABperort o oeimes AR GPIAR; o
i nf ti t in.th t 08 ' HTTP t t.
At or nati vel v, DoEcE Boe Pt 2088 it 2 e T bto e GompbR e iPE
Sockets L _be. used killed ipnthe art will i
that o s ol e Dapy SR il R 008 et nmrled A Yo AR AT

data store at t&?kt%ﬁb‘%rgpqge% system 202;‘2,‘physical‘ connection 2024, interface or connector 2026 and

VPN router 2035 are substantially the same as the corresponding components described
above. The access gawway‘20$0 and data store 2082 provide mobile devices 2088 and 2090
with access to data items stored at the LAN 2009. In Fig. 22, a wireless connector system
2078 operates on or in conjunction with the message server 2020, although a wireless
connector system may instead operate om or in conjunction with one .or more desktt;p
computer systems in the LAN 2009, | |

The wireless connector system 2078 provides for transfer of data items stored at the
LAN 2009 to one or more mobile devices 2088, 2090. These data items preferably include e-
mail messages stored in mailboxes ﬁ019 in the data store 2017, as well as possibly other
iterns stored in the data store 2017 or another net'work data store or a local data store of a

computer sy_stem such as 2022,
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may instead be sent to the data store 2082. This copy of the datia?iffm2iid
could then be stored either in nore than one corresponding |location in the
data store 2082, or a single copy nay be stored in the data store 2082,
with a pointer or other identifier of the stored data itembeing stored in
each corresponding location in the data store 2082. The access gateway 2080
Is effectively an acgggs%gtform in that it provides nobile devices 2088
and 2090 with access“t§° 20 &R Sreaibmessage PR3 adrasset orame 20 dibrd R ighSits
configured as ah% sour ce acce%si ble on the WAN 2004, and the access gat eway
2080 may be an VTR Br hvimReseReceen20Rhaduesived by the mpliapeseelen 20285n:3088
and 2090 may CO%QEt%}ediﬁtc? the.V\Al\igié)O4. A WAP browser or other browser:
conpatible with the W o i sailhox R%eacwwalﬁ@wd@ﬂlemm}em bitfrig 122, ths egernsl
access the data 2. .Which is synchronized with the data store
2017, and downl 5 géﬁozﬁggpﬁfgf@yma%ﬁﬁ’mélﬁ FHEFIS R, GRdemels kynclponizalspithy Sevdatat 0
a request fromg.l i7l %H&ev' ce 2088, 2090. As shown at 2096 and 2098,
copies of the e-mmil HessadhoBH4an of f% Hog at datrosterd 2082 piivferalityt ia islepanderl7,
may be sent to QiR [ deyi ce 2088 and 2090. A data store (not shown)
on each mobile g%w cegﬁ%%iﬁ% OFfRioR e daiR piasd atstm digstovystered Imitishparticular

portion, such ag L.l bax .2019,. of a ta store 2017 on a corporate LAN
2009. Changes tom%gnog(%’g])éd%‘%’%’ge%t“&’ agle dnfppmation p theyptymad datp efotee2082 dhaiyn

the data store 7. 42 12 _DEC 2005 WHAT | S CLAI MED AS.THE
| NVENTI ON | S: |§fag’%§2n?§§g%‘gg’%‘e or \%Zl? Bﬁluﬁb‘ty 1ORf8 Ftoge assopiated mithiahsersiie.odaf onn

encrypted nessaggpdd 3.3 t systemnbefore the nessage is transmtted to a
wi rel ess nobile com’ruéralulc?:’gtﬁ)1 |§"lo°r111 2 rond COMmBRY 2t hame, dats 4t the gaporapJ28Y, etat o Fhis

met hod conpri si AT f .eceiving at the host system an
encrypt ed rressag’gmf rorrz%()El gf??r%g%g&é&}sn@%%ﬁﬁ f{"i@f%-mPlfQEh’%@}lP%MrS@g%@et@teastore

plurality of messRas #he r ncr, ed nessage including an
encrypted nessage %Sydy gﬁﬂgﬁﬁﬁnenﬁ%t%%%g@%Zi%ti"ﬁﬁm’?(@’j’i‘ef‘%m@&@hc g freemmydsage

receivers (b) timedskible 2097 8 HEAYE aﬂngeid,zzg certain times of day, or when initiated at the LAN

2009, by.the message server 2020 or a computer system 2022, at the data store 2682, or
| possibly by a mobile device 2088, 2090 through the acc-ess gateway 2080. In the case of the
e-mail message 2033 for exami:le, an update sent to the data store 2082 some time after the e-
mail message 2033 is received may indicate that the mess‘age 2033 has been-stored in a
certain mailbox 2019 in the store 2017, and 2 copy of the e-mail message will be stored to a
corresponding storage area in the data store 2082, When the e-mail messﬁge 2033 has been
stored in the maﬂboxef: 2019 corresponding to the mobile dévices 2088 and 2090 for
example, one or more copies of the e-mail message, indicated at 2092 and 2094 in Fig. 22,
will be sent to and stored in corresponding storage areas or mailboxes in the data store 2082,
As shown, updates or copies of stored information in the data store 2017 may be sent to the
. data store 2082 via a connection to the WAN 2604 or the VPN router 2035, For exampie, the
Wireless connector system 2078 may post updates or stored information to z; resource in the

data store 2082 via an HT'TP post request, A.ltemativelsr, a secure protocol such as IiTI‘PS or
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encrypted nessage to a wirel ess nobile comunication device (100, $4223c@ 108
2016, 2018) characterized by the host system conprising a nessage server
system (40, 405, -2020) configure to maintain a plurality of mail boxes
(2019), and the steps: (c) storing the received nessage to a mail box (2019)
corresponding to at | east one of the nessage receivers; (d) determning by
t he host system whet her any of the nessage receivers has a _correspondi ng
Wi rel ess nmobi | SCEBFRATKeE e (Sall ek be 1879, Thpse skilled inhe gt wilh spyecigtaifiithy a
single address with the ssage receiver and if sq, for_each nessage
receiver that FH§eFOPEBY% A BHRYSAGIHR Pefedla opsripqaBon i Ade SHt pidhe A 2089
(100, 412, 414, 2016, %Olglé’ élo e)tgenerate a separate reduced size encrypted
message cont ai TGRS DRSS 1y e G §iomel8e h d s SRRt 9 fhedata ks PO 1her Do RPFd s or
t he respective nessage receiver, whﬁig_le' n a msglsggtg re%gi ver information
field of the meSBHIRIRNDAN e FETeROPAnE IRCAEAB IR te d2a StorPOR L P ¢ §ingle copgdnay b

of Colaim 1. whetRrh i iretiet dire oFEth SR8 aiofiey S8 o Gertgh ooBasiamS e dp iy Pe og
I i h t f I i Kk th th
The. ancrypted S SR PuptE it BRI EE o v er *n order to form
t he reduced sized crcy t ed nmes e. J3...The net hod &f claim.1, erein the
step of generating gﬂ? 8&858&8‘38?3’2@%@&%#{3%@@@ angecess, glationgh it thatdbproyy ?Ss‘{‘%%‘eof
for t ho'r espectiF v 28358 DA wiiG Beeebt oo ahe psma G0 1 e daa S DR
i ted . 73 12 4. T h laim1l, wh h
eneryptod Seesi SRARAH 5. ens ficamir gy AN apfh Eiddhe bests g ARG ey ve
i , d I ; adi i bi |
Communi cat i on dBA A TRY VAP Alex sl trdigh i Rote dRdre D SECaPY Bk egrassta

an to the WAN 2004. A WAP browser or other browser compatible with the wireless networks

2084 and 2086 may then be nsed to access the data store 2082, which is synchronized with
the data store 2017, and downlbad stored data items either automatically or responsive to a
request from a mobile device 2088, 2090. As shown at 2096 and 2098, copies of the e-mail
message 2033, which was stored in the data store 2017, may be sent to the moi)ile devices
2088 and 2090, A dafa store (not shown) on each mobile device 2088, 2090 ﬁay thereby be
_syhchmnized with a portion, such as a mailbox 2019, of a data store 2017 on a corporate

LAN 2009. Changes to 2 mobile device data store may similarly be reflected in the data
stores 2082 and 2017.
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associ ated private key. 5. The nethod of claim 1, wherein the encfyphied sane
nmessage is a nessage that has been signed and then encrypted, and qu?héwd
i ncludes an encrypted digital signature; and the step of generating a
reduced size encrypted nessage conprises the step of generating a reduced
si ze encrypted nessage containing the encrypted nessage body, the

encrypted digital signature and the encrypted session key for the nessage

receiver. T | i ein; the encrypted nessage further
conpri ses%#@&%&ﬂﬁ%m&?ﬁﬂﬁﬁf ormation; and the step of
generating a reduced size encrypted nessage conprises the step of

generating a reduced size encrypted nessage containing the encrypted
message bbdy, 4 Hessaghoryatdieg megpd af redpejnathersize afiie eaprypipgmesgsage at a

si gnat ur ggsedyateRithelrdt _‘Iﬂ_{ﬁﬂﬁéés i@ﬂ%s&rhl?ed_etﬂcég—&ﬁ?&mﬁg rmo.%ﬂé SbRRuENidhHevihe first

nessage receiver. 7. e nethod of claim1, ein the encrypted nessage
is a Secudeld.Ml2.t4181206s3018), theemethed ddmiprisEgtlorgipsng e- mai | nmessage. 8. The

nmet hod of cl ai . rein rypt ed ssage LS encrypted ac ding to
Pretty Good Prg%%g?mg.apﬁer}rlé%gyg%% }ére AP R FIeay e %ﬂ?fﬂo@e%%?ﬁg?aﬁeéfﬁ%e si ze
of an enciklyflBdddressdgen ploralitst sfamsmrigs sécdivetsptha endrigbemsssagdintiading an

communi cation device,.the system conpri.sing: . a host systemconfigured to
recei ve aer?cgﬂt(?ﬂ%eis?éé H%@s%éé‘“f??fﬁ?tﬁ%%%gg’ fé”é?f’&gtohh(:ilﬁﬁssaﬁ?,recﬁ'ﬁ and
addressed to abplitnehiting of rBREERISzd REEWYEH Smedshe: 8HCH YRIrEEssRsbRAgE
i ncl udi ng an encr.ypt ed rressagzeﬁlé%d%and an encrypted session key for each

nessage CPBE’@}%F,H%Y 1400, 4 65048k r el ess connector system (45,
409, 2028) ass@eiakBbdhyl thel8: HRRIM KR RMP  thessage server system (40, 405,

2020) configure to maintain a plurality of mailboxes (2019), and the steps:

(c) storing the received message to a mailbox (2019) corresponding to at least one
of the message receivers;

(d) determining by the host system whether any of the message receivers has a
corresponding wireless mobile communication device (100, 412, 414, 2016, 2018) sharing
a single address with the message receiver and if so, for each message receiver that has a
corresponding wireless mobile communication device (100, 412, 414, 2016, 2018), to
generate a separate reduced size encrypted message containing the message body and the
encrypted session key only for the respective message receiver, wherein a message
receiver information field of the message which maps each encrypted session key to a

message recipient is removed for the reduced size encrypted message.

2. The method of claim 1, wherein the step of generating a first reduced size
encrypted message comprises the step of removing an encrypted session key other than the
encrypted session key for the first message receiver in order to form the reduced sized

encrypted message.

3. The method of claim 1, wherein the step of generating a reduced size encrypted
message comprises the step of removing all encrypted session keys other than the
encrypted session key for the respective message receiver in order to form the first
reduced size encrypted message.
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Jidit

configured to transmt a reduced size encrypted nessage to a w rél gs%“" =
nobi |l e comruni cati on device (100, 412, 414, 2016, 2018), characterized by
t he host system conprising a nmessage server system (40, 405, 2020)
configured to maintain a plurality of mail boxes (2019), the nessage server
system (40, 405, 2020) storing the received nessage to a mail box (2019)
corresponding to at |east one of the nessage receivers; and the wireless
connect or 4 syst 28) determ ni ng vvhethe any o nmessage
fecei vers has g‘%"&%ﬁ%‘%g@%‘é‘ﬁ P’errgfleeggh %HH%‘S&&WJ yc‘étep‘ifﬁptﬁfzw‘%a(loo

412, 414pubﬁ® k6y oP@IfYssapaarddingr,cand mglbgagedfﬂea's& Mdtmcdﬁwpdmﬁgaﬁeelésﬁcel ver
and if so ﬁ}r each. nmessage recei ver that has correspondi ng w rel ess

mobi | e colRif RPYHeAaRdercy 188, 41% 134 2014, %@lfé Sharg 1l publlis kgBged abe a

separate ismmrwa@q(egncrypt ed msssage containing the nessage body and
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6. The method of claim 5, wherein;

the encrypted message further comprises encrypted signature-related information;
and

the step of generating a reduced size encrypted message comprises the step of
generating a reduced size encrypted message containing the encrypted message body, the

encrypted digital signature, the encrypted signature-related information and the encrypted

session key for the first message receiver.

7. The method of claim 1, wherein the encrypted message is a Secure Multipurpose

Internet Mail Extensions e-mail message.

8. The method of claim 1, wherein the encrypted message is encrypted according to
Pretty Good Privacy.
9. A message forwarding system for reducing the size of an encrypted message for

transmission to a wireless mobile communication device, the system comprising:
a host system configured to receive an encrypted message from a message sender
(10, 12, 402) and addressed to a plurality of message receivers, the encrypted message

including an encrypted message body and an encrypted session key for each message

receiver; and
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a wireless connector system (45, 409, 2028) associated with the host syétem and
configured to transmit a reduced size encrypted message to a wireless mobile
communication device (100, 412, 414, 2016, 2018),

characterized by

the host system comprising a message server system (40, 405, 2020) configured to
maintain a piﬁra]ity of mailboxes (2019), the message server system (40, 405, 2020)
storing the received message to a mailbox (2019) corresponding to at least one of the
message receivers; and

the wireless connector system (45, 409, 2028) determining whether any of the
message receivers has a corresponding wireless mobile communication device (100, 412,
414, 2016, 2018) sharing a single address with the message receiver and if so, for each
message receiver that has a corresponding wireless mobile communication device (100,
412, 414,2016, 2018), to generate a separate reduced size encrypted message containing
the message body and the encrypted session key only for the respective message receiver,
wherein a message receiver information field of the message which maps each encrypted

session key to a message recipient is removed for the reduced size encrypted message.

10. The system of claim 9, wherein the message server system (40, 405, 2020) is

implemented in a secure network behind a network security firewall.

11. The system of claim 9, wherein the host system comprises a desktop computer

system (35, 407, 2022) or a laptop computer system.
12. The system of claim 9, wherein a network operator infrastructure (2040) enables

wireless information exchange between the host system and wireless mobile

communication devices (100, 412, 414, 2016, 2018).
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