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SYSTEM AND WRPASIS4FOR ELECTRONI C TRANSM SSI ON, STORAGE AND RETRISENS630-
AUTHENTI CATED DOCUMENTS BACKGROUND Applicant's invention relates to systens
and methods for providing a 5 verifiable chain of evidence and security
for the transfer and retrieval of -docunents in digital formats. Paper
docunents are the traditional evidence of the comunications and agreenents
bet ween parties in comrercial and other transactions. Financial and

real -estate transactions are protected by paper-based controls. Signatures
and 10 safety paper (such as pre-printed checks) facilitate detection of
unaut hori zed alterations of the information of conmercial transactions.
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Public. The nethods of commerce, however, have changed dramatically and 15
continue to evolve. This is nost evident in the replacenent of paper-based
conmuni cations with el ectronic communi cations. The "due care" controls used
wi t h paper-based conmuni cati ons do BA OUND: routine el ectronic

transactions. St an ﬁé}gzﬁgsﬁ%ﬁ hﬁeﬁ%ﬁ%%}sﬁ?@’ﬁ%%ﬂﬁlﬂ%t%ds%iaﬂmg’@ﬁ?gs does not
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i s meant prot@ﬂlmntsqndtglﬁelfonhmnatlon in a docunent from unaut horized
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agreements between parties in commercial and other transactions. Financial and

real-estate transactions are protected by paper-based controls. Signatures and
10  safety paper (such as pre-printed checks) facilitate detection of unauthorized
alterations of the information of commercial transactions. Important documents
may also be provided with "third man" controls, by the witnessing of signatures
and by the seal and acknowledgment of a Notary Public.
The methods of commerce, however, have changed dramatically and
15  continue to evolve. This is most evident in the replacement of paper-based
communications with electronic communications. The "due care” controls used
with paper-based communications do not exist in routine electronic transactions.
Standard electronic communication over open systems does not have the same
‘ability to provide authentication, privacy, and integrity of the communicated
20  information. By "authentication" is meant verification of the identity of the
signatory of a document; by "privacy" is meant protection of the information in a
document from unauthorized disclosure; and by "integrity" is meant the ability to
detect any alteration of the contents of a document.
When communication is by electronically reproduced messages such as
25 e-mail, facsimile machine, imaging, electronic data interchange or electronic fund
- transfer, there no longer exists a signature or seat to authenticate the identity of

the transferor. The traditional legally accepted methods of verifying the identity



detect any alteration of the contents of a docunent. Wen conmunication is
by el ect r orWOaPFIB4T epr oduced nessages such as 25 e-mail, REEUIHI06563
machi ne, imaging, electronic data interchange or electronic fund transfer,
there no longer exists a signature or seal to authenticate the identity of
the transferor. The traditional |egally accepted nmethods of verifying the
I dentity -2- of a docunent's originator, such as physical presence or
appear ance, an ink signature, personqlz_vvitness or Notary Public

acknow edgnent, are not possible. The“continued evolution of conputer and
t el ecommuni cati ons technol ogy has regretfully been acconpani ed by the

I nvention of nore sophisticated ways to 5 I ntercept and alter information
el ectronically transmtted, including the w despread phenonenon of renpte
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the goal of integrity. This is not generally the case, however, and
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p?xenomenon Ot 1€motR intrision of computer systems through telecommunication

links.
Some approaches to providing secure electronic commerce technology by
applying cryptography give the user a verification mechanism for the authenticity
10  or privacy of the transmission that is controlled by the user and does not include
the element of non-repudiation. In some cases the use of encryption for privacy
could aid in the detection of document alterations, advancing the goal of integrity.
This is not generally the case, however, and additional mechanisms may be
required for providing integrity. At present, no distributed electronic document
15  authentication system exists that can provide authentication, as with written or
printed instruments, in a manner that cannot be repudiated. No commercial
system provides electronic document verification based on a digital signature that
cannot be repudiated, although some attempts have been described. See, e.g., D.
Chaum, "Achieving Electronic Privacy”, Scientific American, vol. 247, no. 8, pp.
20 96-101 (Aug. 1992); C.R. Merrill, "Cryptography for Commerce — Beyond
Clipper", The Data Law Report, vol. 2, no. 2, pp. 1, 4-11 (Sep. 1994). Since
DES, no governmental organization or other standards-setting body has been
willing or able to set standards (i.e., as to cryptographic strength, process, etc.)
acceptable for general commercial use. The techniques described in this
25  application are synergistic and of sufficient assurance to be on par with the
security needed to support a typical business transaction.
Applicant's document authentication system (DAS) provides the needed

security and protection of electronic transmissions, such as electronic documents.



15 aut henti cati on systemexists that can provide authentication, as with
witten or VARG nstrunents, in a manner that cannot be PSFAEOYPBE No
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digital signature that cannot be repudiated, although sone attenpts have
been described. See, e.g., D. Chaum "Achieving Electronic Privacy",
Scientific American, vol. 247, no. 8, pp. 20 96- 101 (Aug. 1992); C R
Merrill, "Cryptography for Conmerce - Beyond Cipper"”, The Data Law Report,
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set standards (i.e., as to cryptographic strength, process, etc.)
acceptabl e for general conmercial use. The techniques described in this 25
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system tg heligitelsigiature ispplie@. party originating a document is
electronically identifiable as such when a DAS 5 digital signature is
appl i ed. Various aspects of public-key cryptographic (PKC) systems are described
in the literature, including R.L. Rivest et al., "A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems," Communications of the ACM vol. 21,
pp. 120-126 (Feb. 1978); M.E. Hellman, "The Mathematics of Public-Key
10  Cryptography", Scientific American, vol. 234, no. 8, pp. 146-152, 154-157 (Aﬁg.
1979); and W. Diffie, "The First Ten Years of Public-Key Cryptography",
Proceedings of the IEEE, vol. 76, pp. 560-577 (May 1988). Popular PKC
systems make use of the fact that finding large p'rime numbers is computationaily
‘easy but factoring the products of two large prime numbers is computationally i
15  difficult. A PKC system is an asymmetric encryption system, meaning that it A2
employs two keys, one for encryption and one for decryption. Asymmetric
systems adhere to the principle that knowledge of one key (the public key) does
not permit derivation of the second key (the private key). Thus, PKC permits the
‘user’s public key to be posted (e.g., in a directory or on a bulletin board), without
20  compromising his/her private key. This public key concept simplifies the key
distribution process. Example PKC algorithms are the digital signature algorithm
-and secure hash algorithm (DSA/SHA) and RSA/MDS5.
Besides the PKC method, another encryption method is the symmetric
algorithm. An example of this is the Data Encryption Standard (DES), which is
25  described in Data Encryption Standard, Federal Information Processing Standards
Publication 46 (1977) ("FIPS PUB 46", republished as FIPS PUB 46-1 (1988))
and DES Modes of Operation, FIPS PUB 81 (1980) -that are available from the

U.S. Department of Commerce. In general, a symmetric cryptographic system is
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SUMMARY

10 These and other objects and advantages are provided by the DAS which
comprises the means to identify the originator of the electronic document, to
provide irrevocable proof of the integrity of an electronic document and the means
to prevent the originator of the document from denying the document's originator,
i.e., non-repudiation.

15 In one aspect of Applicants' invention, a method of executing a transaction
by transferring authenticated information objects having respective verifiable
evidence trails includes the step of retrieving, by a first party from a trusted
repository, an authenticated information object. The anthenticated information
object includes a first digital signature of the first party, a first certificate relating

20  atleast an identity and a cryptographic key to the first party, date and time stamps
and a certificate applied by the trusted repository, and a digital signature of the
trusted repository. The first digital signature and first certificate have been
validated by the trusted repository. The certificate relates at least an identity and a
cryptographic key to the trusted repository, and the authenticated information

25  object has been stored under the control of the trusted repository.

The method further includes the steps of attaching instructions to the

retrieved authenticated object; transmitting the retrieved authenticated object and
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PCTI US99/ 06WOP957847 a set of instructions, inplenented in ePERSIHSFHnar e,
software or both that can convert plaintext (the unencrypted information)
to ciphertext, or vice versa, in a variety of ways, using a specific key
that is known to the users but is kept secret fromothers. 5 For
either a symmetric or PKC system the security of a nessage is dependent to
a great extent on the length of the kgy, as described in C E Shannon,
"Conmuni cati on Theory of Secrecy Sysiéns”, Bell Sys. Tech. J. vol. 28, pp.
656- 715 (Cct. 1949). SUWVARY 10 These and ot her objects and

advant ages are provided by the DAS which conprises the neans to identify
the originator of the el ectronic docunent, to provide irrevocabl e proof of
the integrityhehttahed instrictions co 4 sevong phrtyyncdiving Npathe secondrpavignthet he
originator of the_docunent fron1ﬁenging t he docunent's originator, i.e.
non-r epudi at iteansmited retrieved authentispied ghjselcand pttaghed ingmstions; Presenfingo By a B

met hod of exeguting.a transaction by transferring authenticated.information
obj ects havi eP@Qg‘éB?ﬁ&X/E’ @‘835“?%3@6?%08 §?ﬁyd§ﬁ:cr§£?¥%i ffaps F\ﬁnggéevg%e step of
retrieving, tientitdted obfjédtlaiid hitfRed ifstrdeiicid; HRPSEhitRip)the Aanblident i cat ed

I nformati on object. The authenticated i nformation

5  according to the instructions presented to the trusted repository.

The instructions may cause the trusted repository to transfer ownership of
the authenticated information object from the first party to the second party, and
the trusted repository may validate a digital signature of the second party included
with the presented object, apply date and time stamps to the presented object, and

10  sign the stamped presented object with its digital signature. Furthermore, the first
party may apply a digital signature to the retrieved authenticated object and the
instructions before they are transmitted to the second party. Also, the retrieved
authenticated object and the attached instructions may be transmitted by the trusted
repository to each of a plurality of second parties in accordance with the attached

15  instructions, which may cause the trusted repository to take at least one of the
following actions: accept a first-received response, accept a greatest-value
response, accept a response greater than an amount, and accept a response
presented before a closing date. The instructions may also provide a syndicated
transaction.

20 In another aspect of Applicants’ invention, a method of executing a
transaction by transferring authenticated information objects having respective
verifiable evidence trails includes the step of retrieving, by a first party from an
trusted repository, an authenticated information object. The authenticated
information object includes a first digital signature of the first party, a first

25  certificate relating at least an identity and a cryptographic key to the first party,
date and time stamps and a certificate applied by the trusted repository, and a
digital signature of the trusted repository. The first digital signature and first

certificate have been validated by the trusted repository. The certificate relates at



object includes a first digital signature of the first party, a first .
certificat EVPEPET#Ng 20 at least an identity and a crypt REEI$H6563Y t O
the first party, date and tine stanps and a certificate applied by the
trusted repository, and a digital signature of the trusted repository. The
first digital signature and first certificate have been validated by the
trusted repository. The certificate relates at |east an identity and a
cryptographic key to the trusted repogitory, and the authenticated

i nformation 25 obj ect has been stoléd under the control of the trusted
repository. The nethod further includes the steps of attaching instructions
to the retrieved authenticated object; transmtting the retrieved

aut henti cated obj ect and -5 - the attached instructions to a second
party; receileastgn idgntity and e crypliograpltiy key tvethe tastedirepositoryg tand @ve d

aut henti cat ed aé)}'gect g&g attached insi)ructions; presenting, by the second
party to theltPerticagd Muigpaation gbjeqt has pesncstored underiberrentea] of she trusted

aut henti cat e%pgm t and attached instructions; and executing the
transaction atcording to the instructions presented to the trusted
repository. The i Thé metHodcfasthereiyiclaaesste siePs bf ASicRRMg BBOMLraionk fo fHeanSf er
ownership of the authenticated information object Fromthe first party to
the sec ogd petrigved aythentieated: ohjectitrarsmitting dhe retrigvedaiuthiatieated dbjgitt amd

signature of .t secon arty included with th resent ed obj ect, apply
date and ti ng'egfer ‘d&“‘!"g“’ﬁ%fé’_ %_ﬁe@ggﬁipgﬁy oHFEEne, ﬁihﬁlelsscond B théhe st anped
presented Objrffsmited Ferfiéved HuttehAtart SB)8dt 408 firfhARKBRY; Somifhidaing! by

the second party to the first party, a response to the received transmitted retrieved

f=2

authenticated object and first instructions; sending second instructions from the
10 first party to the trusted repository; and executing the transaction according to the
second instructions.
The instructions may cause the trusted repository to transfer ownership of
the authenticated information object from the first party to the second party, and
the first party may apply a digital signature to the retrieved authenticated object =
15  and the instructions before they are transmitted to the second party. The first and

second instructions may provide a syndicated transaction.

BRIEF DESCRIPTION OF THE DRAWINGS
The various features and advantages of Applicant's invention will become
apparent by reading this description in conjunction with the drawings in which:
20 FIG. 1 is a block diagram of the liability allocation for authentication in the
DAS;
FIG. 2 summarizes the functions of the DAS relating to document
transmission autho_rization and protection;
FIG. 3isa simple diagram of the DAS architecture;
25 : FIG. 4 is a block diégram of the functional interrelationship between a
Transfer Agent and an Authentication Center;

FIG. 5 is a block diagram of DAS control fanctions;



party nmay apply a digital signature to the retrieved authenticated 3ject
and t he i nsWP3678hs before they are transmitted to the secBﬁyUE%%l‘g‘%) Al so,
the retrieved authenticated object and the attached instructions nay be
transmtted by the trusted repository to each of a plurality of second
parties in accordance with the attached 15 I nstructions, which may cause
the trusted repository to take at | east one of the follow ng actions:

accept a first-received response, accegpt a greatest-val ue response, accept

a response greater than an anount, and accept a response presented before a
closing date. The instructions may al so provide a syndi cated transacti on.

20 I n anot her aspect of Applicants' invention, a nethod of
executing a transaction by transferring authenticated information objects

havi ng respect i veFi@es.i6aj bhre diagrams diustrating applinationddshe PA Ssinche of

retrieving, by a first party froman trusted repository, an authenticated
i nf or mati on BirEage finance MAREY WihA Wl commsny/sioshig aSE‘J‘té%’Ea'Q?BIaé&es afirst =

di gital signatur f e first party, a first 25 certificate relating at
| east an ideﬁ%ﬂs&rz}ﬁf}lg cryptographic key to the first party, date and tine

stanps and a cert FiGCpilfus@iteb iRdtoekmbit@ettifitatiGfiplotse midre peneralyyd a digital
signature of the trusted repository. The first digital signature and first

certificdte have FE@n8 ilhistratas genepationtod ardigital signatereosi tory. The certificate
; glpgtSiets o?;, anEjGt ﬁé&ie g?ﬁus?rgtels glegrllt%ﬁ}E gigtaﬁnncgi aadoglru}{lgxlito 5%&1}1]&%01‘(16(% tﬁeoditgxhtﬁ trusted
signature;

FIG. 10 illustrates the format of a certificate employed by a user or the
Certification Authority;
10 FIG. 11 illustrates validation of certificates; and

FIG. 12 illustrates generation of certificates.

DETAILED DESCRIPTION
Applicant's invention can be implemented utilizing commercially available i
computer systems and technology to create an integrated closed system for B
15  authentication of electronic documents.
Referring to FIG. 1, which is a block diagram of the liability allocation for
authentication in Applicant's DAS, the DAS uses a Certification Authority
framework by which public/private keys, that are utilized to encrypt/decrypt
and/or digitally sign a document, are delivered to a document's originator by an
20  established, auditable means. Certificates and certification frameworks are
described in the above-cited publication by C.R. Merrill and in ITU-T
Recommendation X.509 (1993)|ISO/IEC 9594-8:1995 Information
Technology — Open Systems Interconnection — The Directory: Authentication
Framework (including all amendments), which is expressly incorporated here by
25  reference. The infrastructure and certificate definitions used in this application are

based on these documents.



aut henticated i nformati on object has been stored under the control _of the
trusted rep¥9i%87847 The nethod further includes the steps ofPCRUSIONG5E]
first instructions to the 5 retrieved authenticated object; transmtting
the retrieved authenticated object and the first instructions to a second
party; receiving, by the second party; the transmtted retrieved
aut henticated object and first instructions; conmunicating, by the second
party to the first party, a response o the received transmtted retrieved
aut henti cated object and first instru€fions; sending second instructions
fromthe 10 first party to the trusted repository; and executing the
transaction according to the second instructions. The instructions may
cause the trusted repository to transfer ownership of the authenticated
i nformation obj ecAs deseribed beloiw; she publiciprivate key is adviithgesusly deliveded e fir st
party may apply a digital signature to the retrieved authenticated object
15 and t hieifoem ofia Tioker suchrasiaa electrpnig ircuit sarheanferaming to the standardd party.
The first an ' F ONs. .ovi d i cat ed fransaction. -
BRI EF DESCRI &r’?’%@%@ idact ssBeigtion @ &ar %Pé@aﬁ& f&’ges of
Applicant's udeMvfikd Griginktol's Rempamer.a ' ' Lptd on in
conjunction with the %Iravm' ngs ?n mpg%é&g%l Moﬁeﬁqgh%gf%ﬁh?aggé{;&%\ﬁ%%k
di agram &f tthat isiuaed farttxanspartingkeys, of partsiof keyst ilcwill beunderstoed BABPCFI G 2
sumari zes the functions (]%f t?a AS el gti,ng to docunent transm ssion
HROrge

aut hori zati o ards gre,ust one; ery mechanis for publicyivate kysdfee DAS
architectur €Applicant's DAS; other kinds of Tokens may also be used, such as floppy

diskettes and Smart Cards. To ensure reliable delivery a service such as the
bonded courier services commonly used to ferry securities between parties could

10 be used to deliver the media to the document originator.

Advantageously, many commercially available Tokens that embody on-
board cryptography generate the public/private key pairs on the cards, and the
private keys never leave the cards unencrypted. The public keys are exported to

 the Certification Authority for inclusion, with the identity of the intended recipient

15 and appropriate user attributes among other things, into a "certificate" . Principal
components of the DAS system assurance are the correct operation of the
Certification Authority framework, the tight binding of user identity and attributes
to the public key in the certificate, and the reliable delivery of the Token to the
authorized recipient. '

20 In an additional aspect of Applicant's invention, the public/private key is
only effective when it is used in conjunction with a certificate and personal
identification information such as the recipient's biometric information (e.g.,
retina-, finger-, and-voice-prints) or a personal identification number (PIN) that is
assigned to the recipient of the card by the Certification Authority and that may be

25  delivered separate from the originator's card. Any subsequent transmitter of the
document who is required to digitally sign or encrypt the document would
similarly be provided with a respective card and personal identification

information.



25 i .FIG 4 is a block diagramof the functional interrel ationship
bet ween a TWE@PBE47 Agent and an Aut hentication Center; FIG PET{USI%06563,c K

di agram of DAS control functions; -7 - FIGs. 6a, 6b are diagrans
illustrating application of the DAS in the nortgage finance industry with a
title conpany/closing agent for a loan as a Transfer Agent; FIG 7
Illustrates the docunent certification process nore generally; 5

FIG 8 illustrates generation of a digital signature; FIG 9 illustrates
digitally signing a docunent and V&H%ét ion of the digital signature; FIG
10 illustrates the format of a certificate enployed by a user or the
Certification Authority; 10 FIG 11 illustrates validation of
certificates; and FIG 12 illustrates generation of certificates. DETAILED
DES_(I:?l E’Il'l ON Appl i ¢@PIGsl,i aﬂdnantcrinem's ﬁéginher antbdnyrsabseguient ttyansmitteg asommer ci al | y
avai |l abl e conputer _systens and technolo to create an integrated cl osed
system for 1%alledaTraapfer Agentopndt vdll @6@%%‘}‘??’@‘596% @gsferRég%}tgq ngto FIG =

1, which is ?de?ltiﬁg& tod{.hg%my Ets E)Qﬁegslio?lbi.nldi ds¥ of‘ll bﬂ?@&érﬁﬁcit@ bnd a valid
PIN. Inissuing the key and PIN to the Transfer Agent, the DAS advantageously
5  records one or more attributes of the Transfer Agent in association with the key
and PIN. For example, the Transfer Agent may be-authorized to conduct only
certain types of transactions and/or transactions having less than a predetermined
value.
Issuance by the Certification Authority of a digitally signed certificate
10  ensures the verifiability of the identity of each transmitter of a digitally signed or
encrypted document. The Certification Authority also retains the ability to revoke
a public/private key, or to reissue a public/private key, from a remote location
electronically. The Certification Authority can also support privilege management
in accordance with the policy set for the system. For example, the Certification e
15  Authority can set financial or other limits on the authority granted to the Transfer s
Agent by conveying those authorizations or restrictions as certificate attributes.
These attributes can be retrieved from the certificate and enforced by other
elements in the system.
In an important aspect of Applicant's invention, the DAS is a system for
20  authenticating a document by applying digital signature encryption technology. As
used here, "anthentication” is the corroboration and verification of the identity of
the party which executed, sealed, or transmitted the original document and
verification that the encrypted document received is the document sent by that
party. The DAS uses an Authentication Center to provide an audit or evidence
25  trail, for applications that require this capability, from the original execution of the
executed or encrypted or sealed document through all subsequent transmissions.
The Certification Authority would use a physically secure facility that is a

"trusted center" having twenty-four-hour security, an alarm system, and "vaulted”



authentication in Applicant's DAS, the DAS uses a Certification Authority
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Directory: Authentication Framework {fncluding all amendnents), which is
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Authority management would implement procedures that prevent single-point
failures, requiring collaboration for compromise to take place. In this way, one
individual would be prevented from obtaining complete access to key generation

10  and to key management.

Another aspect of Applicant's DAS authentication that is in contrast to

prior systems is the utilization of an integrity block and a date and time "stamp"
on each transmitted document. Suitable time and date stamps are those provided
by systems described in U.S. Patents No. 5,136,646 and No. 5,136,647 to Stuart o

15  A. Haber and W.S. Stornetta, Jr., both of which are expressly incorporated here e
by reference, and commercially available from Surety Technologies, Inc. The
integrity block, i.e., the digital signature, and the date and time stamp, which are
applied by the Authentication Center, eliminate the possibility of unauthorized
alteration or tampering with a document by the signatories subsequent to its

20  original execution or sealing. The Authentication Center's integrity block for a
document received from a Transfer Agent is generated using any of several known
digital hashing algorithms. This integrity block ensures that the document cannot
be altered without detection. In addition, use of the digital signing algorithm by
the Authentication Center can advantageously provide for non-repudiation, i.e.,

25  precluding the originator from disavowing the document. Applicant's combination
of the integrity block, date and time stamp, and audit provide notice and evidence
of any attempt at alteration or substitution, even by a document's originator when

the alteration is attempted after origination.



10 be used to deliver the nedia to the docunent originator.

Advant ageousWQ 99/5a8#% commerci al |y avail abl e Tokens that enboBGT/UR/06%Er d
cryptography generate the public/private key pairs on the cards, and the
private keys never |eave the cards unencrypted. The public keys are

exported to the Certification Authority for inclusion, with the identity of
the intended recipient 15 and appropriate user attributes anong ot her
things, into a "certificate". Principal conponents of the DAS system
assurance are the correct operation ofllthe Certification Aut hority

framework, the tight binding of user identity and attributes to the public
key in the certificate, and the reliable delivery of the Token to the

aut hori zed recipient. 20 In an additional aspect of Applicant's

i nvention, the publn gdcprdavied with Applicant's lirvenfidscdatly Gandaction 4nd igs used in
conjunction with a certificate and personal identification information _ such
as the reci pi dacuments areeptherticateddyriranswission. tg the Awthentication Cenfer from-thel
voi ce-prints) . or persqnal identifjcati numher,.. ( Pl that is.assigned to
e ot pi ent Totmsfon el bisspip o Asdpirbpd Beiptn O TBFA et arevidd iny be o5 -
del i vered sepgpéinfent il ofth! Mcha fe chiifofa cAfenBbbl SHEBrockiRBSET LiEr
of the docunent ols required to digitally sign or encrypt the docunent

woul d si m3l ar khe TrangfeoXpeind Tokeh. Asranpeioh, & devicer fdr dipitizing & haed-written

i dentification information, - .- .
signature may also be provided and the digitized signature may be added to the

digital document. The digital document is digitally signed and/or encrypted by the
DAS Token, and the digitally signed and/or encrypted version is communicated to
the Authentication Center electronically (e.g., by modem or computer network).

10  Other ways of communicating the digitally signed or encrypted documents might
be used (for example, dispatching a diskette containing the document), but the
great advantage of electronic communication is speed.

The Authentication Center verifies the identity of the Transfer Agent and
the authenticity of the documents, and appends a digital signature and a date and

15  time stamp to the document, thereby establishing each transaction in a manner ok
which can not be repudiated. The combination of these functions, in conjunction
with a protected audit trail, can be used at a future date to prove conclusively that
a party initiated a transaction. In particular, Applicant's invention provides for
authentication of a document in a way that prohibits an originator from denying
20  that the document originated with that originator, and provides irrevocable proof
of authenticity.

The authenticated, digitally signed and/or encrypted documents are stored
by the third-party Authentication Center in any convenient form, such as on
optical and/or magnetic disks. Once a transaction is completed and the digitally

25  signed and/or encrypted document or documents are transmitted and authenticated
by the Authentication Center, any authorized party can access the Authentication
Center through an electronic device such as a modem to obtain or further transmit

an authenticated document. All transmissions of electronic documents from the



In FIG 1, a docunent's originator and any subsequent transmtter are
call ed a TWen98S#d47 Agent, and it will be appreciated that a FCHUESP&OESBgent
is identified to the DAS by its possession and use of a valid certificate
and a valid PIN. In issuing the key and PIN to the Transfer Agent, the DAS
advant ageously 5 records one or nore attributes of the Transfer Agent in
association with the key and PIN. For exanple, the Transfer Agent may be
authorized to conduct only certain types of transactions and/or
transactions having |less than a predeterm ned val ue. |ssuance by the
Certification Authority of a digitally signed certificate 10 ensures the
verifiability of the identity of each transmtter of a digitally signed or
encrypted docunent. The Certification Authority also retains the ability to
revoke a pulbktiginaroriavatmadé &y the XuthenticatimsCenter, wHith providey atithekioatiofa®m a
renote | ocation_electronically. The Certification Authority can also
support pri desceiped ghevepndestares heauthenticatedodegumentsifer ransmaigsien fo anst on he
system For e..the Certification.l1lb Authority .can set financial or
ot her |ini t?gﬁaﬁ{r&#ﬁ}iﬁﬁﬁggms&@ﬁ? g%“?%estzﬁ’él Pﬁ‘&ﬁé%‘%‘!&?&‘@ﬂy by conveyi ng
those aut NOLLABRAGR By the AIRdEIchRIEECalfirC CAbMbHER fBF hideling§ pe These
attributes can be retrieved fromthe certificate and enforced by other

el ement $ i nrestdcted s thenleveh ofia singfroddcamentasmgrotp of déqumientsant ' s i nventi on,

the DAS is a systemfor 20 |, uthenticating a docunment by applying digital
signature encryptIPGﬁq%ﬁﬁ&l@ggPpll@“%@dem’e,the']aﬁish‘@ﬁ’tﬁe&a@‘? BRSUress t he

cor robor at | %t%gani{%% Iaﬁﬂﬁ\}.e% thranglgi .eee&E{ehyoPI'etxti Rl%(l% ¥8ér']@e{eﬁh execut ed,

seal ed, or transm the ori Sl nal docuhent and VveriTicatli at the
encrypt ed dae¢idenilly ecitentionally mbéifiddc TNRMDAS e vérifytad ahy stage and at

any time that a document is exactly, to the last bit, the document which was

10  executed and transmitted by the originator and that the document has not been
altered or impaired in any manner. This element of integrity combined with a
digital signature and a date and time stamp enable the DAS to ensure that a
document is not a fabrication, forgery, impersonation, or unauthorized
replacement of a document originally executed or sealed by the document's

15  originator. |

Since originators of documents to be signed and/or encrypted, such as loan
and mortgage documents, commercial paper and other securities, property deeds
and leases, etc., should be able to execute their transactions from a variety of
locations, the DAS moves the heart of the cryptographic process to a Token

20  entrusted to a respective authorized Transfer Agent. This permits individual
utilization of any DAS enabled computer in any location that is networked or
connected with the Authentication Center. As described above, the cryptographic
cards and certificates are issued and monitored by the Certification Authority.
Certificates are further controlled through the inclusion of an "expiration period”

25  field, which enables the periodic replacement if desired of the Transfer Agent
certificates. It will be appreciated that certificates in accordance with X.509
include a plurality of such fields, but only those fields important to understanding

the operation of the invention are described here.



party. The DAS uses an Authentication Center to provide an audit or
evi dence 25WO P47 for applications that require this capdSTVY§906563 om
the original execution of the executed or encrypted or seal ed docunent
t hrough all subsequent transm ssions. The Certification Authority woul d use
a physically secure facility that is a "trusted center” having
twenty-four-hour security, an alarmsystem and "vaulted" - 10-
construction. In viewof its inportange, a facility would advant ageously
i ncl ude two-person controls, with no Single person having access to key
generating or key managenent systens. All personnel connected with the
operations of cryptographic key managenent and transm ssion of electronic
docurnents would 5 have their trustworthi ness evaluated in the surest ways
possi bl e, e.g., pdiGo2aumnarizes/thefunctivaséfghe DAS rddatinigso dpaimentaphs, etc.
Moreover, the Certification Authqrity _rranaI%errent woul d i r{gl ement procedures
|

t hat prevent téqnﬁ@i%mp@mpﬂ%ﬁmmnéamtpmr the kel qoluwan arei the funsiionsgipr oni se

to take pl . ' ne: indi | :
bt o minn ot ARl TR A bt Bl bRE IGHRTERRA LAY
Anot her aspeghe Ptanfep/Aigemy ranshfisBictldeNRe! adPini (R rigﬂlaéolﬂxﬁn bt RARideSE t O

prior systems is the utilization of an integrity block and a date and tine
"stanp" dn edbhDASaNEIG.t3 ed diagramdhustragog iniércenrectionsanmbng dbree Jransfer ar e

t hose provided by systens . described in U S. Patents No.. 65,136, 646 and No.
5 136, g 47 t o Agen 1Sna s and a server subsystem and backup- subsystem in the

Authentication Center in the DAS architecture. FIG. 4 is a block diagram of the

functional interrelationship between a Transfer Agent and the Authentication
Center.

10 The cryptographic card includes components, such as a microprocessor and
electronic memory devices, for carrying out the steps of a PKC algorithm as well
as a syminetric encryption algorithm such as DES. Also, the card should be
tamper-proof, which can be assured by designing it to delete critical keys and/or
algorithms upon any attempted penetration or alteration. The National Institute of

15  Standards and Technology has been chartered to certify the authentication
implementation of the cryptographic card suppliers that may be used by the DAS.

In accordance with Applicant's invention, each transaction and its
documents are authenticated using a public key contained in the Transfer Agent's
certificate, Privacy, signature, and/or integrity devices and software are

20 commercially available from a number of sources, including RSA Data Security,
Inc.; Public Key Partners; Surety Technologies, Inc.; Ascom Tech AG,
Switzerland; National Semiconductor; Northern Telecom Ltd.; and Spyrus.

The Authentication Center makes use of its own secret key to sign again
the transaction in a manner that cannot be repudiated. The combination of the

25  Transfer Agent's and Authentication Center's signatures (in conjunction with the
physically protected audit trail) can be used at a future date to prove conclusively

that an agent, employee, or firm (the Transfer Agent) initiated a specific



15 A Haber and WS. Stornetta, Jr., both of which are expressly.

I ncor por at WO 947847by ref erence, and commercial | y avail abl e PCDHSHU0686)y
Technol ogies, Inc. The integrity block, i.e., the digital signature, and
the date and tine stanp, which are applied by the Authentication Center,
elimnate the possibility of unauthorized alteration or tanpering with a
docunent by the signatories subsequent to its 20 ori gi nal execution or
sealing. The Authentication Center's _integrity block for a docunent
received froma Transfer Agent is gé 8rat ed usi ng any of several known
digital hashing algorithms. This integrity bl ock ensures that the docunent
cannot be altered w thout detection. In addition, use of the digital
signing algorithmby the Authentication Center can advantageously provide
for non-repusimadtion, In.additiodba Nogre Bubtic sgppobefuactia isavailabie fon di savow ng
t he docunent. Applicant's conbination of the integrity block, date and tine
stanp, and oJmplemgntagigns desaribed bglaw.evi dence of any attenpt at alteration
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hand-writt €addition, agent or employee authorization and attribute information may be stored

in the certificates or Token memory in protected or sealed form as described
above. The DAS uses this information in conjunction with the PIN to set
10  privilege, access, volume and fund amount limits.

The DAS provides a distributed validation capability using a "signature"
that cannot be repudiated. The strategy uses PKC to reduce the key management
overhead and to provide a digital signature that cannot be repudiated for all
documents and transactions. Encryption is used to provide confidentiality

15  protection of the PIN and other transaction details as described above. These
control functions of the DAS are summarized in FIG. 5.

Additionally, the DAS is compatible with the full range of modern
distributed, and client/server transactional based applications. It operates
effectively in LAN, WAN, and dial-up networks. The DAS preferably utilizes

20  modern database tools, and thus the server can advantageously utilize relational
technology with a SQL interface (e.g., SYBASE).

As illustrated in FIG. 4, the originator of an electronic document or other
Transfer Agent may implement the DAS with a typical 486 desktop or laptop
computer having the DAS encryption subsystem (Token) installed and optionally

25  an electronic digital signature pad for hand-signed "execution" of the document. It
is not required for the function of the DAS to have a hand-signed instrument since
a digital signature on the document is sufficient. However, at this time, a typical

party in loan or other commercial transactions requires the comfort of receiving



signature may al so be provided and the digitized signature nay be added to
t he di gital WOMBEMEAt . The digital document is digitally sigR€

encrypted by the DAS Token, and the digitally signed and/or encrypted
version is communicated to the Authentication Center electronically (e.qg.,
by nodem or conputer network). 10 O her ways of conmmunicating the
digitally signed or encrypted docunents m ght be used (for exanple,

di spat ching a diskette containing the, docunent), but the great advantage of
el ectronic comunication is speed. The’ Authentication Center verifies the
identity of the Transfer Agent and the authenticity of the docunents, and
appends a digital signature and a date and 15 tinme stanp to the docunent,
t her eby establishing each transaction in a nmanner which can not be

repudi at ed. Tagrgeimbtidplies of dbcunfsnsewhich havedsten eketutedrylantli @ther th a
protected audit trail, can be used at a future date to prove conclusively
that a party dompopentsgndsaftware snically provideseinithe Lransfer Agent teEmialare dvent i on

provi des for authentication of ocunent in.a way that, prohi hits an
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Al transm ssions of el éctroni ¢ documents fromthe i
subsystem, which may be implemented with a 486 computer running under a
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10  UNIX-type operating system, a terminal communication subsystem includes a
multiport controller (see also FIG. 3) that handles communications with the
Transfer Agent terminals. Also provided in the server subsystem are a
cryptographic key management subsystem, a backup subsystem, a relational
database management system, input/cutput (I/0), system administration, and audit

15  subsystem. A Token and backup communication subsystem interfaces with the
backup subsystem mentioned above that may be implemented as a 486 computer
running under a DOS-type operating system. A storage communication subsystem
interfaces with the document storage device or devices mentioned above.

The DAS also would permit a "Notary Public" type of secondary support

20  function. This would permit a third party present at the document's execution to
also have a cryptographic card which would "seal” the transaction for further
verification that the parties executing or sealing the document to be signed were in
fact the proper parties. This additional notary function is not required, but would
assist in the further authentication of the identities of the parties.

25 FIGs. 6a, 6b are diagrams illustrating a typical application of the DAS in
the mortgage finance industry with a title company/closing agent for the loan as a
Transfer Agent. In step 1, the Certification Authority completes code generation

and issues Tokens to authorized parties for transferring documents and



- 12- originator are made to the Authentication Center, which provides

aut hent i catwQ89/884tescri bed above and stores the aut hentlcatm:l‘mksommmts
for transmi ssion to and on behal f of authorized parties whose identities
and policies are simlarly authenticated by the Authentication Center.

Aut hori zation for access may be 5 restricted to the level of a single
docunent or group of docunents. In accordance with Applicant's invention,
the DAS verifies and ensures that docunents that have been transmtted,
stored, or retrieved have not been acMdentally or intentionally nodified.
The DAS can verify at any stage and at any tinme that a docunent is exactly,
to the last bit, the docunent which was 10 executed and transmtted by
the originator and that the docunent has not been altered or inpaired in
any manner. E&hblishirgmegdl evidehéd @4ils, tm&mﬂem%&%ﬂa%eﬂéﬁn& @bt & gnature and
a date and tinme stanp enable the DAS to ensure that a docunent is not a
fabri cati on, ifdivigualy but copunerciahand finansial imstitutions |su@1dasraaBAMé’Mmtgagé a

docunent ori naI ut eal ed by .the docynment's 15 originator.
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to a Token

forwards them to a Title Co./Closing Agent after adding integrity blocks and date
and time stamps. In step 3, the Authentication Center transmits the authenticated
loan documents to the Title Co./Closing Agent.

In step 4, the Title Co./Closing Agent has the documents executed by

10  digitized autograph signature by a Homebuyer/Homeowner. In step 5, the
Title Co./Closing Agent provides Homeowner/Homebuyer with "hard copies” of
the signed documents. In step 6, the Title Co./Closing Agent transmits the
documents to the Authentication Center, which adds the integrity blocks and dates
and time stamps the executed documents, forwards the documents to the

15  Bank/Mortgage Co., and stores the documents. Whenever the Bank/Mortgage
Co. needs copies of the authentic documents, they can be retrieved on-line from
Authentication Center storage.

In step 7, the Bank/Mortgage Co. directs that the authentic documents be
transferred by the Authentication Center to a secondary-market Mortgage

20  Bank/Investor. In step 8, whenever the Investor needs authentic documents, they
can be retrieved on-line from the Authentication Center.

FIG. 7 further illustrates an example of Applicant's document certification
process. In the first step, an electronic document is designed, or drafted, that
reflects the agreement of parties, such as a manufacturing operation depicted by

25  the factory in FIG. 7. The electronic document is provided to a Transfer Agent's
terminal, which is illustrated as a portable computer having an authorized Token
and, optionally, a stylus pad for capturing hand-written signatures. A typical

configuration for a Transfer Agent's terminal is at least the computational



20 entrusted to a respective authorized Transfer Agent. This pernits

I ndi vi dual WOiIS®ATi on of any DAS enabl ed conputer in any IBM’gwﬁﬁﬁat S
net wor ked or connected with the Authentication Center. As described above,
the cryptographic cards and certificates are issued and nonitored by the
Certification Authority. Certificates are further controlled through the

I ncl usion of an "expiration period" 25 field, which enables the periodic
repl acenent if desired of the Transfej_ Agent certificates. It will be
appreciated that certificates in achLhance with X.509 include a plurality
of such fields, but only those fields inportant to understanding the
operation of the invention are descri bed here. - 13 - FIG 2 sunmari zes
the functions of the DAS relating to docunent transm ssion authorization

and protect i Gaymivalkent bfa B86 Besk@pLinamow cohiputbry with Iigls resblution geaphiesy a Agent ' s
Token; in the center colum are other functions carried out by the Transfer
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the functiona r're onship between a Transfer Agent and the
Aut hent i cqti on Cerlnahe sétOnd step, the parfiee tocthy piregmantiexecute thebin emdewidtten

conponents, such as a m croprocessor_ and
signatures on the document using the stylus pad. These signatures are captured
and inserted in appropriate locations in the electronic document. After all parties
have signed the document, the Transfer Agent certifies the completion of the
document's execution by invoking his or her digital signature and appending his or
10  her certificate, using the Token.

If an original paper document were desired, the electronic document would
be printed first. The paper document would then be placed on the stylus pad and
the terminal's cursor positioned to the corresponding place in the electronic
document. This permits the capture and transfer of hand-written signatures during vy,

15  the actual signing of the paper document. The electronic version is then an exact 2
duplicate of the paper document.

After local certification, the Transfer Agent transmits the electronic
document to the Authentication Center in the third step of the process. The
Authentication Center preferably includes a high-volume utility server computer,

20  having substantial storage capacity and backup capability, and is a secure and
highly assured facility. The Authentication Center contains a separate digital
signature capability, one or more Tokens, and an accurate time base.

When an electronic document is received, the authenticity and rights of the
Transfer Agent are validated by the Authentication Center (step 4). If

25  authenticated, the electronic document is time- and date-stamped (step 5), digitally
signed (step 6), journaled (step 7), and stored by the Authentication Center.

Certified copies of the electronic document may then be distributed according to



el ectroni c nmenory devices, for carrying out the steps of a PKC al gorithm as
wel | as a wonemsge47c encryption al gorithm such as DES. Al so, pChaiseswedéshoul d
be tanper-proof, which can be assured by designing it to delete critical
keys and/or al gorithns upon any attenpted penetration or alteration. The
National Institute of 15 St andards and Technol ogy has been chartered to
certify the authentication inplenentation of the cryptographic card
suppliers that may be used by the DAS. In accordance with Applicant's

i nvention, each transaction and its-d®cunents are authenticated usi ng a
public key contained in the Transfer Agent's certificate. Privacy,
signature, and/or integrity devices and software are 20 commercially

avai l abl e from a nunber of sources, including RSA Data Security, Inc.;
Public Key Raghit@ibfs from £ ppF6ii®bas}, 8% ch hi'the holfes 0k befRdTiciPinterdst zer | and;
Nati onal Sem conductor; Northern Tel ecom Ltd.; and Spyrus. The _

Aut hent i cat i(owné® mesignateckby thesdocofment.s own secret key to sign again the e
transaction in a nper that, capnot be repudi ated. , The conbi natjon of the
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future date to prove conclusively at’ an agent, 'enpfoyee, or firm (the
Tr ansf er5 Ages Jpptdtidiedrihacithe 16 is0istfut for manyl hanagefgisiattions thatn addi tion, a

Notary Public support function is available for inplenentation as described
bel ow. contribute to the usefulness of the system. For example, the log facilitates

identifying subsequent electronic submissions related to a transaction and
contributes to liability limitation for the Authentication Center. Also, the log is
useful as evidence of the document's chain of custody.

10 The Authentication Center also controls access to the document in
accordance with authorization instructions provided by the owner of the document.
Such authorization instructions would be updated or revised in conformance with
changes (e.g., assignments) in the document's ownership.

FIG. 8 illustrates the process of digitally signing an electronic document, i

15  depicted more generally as an "information object", by application of a hash
function. In general, a hash function is a truly one-way cryptographic function
that is computed over the length of the information object to be protected. The
hash function produces a "message digest” in a way such that no two different
information objects produce the same message digest. Since a different message
20  digest is produced if even one bit of the information object is changed, the hash
function is a strong integrity check.

In accordance with the invention, the message digest is encrypted using the
signatory's secret key, thereby producing the signatory's digital signature. The
combination of hashing and encryption in this way insures the system's integrity

25 (i.e., the ability to detect modification) and attribution capability (i.e., ability to
identify a signatory, or responsible party). The digital signature (the encrypted
message digest) is appended to the readable information object (see steps 2 and 6
depicted in FIG. 7).



Enpl oyee or .agent sign-on at the Transfer Agent's termnal is protected by
the personalWOA¥sM#% i cati on i nformati on and the cryptographi BCT/USIN6E3 of
the 5 cryptographic card held by that Transfer Agent. The conbi nati on of
t hese controls uniquely identifies the agent or enpl oyee, thereby enabling
DAS. In addition, agent or enployee authorization and attribute information
may be stored in the certificates or Token nenory in protected or seal ed
form as descri bed above. The DAS uses bhis information in conjunction with
the PIN to set 10 privil ege, access1®vol une and fund anount linmits. The
DAS provides a distributed validation capability using a "signature" that
cannot be repudi ated. The strategy uses PKC to reduce the key managenent
overhead and to provide a digital signature that cannot be repudi ated for
all docunments and Of gresasdy differenEhih fipiotions that sredaowa, Riostirdently
confidentiality 15  protection of the PIN and other transaction details as
descri bed abobdievathtukthosmdesignated MDrand MPS; whicihars embodiedvmesiiontsl in FIG -
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utilizes 20 ern database tools, and thus the server can advant ageously
utilize rél at Of oeutrse,antherdiasiyfunedions can $€expattedrtb beeonieavailablS¥BARIE) . As
illustrated in FIG 4, the originator of an el ectronic docunent or other
Transfer AgenP23§8y i nplement the DAS with a typical 486 desktop or |aptop

conputer having th enct. Yot OF m ¢ T | I nd
optionally 25 an?lé?ég?sr%ﬁ%l%ilymqngéﬂjgryééﬁ%ﬁ%g%g’g)?%{g&hg?&i g iégned
"execution” Ofiegitted HPPIGTEN tand Mhlidating the digital signatures (step 4 in FIG. 7) are

further illustrated in FIG. 9. The electronic document has appended to it one or

10  more digital signatures, which are created by using a signature algorithm and the
secret key(s) of the signatory(s) as described in connection with FIG. 8, and the
certificate(s) of the signatory(s). As described above, each such certificate
conveys the identity of the signatory, the signatory's public signature/verification
key, predetermined collateral information about the signatory, and the digitally

15  signed message digest of the certificate. The format of these pertinent parts of e
such a certificate in accordance with the X.509 Recommendation that would be
employed by a user or the Certification Authority is illustrated in FIG. 10.

The signature validation step, which would normally but not necessarily be
carried out by the Authentication Center, comprises decrypting the message digest

20  appended to the document, re-hashing the document to generate another message
digest, and comparing the resulting message digest to the decrypted message
digest. The public signature/verification key found in the certificate signed by the
Certification Authority and appended to the document is used for decrypting the
appended message digest. If the two message digest values agree, the identity of

25  the individual named in the certificate can be asserted as the signatory of the
document, or other information object, and the integrity of the document is
confirmed and guaranteed. An Authentication Center attests to this result by itself

digitally signing the document.



Is not required for the function of the DAS to have a hand-signed

i nst rument YO AY¥F8H digital signature on the docunent is suf POTIES9H/06563
However, at this time, a typical party in |oan or other comerci al
transactions requires the confort of receiving - 15 - laser-printed
copi es of docunents which have been executed by hand. O her conponents and
software typically provided in the Transfer Agent term nal are a

comuni cati on subsystem for handling ransm ssion of encrypted or digitally
si gned docunents to the Authenticati'dff Center by a nodemtel ephone |line or
other 5 suitable communi cation |ink, a Token interface, a nessage

handl er, input/output interface, and nulti nessage i nput application. The
Aut hentication Center is advantageously organi zed as a server subsystem a
crypto backup subAyshmimBLGsthmaugaiﬁoam ¢fod wsep {Tansfes Agent) of bRSYSLLM

whi ch may be_ i npl enen with a 486 cqnputer. runni er a 10 UNI X-t ype
oper ati ng syg?’é%\ca%oﬁ PERORLY 1S ﬁf‘?[ﬁ%llbﬂ’tgi %B@%@t%\gﬁtﬁmll}’dbs samersayi por t

controller I ti t he Transfer
Agent ter ni n selgéﬁ&lgh u\r/%tstaﬁ ﬁ%ﬂg ng\,fi, %st@%t arcgrt 18ISt ogr aphi ¢
key rranagenaﬂgnaitﬁ;smamﬁﬁeses Bafikally emﬁ?meié@m créaté @biificaRs! V‘lﬁh&ﬂﬁf .
managenent system i nput/out put (I system adm ni stration, and audl t 15
subsyst et Alocyment' s digitabeigugiures esarahdamwtﬁsl;spmﬂmslgmufrmw th the

backup subs yéer?Jcht?orH Au El%lditlgsb s pa{tﬁ' %Eatwrcrtaex the mgrﬁ% l r%nglgtaelciioc?tsAuthé?g, comput er

which is the most superior Certlfication Authority. The signatures of these
Certification Authorities are loaded in the signatory's Token and appended to
documents prepared with that Token.

10 As illustrated by FIG. 12, the path from the signatory to the Root
Authority may be considered part of an authentication tree. The signatory's
(user's) certificate is digitally signed by a Certification Authority whose own
certificate (the CA Certificate) is signed by the Root Certification Authority.
Since there is likely to be a plurality of Certification Authorities located on

15  different branches of the anthentication tree, it is only necessary to retrieve all
Certification Authority certificates along both branches until a common node is
encountered, in order to authenticate a digital signature for an entity on a different
branch of an authentication tree, and to verify the authenticities of the certificates
up to the common node.

20 It can be seen from the description above that Applicants’ invention is
useful in a wide variety of commercial and other transactions. For example,
transfers of stored authenticated information objects according to suitable
instructions can occur "internally" (without retrieving a stored object) or
"externally" (by retrieving an object and providing it to another). Also,

25  establishment of a verifiable evidence trail, or chain of custody, by date and time
stamping an object, signing with another digital signature, appending another
certificate, and storing the resulting object are described. Accordingly,

Applicants’ invention enables sales, assignments, and other ownership transfers of




runni ng under a DOS-type operating system A storage conmmunication
subsyst em i M?95384¢€s with t he docunent storage device or de RCIES9HB$%3 oned
above. The DAS al so would permt a "Notary Public" type of secondary
support 20 function. This would permt a third party present at the
docunent's execution to also have a cryptographic card which would "seal"
the transaction for further verification that the parties executing or

seal ing the docunent to be signed V\BI’% in fact the proper parties. This
additional notary function is not req hed, but woul d assist in the further
aut hentication of the identities of the parties. 25 FI Gs. 6a, 6b
are diagrans illustrating a typical application of the DAS in the nortgage
finance industry with a title conpany/closing agent for the | oan as a
Transf er Ageniuthdnticsted infarmation objectsj whichtaynhake thtoinsic yalweniike-tlecirapitie
generation and issues Tokens to authorjzed parti ea for.transferring

/ US9Y/ Ching | N N
woul d general Ty ot ‘Al R sAPeb R My it ARG i e piccRIG o 1 €. e

i nstitutions guakicshawBANGlYREthacs sy &ablesndvide Thtidty ofransaeticrisng Agent ,
woul d be equi pped to transmt and receive docunents electronically. In step

2, a BanksMor inghgingCdor justaae exarapls, condlastciormatiandyy 3n authantisgted offera(an
docunents to the Authe

Co. 1 O 051 g AEIAHPE Sblec i Gy HEaBiFey o Bf GRloSieo i b abke dueed 1 ©

according to suitable instructions from the owner of the information object. An

entity’s acceptance or counter-offer, as well as a final agreement, can be
information objects that would be subsequently received in relation to the

10  transaction of contract formation. It may be noted that the originator of an
information object may be the entity that digitally signs and appends a certificate
to the information object.

Such scenarios benefit substantially from Applicants' systems and methods

that implement PKC for the registration and transfer of ownership of stored

15  original authenticated electronic records or objects. A trusted third party, the
Authentication Center, performs the storage, custodial, and registry functions for
the benefit of the owner of the electronic record. Applicants' systems and
methods make it possible to establish ownership of electronic records, and to
provide irrefutable proof when a transfer of ownership takes place. This supports

20  stranger-to-stranger transfers, which in the following example involves three steps
(an offer, an acceptance, and a record of transfer) that are independently
performed by the offer’s owner, the offer’s recipient, and the trusted third party,
respectively. In accordance with Applicants’ invention, 2 document’s current
owner, the owner’s offer to one or more potential buyers, and the acceptance of

25  the offer by a buyer(s) are identified, and a chronicle evidencing the transfer is
created. From this example, the withdrawal of an offer anytime prior to its

acceptance and the transfer of the record can also be seen.



and tine stanps. In step 3, the Authentication Center transmts the .
aut hent i caWOIIFBEh docunents to the Title Co./d osi ng AgentPCT/HUSH0E334, t he
Title Co./C osing Agent has the docunments executed by 10 digitized

aut ogr aph signature by a Honebuyer/Honmeowner. In step 5, the Title

Co./d osi ng Agent provides Honeowner/ Honmebuyer with "hard copi es" of the

si gned docunents. In step 6, the Title Co./C osing Agent transmts the
docurents to the Authentication Centgr, which adds the integrity bl ocks and
dates and tine stanps the executed dotunents, forwards the docunents to the
15 Bank/ Mortgage Co., and stores the docunents. Whenever the

Bank/ Mort gage Co. needs copies of the authentic docunents, they can be
retrieved on-line from Authentication Center storage. In step 7, the

Bank/ Mort gage Co.Todbegicthis ¢xanipld, an inforimeation objdctc beritra dochment, aregbtiabled by
the Authentication Center to a secondary-narket Mrtgage 20

Bankl | nvest dRstrument,;qrother vainated abyect nwoild \pedmder the egntrel afibeit i ¢ docunent s,

furthor i 11 (REDGENRN Clier, 4ia W dabls WD S, B, SRBEto bbiect
process. | n thhQeddndSartyt SFhe St FArSCwoEIAi pRoplRe Yo RAhsbSthe AfiihghGchtedr drafted,

that reflects the agreenent of parties, 'such as a manufacturing operation
depi ct e by object ta the sécont gasty by retri@ving. thd huthentivated mbject fromutherttusted pr ovi ded

having an adFRRPDe ACNER LARRECR P e uiptisaed hice. S EnBRERg D ng
e e B ol A s ARG 9 T o et
transmission means. Traditional paper transfers would use transmission means
such as a courier or registered mail. Since the information object in this example

10 s electronic and is protected by the methods and apparatus described in this
application, secure electronic means could be used to transmit the object and its
instructions; for example, these electronic means could include the first party’s
applying a digital signature to the authenticated object and the associated
instructions.

15 The second party would receive the transmitted authenticated object and
instructions, and might decide to accept the offer. The second party could then
present the accepted offer/object and instructions to the Authentication Center
(trusted repository), which would effect transfer of ownership of the document as
instructed. Alternatively, the second party could communicate its acceptance of

20  the offer to the first party, who would then transfer this acceptance in the form of
instructions to the repository to assign ownership of the object to the second party.
In either case, the actual transfer or assignment of ownership would occur at the
trusted repository, which would validate the digital signature of the new owner
(the second party) on object, apply a date and time stamp, and sign all of this with

25  its own digital signature. Of course, the terms of transfer from the first party to
the second party (instructions) might provide for rescission of the offer by the first
party at any time or subsequent to a specified time, in which case the first party

could rescind the offer by instructing the repository to assign ownership of the



- 17 - equivalent of a 386 desktop or |aptop conputer, with high resol ution
graphics, aweQd9Eossn reader, and a stylus pad for capturing PEIAEHNPEES en
signatures. As shown in FIG 7, the electronic docunent, which may be
created locally or renotely, is displayed on this termnal. 5 In
the second step, the parties to the agreenent execute their hand-witten
signatures on the docunent using the stylus pad. These signatures are
captured and inserted in appropriate |locations in the el ectronic docunent.
After all parties have signed the doc%ent, the Transfer Agent certifies

t he conpl etion of the docunent's execution by invoking his or her digital
signature and appending his or 10 her certificate, using the Token. If an
ori ginal paper docunent were desired, the electronic docunent woul d be

printed first &%ﬂﬂg&i@% i\ Eisi}r%ﬁnr PicRigARE firs? PaftfPg prioy! us pad
and the term?\tagagocursor p S|t|[ft6}1ed tco t he ce?rregggndi ng p agg in the.

el ectroni ¢ dogwiersliip with 5 "nesv 'nowrerstiyp by det ficsepaxtyd. transfer of hand-witten
signatures during 15 t he actual signing of the pager do uggnﬁ. The

el ectroni ¢ versi onTheprepeding pxample ¢a XDEesed ypre; qeanopaigally nt. After

| ocal certification,,the.Trans \gent transmts the el ectronic docunent
to the Aut henFX%ﬁ’ﬁﬁcWE&H{‘%f&iffﬁﬁ{;‘HQ third step of the process. The

Aut henticgtion Cenpgfer Roff Bt Y i ncl le@squsbks'a@bjy@))y,&@egtg Qubby server

conput er, ~20 havi ng substantial storage capacity an ackup capability,

and is a secure angdcceptance C to TR S.(S,(Object)); Sy(S'tr(Sp(S.(Object))), Cert,,
Qual)
Alternative acceptance S.(S.(S.(Object)), Sy(S'tr(Sp(S,(Objech))),
Cert,, Qual))
10 Transfer by TR to B&C S'1r (S(S.(Object)))

where (Object) is, e.g., a document, fax, graphic, certificate, promissory note,
etc.; Cert is irrefutable proof of user identity when used with secret key (e.g., an
X.509 certificate); TR is the Trusted Repository, which is the object record keeper
and registry, controlling the object on behalf of the object’s owner; S, is the

15  originator of a secured object; S, is the first party to obtain ownership of the
secured object; S, is the second party, potential new owner of the secured object;
S is a digital signature; S’ is the digital signature and time stamp of the TR;
S,(Object) is the object signed by A; S,(S,(Object)) is the authenticated (secured)
object; S'rx(Sy(S.(Object))) is the authenticated object stored by TR; and Qual

20  represents the qualifications or instructions on the offer that may govern TR’s
actions (e.g., accept the first received response, accept the highest response,
accept a fesponse greater than an amount, response closing date). For counter-
offers, Qual might take the form of, for example, accept contingent on, after date,
bid, etc.

25 The signed object S,(Object) is created by S,, the ownership of which by S,
is denoted by S,(S,(Object)). S, sends the signed object to TR, which creates
S'1x(S,(S,(Object))), the authenticated object. The TR records, registers, and
controls S'1x(S,(S.(Object))), which becomes the responsibility of the TR. S,



highly assured facility. The Authentication Center contains a separate
digital si§xes7847capability, one or nore Tokens, and an acegraiseybdser
base. When an el ectronic docunent is received, the authenticity and rights
of the Transfer Agent are validated by the Authentication Center (step 4).
If 25 aut henticated, the el ectronic docunent is time- and date-stanped
(step 5), digitally signed (step 6), journaled (step 7), and stored by the
Aut hentication Center. Certified copies of the electronic docunent nmay then
be distributed according to -18--2?hstructions froman appropriate party,
such as the holder of a beneficial interest (owner) designated by the
docunent. The Authentication Center maintains the electronic docunent and a
|l og, or history, of all transactions, such as requests for copies, etc.

related to iniakeb thevffer t5 S, “khechanaﬂewé@s§(s (S¢S (Ubﬁ'edt)?ﬂ Cedt UBGAY! for many
managenment functions that contribute to the useful ness of thé s{stem For

exanpl e, t hévhe@gﬂkamlnslmpéSertdedwatesyinttgldsm becipjent(s) of thecdffeyrand tmubm ssions
es to I|ab|I|ty Ilmtatlon for t he

lated t t
it hont | cat R pEine Taeaiiofs upl g nes 6Bt Haf Fustg etrged by 16

d t' f g \T | .
control s Zc?@%&%’%‘ (B BIRELCEN re-fiphing S,(Object), Mierlt) ?ﬁ?gﬁ"eﬁ%#@@??@qer R
i nst ructd onswipelowith Sg(Sby,(S,(8:(Objea))),afert h QuapyisrRmsmitdab tﬁéJTR% liifihdeON

i nstructions woul d be updated or revi sed in confornmance with
transfer of ownership. The TR validates the offer and determines if the Qual is

satisfied. If both actions check, the TR thhe—stamps and signs the offer and
acceptance, effecting the transfer by creating S'1(S.(S,(Object))), and for audit
purposes the TR creates S'p(Sy(S't=(S,(S,(Object))), Cert,, Qual)). The TR
10 records, registers, and controls S'p(S,(S'r(Sp(S.(Object))), Cert,, Qual)) and
S'1r(S.(S,(Object))). Transfer is completed and acknowledged by transmitting
S'1r(Sc(S,,(Object))) to both S, & S..
The rescission of an offer can be expressed symbolically as follows:
S, rescinds offer Bto TR Sy(S,(Object)), :Sy(S'x(Sy(S.(Object))), Cert,,
15 Qual) g
and multiple offers B to C, D, etc. can be expressed symbolically as:
Sy(S.(Object)), Sy(S'rx(S,(S,(Object))), Cert,, Cert,, Qual)
and counter offers C to B can be expressed as:
Sc(Sp(S'tr(Sp(S.(Object))), Cert,, Qual), Counter Offer)

20 The preceding example that has been presented in words and in symbols is

just one of many specific applications of Applicants’ invention that each have their
own particular advantages. It will be understood, for example, that transactions
involving a plurality of strangers, e.g., a stranger-to-stranger-to-stranger transfer
can easily be carried out by sequentially repeating the preceding example, once for
25  each pair of strangers.
It will also be understood that the instructions can direct a transaction along
many different paths and that instructions may come from a variety of entities,

including the owner of an information object, an owner-designated custodian of an



changes (e.g., assignnments) in the docunent's ownership. FIG 8 illustrates
the process WDSHMTal |y signing an el ectroni ¢ docunent, 15 PCTRSPISEE
nore generally as an "information object”, by application of a hash
function. In general, a hash function is a truly one-way cryptographic
function that is conputed over the length of the information object to be
protected. The hash function produces a "nessage digest” in a way such that
no two different information objects Eéoduce t he sane nessage digest. Since
a different nessage 20 di gest is produced if even one bit of the

I nformati on object is changed, the hash function is a strong integrity
check. In accordance with the invention, the nessage digest is encrypted
using the signatory's secret key, thereby producing the signatory's digital

si gnat ure. Thﬁlf@ﬂfdﬁbﬂ@bjeoﬂj oo ndthavigegt. dnstnevtiony miay ba tieredtby @ slegtranis ur es
the systems integrit (i.e., the ability to detect rmdlflcatlon) and
attribution cagesbiwhie IS(generally apderptogd taobe 2l eprpYtsr PrOETaghoR ofher auspmated

appended to | HECH fhsan el iRt E ok ol wEn P bR R B o i
E :.I ?r em 'y bel ?%v%‘gjnfg%‘gtﬁwgﬁg?gﬁh%g? ﬁﬁ’g%eﬁéﬁgdﬁ%w&&?m\i}m%%r%g&g mbodi laf:l : ?1
circuits sommEr(aiseddnd patg) daeesoot faspondue rdaffer mdthirt a Speeified ioweperandg t he U. S
government” s then transmit the offer to Y (another second party), and if Y does not respond
within another specified time period, then return the offer to the offeror (the first
party).
For example, the instructions can permit a second party to accept some (or
10 all) of a set of authenticated information objects, such as a set of titles to a fleet of
vehicles, or to accept specified portions of one or more objects in the set.
Applicants' invention thus can provide asset- or risk-sharing or other forms of
syndicated transactions; the instructions would permit other second parties to
accept some or all of the remaining object or objects. This form of transaction
15  might be useful in contexts, such as re-insurance, where it is desirable for one
party, such as a primary insurer, to spread the cost or risk associated with an
information object among several other parties, such as one or more re-insurers.
Similarly, the instructions could permit a second party to "oversubscribe™ to a first
party's offer when the first party had one or more other "first parﬁes " willing to
20  provide the amount of the oversubscription. This form of transaction also might
be useful in cost/risk management contexts like insurance, where a second party
seeks to accept an object "greater” than the object offered by the first party.
The features of the trusted repository that are described above permit the
execution of transactions with the advantages of Applicants' invention. One form
25  of trusted repository that is currently believed to be particularly advantageous may
be called a "Trusted Custodial Utility". Such a Trusted Custodial Utility ("TCU")
implements defined business rules for the transactions handled by the TCU (i.e., a

complete set of authorized actions). The TCU also implements a defined security



publ i shed secure hash algorithmare suitably robust for use in Applicant's
DAS. 5 QVO9/378428, ot her hash functions can be expected t oPEEUSINDES63
avai l abl e as tinme passes. The steps of digitally signing an electronic
docunent (steps 2 and 6 depicted in FIG 7) and validating the digital
signatures (step 4 in FIG 7) are further illustrated in FIG 9. The

el ectroni ¢ docunent has appended to it. one or 10 nore digital signatures,
whi ch are created by using a si gnat:#"?e al gorithmand the secret key(s) of
the signatory(s) as described in corfftection with FIG 8, and the
certificate(s) of the signatory(s). As described above, each such
certificate conveys the identity of the signatory, the signatory's public
signature/verification key, predeterm ned collateral infornmation about the
signatory, policyt(ie.,di gt bfiptofective measyroe thatisyweessanyi tgpsévent viduthoriedi f i cat e.
The format of  these pertinent parts of such a certificate in accordance

with the X 8€PnRcOhedhdbpses s brsinestdules apd sevpitiopeliFys) gaveider or the  *
Step, v onBGFAREsahiet Sod o db BEtbaby Byerfle sl Frdt 8ERR 6y (e "

Aut hent i cat jeduntedlts ®ithinG@NGdtrdE vefigfiny Ee identities ai® asthoftiel Grgsktiek0

appended to the docunent, re-hashing the docunent to generate anot her

message 5di gélecal and deroiepraquesingirepasitony sarvigeneTha§€Udsegaretly $toreshanddecr ypt ed
j gnat yre/yverjfication key found in the

(r:né?ts ?19 iecg; ggé‘-‘:“&ﬂggg j 3‘%@@?@1‘3’? afBFNLEAteA ORI GreEvtiehPlseHmie to the
message di godnitery s MERUEON Spict7 (ARRACRRGL JhE TEUpAATRY isthes  Noned i n
the certifi catified doclisemdsserted as the signatory of the docunent, or other
I nformati on object, and the integrity of the docunent is

The TCU advantageously supports a multi-port token server for proving

10  document authenticity, for verifying the identities of signing parties, and for
authenticating (date- and time-stamping, and resealing) document submissions.

The TCU provides for backup and disaster recovery, and ensures that stored
information is not lost within a specified retention period, whether that period is
specified by a user, law, or regulation.

15 As described above, Applicants' invention provides for a verifiable chain of
custody that can be useful for many purposes besides simply indicating the
provenance or pedigree of a docﬁment or object. For example, governmental
entities might use a chain of custody to help compute and collect taxes or other
levies. The TCU provides such an evidence trail by receiving an original executed

20  or signed document and verifying the identity of the signer and the authenticity of
documents received. The TCU retrieves certificate revocation lists ("CRL's")
from a directory, checks the CRL for Certificate validity, and checks the
expiration date of the Certificate. The TCU then generates date and time stamps
for the document received, and provides an integrity block that ensures that the

25  document cannot be altered without detection. The integrity block is provided
using a digital signature algorithm to provide for non-repudiation, i.e., the ability
to prove the identity of the document's originator and the identity of the

authentication center. The evidence trail uses the integrity block and date and time



confirmed and guaranteed. An Authentication Center attests to this result
by itsel f di%@8X5™47 signing the document. As shown in Fl GPCH/USIIE6563
certificate of a user (Transfer Agent) or even of a Certification Authority
is preferably digitally signed in substantially the sanme way that

el ectroni c docunents are digitally signed, except that such a certificate
is signed by authorities specifically enpowered to create certificates.
Validation of a 5 docunent's digit signatures_includes validation of
the public signatures of all Certifitcation Authorities in a path between
the signatory and a Root Authority, which is the nost superior
Certification Authority. The signatures of these Certification Authorities
are loaded in the signatory's Token and appended to docunents prepared with
that Token. I1dtamps to provide Astidel dand evidehecoftany falt€iatid@ effoits qven byfar om t he
signatory to the Root Authority may be considered part of an authentication

tree. The si ginsument songinaer,di al&ii!tﬂqmﬁéﬁﬁéptﬁg affer@rigiPatiensi gned by a

Certification Auth 0 rtificat tificate) is

si gned by the Root‘g{ﬂ?tg‘?w%‘% %ﬁlﬂi‘ﬁg ef‘% d%ﬁ%opﬁﬁggnpgpp I°§ to be a
plurality of &ﬁérwﬁel&a&deamo%b%wﬁﬂlme@bsi%@@us%éi Poﬁ ?ﬁFé@fmrﬁEa”Ches
of the authentication tree, isonly necesSary to retrieve al

Certificabi ortoAusmktable m;stmemmn fItosaclnserﬂb'(hege\mdtth bb tpwfcdabb fonthiel reposuxorymn
node i s encountered, .ate a digit signature for an

in order to a t hent
entity on a dP@PBWéﬂtth%haéﬁé’Hpibfo% &éﬁf‘%‘&’c OToipEend t‘%\ﬁ‘?ﬁ“ﬁ%ﬁ\‘férl fy the
authenticiti eI%régry b findoRidrlzba ‘ﬁﬂ&ﬁﬁm, such as a watermark, hologram, or similar, that

would signify the repository's "certification" of the document. This is one way in
which a user could withdraw its records from the repository, whether permanently
10 or temporarily.

It will be noted that the present description and drawings are illustrative
only and that one of ordinary skill in the art would recognize that various
modifications could be made without departing from the spirit or scope of the
present invention which is to be limited only by the following claims. This

15  application hereby incorporates by reference U.S. Patents No. 5,748,738 to
Bisbee et al. and No. 5,615,268 to Bisbee et al.



up to the common node. 20 It can be seen fromthe description,
above t hatw@@gppsi8dants' invention is useful in a w de vari etBCRBSIHAIRr Cci al
and ot her transactions. For exanple, transfers of stored authenticated

i nformati on objects according to suitable instructions can occur
"internally" (without retrieving a stored object) or "externally" (by
retrieving an object and providing it to another). Also, 25—
establishment of a verifiable eviden trail, or chairmof custgdy, by date i
and tine stanping an object, signing®th anoth vl \\mm&jure,

appendi ng another certificate, and storing the ﬁmm\m are

descri bed. Accordingly, Applicants' invention e es sal%es,’ assi gnnent s,

and ot her ownership transfers of -21 - authenticated information
obj ects, WhiWHARYS CDAIMEDES2si ¢ value, like electronic artistic works, as
wel | as extrinsic value, like notes and securities. It will be appreciated

that Applicants' li ndanatheshof exepuing a transaetioncbystransferciag apthesticateshever , but
th | . bl .. d ' f tr ti D i ncl.udi,ng, f o
st one oxiprgationShistel Faifl rbrcotle yGARRNE Sy BRE reallse copPRE

informati ongpbiget) that nmay be retrieved or distributed to one or nore
entities according to suitable instructions fromthe owner of the
i nf or matd on obj ecetriedimgehy atfirstspantycdieqh arnnestedr repasitoryrancdufiieenticated wel | as a

final agreenent, can he inforpmation obé',ect s that woul d be subsequently !
recei ved i nipfermationobject, wherein the authenticated information object includes a first |
|

digital signature of the first party, a first certificate relating at least an identity and

a cryptographic key to the first party, date and time stamps and a certificate
applied by the trusted repository, and a digital signature of the trusted repository;

10  the first digital signature and first certificate have been validated by the trusted
repository; the certificate relates at least an identity and a cryptographic key to the
trusted repository; and the authenticated information object has been stored under
the control of the trusted repository;

attaching instructions to the retrieved authenticated object;

15 transmitting the retrieved authenticated object and the attached instructions
to a second party;

|
| |
receiving, by the second party, the transmitted retrieved authenticated l
object and attached instructions; | |
presenting, by the second party to the trusted repository, the received '

20  transmitted retrieved authenticated object and attached instructions; and
executing the transaction according to the instructions presented to the

trusted repository.

2. The method of claim 1, wherein the instructions cause the trusted
repository to transfer ownership of the authenticated information object from the

25  first party to the second party.



10 transaction of contract formation. It nmay be noted that the originator
of an i nfor Y@ PYW8Ebj ect may be the entity that digitally siBEEUSRIO6HBpends
a certificate to the information object. Such scenarios benefit
substantially from Applicants' systens and net hods that inplenment PKC for

the registration and transfer of ownership of stored 15  origihral—

aut henticated el ectronic records or objects. A trust [ I t he
Aut hentication Center, perforns the sjorage, custod“ﬁ'mwﬂjugﬁflﬂ“‘/
functions for the benefit of ‘the owier’ of the el ect 4 §
Applicants' systens and net hods nake it possible to establish ownership of
el ectronic records, and to provide irrefutable proof when a transfer of
ownership takes place. This supports 20 stranger-to-stranger transfers,
which in the foll &M The methoplof claim @, whsreihthearistedpepdsitaryofdlidates an

acceptance, and a record of transfer) that .are independent!ly perfornmed by
the of fer's oligital sigopure,efihe secopd paty included with the preserted abjeét Applisar t v,

carront  owneidaid HE R SRS otk bréBeh SBL apd BERDIE WmBa BECURA" D 1
accept ance ofge with i@ digit#t sighitfe, Ouyer (s) are identified, and a chronicle
evidencing the“transfer Ts created. Fromthis exanple, the wthdrawal of an

offer anytime prior to its acceptance and the transfer of the record can

al so be seen. - 22 - T& Be%i n.this exanple, an information object, be it
a documen?, negot i4,pFae method of claim 1, wherein the first party applies a digital

signature to the retrieved authenticated object and the instructions before they are

transmitted to the second party.

5. The method of claim 1, wherein the retrieved authenticated object and
the attached instructions are transmitted by the trusted repository to each of a
10  plurality of second parties in accordance with the attached instructions.

6. The method of claim 5, wherein the attached instructions cause the
trusted repository to take at least one of the following actions: accept a first-
received response, accept a greatest-value response, accept a response greater than

an amount, and accept a response presented before a closing date.

15 7. The method of claim 1, wherein the instructions provide a syndicated

transaction.

8. A method of executing a transaction by transferring authenticated
information objects having respective verifiable evidence trails, comprising the
steps of:

20 retrieving, by a first party from an trusted repository, an aathenticated
information object, wherein the authenticated information object includes a first
digital signature of the first party, a first certificate relating at least an identity and
a cryptographic key to the first party, date and time stamps and a certificate



i nstrument, or other valuated object, would be under the control of the
Aut hent i caM@P/FB4t er, and a first party wi shes to transfer POTAS99/06563
aut henti cated object to a second party. The first party woul d propose to
transfer the authenticated 5 object to the second party by retrieving
t he authenticated object fromthe trusted repository, attaching
instructions to the authenticated object, and transmi tt'@%mge obj ect and

i nstructions/ternms of transfer to tug secondmmu t“ HB e transm ssion
means. Traditional paper transfers W Qrd use ' ns such as a
courier or registered mail. Since the informalion object in this exanple 10

Is electronic and is protected by the nmethods and apparatus described in
this application, secure electronic nmeans could be used to transmt the

obj ect and iappliedby thectrustedsrepbsitorg,amind digithlhigmnat of tHeistedRPASitdRPY! d

I nclude the fi rstéigga:.qraiyj s applying a digital signature to the authenticated
obj ect and tthefisst piggaturesand fanst egrtificate have been validared by gheotmasterhr t y woul d

Goci de-t o adeRRR b LertbaE RS hERaR h3icn iy bnd A ErvpiiaseiiShey e ©
accept ed of fipisteabiep6sitopyichndihé é&tﬁéﬂtﬁﬁ&dtiﬂfo}ﬁlﬁﬁdﬂléﬂ]%i tHaf BEérPﬂor@ﬁ ’ﬁ;nﬁ%% o

(trusted repository), which would effect transfer ownership o
docurrentd as thesentraltof the trmstest repositoryy, the second party coul d communi cate

its acceptance of . Ahe offer to the first party, who would then
transfer this accaééfqlﬂﬂ%gqtﬁn%?ﬁ@u%sr%‘é?r?@lﬁYW@Hﬁ“@‘b@]ﬁ@;reposi tory to
assi gn ownership | : | ther cas t he
actual transfer otir;“{ngli;snztlﬁ agﬁieﬁ%&é%ﬁ%mﬁs%%aﬁb@%%%g% Fﬁr% "‘F%C‘l"r“ag‘? &d

reposi tory, setomipartyyl d validate the digital signature of the new owner

(the second party) qn object, apply a date and time stanp, and sign all of
this with receiving, by the second party, the transmitted retrieved authenticated

10 object and first instructions;
communicating, by the second party to the first party, a response to the
received transmitted retrieved authenticated object and first instructions;
sending second instructions from the first party to the trusted repository;
and

15 executing the transaction according to the second instructions.

9. The method of claim 8, wherein the instructions cause the trusted
repository to transfer ownership of the authenticated information object from the

first party to the second party.

10. The method of claim 8, wherein the first party applies a digital
20  signature to the retrieved authenticated object and the instructions before they are
transmitted to the second party.

11. The method of claim 8, wherein the first and second instructions

provide a syndicated transaction.

vean



25 its own digital signature. O course, the terns of transfer fromthe
first party WOBB4Eecond party (instructions) mght provi dePEDUSINSE63ss| on
of the offer by the first party at any PGHF or subsequent to a specified
time, in which case the first party cou escind the offer by instructing
the repository to assign ownership o -A3 - object to the first
party itself, in effect sinply repIaEF%E(E;Q figst party's prior ownership
with a "new' ownership by the first party. The precedi ng exanpl e can be
expressed nore econonlcaluiﬂfor the synbolically inclined as follows: 5

Ofer fromBto C LJAB H?Y]AQMGQNUIONEUSJN‘GQPDW@M%CG Cto TR
[err] Qual) Alternative acceptancggfggg§ ﬁuaqﬁgg err], Qual)) 10

Transfer by TR to B&C [err]( ?§ e iject) is, e.g., a
docunent, fax, graphic, certificate, prom ssory note, etc.; Cert is

i rrefutabl e proof of user identity when used with secret key (e.g., an

X.509 certificate); TR is the Trusted Repo 'S the object
record keeper and registry, controlling tH ‘{bééanexifﬂaauwnewi t the

object's owner. S _is the 15 _ originator of a SecUred opfect, St Tsthe
first partycarphtativn MAtRDRye" the ‘
Liability Allocation Authentication Center
Key Generation and Date and Time Stamps
Issuer (DES) Signs Document
1 Integrity Block
Storage and Retrieval
Transfer Agent ¢
Liability Allocation
Authentication Limits/ Provide Authenticated
Aliowable Functions Profile Documents upon Request
Secret Key Distributed by
PCM/CIA Card and Pin / *‘ \
‘ Authorized Recipients
Transfer Agent

Identified by possession
of PCM/CIA Card and Pin

Y

Authentication Process
in P.C. or stand alone

il

Input of Document
Digital Signature Pad
for Execution




secured object; S., is the second party, potential new

owner of the secured

obj ect; Syoss78470i tal signature; S is the digital signatBCEUSHUGSEE
stanp of the TR S[err](Cbject) is the object signed by A, [err](Object))

is the authenticated (secured) objeeyio[err](Object)))
object stored by TR _and Qual 20 represents the qual

is the authenticated
i fications or

I nstructions on tthe offfer that may govern TREg actions
first received rgsponge, accept the highest £esponse, @

greater than an gnmount}, responsqpcl osing dat£& . For cot
m ght take the fdrm off, foqsexadgle, accept nti ngent
etc. 25 The {si gnesl obﬂgct Sa( Obj ec I S creat
owner shi p of whigh by |Sb i§5denqte by [err] ject)).
object to TR whilch crleat e[ er (R &Hj eclqd) ), =Fhe aut hel

TR records, registegps,| apd nt |€5[GVET(&P¥th))), W
responsibility off t TRR - emthe offer t
denoted [err] (ObjleecE)) re the if

3. -
m —
T @
pticate

(e.g., accept the
jccept a response
nter- offers, Qual
on, after date, bid,
ed by [err] the

Sb sends the signed
ticated object. The
i ch becomes the

o0 S., whichis
clusion of Cert

29
| £ @aig , Onis ,
i ndi cates intenddd Feqi pBeid ( f o} 8 f&r Sng the ifcl usion of the
i nstructions Qual iInégg 2rns U §E<§r\§)rced By the TR S[err]
accepts the offer l% rie-3 g [ rd;(@j cg, hereby creating
ferr](chject)), o O wnizh &yi BBt 1€ 18 Corto] Qual)) Is
transmitted to t egR t ""l@taf-ﬁ%‘ly ISofp @mershi ). The TR validates
the offer and detlermres if the Qual is
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satisfied. If both actions check, the TR time-stanps and si ns the of:rI]

and accept apwegsedshecti ng the transfer by creating [err](CbJ ’“655 d for
audit purposes the TR creates [err](Qbject))), Certb, Qual)). The TR 10
records, registers, and controls [err%hg)j ect))), Certb, Qual)) and
[err](Qoject))). Transfer is conpleted and acknow edged by transmitting
[err](Qbject))) to both Sb & S,. The si 0 f an offer can be
expressed synbolically as foll ows: SFJ@ fier B to TR [err] 15
Qual) and multiple offers Bto C, D, etc. can be expressed synbolically as:
[err] and counter offers Cto B can be expressed BSéerr], Counter Offer)
20 The preceding examDASHARGHIDEEGT bj nted in words and in

symbol s is just one of nmany specific applications of Applicants' invention

et e R AR RPN o *CVent ST HENTICATION CERTER o

stranger-to-stranger-to-stranger transfer can easily be carried out by
sequential |y repeal1ng\the preceding exanple, once for 25 each pair of
strangers. It w H—=ad be understood that the instructions can direct a

transacti P, BN | f T@ﬁ% s and that instructions may cone from
a variety cﬁc%ﬂ'i I'es, {j\nc owner of an information object, an
]

owner - desi Grat eq aered n
——
§ | I
" UNIX '\
MS-DOS NATURE
PCllR [ '\ SIGNAT! :
= v =
— P
7] RDBMS
C / Server [|ms-00s .\
Tepe —_’J‘ =
PCR| [{[MS-DOS SIGNATURE Digk —
| : PAD
| Printer
—
inal * Server Crypto Host
girbr:;’r;:; Subsystem Backup Subsystem

MPC - Multiport Controller

PCR - PCM/CIA Card Reader

* . 486/50 Laptop Computers
may be utilized



-25 - inforgption object, or another agent. Instructions nmay be tiered by
an el ectron® 4, 27, which is general ly understood to be a cg )ﬁ% 18E097am
or other automated process that can interpret instructions ang{Ja ?J’%Sﬁ%hem
for a predictable end. Tiered instructions would have | evels of response
and deci si on nmaking, such as if 5 4% second party) does not respond to
an offer within a specified ti erjod, then transmt the offer to Y

(anot her second party), and if?;@ not/fr espond wi t hin anot her specified
time period, then return the offe the%offeror (the first party). For
exanple, the instructions can permt a second party to accept sonme (or 10

all) of a set dnASIFUINGCTIONALINTERRELATIONSHIRS a set of titles

to a fleet of vehicles, or to accept specified portions of one or nore
objects in the set. Appl : ] n provi de asset- or

ri sk-sharing or other fo ‘C‘ﬁ?&’roﬂ grgigjg%éeﬁep§f§t%@t l'ons; the instructions
woul d permt other second partigﬁckapaé‘, ept sopre or all of the remaining
obj ect or objects. This formaf trangsaclion 15 m ght be useful in
contexts, such as re-insuraheNCRYERTION $/Si s defirable for one party, such
as a primary insurer, to spfﬁﬁ'ﬂﬁﬁ@'ﬁt or ripk associated with an

i nfornmati on obj ect anbng seyéralr “6fNEr partiesf such as one or nore
re-insurers. Simlarly, the] IBNCRYRT COMMSIEI d} pernit a second party to
"oversubscribe"” to a first [ he first party had one or

more ot her "f TRANSFER i es” bvi de .t he anmount of the
oversubscri pti AMSENRi s form of transaction also m HEN%CAT' N
CENTER
COMM S/s e
.......... i ) i
........... 1| Modem Line |« MULTIPORT ENCRYPTOR & | STORAGE
WO | {LOWMEDIUM, | S22 =222 | CONTROLLER ! | BACKUP COMMS
1SPEED PORT | fmmmmmmm—e- ‘| commsrs SIS
TERMINAL e
PCM/CIA | MESSAGE COMM S/S IDES BOARD,
INTERF. | HANDLER |  { }  ~77=======
MESSAGE >-STORAGE
MMI/ | ENCRYPTION HANDLING S/S
APPL. __.Sis____ '
BES BOARDH BACKUP RDBMS AUDIT |P
--------- s SIS sIs R
|
SIS INPUTIOUTPUT |
TERMINAL SUBSYSTEM SERVER SUBSYSTEM
Terminal: 486/50 PC Server: 486/50 System Pro
MS/DOS UNIX
Windows
Built Around Powerful
Running Agent Application multiuser RDBMS,
with transparent secure supporting multtiple
communications terminal communications

with complete audit and
" administration

Crypto Host: 486/50 PC
MS/DOS
Provides Encryption




be useful in_cost/risk managenent contexts |ike insurance, where a second
party seeks WO9%ST4pt an object "greater" than the object of PETAISIM6563he
first party. The features of the trusted repository that are descri bed
above permt t he execution of transactﬂ/mos W|th t he advant ages of
Applicants' invention.

LS.

currently believed to be paﬁi cuI arly vant ageous may be called a "Trustkd
Custodial Uility". S Eusted Custjodi al Bkility ("TCU") mplenents
defined business rules e transactf ons haadl ed by the (i ;_-_e
conpl ete set of authorf zeq aft!_ons) The TcUu &so i npl enent s defOn@dE
security -26 - polifcy (i L ,,, a set pr@ &etive nmeasures hat‘gs—- )
necessary to prevent unautihgried acti nsg‘al' CU uses its l:l@l MSg TR es
and security policy to go(je ansact ijom=r S and acces eE 5;
repository over the liffe dyeheOof all odﬂ tg Wthinits cmt =
verifying the identitijes g4n authorltls tiges 5 (|02.|< @e)
requesting repository [servi @s. The TC ZSC V¢ ot ores and E%\Q? Yo 3
retrieves digitally sijgned, Sauthenticatle and encrypted ele ni
docunents or informatijon ij ects. Upon request, the TCU pr| nts and |ssues
certified docunents. fﬂhe ) Tavant ageo DT T
server for proving 10 dgcunent ayt.henticity, for verlfylng the |de titiles
of signing parties, arfd fdr aut hentocatl ng %dat e- and tinme-stanpi ng,Eand
reseal i ng) docunment subm 4sions. %2 Cc c © ® =
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The TCU provides for backup and di saster recovery, and ensures that stored
I nformati OWO0I98/5¥837 | ost within a specified retention peri odPCTKISSO6363t hat
period is specified by a user, law, or regulation. 15 As descri bed
above, Applicants' invention provide &S éor a verifiable chain of custody

t hat can be useful for many purposes Bsi des si nply indicating the
provenance or pedigree of a do E For exanpl e, governnental
entities mght use a chain of m Loﬁé conpute and col |l ect taxes or
other levies. The TCU provides such an evidence trail by receiving an
orlglnalm 1 . A : ty of

t he si gner—amu v H I eves
certificate revocation lists (" CRL s") froma dlrectory, checks the CRL for
Certificate validity, and che 5 N 1 date of the Certificate.
The TCU then generates date a%yq égé let-he—dacuneq I ved, and
provides an integrity block tHhat d t_1he 25 doc

altered ion. The integri bl ock is provided usijng a digital
si gnat ur|& Hg’ﬂﬁﬂﬂ'ﬁQNg provi de for pudi ation, i.e., thelability to
prove tHe AUdHORITGT it he docunent’ PLﬁ?i nator and the identijty of the

authenticatijon center. The evidence trfail uses the integrity Rl ock and date -
and tinme - 27 - stanps top hevidence of anw alteration
efforts, evegn by a docunent's dgpm A‘Z Tgl teratj oAUBHERNTROATTONAT §er
origination. u— CENTER
TRANSMITTED
ELECTRONICALLY STORAGE/RETRIEVAL
LOAN DOCUMENTS
ISSUED ELECTRONICALLY
1 LOAN DOCUMENTS
Step 2 TRANSMITTED
{ ELECTRONICALLY
SCM/CIA ' T JAUTHENTICATED/TIME
CARDS [ 1Step 1 —>BANK/MORTGAGE CO. TSTAMPED
—»i Step 6
Step 1 TITLE CO./CLOSING AGENT |« Step 3
Step 4| "HARD COPY"
l LOAN DOCUMENTS
LOAN DOCUMENTS
EXECUTED
ELECTRONICALLY Step S
y

HOMEBUYER/HOMEOWNER




As not ed above, certlfled docunents advant ageously can be printed or

ot herwi se r eWQIF7843 "hard copy" and i ssued by the trusted r ®634/0YP6563 n
response 5 to a suitable instruction. It is currently believed to be
preferable for the repository to apply 7} the hard copy sone form of
indiciumor |legend that is resist orgery or unauthorized imtation
such as a maternark hol ogr am o1§§i r woul d signify the
repository's "certification” of the his is one way in which a
user could withdraw its records fron1the rep03|tory, whet her permanently 10

are 17 ustrat]ve only ATaI NG AT g?w '@&JC?BF%Y%W”%S{ g "o
recogni ze that various nDdlfldaﬁﬂgﬁi (mahhthout departing from
the spirit or scope of the present |nvent|on which is to be limted only by

the followng clainms. This 15 IC%E n _hereby incorporates by .
reference U.S. Patents No. 5, 748, 73 m@ et al. and No. 5,615,268 to
Bi shee et al. -28 - WHAT IS CLAIMED IS: 1. A nmethod of executing a
transaction by transferring authenticated information objects having
respective verifiable evidence trails, conprising the steps of: 5

retrieving, Stap 4. Odrhplete Crtifigation AttKerityLes8k géNeratib'grignt | cat ed
card issuing to parties transferring the documents
establishing legal evidence trail. Equip parties to
transmit and receive documents

Step 2. Bank/Mortgage Co. loads and electronically transmits
documents to Authentication Center which forwards
to Title Co./ Closing Agent

Step 3. Authentication Center transmits documents to Title
Co./ Closing Agent

Step 4. Title Co./ Closing Agent has documents executed
by digital signature by Homebuyer/ Homeowner

Step 5. Title Co./ Closing Agent provides Homeowner/
Homebuyer with "Hard Copy" of signed documents

Step 6. Title Co./ Closing Agent transmits documents to
Authentication Center which dates and time
stamps the executed documents and forwards
documents to Bank/ Mortgage Co.

« Whenever Bank/ Mortgage Co. needs
authentic documents, can retrieve on-line
from Authentication Center storage

Step 7. Bank/ Mortgage Co. directs authentic
documents to be transferred by Authentication
Authority to secondary market investor

Step 8. Whenever investor needs authentic documents,
can retrieve on-line from Authentication Center



I nformation ob ect, wherein the authenticated information object includes a
first dlglt“é‘P 7§‘ﬂature of the first party, a first certifi patrasosbaki ng at
| east an identity and a cryptographic key to the first party, date and tine
stanps and a certificate applied by the trusted repository, and a digital

signature of the trusted repository8/1® the first digital signature and
first certificate have been valid rusted repository; the
certificate relates at |east an |F anVa cryptographic key to the
trusted repository; and the authenticated information object has been

stored under the control of the trusted repository; attaching instructions
to the retrieved authenticated object; 15 transmtting the
retrieved authenticated gp and the attached jnstructions to a second
party; receiving, by the\se ¢ party, the] sigaager
aut henti cat ed obj ect and \&etwawd\ed i nstruct [ or¥8d pf

&““!%‘@8@6 nd

party to the tr d repos e t h - 20 ek tt ed ﬁéﬁfl eved
aut henticated o t and qttacheéd i ; and execut | ng
transacti t o Wheindtrugy entedothet“.ls Jv
repositor hod of claim 1' ; i nstructiofs cau ne
trusted rep nsf er own e i nfofmag} on
obj ect fromthe 25 My . TPRAGTY-
1. Design Document Handwritten
2. Document [ Signature
Digitally Signed
3. Transmit
Document

4. Validate Signature

5. Date and Time Stamp

8. Digitally Sign Document
7. Record Event in Audit Log

FIG. 8

Information
Object

!

Hash Secret Key

' '

Message Digest > Encrypt —> Signature




-29- 3. The nethod of claim2, wherein the trusted reposito S a
digital sngnewaﬁﬂumf t he second party included with the pre%éﬁ%gg&gg%ict
applies date and tinme stanps to the presented object and signs the stanped
presented object with its digital S|gmamure 4. The met hod of
claim1l1, wherein the first party es a dlgltal signature to the
retrieved aut henticated object aFﬂFfQEi uctions before they are
transmtted to the second party.¥5 od of claim1, wherein the
retrieved authenticated object and the attached instructions are
transmtted by the trusted repository to each of a 10 plurality of second
parties in accordance with the attached instructions. 6. The nethod of

claimb5, wher C instructions cause trige—trustes—repgsitory to
take at | east §i§g5ﬁ éﬁ olldwi ng actions: accept Signgtufe Yalidation. ], e g
response, gr eat est - val ue r[éSpoNnse, Jaccept a response greater than
an anmount }y and acaept a response priddaumedt pef ore a cl osing date. 15

7. The nefthod of dlaim1, wherein tlhe instrgicti ons provide a syndicated
transacti gn. 8. Ajmethod of executiing a trapsacllon Dy fransferring
aut henti cated i nfqrmatggm—olgegt s having regpe | e eViSignede
trails, cppBeirkéntd th %?/;1: 2( T IPPPMQYd‘Ja a finsty @arty
froman tfusted rdpository] an autBRenticatef]informatfon object, "Wrer
the authepticated |i nformaté¢on obj eqicddfcaddps a firstgdigital signature of
the first{party, g4 firpsigagatiréli caie pghaitipg at | Kgrdtudn identity and
Algorithm Signature Algorithm

|}~

FIG. 10

CARICATHRE OF X.509 CERTIFICATE
USER OR CERTIFICATION AUTHORITY

IDENTITY ATTRIBUTES PUBLIC KEY SIGNATURE VALUE
Name/Organization | Various Privileges Decrypt info Digitally Signed Message

Digest of Certificate




a cryptographic key to the first party, date and tine stanps and a
certificat 09957840 . gpplied by the trusted repository, angcanusbgedse
signature of the trusted repository; the first digital signature and first
certificate have been validated by t $8/1% ust ed repository; the certificate
relates at least an identity crypioqy aphic key to the trusted
repository; and the authenti Fi@forﬂaa on obj ect has been stored under
5 the control of the trusted r&po%itdry;, attaching first instructions to
the retrieved authenticated object; transmtting the retrieved

aut henticated object and the first instructiol party;

recei ving, by the second party, the transmitt¢LA'sQertificateaut henti cated 10
object and first instructions; comunicating, By € SEeCo party to the
first party, a response to the received transmted retrifved authenticated
object and first instructions; sending second i pPubli€Keghs fromthe first
party to the trusted repository; and 15 ' ng the transaction
according to the second instructions. 9. The nethod lof claim8, wherein the

instructions cause tligarifiegteef—repositary tdd; AErS IS jhi p of the -

aut henti cated i nf or detron—obisct fromthe fi second party.
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10. The method of claim8, wherein the t0p 8 QFYELJ s a g al 20
signature to the;retrieved authenticat d oDbj ec and-t i'nstr ""é.‘
they are transPCE[éd t 0 t heWarbl BELLEFIVALPROPERTY ORPRNIZABOR0d of N G S,

wherein the first and second i nstructions provide a selndl cated transact i on.
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