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CLAIMS  

1. A re-encryption key generator (30) 	that generates 

a re-encryption key to obtain re-encrypted data that can be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by 	a 	first 	public 	key 	of 	a 	first 	user 	device 	is 	re- 

encrypted 	without 	decryption, 	the 	re-encryption 	key 

generator comprising: 

a first storage means 	(31) 	that stores a first private 

key corresponding to the first public key; 

a second storage means 	(32) 	that stores a second re- 

encryption 	key 	generation 	key 	of 	the 	second 	user 	device 

that is different from a second public key corresponding to 

the second private key; and 

a 	re-encryption 	key 	generation 	means 	(34) 	that 

generates the re-encryption key based on the first private 

key and the second re-encryption key generation key. 

2. The 	re-encryption 	key 	generator 	according 	to 

claim 1, wherein 

the first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

private key and the plurality of system fixed values. 

3. The 	re-encryption 	key 	generator 	according 	to 

claim 2, wherein 

when 	the 	first 	private 	key 	is 	represented 	by 

ski= (xi, yi, zi) , 	the 	second 	private 	key 	is 	represented 	by 

ski=(xi,yi,zi), 	the 	plurality 	of 	system 	fixed 	values 	are 

represented 	by 	g, 	gl, 	and 	g2 	(where 	g, 	gl, 	g2eG 	when 

bilinear map groups as groups of an order p for which a 
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bilinear map e:GxG.GT  exists are represented by G, 	GT), 	and 

the 	first 	public 	key 	is 	represented 	by 	pki, 	the 	first 

public key pki contains data Xi, 	Y11, 	Zir 	Zli 	(where 
[Equation 1] 

Xi 	 -7 	— Zi )c.  =g 	y 	=g 	 Z 	=g1zj  , 	11 	iyi 1  L., 	g 	, 	ii i 	_____ 

), 

when the second public key is represented by pki, 	the 

second public key pki contains data Xi, 	Y11, 	Zi, 	Z1- 	(where 

[Equation 2] 

X.,. =gxj 	Y ii -gi Yj  , Z j -g 	Z 1; =giZ  i 
J 	

Zj 
, 	

. 

J 

), 

when 	a 	random 	number 	related 	to 	the 	second 	re- 

encryption key generation key is represented by n, a value 

based on the random number n and the system fixed value g 

is represented by g3, 	the value based on the random number 

n and the system fixed value g1  is represented by g4, 	the 

value based on the random number n and the 	system fixed 

value 	g2 	is 	represented 	by 	g5 	(where 	g3=gn, 	g4=g1n, 	and 

g5=g2n), 	and the second re-encryption key generation key is 

represented by rk1, 

rki=(X_3_i,Yi) 

holds 	(where 

[Equation 3] 

3x..J , 	537i 

	

X3; 	y5; 

	

r 	 J 

), 

when 	the 	plaintext 	data 	is 	represented by m 	(where 

mEGT), 	the random number related to the ciphertext data is 

represented by r, and the ciphertext data is represented by 
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Ci 	(where the bilinear map e:GxG,GT  is represented by e( 	I 

)), 	the ciphertext data Ci contains data C2x, 	C2y, 	C2z, 	C2z1, 

C3 	(where 

Yiir  7  C2Z = Zi r  7  C2Z1 = Ziir  7  

[Equation 4] 

C2X = Xir ,  , C2y = 

g)r  • rn C3 = e(g4g5, 

), 

random number related to the 	re-encryption when the 

key is represented by 8, 	an exponent related to the system 

fixed values 	g, 	g2 	is represented by p 	(where 	g2=e), 	and 
the 	re-encryption 	key 	is 	represented 	by 	Rid, 

Rid= (Rii1, Riaz, Rii3) 

n(x-0) 

holds 	(where 

[Equation 5] 

Rii xi 

(Y5j • g3 

7r(13Yi +0) 
ON 1/yi - 	Yi R23

•

2 ) 	g 	
) - 

(X3i •• ni 
ir(xi -1-i3yj +0) 

ON lizi 	z. • _ 2 Rip = g3  ) 	— g 

), 

re-encrypted data is represented by Ci (where when the 

three random numbers are represented by s, 	t, 	k), 	the re- 
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encrypted data 	Cl 	includes data C2x"  / 	C2Y"  / 	C2Z"  / 	C2Z1"  / 

C5x, 	C5Y, 	C5Z / 	03 	(where 

1 

I , 
1 

C5z = Rip k 

[Equation 6] 

C2X S = X•rs  C"  2X - 2 	7 

= ylirt 

7 

C 
Li2y = 	2Y 1i 	7 

 

C211  = C2Z ____ 	r7 k 
2
.rk 

z — Z-I  

o n 	 k 	7 rk 
'-'2Z1 =  C2Z1 	= Zvi 	7 

Rii2 C5x = Hifi 

1 

S  7  C5y = 

), 	and 

data m, 	the 	re-encrypted data 	Ci, 	and the plaintext 

the second private key ski are related by 

Tit = C3/ { 
e(C5z, C2z) yi (05z, C2z1 	x " 

( e(C5x, C2"x)  i  er5y, C2"y) 
• 

re-encryption 	key 	generator 	according 	to 4. 	The 

claim 2, wherein 

private 	key 	is 	represented 	by when 	the 	first 

ski=(xi,yi,zi,wi), 	the 	second private 	key is 	represented by 

ski=(xi,yi,zi,wi), 	the plurality of 	system fixed values 	are 

represented 	by 	g, 	g1, 	and 	g2 	(where 	g, 	g1, 	g2EG 	when 

bilinear map groups 	as groups of an order p 	for which a 
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bilinear map e:GxG,GT  exists are represented by G, 	GT), and 

the 	first 	public 	key 	is 	represented 	by 	pki, 	the 	first 

public key pki contains data Xi, 	Y11, 	Zi, 	Z1i, 	Wi 	(where 

[Equation 7] 

xi 	..... _g  Xi 	-c7- 
glY  ) Z i =gZi ) I 	11 	

i 

_ 	Z• 	 W• 
Z11 —gl 1  ) W =g 	1 

), 

when the second public key is represented by pki, 	the 

second 	public 	key 	pki 	contains 	data 	Xj, 	Yij, 	Z1, 	Zij, 	Wj 

(where 

[Equation 8] 

	

X-; 	
Xi 

=g 	-1 	Y lj 	=gl 	
iY 	____g 

 z i 

	

J 	
I 	 , Z i 	- 	-I 

Z1j =giz,i , w.;  =g Wi 
J 

), 

when 	a 	random 	number 	related 	to 	the 	second 	re- 

encryption key generation key is represented by n, 	a value 

based on the random number n and the system fixed value g 

is represented by g3, 	the value based on the random number 

n and the system fixed value g1  is represented by g4, 	the 

value based on the random number n and the 	system fixed 

value 	g2 	is 	represented 	by 	g5 	(where 	g3=gn, 	g4=g1n, 	and 

g5=g2n), 	and the second re-encryption key generation key is 

represented by rk1, 

rki= ()qi, Y51.) 

holds 	(where 

[Equation 9] 
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X3j =g3Xj 	5.1 ' 	• - 	Y.J I 	-g5  

), 

when 	the 	plaintext 	data 	is 	represented by m 	(where 

mEGT), 	the random number related to the ciphertext data is 

represented by r, a multiplicative group for the order p is 

represented by 	Zp*, 	a 	time parameter 	showing 	a period of 

updating the re-encryption key is represented by L, and the 

ciphertext 	data 	is 	represented by Ci 	(where 	the bilinear 

map e:GxG-,GT  is represented by e( 	, 	)), 	the ciphertext data 

Ci contains C2x, 	C2y, 	C2z, 	C2z1, 	C2F, 	C3 	(where 

[Equation 10] 

v 	 r 
7  2X = Ai

r 
 ) Gy = 1 v 	

Zit 1 i
r 

 7 C2Z - - 	' 	C2Z1 = Ziir  7  

C2F = Fi(L)r 	 ,,.\ r 
C3 = e(g4g5, y) 	• m.  

L 	 2 Fi(L) = g 	• Wi = gL-Pw 
(L E Z7,*) 

r 

) 	, 
when three random numbers related to the re-encryption 

key are 	represented by 	0, 	5., 	5y, 	an 	exponent 	related to 

the 	system 	fixed 	values 	g, 	gl 	is 	represented 	by 	a, 	the 

exponent 	related 	to 	the 	system 	fixed 	values 	g, 	g2 	is 

represented 	by 	p 	(where 	gi=g" 	and 	g2=g13 ), 	and 	the 	re- 
encryption key is represented by RiiL, 

RiiL= ( RijL1, Ri1L2 f RijL3 r RilL4, RijL5 ) 

holds 	(where 

[Equation 11] 
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ir(z4 +0) 

RijL1 = ( 	31 ' g3 ) 
0)1/Xi 

. g 
'xi, (L-Fivi)(5x  

- g 	2 

IT(0y,i+0 

-1-(L-Hvi),5x  

)4+1lii)611 _ 
1/2 — 

Iv 	0\ 
kl5j ' g3 ) J  

1/yi i n(Ld-wi)6y  = ;. g 	i  

ir(x
i-FOYi+6 ) 

) 

RijL3= (X3j 'Yki . g3 ) 

_ 	xi6x  - ayi6y
iiL4 g 

0\1/zi 

, 
D

j gij — a 

_ 
- 

 -
yi6y 

z• 
g 	i 

g 

) 	,  

when the re-encrypted data is represented by Ci (where 

four 	random numbers 	are 	represented by 	s,t,k,h), 	the 	re- 

encrypted 	data 	Ci 	contains 	data 	C2x'', 	C2Y'', 	C221' , 	C221'', 

C2F'  ' r 	C5X, 	C5yr 	C52, 	C5FX, 	C5FY, 	C3 	(where 

[Equation 12] 

C2IIX = c2X 8 = 
XirS , 

C2
= C2z 

 k = Z
i
rk 

7 
 

y 
 = C

2 y 
 t _ . y

i i 
 rt 

7 CZ 

C21 Z1 = C2Z 1 k = Zii
rk 

7 
 

C'F = C2Fh  = Fi(L)rh  , 

,,, 	c,f  
C5X = RijLls 7 U.5.11  = RijL2 t  7 Li5Z = Rig,37; , 
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1 	 1 
C5FX = 14)14 1; , C5F17 :--- RijL5 7't  

), 	and 

the 	plaintext 	data m, 	the 	re-encrypted data 	Ci, 	and 

the second private key ski are related by 

= C3/ in /e(C5z,  er5Z)C2"z) . er 	" )\ 5FX)C2F Fli i e(C5z,C2"zi) . er5Fy,C2"F) ---x 
{ \ 
	er5x, II 

C2x  ) l 
rill 	1  

\ 	ersy7v2y) 

5. 	A 	program 	executed 	by 	a 	processor 	of 	a 	re- 

encryption 	key 	generator 	(30) 	that 	generates 	a 	re- 

encryption 	key 	to 	obtain 	re-encrypted 	data 	that 	can 	be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by 	a 	first 	public 	key 	of 	a 	first 	user 	device 	is 	re- 

encrypted without decryption and stored in a non-transitory 

computer-readable 	storage 	medium 	(M3), 	the 	program 

comprising: 

a first program code causing the processor to perform 

processing 	(33) 	to write a first private key corresponding 

to the first public key into a first storage means 	(31) 	of 

the re-encryption key generator; 

a second program code causing the processor to perform 

the 	processing 	(33) 	to 	write 	a 	second 	re-encryption 	key 

generation key of the second user device that is different 

from 	a 	second 	public 	key 	corresponding 	to 	the 	second 

private 	key 	into 	a 	second 	storage means 	(32) 	of 	the 	re- 

encryption key generator; and 

a third program code causing the processor to perform 

processing 	(34) 	to generate the re-encryption key based on 
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the 	first 	private 	key 	and 	the 	second 	re-encryption 	key 

generation key. 

6. The program according to claim 5, wherein 

the first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

private key and the plurality of system fixed values. 

7. The program according to claim 6, wherein 

when 	the 	first 	private 	key 	is 	represented 	by 

ski--(xif yi,zi), 	the 	second 	private 	key 	is 	represented 	by 

ski=(xd,yi,zi), 	the 	plurality 	of 	system 	fixed 	values 	are 

represented 	by 	g, 	g1, 	and 	g2 	(where 	g, 	g1, 	g2EG 	when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG.GT  exists are represented by G, 	GT), 	and 

the 	first 	public 	key 	is 	represented 	by 	pki, 	the 	first 

public key pki  contains data Xi, 	Yli, 	Zi, 	Zli 	(where 

[Equation 13] 

i 	=-giYi 	 zi 
-gx 	y 	Z 1 	zi,ZE.  , 	 --_ --g- N. 	11 	 gi 1 

), 

when the second public key is represented by pki, 	the 

second public key pki contains data Xj, 	Yli, 	Zj, 	Zil  (where 

[Equation 14] 

Xi 	 Zj 

=g 	Y 	Z 	=---g 	 zi 
) 	 -P 	, Z ii 	i J li 	---giYi 	 --:---g , 	i 

), 

when 	a 	random 	number 	related 	to 	the 	second 	re- 

encryption key generation key is represented by n, a value 

based on the random number n and the system fixed value a 
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is represented by g3, 	the value based on the random number 

n and the system fixed value gl  is represented by g4 , 	the 

value based on the random number n and the system fixed 

value 	g2 	is 	represented 	by 	g5 	(where 	g3=gn, 	g4=gin, 	and 

g5=g2n), 	and the second re-encryption key generation key is 

represented by rkl, 

rk•= (X3., Y5 ) 

holds 	(where 

[Equation 15] 

Xi 	 Y X 	=------g 	Y 	-g 	i 3 j 	3 	J 	, 	5j 	5 

), 

when 	the 	plaintext 	data 	is 	represented by m 	(where 

mEGT) r 	the random number related to the ciphertext data is 

represented by r, and the ciphertext data is represented by 

Ci 	(where the bilinear map e:GxG.GT  is represented by e( 	, 

)), 	the ciphertext data Ci contains data C2x, 	C2Y, 	C2Z, 	C2z1, 

C3 	(where 

[Equation 16] 

17 	 7 
C2X = A 

vir  , C 2Y = Ili
r 

 ) C2Z = Li
r 

 7 Crl :: Zli
r 

 7  

Q3 = e(g1g5,.07.  • m .  

), 

when the 	random number related to the re-encryption 

key is represented by 8, an exponent related to the system 

fixed values 	g, 	g2 	is 	represented by 	p 	(where 	g2=9 3), 	and 

the re-encryption key is represented by Rii, 

Rte= (Rijl, Rii2r Rij3) 

holds 	(where 

[Equation 17] 
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5 

10  

15 

011/xi 
n(x j+o) 

si  _ 
(X3j Rij1 = 	" g3 ) 	

g 	
) 

ON llyi 
(Y5j • g3 

7r(pyi-Fe) 
- 	vi Rij2 = g 

, 0\ 
(X3i • ni  . y3 ) 

7r(x•
3  

••-Ftly 
3
•+0) 

lizi 	z• Rii3 = i - g 

) , 

re-encrypted data is represented by C1 	(where when the 

three random numbers are represented by s, 	t, 	k), 	the re- 

encrypted 	data 	Ci 	includes 	data 	C2x'', 	C2Y f ', 	C2z", 	C2Z1 f ', 

C5Xf 	Csy, 	C5z, 	C3 	(where 

1 
 

[Equation 18] 

C2X-3 
= x

i
rS 

,1-!‘r = zA 

1 
 

, 

C2Ify = C2yt =.-K
i
rt 

,tt f.-12Z = 
r7  rk 

C2Z
k .- zl i 

= 	rk
7 

 
C211Z1 = C2Zik  

	

1 	 1 

	

Rij27 	C5Z = Rij3 k  
1 

C5X = Riji s  C5Y = 1 	 ) 

) , 	and 
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the 	plaintext 	data m, 	the 	re-encrypted data 	Cl, 	and 

the second private key skd  are related by 

1 

Xj 

rn = C3/ { 1 
/ e(C5Z)  - 2Z C 	) (C5Z7 C"  

1 

1 ) \ 2Z1 - ll 	\ \e(C5x7  li O
2x) 

• 1 
\ e

i
t..)511)  
n 	nil ) 

t.J2y) i 

8. 	The program according to claim 6, wherein 

• 

by when 	the 	first 	private 	key 	is 	represented 

ski=(xi,yi,zi,wi), 	the 	second private 	key 	is 	represented by 

ski=(xd,y_j,zd,wj), 	the 	plurality 	of 	system 	fixed 	values 	is 

represented 	by 	g, 	gl, 	and 	g2 	(where 	g, 	gl, 	g2EG 	when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG.GT  exists are represented by G, 	GT), 	and 

the 	first 	public 	key 	is 	represented 	by 	pki, 	the 	first 

public key pki contains data Xi, 	YU., 	Zif 	Zlif 	Wi 	(where 

the 

[Equation 19] 

y 

, 

1 
 .1 .1 	glY1  ) Z i 

Zi xi 
=g 

 Xi 

1Z1  
gIA1 

g 

Zii =g WI 

), 

second public key is represented by pki, when the 

second 	public 	key 	pkj 	contains 	data 	Xi, 	Yij, 	Zj, 	Zij, 	Wj  

(where 

[Equation 20] 

5 

10 

15 
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X-1 	 z; 
i 	-_____ J X; =g -1 , Y ij =g 1Yj , Z 	g 

J 	 J 	
f 

Z 	 W.; _g  Wi 
1] 	- g izi , 

J 

), 

when 	a 	random 	number 	related 	to 	the 	second 	re- 

encryption key generation key is represented by n, 	a value 

based on the random number n and the system fixed value q 

is represented by g3, 	the value based on the random number 

n and the system fixed value gl  is represented by g4, 	the 

value based on the random number n and the system fixed 

value 	g2 	is 	represented 	by 	g5 	(where 	g3=gn, 	g4=gin, 	and 

g5=g2n), 	and the second re-encryption key generation key is 

represented by rki, 

rki= (X33  , Y5j) 

holds 	(where 

[Equation 21] 

X3j =g3Xj 	Y 	____ 
5j - g5Yi 

), 

when 	the 	plaintext 	data 	is 	represented by m 	(where 

mEGT), 	the random number related to the ciphertext data is 

represented by r, a multiplicative group for the order p is 

represented by 	Zp*, 	a 	time 	parameter 	showing 	a period of 

updating the re-encryption key is represented by L, and the 

ciphertext 	data 	is 	represented by Ci 	(where 	the 	bilinear 

map e:GxG.GT  is represented by e( 	, 	)), 	the ciphertext data 

Ci contains C2x, 	C2Y, 	C2Z, 	C2Z1, 	C2F, 	C3 	(where 

[Equation 22] 

v 
-  Zip 7  C2Z1 	

r C2x = Air  , CH -- -11. 
v 

 it  1 C2Z - Zit 
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C2F = FiGLY ) C3 = e(9'49'5, g)r • m .  

L 

), 

when three random numbers related to the re-encryption 

key are 	represented by 0, 	5., 	6y, 	an exponent 	related to 

the 	system 	fixed 	values 	g, 	gl 	is 	represented 	by 	a, 	the 

exponent 	related 	to 	the 	system 	fixed 	values 	g, 	g2 	is 

represented 	by 	p 	(where 	gi=g" 	and 	g2=g13 ), 	and 	the 	re- 

encryption key is represented by RiiL, 

Ri_j_L= (RijLl, RijL2 i R111,3, Ri11,4, RiiL5) 

holds 	(where 

[Equation 23] 

ir(x
i 
+0) 

x 
R i3L1 

,,, 	0 \ 
— (X3i * Y3 ) 

1/xi 
' u 

n(L-Ptvi)4 
— g 	xi  

ir(Ov
i 
+0) 

Y = 	
+Ploy 

, 

1i 'L2 	(Y5i ' 0 
0 \ 
) ' J 
liyi 	n(Ld-wi)S g 	vi 

ir(x j AA 

RijL3 = 

Ri
. 

3L4 

(X3j . Y5j * Y3 ) 

..... 	xi ax 	jo 	. 
— y 	)1143 1,5 

„ 0\11; _ 
- 

..... 	_ 
- yi 

z .i g 	. 	
) 

yi6y  = gayi4 

), 

when the re-encrypted data is represented by Ci (where 

four 	random numbers 	are 	represented by 	s,t,k,h), 	the 	re- 
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encrypted 	data 	Ci 	contains 	data 	02xf I  r 	C2Y I I  f 	02Z I I  r 	02n11 , 

02Ff f  f 	C5x1 	C5y r 	05zr 	C5FX, 	C5FY, 	03 	(where 

[Equation 24] 

CIX = '2X5  = Xi rs  7  

" 	= C 	t  — 	rt rfil 
— 

cl 
Yli 	7 k-J 2 Z

k 	r7 rk 
C2y 	217 	. 	k-i 2Z 	= Gii 	7  

= Z
u
rk 

7 
 

C211Z 1 "------- C2Z1 k  

C211F = C2Fh  = Fi(L)rh  7 

1 	 1 	 1 
C5x = RiiLls 7 C 5y = RijL2 t  7 C5Z = Riji,37;  

1 	, 	 1 
C5FX :-------- RijL47;  7 C5FY = Rig/5 /7  

), 	and 

the 	plaintext 	data m, 	the 	re-encrypted data 	Ci, 	and 

the second private key ski are related by 

e(CZC"  e(C FX C11 ) \-v 5 	2F 
1 

x52z 2z1) e(C5z,Cll .e(C5Fy,Cll ) 2F 
1 

C3 m= 
e(C5x 1 C2x) 	i  e(C5y, qy) 

9. 	A re-encryption key generator 	(30) that generates 

a re-encryption key to obtain re-encrypted data that can be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 
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by a public key for encryption of a first user device is 

re-encrypted 	without 	decryption, 	the 	re-encryption 	key 

generator comprising: 

a first storage means 	(31) 	that stores a first private 

key corresponding to the public key for encryption; 

a 	second 	storage 	means 	(32) 	that 	stores 	public 

information 	for 	generating 	a 	re-encryption 	key 

corresponding to the second private key; 

a 	first 	random 	number 	generation 	means 	(36) 	that 

generates a first random number; and 

a 	re-encryption 	key 	generation 	means 	(34) 	that 

generates the re-encryption key based on the first private 

key, 	the public information for generating a re-encryption 

key, and the first random number. 

10. The 	re-encryption 	key 	generator 	according 	to 

claim 9, wherein 

the 	re-encryption key generation means 	generates the 

re-encryption 	key 	based 	on 	the 	first 	private 	key, 	the 

public information for generating a re-encryption key, 	and 

the 	first 	random number 	independently of ciphertext data 

before re-encryption. 

11. The 	re-encryption 	key 	generator 	according 	to 

claim 9, wherein 

the public 	key for encryption is generated based on 

the 	first 	private 	key 	and 	a 	plurality 	of 	system 	fixed 

values and 

the public information for generating a re-encryption 

key is generated based on the second private key and the 

plurality of system fixed values. 



- 285 - 

12. 	The 	re-encryption 	key 	generator 	according 	to 

claim 11, wherein 

when 	the 	first 	private 	key 	is 	represented 	by 

ski= (xi, yi, zi) , 	the 	second 	private 	key 	is 	represented 	by 

sky=(xi,yi,zi), 	the first random number is represented by y, 

the plurality of system fixed values are represented by g, 

21.1 924 g3f S4 ___ (where 	g, jglt_g. a1 Ro i I inear 	ma 

groups as groups of an order p 	for which a bilinear map 

e:GxG-4GT 	exists 	are 	represented 	by 	G, 	GT), 	exponents 

related to the system fixed values are represented by a, 	13, 

(where 	gi=ga, 	g2=e, 	g3=g , 	and 	g4=g4), 	and 	the 	re- 

encryption key is represented by Rid, 

[Equation 25] 

	

R . •1..., 	
Rii3) u  - 	1 .... 7 	z  23 	7 

holds 	(where 

[Equation 26] 

4J  + y 	 flYi+7 	 4J+flY.J +r 
z. R fil= g 	x' 	,R ij2 	 , 	y g 	

Yi 	R .. = 3 	g 	1 

), 

when the public key for encryption of the first user 

device is represented by pki, 

[Equation 27] 

= (X.  pki  i , ii ,Z i ,Zii ) 
holds 	(where 

[Equation 28] 
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Z i Z i = gx-i  

	

X 	 = gr 	g • 

	

i 	,Yii 	,Z 	,z i  - gi. ii  

for 	generating 	a 	re- when 	the 	public 	information 

encryption 	key corresponding to 	the 	first private 	key is 

represented by pii, 

i  

Yi 
g2 

[Equation 29] 

(X 	Y2  pi 1 	3 i  , 
holds 	(where 

yr 	.... 

[Equation 30] 

JCi  
3i 	g3 , 2i - 

), 

encryption of the second user when the public key for 

device is represented by pki, 

[Equation 31] 

/5 	
( P 	-)(PKPZP;) 

holds 	(where 

[Equation 32] 

eiri_ee  y ....._ 
' 	....... , 4a ti  
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when 	the 	public 	information 	for 	generating 	a 	re- 

encryption key corresponding to the second private key is 

represented by pii, 

[Equation 33] 

. 
. 

J 	 2j 

holds 	(where 

[Equation 34] 

X 1  
J 	 Y 1 J ......- Y 	IIIIIII 

A . 	g 3 	, 	j 	g 2 3 i 
), 

when 	the 	plaintext 	data 	is 	represented by m 	(where 

mEGT), 	a second random number is represented by r, 	and the 

ciphertext 	data 	is 	represented by Ci 	(where 	the 	bilinear 

map e:Gx&-.GT  is represented by e(g,h)(where g, 	hEG)), 

Ci= (C2x, C2y, C2z, C2z1, C3) 

holds 	(where 

[Equation 35] 

— 9 zdii,‘,...  f'  3 	e(g2g4,g)r  m C — Xr  C -Yr C - 7  r 	
•  2x — 	i , 	2Y — li5 	2Z — Ili 5  `-'2Z1 

	 vm 

), 

when the re-encrypted data is represented by Cj 	(where 

third to fifth random numbers are represented by s,t,k), 

Cj= (C2x' ' r  C2y ' ' , C2Z ' ' 1 C2Z1f  ' I C5X i C5Y, C5Z f C3 ) 

holds 	(where 

[Equation 36] 
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C!/ 
2X — 	s = X • 2 

rs 
C2X 	7 

("1// 	 t 	Vr rt k...2y = C2y 	= .11i 	7  

— 	- C" 	
k 	rk 

2Z - C2Z — 	 — Z z ) 

C" 	C 	k 	7 rk 
- 2Z1 = 	2Z1 	= Lili 	7 

1 	 1 	 1 

C5X = Rijl s  ) C5y = Rij2 t  , C5Z = itij31;  

), 	and 

the plaintext 	data m, 	the 	re-encrypted data 	Cj, 	and 

the second private key sk1  are related by 

[Equation 37] 

( 

e,,,, 
C5Z,C2"z) \  —Ili I  e(C5z) C2"zi) \---xil 

1 

C3 171= I {1 - 	iv  , 
\ et./5x, u2x) / \ e(C5y, rill 	

\ u2y)  i 

13. 	A 	program 	executed 	by 	a 	processor 	of 	a 	re- 

encryption 	key 	generator 	(30) 	that 	generates 	a 	re- 

encryption 	key 	to 	obtain 	re-encrypted 	data 	that 	can 	be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a public key for encryption of a first user device is 

re-encrypted 	without 	decryption 	and 	stored 	in 	a 	non- 

5 

10 

15 

20 



- 289 - 

transitory 	computer-readable 	storage 	medium 	(M3), 	the 

program comprising: 

a first program code causing the processor to perform 

processing to write a first private 	key corresponding to 

the public 	key for encryption into a first 	storage means 

(31) 	of the re-encryption key generator; 

a second program code causing the processor to perform 

the processing to write public information for generating a 

re-encryption key corresponding to the second private key 

into a second storage means 	(32) 	of the re-encryption key 

generator; 

a third program code causing the processor to perform 

processing (36) 	to generate a first random number; and 

a fourth program code causing the processor to perform 

processing 	(34) 	to generate the re-encryption key based on 

the 	first 	private 	key, 	the 	public 	information 	for 

generating 	a 	re-encryption 	key, 	and 	the 	first 	random 

number. 

14. 	The program according to claim 13, wherein 

the processor is caused to perform the processing to 

generate 	the 	re-encryption 	key 	independently 	of 	the 

ciphertext data before re-encryption. 
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CLAIMS 

1. A re-encryption key generator (30) that generates 

a re-encryption key to obtain re-encrypted data 	at can be 

decrypted by a second private key of a second riser device 

5 after ciphertext data obtained by encryptin•' plaintext data 

by a first public key of a first user device is re-

encrypted without decryption, the re-e cryption key 

generator comprising: 

a first storage means (31) 	,at stores a first private 

10 key corresponding to the first •ublic key; 

a second storage means 	32) that stores a second re- 

encryption key generation 	ey of the second user device 

that is different from : second public key corresponding to 

the second private k= ; and 

15 a re-encrypti•n key generation means (34) that 

generates the r--encryption key based on the first private 

key and the 	-cond re-encryption key generation key. 

2. T e re-encryption key generator according to 

claim 1 	wherein 

20 he first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

private key and the plurality of system fixed values. 

3. The re-encryption key generator according to 

25 claim 2, wherein 

when the first private key is represented by 

ski=(xi,yi,zi), the second private key is represented by 
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skj=(xj,yi,zj), 	the plurality of system fixed values ar- 

represented by g, g1, and g2  (where g, g1, 	g2EG when 

bilinear map groups as groups of an order p for 	ich a 

bilinear map e:GxG.GT  exists are represented b 	G, GT), and 

5 the first public key is represented by pki, 	he first 

public key pki contains data Xi, Yii, Zi, 	i (where 
- 
1 X1 	 1 = g

3c 

Y1 = g1Yi' 	Z  1 	• 	Z1- - 	1 == g1zi 
), 

when the second public key 	s represented by pkj, the 

10 second public key pki contains data Xj, Yij, 	Zj, 	Zlj 	(where 

X .; = g  xi 	y 	• = 	 J 	 Z : 
J 	) 	li 	g 	J 	g

Z; 
, 	Z1 j = gi J 

), 

when a random n. .er related to the second re- 

encryption key generation key is represented by n, a value 

15 based on the r. dom number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and the 	ystem fixed value g1  is represented by g4, the 

value b sed on the random number n and the system fixed 

valur g2  is represented by g5  (where g3=e, g4=g1n, and 

20 g5  g2n), and the second re-encryption key generation key is 

represented by rkj, 

rkir: (X3i , Y5j ) 

holds (where 

25 

X; 	= 	y, 
x3 = 	

Nr  
j 	g3 J ) 	1 j 5 	g5 J 

), 

when the plaintext data is represented by m (where 
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mEGT), the random number related to the ciphertext dat= is 

represented by r, and the ciphertext data is repres nted by 

Ci (where the bilinear map e:GxG-0GT  is represente• by 

5 

e( , 	)), 	the ciphertext data Ci contains 

C2z1, 	C3 	(where 

data •2x, 	C2Y, 	C2Z, 

C2X = Xi r  , Gy = Y1ir  C2Z = Zir 	C2Z1-  Ziir  

g)r  • m.  C3 = e(g4g5) 

), 

when the random number re ated to the re-encryption 

10 key is represented by 0, an -xponent related to the system 

fixed values g, g2  is rep,esented by p (where g2=-,e), 	and 

the re-encryption key 	represented by Rij, 

Rij=(Riji,Rij2,Ri. 

holds (where 

n(s4-1-0) 4 
• 
, _ y30\1/Xi ) g Xi 

1 Riji 	(X3i 
15 

AtaYi+0) _., 
it 

( 	' 	• _. Y5 
0 1 /yi 
) 	= g Yi 

) g3 - 

/1(x ' +0 3Y .+O) 
, 0\11,Zi • ni • y3 ) z• R4j3  = (X3  ._ g 	2 

), 

when the re-encrypted data is represented by Cj (where 

20 three random numbers are represented by s, 	t, 	k), 	the re- 

encrypted data Cj includes data C2x" f C2Y", 	C2Z", 	C2Z1", 
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5 

10 

15 

20 

Csx, 	C5y, 	C5z, 

C" 

riff 
Li2y- 

f// 
2Z 

C"  - 2Z1 

C5X — Rijls 

), 	and 

the plaintext 

the second private 

C3 

— 

=___ 

= C 2Z1 

2X -de 

(where 

C2),  

— C2X 5  
t 	v 

— .i. ii  

CaZ
k .._-_-... 

k  — 7 
— 4/1i 

1 C511 = 

data m, 

keys 	are 

\ 
Z ) ' 

on 
2Z1 

3tr rs 

	

I. i 	7  

rt 
7  

1-7  rk 

	

,i 	7  

rk 
7 

a  
.2 

e re-encrypted 

related 

1 

Yi 
I e  

t  ) 
1 

by 

C5Z _____ RO  

data Ci, 

r5z, Cy 
2zi) 

and 

1 
x3. 

k 

4. 	T 	- 

claim 2, 	herein 

en the 

ski 	(xi,yi,zi,wi), 

j=(xj,yj,zj,wj), 

represented by 

bilinear map 

bilinear map 

the first public 

public key pki 

re 

first 

groups 

e:GxG.GT  

C5x,C2x) 

) 

-encryption key generator 

private key is represented 

the second private 

the plurality of system 

g, 	g1, 	and g2 	(where g, 

as groups of an order 

exists are represented 

key is represented by 

contains data Xi, Yii, 

key 

g1, 

Zi, 

\ e(C5y,C2lly) 

pki, 

according 

by 

is represented 

fixed values 

g2EG when 

p for which 

by G, 

the first 

Zli, Wi 	(where 

to 

GT), 

by 

are 

a 

and 
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Xi =gxi, Yii = giYi, Zi = gZi 

Z1 i = gel , Wi = gwi 

when the second public key is represen 	d by pkj, the 

second public key pkj contains data Xj, Y 	, 	Z.  , 	zli , wi 

5 (where 

; 	 zi 
X ; = g

X 
 i 

J 	 ) 	Y1j=g1y 	Zi---___ g 	J 
J 	

) 

Zij =gizj 	w  = wj 
J 

), 

when a random numb= 	related to the second re-

encryption key genera-ion key is represented by n, a value 

10 based on the rando• number n and the system fixed value g 

is represented bi g3, the value based on the random number 

n and the sys em fixed value gl  is represented by g4, the 

value base. on the random number n and the system fixed 

value g2 	s represented by g5  (where g3=gn, g4=g1n, and 

15 g5=g2 	, and the second re-encryption key generation key is 

rep esented by rkj, 

rkj=(X3j, Y5j ) 

holds (where 

-‘7 	i • -- I 	-g5Y j X3 i =g3xi, 	5 

20 ), 

when the plaintext data is represented by m (where 

mEGT), the random number related to the ciphertext data is 
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represented by r, a multiplicative group for the order p is 

represented by Zp*, a time parameter showing a perioi of 

updating the re-encryption key is represented by 	, and the 

ciphertext data is represented by Ci (where the bilinear 

map e:GxG.GT  is represented by e( , 	)), the 	iphertext data 

Ci contains C2X, 	C2Y, 	C2Z i 	C2Z1, 	C2F, 	C3 	(whe 'e 

C2Z 	z r  C2 C2X — Xir  ) Gy — Yhr, 	, 	Zi = Ali 

C2F = Fi(L)r  7 

li 

- m C3 = e(g4. g51 g)r  

Fi (L) _ g 

 gL-kwi (L E Z,*) 
r 

• 

W

i 

 

) 	, 
when three rand 	numbers related to the re-encryption 

key are represente,, by 8, 5., ó„ an exponent related to 

the system fixes values g, g1  is represented by a, the 

exponent rel. ed to the system fixed values g, g2  is 

represente. by (3 	(where gi=g" and g2=g13 ), and the re- 

encrypt i •n key is represented by RijL, 

' iji,:r- (RijLI. t RijL2 i 

holds (where 

RijL3 i RijL4 i RijL5) 

i+0)
+(lifiili)4 n  9\1/Xi (141104 _ . 

RijL1 = (4 .  y3 xi  ) 	g 	— g 	 1 

Rii,L2 = 
0\ 

(175i •• g3 ) 

1(0Yi+0)
-E(L+toi)4 ihi 	(4214)y 

g 	- g 	Yi 1 
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ir(x 4+ 	yj  -I 
J 

), 
when 

four random 

	

5 	encrypted 

C2F ' ' , 	C5x , 

C2IIX == 

C2y = 
ryll 
-'2Z1 = 

	

10 	q F = 

C5x = 

C5F = 

, and 

	

15 	the second 

the plaintext 

RijL3 

the re-encrypted 

numbers 

data Cj contains 

C5y , 	C5Z I 

C2XS  

 C2yt  

C2Z1
k 

C2F
h  

1 
• 'Lls , 

1 
RijL4 1;  ) 

private 

/e  r5z, C2"  z) 

= 

= 

, 

data 

key 

RijIA 

are 

CSFX, 

C5y 

C5FY 

' e(C5FX, 

7 

Fi 

(X3j 

4./12 

' 

= g 

data 

C5FY, 

Xirs  

r 
j' 
lir

t 
 7 

.rk
7 

 

(L\ 
)r 

= 

m, the 

skj are 

C211F) \  

xi6z 

data 

represented 

= RijL2 

Y5 j . g 

is 

C 

1 

lf 
-1 
o 

RijL5 71  

1 

Yi 

, itijL5 

(where 

related 

3 

D 

", 

1 
1  

1 

re-encrypted 

rep 

er5z, 

) 

7 

0\11; 

•y 

.... 

- 

= 

esented 

s,t,k,h), 

Czy", 

— C2Z 

C5Z 

by 

C2"zi) 

7
2Z 

g 

= 

CZz", 

data 

. e(C5Fy, 

Z 

0 	ayi 
g 

by Cj (where 

the re 

C2z1:', 

k 
— Lii

rk 
 

1 
Rig,31; ) 

Cj, 	and 

C2F) 

, 

(5y 

- 

zi 
1 

) 

nt = G 

5. 

\ 	e(C5x, 

A re-encryption 

C2"x) / 

device (40) 

e(C5y, C2"y) 

to obtain re -encrypted 
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data that can be decrypted by a second private key of  

second user device after ciphertext data obtained b,  

encrypting plaintext data by a first public key • 	a first 

user device is re-encrypted by a re-encryption 	ey without 

5 decryption, the re-encryption device compri 	ng: 

a storage means (41) that stores the re-encryption key 

generated by a re-encryption key gener. or in advance and 

a re-encryption means (44) tha 	obtains the re- 

encrypted data by re-encrypting t e ciphertext data by the 

10 re-encryption key in the stora•- means without decrypting 

the ciphertext data, wherei 

the re-encryption ke 	is generated based on a second 

re-encryption key generation key of the second user device 

that is different f .,, 	a first private key corresponding to 

15 the first public 	-y and a second public key corresponding 

to the second p ivate key. 

6. 	An r cryption device (20) that generates 

ciphertex 	data for a re-encryption device to obtain re-

encrypt d data that can be decrypted by a second private 

20 key 	a second user device after the ciphertext data 

ob ained by encrypting plaintext data by a first public key 

of a first user device is re-encrypted by a re-encryption 

key without decryption, the encryption device comprising: 

a storage means (21) that stores the first public key 

25 and 

an encryption means (24) that that obtains the 

ciphertext data by encrypting the plaintext data using the 



- 277 

first public key in the storage means, wherein 

the re-encryption key is generated based on a -econd 

re-encryption key generation key of the second u -r device 

that is different from a first private key corresponding to 

5 the first public key and a second public ke 	corresponding 

to the second private key. 

7. A decryption device (50) that decrypts re- 

encrypted data after obtaining the 	--encrypted data that 

can be decrypted by a second priv,te key of a second user 

10 device after ciphertext data o. ained by encrypting 

plaintext data by a first p .lic key of a first user device 

is re-encrypted by a re-encryption device based on a re-

encryption key without decryption, the decryption device 

comprising: 

15 a storage me. 	(51) that stores the second private 

key and 

a decr • ion means (54) that obtains the plaintext 

data by dz, rypting the re-encrypted data based on the 

second 	rivate key in the storage means, wherein 

20 he re-encryption key is generated based on a second 

r- encryption key generation key of the second user device 

that is different from a first private key corresponding to 

the first public key and a second public key corresponding 

to the second private key. 

25 8. A program executed by a processor of a re-

encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be 
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decrypted by a second private key of a second user de 	ce 

after ciphertext data obtained by encrypting plaint xt data 

by a first public key of a first user device is ' - 

encrypted without decryption and stored in a 	an-transitory 

5 computer-readable storage medium (M3), the •rogram 

comprising: 

a first program code causing the 'processor to perform 

processing (33) to write a first p 	ate key corresponding 

to the first public key into a fi st storage means (31) of 

10 the re-encryption key generator; 

a second program code 	:using the processor to perform 

the processing (33) to write a second re-encryption key 

generation key of the 	-cond user device that is different 

from a second public key corresponding to the second 

15 private key into . second storage means (32) of the re- 

encryption key •enerator; and 

a third program code causing the processor to perform 

processin• 	(34) to generate the re-encryption key based on 

the fir=t private key and the second re-encryption key 

20 generation key. 

9. The program according to claim 8, wherein 

the first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

25 private key and the plurality of system fixed values. 

10. The program according to claim 9, wherein 

when the first private key is represented by 
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ski=(xi,yi,zi), the second private key is represented b,  

skj=-(xj,yj,zj) , 	the plurality of system fixed values .re 

represented by g, g1, and g2  (where g, g1, 	g2EG w -n 

bilinear map groups as groups of an order p fo 	which a 

5 bilinear map e:GxG-0GT  exists are represente. by G, GT), and 

the first public key is represented by p 	, the first 

public key pki contains data Xi, Yli, 	• 	li 	(where 

_ xi 	yi 
Xi - g 	, 	Yli 	gl 	) 	1 Zi• =giZi 

10 

), 
when the second public 	-y is represented by pkj, the 

second public key pkj cont- ns data Xj, Y1j, 	Zj, 	Zlj 	(where 

	

; 	 Z • i 

	

Xi•  =g
X

i 	. 
. 	 ) Zi=g ) 	 Zij 	g= izi 

J 	 J 
 

), 

when a random number related to the second re- 

15 encryption ke 	generation key is represented by n, a value 

based on t - random number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and 	he system fixed value g1  is represented by g4, the 

vale based on the random number n and the system fixed 

20 lue g2  is represented by g5  (where g3=gn, g4=g1n, and 

g5=g2a), and the second re-encryption key generation key is 

represented by rkj, 

rkj=(X3i , Y5j ) 

holds (where 

i  J, X3i -g3X 	Y5i -g5Yi 
25 
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when the plaintext data is represented by m (were 

mEGT), the random number related to the cipherte 	data is 

represented by r, and the ciphertext data is r-presented by 

5 Ci (where the bilinear map e:GxG-.GT  is repr 	ented by 

e( 	, 	)), 	the ciphertext data Ci contains ,,ata C2x, 	C2Y, 	C2Z, 

C2z1i 	C3 	(where 

vr 	 r Z r
,1 C2Z1 - 	' C2X = Ai 	C2Y = Y1ir ) C2Z 	Zit  

C3 g)T  • m .  = e(g4g5, 
10 ), 

when the random number related to the re-encryption 

key is represented by :, an exponent related to the system 

fixed values g, g2  is represented by p (where g2=g13), and 

15 

the re-encryption 	ey is represented by Rii, 

Rif--(Riji, 	2,Rij3) 

holds ( here 

7T(X4
4 
 +0) 

• 1/xi  xi  g3
0\1 
	

g 	
) (X3j -- • 

n(13Y j +6) 
ON 1/yi _ , 	yi Rij2 = (Y5j • g3 ) 	- y 	) 

71-(xj-Fihi4-0) 

0\11Zi 	z. 
Rij3 = . 	

_ 
(X3j ' 175 	 2 i g3 ) 	_ g 

20 ), 

when the re-encrypted data is represented by Cj (where 
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three random numbers are represented by s, t, k), the 	e- 

encrypted data Ci includes data C2x", C2Y", C2Z", 	ZU", 

C5X i 	C5Y i 	C5z 1 	C3 	(where 

fix C2 s 	
y rs 

C2X — 	— _dri  i 

t 	-v rt C 	
C2y c..)2y — 	-=--- ..11i 	1  

‘--1 	= 
=_-_- C2Z

k 	r7 rk c-
2  
ytt

Z 
z„, i 

7 
i rk 2Z1 = C2Z1 = Ldl C'2 Z1 

1 1 
C5Y 	Rij2 t 	C52 = Rij3 --- 

1 
Cf5X = Riils 1 	 5 

), 	and 

the plaintext dat. m, the re-encrypted data Ci, and 

the second private 	-y ski are related by 

1 	 1 

e(C5Z7 C2z) Yj 	e(C5Z7 C"zi) \ xj 

e(C5x, C2llx) 	e(C5y, C2y) / 

The program according to claim 9, wherein 

when the first private key is represented by 

i=(xi,yi,zi,wi), 	the second private key is represented by 

ski=(xi,yi,zi,wi), 	the plurality of system fixed values is 

represented by g, gl, and g2  (where g, gl, g2EG when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG-4GT  exists are represented by G, GT), and 

the first public key is represented by pki, the first 

public key pki contains data Xi, Yu, Zi, Zii, wi 	(where 
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_ 	
= 	Z = - gxi / 	i 	g1

yi 
 , 	i 	gZl  Xi 	y1 

= 	____ 	w Zi 	Wi 	i  i 	gizi , 	- g 
), 

when the second public key is represe►  ed by pkj, the 

second public key pkj contains data Xj, 	lj, 	Zj, 	Zij, laj 

5 (where 

X;
J 	

3:j 	 2Si Y1j =g 	Zg i---__ ) 	 ) J 

= 	
iZ 	w . 	Wj 

Zi i 	gl 	 i 	g 

), 

when a random n 	•er related to the second re-

encryption key generation key is represented by n, a value 

10 based on the rand• 	number n and the system fixed value g 

is represented •17 g3, the value based on the random number 

n and the system fixed value gl  is represented by g4, the 

value bas=: on the random number n and the system fixed 

value • 	is represented by g5  (where g3=gn, g4=g1n, and 

15 g5=g 	, and the second re-encryption key generation key is 

r=•resented by rkj, 

rkj= (X3j , Y5j ) 

holds (where 

X3i=g3xil, Y5i=g5Yj 

20 ), 

when the plaintext data is represented by m (where 

mEGT), the random number related to the ciphertext data is 
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represented by r, a multiplicative group for the order p is 

represented by Zp', a time parameter showing a perioi of 

updating the re-encryption key is represented by 	, and the 

ciphertext data is represented by Ci (where thr bilinear 

map e:GxG-4CIT  is represented by e( , 	)), the 	iphertext data 

Ci contains C2x i 	C2Y, 	C2Z, 	Cm, 	C2F, 	C3 	(whe e 

lir e C2Z 	
r7 r 

C2X = Xir  , C2y = Y 	it , C2ZI = bli ) 

C2F = Fi(lir ) = e(g g51g)r  m C3 	 • 

F2  L = = gL . W

i 

	
(L e Zen*) 

gA-wi 

1- 
), 

when three rand.. 	numbers related to the re-encryption 

key are representeo by G, 5., .5y, an exponent related to 

the system fixes values g, gi is represented by a, the 

exponent rel 	d to the system fixed values g, g2  is 

represente. by p 	(where gi=g" and g2=gr3), and the re- 

encrypti•n key is represented by Riji,, 

' ijr.,= (RijrA t RijL2 i RijL3 i RijL4 s RijL5) 

holds (where 

r(z
.i 

4-0) 

RijL1 = . (X3j y3 
n  0\1/Xi -F(L+wi)(sx (L+Wi)J5x 	

xi i 	, g 	= g  
) 

ItijL2= 
0 \ 

(175j ' g3 ) 

lr(aY
2: 
+0) 

yi 	 +(liftui)(sy Il 	(.1A-wi)4 _ 	- . g 	..... g 	Yt 1 
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x +fly 	ri 

RijL3= (X3j ' Yki . g3 ) 
0\11zi 

= g 
	z 

) 

xi5x 	D 	Y.' 	g a yi by 
RillA -= g 	,itij.L5 = 

), 

when the re-encrypted data is rep esented by Ci (where 

four random numbers are represented •y s,t,k,h), 	the re- 

5 encrypted data Cj contains data C 	", C2Y", C2Z", C2Z1", 

C2F ' ' , 	C5x , 

1 
C5Y , 	C5Z , C5FX 

= 

t 	C5FY , 	(where 
X

i
rS 

7 
 

t rat 
li

r 
 7 k-J2Z 

k 

i-f 	k 	r7 	k 
— L'aZ 	— Lii

r 
  7 

2IIX 3 C2X 
t 

= 

C2lly = 

rill 

C2y 

k 
C2Z1 L'2Z1 

qF 

= 1i
r 
	7 

(L)rh  C2Fh Fi 
10 

--= 

1 

, 
1 	 1 

C5x = • 11. 5  7 C5y = RijL2I  7 C5Z = RiiL31;  7 
1 	1 

C5F = RijL47; ) C5FY = RijL5 -1; 

, and 

the plaintext data m, the re-encrypted data Ci, and 

15 the second private key ski are related by 

m = C3  
er5Z)  C2"z) • er5FX)C211F) \ vi 

1 	 J.} 
er5Z)  C221) • e(C5 	C2" F) 	zi 

e(C5x, C2"x ) e(C5y, C2"y) 

12. A program executed by a processor of a re- 
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encryption device (40) to obtain re-encrypted data th. 	can 

be decrypted by a second private key of a second us -•r 

device after ciphertext data obtained by encrypt 	g 

plaintext data by a first public key of a firs user device 

5 is re-encrypted by a re-encryption key with• t decryption 

and stored in a non-transitory computer r-adable storage 

medium (M4), the program comprising: 

a first program code causing t 	processor to perform 

processing (43) to write the re-e cryption key generated by 

10 a re-encryption key generator 	advance into a storage 

means (41) of the re-encryp 	on device; and 

a second program cod- causing the processor to perform 

processing (44) to obt 	the re-encrypted data by re-

encrypting the ciphe text data by the re-encryption key in 

15 the storage means 	ithout decrypting the ciphertext data, 

wherein 

the re-:- cryption key is generated based on a second 

re-encryp 	on key generation key of the second user device 

that is different from a first private key corresponding to 

20 the 	rst public key and a second public key corresponding 

to the second private key. 

13. 	A program executed by a processor of an 

encryption device (20) that generates ciphertext data for a 

re-encryption device (40) to obtain re-encrypted data that 

25 can be decrypted by a second private key of a second user 

device after the ciphertext data obtained by encrypting 

plaintext data by a first public key of a first user device 



- 286 - 

is re-encrypted by a re-encryption key without decryp 	on 

and stored in a non-transitory computer-readable st-•rage 

medium (M2), the program comprising: 

a first program code causing the processo 	to perform 

5 processing (22) to write the first public ic 	into a 

storage means (21) of the encryption devi e; and 

a second program code causing the •rocessor to perform 

processing (24) to obtain the ciphe 	ext data by encrypting 

the plaintext data using the firs' public key in the 

10 storage means, wherein 

the re-encryption key 	generated based on a second 

re-encryption key generat on key of the second user device 

that is different from : first private key corresponding to 

the first public key and a second public key corresponding 

15 to the second pri .te key. 

14. 	A program executed by a processor of a decryption 

device (50) 	at decrypts re-encrypted data after obtaining 

the re-en 	ypted data that can be decrypted by a second 

private 	ey of a second user device after ciphertext data 

20 obta 	ed by encrypting plaintext data by a first public key 

of a first user device is re-encrypted by a re-encryption 

device (40) based on a re-encryption key without decryption 

and stored in a non-transitory computer-readable storage 

medium (M5), the decryption device comprising: 

25 a first program code causing the processor to perform 

processing (53) to write the second private key into a 

storage means (51) of the decryption device; and 
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a second program code causing the processor to p- form 

processing (54) to obtain the plaintext data by decrypting 

the re-encrypted data based on the second privatc key in 

the storage means, wherein 

5 the re-encryption key is generated based on a second 

re-encryption key generation key of the s cond user device 

that is different from a first private 	ey corresponding to 

the first public key and a second p . ic key corresponding 

to the second private key. 

10 15. 	A re-encryption key •-nerator (30) that generates 

a re-encryption key to obtai' re-encrypted data that can be 

decrypted by a second pri 	e key of a second user device 

after ciphertext data o.tained by encrypting plaintext data 

by a public key for 	cryption of a first user device is 

15 re-encrypted with. t decryption, the re-encryption key 

generator compr sing: 

a first 	torage means (31) that stores a first private 

key corres.onding to the public key for encryption; 

a 	econd storage means (32) that stores public 

20 info 	ation for generating a re-encryption key 

co responding to the second private key; 

a first random number generation means (36) that 

generates a first random number; and 

a re-encryption key generation means (34) that 

25 generates the re-encryption key based on the first private 

key, the public information for generating a re-encryption 

key, and the first random number. 
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16. The re-encryption key generator according t.  

claim 15, wherein 

the re-encryption key generation means gene .tes the 

re-encryption key based on the first private k y, the 

5 public information for generating a re-encr .tion key, and 

the first random number independently of 	iphertext data 

before re-encryption. 

17. The re-encryption key gen- ator according to 

claim 15, wherein 

10 the public key for encryp 	on is generated based on 

the first private key and 	lurality of system fixed 

values and 

the public inform. ion for generating a re-encryption 

key is generated based on the second private key and the 

15 plurality of syst 	fixed values. 

18. The r -encryption key generator according to 

claim 16, why ein 

when 	he first private key is represented by 

ski=(xi,/i,zi), 	the second private key is represented by 

20 	ski=( .,yi,zj), the first random number is represented by y, 

• 

th plurality of system fixed values are represented by g, 

, g2, g3, 	g4 	(where g,gi,g2,g3,g4EG when bilinear map 

groups as groups of an order p for which a bilinear map 

e:GxG.-+GT  exists are represented by G, GT), exponents 

25 	related to the system fixed values are represented by a, p, 

(where gi=g", g2=e, g3=g, and g4=e), and the re- 

encryption key is represented by Rij, 



- 289 

Rij3 3 — 	1) 	21 

holds (where 

4 .+y 1 	 flY j+r 	 x• 	fiyi+y 

z• Yi 	 1 R 	X' 	R 	= g 	g ijl -- 	 , 	ij2   

), 
5 when the public key for encryp ion of the first 

device is represented by pki, 

(X 

user 

Y pk.1 	, 	i , 	if 9 	. 

holds (where 

Y_ 	Y 	 z. a 	— z
i X.= el 	 = Z 	

1 g 	
gi i 	, 	li 	• 	9 	 9 	u 

10 ), 

when the 	blic information for generating a re- 

encryption 	-y corresponding to the first private key 

represented by pii, 

is 

AP 	(X. 	Y2 3 i , 

15 holds (where 

)(.•1 	 Yi y 	MINI 

X

3 i 	 g3 1 	2i 	g2 
), 

when the public key for encryption of the second 

device is represented by pkj, 

user 
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X, P15 1Y 
holds (where 

, li ee 	/ Y 

5 

), 

when the public information for 'enerating a re-

encryption key corresponding to th= second private key is 

represented by pij, 

(X pl ; 
J 	 J ' 	J 

holds (where 

X ; 
J 	 1 n, 	

J 

a

.. 
X 3 j 	• 3 	, 	2 r' 	6•• 2 

10 

), 

when 	he plaintext data is represented by m (where 

mEGT), . second random number is represented by r, and the 

ciph-.text data is represented by Ci (where the bilinear 

15 ma% e:GxG-+GT  is represented by e(g,h)(where g, hEG)), 

Ci=(C2x, C2y , C2Z / C2Z1 / C3 ) 

holds (where 

C 	—Xr  C 	- r C 2X — 	i , 2Y — 10 2Z — Zri , C2Z1 —Zii,C3  — e(g2g4,g)r 1,2 

), 

20 when the re-encrypted data is represented by Cj (where 

third to fifth random numbers are represented by s, t, k), 
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Cj= ( C2x 1  ' , C2y ' ' , C2Z I  ' , C2Z1 ' 

holds (where 

C"2X — 2X C 	- -‘1-Z 3 

C"2 	
t 	-v.  

y -C2Y _ 
- i 

C 	k 	7 
22 — C2Z — Lai 

C2Z" 1 = C2Z1 = Z k 

I 
C5x = Riils ) C5Y ., 

), 	and 

the plaintext data m, the 

the second private key : . are 

e 	5Z7C2Z)\ 

' 	, 

y . 

h 

i 	• 

.71 

iz 

C5X, C5Y s C5Z i C3 ) 

rs 

1 

7  

rk 

I 

.2 t  ) C5Z = 

re-encrypted data Cj, 

related by 

1 

(C5Z) 	
n 

Yj 	(e 	)) C2Z1 . 

Rij3 1;  

and 

1 
;- 
i 

1 

m= G3 

19. 	re 

communicating 

gene :tes a re

th t can be decrypted 

ser device after 

plaintext data 

user device is 

encryption device 

a storage 

received from 

e 

with 

by 

means 

the 

-encryption 

-encryption 

re-encrypted 

C5x C2x))  

device 

a re-encryption 

key 

by a second 

ciphertext 

a public key 

comprising: 

(41) 	that 

re-encryption 

to 

data 

without 

(40) 	capable 

obtain 

private 

obtained 

for encryption 

stores the 

key generator; 

e(C5y7 C2"y) 

key generator 

decryption, 

of 

re-encrypted 

key of a 

by encrypting 

of a 

the 

re-encryption 

(30) that 

data 

second 

first 

re-

key 

} 

a re-encryption means (44) that obtains the re- 
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encrypted 	data 	by 	re-encrypting 	the 	ciphertext 	receiv-i 

from the first user device without decryption by the 	e- 

encryption key in the storage means; and 

a means 	(43) 	that transmits the obtained re-encrypted 

5 	data to the second user device, wherein 

the 	re-encryption 	key is 	generated base. 	on a first 

private key corresponding to the public key 	.r encryption, 

public 	information 	for 	generating 	ar=-encryption 	key 

corresponding to the second private key, and a first random 

10 	number generated by the re-encryption 	ey generator. 

20. 	A 	program 	executed 	by 	s 	processor 	of 	a 	re- 

encryption 	key 	generator 	(30) 	that 	generates 	a 	re- 

encryption 	key 	to 	obtain 	re-encrypted 	data 	that 	can 	be 

decrypted by a second privat= key of a second user device 

15 	after ciphertext data obtained by encrypting plaintext data 

by a public key for enc 	ption of a first user device is 

re-encrypted 	without 	decryption 	and 	stored 	in 	a 	non- 

transitory 	computer 	eadable 	storage 	medium 	(M3), 	the 

program comprising• 

20 a first pro*ram code causing the processor to perform 

processing to 	rite a 	first private 	key corresponding to 

the public 	y for encryption into a first 	storage means 

(31) 	of t 	re-encryption key generator; 

a 	-cond program code causing the processor to perform 

25 	the processing to write public information for generating a 

re- ncryption key corresponding to the second private key 

i'to a second storage means 	(32) 	of the re-encryption key 

generator; 

a third program code causing the processor to perform 

30 	processing 	(36) 	to generate a first random number; and 

a fourth program code causing the processor to perform 

processing 	(34) 	to generate the re-encryption key based on 

the 	first 	private 	key, 	the 	public 	information 	for 
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generating 	a 	re-encryption 	key, 	and 	the 	first 	rand•.  

number. 

21. 	A 	program 	executed 	by 	a 	processor 	of 	re- 

encryption device 	(40) 	capable of communicating wi 	a re- 

5 	encryption 	key 	generator 	(30) 	that 	generat 	a 	re- 

encryption 	key 	to 	obtain 	re-encrypted 	data 	at 	can 	be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypti • plaintext data 

by a public key for encryption of a fi st user device is 

10 	re-encrypted 	without 	decryption 	and 	stored 	in 	a 	non- 

transitory 	computer-readable 	stora•- 	medium, 	the 	program 

comprising: 

a first program code causing the processor to perform 

processing to write the re-en. yption key received from the 

15 	re-encryption 	key generato 	into 	a 	storage 	means 	(41) 	of 

the re-encryption device; 

a second program code causing the processor to perform 

processing 	(44) 	to 	obtain 	the 	re-encrypted 	data 	by 	re- 

encrypting the cip -rtext data received from the first user 

20 	device 	by 	the 	e-encryption 	key 	in 	the 	storage 	means 

without decryption; and 

a thir• program code causing the processor to perform 

processin• 	(43) 	to transmit the obtained re-encrypted data 

to the 	-cond user device, wherein 

25 	e 	re-encryption 	key is 	generated based on a first 

pri ate key corresponding to the public key for encryption, 

pd.lic 	information 	for 	generating 	a 	second 	re-encryption 

key corresponding to the second private 	key, 	and a first 

random number generated by the re-encryption key generator. 

30 	22. 	A 	program 	executed 	by 	a 	processor 	of 	an 

encryption device 	(20) 	capable of communicating with a re- 

encryption 	device 	(40) 	that 	uses 	a 	re-encryption 	key 	to 

obtain re-encrypted data that can be decrypted by a second 
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private key of a second user device after ciphertext d 	- 

obtained by encrypting plaintext data by a public key 	or 

encryption of a first user device is re-encrypted without 

decryption and stored in a non-transitory computer- eadable 

5 storage medium (M2), the program comprising: 

a first program code causing the processo 	to perform 

processing 	(22) 	to write the public key for o cryption into 

a storage means 	(21) 	of the encryption device; 

a second program code causing the p ocessor to perform 

10 processing (24) to obtain the cipherte t data by encrypting 

the plaintext data using the publi 	key for encryption in 

the storage means; and 

a third program code causing the processor to perform 

processing 	(22) 	to transmit tre obtained ciphertext data to 

15 the re-encryption device, w erein 

the re-encryption k y is 	generated based on a first 

private key correspond' g to the public key for encryption, 

public 	information 	or 	generating 	a 	re-encryption 	key 

corresponding to tre second private key, and a first random 

20 number 	generate. 	by 	a 	re-encryption 	key 	generator 	that 

generates the 	e-encryption key. 

23. 	A •rogram executed by a processor of a decryption 

device 	(50 	that decrypts re-encrypted data obtained from 

the re- ncryption device after obtaining the re-encrypted 

25 data 	hat 	can be decrypted by a 	second private 	key of a 

sec,,nd 	user 	device 	after 	ciphertext 	data 	obtained 	by 

e crypting plaintext data by a public key for encryption of 

a 	first 	user 	device 	is 	re-encrypted 	by 	a 	re-encryption 

device (40) based on a re-encryption key without decryption 

30 and 	stored 	in 	a 	non-transitory 	computer-readable 	storage 

medium (M5), the program comprising: 
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a first program code causing the processor to perfor 

processing 	(53) 	to 	write 	the 	second 	private 	key 	int'. 

storage means 	(51) of the decryption device; and 

a second program code causing the processor to •erform 

5 processing 	(54) 	to obtain the plaintext data by 'decrypting 

the re-encrypted data based on the second pr' ate 	key in 

the 	storage 	means 	after 	receiving 	the 	re-= crypted 	data 

from the re-encryption device, wherein 

the 	re-encryption key is 	generate• 	based on a 	first 

10 private key corresponding to the publi• key for encryption, 

public 	information 	for 	generating 	a 	re-encryption 	key 

corresponding to the second privat- key, and a first random 

number 	generated 	by 	a 	re-encr ption 	key 	generator 	that 

generates the re-encryption k 

15 


