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CLAIMS

1. A re-encryption key generator (30) that generates

a re-encryption key to obtain re-encrypted data that can be

decrypted by a second private key of a second user device

after ciphertext data obtained by encrypting plaintext data

by a first public key of a first user device is re-

encrypted without decryption, the re-encryption key

generator comprising:

a first storage means (31) that stores a first private

key corresponding to the first public key;

a second storage means (32) that stores a second re-

encryption key generation key of the second user device

that is different from a second public key corresponding to

the second private key; and

a re-encryption key generation means (34) that

generates the re-encryption key based on the first private

key and the second re-encryption key generation key.

2. The re-encryption key generator according to

claim 1, wherein

the first public key is generated based on the first

private key and a plurality of system fixed values and

the second public key is generated based on the second

private key and the plurality of system fixed values.

3. The re-encryption key generator according to

claim 2, wherein

when the first private key is represented by

ski=(Xi,Yi,2i), the second private key is represented by

ski=(%X4,VY4,25), the plurality of system fixed values are

represented by g, g1, and g, (where g, gi, g2eG when

bilinear map groups as groups of an order p for which a
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bilinear map e:GxG-Gy exists are represented by G, Gr), and

the first public key 1is represented by pki, the first

public key pk; contains data X;i, Yii, 2i, Zi1; (where

[Equation 1]
Xi :gxi ’ Yli =g1Yi, Z i :gzi , Z 1i —814

),

when the second public key is represented by pk;, the

second public key pk; contains data X;, Y13, Z4, Zi1y (where

[Equation 2]

< | . |
X; =g, Y1 =e1"1,2 5 =27 ,Z1; =g1¥

),

when a random number related to the second re-

encryption key generation key is represented by n, a value

based on the random number n and the system fixed value g

is represented by g;, the value based on the random number

n and the system fixed value g; is represented by g4, the

value based on the random number n and the system fixed

value g, 1is represented by gs (where gs;=g", gs=g:", and

gs=g>"), and the second re-encryption key generation key is

represented by rki,
rk-}= (X3jl Y5])
holds (where

[Equation 3]

X3j =837, Y5; =85

),

when the plaintext data is represented by m (where

meGr), the random number related to the ciphertext data is

represented by r, and the ciphertext data is represented by
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C; (where the bilinear map e:GxG-Gr is represented by e( ,

)), the ciphertext data C; contains data C,x, Cay, Caz, Coazi,

Csz (where

[Equation 4]

Cox = X", Coy =Yy, Coz =27, Cogz1 =217,

C3 = e(gsg5,9)" -m

~—
[~

when the random number related to the re-encryption

key is represented by 6, an exponent related to the system

fixed values g, g» is represented by B (where g.,=g?), and

the re-encryption key is represented by Rii,

Rij=(Rij1, Rij2, Rij3)
holds (where

[Equation 5]

n(z;+0)
oNlfm;
Riji = (X35 - g3) /o = g7 = |

n(By;+6)
O\1/y; __ ""—""L—"'
Rijo = (Yo - g3?) /Wi = g7 i

n(z;+By;+0)

(Xsj-Ysj-gs") /5 =g~ =

Rij3

)

when the re-encrypted data is represented by C; (where
the re-

three random numbers are represented by s, t, k),

20
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encrypted data Cy includes data Cox'’, Coy'’, Cuz'’, Com'',

Csx, Csy, Csz, C3 (where

[Equation 6]

CgX — CQXS — Xirs’

1" t t
Coy = Coy' =113,

1 1 1
Csx = Rij15, Csy = Rijat, Csz = Ry 3k

), and

the plaintext data m, the re-encrypted data Cy, and

the second private key sk; are related by

1 9

1
6(0525 gZ) y.'i. 6(052) gZ1) %j
e(Csx,Coy) e(Csy, Coy)

.

m = (3

4. The re-encryption key generator according to

claim 2, wherein

when the first private key 1is represented by

ski=(Xi, Vi, 2i,Wi), the second private key is represented by

skis=(%X4,VY5,24i,W4), the plurality of system fixed values are

represented by g, g1, and g» (where g, g1, gz€G when

bilinear map groups as groups of an order p for which a
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bilinear map e:GxG-Gr exists are represented by G, G¢), and

the first public key is represented by pki, the first

public key pk; contains data Xi, Yii, 2i, Zii, Wi (where

[Equation 7]
__X _ . __Z-
X; =g1,Y 1y =g171,Z; =g,

~—
~

when the second public key is represented by pks, the

second public key pky contains data Xi, Yii, 24, Z15, Wy

(where

[Equation 8]

when a random number related to the second re-

encryption key generation key is represented by n, a value

based on the random number n and the system fixed value g

is represented by g3, the value based on the random number

n _and the system fixed value g; is represented by gy, the

value based on the random number n and the system fixed

value g 1is represented by gs (where gs=g", gs=g;", and

gs=g2"), and the second re-encryption key generation key is

represented by rki,
rki=(X34, Ys3)
holds (where

[Equation 9]
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X3j =23 , Y 5; =g5’]

)

when the plaintext data is represented by m (where

meGy), the random number related to the ciphertext data is

represented by r, a multiplicative group for the order p is

represented by Zp, a time parameter showing a period of

updating the re-encryption key is represented by L, and the

ciphertext data is represented by C; (where the bilinear

map e:GxG-Gr is represented by e( , )), the ciphertext data

C; contains Cax, Coy, Csz, Ciz1, Cor, C3z (where

[Equation 10]

Cox =X, Coy =Y4i", Coz =27}, Coz1 = 2y,

Cor = Fy(L)", C3 = e(g495,9)" - m

F(L)=g* Wy =¢""" (Le Z:)

)+

when three random numbers related to the re-encryption

key are represented by 6, &k, &y, an exponent related to

the system fixed wvalues g, g; is represented by o, the

exponent related to the system fixed values g, g, is

represented by B (where g;=g* and g2=g5), and the re-

encryption key is represented by Rjii,

Rij1=(Riju1, Rijr2, Riju3, Rijuas Rijus)

holds (where

[Equation 11]




10

- 275 -

~ P S
Rijta = (Xs; - ') 17 gl roile = 7 )

)

| (By;+0) .

h1/y; i)0 —+(L4w;)d,
Ry = (Y- g} gl = g =5 el
m(z+By; )

Ny
Rig= Xy Boj-g) =g 5
0 _ o Ul od,

Risra = 7%, Rijps = ¥ = g™

)

when the re-encrypted data is represented by C; (where
the re-

four random numbers are represented by s,t,k,h),

encrypted data Cy contains data Cox’’, Coy’’, Cu'’, Caz1’’,

Cor’ ", Csx, Csy, Csz, Csex, Cspy, C3 (where

[Equation 12]

CgX — CQXS — Xirs,

t rt k k
Czy = CQY =.Y]_z' C2Z = CQZ — Zir )

k k
Coz1 = Coz1” = Z;™,

Cyp = Cop™ = F;(L)™,

1 1
Csx = B)’ULIS Csy = Rijrat, Csz = Rijisk,
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1 1
Csrx = Rijra®,Csry = Rijrsh

), and

the plaintext data m, the re-encrypted data C;, and

the second private key sk; are related by

1
" A\ o I A\ =
oy 6(052) 2Z)'e(C5FX> 2F) Y 8(052, ZZI).6(05FY7 2F) I
m=03 Cer (" ' (C //)
e{Csx, Cay) elbs) Loy
5. A program executed by a processor of a re-
encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be

decrypted by a second private key of a second user device

after ciphertext data obtained by encrypting plaintext data

by a first public key of a first user device is re-

encrypted without decryption and stored in a non-transitory

computer-readable storage medium (M3), the program

comprising:

a first program code causing the processor to perform

processing (33) to write a first private key corresponding

to the first public key into a first storage means (31) of

the re-encryption key generator;

a _second program code causing the processor to perform

the processing (33) to write a second re-encryption key

generation key of the second user device that is different

from a second public key corresponding to the second

private key into a second storage means (32) of the re-

encryption key generator; and

a third program code causing the processor to perform

processing (34) to generate the re-encryption key based on
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the first private key and the second re-encryption key

generation key.

6. The program according to claim 5, wherein

the first public key is generated based on the first

private key and a plurality of system fixed values and

the second public key is generated based on the second

private key and the plurality of system fixed values.

7. The program according to claim 6, wherein

when the first private key 1is represented by

ski=(Xi,Yi,2zi), the second private key is represented by

ski=(X3j,Yi,23), the plurality of system fixed values are

represented by g, g1, and g, (where g, g1, g,€G when

bilinear map groups as groups of an order p for which a

bilinear map e:GxG-Gr exists are represented by G, G:), and

the first public key is represented by pk;, the first

public key pk; contains data X;, Yii, Zi, Z1i (where

[Equation 13]

X =g, Yy =1, 2 =M, Zy; =

e
when the second public key is represented by pks;, the

second public key pkj contains data Xj, Yiy, 24, Z1; (where

[Equation 14]

< | , |
X =7, Yy =11, 25 =7, 215 =817

)

when a random number related to the second re-

encryption key generation key is represented by n, a value

based on the random number n and the system fixed value g
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is represented by g3, the value based on the random number

n and the system fixed value g; is represented by gs;, the

value based on the random number n and the system fixed

value g, 1is represented by gs (where gs;=g", gs=g;", and

gs=g2"), and the second re-encryption key generation key is

represented by rki,
rkyi= (X35, Ys4)
holds (where

[Equation 15]

X3; =g3%,Y 5i =25

)

when the plaintext data is represented by m (where

meGr), the random number related to the ciphertext data is

represented by r, and the ciphertext data is represented by

Ci (where the bilinear map e:GxG-Gr is represented by e( ,

)), the ciphertext data C; contains data Csx, Cuy, Czz, Cizz1,

Cz (where

[Equation 16]

X
Cox =X, Coy =Y, Coz =7, Cog1 = 245,

C3 = e(g495,9)" - ™m

) s

when the random number related to the re-encryption

key is represented by 8, an exponent related to the system

fixed values g, g, is represented by B (where g,=g®), and

the re-encryption key is represented by Rij,
Rij=(Rij1, Rij2s Riy3)
holds (where

[Equation 17]
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w(z;+0)
Nl/xz; "—'5;2———
Rij1 = (X35 -g3%) /% =g = |

(By;+0)
Ny _
sz2=_(Y5j'g3)/y =g ¥

n(z;+By;+0)

Rij3 = (X35 - Y5 '930)1/ i=g

) s

when the re-encrypted data is represented by C; (where

three random numbers are represented by s, t, k), the re-

encrypted data Cy includes data Cox’’, Coy'’', Coz'', Cozi’’,

Csx, Csy, Csz, Cs3 (where

[Equation 18]

CgX — C2XS — X‘irsa

" t t
Coy = Coy' =Y1;",

7 k k
Coz = Caz” = Z;'7,

i k k
Cozy = Coz1" = 215",

1 1 1
Csx = Rij1s, Csy = Ryjot, Csz = R;j 3%

), and
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the plaintext data m, the re-encrypted data C;, and

the second private key sky are related by

O I ‘1" C Il z.
e(Csz,Cyy) K e(Csz,Cyzy) |
e(Csx, gx) e(Csy, gY)

m = Cs

8. The program according to claim 6, wherein

when the first private key is represented by

ski=(Xi,Yi,zi,Wi), the second private key is represented by

ski=(%X5,Y4,24,W3), the plurality of system fixed values is

represented by g, g1, and g, (where g, g1, g:e€G when

bilinear map groups as groups of an order p for which a

bilinear map e:GxG-Gr exists are represented by G, Gr), and

the first public key is represented by pki, the first

public key pki contains data Xi, Yii, Zi, Zii, Wi (where

[Equation 19]
713 =glzi , W =g Wi

),

when the second public key is represented by pki, the

second public key pky contains data Xi, Y14, 24, 214, W

(where

[Equation 20]
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when a random number related to the second re-

encryption key generation key is represented by n, a value

based on the random number n and the system fixed value g

is represented by g3, the value based on the random number

n and the system fixed value g; is represented by g4, the

value based on the random number nm and the system fixed

value g, 1is represented by gs (where gs3=g", gs=g;", and

gs=gz"), and the second re-encryption key generation key is

represented by rk;,

rki= (X34, Ys4)
holds (where

[Equation 21]

X3; =37, Y 5; =g5”]

) s

when the plaintext data is represented by m (where

meGr), the random number related to the ciphertext data is

represented by r, a multiplicative group for the order p is

represented by Zp, a time parameter showing a period of

updating the re-encryption key is represented by L, and the

ciphertext data is represented by C; (where the bilinear

map e:GxG-Gr is represented by e( , )), the ciphertext data

C; contains Cyyx, Coy, Czz, Cszi1, Cor, C3 (where

[Equation 22]

Cox =X, Coy =Yy, Coz =7, Cog1 = 74y,
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Cor = Fi(L)", C3 = e(g9495,9)" - m

F(L)=g" - W;=¢""" (LeZ})

) s

when three random numbers related to the re-encryption

key are represented by 0, 0k, &y, an exponent related to

the system fixed values g, g3 1is represented by o, the

exponent related to the system fixed values g, g 1is

represented by B (where g;=g* and g2=gﬁ), and the re-

encryption key is represented by Riji,

Ris1= (Rijr1, Risn2, Rijr3, Rijnas Riqis)

holds (where

[Equation 23]

R = (Xa; g 115 gibroik = 9%@+(L+wi)5x,

| (By; +0) \
Rijia = (Y93 )l/y 'Q(W)a“g T )"',
| m(z;+By; +6)

Risz= (X Yoj-gs) 5 =g~ %

:Bz'5 _ 2'5 _ ié
Risza = 07 Rijrg = o¥™ = g™

~—
~

when the re-encrypted data is represented by C; (where

four random numbers are represented by s,t,k,h), the re-
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encrypted data Cy contains data Cox'’, Coy'’', Coz’'’, Cozm'’,

Cor’’, Csx, Csy, Csz, Cspx, Cspy, C3 (where

[Equation 24]

1
CQX — C2Xs — Xirs’

" t t k _ k
Coy = Coy* =Y1;"", Coz = Coz" = Z;"7,

I k k
Coz1 = Con1” = 24",

CQF““‘C2F = z’(L)rha

t"hb-—i
;rlt-—t

Csx = qu% Csy = Rij1at, Usz = R;j13%,

1 1
Csrx = Rijra®,Cspy = Rijs®

), and

the plaintext data m, the re-encrypted data Cy, and

the second private key skj are related by

e{Csz,Cyy)-e(Csrx, Cop) 513 e{Ci2, o) €(Chrv, o) |
e(Cix, gx) e(Cyy, 2Y)

9. A re-encryption key generator (30) that generates

a re-encryption key to obtain re-encrypted data that can be

decrypted by a second private key of a second user device

after ciphertext data obtained by encrypting plaintext data
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by a public key for encryption of a first user device is

re-encrypted without decryption, the re-encryption key

generator comprising:

a first storage means (31) that stores a first private

key corresponding to the public key for encryption;

a second storage means (32) that stores public

information for generating a re-encryption key

corresponding to the second private key;

a first random number generation means (36) that

generates a first random number; and

a re-encryption key generation means (34) that

generates the re-encryption key based on the first private

key, the public information for generating a re-encryption

key, and the first random number.

10. The re-encryption key generator according to

claim 9, wherein

the re-encryption key generation means generates the

re-encryption key based on the first private key, the

public information for generating a re-encryption key, and

the first random number independently of ciphertext data

before re-encryption.

11. The re-encryption key generator according to

claim 9, wherein

the public key for encryption is generated based on

the first private key and a plurality of system fixed

values and

the public information for generating a re-encryption

key is generated based on the second private key and the

plurality of system fixed values.
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12. The re-encryption key generator according to

claim 11, wherein

when the first private key is represented by

ski=(Xi,Vi,2i), the second private key is represented by

ski=(Xy,v3,23), the first random number is represented by v,

the plurality of system fixed values are represented by g,

dir 92, d3, 94 (where g,9:1,92,93,9:€G when bilinear map

groups as groups of an order p for which a bilinear map

€:GxG-Gy exists are represented by G, Gp), exponents

related to the system fixed values are represented by a, 8,

£ (where gi=g9% g,=¢®, g3=g% and gis=g*), and the re-

encryption key is represented by Riy,

[Equation 25]
Ri; = (Rij1, Rija, Rij3)

holds (where

[Equation 26]

§x+y | By +y &x i+ py i+
' _ X _ Yi _ Z.
R;=g " R=g 7 R=g

when the public key for encryption of the first user

device is represented by pk;,

[Equation 27]
pk, = (Xi9 1i9Lis Ly

holds (where

[Equation 28]
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X, =g Y, =g".Z,=¢"2, =g

when the public information for generating a re-

encryption key corresponding to the first private key is

represented by pij,

[Equation 29]

pi; = (X3i9Y2i)

holds (where

[Equation 30]

X3 = g;i’YZi =g

)

when the public key for encryption of the second user

device is represented by pki,

[Equation 31]

pk=X.Y.2.7)

holds (where

[Equation 32]

X=g.Y=g".%

2.2, =
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when the public information for generating a re-

encryption key corresponding to the second private key is

represented by pis,

[Equation 33]

pi; = X3J’Y21)

holds (where

[Equation 34]

X3j - g;jayzj = g'zyj

~—
[~

when the plaintext data is represented by m (where

meGr) , a second random number is represented by r, and the

ciphertext data is represented by C; (where the bilinear

map e:GxG-Gr is represented by e(g,h) (where g, heG)),

Ci=(Cox, C2v,C2z,C221,C3)
holds (where

[Equation 35]

Cux :_—Xi’,Cﬂ, =1,C=2/,Cp =2,,C,=e(g,8,,8)" 'm

~—
I~

when the re-encrypted data is represented by C; (where

third to fifth random numbers are represented by s,t,k),

Ci=(Cox"",Coy" " ,C33" " ,C231" " ,Cs%,Csy,Cs7, C3)

holds (where

[Equation 36]
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ng — szs — Xirs’

" t t
Coy = Coy* =11,

1 k
Coz = Coz

k
Z’ir )

k
Zi",

" k
C2Zl = C2z1

1 1 L
Csx = Rij1s, Csy = Rijet, Usz = Ryj3*

), and

the plaintext data m, the re-encrypted data C;, and

the second private key sky are related by

[Equation 37]

( L | 1
e(Cs7,C7) \ % [€(Cs2,Cqp) \ %
m=03 \ m |- 0 7 )
\ 6(05)(,' 2X)' 6(5Ya 2Y) J

13. A program executed by a processor of a re-

encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be

decrypted by a second private key of a second user device

after ciphertext data obtained by encrypting plaintext data

by a public key for encryption of a first user device is

re—-encrypted without decryption and stored in a non-
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transitory computer-readable storage medium (M3), the

program comprising:

a first program code causing the processor to perform

processing to write a first private key corresponding to

the public key for encryption into a first storage means

(31) of the re-encryption key generator;

a second program code causing the processor to perform

the processing to write public information for generating a

re-encryption key corresponding to the second private key

into a second storage means (32) of the re-encryption key

generator;

a third program code causing the processor to perform

processing (36) to generate a first random number; and

a fourth program code causing the processor to perform

processing (34) to generate the re-encryption key based on

the first private key, the public information for

generating a re-encryption key, and the first random

number.

14. The program according to claim 13, wherein

the processor is caused to perform the processing to

generate the re-encryption key independently of the

ciphertext data before re-encryption.
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CLAIMS

1. A re-encryption key generator (30) that geplerates

encrypted without decryption, the re-
generator comprising:

a first storage means (31) tiat stores a first private
10 key corresponding to the first public key;

a second storage means A32) that stores a second re-
encryption key generation key of the second user device
that is different from second public key corresponding to
the second private k and
15 a re-encryptidn key generation means (34) that

generates the rg-encryption key based on the first private
key and the cond re-encryption key generation key.
THe re-encryption key generator according to
claim 1/ wherein
20 he first public key is generated based on the first
private key and a plurality of system fixed values and
the second public key is generated based on the second
private key and the plurality of system fixed values.
3. The re-encryption key generator according to
claim 2, wherein

when the first private key is represented by

ski=(xi,Yi,2i), the second private key is represented by
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skj=(Xj,¥35,23), the plurality of system fixed values ar
represented by g, g1, and g; (where g, g1, g2€G when
bilinear map groups as groups of an order p for ich a

bilinear map e:GxG-Gr exists are represented by G, Gr), and

public key pk; contains data X;, Yii, Zi, ; (where
_ Xs —_ . — A3 — .
X;=g"1, Yy{;=8g1Yi, Z; 1, Zy;=81%

),

when the second public key ¥s represented by pkj, the

second public key pk; contains/data Xj, Yij, Zj, Z1; (where

X] Z3

Xij=g), Y1j=e14, Z;j=¢"), Z1j;=g1%

),

when a random n er related to the second re-
encryption key gepferation key is represented by n, a value
based on the rarAdom number n and the system fixed value g
is representgd by g3, the value based on the random number
n and the System fixed value g; is represented by gs, the
value b#sed on the random number n and the system fixed
valug’ g, is represented by gs (where gi3=g", gs=g;", and
gs#g;"), and the second re-encryption key generation key is
represented by rk;,

rki= (X35, Ys5)

holds (where
X3j=g3™), Y5i=g5"]

)

when the plaintext data is represented by m (where
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meGr), the random number related to the ciphertext dat
represented by r, and the ciphertext data is represgnted by
C; (where the bilinear map e:GxG-Gr is represented by

e( , )), the ciphertext data C; contains data

CZY [ CZZ ’

5 Caz1, C3 (where

Cox =X, Coy =Y4", Coz =7
Cs = e(g4g5,9)" -m

),
when the random number relfated to the re-encryption
10 key is represented by 6, an £&xponent related to the system
fixed values g, g» is repyésented by B (where g,=g®), and
the re-encryption key j£& represented by Rij,
Rij=(Rij1,Rij2, Rij

holds (where

n(z;+By;+0)

Rijs = (X3 - Yoj-g5") /5 =g~ =

when the re-encrypted data is represented by C; (where
three random numbers are represented by s, t, k), the re-

encrypted data C; includes data Cyx’’, Cav’'’, Caz'', Cazm'’,
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Csx, Csy, Csz, C3 (where

/!
CZX —_ OZXS — Xirs’
i t - rt
Coy = Coy' =Yy,
CgZ — szk — Ziv-k:7

I k k
Coz1 = Coz1” = 213",

5 1 1
Csx = Rijis, Csy = R Csz = R;j3k
), and
the plaintext data m, e re-encrypted data C;, and
the second private key s are related by
e(0sz,Cag) \¥ (€(Csz,Cazn) |
m =03 T ' I ?
Usx, QX) 6(05}” 2Y)
10
4. T re-encryption key generator according to
claim 2, /fwherein
en the first private key is represented by
ski#(xXi,yi,2i,Wi), the second private key is represented by
15 5=(x5,¥5,25,w;), the plurality of system fixed values are

represented by g, g1, and g, (where g, gi, g;€G when
bilinear map groups as groups of an order p for which a
bilinear map e:GxG-Gr exists are represented by G, Gp), and
the first public key is represented by pk;, the first

public key pk; contains data X;i, Yii, Zi, Z1i, W; (where



10

15

when a random numb related to the second re-

encryption key generayion key is represented by n, a value
based on the randompy/ number n and the system fixed value g
is represented by g:, the value based on the random number
n and the sysyem fixed value g; is represented by gy, the

value based/on the random nu.mber n and the system fixed

value g;/1s represented by gs (where g;=g”, gs=g:", and
gs=g2"), and the second re-encryption key generation key is
repfesented by rk;,

rk;= (X35, Ys;)

holds (where

X3j=g3™), Y5j=g5”]

when the plaintext data is represented by m (where

meGr) , the random number related to the ciphertext data is
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represented by r, a multiplicative group for the order/p is
represented by Zp;', a time parameter showing a period of
updating the re-encryption key is represented by 4, and the
ciphertext data is represented by C; (where the¢' bilinear

map e:GxG-Gr is represented by e( , )), the Aiphertext data

C; contains Czx, Cazy, Caz, C2z1, Czr, C3 (wheype

Cox =X, Coy =Yi", Coz =
Cor = Fi(L)", C3 = e(g495,9)" -

when three rand numbers related to the re-encryption
key are represented by 6, &k, 8y, an exponent related to
the system fixed values g, g1 is represented by o, the
exponent relafed to the system fixed values g, gz is
represented by B (where g;=g® and g2=gB) , and the re-
encryptidn key is represented by Riji,

15.= (Rijr1, Riju2, Risp3, Rijre, Rijus)

holds (where



when the re-encrypted data is repXesented by C; (where

four random numbers are represented by s,t,k,h), the re-

5 encrypted data C; contains data Cxk’’, Cav’’, Caz'’, Cam'’,
Cer’’, Csx, Csy, Csz, Csrx, Csry, (where
!/ S
CZX —_ CQX _—

I t
Coy = Coy’ =

" k
0221 = Caz1

"o CQZk — Zirk,

|
)
N
|

1z
E— . Th
10 - ]F;(l;) ’
1 1 1
in1e, Csy = Rijrat, Csz = Riji3k,

the plaintext data m, the re-encrypted data C;, and

the second private key sk; are related by

= (4 / (e(Csz, y7) elCex, é’p)fi.(e(()sz, ) €(Csfy, QIF))%:'

e(Csx, Oy e(Csy, Cyy)

5. A re-encryption device (40) to obtain re-encrypted
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data that can be decrypted by a second private key of
second user device after ciphertext data obtained b
encrypting plaintext data by a first public key a first
user device is re-encrypted by a re-encryption/key without
decryption, the re-encryption device compriging:

a storage means (41) that stores the/re-encryption key
generated by a re-encryption key generator in advance and

a re-encryption means (44) that/obtains the re-
encrypted data by re-encrypting tHe ciphertext data by the
re-encryption key in the stora means without decrypting
the ciphertext data, wherei

the re-encryption key is generated based on a second
re-encryption key generdtion key of the second user device
that is different fr a first private key corresponding to
the first public y and a second public key corresponding
to the second pfivate key.

6. An cryption device (20) that generates
ciphertext/data for a re-encryption device to obtain re-
encrypt#£d data that can be decrypted by a second private
key a second user device after the ciphertext data
obfained by encrypting plaintext data by a first public key
of a first user device is ré—encrypted by a re-encryption
key without decryption, the encryption device comprising:

a storage means (21) that stores the first public key
and

an encryption means (24) that that obtains the

ciphertext data by encrypting the plaintext data using the
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first public key in the storage means, wherein

the re-encryption key is generated based on a gecond
re-encryption key generation key of the second usér device
that is different from a first private key coryesponding to
the first public key and a second public key/ corresponding
to the second private key.

7. A decryption device (50) that CGecrypts re-
encrypted data after obtaining the -encrypted data that
can be decrypted by a second privgte key of a second user
device after ciphertext data obfained by encrypting
plaintext data by a first public key of a first user device
is re-encrypted by a re-epcryption device based on a re-
encryption key without Adecryption, the decryption device
comprising:

a storage me (51) that stores the second private

a decr ion means (54) that obtains the plaintext
data by defrypting the re-encrypted data based on the
second Private key in the storage means, wherein

he re-encryption key is generated based on a second
refencryption key generation key of the second user device
that is different from a first private key corresponding to
the first public key and a second public key corresponding
to the second private key.

8. A program executed by a processor of a re-
encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be
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5 computer-readable storage medium (M3), the
comprising:

a first program code causing the processor to perform

processing (33) to write a first prifate key corresponding
to the first public key into a first storage means (31) of
10 the re—encryptioh key generatoy;

a second program code GAusing the processor to perform
the processing (33) to wrjite a second re-encryption key
generation key of the cond user device that is different

from a second public/key corresponding to the second
15 private key into second storage means (32) of the re-
encryption key generator; and
a third program code causing the processor to perform
processing/ (34) to generate the re-encryption key based on
the firgt private key and the second re-encryption key
20 geneyation key.
9. The program according to claim 8, wherein
the first public key is generated based on the first
private key and a plurality of system fixed values and
the secohd public key is generated based on the second
private key and the plurality of system fixed values.
10. The program according to claim 9, wherein

when the first private key is represented by



10

15

- 279 -

ski=(xi,yi,2i), the second private key is represented b
sk;=(x;,¥5,2;), the plurality of system fixed values fre
represented by g, g, and g; (where g, g1, g;€G whén
bilinear map groups as groups of an order p for¥ which a
bilinear map e:GxG-Gp exists are represented/by G, Gr), and
the first public key is represented by p the first

public key pk; contains data Xj, Yii, 2if 2Zi1; (where
. Tmw— X. . Sme— y. . Z. . T— Z.
Xi=g'lL, Y1i=g1’l, Zy=g"l, Z1i=g1"
),
when the second public y is represented by pkj, the

second public key pkj contgdins data Xj, Yij, 25, Zi; (where

X : 7 .
X;=g, Y1;=£17), Z;=¢"), Z1;=g1%

when a randgm number related to the second re-
encryption key/ generation key is represented by n, a value
based on t random number n and the system fixed value g
is repregented by g3, the value based on the random number
n and f£he system fixed value g; is represented by gs, the
valde based on the random number n and the system fixed

lue g, is represented by gs (where gg=§“, gs=g:", and

gs=g2"), and the second re-encryption key generation key is
represented by rkj,

rkji= (X35, ¥Ys3)

holds (where

X3j=g3"], Y5;=g5"]
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),
when the plaintext data is represented by m (wHere

meGy), the random number related to the cipherte data is

represented by r, and the ciphertext data is répresented by

C; (where the bilinear map e:GxG-Gr is reprefgented by

e( , )), the ciphertext data C; contains ata Cax, Cay, Caz,

Caz1, C3 (where
Cox = Xi", Coy = V4", Coz
Cs = e(gag5,9)" -m

Zi', Cygi = 0y,

when the random numbgr related to the re-encryption
key is represented by ¢, an exponent related to the system
fixed values g, g, ig represented by B (where g,=g®’), and
the re-encryption/key is represented by R;j,

Rij=(Rij1,R#2, Rij3)

holds (s#here

7(z:+0)
l/z; L
'j1=(X3j'93)/"—9 S

n(By;+06)
\1/y; __ ""'""‘L""'
R/ij2:'(y5j’g3)/y =g ¥

w(xj+ﬂyj+0)

Rijz = (X3; - Y5 o) i =g R

when the re-encrypted data is represented by Cj (where
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three random numbers are represented by s, t, k), the
encrypted data C; includes data Cux’’, Cav’’, C2z’'’,

Csx, Csy, Csz, Cz (where

CgX _ CZXS = X,
Coy = Coy* =Yy,

bz = C2z" = Z;",

Cyz1 = Cozi® = 2™,

Csx = Rm'sl', Csy R@jz%, Csz = sz37%

), and

10 the plaintext daty m, the re-encrypted data Cj, and

the second private y sk; are related by

1 1
o(Cs2,Cag) \ i (€Cs2,Cayz) \ &
e(Csx, Cyy) e(Csy, Cyy)

m = (3

The program according to claim 9, wherein
when the first private key is represented by
15 i=(xXi,Yi,2i,wWi), the second private key is represented by
skj=(X3,¥Y5,25,wj), the plurality of system fixed values is
represented by g, g1, and g, (where g, g1, g2e€G when
bilinear map groups as groups of an order p for which a
bilinear map e:GxG-Gr exists are represented by G, Gp), and

the first public key is represented by pk;, the first

public key pk; contains data Xi, Yii, 2Zi, Z1;, W; (where
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15

(where

.
Xij=g 1, Y1;=g17), Z2;=¢"7,

lezglzj, WJ‘

when a random n er related to the second re-
encryption key generdtion key is represented by mn, a value
based on the rand number n and the system fixed value g
is represented Yy gi:, the value based on the random number
n and the sygtem fixed value g; is represented by g:, the
value bas on the random number nn and the system fixed
is represented by gs (where gi:=g", gs=g:", and
, and the second re-encryption key generation key is
resented by rk;,

rki=(X3j, ¥s5)

holds (where

X3;=g3%], Y5j=g5”]

when the plaintext data is represented by m (where

meGr), the random number related to the ciphertext data is
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represented by r, a multiplicative group for the order/p is
represented by Zp , a time parameter showing a period of
updating the re-encryption key is represented by A, and the
ciphertext data is represented by C; (where the¢ bilinear

5 map e:GxG-Gr is represented by e( , )), the Liphertext data

C; contains Cyx, Cay, Caz, Caz1i, C2r, C3 (wheye

C?X - XiT) ‘CQY — Yl’ira CQZ — 4y , CZZI — Zl?:r)
Cor = F5(L)", C3 = e(g405,9)" -

Fy(L) = g* - W; g-tv (L € Z})

10 ),
when three rand numbers related to the re-encryption
key are represented by 6, Ok, 0y, an exponent related to
the system fixed values g, g1 is represented by o, the
exponent rela¥ed to the system fixed values g, g; is
15 represented by B (where gi=g* and g;=g?), and the re-

encryptién key is represented by Riju,
151= (Rijr1s Risp2s Riju3s Rijra, Rijis)

holds (where

A o)
Ryt = (K-8} 'Q(Leri)Jz =g " ,
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(z;+By;

Rijz = (X3 Yy )5 =g

xié _ L Oz,'(s
Rirg = 9" Rijs = . = g™

when the re-encrypted data is represented by C; (where

four random numbers are represented by s,t,k,h), the re-

5 encrypted data C; contains data Cxk'’, Cay’’, Caz'’, Caz’'’,

Csry, (wher e

Cor’ ', Csx, Csy, Csz, Csrx,

/!
Cox = Cox® =

" t "o k k
Coy = Cay oy = Coz" = Z;"",

10

o
S2
N

Il

&

e~

w
&

the plaintext data m, the re-encrypted data C;, and

the second private key sk; are related by

oy / (6(052, 23) e(Cspx, é'F))v_j'(e(Cw, ) €(Ciy, gF));;
3 B(C5X, gx) e(CSY, é/y)

12. A program executed by a processor of a re-
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encryption device (40) to obtain re-encrypted data th can
be_decrypted by a second private key of a second usgr
device after ciphertext data obtained by encryptifig
plaintext data by a first public key of a firs¥ user device
is re-encrypted by a re-encryption key withgut decryption
and stored in a non-transitory computer-réadable storage
medium (M4), the program comprising:

a first program code causing t processor to perform
processing (43) to write the re-edcryption key generated by
a re-encryption key generator jh advance into a storage
means (41) of the re-encryption device; and

a second program codg causing the processor to perform
processing (44) to obt ‘n the re-encrypted data by re-
encrypting the ciphertext data by the re-encryption key in
the storage means Avithout decrypting the ciphertext data,
wherein

the re-egncryption key is generated based on a second
re-encryption key generation key of the second user device
that is/different from a first private key corresponding to
the rst public key and a second public key corresponding
to/the second private key.

13. A program executed by a processor of an
encryption device (20) that generates ciphertext data for a
re-encryption device (40) to obtain re-encrypted data that
can be decrypted by a second private key of a second user
device after the ciphertext data obtained by encrypting

plaintext data by a first public key of a first user device
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is re-encrypted by a re-encryption key without decryp
and stored in a non-transitory computer-readable stgrage
medium (M2), the program comprising:

a first program code causing the processof to perform
5 processing (22) to write the first public k into a
storage means (21) of the encryption devide; and

a second program code causing the Hrocessor to perform
processing (24) to obtain the cipherfext data by encrypting
the plaintext data using the firsy public key in the
10 storage means, wherein

the re-encryption key generated based on a second

re-encryption key generatyon key of the second user device
that is different from first private key corresponding to
the first public key/and a second public key corresponding

15

20 fied by encrypting plaintext data by a first public key
of/a first user device is re-encrypted by a re-encryption
device (40) based on a re-encryption key without decryption
and stored in a non-transitory computer-readable storage
medium (M5), the decryption device comprising:

a first program code causing the processor to perform
processing (53) to write the second private key into a

storage means (51) of the decryption device; and
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a second program code causing the processor to pefform
processing (54) to obtain the plaintext data by decyypting
the re-encrypted data based on the second private’key in
the storage means, wherein

the re-encryption key is generated based on a second
re-encryption key generation key of the sfécond user device
that is different from a first private /key corresponding to
the first public key and a second pyblic key corresponding
to the second private key.

15. A re-encryption key erator (30) that generates
a re-encryption key to obtaid re-encrypted data that can be
decrypted by a second priyate key of a second user device
after ciphertext data o¥tained by encrypting plaintext data

by a public key for cryption of a first user device is

-re-encrypted witho4t decryption, the re-encryption key

generator comprZsing:
a first Storage means (31) that stores a first private
key corresponding to the public key for encryption;

a gecond storage means (32) that stores public

co¥responding to the second private key;

a first random number generation means (36) that
generates a first random number; and

a re-encryption key generation means (34) that
generates the re-encryption key based on the first private
key, the public information for generating a re-encryption

key, and the first random number.
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16. The re-encryption key generator according t
claim 15, wherein

the re-encryption key generation means generétes the
re-encryption key based on the first private kgy, the
public information for generating a re-encryption key, and
the first random number independently of Adiphertext data
before re-encryption.

17. The re-encryption key genefator according to
claim 15, wherein

the public key for encryptdon is generated based on
the first private key and a glurality of system fixed
values and |

the public informafion for generating a re-encryption
key is geherated basgd on the second private key and the
plurality of syst fixed values.

18. The r#g-encryption key generator according to
claim 16, whefein

when fhe first private key is represented by
ski=(Xi,¥i,zi), the second private key is represented by
skj=(X5,v¥5,25), the first random number is represented by v,
the plurality of system fixed values are represented by g,

1, 92, 93, 94 (where g,gi1,92,93,94€G when bilinear map

groups as groups of an order p for which a bilinear map
e:GXG-Gr exists are represented by G, Gr), exponents

related to the system fixed values are represented by a, B,

¢ (where gi1=g% g,=¢g*, g3=g®, and g4=g*%), and the re-

encryption key is represented by Rij,
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Rl] — (&317&32:&33)
holds (where

&x;+ Py ity

device is represented by pki,
pki — (Xiaylia

holds (where
. X.

Xf — i ‘
i g 21
10 ),

when the blic information for generating a re-
encryption y corresponding to the first private key is

representgd by pij,

I, = (X3i9Y2i)

holds (where

X3 = g;,Y,, = g5

when the public key for encryption of the second user

device is represented by pkj,
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pk = ( ,U»ZZ)

holds (where

5
10
meGyp) , second random number is represented by r, and the
cipheftext data is represented by C; (where the bilinear
15 e:GxG-Gr is represented by e(g,h) (where g, heG)),

Ci=(C2x,Cay, C2z,C221,C3)

holds (where
Cu =X1,Cy =1,C;=2/,C,p = G =e(g,8,,8) 'm

).,
when the re-encrypted data is represented by C; (where

third to fifth random numbers are represented by s,t,k),
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Cy=(Cox’ ' ,Cay’’",C2z"",C2z1" ", Csx,Csy,Csz,C3)
holds (where
" S ___ .
CQX ""‘CZX — Ag
" t
Czy - OzY —
" k _ 71k
27 — CQZ — Zz )

|
=
2

5
Coz1 = Cazi* = Zui"",
1 1 1
Csx = Rij1s, Csy = Bjot, Csz = Ryjg*
), and
the plaintext data m,/the re-encrypted data Cj, and
10 the second private key ; are related by
1 1
| ExUs2, gZ) Y 6(05Za ng) %3
m=03/ Crv O "\ e(Cev "
6( 5X 2X) 6( /5Y 2Y)

19. re-encryption device (40) capable of
communigating with a re—encryption key generator (30) that
generédtes a re-encryption key to obtain re-encrypted data

15 that can be decrypted by a second private key of a second

ser device after ciphertext data obtained by encrypting
plaintext data by a public key for encryption of a first
user device is re-encrypted without decryption, the re-
encryption device comprising:

a storage means (41) that stores the re-encryption key
received from the re-encryption key generator; |

a re-encryption means (44) that obtains the re-
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encrypted data by re-encrypting the ciphertext receiv
from the first user device without decryption by the Afe-
encryption key in the storage means; and

a means (43) that transmits the obtained re-epcrypted
data to the second user device, wherein

the re-encryption key is generated based/on a first
private key corresponding to the public key r encryption,
public information for generating a rg-~encryption key
corresponding to the second private key, /and a first random
number generated by the re-encryption KXey generator.

20. A program executed by processor of a re-
encryption key generator (30) /that generates a re-
encryption key to obtain re-eycrypted data that can be
decrypted by a second private/ key of a second user device
after ciphertext data obtaiped by encrypting plaintext data
by a public key for encrfption of a first user device is
re-encrypted without ecryption and stored in a non-
transitory computer—feadable storage medium (M3), the
program comprising;

a first program code causing the processor to perform
processing to Avrite a first private key corresponding to
the public ey for encryption into a first storage means
(31) of t re-encryption key generator;

a cond program code causing the processor to perform
the ppbcessing to write public information for generating a
re-ghcryption key corresponding to the second private key
ifto a second storage means (32) of the re-encryption key
generator;

a third program code causing the processor to perform
processing (36) to generate a first random number; and

a fourth program code causing the processor to perform
processing (34) to generate the re-encryption key based on

the first private key, the public information for
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generating a re-encryption key, and the first rand
number.

21. A program executed by a processor of re-
encryption device (40) capable of communicating wi a re-
encryption key generator (30) that generat a re-
encryption key to obtain re-encrypted data at can be
decrypted by a second private key of a secopd user device
after ciphertext data obtained by encrypti plaintext data
by a public key for encryption of a fifst user device is
re-encrypted without decryption and/ stored in a non-
transitory computer-readable stora medium, the program
comprising:

a first program code causipfg the processor to perform
processing to write the re-engryption key received from the
re-encryption key generatoy into a storage means (41) of
the re-encryption device;

a second program cdde causing the processor to perform
processing (44) to fbtain the re-encrypted data by re-
encrypting the ciphfértext data received from the first user
device by the e-encryption key in the storage means
without decryp¥ion; and

a third/program code causing the processor to perform
processing/ (43) to transmit the obtained re-encrypted data
to the cond user device, wherein

e re-encryption key 1is generated based on a first
priyate key corresponding to the public key for encryption,
pyblic information for generating a second re-encryption
key corresponding to the second private key, and a first
random number generated by the re-encryption key generator.

22. A program executed by a processor of an
encryption device (20) capable of communicating with a re-
encryption device (40) that uses a re-encryption key to

obtain re-encrypted data that can be decrypted by a second
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private key of a second user device after ciphertext da
obtained by encrypting plaintext data by a public key /for
encryption of a first user device is re-encrypted wyithout
decryption and stored in a non-transitory computer-¥eadable
storage medium (M2), the program comprising:

a first program code causing the processor to perform
processing (22) to write the public key for cryption into
a storage means (21) of the encryption devjce;

a second program code causing the pyocessor to perform
processing (24) to obtain the ciphertexXt data by encrypting
the plaintext data using the public¢/ key for encryption in
the storage means; and

a third program code causiyig the processor to perform
processing (22) to transmit tlfe obtained ciphertext data to
the re-encryption device, wherein

the re-encryption kgy is generated based on a first
private key correspondifig to the public key for encryption,
public information or generating a re-encryption key
corresponding to tle second private key, and a first random
number generate by a re-encryption key generator that
generates the fe-encryption key.

23. A program executed by a processor of a decryption
device (5 that decrypts re-encrypted data obtained from
the re-gncryption device after obtaining the re-encrypted
data Xhat can be decrypted by a second private key of a
secgnd user device after ciphertext data obtained by
eficrypting plaintext data by a public key for encryption of
a first user device 1is re-encrypted by a re-encryption
device (40) based on a re-encryption key without decryption
and stored in a non-transitory computer-readable storage

medium (M5), the program comprising:
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a first program code causing the processor to perfor
processing (53) to write the second private key intg a
storage means (51) of the decryption device; and

a second program code causing the processor to ferform
processing (54) to obtain the plaintext data by decrypting
the re-encrypted data based on the second prifate key in
the storage means after receiving the re-ghcrypted data
from the re-encryption device, wherein

the re-encryption key 1is generated/based on a first
private key corresponding to the publig¢ key for encryption,
public information for generating/ a re-encryption key
corresponding to the second privaté key, and a first random

number generated by a re-encryption key generator that

generates the re-encryption k




