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Security of wireless networks is inproved by rejecting
traffic froma wrel ess device
defi ned spati al

boundary. The device's spatia

| ocated outside a

ap U@iERNAﬂ’IONAE hPmMG@Y PURLISHY® UDOHR AHE YATENT MERWIMTREATY (PCT)

t t enna

#E%Q’ﬂ)rl Inlﬁﬁec mPgerp an d cz 1_4

rganization T
International Burcau

(43) International Publication Date

(10) International Publication Number

15 July 2004 (15.07.2004) PCT WO 2004/059912 A1l
(51) International Patent Classification’: HO4L 12/28, (72) Inventors: HIND, John; 5005 Barton’s Enclave Lane,
H04Q 7/38 Raleigh, NC 27613 (US). STOCKTON, Marcia; 611 Rio
Bonita Street, Bakersfield, CA 93306 (US).
(21) International Application Number:
PCT/GB2003/005231 (74) Agent: WILLIAMS, Julian, David; IBM United King-

(22) International Filing Date: 1 December 2003 (01.12.2003)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:

10/335,048 31 December 2002 (31.12.2002) US

(71) Applicant: INTERNATIONAL BUSINESS MA-
CHINES CORPORATION [US/US]; New Orchard
Road, Armonk, NY 10504 (US).

(71) Applicant (for MG only): IBM UNITED KINGDOM
LIMITED [GB/GB]; PO Box 41, North Harbour,
Portsmouth, Hampshire PO6 3AU (GB).

(81)

(34)

dom Limited, Intellectual Property lLaw, Hursley Park,
Winchester, Hampshire SO21 2JN (GB).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR,BY, BZ, CA, CH, CN, CO, CR, CU,
CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI, GB, GD, GE,
GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, KG, KP, KR,
K7, LC, LK, LR, LS, LT, LU, LV, MA, MD, MG, MK,
MN, MW, MX, MZ, NI, NO, NZ, OM, PG, PH, PL, PT,
RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM, TN, TR,
TT, TZ, UA, UG, UZ, VC, VN, YU, ZA, ZM, ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

[Continued on next page]

(54) Title: SPATIAL BOUNDARY ADMISSION CONTROL FOR WIRELESS NETWORKS

Wired
Network

Base
Station

(57) Abstract: Security of wireless networks is
improved by rejecting traffic from a wireless device
located outside a defined spatial boundary. The
device’s spatial position with respect to the boundary
is determined using directional antenna arrays on
a plurality of measurement points, and calculating
where the vectors intersect. Having thus determined
a device’s location, access to a wireless network can
be denied if the device is outside a predetermined
spatial boundary. Or, the device’s location inside or
outside of the spatial boundary can be used for other
purposes, such as theft detection.
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