25 July 2005 TITLE OF THE | NVENTI ON Content Usage Managerment'dy208w and
Content Usage Managenent Method 5 BACKGROUND OF THE I NVENTION (1) Field
of the Invention The present invention relates to a system and net hod which
manage a digital content such as nusic and videos distributed via

conmuni cat | ONEFTRE OPTHEINVENTIONSpecially relates to a io technique
that is perforned in a sinple and assured manner to nanage rights of the

content and to cé&fngntiyepgendansgpment: hystemnesst CondenisUsadeest ri ct
the nunber of times to reproduce'wtap]%r%ecrolréﬁ%nlgetﬁbﬂ.‘ 15 (2) Description of
[

the Prior Art In recent years, syste tha Stribute sonme digital
productions such as nusic, videos and ganes via the Internet or digital

oracti caP UBAGKEROUN LR THERNVENTIOR: ‘20"t he mothodol ogy of ri ght
managenent musq:q@mo(?f tfle ﬁﬁ?&éntﬂﬂi tal Rights Managenent), which

restricts t unbers o reproduction (play/playback), noving and copyi ng
for the distriThet pdesentdmvertioe retladebekm asysitean dmdnmreihicdhyehiah of

i gh i on.. etc, 25, Th i onal _dj gital .
G ot ri bt ofnayeass diditdeareent sighaSuntic and videns SisEbukes Vidat i on
Nos. 2000- 48@Egm nadfli ciiEn2 93D rori@a 188, Mafel aspocidiiBL I Fdlatesa tosape

rule of the content for each user together with the content itself to a
reci pi enf sitgehindqHgkEhal dsyparfieynpednih&ysimpleaandeassurarnananpersidie.
For exanpl e, .. . S L |
"N nrREnATR st LB Yt RS R b BV eriiR e of M
toget her wi tdoritentusiagie asite rastirtett ting, ndvHiern of ddmeee to-deproduce the

content, efc.

15 {2) Description of the Pfior Art
In recent vyears, systems that distribute some digital

digital broadcasting have been developed and a part of them is
now in a phase for practical use. For distributing these contents,

20 the methodology of right management and usage control (DRM:
Digital Rights Management), which restricts the numbers of
reproduction (play/playback), moving and copying for the
distributed content, have also been examined from a viewpoint of
copyrights protection, etc.

25 The conventional digital content distribution systems, as seen
in the Japanese Laid-Open Patent Application No0s.2000-48076
and 2000-293439, have been modeled to distribute a usage rule of
the content for each user together with the content itself to a
recipient side to make everything be managed by a user terminal

30  side.

For example, in case a user wants to purchase a right to see the
movie "Matrix" three times, the user terminal receives the content
of the movie together with its usage rule indicating, "Matrix can be

A
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productions such as music, videos and games via the Internetor




25 July 2005 viewed three times" via comunication from 2dJsHY 2OYS on
server, and the reproduction of the content is under the nanagenent
according to the rule. Once the abovenentioned rules are sent to the user

terminal, 5 the distribution server is no |onger involved with the usage
rule of the/juprsd tMhes tlﬁ'ﬁisl"" \?r‘la tén‘YﬂrﬁWﬁ@aﬁbrY ﬁﬂir‘hda‘cdlgﬁrlbﬁl&l@ﬁ%@ﬂbr
stored at the user term nal process to reduce by one is executed io

each view farghthe rmnmauatﬂom efisthe |cortentnis hendetgehe uman agaairk | 0
by the term ) r Ss is executed to prohibit any views when
the nunber %rglggp%&ﬁwgtrgﬂgbecones zero. Fig. 1 shows a structure of the
conventi onal dOgideathe b eveme tibhddlrubes siret sant Aodtiserudeit tenrnHaaver
1000 is equi Plped wi th a user managenment 15 database 1001 t hat stores IlD

i nf or mat fon,thes distsibythan gesver segpsonaar Hyvelveshwdtn thecypaggiruie o
i nformationyg ﬁ@t gbase 1003 that stores a content key to encrypt the content
and usage rules o 2 content, a content database 1006 that stores a content,
a user aut henWhoan i"Matmixt i$0Gi2wadtbexeprozhucisg thatbemterbstonedaa0
cont ent inf rratlon eneration unit 1004 that ﬁenerat es_conten

b6 far eagh ent

[ nformation ﬁc‘r’ﬁ‘af Mid8fe P ATEQCSTS %r’f@gr"r'tcea o PRE JP FRIFHE
key, a cont gpéwefteif RhicoRuibér 88 VaeWialIBWEd M theNfsa§OMuas mahayeRf | on

by the user's unique 1nformation such as a user ID, ettT a cont ent
acqui si 9 on bynthe teominad: Thajui @ ¥ ades2B e&acahedm@rohdutfamhwﬁws

ancrypt st et b AuriRER iV ews et Rl nERO MBS FA et on unit 1009
that comuni ciiiges IWwshbwas Usestruetaraabf 0. cdaventiopidiedidiaad, ccbﬂn&mser

tefmnal 2000 is equipped with a 30 communication unit 2001 that
communi cat eSiSiHPUEIRE BYSE@Mbuti on server 1000, an ID information storage

uni t 2002 thata $figfABution SBFQEFA0 00 is AR withta 2303 HFRgéRRint

stores the cont
15 database 1001 that stores ID information, etc. of the users

registered as a member, a content information database 1003 that

stores a content key to encrypt the content and usage ruies of =~

content, a content database 1006 that stores a content, a user

authentication unit 1002 that executes user authentication, a

.20 content information generation unit 1004 that generates content

information including usage rules of content and information of a

content key, a content encryption unit 1005 that encrypts the

| ) content information by the user's unique information such as a

user ID, etc., a content acquisition unit 1007 that acquires the

25 - content specified from the content database 1006, a content

information encryption unit 1008 that encrypts the content with

the content key and a communication unit 1009 that
communicates with a user terminal 2000.

On the other hand, the user terminal 2000 is equipped with a

30 communication unit 2001 that communicates with the distribution

server 1000, an ID information storage unit 2002 that stores ID

information, a storage unit 2003 (HDD) that stores the content

'encrypted, a content information decryption unit 2006 that




encrypted, a content information decryption unit 2006 t hat25 J3lp 209y y 2005
decrypts the content key and usage rules fromthe content information
recei ved, a usage rul e managenent unit 2007 that nanages the usage rul es
and the content key of the content, a wusage rule processing unit 2008 t hat

processes t hfe WHEScOMEIRN kB9 apid elisabe TeREQURES®, the 0pdREEnt

decryption unit "2005 that decrypts’ the content by the content ke; acquired
fromthe udafermationrmediviedy anusageosuléhananagemiesd andt @07 atldatn

medi a 5000, HETEEES 3hEhatE SpleSarty iy *Re8e0 Frifal
" WA 3 beetl frIRE ety Bl RorEREREECOE B 2ortEhE Y
2000 pur chagssg¢ haileoprenéssimgnuriie 2068 that iproceysey theOlsaget hukes
digital content distribution_system Wiepn a user requests to purchase the

cont ent, 5t heVheBnkh@i cartent imireprositiGad  RecoBtent HegmARtionoentcd®ld®s 1D
oot . . e-use "
"ot ormt | on ek 4sEPTRES WsoSORETt Y fhe ditart REY, BEquirédtrbm the

cont ent pur alsEee redeesrodassing dingt 2008 iwhesetherrulesoard snedlandan user
authentication unit 1002 receiving this information  2Q through the
ommuni cat i GREHTE! 1068 BnSERESR Ghiti 8DPADAREEQUFPUSH BB PAERE 1Q AR ¢
the 1D inforg@birad| theaes gqp@_he user nanagenent database 1001 to execute
user authentication, and then passes the content {)urchase request to the
cont ent 10 nf or hig.i dishypmisraapiroaeaaiffowosr (s gase the uges temméenal 2000

‘content. pur SUEEASes EnHoEbpFERE BB TS dshiibith SIS PR i on
ofy the purclala%'ftélwtt@ﬁt drseribiuteonayisteim, i nf or mat i on dat abase 1003, and
then passes the content key with the information of the purchased content

to the contentWaBRcqi s¥8EbN NEAYEIS07 LOAl BYIChREECoRDENt CPAtEA AL |
including  communication unit 2001 in the user terminal 2000 acquires ID

15 information of the user terminal 2000 which is stored in the ID
information storage unit 2002, and sends this ID information with

(S1001).
The user authentication unit 1002 receiving this information
20 through the communication unit 1009 on the distribution server
1000 collates it with the ID information stored in the user
management database 1001 to execute user authentication, and

) then passes the content | purchase request to the content
" information generation unit 1004 (51002).
25  The content information generation unit 1004 executes a billing

process for the content purchase, acquires the usage rule and the
content key information of the purchased content from the content
information database 1003, and then passes the content key with
the information of the purchased content to the content
30 acquisition unit 1007. Also, the content information including
information of the usage rule and content key is generated and
passed to the content information encryption unit 1005, and then
the content information encryption unit 1005 encrypts the content

the content purchase request to the distribution server 1000 =




I nformati on of the usage rule and content key is generate&xéﬁﬁb’899§6d to
the content information encryption unit 1005, and then the content

i nformati on encryption unit 1005 encrypts the content -3 25 July 2005

i nformati on (51003). The content acquisition unit 1007 acquires the

rel evant conhestmakicin(sieEont ent dat abase 1006, and the content
encryption unlﬁ\(ts.It ]a.008 (agncrypt);l this content by the content key (51004). 5

“The communi cat The aontenoesquisition dindt Ai0KLX iaee Wees dhelrsevasdrien taiet

Corm nal 20000 MrEneCiantiin EREEReES FO5Tand' (e RrerR o ehdribRohnit
receives the (U8 retgpreortiisnéomteht by Eielooritehtckay 81004)) nf or mati on
~including the content key and usage rul e information 551005), and S§B s the

content fo theTBEof@EHMWNIcabiors wdt 009 endhe) diststioTRErYERt &
informationJd s en co k. nf t] [ on ' 06.
The content %emcf;sj.r ngp?onte(:ﬁaéiyyggponeéﬁ%nt158ég86t@gcrggggyﬁée&en%%%rﬁtg
cont ent i nf danfatrnabion abehe@wisarhereninan200@y. and usage rul e, and stores

themin the usage rule managenment unit 7(S1Q07). Fig., 3 sho rocess
flow for the c-gg@_ GRTIRERG ﬁ{‘nal'm'ﬁoé’@z(?feé)?o su?@n'g E%rrmé'ﬁyi 2OBM s
digital contgptidg! thel! eABryyEidMeomBrithegntihaits cepchguealss dontent

reproduce the content, the usage rule processing unit ah%ui res the
usage r ubes infarmabicaminghlydinipthezontdns key o6t uaagBerwg Rfioagation t he

eproduct | ot Snate mand Bends ths! PRIEENs VE sPEEERradR PHE 20 tobe ) o
(52002) . |If stbpadi(BEMO@NH. reproduction is bigger than zero (52003), the

‘nunber of reproduction in the usage rule is decrenmented (52004) and the

usage rul e andTlﬂﬂeccumr&qinﬁwm@tigns&sOahﬁp seNntHeo ﬁBﬁg@"ﬂ'i(ﬂfét information

decryption unit 2006. The content information decryption unit

15 2006 decrypts the encrypted content information, takes out the
content key and usage rule, and stores them in the usage ruie
management unit 2007 (51007). . . . . . ..

Fig. 3 shows a process flow for the case the user terminal 2000
reproduces the content in this digital content distribution system.

20 When the user requests to reproduce the content, the usage
rule processing unit 2008 acquires the usage rules and content kéy

_ for the relevant content being managed in the usage rule

) ~ management unit 2007 (S2001) and checks the number of
reproduction (how many times it allows to reproduce) in the usage

25 rule (52002). |

If the number of reproduction is bigger than zero (52003), the
number of reproduction in the usage rule is decremented (52004)
and the usage rule and the content key are stored in the usage rule
management unit 2007 ($2005).

30 The content decryption unit 2005 acquires the relevant content
from the storage unit 2003 (S2006), decrypts the content by the
content key provided from the usage rule processing unit 2008,
and reproduces the content (52007). '




managenment unit 2007 (52005). 30 The content decryption urd JF@O@OQCSqui res
the relevant content fromthe storage unit 2003 (S2006), decrypts the
content by the content key provided fromthe usage rul e processing unit
2008, and reproduces the content (52007). -4 25 July 2005 When the nunber
of reproduction | yReh PhEIFIMLEN ot tepRoEBCERNTs Aot WigBERAtean HGin
reproducti on process. The inage/ sound reproduced in the content are output
from the c&tepnt2ddE3 it tamiumte2008. repragjudtionpracgasnt i s noved out

output Fo'the ext SHEAT AURY SOBHhr S aubeE RS FORtEHr Fre ALETE 004
I n order tothectshEmt Ué@kg gorcanft dents . ahlgo)fiptAaté®ments mdved out
A nf ormati on stor age uni t 2 82, the content i nf’or natil on i 0 decr pt I on unit

2006 andSt h@rusagied uie thenggdesnal umadizodP Ahathrahiage/ise Wikt 96dRA al
i nf or mat i ori | tb2fde! i i
car g, and 1+ FOERSBT,A S, O Ko Be) ExforicHidia, B00 Bl e BaBErid,

this case, whedid laecestountit 20040f the usage rule and is content key is
u

transferred to the usage rul e processjng unit 20 frqom the age rule
‘managenent unit 28070T4% ek El‘ﬁﬁ&'rﬁﬁf/i @?%%Of&%fggﬁaalajrf@f%?ﬁﬁlgﬁrJhet he
security nodpl einBhffatibhe e " Wit PARESS| ﬂgeuradn%aggfegﬁ%;r Siohhese

information to use. In "addition, when the usage rule u the usage
rul e 201pr odessypiamiunizad306sapdothd usagaeruleagwanagemantdom&n200d t-

2007, it is.engrypted qn i n f.or.sending. ou 0 it | e.
Tn the convEieE BRI 1 SoMRlctial ENThER hreacurafytealtad iy o of
Lhe contentsgenrkychodale isudirazoan 10 886d, andthigsduurite rmseiuigeism nal
st‘de.. However, when the usage rules for each user are nanaged at

: loaded to the user terminal 2000.
In this case, when the information of the usage rule and
15 content key is transferred to the usage rule processing unit 2008

from the usage rule management unit 2007, these information is

rufe processing unit 2008 decrypts these information to use. In
addition, when the usage rule updated by the usage rule
20 processing unit 2008 is stored in the usage rule management unit
2007, it is encrypted once again for sending out to the security

module.
) In the conventional digital content distribution system, the
usage rule of the content for each user is managed in such a way
25 by the user terminal side. |
However, when the usage rules for each user are managed at
the user terminal, there are problems as follow. '
(1) A complex management scheme of the usage rule is
necessary for the user terminal so that it may require having
30 high loaded functions on the user terminal.
(2) Since the distribution server is not involved with any usage
and right management processes for the distributed content
at all, it is unable to track the content and detect when the

-5-



the user terninal, there are problems as follow (1) A cordt &XlygR8Fenent
schene of the usage rule is necessary for the user termnal so that it may
require having 30 high | oaded functions on the user termnal. (2) Since
the distribution server is not involved with any usage and right
managenent processes for the distributed content at all, it is unable to
track the content and detect when the -5 25 July 2005 content has been
copied to what nedia even if the content is copied or the |ike happens on
the user terngoatent Has\beert h@Pﬁ@ft@ﬂwmhﬁ@ﬂ&fﬂe@@)f thet bentsey is
termnal is crashed, it is difficult to restore the usage rule, etc.
(Because 5 t¢Rpied or sberndehhagpans onathe weendermisaki nal to maintain the

i nf or matjipn.) Rar, t a per f an er.yi S a .make. t he
“nunber o(fjj)r ep\r,\é)l‘l unctﬁ)en gi%?%%%ona??%éé?’g@{i ﬁH déagﬁer Eﬁgrf g?'trﬁé'{%r gsvi ously
purchased contrashed nis wdfficudinttentrestore0 thar ubagedruley ¢, aflBecaunsy usage

rule, etc., it beconmes necess?@] to ﬁgan?ﬁ bot h ardwarq End saf gware on
the odistri bR 2r0RrMaaNT naretRPRatNeTHEREFGTENNG! FQ TRIPLT
difficult to fgs iffofhidtfoocesses for such service to expand sone usage

rul e or {”3 add a newrule. 15 Additionally, it nmay al so be possible to
consi der(4 modRl , thads cFRsR%kek0 aPErHINMBasEryies ' 8UcRage Mg dngkendiyed at

the distr!bUtiAMAECEYSeptblbctRi FRIAHINSLHEAN I teabagt Hitior havi ng

any control over the usa , acquire the content itse or possibly
the content k&y p@Wousiyt hpurehased i soshenyptibdary omexd teontdnd risuti on

server via c ' O | |t LS, Vi ) r, LN case,

ther is a proftalnsds ot ofd. SHE) a5 pbl VWEEE, oS R ot "BBEPMdk “Uee

of the contentecddsaryt te cloangat buth bhardwaneednd esoftwdree omerthe

termnal, the,user _.termnal can,use the cant nt_l_wit out atny Iim'teHion
distribution server and user terminal. Therefore, it ‘Is actually
difficult to perform the processes for such service to expand
some usage rule or to add a new rule.

15  Additionally, it may also be possible to consider a model,

distribution server side, and makes the user terminal, without
having any control over the usage rule, acquire the content itself
(or possibly the content key only if the content is encrypted) from
20 the distribution server via communication each time it is viewed.
However, in such a case, there is a problem as follows.0
(5) Since there is no contro! over the use of the content after the
content has been handed over to the user terminal, the user
terminal can use the content without any limitation
25 (especially, reproduction).

SUMMARY OF THE INVENTION
The example embodiments are available to solve these
conventional problems, aiming at providing a content usage
management system and content management methods, etc. that
30 make the server control usage of a content in a user terminal in a
simple and assured manner without giving any extra loads of process
onto the user terminal.




25 (especial ly, reproduction). SUVMARY OF THE | NVENTI ON The &nples

enbodi nents are avail able to solve these conventional problens, aimng at
provi ding a content usage nanagenent system and content nanagemnent

met hods, etc. that 30 nake the server control usage of a content in a user
termnal in a sinple and assured manner w thout giving any extra | oads of
process onto the user termnal. -6 25 July 2005 |In accordance with a
first aspect of the present invention, there is provided a content usage
managenent sydinemccbadancenwitbea firseraspett dévilve phedemnts ingendldre t o use
a content_as a._digita roduct i.on.. an server_device that, is erable to
manage. SN RyaiSor PR Aash: niconiit “Peplendnafiadebeitt, S75sds e on
line, whesmipridde =sear@inde\dendcentiades operatdbt to gy ERtbaRentePEYy Uunit

operable to Wermrize right information related to a us%qe right of the
cont ent &gital prodUCHOANEHE SREER AeViee hinedl IS gparaédleditumanagezed in

that s thesSGEVEF Y| &ontdtt I ﬂHﬁ'eﬂtéj(@‘Eir?allQ!é\)iEénﬁPatécf@nérﬁ%’ﬁﬁﬁe uni t

operabl e to generate a |1cense ti t ased on a request froma user as
r el evantling ghwhetedbn mthiconsemegr devieat Bxclades:t af right ubigematpn

entitle r r ' ' h A m t he
entire ?rpg%h?pbpfn#@fcng [ gﬁ,ﬁ))f(gan'?meg%ﬁglztghgﬁrl&cg’ﬁ]&%ﬁ??@iﬁ?géé%% l{o;‘r%m nal
devi ce, usageeaeighb ofheme tdontienteantitied ket aissgemdiatieses the stmimealr i ght
information is dat ed by decrenenti said part .oftheusaqge. ri ght
i cat e ver riforidRsRed JAREE, 4RR 38 el My L BT b Bl =,
recepvi Nicerkd toeeeBlseubnceetqiivegpbrablecansgenatiset aséitkniseotidiet server
devi ce, and(i cont ent usagg_ control unit 2? ogerabl e to_control usage of
the contRFReGQ@bAHIRGUSStsHiMpar¥seF as kelexank righhinfatmatien t he
receive i'(f‘ﬂ‘@_@ icd@,x. LS | T ety Ogn ( " a nt ent
I ncl udegnlzgllI ope?at | or?s (#ﬁ;rﬂﬁ%i rlirg%@l e }(.:I ntteg%]ntslﬁrcﬁzfago" #g%)r o%l%%!{i 82,0
(pl ay) " ,extracting said part of the usage right from the entire right
information, and to send the license ticket to the terminal device,

15 wherein when the license ticket is generated, the entire right

.......in.formation.....is....updated....by. decrementing said ..part...of... the. (17T [ —

right indicated by the license ticket, and the terminal device
includes: a receiving unit operable to receive the license ticket
sent from the server device, and a content usage control unit
20 operable to control usage of the content according to said part of
the usage right indicated on the received license ticket.
In this specification, “usage (use)” of a content includes all
operations for .using the content such as “reproduction (play)”,
_ “moving”, “copying” of the content, “printing” of the content for an
25 electronic book, and even further includes pre-actions for these
operations such as downloading of “license information” (i.e. to
download a license ticket in advance).
In the content usage management system composed in an
example embodiment, the license ticket issuance unit generates the
30 license ticket as right information indicating a part of the usage right
entitled to the user and sends the license ticket to the terminal device.
Also, the content usage control unit in the terminal device may control



"movi ng", "copying" of the content, "printing" of the cont2atUpR08e 25

el ectroni c book, and even further includes pre-actions for these
operations such as downl oadi ng of "license information" (i.e. to downl oad
a license ticket in advance). In the content usage nmanagenent system
conposed in an exanple enbodinent, the license ticket issuance unit
generates the 30 license ticket as right information indicating a part of
the usage right entitled to the user and sends the |license ticket to the

t er m nal th\Hsege oflthe, cemertoateonding dgethonisage night indieaked ennthel

devi ce : f o lpi uly 2005 the usage of the content according to
t he usag§¥?$8ﬁ§I?%ﬁFga|§§ﬁ%n the received license ticket. Therefore, it
may not be netheseaford,oit ney hotnbeahedessary tfor thendgentihal efgvice tsage
right engj t he user, and usage of. 5 the .content can,be contrplled
j ust by maetf{ﬁ&ﬁgﬂ%é p%r?ﬁrgf%ﬂgeug' ?Péme%nﬁq ttl%«,?d UsE Tt @%s‘é?agﬁa?ﬂ S
shows onthdecdniraitseahi beetontfled: hesteby heamadinl ¥ peet s tite | @athof
process égﬁglred fo managenent the term pnal device. Additionally,

r th by
the serv devtitledndo g'ﬁﬁsHsﬁ stRtuds oShewWRt O theadicepsecticketedthal in
I 0 accor gastepywi hCensfudd<Cket |hS§UFC t 0 e [ copi ed
at the term ng}M If:lét;h\)ibggébliytc ma Ctbégc_pgssl?%?g?ﬁbaarr?aki %g r‘é&%‘é@?}?{/ ﬁ%ro t ee
server deanageatent cbyyitig pbernéBabndevicalet Additibemibhe theopsemear t aken

t o what ' e ofe t t he; server
devi ce h%r?gis h@ggsggggﬁi %hisq:%ksltéfe&%t%g%ﬁg ﬁ%ég&sgnsogqaﬁgt%*ﬁﬁn@s to
r estlar elaneracgeid el andes swithit ﬁhgoﬂilcemﬁjimketvmu‘ kaanc_se.orwglerurﬂhte (ddPBendnig he
t Vi i, crashed., Lt .alsp ma e it.easy to _execute a process
fg: maggi%@f%%ﬁrétéﬁﬂ ”UEL@Jed?mC@'df m@& Ig&d?ﬁ’%ﬁ'ﬁ 'sébfen@g?‘ogc% cl‘b‘:—"g/xpand a
usage r Wcethef o&rexamd\dceafist lagcéﬁwgrpeﬂmbﬁrorgf té epEREMCIWHY ithd he
usage 20 rule of the content. Furthernbre, since the content usa%e contr ol

|

unit on EMRY tWARi HledA vEhabmediumusageterkear Waskent tecspatagt. to a
usage righb, BdcsataItRa tBRvELRIVRE hofgEsthd | sksde FhPR¥ntitled to

15 the user, it may be easy to restore usage rules, etc. of the user

also may make it easy to execute a process for adding some extra

usage rule or for providing some service to expand a usage rule,

for example, adding 1 to the number of reproduction in the usage

20 rule of the content. Furthermore, since the content usage control

unit on the terminal device controls usage of the content according

to a usage right indicated on the received license ticket, it may

assure to prevent the content from being used unlimitedly by the
terminal device.

25 Herein the IJicense ticket issuance unit may acquire a

request from the user that specifies a part of the usage right

“entitled to the user, generates a license ticket corresponding to the

request, and sends the license ticket to the terminal device. It may

also be featured to generate a license ticket that indicates a

30 minimum unit of a usage right included in the usage right entitled

to the user, and to send the license ticket to the terminal device. In

another example embodiment, it may be possible to grasp a status

of usage for the content on each terminal device in a detailed level,

when_a storage unit (HDD) on the terminal device is crashed. It. .. .




assure to prevent the content from being used unlimtedly %@“@“E:M¥¥ﬁn1nal
device. 25 Herein the license ticket issuance unit may acquire a request
fromthe user that specifies a part of the usage right entitled to the
user, generates a license ticket corresponding to the request, and sends
the license ticket to the termnal device. It may also be featured to
generate a license ticket that indicates a 30 mninmumunit of a usage right
included in the usage right entitled to the user, and to send the |license
ti cket tandhé&ot enimimizedéhicéoad nof apordrss evamqipirede fdobdmamaging the be
possi bl e u f f e content on each term na

devi ce |Lr11158 g QH cﬁttﬁ% ?acﬁ’ tgl'lg?g%l d%‘r\é'ggS and to mnimze the | oad of
process requi Irredaddrtmanameuglicenseut@@tr imay ®e tine e ifuctuns nbhlatjew ce.

I dd H@L{H@

dgt th:f/fenQPH %?ﬁg%tgﬁ?tég ﬁ{et lfﬁ-{at{/@ ﬁjeerdé;tr%a/c%g{ I3 b&abeghpl cense ticket
has Beenlieggnse etick®écdase bﬁenhlai;terietd efroasse oof pth!ﬁentt ansurasert i ons
on the le@vnéﬁt Tal %}(S ter«l';\Pl 85%@0&% Gé;tl%ké@cond aspect of the present

i nventi on here a server vi'ce for managi ng usage of a
content in aln eaaucnrdtandevmﬂw U | secarie aspﬂ@ntofabha pregard! impvenriiion) on vi a

a lo transm ssion line includin ari_J i nf ormati on nit . for
reror | 7| ETENS PEOYICBR: & SRrYeis dhe ol danacing. e of (& Ronbent e 3
cont ent t%}hﬁnh'a?ddg%@e Uﬁsmqlstﬁ@ I:Bﬁtédﬁg A maak dd%\é]ét%;?l PP@HBE&SH' A84 i

“that: the server device her inc |1 cen ket 1ssuance unit for
genaicat i trgnamissions eline ckrtludisged an righteqinfermiation t heerasey amit efevant 1s

ht f t t rt f th ht titl t h
by Jext r FEEGreiG S giofh dnfimalongheiateante na “Unesrerighnet e® ¢
i nf or mt%ﬂerﬁnénfl%dsﬁadb ng érh“ﬁélhgeﬂﬁ? tTe'rﬁ%ﬁ"aLtcfé\hEé SiearHciaerizE8VirFe,
wher ei n en t he |censet|c ener at e e entire right I1nformation

is updatthatbﬁhdemwmlewge§armqra1rtclmnies lreliornge tickghtisskandandiniafexd by

the license tick
generatmg a license ticket based on a reguest from the user as relevant

15 right information indicating a part of the usage right entitled to the user

by extractingsaidpart ofthe usage rightfromtheentireright ......................... T
information, and for sending the license ticket to the terminal device,
wherein when the license ticket is generated, the entire right

information is updated by decrementing said part of the usage right

20 indicated by the license ticket.
In accordance with a third aspect of the present invention, there
is provided a content usage management method for a system including
a terminal device that is arranged to use a content as a digital
production and a server device that is arranged to manage usage of the
25 content in the terminal device via a transmission line, including: a right
information memory step, carried out at the server device, to memorize
entire right information related to a usage right of the content entitled
to a user who uses the terminal device, characterized in that it further
includes: a license ticket issuance step, carried out at the server device,
30 to generate a license ticket as relevant right information indicating a
~ part of the usage right entitled to the user based on a request from the



In accordance with a third aspect of the present i nvent i or2° YHEF €005s
provi ded a content usage nmanagenent nethod for a systemincluding a

term nal device that is arranged to use a content as a digital production
and a server device that is arranged to nmanage usage of the 25 content in
the termnal device via a transm ssion line, including: a right

I nformati on nenory step, carried out at the server device, to nenorize
entire right information related to a usage right of the content entitled

to a usajsevm@wmradtmg[(@a‘rdnpértd@wm By tight fregni thé hattird rigiit her
i ncludes: a license ti | ssuance step, carried out at the server device,

30 to ?éﬁé@ﬁnét@nmw@@g@n vehen e ligessentickegHs oaneraked, ofhe AR | g a
t t t 9
Dar Sur'y 0t IRRSTRaHON, i Middred b, HRErchRinRPSidlod AR efE LNe

entire rright md:rcfaoedm:iy the |idenisel tickéignatrieeeivingnstep!, icdreied subentettat ed,
the entire i.nformation i s updated by decrepenting said part of the

usag® rqegﬁm'n?ﬁﬂed’é@%dt%feﬁﬂ@q Ac q itigkst. senty @'@é"i‘\ﬁh@gsgf‘é%' dexigs ed out
h

2 e S BB S HEGicel LRt LSBRSCANGPLiapTEa AT dlicoeer e

out at thieetémmimalatedine, d, contntrbrmsax_i;e usfatiee (n‘orttlaatcamioedtn@ctoosdlmg to

said part of_ the usage.r [

d t he | t ket d. |
otor daartif th usaar g A A Bhathss Deghse tickehreshVader o 10 1o "
provi ded a CORPYEESdNRY mwa@m@h R dit orh ApPESAY flRtitidh | Erde

evice t

content usage managenent systen1|nclu I'ng a ter
operabl dstprovided & ocohgriteapragtagt packagediort use atameteaveledmce:lawace

that is operable to control e of the content jn the .t evi ce
o L RN ETeros TRANSORBE RS s ARG B KFRMAL A8 thata bt or
progr amd 9~ e@is YoPlkefa! t@ﬂf al B ifﬁrégédlﬁ'@c‘f?ﬁean%lng s?ﬁ%ﬁﬂbw:et he

follow n unctions: "a right I nfornmat nory tunction ~for menorizing
entire rthghtisi o;beratﬂemo:ncoatmladsagne ofudegecontght infthehéermomzledeviaet it ed
to a user,_usi glgﬁt he .t erm EVI ce; and a license ticket suance

functi oVifoP JERBPENSHGN, | feselbe” GaRButh ePdaT P@&E@SFI Pgma he
usensas dofhButdt progtbnt P’ WBut Tinefbnada8 BRétséivdrBevice, and

including the following functions: a right information memory function
for memorizing entire right information related to a usage right of the
content entitled to a user using the terminal device; and a license ticket
‘issuance function for generating a license ticket based on a request

20 from the user as relevant right information indicating a part of the
usage right entitled to the user, and for sending the license ticket to the
terminal device, wherein when the license ticket is generated, the entire
right information is updated by decrementing said part of the usage
right indicated by the license ticket.

25 In accordance with a fifth aspect of the present invention, there is
provided a computer program package for use at a terminal device in a
content usage management system including a terminal device that is
operable to use a content as a digital production, and a server device
that is operable to control usage of the content in the terminal device

30 via a transmission line, the computer program package having a

~ computer program to carry out functions as the terminal device, and
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usage right entitled to the user, and for sending the li cetRdUy IS to the
term nal device, wherein when the license ticket is generated, the entire
right information is updated by decrenenting said part of the usage right

i ndicated by the license ticket. 25 In accordance with a fifth aspect of
the present invention, there is provided a conputer program package for
use at a termnal device in a content usage managenent systemincluding a
term nal device that is operable to use a content as a digital production,
and a sen'\dztndnirg/itbe falimrtnnigs fapetiobke & arexeitingl fwsagenoﬁort heceiviigrd in

t he term.nal vice 30 via a transm_ssion |ipe e conput er ram
packagen]‘n %%glkeg(ﬁ%'{ﬁ!@yam:é; inferiztion B]H'C@'ﬁ%tq @ﬁ‘§t9§tgﬁ $29%r nal
devi ce, f\t oRfitée, 18l b A b ‘?'E&Eéﬁﬁ h%bé@’"‘d&%t? “%h@ﬂén ??r
receiving function for receiving a license tic as re evant

i nf or mat c«mtnollimgaisagg af thaet:ontemthacmla:gag boi $ﬂﬂtl [patti of meusageusght and a

t t t f t f t I th t t
oo S Bhiiie rerived idetise FiRReE “heRdinentge Sroh b TPERIATIRY
license bemgehnd\éfﬂ%he'ébrﬁ%l begﬁ%g&édrvbpfdw@é '|§npd%% %wa%%;eﬁr{@t@;t rol

of the server device is update ecrenmenti ng sal part o
ri ght i nsidapadt of the usagengight mkém:awmbrby Hihe lliceeseetitkekavhen the

generate The eE | e enbod nts are not only realized as above 1io0

cont ent s ?gFﬁ SU?’%‘F realized as a server device and as a

term nal devi cehewakengRMasSDdiRfestStHE nde cﬁﬂ?rfpéahzeabe@ AV MRY

al so be realized as a content usage managenent nethod using characteristic

meardd t @R Psagensy @b e dise reahaedhéswelsmrnar driceeand % dyr am
steps. Addihirppal bévudé "RhibR | & ésedt \éens9§F@17Pr0$h@m Iekza%ngﬁ:,kes a

personal conputer, tc.’ to execl ese steps be "'unnecesSary to
ment i on, elmhodMeentﬂ o@aarﬁ[sanbee'eﬁimed lalStaotcmtemsusegye managansmilssi on

0Lt oAl LAt SRR S BRRARS TGk, YR 52000 U ana

featuresamfl the terminal device as program steps. Additionally, it may be
15 realized even as a program that makes a personal computer, etc.

program can be distributed extensively via transmission media
such as the Internet, recordable media (e.g. DVD) and so on.

20 BRIEF DESCRIPTION OF THE DRAWINGS
These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the
25 Drawings:
Fig.1 is a block diagram that shows a structure of the
. conventional digital content distribution system.
| Fig. 2 is a flow chart that shows the process when content is
purchased in the conventional digital content distribution system.,
30 Fig. 3 is a flow chart that shows the process when content is
reproduced in the conventional digital content distribution system.
Fig. 4 is a diagram that shows an overall structure of the
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to execute these steps. It may be unnecessary to mention, but the



i nvention wi |l becone apparent fromthe fol | owi ng descri pt3®duly R&Psof
taken in conjunction with the acconpanying drawi ngs that illustrate a
speci fic enbodi ment of the invention. In the 25 Drawings: Fig.1l is a block
di agram that shows a structure of the conventional digital content
distribution system Fig. 2 is a flow chart that shows the process when
content is purchased in the conventional digital content distribution
system 30 Fig. 3 is a flow chart that shows the process when content is

r epr oducee@nient hesagavemaragemdingi t systeont eht reiatted bioi dhesypresenfFig. 4
is a di a% d'ﬁi% hows an overall structure of the _9b_ 25 July 2005
cont ent égtgae r%Ejement system 1l related to the present enbodinent. Fig.
5 is a functidfigl Bligca flirgrnianal irdcle hdiagratm udtatr shodfs sthecteeesenf 100

and the yser term s 20Qa200c descr.i bed.in Fi 4. 5 Fig, .615s di agr am
That - oncthe sebver 0 Bnant o%6r TERETneEs 200audone descrihed 13 1 ideder i bod
in Figg. 5. Fi Fig/! 8 35 djiagram that sHYWS aasﬁﬁ.ﬁét‘&rlé@aﬁﬂﬂ@ 6f Bhet igariser

right informati On managenent table 121 described in Fig. 5. 9c 25 July
2005 Figlanagemgnditalian 1 hatesarbed i figubture sanpl e of the license
 nformation deqg!Pedl 4 Mihlanp thit Shod S 2tAIGUETLE Atle PP theAutd- dat a
formstructure “generate y the content information generation unit 170. 5
Fi g.” 10 right finfarrnoation t managemens praidessl?2 éspdesdnpeg ioxeEig.edSon the
user termnal 200a and server 100 when the user purchases the content
‘through this system Fig. 11 is a diagramthat shows a content purchase
screen (1). 10 Fig. 12 is a diagramthat shows a content purchase screen
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(2). Fig. 13 is a flow chart that shows a process respect i%#ylngQéut ed on
the user term nal 200a and server 100 when the user utilizes the content
in this system 15 Fig. 14 is a diagramthat shows a using content
selection screen. Fig. 15 is a diagramthat shows a content usage request
screen. Fig. 16 i¥jg @ grandiblythns gyt shiowdid Grlcburetymeplehsf the
usage rules extracted and distributed to the user termnal and

f 1 uct uat i ondiGgensehinfigragation desaribaskbin 6ydt e server. Fig. 17 is a di agram

t hat shows a rel ati onghi; e h S ule [y t'ﬂqﬂt Jfrace
and its usage durgfﬁbﬁ] 'gig.HWaﬁP?gmyﬁt 4 I’Tifd?ﬁéwt a prgg)@z@s

execut ed by ddreeradedubgrtieicontaht 20Perination apseetdi@onombgnl70n LT is
noved out to sone_external nmedia in this system Fi:%._ 19 is a diagr t hat

shows a foving cofi@ntlGdpediflon arkeHabshorvers FTQREEE rASPISR ED
EMBODI MENTS oEhé- [1ld ?ﬁ(‘ﬂﬂ? uSefd @Wdﬁ%@ﬁﬂ'é‘t&&@é}?}/é}flﬁmﬂ'ﬁfﬁé ds¥r the
Pe 0 g,

present invention w erence I gur es. I's a diagram that shows

an overal |l gunohases tie tdontentoti®Hugh th20@ysteomt ent usage managenent
system 1l rel ated to this. enbqdi nment. l_Iln this contentt u-%?Fﬁe rpgna enent
system 1, usage riiht 41 {9 PcBIRRMENAL SHOMER @ FPNIGAT FULERASE SURERN to a
user who pyrghases the digitized content such as nusic, videos and books,
5 are managed mainly at a center side in a dynamc way, and a |icense
ticket (®ereinaftEig.all@ois af diagr@mothat shows jas candent finechasRSEiegfon a
request fro he user which makes the content available to use within a
scope of usgg "rules included in the LT, so as to protect copyrights of

the content by thpigyd3ess dhtonyshart that shows a process respectively
- 'executed on the user terminal 200a and server 100 when the user
utilizes the content in this system.
15 Fig. 14 is a diagram that shows a using content selection
screen.

_Fig. 15 is a diagram that shows a content usage request
screen. | |
| Fig. 16 is a diagram that shows a relationship between the
20 usage rules extracted and distributed to the user terminal and
fluctuations in the usage rules managed by the server.
Fig. 17 is a diagram that shows a relationship between the
usage rule permitting to use once and its usage duration.
Fig. 18 is a flow chart that shows a process executed by the
25 user terminal 200a for a case the content or LT is moved out to
some external media in this system.
Fig. 19 is a diagram that shows a moving content selection

N

screen.

30 DESCRIPTION OF THE PREFERRED EMBODIMENTS
The following is a detailed explanation of embodiments for
the present invention with reference to figures.
Fig. 4 is a diagram that shows an overall structure of the
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io includes a server 100 |ocated at a center, user term n@xJ280d008 200c
of the users who use the content and a comruni cation network 300 that
connects these elenents. The server 100 is a conputer such as a workstation
and  functions as a user nanagenent server, content distribution is
server, billdgteii ¥85geandnd BPSESTEIlciated to tshanBudinene! fi c.
the server 100 manages™t he us who jolns to this system1l and the
“terminal owned bylhithisacerirnt aspgrincansgernent sy siemeht usage thghiser

Ssue a 11 calEendeddor B8eRrBniERE AR "Bhe SRESH Tad o [ THERL Dult
request”) fapdhasedisie digitiizadl coREdat suckPle, meisic, Viiiébs dadasoorep t he

content purchase request comng fromthe user termnals 200a to 200c,

di st ri buf es &BeBABAYSMMabert 8oCERECTSsTAE: & n@ ndY BapbiGaWayY, 206t aand
al so distri : Y. d t.at_ 1t herdd LS 1l s
5008 1o p00tteiissr gkt Pt dMAREE B SRR 16'ag BT SodieH AR
content key Hasateaupph theeguesypfredncbneenserawdhithemeditescthesl csateEnt ul es

t ak t tiall f th i gh [ i f t he. t
ke o PN aTAE (& e TR e Oh S e P gl £ R, o
device 30 glcky ?frr?%cragtggi%@nﬁhgaﬁgpwtﬁb cHRBERE HytiRe @B,Is;ft@rr'n! qHE 895tem

digital televisio unctions as a client” for the server 100.
Speci fi ¢al | ynchudesisesereenilii) Jocabedtat aoocenteragsser kermipapagt00artq he

2005 such 20UH A wxts: Jihe; usBr e corténi” e dmmytuEaL ¥
;rgfuesr and nie¢ o ke 30t an icomn atitst tHdse edensents.t he LT i ssuance request
f- using the content and receive the LT, and reproduce the content within

a scope of the exThgcE8HVAEalROriA & computes such sapawerkstatian: 3o an
| ' f h ' - an.: d
et STAPCRS 188 5004 ARG e B PRRL B

and an externa r termnal r exanple, an IC
card) tostheerver, billing server, and license management server. To be

more specific, the server 100 manages the user who joins to this

the content from the user terminals 200a to 200c¢, holds a web

page that accepts any requests to issue a license ticket

20 (hereinafter also referred to as "LT issuance request") from the

user terminals 200a to 200c, etc., bills based upon the content

purchase request coming from the user terminals 200a to 200c,

) distributes the encrypted content to the user terminals 200a to

200c and also distributes LT to use the encrypted content at the

25 user terminals 200a to 200c according to the LT issuance request.

‘This LT includes a content key to decrypt the encrypted content

and the extracted usage rules taken out partially from the usage
rights (license) for the content granted to the user.

_ The user terminals 200a to 200c¢ are the computer device

30 such as a personal computer, mobile information terminal, digital

| television receiver and functions as a client for the server 100.

Specifically, the user terminals 200a to 200c access the web page

on the server 100 according to the user’s operation by using tools
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system 1 and the terminal owned by him, accepts any purchaseof =~




user termnal 200a, and is structured to be capabl e of coﬁ%?%@mﬁﬂ@OSHDving
the content and LT held by the user termnal 200a to the io external nedia
500b and 500c, and reproducing the content on the wuser term nals 200b and
200c. The comruni cation network 300 is the comruni cation nedia provide by

SOmME Wi re CQaHi ‘éatFHé’TﬁtéH?@? B?%J@‘B“:}H 86 _Sie, %Hd%EVcéﬁ@emdﬁj tfase

communi cati ons such oadcasti is af
bl ock di agr anagquest andi ceaeayestheucmntﬁrt dfstﬂ@tﬁhv@@nddlh@m igseance

t | s 200 h t [
the ser t e ROHEA BIGSIY S Lontdntiung TebERv e oAl Erpralbgatie
represents aldntehtt WetHingda'scopof tHe %@(’Eﬁé‘ﬂé@ﬁjs@@é\%m o30P. i s al so
shown in the figure. The server 100 is roughly nprised of a data unit (a

user mafagenent BBigTWssible tOr@tﬁaqfhﬁBrﬁﬁtﬁmﬁ‘DB]@@ 506k o the user
L ntormati on ([LRfiAd F9Hn°pieBLka S?Epile“%n‘“’s'[f*bdragréﬁb' éﬁde?t’%gﬁ‘@s nfiélfa

file, etc. stored et c a processing un
aut henti cat |51M)c|rf01r tifé),ugm'eterrrhghm Qlﬂﬁmﬁmmemmnpldﬁan ICicardpeto the

i nf [ 1

cont ent | nf SR I GTRE S0DAerATiTE SEAaCtUEshEae SRRAtIPBrONIS Pas

content enc | t t Pomd sor i zed

by the. har duiPa a9 e SoRteat g, (P MELD B R0 s thifinal 200d S0’

execut edof r extepoal ntadiaS&0hanagbha;, DBl mpreducmsg the cortenhoortha i on,

etc. of the user. reqis S_a r to this content usage nanagenent

system 1. T&E Fﬁﬁfﬂ %%Ig‘c?ﬂp?) apﬁlngﬂg& to put the -12 25 July 2005 user
hts under its ThragesmthunicetioPernsBssRBT0 D8 tH: dertmamidatiore

cL ent ID (terminal ID) assigned by the user termnal to associate the

rights to tmaediproyidery .sermenwrrrﬁjmmquawns» suah apsthe dpkerRetini t
to memor Zelagﬂ}'@h‘rvus% nd "RIRGEEEN bAPkhititidfs T &Sk e agNddigeane

the client
15 broadcasting.

Fig. 5 is a functional block diagram that indicates structures

_.of the server 100 and user terminals 200a to 200c shown in Fig. 4.

Since the functional structure in the user terminals 200a to 200c is
identical, the user terminal 200a represents all in the figure. The

20 communication network 300 is also shown in the figure.
The server 100 is roughly comprised of a data unit (a user
management DB 110, user right information DB 120, content
) information DB 130, and content DB 140) which is realized by the
data file, etc. stored in the hard disk, etc., a processing unit (a
25 user authentication unit 150, user right processing unit 160,
license information generation unit 165, content information
generation unit 170, content information encryption unit 175,
content acquisition unit 180, content encryption unit 185, and
communication unit 190) which is realized by the hardware such
30 as CPU, RAM, ROM, etc., and the program, etc. executed from CPU.
The user management DB 110 stores the user information,
etc. of the user registered as a member to this content usage
management system 1. To be more specific, in order to put the

-12 -




the user terninal owned by the user who has registered as 2 JWWB&0S t he
unique ID information assigned to the user and the user information of the
user. f The user right information DB 120 stores the user right 10
(license) information for the content. To be specific, the user right
Ainformation | ' fd tdRl ant! |

I nformati on '%%néﬁgﬁéﬁt@?g‘%m?ﬂ%?@t%@gg tpﬁgugghtrgﬁtn% ur gr?z;:sggh%%c’t he
user and thaigesvemi ugigeagelienghiB ((teceinal IBNt askigned blye theerudar the

content per ,each u e_aspect. (For .15 exanpl e, reproduction, novin
copying, "pr itRETHEST $05aSSRE Rt RS riaReS BT RaE e E IR o iin MR Bingso
stores rel agfg Iy T QB iPTa t ARo®@FCnitSUehneenfoi2at amlitksle) -uska- put
it concretely, the <content information DB 130 holds nultiple content keys

131 t hat 520 reapagsteentictalyesehil kodmgisher land trapnaasthenstienscd? @af a

correlation t e t : SQ,.0n. The
content DB fﬁg g&%?eggﬁiﬁatné\&&%%y##@%%éﬁﬁgﬁlaf ﬁ%ts l'ﬂ%)ﬁtla&cégﬁtd e%ts %B 140
stores and hakdshen! thelumigue ent mfbFmatidraasgigeedt enthtabber A tthat
records a correlation between the content and the content |ID. The user

" aut hent i cat USErUMfOrAEEIantPliiede$@s the user. Specifically, the user
t henti ti [ 5 ; ; t ' th
authentication “n'ﬂjlé g8%§eﬁ\9meé¢]'§ﬁ‘;ma%?\a@?f20 §E6F‘t?%3t1ﬂet UsHefight the

ri ghts managed on server user romthe I nf ormat i on

(cli ent 16 D) (Hoahseddformathen fonttére cpontehbsorke sesicifiad theeusar righttance
-request recejived fromthe er termnals 200a,to 200c..The user

aut hent i cat i"B#r?rlﬁﬂ?{:mﬁé%wgp'&a?en}%oﬁ'¥epni't}11t8rmmgﬁq% 'T‘HZ“PI%‘% July

2005 user frrgpﬁgmmfrnéﬁ@rﬁniéﬁabfenaehﬁetra'megdﬁz@5@ nfhBage Eheéwnartht and
ey add the client ID to the usef nmanagenent table 111 if~ sonme user's

ternminal depurehasegubyhtBeduser and the remaining usage rights (license)
entitled to the user for the content per each usage aspect. (For
15 example, reproduction, moving, copying, printing, usage duration,

etc.)
‘The content information DB 130 stores related information

of the content (such as a content key). To put it concretely, the
content information DB 130 holds multiple content keys 131 that
20 encrypts the content, a content key table 132 that records a
correlation between the content key 131 and the content ID, and

SO on. ,
D The content DB 1_40 stores the content. To be more specific,
the content DB 140 stores and holds multiple contents 141 and a
25 content table 142 that records a correiation between the content

and the content ID. |

The user authentication unit 150 authenticates the user.
Specifically, the user authentication unit 150 uses the user
management table 111 to specify the rights managed on the
30 server and a user ID from the ID information (client ID) contained
| in the content purchase request and the LT issuance request
received from the user terminals 200a to 200c. The user
authentication unit 150 may update the user information in the
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The user right processing unit 160 registers the user righd JaIy2085mation
for the content according to the purchase requests and updates the right

i nformati on according to the usage requests. To be specific, after a
billing process is executed according to the content purchase request, the

user right Mﬁeﬁéﬂﬂgéﬂﬁénﬁ‘égbléqg.iPﬁieEfuéé\esrd(ﬂﬁ‘ltéssﬂfetdleaw%hatr@é@,e

~user right information to nmanagenent table 121 in the user I’Ig’lt ]
i nfor mati on aMB1 IP@y adichtbet géient IR Ag Phroceser imaskigdarsenst tablgaldrle ibf

the present _Javention, . nar AN process is not described in
the fi gure.Sdﬂﬂéoqgsﬁ%nt%ﬁ”@e‘#ewcgqﬂP"Eipgjleralgg: éred, an initial value set
by the content pratiglesersright\srédesgiagrunet 180 Pegisirssthieargerd bight ch
is the user right informati on managed on the server is asmgned.

Addi ti ondl | ynfofaRtieRfor shg cantertarcondingete, thepuichasegquests
processi ng | | Fom b i Al | t ge
7ot UR O I SERRERthe FRoiE T matigh s BP0 Lo theChbo Bt e,
- UR-Us at thdo peispecifia,haftesea biHimgptprodess R0empcated ascaading hedha t
passes the requested usage right UR- to the license infarmatia
gener ati on lﬂ?i?}%eﬂé&p"ﬁ'ﬁ%' t'%@%%#eufri‘ﬁe}‘_seﬁpﬂéﬂrég %rq(?%?ﬁmgnftm'ﬁaflpgn
UR-Us managedgpstdrde thRr vighed LF e wiednides thrergd@ntigght Olnfidien stomct ed
UR-Uc. Furthernore, if there is a notification to change the ri %Qt

Us a

i nf or maif on Mabagemaens tadleeh 1 gnotheldrsen vghdxinfpralationt Bér 2

dur ati on as a comint auneapyEg BHEEEES et IERER 7 Ao Elle RIBS R G
processi ng imvéntioh, utidat part lof thedntengndroceds o9 ryerdesdribederritheuyer .

30’ The lice se information generation_ unit 165E%ener ates the usilge rights
of the cont EidUrghdAlSGewbien aRerwser sighliEedlisrerethar dpfdat vahde sali on

generation ' 7 rﬂ%‘ﬁti itjﬁ?'* 0 ; 1] ' i on

DB 130 and gynﬁer#%tée&s -14'5%2\/ u yég(r)]'gg UF@%%%?&?@W&UH%}T 8hn%EI§ t)hat

i ncl udess t hevhicbensethaf osentright information managed on the server is
assigned. Additionally, when there is a LT issuance request, the

extract the usage right UR-Uc (Usage Ruie for User on client) from

the right information UR-Us at that point to the user or not. And,

20 once it is confirmed, it passes the requested usage right UR-Us to

| the license information generation unit 165, and at the same time,

“updates a right information UR-Us managed on the server with the

j_ -~'~) details decremented for the extracted UR-Uc. Furthermore, if

there is a notification to change the right information from the

25 content provider, for example, if there is a notification to add some

extra numbers of usages or to extend the usage duration as a

complimentary service to the content buyers, the user right

processing unit 160 updates the license information evenly for

each buyer.

30 The license information generation unit 165 generates the
usage rights of the content and license information requested.

The content information generation unit 170 acquires the

content key from the content information DB 130 and generates
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_user right processing unit 160 confirms whether it is possible to




provided fromthe license information generation unit 165 Zehduheé00Sont ent
key information acquired. To be nore specific, the content information
generation unit 170 acquires the content key 130 5 corresponding to the
content I D by access the content information DB 130 with the content key
table 132, ame gepeeAt §AfdrmMARid (LThEhedemdlbescgid fitensy infdiengkioract ed
usage rule (UR-Uc) and the |icense information provided fromthe |icense

i nf or mat i on Prgptidest frem dhia licepseliofora aidon generdde et ndnl hcapgttiheh

unit 175 en the,, : . [ L ON- Lilgally,: t ent
oy and 1 oottt ke BFSRBRLIA pRgTRE duTe RS Brsite Bt Rt
175 encrypt §nformatioot genetratieedathitThi79) engyipesothef coneaatpkey 43Q ypts
t he object 15 by the term nal IE%&client IE% of the user ternipals 200a to
200c, whi cFOTASSRAAE IR ethe contenddike byraceass kB GORkgNbinfiaignation
encryption d | b I ) nal
hol di ng Ohe IBILS0 e @iﬁsbﬁﬁﬁPF?‘%%}aﬁbi‘ép?§g’-f§%ﬁ§,‘5’;8?5&%@%32#@?@& ed
by the 20 pobludeskdhisfcamznis&ey, |themmxiabsbedeusage yntled (VR @) seck et
key shared between the server.and the.term.nal. Al's SAC (Secure_,.
Aut hent i cat ég LAY IMOAMakieR ﬂ@&'é%ﬂalﬁ'f%tﬁ"'@aﬁ?%%%cw o naafion
(Secure Sockpiferaa¥sh unis f@smed between the server 100 and the user
term nal s 200a to_200c, and 25 if a secure conmuni cation channel is assured
bet weenl@he servef heag@ntaettiafarmatdont apceyptipst iudrt ok 7bhencrypksdhe
I nf ormati on | t. mandat ory). However, in this enbodi nent, the
et dhPBanas R, !

expl anati on the prem se that the content information

encryption unit 13peeificatigs whenl thenwoyttenankay pimdt efootard orhdll 9@ i s
generated with the server termnals. The content acqgisition unit 180,
acquires thé i EheFonigitteliformatioReepshy BROME NMEQL 7 TR M RES this
specific, t qutSktd ibal I 0 t 142
P o Eﬁ?@qtfﬁ'éedéa. U5 Py tibn 1881 'SifihDi1é Cehopy pOE L AR o bl e

15 by the terminal ID (client ID) of the user terminals 200a to 200c,

which has made a request to issue LT. In such a way of the

terminal holding the client ID.
Using public key cryptography, it may be encrypted by the
20 public key of the user. It may also be encrypted with a secret key
shared between the server and the terminat.
Also, SAC (Secure Authenticated Channel) in a correlated
authentication such as SSL (Secure Sockets Layer) is formed
between the server 100 and the user terminals 200a to 200¢, and
25 if a secure communication channel is assured between the server
| and the terminals, the encryption of the license information is
optional (not mandatory). However, in this embodiment, the
explanation is given based on the premise that the content
information encryption unit 175 executes the LT encryption
30 process and that SAC is generated with the server terminals.
The content acquisition unit 180 acquires the specified
content from the content DB 140. To be more specific, the content
acquisition unit 180 refers to the content table 142 in the content

(e
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25 July 2005 DB 140 and acquires the content 141, which %9@%399§ to the
content I D, and passes it to the content encryption unit 185. The content
encryption unit 185 encrypts the content. To put it concretely, the
content encryption unit 185 encrypts the 5 content provided fromthe

content encriypt 190 gRidt aééﬁliré@"@hecéﬁhﬁéht kﬂlb%ﬁi(ﬂ‘ﬁ cUﬂ*ésﬁOﬁrdSpté Ohe A
communi cation unit 190 comuni cates with the user terninal 200. To be nore

specific, tHOHeRHcanhbragses itde ke conlamtuanesyPben HNdk 485, which
is realized by scH r ' st d at
comuni cates wt hﬂrﬁ%%ggg:é%t %ﬁ%"%gﬁé’%ﬁrﬁ‘a{ftgégoﬁﬂe5’?'§€§ ﬁ@%cg%mﬁﬁgat?oon
networ k 300.putt it awigratelgohrendengedt nrencagetdiosenmnit ro8bt 8acrgpts the

termnals 200 tqQ 200c, .and based upon the result, npy reques cess
Lo e SsecOltantnOHidBA” feam dHaB: Roltent: RACrymtEn | B, bed.Prd s
the content Rt kep Hﬁﬁéle@%fsoehﬁ?\é?ﬁ%rn.term nal s 200a to 200c,

distributes LT provided fromthe conte I nformati on encryption unit 175

to the user term AalcOrpoounicat?ooc unihd1OlercayaneunictesSAgithi ttfhe heser

server. On Q r n he_user rgnal, 200 is_equi d w.th 20
cormun cat i STTNET 200" Ipebdinbte shEEl5 the tamip Rl AEAIBIC 20,
230, contenty spaim@midatior?Atterfdce! WiRigh idal?Add byeoBEIPAS, ipForamhs on
decryption unit 250, license information processing unit 266, cont ent
decrypt ilbn &€t stategh@rether meb Regeatheéesammiunigabes 2githhdhe user

communi cat | e8-ihh1E M FATH IR $55" {18 dARrABRIEIioAORetRORE TR C It
specific, thée conmunication uni s a conmunicaflon’interface, i ch
pﬁ}m};ni cat eana'l;/hesrmonﬂnaardls aoa ghassagesom?ifcafnhctheﬁeltsm{kenﬂﬁ@rrl]am' ng
t-he browser 0 etc., It sends a ssa or e conten ur chgse 30
request  and 200 £ q0c 28Hreeq diRRA thacemitn§1as TeAL SR BEDCERFAR t he
operation ughg %k aﬁtﬁéﬁ%ida't?oﬁqg@,”gisfaﬁgﬁlﬂfréé)ﬁhé%ntﬁfwﬁfoéﬂféd Préie

content storage unit 240, stores LTt
15 the content encryption unit 185 to the user terminals 200a to 200c,

distributes LT provided from the content information encryption

SAC with the server.
On the other hand, the user terminal 200 is equipped with a

20 communication unit 210, operation unit 220, ID information
storage unit 230, content storage unit 240, LT storage unit 245,
content information decryption unit 250, license information

) processing unit 260, content decryption unit 270 and external
media access unit 280.

25 The communication unit 210 communicates with the server
100. To be more specific, the communication unit 210 is a
‘communication interface, which communicates with the server
100 via the communication network 300 using the browser
software, etc. It sends a message for the content purchase

30 request and for the LT issuance request according to the request
from the operation unit 220, stores the content sent from the
server 100 to the content storage unit 240, stores LT to the LT
storage unit 245, and generates SAC with the communication unit
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unit 175 to the user terminals 200a to 200c, and then generates




storage unit 245, and generates SAC with the communi cati or2udidy 208525 Jul y
2005 190 on the server 100. The operation unit 220 is a user interface,

whi ch accepts user's operations, and displays the web page provided by the
server 100, and so on. 5 The ID information storage unit 230 stores ID

information 14gldethel &r@dr i termnal . To be nore specific, the ID
information storage unit 230 stores and holds the unique client ID
previously enbeddg'tﬁ fagreredindnt eniti 2A0 12 3 o)sehént@rfiaciepr wiicbnascepige

unit 230 d lic riyvate keys i he public key to

rypt ogr aph S eaRPiRfIBRS . L3R AERIALE N e Piad Fhebd i) the
encryption neifved. 1007 @t ent, storage unit 240 is conprised of, for
exanple, HDD, etc,, and stores the encrypted content. The LT storage unit

245 storés LT sentl e B iHormaticshstiaragei waituA30 storesrdP bakarenation

i nformati on f i If : r : '

i or LT on URERKAI PBEN LEARIAEE YR bire SOBLAGL, KRL I fhidiisgtn

EpeCi fic, t mlc)c&d)ge%nitﬁB%ﬂm#emdambhwos :_tdnre umiqu%ﬁliaatrzl%tgewﬁ\@gth ﬁnt
ey, etc. inc ed, i stored i e storage unit, usi ng, t he

S ent o, | ibgeied 67 eagh Ftmanaloho. ke L) B Garation Sroraes UBl ol
key in the e e c ti t . ' i nf '

prgcessi ng ?ﬂ §Gac}ki%gﬁ{]i?iygsb9%[§hég?@t R-Iernﬁaglr?!t ents Eeilr{]cg‘!]érg%hgggd kt?a/sed

on the Rfceds¥ptographyrfiontenaryptingtlT, - the seares jey in thetshared keye

I nformati on _pr | |t ,260 decides if the reproduction is possible. If
possi bl e, |F‘F‘§§§’§§§°’Pﬁ%‘¥@ﬁ§9ent key to the content decryption unit 270 and
nmopi tors that theTheptodteht @topageeghitl 240t Recopnpeised bantbedxmphe,
cont ent decw[g)tlon unit 270 follows the extracted 30 usage rules.
D, etc., and stores the encrypted content.
The LT storage unit 245 stores LT 'sent from the
15 communication unit 210.

The content information decryption unit 250 decrypts the

information (LT). To be more specific, the content information
decryption unit 250 decrypts the content key, etc. included in LT
20 stored in the LT storage unit 245 by using the client ID, the private
key in the public key cryptography, or the secret key in the shared

key encryption method.
) The license information processing unit 260 identifies
whether the content key can be used based on the license
25 information or not. To be more specific, the license information
processing unit 260 decides if the reproduction is possible. If
possible, it passes the content key to the content decryption unit
270 and monitors that the reproduction process for the content
‘handled by the content decryption unit 270 follows the extracted

30 usage rules.

The content decryption unit 270 decrypts the content
- encrypted by the content key acquired from the license
information processing unit 260. Specifically, the content

-17 -

content key and license information from the received content



The content decryption unit 270 decrypts the content encr%%t%@yg§mghe
content key acquired fromthe license information processing unit 260.
Specifically, the content -17 25 July 2005 decryption unit 270 decrypts
the encrypted content with the content key provided fromthe |license

i nf ormati on ge@eaRIONT ALt 272I6Qj@¢1q/pftgprtﬂ@0@$cﬁmeaor\tmenmdmm hghe

managenent of the |icense information processing unit 260. 5 The external
medi a accessCQﬂ"ﬁecnt2@©Yd@!fq}Uﬂ§defrtQI'@rth¢lélce&$rﬁ OrenatiproPreeessing Hindt

t I 5
Chfor mat i on 240,208 PEP[OGYEELIHNe colfEEhe Hiier (i AIREErETer tHe,
decrypti on Uhdgnstbonfommation lpcenessmg (n.mThtZGm processing unit 260 are

| ocated in a secu m)du e of whi har dwar e t er-resistant, for
instances an 1C 1Tl Theln | eraes: unit cEBRC oubie, ditier Yhe

decryption @lonteit sﬁcwnatrets*otn %”ﬁ?e'élit‘éfﬁi‘ﬁl'l‘ﬁrécﬁadSOD% er-%éxftefnhhe

license information may take place in the security nodule. However, since
15 the encrypedém W0¢Che |icense information is optlonal if LT is acquired

fromthe server i an has l.i shed
decryption procesg-naes%éé‘%m%ﬂﬁﬁﬁ iﬁ 'ﬂéord-ﬁgg'oq 89&%@ Fn#%ﬁrmlrl on
has been engtypsgd. uPEr248! econtents |ﬁf@ltmlaitloﬁeéewmﬁﬂ@lnn‘dn1@”25'0' @k
physi cal at%acks to steal these 20 confidential information, and nakes it

i npossi BPe fbﬁ%/'@ﬁ@@?"@éwn MQegsInG UNiA6) acedosatad Mnirrequre
content key ;g ’Eﬁ%‘hﬁ‘cﬁﬁardﬁéﬂé’ %bﬁg?@ﬁﬁﬂt&ﬁ&tf&ﬂn&a‘?ﬁg éd’ﬁrﬂi al

|nformat|on|nthe copyrrg t pr e security rodule

he5e| n may Iuerdhbavi;agmarbulés-uatlmtrcmfhmarles this casehethe caay ptidoroft i on

25 t 260 I d I fot

C2 b o) Beihbnited el TRLBebIR T % haPLSE S obhd Rense vay
the ri ght | WERIrMRALRh PhafaakeUsRicd M thBSsEQN B imbaude! However, since

15 the encryption of the license information is optional if LT is

-acquired from the server in a situation where SAC has been

the license information has been encrypted. Therefore, it is a stout

design against any fierce physical attacks to steal these

20 confidential information, and makes it impossible for any external

entity to illegally access the client ID, content key contained in LT,

usage rules and any critical & confidential information in the light

: ) of copyright protection. The security module herein may be the

tamper-resistant software. Also, the license information

25 processing unit 260 may be located in a secure place of the user
terminal.

In the content usage management system 1 structured in
this way, the right information of each user for the content is all
managed basically at the distribution side. The content purchased

30 (or pre-contracted) by the user is encrypted and stored in the
content storage unit 240 of the user terminal 200a. If the content
stored on the user terminal 200 is reproduced, moved and copied,
the request and LT issuance request messages are output on the
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established, the decryption process is executed only for the case




managed basically at the distribution side. The content p@THEERd098 (or
pre-contracted) by the user is encrypted and stored in the content storage
unit 240 of the user termnal 200a. |If the content stored on the user
termnal 200 is reproduced, noved and copied, the request and LT issuance
request nes§?g@§ t 2 r 0 e
user term na 206?1?Rgﬁggﬁvgggf%%gégéﬁrﬁﬁgpq?%%'Sgghg%?&ﬁg }%@ %%ﬁﬁ?g%?)
UR-Us for tHéecosagsa rubeuest edntract)dRublsr fomttie tonhent raquestegk by ght s

"l conse 1 nitbEnEEEAnd b BetdBrecivedt bt HF s efh tralstiBlLukEang e

i nformati on dgnteNIINfeeh atPdbnede® 197 Eh SEM Auidor ITeéh o8 iAPS rmeSRTEURIN PN,
noving and copying of the content and the user term nal uses the content

in the %ay ther APnteatikey ke the sises. iTrolieniseninfiormationsis cemprised an

I ndi vi dual t h a . . usag r di ng
t he content Cdggq‘gﬁégl]éybdjggm% Eg%{iﬁpgﬁf@ Eﬁaeﬁéﬁﬁgdﬁgﬁhﬁ’mméﬂﬁ hg’qﬁier
right inforomgyiog BB th20contéht aed \the l8er tHriminylpases thw lcothtentaimay
per use nod b Thi s sist_em s also applicable to other nodels such as a
subscri bed ((TL- EeWSYhPEERNIEES daddie liggBse eI MatORedel has 15 the
formation simlar t p g Pk ; i | h d I ng
of which billing é@?%*ﬁem QEFBMEKQF’PFeo#b?'he”E?%Vg'?E’%é B8rtént SEF?P?Z’nW
channel 1be Pachasss etchdiveelisage rake regasdgmgdha contking aeguirachdyser
right inforgption DB 120 retains the contract _informati as the user

i ght i nfor VB hsetolt; Buts Yridel ofndr dnetanmral cohr ther seh L e o
the user nyhRgeRBRion BB 9 20 brdese '9dreeri 1061 ThiS tyPu & eafledasan papnt
table 111 is conprised of the user ID assigned to the user who has becone
a nember of Pefiyse sacdrl. Thingystemaisealst appdicanle ta athasenodels steh on
(" Name", 25" TR o. 1. . tel Al T ' - e r |

b ) acdsa SR Red RRrEcdutradBepiiictisl, Tng supsEfited madkl FRls
"Cient1§D the formation similar to a tier payment (billing) applied in the

broadcasting of which billing system allows all of the programs in

this case, the user right information DB 120 retains the contract
information as the user right information.
20 Fig. 6 is a diagram to show a configuration sample of the
user management table 111 described in Fig. 5.
_ This user management table 111 is comprised of the user ID
) assigned to the user who has become a member of this content
usage management system 1, the user information ("Name",
25 "Address", "Tel No.1", "Tel No.2", ..., "E-mail 1", "E-mail 2"..),
associated with this user ID, the client ID ("Client ID 1", "Client ID
2", "Client ID 3"...) that is pre-assigned to the user terminal used
by this user in the content usage management system 1. By means
of the user management table 111 structured in this way, once the
30  client ID is identified, the user ID of the user who owns the
terminal device having of a particular client ID can be specified.
Fig. 7 is a diagram that shows a configuration sample of the
user right information management table 121 described in Fig. 5.
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the pertinent channel be seen once a channel contract is signed. In



2", "Client ID3"...) that is pre-assigned to the user terdn A&y 98¢ by
this user in the content usage managenent system 1. By neans of the user
managenent -table 111 structured in this way, once the 30 client IDis
identified, the user ID of the user who owns the term nal device having of

a particular cli emhlh[ﬂl@“rl%tsﬂ?ﬁ‘%'rh##ﬁon iﬁaﬂwaq ehfert EABEH 3P 1 @beﬁ*llt?"’s a

configuration sanple of the user right informtion nmanagenent table
descri bed i@ clignt IRgopsusery IRooENdTHhe @mtenutgﬁD ioff dihent comtent

of the  cont AT EYEy R 2L EhSinteh IRkl PRk af et 4B of

the 1D of tdfethseser'sissagd righits (UR-Us) mamaarst by tihe Waﬂdetﬁéﬂe 5
renalnlng i nformati on_set per each usage schene of the usage ghts

(l'i cense} ed@pHYND infRrmation el perafACRgUFADEr FEDPHNE sat th@eNS@%
usage sche u%lgf% mggﬁsggp%ﬁﬂb\ﬂeidth%sw%@%@ t}d.ﬂ@surﬁ%‘% d6dh $&0

still repro cont'ent ~ purchase e can use
how many priperowes:heaisage | ocheine latr:hcamsq‘esﬁm:tmmllymthnactonhomucmanwsage
duration set.and attached to the rFmai nigrﬁl:ﬁJi nf or mati on shomﬁ' XI mum
length of tIHES A9ChetiSeh RB PhE! dISGRIGHY ondBOYE v EOPY th%on Eent
reproduct | OpUKCPRRRY, A IoRgPlNcalFtise 91 hBiPshEhY pHuEouthHcapee the

time duration counti ng t he cont ent usage as once 15 an accunul at ed
usage difatimakeh&ls. ilsoatbeninaximym ioentinuousi magaaduraﬁoaoﬁe*éandcan

for ‘each of AtFEchEH e el ARG, fukimatonahbdls s diakivhim GRidmEr
accordi ng t oft ttmesnt @lbwedit toi Risesthenddgrit@eritni ¢onsevativel0 fos awe gned

as’ the remaining information of the license at the tine of the content
purchase. EVERMOEHCHIN sBRRCRSH eRtC. | @ tFRUREK) decisipa |W"ﬁ$@@ﬂyl‘@ oe

having di 1 fiGRktRe 0% WEREDARDTIN BSUHERAP thEULBALERE Lo s (ifcaiser

the initial value my f'erent accor e purc price hen,
t he rents ni agd ahoacauimumlated usage duration shows the accumulatlve time

duration that the content can be used.

for each of the contents by the content provider and the server
manager according to the content's attributes, and the initial value
20 is assigned as the remaining information of the license at the time
of the content purchase. Even for the same content, if the sales
are in the style of having different prices depended on the usage
ruies acquired by the user, the initial value may be different
according to the purchase price. Then, the remaining information
25 of the license may be decremented .accordingly from the initial

s

value for each of the usage rules and license information extracted
based upon the user's LT issuance request, or may be incremented
by a request bf the content provider's service offer.
Although this user right information management table 121
30 manages the usage right by the user ID, it may also manage the
right by the client ID.
'Fig. 8 is a diagram to show a configuration sample of the
license information described in Fig. 5. '
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_In the details of usage rights, an initial value is pre-defined =




25 of the license nay be decrenented .accordingly fromthé&ddply 8P0Sval ue
for each of the usage rules and |icense information extracted based upon
the user's LT issuance request, or may be incremented by a request of the
content provider's service offer. Although this user right information

managenent table Jhls BEeABAAUSRHIITASLIOTRIS Ghakirabydt Wathsefie! Extidctery
al so manage the right by the client ID. Fig. 8 is a diagramto show a

confi Igur at i aisagenpi@hibf fqmexa}mabe»sbherin&pmﬁtm fsarinpemnusage sile 20
o] 500 PR . e % .
oY e RipBflidns | Ry FRIETobiy BPRRpALAH b 0 RHARIER.

usage right,
in the usagerableydisable formatisedrefardimptheulde pfdhenabitendi Ealche

i nf ormati on regczll%:ji nrg E)Eﬁg{(ﬁse ?f the content. Each 5 of the enab] e/ di sabl e
i nf or mat # on 9fs uel @ apple r dafarmpkiofhetser skt usgEwLRYs /@M @
Fig. 8 indi bl S L nf hon I ayh actipon @f afheat i on,
8 indicat e?i'?ZEFE’?@i stgﬁye i%qu{f(%?%at i?g%ﬂ?gr' a?]pactlrhon If)ifgqm)?i néﬁe!ind r

i ndi cat es eratd@bleddisable finfoamationofost asopactign Tag repeodudtion,t h8

nber of th bl e/ di sab) e information,d he. ' f th
Content . Ay enabidisaPIEERRALHT tdleah poriomh ot HBYTE 8Bk ned
here, if ther UupRticERES®MallRYERSEDIG Foi Arabeirdof TomAny.afkeaypwand

extracted usage rights as requested, i.e. not 1s only the enabl e/disable

i nf or nai® onthButhwinberi ofi $hgl lenalle/disalleriafermationc slenend s epndhieon
whi ch inclu : $839%h for nmultiple nunbers of tines. Fig. 8 also
shows a sam%?gnpgg?ga plée?g?gclenlti%ense I nformation is conposed of a rule
For multiple use Atthaugh ctiné erdse hofvther mirtimsmelusagessghbitehte beenct ure

e BRI b oFCORR AR FakeS. S ebROBRELSE s ) R
one content generate as many extracted usage rights as requested, i.e. not
| 15 only the enabie/disable information, but also it is allowed to

generate the license information which includes the usage rules
for muitiple numbers of times. Fig. 8 also shows a sample that a

piece of license information is composed of a rule for multipie use
of the content; however, it is also possible to structure each
20 component of the license information as independent information,
and multiple components are bound and handled as license
information for one content.
) . Fig. 9 is a diagram to show a data format structure of the
content information and LT generated by the content information

25 generation unit 170.
LT 600 generated by the content information generation
unit 170 is comprised of the LT header 610 and license information,
i.e. an action as the operating details of the content, one or more
LT action tag block(s) 620#1~620#n to show the rules, etc. for the
30 action, LT content key tag block 630 and LT footer 640.
The LT header 610 is comprised of a LT identifier 611 that
shows this data is the license ticket handled in the content usage
management system 1, version number 612 that shows the
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Fig. 9 is a diagramto show a data format structure of the2S dubi RPS

i nformation and LT generated by the content information 25 generation unit
170. LT 600 generated by the content information generation wunit 170 is
conprised of the LT header 610 and license information, i.e. an action as
t he operati ngemoalcbfsspectfrrmtmonse:taﬂnedend:hemoatemruaetge)mara@gehoe:rkt s)

620#1620#n t h t I th t LT nt k {
b ock 630" art ST dor F Sk B 1R ERat Shone fasacsiZe bt el Tcontdnt *°
i dentifier atistﬂmtha@@wge 8oHBéAt TP bhehbki coment gggﬁt;dt%dm& tRid he

cont ent usag_ nmana errent stem 1, version nunber 61 shows t he
25 July 2003-T;vERs dhatcahpws arefibhaf UR+Us ardainatedidhie LT

content I p'61a kg ’sth B Baseag Ponoart Beftldys i Qo bt AR i
LT, UR-Us | Iﬂ@:@ahdatmsé\whenrthh@mfbé&#ﬁe@@f@d’c@tegeh@mgﬂr@ BIUpREE,
starting ti LT effectjve period that shows the date and tine

when this L'ﬁ'@eé ﬁ'é‘geegwecpﬁwd &hat@QWﬁettmﬂatteranﬂrrénLerM%Cthlsd_T
d that sys W ie LT
Irorg\r/: (rjlg pe?m ssi on e%l agé@%'[gtl?hrégtl'tﬁas ﬁér]r'lorﬁ/fshs-ggo he on eng-?%r EEI)WSSW

al | oned frormonmgsmetcmmrtmm aroLTOfssczrrtDwet!efmh oerE alsar gaeotrfinai uer
t er m nal et hod 9 that shows, a i on met.hod

Dea "ae “Bdad Sl il Bh iR e er SRt e 430 BRE BH OOt or

640. The LTnaéth@a Sig bhae@w&&@#éﬁ@ﬁl&r%adwrmétﬁga ?bEQh @t 28 r?l
621 that shows the ID toé.a_pemfy the action detail cont et ,

Ahe maxi rmrrﬁ@cﬂitﬂdw@@mfd’l% eoatent key 622 hlbak 6B6wsndhiel rfa;atanrﬁ%ngt h of

LT e S e g RS a0 M OO S
oper ati on ashecautﬂaondmﬁmethat)shbws 24 1D ab spleify the Juio mydetairbr of

20 OperatIOElﬁ for the coptent with this LT, and the accumnul at ed usage
e content, the maximum continuous usage duration 622 that

shows the maximum length of time to operate the content

consecutlvely, the count deC|5|0n threshold value 623 that

”|nd1cates as the tlme duratlon countlng the content operation as
once, a number counter 624 that shows the maximum number of
20 operations for the content with this LT, and the accumulated usage
duration 625 that shows the accumulative time duration that the
content can be used. Regarding the maximum continuous usage
) _ duration, for example, even though the content is a 2 hours-long
movie and you have to suspend (pause) its reproduction for some
25 reason such as going to a bathroom, it is usually set longer than 2
hours (for instance, 4 hours). The accumulated usage duration is
used to have more strict control over the usage than the maximum
continuous usage duration, and usually set longer than 2 hours,
but shorter than the maximum continuous usage duration (for
30 instance, 3 hours).
If the count decision threshold vaiue 623 is "0", it counts as
once when the content operation (usage) is started on the user
-~ terminal 200a. And if certain time duration is specified to the value,
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duration 625 that shows the accunul ative time duration thatdthay 2806% ent
can be used. Regarding the maxi mum conti nuous usage duration, for exanple,
even though the content is a 2 hours-long novie and you have to suspend
(pause) its reproduction for sone 25 reason such as going to a bathroom it

is usually setcdumt@eastdide %vhéﬁqtﬁ'déd?fes ﬁﬁéad‘lg%tlénh%lrs%)thé'%lue set
accunul ated usage duration is wused to have nore strict control over the

usage t han tlﬁeth%ﬂummerc@h@DE@()@Q%!‘S&@Hbﬂmﬁi@Eed)ﬁVQt‘thlﬂ%QetlhIG/OQ@ﬁ’attﬂfger

than 2 hour t Xi in o ur for
30 i nstanceS(Jf urs?m%ﬁ‘E gguﬁﬁaggm %(églﬁr es ?‘glgn g%td'g ,
counts as dheceswadd \la"leecmneﬁfettm(mtlt@snr(ats'aye)) |t35$irﬂ|ytwbtnadtlad auser

t erm nal And if certain tine duration is specified to the value, -22
25 July QOOg%Iq RQYDE: whan othe pRserytives anaratipn gtimei 8191 the s‘éOF[‘F%nt/al ue

set in the QRIS Eﬁé“&é%@% the Epmﬁa&é%; KeENrddHB ot Oﬁiﬁ’é’e g Of

t he content takes place e coun deci si1 on resh d va ue S
effective (usfubm'actlcrmtofotl)e mtumbearnlc;omltﬁn dst adbne Emﬂyre choiing viheh t he

Geci ot on 1 nedtiason e wPErtioht AdRlTay: PR The A riRiAlEs SBpaFaHY L

done only dyRbRéiUR cERTIREDIY M@a?léed‘léi‘aﬂﬁn 649 §hamr the hﬁéuhhﬂ%ted
durations set for the nmaxi num confinuous usage duration 62 d for the

accumul a8 ed USRI heratient aee siktragtedabt SEqardades dfmbethﬁt ﬂpeﬁatlon
operation tjAg ?JJUEH% %%'F&%gntt THE HifR ‘eéigjrgt;ggﬂ = E S t‘h*éepa sem%ereas

conti nuous usage rati on i s subtract I ng t he

the subt raCtDMMISOHBOIOIIS@_i]eiwhumIIbhe6QEBJSIG fsubtrbetedi ewedurduriog stie i n
t-heé accunul at ed usaﬂe dur at i on [t shows 15 abI e |B the value in the

number counP@USErVNereagt Eﬂﬁﬂ\%n '§|S§QIE’IP@ U(b""%r‘i espauseRE theni mum
usage rule 't{mé dJﬁflShoé@t in Fﬁe JRETALI SO R a FR HURBYIGH B2 PEIUSREwaS the

enabl e/ di sab rmati on.
15 enable if the value in the number counter 624 is 1 or more, shows

disable if 0, and shows the minimum usage rule if 1. Therefore, the

information.,
In the LT content key tag block 630, the content key and the
20 decryption key that decrypts the encryption of the content
associated with this LT are stored.
The LT footer 640 is an optional block that may or may not
) be attached. If attached, a hash value by SHA-1 algorithm is
stored to avoid any alterations on the LT header 610 to the part
25 just before the LT footer 640, which means the part up to the LT
content key tag block 630.
Although the content ID has been stored into the LT header
610 on this LT 600, the content ID may be set as an identifier to
associate the content information with the content, and thereby it
30 may become important for making the content information
specified by the content ID acquired at the time of the content
usage. In such a case, it may be stored in the tag block.
Regarding the content usage management system 1 in the
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number counter 624 may also be used as the enable/disable =




In the LT content key tag bl ock 630, the content key and t3weJul0288sr yption
key that decrypts the encryption of the content associated with this LT

are stored. The LT footer 640 is an optional block that may or may not be
attached. If attached, a hash value by SHA-1 algorithmis stored to avoid

any al ter atigdinmidet lot?' RRadpire8aAtt hdetiBaAr bis2Btiusturef Aisovege the

footer 640, which neans the part up to the LT content key tag bl ock 630.

Al t hough t hadienshaken fias the costtenddpurcbasieshatinbadekplatedbalams LT

600, the co t e | A Lo assgci ate the content

I nf or mat i on%%Bhn%@ég@\d‘ﬁ?e#?hgfﬂoﬁﬂgbggg Ej‘ﬂdvgﬁ 'ha';/'gﬁeggﬁe | nportant for
~meking the contenfFignfiay rigt Roflove pelea i, edight BRowm micddSeac @uacuteat the
time of the content usage. In such a Caﬁi@ it y_be stored |£1 bhe t ag

bl ock. Régar@SREGLIElYq Ehe UusalderranaldBle aYdiumthe serMpy 109whern )

2005 enbodid"riag]éro‘;u,té}?aggiﬁgt%égﬁlﬂmrthﬁﬁggﬁhured above, the actions

taken for the cont'ent purchase e exp elow with references to
the flow chart shihenn thieg.cditer gis Jpurchasdd pvitvhauserwaitc ithehayger

ed i vel h ' 200
Cerver 100 dremingl Za8;RPERates ik arsrabion; 4RIt 2, SEeRsSRcA 1ie
content is pHEAdTPEhe dEvete1 00! dh@ dEIRS upt B &de te?0pupisa sk escriden

operation unit” 220, accesses a web page on the server 100, and calls up
- the contient (gdricwkisatedindrig.ibl(1) indicated in Fig. 11. The content

Bvailabie for a ndnsereTpa: HaeEhaRd stEt (i ls Mty Rt ator ©

ganes", "elgfctataucriesokdiich"aryiaailable for'paietWirkrpgremase im thisck
_'bgjk to select these categories, a 15 "Nex}" button, a 'Back" buttgn, and -
so on. |f tRYSEAOLEHFR @F "THESIEON{'BAMES  betlRftEARKeROOK SIS ROVISR ) -

"paid TV programs", a check box to select these categories, a
15 "Next" button, a "Back™ button, and so on.
If the category of the content to be purchased is music, the

corresponding to "music", and pressés the "Next" button. This
makes the content purchase screen (2) shown in Fig. 12 displayed.
20 This content purchase screen (2) is comprised of the
category, details of "content ID", "title", "right information",
"sales price" for the tracks belonging to music, a check box to
) select these tracks, a "Purchase" button, a "Back" button, etc. The
- "right information " shows the original usage rules set by the
25 content provider such as the initial value, number of reproduction,
number of moving, number of copying, usage duration, etc, If the
track to be purchased is "Surf-riding George", the user operates
the operation unit 220, clicks on the check box corresponding to
"Surf-riding George", and presses the "Purchase" button to enter

30 his content purchase request.
If there is a request made by the user to purchase the
content, the communication unit 210 in the user terminal 200a
generates SAC with the communication unit 190 on the server 100,
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user operates the operation unit 220, clicks on the check box




user operates the operation unit 220, clicks on the check dyuly 2005
corresponding to "nusic", and presses the "Next" button. This nakes the
content purchase screen (2) shown in Fig. 12 displayed. 20 This cont ent

pur chase screen (2) is conprised of the category, details of "content 1D,

"title", "righlh a&h@rf@é Itﬁ@ ID irFalrAfaibnCECliéAt TDNE of ek used! EavGhival O
nmusi c, acheck box to select these tracks, a "Purchase" button, a "Back"

button, etc20fhehaty igatoratoinstherdD isfenmatiencstefiage WRigad3ll andset

by Xhe 25, SRR O BGiRE R ERakRe OISR Vel dae IIERIAE s 4P, |,
the track tonfdenmptioohasdatha sefvr 100 d5ng. Cﬁeﬂsgﬂjntdr’rtez:)usehaseemtm@st t he

operatlon unit 220, clicks o heck box corresponding to rf-riding
George",? anmﬁ%@gsgst%ﬂpﬂﬁgfe OHEXEFMPIG @AEFSags §hé5m93mates

pur chase regHestontdnt Pefrehas %%%%e’f‘i‘%dﬁ)%f %ﬁ@ erg r&6886§ tohe
content, the commrunication unlf I'n the user termnal 200a’ generates

SAC with t h&éecpurohasadi, ctnlneuohentEI(ID of the userniErmdti thakrequaskty theos
t hen acquires hhe Iqu}?(r)rrratlon (client I1D) of the user terminal 200 that
is stored | fOPRENFHYI ATt i on storage unit 230, and sends the content

- purchase request RRRAJEhENCL4IH nﬁutth'eﬁti&tlbﬁfouﬁ’&“!?ﬂot Oré£&ivasy Vemisl 00
(Si). This content purchase request message S COTTBI’I sed of, for exanple,
I

a nessale | iaranation thraughithe commnnigationaysit 108 edihenseneinl 00he

Fequests thit tolfateR HhE PGERED ipforton, g, € 1B nfsFpradgn "
recei ves t hstordd in ther psér emahbgergbnt 2B condfor ¢hiel oper@iuthEticatiohe
s rver 100, it collates the received ID infornation with the

| D
~informationdNk REER the coateninYeRIASDBreq8ersr tPhéhﬁ'-selﬂser right
aut hent | Cat P@ceséﬁ‘ﬂ_} S%Tﬂgs 14§ qYBEntT @urﬁlﬂh@sqat r%ﬁ\"\%?étéﬁy,t N dIS§fsdr ght

processi ng unit To put it ‘concret he "user
' 15 authentication unit 150 refers to the user management table 111,

specifies the user ID from the client ID, and then passes the user

user right processing unit 160.
After executing a billing process for the content purchase,
200 the user right processing unit 160 registers the user's right
information for the content purchase to the user right information
DB 120(S3). Specifically, the user right processing unit 160
) specifies the user ri'ght information management table 121 (See
Fig. 7) for the user (for example, East XX) who purchases the
25 content from the user ID "pana 01" by access the user right
information DB 120. And then the user right processing unit 160
stores Track 1 respectively to a field of the content ID on the user.
right information management table 121 and stores the ID, "right
information A" and its details of the right information UR-Us for
30 Track 1 respectively to fields of the license information per each
content ID. For the details of this right information A, the
remaining information {Nos. of reproduction, moving and copying,
etc.) of the initial values set by the content provider is entered.
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ID, the content ID, etc, as the content purchase request to the




is authentication unit 150 refers to the user managenent tZabValy1205
specifies the user IDfromthe client ID, and then passes the user |ID, the
content ID, etc. as the content purchase request to the wuser right
processing unit 160. After executing a billing process for the content
purchase, 2Zthémetheaisét SihPpreeessigy umit 1610 priicy e dditeyseID g i ght
information for the content purchase to the user right information DB
120(S3). Spdbier centent infarmation ggmergtisdrsdibd {Hit 160 9 specifies the
user right infor i e Fi o f ] r, (for
exanpl e, East XX) eg%gt?ﬁ%ﬁgs@aﬁﬁﬂigﬁég ééh‘ﬁ?ﬂ?'}' our#g:hg)itgsggquﬂ)leeé’pgﬁae o1
by access threlatsd infghthadtidor (eudloraPRhE2Qonsentt key )t bf theeconicgirhed
processing unit 160 stores Track 1 respectjvely t field of the content
D on ¢ ha udB teh o fOMAF S e N fraNERIROT diPe 1801 (570- P BrElTsdilvi o
"right inf ' hE$i ' it | 88 Adhitdn or
30 Track 1 (r_%fe]g‘&gm%?ﬁ/e ;/ﬁftgﬁrpihz cﬂgb?ﬁ?ﬁgf?rﬁ E?nlgeg?gf%gnﬁéi%} per each
content | D. irformptiaretR3B| 36f adguires dite condemdt key 13 1 t¢wrrespddingg

i nformation s. of . repraduction Vin d. copving,, . et foth
i val 0o BpreRRatE it TRrRPR Fado Yite ERMEEN Kedsble 333 56,
Then, the ugrissesOtfie RiceRAPEHNE MErt REY d1PS The tHRtEADEIPO thetdontdit
content information generation unit 170. The content infornmation generation

unit 1700 ac @FAUdsitiaie unié| B8@d i nformati on (such as the content key) of the
d 5 f : | nf ' :
concerne cont¢pk c@ﬁ&%ﬁ?g?@&ﬁlﬁgbﬁ %thn&%@rb%ﬂr‘%go@gg) concerned

Specifically, the cont n generation u cesses
content i ntondentdnolBtha0contept DB 140G, andtEnt domtehllegorypiipondnity to

t R tent _I ith ref : he t ent bl e 132, d es th
e e e DL ERR Sanknk e W ok b o Bomiraaidare; "
unit 180. TRReCGWR&HL éeaﬁ'i§i'tgc?]r?fﬂ1rHB'1t8é%Q:c%%%sF e I ietcPB¢4 0 SAQt ent

fromthe content DB 140, 'and e content encryption unit
15 acquires the content corresponding to the content ID with

references to the content table 142, and passes the acquired

content information generation unit 170 to the content encryption
unit 185. The content encryption unit 185 encrypts the received
20 content by the content key and passes the encrypted content to
the communication unit 190. The communication unit 190 on the
server 100 sends the encrypted content to the user terminal 200

(S5).
| Once the encrypted content is received (S6), the
25 communication unit 210 of the user terminal 200 sends the

content to the content storage unit 240 to have it stored (S57).
Throughout these processes executed respectively in the
user terminal 200a and on the server 100, the session for the
content purchase is completed.

30 Since SAC is generated between the user terminal 200a and
the server 100 and the encrypted communication takes place with
a shared session key within the session for‘the content purchase
~session, it is possible to prevent the content purchase request
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content, the client ID, and the content key received from the




185 encrypts this content with the content key. To be mr@%ﬂé‘&’ﬂo@,s t he
content acquisition unit 180 accesses the content DB 140 and 15 acquires
the content corresponding to the content IDwith references to the content
tabl e 142, and passes the acquired content, the client ID, and the content
key recei vedrfasgadenéromobimng exposedtorptheenetwbirkn unit 170 to the

cont ent encryption__t_ uni% 185. The content encryption unit 185 encrypts the
recei ved 20 cont erdti9byl 8nts i@t CRayt 4y Shewethe HererssaR sPndieted to

t he conmmuni ' G fy i T TR R [ t 0, 00
sends the’ eﬁ?}g pt eﬂél@%@ngrggt'etdﬁ'ﬁe us@?sﬁgpgéngﬁhz%%%ﬂ&%“%%gqwyerjr
encrypt ed cditeentsersuses éhecdonBeNt intiéis Zystemmuni cation unit 210 of the

t ' | 200 ds th ntent to,th t t It
have Tt Stored (ST hEnCOUGRAG S HOSE: i eslo b e L8 T ERisBinaletdd n
the user !ajsénmles?df Bsgeritishe uHEv2D01ee, diBIAPSE @M tagnterpt ent

purchase is conpleted. 30 Since SAC is generated between the user term nal
200a and t Relestipdt scoeenrshawe ienthe ftigd 1cbnhbis usin@condleas selection t h-

T poser e oRs I el irE et R ED e ilhac EPERLSTD. M5 HR SeogfoRhs™

message frompuehasedpdsedthe thsenetatorkhe Figserl3témmanal oR0gwr t ok 0 how
t he processes condpﬂct ed r&s&ggi,i vely in the user term nal 200a and on the
server 180 W& APRICAHRP Qlsdie tikensenticketifrrithiescaptekPre-contractasht ent
I's used, th se S r ghpa a Lakesn op tin it
220 to di spl%g/!'t gﬂfjséﬁrgc%oﬁ?éﬁs rﬂé?gl E%tglggncggﬁggﬁgéhoﬁvlmggitn ?hg Ficgg;a.é‘?4.
Thi s using duttens, sdicection screen is conprised of the title, content ID

of the content p ased the user at the user termipal 200a,. or a.jo
- appl 1 cation off EHE contant i el He W' SBhrafs she ebRratioRounit
220 and enters his usage information of the content to be
15 reproduced. To put it concretely, the user displays the using
content selection screen as shown in Fig. 14, marks on the check

Surf-riding George) and clicks on the "Next" button. And then, he
displays the content usage request screen as shown in Fig. 15. The
20 content usage request screen is comprised of actions available for
this content, reproduction, moving and copying, check box to
select the action, text box to enter the number of actions, a

_‘ ) "Decide" button, a "Back" button, etc.

_ As a part of the entry for the usage information, the user
25 operates the operation unit 220, marks on the check box required
- for the requesting details (in this particular example, reproduction
and moving) of the content selected (Surf-riding George), enters
the nu‘mbers of requests (In this particular example, "2 (twice)"
for reproduction and "1(once)" for moving) in the text box for the
- 30 requesting details being marked.
If the check box is marked, the text box is defaulted to "1"
as the minimum usage rule. Then if the user wants to use it "2
(twice)" or more, he can simply enter the number he wants in the
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box for the content he wants to reproduce (for example,




etc. and check boxes for these contents, "Next" and "Back"25 WY &5 etc.
If the content is used, the user operates the operation unit 220 and
enters his usage information of the content to be 15 reproduced. To put it
concretely, the user displays the using content selection screen as shown
—in Fig. 14, textkbomn the check box for the content he wants to reproduce

f le, S ding Ge d cljck th tton. And
Lhen, “he i spl ay 3T EREFEdNABNEEAS FoPERULEHIQR feaNest TERBMNE ARG .

The 20 cont Q!Hmlﬂﬁaﬁ?cét‘?SHeﬁhltsgrl@em't*hé%@érr' @éqnﬂtaﬁetj@@%rﬁéﬁq bk,

this content, Eroductlon novi ng and copyi ng, check box~to ect t
acti on, textth'dib( he camenunieationbenitol S8conotise servebetd@eadguires, thse

user - 25%0paral Hemaligheficnt ihtih 588 dsertermina 288 e 4l iR o

for the requasormatiet asteralden dits 209, ahid aheaxaiangs P odugisudhcand
novi ng) of the content selecte? éSurf-rldln George), enters the nunbers
u

of request s r@tquesm B§EFageUns mﬁhts ID l(ltwraa)tlon fter thepsemest ild and
"1(once)” eQEI)t d ”th‘?séﬁéhg,go ? Bng’gsé Gauesh ”gﬁ%?ﬂ% Ee' ng

‘mar ked. If t Box 1 s 'Y oX 15 efaut
the mini rrumamsmgeused eof Tihen Irrfest.dmgelsHD \t/hets:mdm&teSI tth'e2 L'r(ti\ststnm)rice)r

s oo retiuERy OB B L BB S o R Ruba OF FBf: CRETEEE (O Dk
comuni cat i xeii t coHient the véauctﬁfrtn n@d aeetgerﬁat etfheSACr ta_Bt.hg;e

communi cation unit 190 on the server qU|res e 51IDiIn natl
(client |D) informatigger (Teiee nébrzwepwdrl.wlmm, t haceD fornfmowngjn @"tait age

wit 230, ak LSS uest ne is ID
"t or mat i on 09I tes I Betafls of teELBRSEN: A LalFRst Rl CORMRRELRY ° o
_exarfp| e, Isexample, nat01) of the user terminal that requests to issue LT.
15 The user authentication unit 150 that receives this
information via the communication unit 190 on the server 100

______collates the ID mformatlon recelved WIth the ID mformatlon stored_

in the user management DB 110 for user authenticatlon and
passes the user mformatlon and the content reproduction reqguest
20 to the user right processing unit 160 (512). To be more specifically,
the user authentication unit 150 refers to the user management
_ table 111, specifies the user ID from the client ID, and then passes
) the user ID, and the client ID, content ID, requesting information,
etc. as a request to reproduce the content to the user right
25 processing unit 160.

The user right processing unit 160 confirms the user right
information for the content requested, which is registered to the
user right information DB 120 (S13). Specifically, the user right
processing unit 160 accesses the user right information DB 120

30 and specifies the user right information management table 121
(See the Fig. 7) for the user (for example, East XX) who uses the
content from the user ID "panal1". Then, the user right
processing unit 160 refers to Track 1 in the field of the content ID
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conprised of the nessage ID that indicates the LT issuancega_éulhéaggé,
content ID (for exanple, Track 1) of the content to be wused, content
reproduction request, i.e. the requesting information (Tw ce for
reproduction, once for noving) that indicates the details of the content

usage requespnahe @seenightDnfoematesambasaddan@nt @fblehE2 Usahd esAfiras t hat
requests to i ssue LT. 15 The user authentication unit 150 that receives

this infordhtiepraductiae esehuniovangoarenstilhdocbidedeindfieerrerpgining
collates t hankGilifaAo{URDUESBE FACK 11 iy hibAR! FTREbPOASERESF arld’ T he

user managerren or US r-aut nenti éati on and asse
i nformation mwlngeram:&samd aeersd:dhcerrm‘mnBguasme?mﬁownnhaom@”nd sghtn.

t 1 S12). To.b ifically, th
P henet B2 on D 456 CaseLpe d SUBRErBed makctina- canipetad mageldi 1 es
the user 'Dédmm%%l&ﬁ'lﬁf‘tth'@us%?d r* iﬂﬁéﬁﬁ%tiéﬁe@%@ndlﬂ:t@%)ﬁ hée

client 1D, content ID, requesting informtion, etc. as a request
r epr oduce th.e':lltdﬁhtlentln avhiod asn@tscrmjmon QG?BWF@@S&N:M@FGQUESIGG cantenser

content 1 cqisdne gt 2R GREEE ] Folls e coREBHIBH Abadliphitog

120 (813) greapti cal | y the user right processing unit 160 accesses the
user ri informati on DB 120 30 and specifies the user right informati on
nmanage Pit tabl e Y¢hen the rightAnformatign fore r@QéQdQJIQWQe egqu

who uses th ent T Lyl

' procgsm ng Er?lrﬁ%%g s Ir{ rﬁ?e%d;?q_@g %Blsb%?'%ﬂ% t]tdn'g%r{rﬁéﬁggﬁ g’%ﬁ)ggthe 28
25 ]:]_ul y- zootﬂsearn rllg}@tuspro«:ewhg nloitati &b lrr}emgﬂ:jaerlthde atdrmhﬁléydlmldle
eontirns | epro ctlnan vi.ng are sti nc e nther LNl n
o or mati on BLFTOBHE OFraii OUGHOR BSEA OF tebr it (N TAAHONE0 g
request ed a'll%eﬂdé 'mf@r%'a@!dtg gtlénéhéﬂb 3Ir[\’€t163 ?Pﬁaﬁesoﬂetéllér‘of *tﬁé?ase

of a subscribed nodel (pre-contracte confirmation to the user
ri ght |rh$ormhfonlmfzﬂrma‘dmeﬁmbyrepeoduction (decrements the number

available for reproduction) and stores it to the user right

__Information DB 120 (S15). The license information generation unit

165 generates the license information based on the information
provided from the user right processing unit 160 and passes it to
20 the content information generation unit 170 (S15). To be specific,
the user right processing unit 160, as shown in Fig. 16, updates
"10 times" for reproduction, "Twice" for moving and "3 times" for
‘ ) copying in the remaining information of the content ID for the user
B ID "panal01l1" to "8 times" for reproduction, "Once" for moving and
25 "3 times" for copying. In other words, the usage rules (UR-Us) for
reproduction are decremented from 10 times to 8 times and for
| moving from 3 times to Twice, and the license information
generation unit 165 passes the license information of "Twice" for
reproduction and "Once" for moving to the content information
30 generation unit 170, and makes it send to the user terminal 200a

as LT.
At the discretion of the server side, it is also possible to
send the usage right as LT, which is not met with the usage right
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validation in which subscription (contract) the requested Zodtdn2005s

I ncl uded, and whet her the user holds the concerned subscription or not. 10
When the right information for reproducing the requested content is
included in the registered right information (S14), the user right

processi ng | rf,%t idix$a | t o] neskyet i on
based on thg@rq?uﬁlﬁstqgidn ornatﬂi’%ﬁ%pﬁﬁtﬁ{' Pi’em |e$r§ @?ﬁn@i ggégeﬁegg?i on unit
165, updat ededatinial s refiuetsés 15hei ghight ntor reproducser ther eantenbntwice,

user right - SENRURGaRTS reREBmE T aPont B kit o L FBRIG P oesibl fhn
unit 165 geaeepyeshidpolicyeftiesemddigreheanivanedn asdde righoerety dime
provided fromthe user right processing_ unit 160 and passes it to 20 the

" content Bnf AGERIHONG Jonbhathwyingsst d@¢ipRISIC. To be specific, the user
o . ; _ A ! e
right processing 4pld @&er‘?@.ﬁ%%@tﬁ%ﬂ gr?eréeq”atwahﬁ?t.li‘@i trr]'étﬁ';c;% the

reproduction, "Tw Cc€ novi ng-an for copying
renmi ni ng i woerteat loay oh foeation ot the felevdre aeatent Bropabhel conten

ti "of g ducti " "of [ 25 " ' " for,. [ o
s o PSSy O3 o P dTALS 0220 Dot LR hEt SORVLES,
10 times toiRatipRPudBs s cqfﬁggéﬁlgkéggﬁha El*lméq%éﬁsé%?@rrr@tﬁbﬁgﬁsiﬁry?nse

information generation unit passés the |icense I nforpation w ce"
for repbod&peaificaby,” Gite" ¢ontembi nigfeomeiéorongenerabiast nainién 390

 Phearsor ot BinesptBr FEL AT Botl ISTEIEPadE ofSEE hFadkbe1dna Efel e
| ;Lpht as LTiaghbitk 6200t IreHaviind) "Rhanusisgentiirtther cotthtad value 200 he
requested fromthe user term nal. For exanple, even if the user ,.tl(?." nal

request s t hactigghoftrepmaeekion, e assiareag: bieek 62@ M2 ying "1" for
repr oduct i oyl i HF cBNFLEAS, il RIS LARRTIOH MoVing! ITESRLEREKRY | cY
or sending the m ninum usage right every tine

15 tag block 630 and LT footer 640. The content information
encryption unit 175 encrypts this content information (516). To be

_more_specific, the content information encryption unit 175

encrypts the LT content key tag block 630 and the LT footer 640.
The communication unit 190 on the server 100 sends the
20 encrypted content key and the license information as LT to the
user terminal 200.

In the Step S14, if the user right information does not
) ~ contain the right information of reproduction for the requested
' content, a reproduction disable response message is sent from the
25 server 100 to.the user terminal 200. This reproduction disable
response message is comprised of, for example, the message ID
indicating that it is a response for the LT issuance request message
and the status ID indicating that the reproduction is disable since

there is no UR-Us pertinent to the request.
30 On the other hand, in the user terminal 200, the
communication unit 210 receiving the content information sends
LT and the client ID stored in the ID information storage unit 230
" to the content information decryption unit 250 after the LT has
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5 according to the business decision, etc. The content inf%? &Y 8905
generation unit 170 reads the content key information for the rel evant
content fromthe content information DB 130 and generates the content
information (LT) that includes this content key and the |icense

i nf ormat i on pe&hP) stdke PRI fl‘!n@aLTy,stbF@%éoﬁlIrﬁﬁt 24 of BBl ONTHenatd@iticdit uni t
170 generates LT 600 which is conprised of LT header 610, LT action tag
bl ock 620 #infRmagion deerwHéonuublr 258 stagrnisuthe srnenepted G et

duct i ok | 2 i 1 h t
value for tRuarmASIOSY (EEY: Sy hecSieny 1Ry 2o b srsk, il "REsrER ™
f oot er 640. iffermabioant anif ortvet conteabcikeyt i on thet licémsencinformation

content information 816_}92&'(@ [tge nore specific, the content information
encryption BRPCEEFHIG dHY LT content key tag bl ock 630 and the LT

f 640. Th | | |
ooter 640. The C?Eng;'rlg%.ﬁ{é{eggnifBi*hé't?@nﬁbrb'&%s%ﬁﬁdeUnﬁoztgét“ggefc'l@ the

encrypt ed content I cense I nformati on™as | user_
term nal 200epraduictioh epatie/digahlpdnioematigntof thelicenisenindesmalion

Copr oduct 1 ohSdDadrOR LR hBRoRESE AN dk Madsn LR STRER ko EOTHED : no
user term nabn2eAt FeiceypeiyrPdusiti 970l SRP! Sut riespenseet@ysativei Heeprpr i sed

of, for exanple, the message ID indicating that it is a response for the
LT i ssubthcelMf@dieationpsagasstig Wk 2e@ichecks ihiheavmpensounier for

duct | . ) : e e . _ _
50 0 the oteR A BrrreRRERclOn S L i thdff 6L B thol 8, it BasgRers o
{eD-Pei vi ng t tiee ccoviiamt kefyotouthocoswedst deCrppticrheinit iZ2nd. Mhetoordentn t he

B i nformati,on st orage uyni 30 to the content jnfornmation,decryption unit
250 atcer t HeCrrp BT indh 275 Janyi s B e AR A (e RENtenE PEggeuN
gﬁgr §§t1§31 Cgﬂfce%lﬁ Y21 ) N F Pt Nete Comtid it viRh tHe Gt P ey, hénd

15 reproduces Track 1, "Surf-riding George” under the management
according to the extraction usage rules in the license information

__processing unit 260 (522).

By the way, the LT action tag block 620#1 for the action of |

reproduction inciudes the count decision threshold value, the
20  maximum continuous usage duration, and the accumulated usage
duration besides the number counter value.

Therefore, for content reproduction at the user terminal, it

M applies a method to decide reproduction is executed once if a

certain period of time-has passed since the start of reproduction.

25 By distributing this information about the certain period of time

from the distribution server, it can be variabie. |

It is also possible to apply the method as follows. When

.content reproduction is started, it is counted as once. And if it is

within a certain period of time from the start of the reproduction,

30 any reproduction acts are regarded as the same reproduction and

permitted. The information indicating its scope can be distributed

and treated as the time limit for counting the reproduction as
once.

-31-



information (LT) by the client ID, and passes the |icense 2% didy #80%n and
the content key to the license information 5 processing unit 260 (S18).
The license information processing unit 260 checks the reproduction
enabl e/ di sabl e information of the license information (S19). If OKto

reproduce (S20), iTn paREESwbirEsC Y ehovwaYirt Fighe 7, cast Riig desray/ Ridreaiini t
270. To put it concretely, the [icense to information processing unit 260

checks if tHRerigthel Wamiisrsebras the aevingnderisiepr baeiheld valueorthfbre.
it is 1 YepRiductionfS6E c.oﬂmeﬁoﬁgg%cggg iE?s‘ié‘ﬁ%ﬂ%efﬁ%?c‘?ﬁ%mﬁg

unit 270. The'co cryption uni urres e con
content st orimgéangei tpr24bepEBductidary. yAhd tdyEraduntidon s chuhbedcastoarge key,

ecor di ng t HHHED WIEARES S Sayitt deEbIoh teshald el Ut ARdal bR Lime
processing q?'éetzﬁptgézﬁ‘?axiﬁ?/utrrgg‘f’ﬁ}’ntﬁéﬂ§ ddagetdratian, gghOF%Q@%?Lagr

the action o reproduction in es the count”deci sion thr
the 20 maxifiexibdentusagaissabegee duwdtichn makest Hé poasiblat ta make a

s ot | o BB ASrLLT RELSHR A Fing PLEa RECH BhEnybeinSgRt Bfercises
reproducti orthes EybeuUlcFd reproduction CEbFabmdeerand ahel i denh@st pesaethesi nce

the start of reproduction, 25 By distributing this information about the
cert ai n Ifer irgPredugas: periedically ¢indil ithreadhes dhgemaximedn eeNbiaucis e.
Itisalsoq&s@ I appl e et f : : nLept;
reproduction i és)tglr’l['gé)g,aﬂi'txﬁiésgcgzﬁt g%qggﬁqorfgéehgﬁﬁ&fi\/\?ﬁﬂs ﬁg gg\ﬁgt Ihr1 nthzia
écg;{)t ai n perigmturhutatred fusag ¢ heusdtioh, dthe o mtemtodant benac8ananlatively

i

roduction acts, are, regarded as the sanme reprodyctj on and ermtted. The
| or mat i on ERTPAAGERD YE! SBopEashit hanth <Aoo WAt 98t SN et he
time limt FHeddpEl ROwid8 VERERYWY EQALERt uddYe cdh Be prdviddPeo the

15 user.
Furthermore, the policy for making decisions on the period

type (for example, movie and music).
When a reproduction disable response message is received
20 from the server 100 (S17), and the license information is unable to
reproduce in Step 20, it terminates the process without
reproducing the content. In this case reproduction disable is
D | notified, for example, by a response message formed with the
status code ERROR_URUS, which indicates that there is no usage
25 right UR-Us relevant to the request. Also, reproduction disabile
may be notified with LT containing the LT action tag block 620 of
which reproduction number counter value is set to "0".
Also, when the license information stipulates the content
can be used just once, the license information processing unit 260
30 deletes this license information after the content is used, or
triggers the flag to show it is no longer effective, and executes a
process to nullify the license information (LT).
In case the license information contains multiple action
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In other words, as shown in Fig. 17, as long as a certai n peddd280ine is
set as the count decision threshold value, the reproduction is not counted
as once if it is less than the time (for instance, pre-reproduction). And
reproduction is counted as once 5 when it reaches the count decision

threshol d vaiyes (#o# é)iar‘hﬁ!ﬁet 'r@bro‘cﬁ.nét%n'éhéihﬁdﬁﬁg goatddinpinatidsrge
duration, it can realize | exi bl e usage schene, ch makes it possible

to make a Sfihss tﬁnh@adﬂﬁd@g thiadicenge priedoaation ff@‘c@[]@eCQfﬂt?%tonW
Copr oduced JUB offlehy PerHIE, Fo; dikecoSRIEWR bESENT IRl EX3rBIL°

duration. Argprotuztiar) & nulBfiedd of tine is set in the accunul ated usage
duration, the content can be accunulatlvelé ggﬁ{odgvﬁﬁ until it r%gﬁfes
the accuful ative G48@e @YEAtibnit $her e3l@PaCr d@ ir e O PNEokY

usage can b d : i ng
deci si ons oﬁ”ﬂﬂ@\{%é;‘fl %gﬂ-'%@gi ?ﬁ?ﬂ%éggr nlrlzggro uzﬁg'ﬁﬂ'ﬁégﬁ Eg C ngedf t?;“ls@ed on
t he cont ent contgat({for escaanplle, tievibdlingg, inumcm thehether hemd)dmupcper

di sabl . ' i ved 2 th 100 th
 canse | vt DAMRCISOTEREYE td LR Hisade rilen LPOT CRARBIS tnd Unddr flmisdK! "
“process wt *aaorﬁonfrﬂgreﬁaﬁg@%tbeomgéﬂnﬁor va [bay m@ﬁ%éaer pdfciheqe is

disable is notif for” exanpl e a response iressage forned mnth t he
status dbde tlzaﬂa:ppaRanlmeﬁhenusaaeewlﬂmt therconfirmatigagel bre

ECETTN Y ey o e A
‘ ﬁber countrafe vfilthe ionsetnéd coiten Qaliddidont dieth ¢ panspeirnise mxbder)
stipul ates the content can be used just once, the |icense jnformati
processi ng @hIQF iB@ atore/mesttianes)| §0Ptﬁ%¢1"sé5|‘fﬁ|d)‘§ ‘ﬁ i@tté? ‘E’ﬂa Bﬁ’*t ent
cono o UEEERE AR NAIA DE"PH ndP esREto tietotybasttar,
| i censet$ nf theatdptradninfiormatibn pine fiot ithre usage rules to be managed
respectively.
~If the license information allows to move or copy the
content in this content usage management system 1, it is possible
to move the right information (usage ruies) and the content key
20 with the content to the external media 500b and 500c via the
external media access unit 280. In such a case, the right
_ information is moved and copied after it is converted into the data
) format supported by the external media 500b and 500c. Moreover,
E encrypted conversion (re-encryption) is conducted to the content
25 in an encryption method supported by the external media 500b
and 500c. Similarly, the content key is converted into the
encryption key corresponding to the encryption method supported
by the external media 500b and 500c. Using the external media in
this way makes it possible to use the content, and at the same time,
30 copyrights of the content are protected by a content management
method different from this content usage management system 1.
However if the external media is capable of supporting the content
usage management system 1 in the present invention, it is
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-32 25 July 2005 rules (for exanple, reproduction and novhdPlur§0
conbi nation of those is handled as the license information for one
content, only- the rule pertinent to this particular usage (for exanple,
reproduction) is nullified. 5 Also, even if it is a subscribed nodel, on

one hand, ummhetésshnprbehaot radataeyoheepsion ofethd @@ﬂcmm‘rmbaon
cont ent (for exanple, tier billing), but on the other hand, an upper Ilimt

i s defined fadd ﬁf@ﬁ\(ﬁ@é‘ mngerw& oftheprantent upper lint of a nonthly
charge is 5000 yet; éolsoﬁéla(ﬁ rYt%ngbv\LfthbhéFﬁcé% 'é(édlfcédoﬂ?r tHd Mt
at t of t right It

for the usage rule econlrmatlon e user rmation,

val i dates whetdretetrnénakb 20w Fos theecaseadae cahéent atrhET ds moemest ovdicent

(val i dation gf thg Ipaaa/ Pne use nodel) after the aforenentioned contract is
A g1l e

val i dated. A8& BX @& user right information DB 120 may be split
i'nto the databasesf iRk ¢§nfé"ﬁt @?”Lt'lf f’é”i’nb@éar ThHd QBendt tive Udta teaaenall es

- to be managed respectively. | icense information allows to nove or

copy the cafl@atoperabes ébat @@tera§m uhitagdd@ntosylisplayl, the moOWesi bl e

content to (RERCPRET et Shieohl B 1He TAR Ryt cs”
un| t 280. | retjaction sapeent e condprisediofr the i otlel anth\ceohtand DDPOﬁ.(thﬁ ter
is converted into the data format sup Ported by the ext erglammadl 500b

and 50040 MsPALREL PUERRASEH Y R dlsaroat the userytrnmial d9Et

th t t d b 500b
bng So0e i arise Mk LBt SxmYOATIT BA0RNEE Pinble CohEERt, ERECK DO0
co LeSpSng'og@m foe La'pca yﬁiemderrmmmbrsuennr’fhe ubgrtmgpdaa(yertm usalqjleat

500b an c in ext er na makes e to
voe t o contontens bieEan SEEARN S s Eig vl 8 RS e stfeck Dok,

protected byop £98! eBhtEREAGRITRENLELEOMEVE FER! ekadbId) SEPRtRIhgIsage
rranagerrent sc_%/stem

eorge) and clicks on the "Decide" button.
If there is a request for moving the content from the user,

200a passes the client ID stored in the ID information storage unit
230 and LT stored in the LT s'torage unit 245 to the content
20 information decryption unit 250. The content information
~ decryption unit 250 decrypts the encrypted content information
(LT) by the client ID and passes the license information and the

) | content key to the license information processing unit 260.

The license information processing unit 260 checks the

25 enable/disable information for moving the license information,

and decides whether it is O.K. or not O.K. to use, in other words,

decides whether the number counter value in the LT action tag

block 620#2 for the action of moving is 1 or more (in the case of

"before use" or "after use and O.K. to use™) (S31). If it is available

30 to use (Yes in $31), the external media 500b or the external media

500c validates through the content encryption unit 270 and the

external media access unit 280 if the LT can be processed or not
(832). '

-34-

the license information processing unit 260 in the user terminal




However if the external nedia is capable of supporting the22dMBR00sage
managenent system 1l in the present invention, it is -33 25 July 2005
unnecessary to have the data conversion of the right information and
encrypted conversion of the content. Fig. 18 is a flow chart to show the

process executed affthe cafabtt @an prbcafedf C(ﬂ\léhéﬁnC&Z{hetW@nﬂ@@nﬁ LT
is noved out to 5 the external nedia. If the content or LT is noved, the

user at the IDERFMEEIQR fH0CcessHAdIpRHa268 ﬂﬁé’@%&r"&hﬁ@'ﬂeﬁmhﬁ Q?@Qleor'dl%‘i)l ay
t he novi ng t t S Vi &t ent

sel ection scﬁﬁ’%gnﬁ?bégdﬁlﬂsdégt% Fﬁ% ﬁl'? e an H(I:‘g%'t- en o trﬁléhe&?% cont ent
purchased byartteolseinfarmaidonsel(SB3 i nMon@Oaspemftd&Hy,l i these lideriss |

tc. d th t heck, b T, a_"Decide"
oL on "5t L BT S eab A RSB0 Setind SiRReheh e, BukCEsal
Fig. 19, mankadeq Sdi‘GbCBECEhebé%teFr%l h@@d@@(ﬁﬁ'& ch ‘ﬁﬁ‘é‘hégbotﬁév&rﬁﬁéﬁt

exanple, Surf-riding 1is George) 't cks on the "Decid button
there is a Mméghedre Contenticantroé mfﬁnrﬁaﬂ:ldm dma secusey tamperinesiskant

cl ent 1 D stBPHTER I FLERR ri g, FaSndEE B ProsirdelBR6Cetalte :
the LT storagat 280 cdHvdresithe CPRickn %le bfmlzlm#zdw ymbV Ty E0ithe?S0.
The content information decryption unit 250 decrypts the encrypted content

! nf or mai® on CONLENtLEONtEoL| IFACMaiand (Sidbs ane Prssase ther &%\fercmcb
the contenfokedntOcHRErd) ﬁ%ﬁwéﬂfo‘?{zggfdcﬁt@(ﬁ‘z %ﬁc%%'t”geg %I%?éd)i o1

| i cense i nformation processing unit

i nj or mat i ondmrypﬂmmgmlbe’lm.C'Eheecmlntemtraltevaticamdlmeamgomﬂmsrthlet is
oK. or not O use,..in other words, dec whet her .th nurrber

counter val ngtﬁnhfé'om the icontery starage &U)&d;ﬁigr G YRS U OHGAhg i s

(15?1) m)lr]? I(él\ﬂltf‘sir@v%%%ﬁn{éfnt kB9! Arfd Yrssey thdf berypedébftdnt dhd'the
content control information provided from the license information

processing unit 260 to the external media access unit 280. The

the content control information provided from the content
decryption unit 270 to the external m‘edia 500b or the external
20 media 500c (535).
Also, if the process in Step S32 is possible, the license
_ information processing unit 260 passes LT to the content
. decryption unit 270. The content decryption unit 270 acquires the
content from the content storage unit 240, decrypts the content by
25 the content key and passes the decryptied content and LT provided
from the license information processing unit 260 to the external
media access unit 280. The external media access unit 280 moves
the decrypted content and LT provided from the content
decryption unit 270 to the external media 500b or the external
30 media 500c¢ (S35). In this case, the content decryption unit 270
passes the content without having it decrypted to the external
media access unit 280, and the external media access unit 280 can
move the content being encrypted to the external media 500b or
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30 to use (Yes in S31), the external nedia 500b or the ext%rdsly #P85a 500c
val i dates through the content encryption unit 270 and the external nedia

access unit 280 if the LT can be processed or not (S32). -34 25 July 2005
If it cannot be processed (No in S32), the license information processing

unit 260 deghdesxrdEidlemddia gg@@efsgg s are formatted to the information
converted into the content control information (S33). Mre specifically,

the license 5 infdhedefore pklbceughriheaxtersal medi@sOieordna gEtextatl nal
medi a 5000 %em?nfgbﬁ;rme R R mofe ac\f’an{ | 2295y tLge qﬂ”bﬁﬂ%rdﬁ\%éﬁirﬁ'ﬁl .

content contro tTon 1Th a secure, nper -r esi st ant no

can manage, duuhn dde |inodbike infoermationntermdaakiawgd andigizéd txsvésion t he
LT action tag bl ock 620 #2 for noving to the io content control information
(S34), and p&ESEECEhe converted content control information and the

content key to they ﬁl‘;fg ABt aﬂﬁﬁ?ﬁ!@ FONUYR! in S(8p JBE, GRVIHYr QRPN

unit 270 acquires t content fromthe conteéent storage unit 240, decrypts
t he cont ent nwinbrer teunbert émtthieel] astibpiageb]adkeb6déc#hfed theneionapld t he

15 content contrtol .infornmation provided frqomt lice L nf ormat i .
processi ng dHPY!@05t tfh@rgi‘teegﬁ(gﬁrﬂ@gi”aea&eﬁ@%rﬂrt 9’3%0‘?" I egi)é;q'r?al
nedi a accessom¢ t cARPOORRHd e depky PESRtEPNt Qth atfle tdentont eabnepst r ol
i nformati on_provided fromthe content decryption unit 270 to the_external

medi a 500b dnfamBasiareima seodreeta mpoocesEdENt moghile in Stepppddedda n

U Fo the cHRETRE roftiRSIsT A done ool Wik 268, PErTThales he TRIIARS 25
acqui res t hproeesentfHar@fordg iconopyrighioisaever infRédjedecrypts the

content by 25 the content key and passes the decrypted coptent, and LT
provided  f rom t h&ITNQUGE cth BT PTRSSESs fidky RAN ©6813155thaNe kRS nal

medi a accesg|gipthar8lt cHifafed 8d'abplied fo aCESSYirty bro¢8esTP\Step S35 is

15 changed to the process for copying. Also, oniy the LT acquired in

advance can be moved or copied to the external media 500b or the
__external media 500c.

As mentioned above, it is possible to make the content

usage of each user be managed mainly at the server side in this
20 system. Therefore, the server can grasp the usage status of the
content at each terminal. Also, in case a certain service is provided
due to a special campaign, etc. to expand the right that has
already been acquired by the user, it can simpily be realized by
upgrading the user right information stored on the distribution

-\.._./:

25  server.
Meanwhile, the user terminal just needs to control
reproduction, moving, copying, etc. based on the license
information, so that it can get rid of having any extra loads of
processes for managing complicated usage rules. Also, the
30 centralized usage rule management at the distribution server side
can avoid any unauthorized use by the terminal such as alteration

on the usage rules.
As has been clarified from above explanation, by means of
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the decrypted content and LT provided fromthe content d&ypbi8dR0anit 270
to the external nedia 500b or the external 30 nedia 500c (S35). In this
case, the content decryption unit 270 passes the content without having it
decrypted to the external nedia access unit 280, and the external nedia

It ' t t di
5005 or 34795 iy T Ustad o rEagEhith EStet  feldiR Lt (Aheredi 2
t hr QlugBI t hfe c&tmﬂﬂrmdatlmfﬁloﬁ ?@Bb_e@ntljodmmberﬂme Saleb)gjfm lﬂll?cgen?eatﬂﬁtlt%t i Is
aval | abl e I Se ot.ner I'm Nnal.s uc S noonl | rmptlogn term na
and a di gi t dhateleine UANtsREmauPn §9 ndivatt,d park obiRe Hopdgsbdle,
Step 531, i mRhber bijn ]”ﬁisof COh%-mwFEgéB% Oérd?{Ohﬁ BhEhgséd raght pRfdragabilorrk

620 #2 for the acti )f  noving 0", o e external media 500b or the
ext er nal smed?8 1260c whdshometeijzes hthe orighit infarmatiorncgelated ckntth® i o

nf or mat i on bt JUHST AR BGRLEAE AVARL BY. Khe bRy Rer Bies. e o or e,
~its copyrighlternsinegV200anfandate réqubstdronhehmafoce pravidonetiaaskecis
explained in this fl owchart, it can _also be algpl iled to pr.ocess

; . . ) @& CORYi N
if Step S35 9auippedsitheiheocentept dataemedio @‘;nﬁgatwrw,rﬁgnl Ot Hat 1
acquired in VANe Y/ oP} t. ha i or
the externa n‘%%ﬁgtégggﬁﬁs@nﬁtnﬁ{)nnée}dQQQ%Ve&(:';I[ﬁllegﬁtg(;%g;%bﬁ e toI 2m§%%b% e
cont ent 1ousagplipheshwlititbe demmanagedtion ahiyt 24 O, ehieh veceivers LTrsami s

20 system Therefore, the er ca rasp the usage . status of t.he content
at each terAl %4 tﬁﬁl g%':"?'FnimeaHdca?gfe{f‘?é)@%?JPE%F'%@%QBV‘?WS%Ug PBT%\
speci al campe@NwHIER:cdRtrnBIhe L5e of e ddiertfaccaldRrislYolers usage red
by“the user, 1t can sinply be realized by upgrading the user right

i nf or mat i on astthogizationhadicated mn the receiyedvbr.
Therefore, the terminal device doesn't heed to manage all of
15 the usage authorization owned by the user, is able to control the

content usage just by managing a part of the user's usage

__authorization indicated on the license ticket so that it extensively =~

reduces the loads of process required for the management in the
terminal device. Also, the server device is able to grasp the status
20 of the content usage at each terminal device in conjunction with
the license ticket issuance. Even if a copy of the content is taken at
the terminal, it can detect at what time the copy was taken on
what media as a query is made to the server device for copy
permission, which makes it possible to keep track of the content.
25 Moreover, because the server device holds the usage authorization
owned by the user, the usage rules of the user, etc. can be restored
easily even if the storage mechanism (HDD) in the terminal device
is crashed. Also, it can easily conduct the processes to add some
usage rules and to provide service to expand the usage rules such
30 as to add "1" automatically for the number of reproduction in the
usage rules for the content. Furthermore, it ensures to prevent the
content from being used unlimitedly by the terminal device, for the
content usage control mechanism in the terminal device controls

i :
A
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Meanwhi | e, the user term nal just needs to control reprodﬁégp$ﬁ?0§@bing,
copying, etc. based on the license information, so that it can get rid of
havi ng any extra | oads of processes for managi ng conplicated usage rul es.
Al so, the 30 centralized usage rul e managenent at the distribution server

side can awpied L@@y of et hebbethenBiobled ke riteiit Arkosdily ap ahlkeeudigen  on
the usage rul es. has been clarified from above expl anati on, by neans of

-36 i 25 Ju@#tﬂﬁﬁ?aﬁﬁ@ EUH?éﬁ@duyaébenﬁﬁéyéﬁﬁhﬂc§ﬁ§ﬁbﬁﬁk@Fated to the

f t f t h h
conformation of ks LS ESmERE SRS, ML ORRRENRS Whicha, ot "o
concer ned usarcrygted, onstbeons@rlmltjme cohdenmt IDB 3408 20d vhenhit is

h f I h I f
i by 3t NP tadoand AStHBUIEE St fle e ObeBATERRP Ub AsE IS Toom
the af oremerys pnRdwHSEEr the céﬁEéHP%W"ohhtﬁé‘%e‘"r%ﬁ'eﬂ@O'dHrP@FR:trxgﬁ!s the

generatlon unit 170 tha! ~send user term nal 200 t he user
t ermi nal zowntentdneqdivmm ainichitt isestairedinn ddte conteint RBol4@hilshthis

receives LT t er.yer. 100 nd th i nf.Qr

o octesing SAEE. SHEMRBRBCUNT PR keRR cPEalERE "B kbR e o
t he usage @lﬂdrrvlpltéat t@nten@ll@a?rﬁjSeG_Lmﬁthesr@cewrﬁdhLﬂaaliré@refptswbl@eco
term nal device doesn't need to nanage all of is the usage aut horization

owned by0t héeQ§§|e the lggid of PrasassoP™ Hae %’M%’nﬁnﬁbﬁbé |Jal§§ﬂcb’yt|ﬂ&ﬂa@fl ng a
part of thegpss heSp Usage aut hori zation indicated on the license ticket so
that it extenS|ve y reduces the | oads of process required for the
mapagenent in theAls@r in rdde Mboeiln‘l%mk),alid\e ;Sehgeexpamakons halsl been

rasp t he statu f the content a e each m hal device i
T et o oV ER fore (assetd sen RRsCotat SR ETV S ol FHication,

content is paent als él@.% t§6EEMAL, tht s‘@mdﬂﬁéckoﬁte‘mataﬁd NETt RAr6ABH Vs

t aken on
15 broadcasting. In this case, if the license information of the user is

distributed to the user terminal prior to the actual use of the

via broadcasting, it becomes possible to use the received content
immediately, and consequently it improves the response when the
20 content is used. Also, since it can eliminate the communication
process at the time of content usage, the load of process on the
| distribution server can be reduced.

"~) Additionally, in the embodiment above, though the content
information encryption unit 175 executes the encryption process
25 for LT at the same time SAC is generated with the server terminals,
the encryption process for LT handled by the content information

encryption unit 175 may be omitted.
Alsg, in case the license information is not yet encrypted
when the license information is acquired from the server, it may be
30 encrypted by user-unigue information such as a terminal ID (client
ID) and stored when LT is stored in the LT storage unit 245 so that
disclosure of the content key, any unauthorized alteration and any
~ unauthorized usage by other user can be avoided. However,
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1 what media as a query is nade to the server device for copyulpePRtssi on,

- which makes it possible to keep track of the content. 25 Moreover, because
- the server device holds the usage authorizati on owned by the user, the
usage rules of the user, etc. can be restored easily even if the storage
mechani sm (HA3ry pridAGst 86EIBYUI LY if €hel BT Wtavhge uAlS24 5 s eaaligadl iry
conduct the processes to add sone wusage rules and to provide service to
expand the uws&gBparvesisiamtldbasdwaseadd "1" automatical ly for the number

of reproduction i e .. .u or.,th . t r |

ensures to preven?\l%ﬁe 'tcmn%blbﬁgrﬁ%éihﬁg?ﬁg@ﬁﬁﬁh Fnﬁ?'t‘eﬁ@ﬁ‘{;g; 'ﬁ%ir{dgrdm nal
devi ce, for rheeliacencantasusa@eROM} r DNV DELOMI oM whithevaeiouatypeyi of
controls -37 25 July 2005 the use of the abovenentioned content accoFding
to the uéag@n%ﬁ)‘[m@ﬁi cantents auedaerdsaf ihdisdibiied 35 actHRPIS RGN Of

the embodi ) ) . . !
the content HEs it SHE) o5, pUchiases Bfly (ABSEREARes ST RAY 1 e
~of content @lschapplyFtg. the, f@hatidowetheat a heistoibusdbor kéye odistiribukas/er
100 c: ts th tent | d dit i t. in the. tent DB
10, ‘1 thi YATGYE Bups pharntts’ B arXBace b aiREo thendiBEp At
encrypt ed .CRHAHeCRbPSadeastidy, hakdy &efRkesrdd irpﬁﬁé}cﬁirﬂ:éﬁt st rag@ice

the | oad of process on the server and the latency tine of the user. "Al so,
in the éfbodimitr4@bond)in Haecenpeartarmimaad2Bdenangi the Wser therdmses o

send the contant La.c ' | : L. i . send
The_cont ent OLY tEY6 G ikEs EPHESE XAy ifithe upet EaReS P apRIBpRIAR. S
i nformati on pafrchaselgaioderiud,sthiebuicaet tof the geateher the@aluseri bkesoid he
actual use of the content or the content and LT ars pre-q(ii_'he'stribute t the
same time @eYRSEEHEEhRGISER rigdioferpratiop RE &20senithe sesxey U
- cont ent in@gp' ey It £ et e 20
content is u eg.st"ibssoc?’al{sﬂid%%e i§ cgﬁggm'rﬁtﬂ%@%?&%"ﬁ?ggﬁ@%q td"
15 issue LT when he uses the content. In this formation, since the cos

f i th t

spent for the content distribution can be restrained as much as

_-possible, the effect to restrain the price of the content itself can

also be expected.

It may also apply to the formation that the recordable media
20 such as CD-ROM, DVD-ROM where the encrypted content is
recorded to is sold in the same way as the regular package.
According to a registration procedure taken by user who purchases
) such a recorded media, the right of the purchased content is
generated in the user right information DB 120 on the server 100.
25 Then, hereafter it becomes possible to request the LT issuance

every time the content is used.

Additionally, in the embodiment above, though the LT
issuance request is made as soon as the user requests
reproduction, it may apply the method to confirm any LT existence

30 at first in the LT storage unit 245. If there is LT, it validates
whether reproduction can be executed with the LT or not. Then, if
the reproduction is possible, it reproduces the content. Only if
there is no LT, LT issuance can be requested.

-390




process at the tinme of content usage, the | oad of process5%%JFNé2005

di stribution server can be reduced. Additionally, in the enbodi nent above,

t hough the content information encryption unit 175 executes the encryption
process 25 for LT at the sanme tine SACis generated with the server

termnals, the en@iygp! i®nher feepation dfthwmadoedmentitneddbiodimentpt i on
encryption unit 175 may be omtted. Also, in case the license information

] y
is not yet ahdhgptegr Whenreadests desEeprdvaattihs conteadudpes rebhiglke
server, it 0+£N HSex- unig | Of ernatbi.onssuc
termnal 1D )éal ?‘e?ﬂpgl B? g%épé?gﬁ%}é '\?\hgﬁoL 0i ﬁ Fgrg&q?n]q hrFelﬁﬁqutsa%rggg uni t
245 so that regirediuation di¢ableisootified kypowavgrtdstdieoi pessidlie foatthen and

t hor.i b th i ded. Ho y .38 25 7
2005 "entry SUPGROMED, sebyst rEa iconaiitt e oPEgESEA Aaan addifaddy’
a tanper-re mratséﬂ%p'w%er D&&W?Q@%&%e&%ﬁ%é%dﬁé%éhngitrﬁorfe

recor ded dia such as I ch various types of

encrypt ed céheeniserape bgcar trdti aguecementtingateasdaof upiptingeat notice of

magazi nes, ser s S nl. hose i i al
apply to thiggéibﬁ@ﬁ%@{‘ t(ﬁgP%ggdleli} &ihﬁ%téqsoé'i EE%dP&l%ﬁhﬂ%s Pi\?gﬁ,&éﬁs C%?/'pes
of content s it @Afyattte Pyratsasy priveedt Bid shideé ab orelyabiled thoskr tlagicastel ng,
makes them stored in the content storage to unit 240 within the user
terni nal®2268edand the user purchases only those he likes. In these cases,
I f the user takes | :has r 06 r Lght
content the user ﬁ?ﬁggﬂ$éoﬁgéﬁgﬁgte 1$§ﬁt gﬂhggfgﬁigﬁikﬁﬁfééggtyﬁﬂ:Egglzo
on, the servéiceh@e imfomnabiprso,contdiasontisepospable/disaliée paesameatarake a
‘request to is issue LT when he us%s the content. In this formation, since

|

the cost sAERWIG tPhQOCBﬁPEQ_FIUE Qi HRPYHH An GPYIES: %%d‘taés RIER as
possi bl e, Ejb%s%flf)l%oﬁoﬁtﬁhé feendeiifoPnPati6n 1o iddedectieparbhétdr Eaneral sO

be expected. o
' 15 to show the permission only for once or for an unlimited number of

content reproduction, and the parameter either to show no

when the license information shows unlimited permission, the
license information processing unit 260 in the user terminal 200a

20 holds the content key and always provides the content key to the
content decryption unit 270,

Furthermore, in the license information, various types of
the rule for the content can be set by a combination of multiple
enable/disable information. For example, only the reproduction

25 enable/disable information, and the moving enable/disable
information are distributed, and a combination of these can realize
the process called “Check-in/Check-out.” When the content is
duplicated, “Check-in/Check-out” doesn't simply duplicate it, it
enables reproduction, disables moving (naturally, copying is

30 disabled), and establishes a relationship between the parent
content and the child content to prevent the child content from
being moved freely. In the case of this license information, the
“Check-in/Check-out” information is held on the distribution

"&..J"
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It may also apply to the formation that the recordabl e nedaJub028@eh as
CD-ROM . DVD- ROM where the encrypted content is recorded to is sold in the
same way as the regul ar package. According to a registration procedure
taken by user who purchases such a recorded nedia, the right of the

purchased codremir;is haagevared ithe he argbid/dBRbIAT Or iRtgreRatiBNl20 en the

server 100. 25 Then, hereafter it becomes possible to request the LT
i ssuance evéieeknia/Chedomudnt is ek espagally geauiged ast KBeedisedSent

above, thou [ fo] S r ests
reproducti oﬂhfémr?ggo%bgﬁ/éa?%@t%ﬁ? ?gﬁ\gg%fqﬁlﬁnéwg‘%g&eﬁc%ﬁgoﬁg

fi 'rstdi n thecHilld sf)sﬁcag@mnhtdecﬂwhvmem E?_:r gsi SCh@c_lig'rK]etd-Vlale:Hatﬁed-met’hiH .
reproduction can be, executed with the r not, Then,. t he .reproduction
P oS! Bl o MPRAGAT Guchs SREVR S AR OT e TREIPIENG Side, ABY 1 B De

| ssuance ca 5%(?3 et iS50y Al r [ f~ he
abovenent i on%e)ﬁﬁgmo |§§ﬁ'ﬁe ?I?Sli%ﬁ%dﬂbér mOr?@gE’g's?Qw Wgﬁgoﬁ'@?@?ﬁg"ﬁ
content doe®fnoephoductidre andghmavingeprbauefora, (NonakeSt ép Bissible Rigy.

13), the reproduction disableg is notified,. er,. it .is also, possib|e
for "the s aredise SrabEfeof msteinbtets istPREEH s Beir rfdRins
purchase forarid @ Iedd WlupFbeass icHthbagsdr @BridipatoRFRNSUHPpPH/tTd cohtrgber
or by a tacit agreenent 1nstead of giving a notice of reproduction

di sabl e 10| n av@rsthgsgeneratian seRies, fUdhae teaprobibit cepiehdrput dhgse

procedure Sic'PﬁI‘EI tcS th.ré] érghblcﬁilﬁhose that are io used. Al though the _
expl anation was given Fof the case that the |license information contains

the enabl e/ di sabl Alpey amthercomfiganation of dbovapesdbodinrentythoyglorthe
copying once, it._is also possibhle for e_license |nformation to,include
Che par anet SroBr et was oTSeked e ter b S aiFTond0 df Bave asiudts the
ﬁg' i mted nyRfmatiort P6F Bt RMP W} aPferatih e cRBERBI & priypriety by show
15 each LT action tag block 620#1 to 620#n.
Also, in structure of above embodiment, the distributed

unit 245 in the user terminal 200a, LT may be stored temporarily
in the external media 500b or the external media 500c.

20 Additionally, in case the user terminal 200 moves the
content to the external media 500b and 500c¢, the user terminal
200a validates whether the moving was allowed. However, the

) server 100 may pre-determine whether the destination of the
external media 500 is capable of processing the license

25 information, and only if it is capable, the server 100 may send the
license information that permits to move the content to the user
terminal. At this time, the distribution server communicates with
the user terminal, acquires the information of the external media
as its destination, and decides whether it's OK to move the content

30 or not.

Also, it is possible to make the external media access unit
280 in the user terminal 200a authenticate the external media
500a and 500c¢ and the user terminal 200a decide whether the
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license information (LT) before use was stored in the LT storage =




perni ssion or unlinited pernission of content noving. |n td% Jubag@0S when

the license information shows unlimted perm ssion, the |icense

i nformation processing unit 260 in the user term nal 200a 20 hol ds the

content key and al ways provides the content key to the content decryption

uni t 270. Fustthival'medid 500d,1 5608cat & @igmbicons w@d@ﬁngyﬂ% IRfensde

rule for the content can be set by a conbination of mul

" enabl e/ di sadnéoTmYadioms osnw hiadr cemkenl gon@mmﬁwmabmﬁt&plo@mlz@ to be
enabl e/ di sa Oégs%rdmtl on, and the noving enabl e/disable information are

d| stri but ed a conbi nation of these can realize the process called

" Check-in/ Check oRur'thdhatotd)eincidng eonfiguraticohiofad edve erheoit ekt egke out ™
doesn't sinply duplicate it, it enables reproduction, disables m)wngf
ween

(nat ur al Py, ¥end 4Q mAnmgas eantensqdd b%tlrétbq’tlﬁ’lﬁ'es billing ;a8tensH pby
t he parent h hi o] Ne hi k e from
be| ng noved fg&tﬁ@r I n tmeﬁggseﬂlgpet %g’ﬁltaécégy?erﬁl n%?ﬁ%&egh ”?h Q\}’ Be

" Check-in/ C'rmlﬂd:-i@ut'Edl td dioren i eachs ofiethe diundtéodi sEpraluatelorn for4foBbedul y
2005 server enabl e/ di sabl e i nformati on of

" Check- |n/CﬁB§E'§§¥K”LsBﬂﬁP %kkially required as the |license

i nformation. The relatlonshlp bet ween the parent (server) and the child
(storage nedia) when it is "Checked-in/Checked-out"” is 5 managed at the
server side or the recipient side, and it can be expressed as the
distributing information only by the conbination of reproduction and

nmovi ng. Therefore, it makes it possible to reduce a nunber of paraneters
distributed to the user termnal and a |oad of process on the user
termnal, and sinply to control io over the generation copies, such as to
prohi bit copies fromthe child to the grandchild. Also, in the
configuration of above enbodi nent, though the propriety was checked in the
LT footer 640, it may include the information for detecting any alteration
to check the propriety by
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15 each LT action tag bl ock 620#1 to 620#n. Al so, in strucddelnL08ove
enbodi nent, the distributed |l|icense information (LT) before use was stored
in the LT storage wunit 245 in the user term nal 200a, LT may be stored
tenporarily in the external nedia 500b or the external media 500c. 20
Additionally, in case the user termnal 200 noves the content to the
external nmedia 500b and 500c, the user termnal 200a validates whether the
novi ng was al | oned. However, the } server 100 nay pre-determ ne whether the
dest i nat Whatfistdlainmd ésnal nmedia 500 i s capable of processing the |license

25 inforpmtj on, .and onl f it is capable, the server 100 may send the
CPconeo Toidcokntent SRaten BanadSmieisyetem ToAEctommt b & <ermingl v nal .

At this gbQRoe thEt 45 SpRiBIEOD S8V ETcERPERNRG3A RFighdl Tbrddifctis Al iy ni nal ,

acquires the infornmation of the external media as”its destination, and
deci des atsRMYVE@T devicedkhabispperable omamge 3sage abthe gosgent oni the

possi5bl eEé%ﬁ%lf%léﬁ %%rﬂgbﬁﬁ:ﬁng%@gpﬁggss unit 280 in the user term nal

200a aut henti cate the extern Da and 500c and the user term nal
- 200a deci de wvbhehein the sever28evidey irdogiesxt ernal nedi a 500a, 500c are

capabl e of processing.the l.icense _infornmatio I t _content ol
i nformation i% rp@@tl 'gllfgr‘?@tﬂ)%ﬁ %*%ng%ﬂﬁtﬂﬁq{é’i%rjrﬁ\rﬂg? Wrﬁhé'z@o%f%érat I on
gf | ?boveirﬁ@bmatﬁr@tgt lnle(ltalted Boaar msaghlé)@;]@mnag‘ﬁiheonbammdi ehﬁi'rthm it@n.a
illing, etc. in bu t oget her th the right management; however, it may

be  cont SRR M0 415es KN@LERMINA KIS YigRs 1 ¢RAT AEBRIZBIY EN8E: cont ent
di styg buti on,tHyl lIddriigce Sdévicet fubthdlinchii¥es Y aéense ctigkBedidstiance A
cont ent usage nmana enent syst emt r at conpri ses a t er m nal

unit operable to geneérate a license ticket based on a request from a

user as relevant right information that indicates a part of the usage

right entitled to the user by extracting said part of the usage right

from the entire right information, and to send the license ticket to

15 the terminal device, wherein when the license ticket is generated,

‘the usage right indicated by the license ticket, and
the terminal device includes:
a receiving unit operable to receive the license ticket from the
20 server device; and
a content usage control unit operable to control usage of the
content according to said part of the usage right indicated on the
received license ticket.

- 25 2. The content usage management system according to Claim 1,
| wherein the license ticket issuance unit is operable to acquire
a request from the user that specifies a part of the usage right
entitled to the user, to generate a license ticket corresponding to

the request, and to send the license ticket to the terminal device.

30

3. The content usage management system according to Claim 1,

wherein the license ticket issuance unit is operable to
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the entire right information is updated by decrementing said part of -




device that is operable to use a content as a digital prodtetidn208ed a
server device that is operable to nanage usage of the content on the s
term nal device via a transm ssion |line, wherein the server device
includes: a right informati on nmenory unit operable to nmenorize right
information related to a usage right of the content entitled to a user who
uses the term nal device; characterized in that: 10 the service device
further includes a license ticket issuance unit operable to generate a

li cense géenkestdas tidenseaticketedial indcateysgrmasgimenevantt of ghlusage

i nformati.on, that i cat sa art of the usage ht entitl dtothe user
by ext ra@gﬂﬁg"gpeegam g%argghh%filtle% & ¥|%% sl g jtghsend
|nfornatﬂr@hc@metgcﬁgflqotﬂf\eItbg;ﬁﬂﬁgﬂdé‘\}q@é to 15 the term nal device,
wherein when the license ticket I's generated, the entire right information
i's updated by decrementing said part of the usage right indicated by the
| icense i j i V it operable
to r Soei e 1 it cPRBEnE Moad BaRagERIEAE Y5t SErofdlfe b CRim Yon ent
usage controlwberelmmeﬂmamsa didceett intludesgend arhenultipieenturabees ddfig t o
sai d par t dndicated on th eceived license ticket. 25
> The- condai/ s inranenh b de Blnil cbRtenk P ai m 1. wher el n i he
license ticket issuance unit is operable to acquire a request fromthe
user thg ecifies a part of the usage ri entitled to_the user, to

a

gener at NEcepakent é’l@éﬂ%ﬁﬂ@@@ﬁ@ﬁlﬁﬂb 5V§ge'ﬂ'hé‘cﬁ@ﬁqlé& toakim 4send t he
licegse ti CkWhél‘élﬁ flg‘{é %ﬁ%ﬁ‘l@/d‘?@(b&emﬁaﬁétloﬂh?n?%@@ wHéerppagenent

syst em accor di ng wherein t | cense I ssuance unit 1s
oper abl ©ft crepzrgdwtmn,y mmngg@m akepying cxcidensi faet théaconbentaises a

m ni nmu OéHEIBIle 8? (ﬂgggfged_rl ght included in the usage right entitled to the
user and tO S€n

6. The content usage management system according to Claim 4,
15 wherein the enable/disable information indicates that usage

--of the content-is allowed or not allowed-once or -more than onge

including unlimited numbers of times.

7. The content usage management system according to claim 1,

20 wherein the license ticket issuance unit is operable to send a
license ticket to the terminal device after the license ticket is
encrypted,

the terminal device further includes a decryption unit that is
operable to decrypt the license ticket received by the receiving unit,
25 and
the content usage control unit is operable to control usage of
the content according to a usage right indicated on the decrypted
license ticket.

8. The content usage management system according to claim 7,
30 wherein the decryption unit and the content usage control
unit are a tamper-resistant security module.
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- of tinmes’:

the license ticket to the termnal device. 5 4. The conte®® ¥gkgd005
managenent system according to Caiml, wherein a |license ticket includes
one or multiple nunbers of enabl e/disable information regardi ng content
usage. 5. The content usage managenent system according to Claim4, 10
wherein the enabl e/ di sable information indicates whether one of
reproducti on, noving and copying actions for the content is enabled or
di sabl ed. 6. The content usage managenent system according to Claim4, 15
wherein the enabl e/ disable information indicates that usage ofthecontentis
al | owed or HOt al | oned once or nore than opce |nclad|n% uqliniied nunber s
Ad

TheraeNtent sise 95 RRNASREYTNe AY SE5RL 8RFIELEIH 84Nctai m 1, 20

wherei n the |lyaapsm HiH& Gicd SsaaiERet Nincl i §e§PERRBEAVEC i8RIInatiodn qense
ticket to the termnal device after the license ticket is encrypted, the

t er ni naldef@atcehetiberany sigtadlesohtiedisgisatiakat havatbean ajgeret e to
decr%pt the license ticket received by the receiving unit, 25 and the
-content usage control unit is operable to control usage of the content
accor di ng0: dTha csatent iugatge midcaget ent sistecagpoeding itoetlaemt igket . 8.

The content usage_ma enent, s c to, cla 0 i the

decryption uﬁNﬁgﬁﬂ Eﬁ 55“F§H Hggé% ggﬂg(@gunUEﬁ§ ggéng&%ﬁggg%fggistant

securi twmedhlée a - Hdedbe Jticke208fows. afhe f@@tt&eltﬂtusa?ggoﬁmd tatmtet rgystem
ense, ti cket incluydes detecti

accordin erein the |i
o of TR (e GBNERnE s tRBSTSash: s toragiesel St dasina heete Kige been
al t gged. Ilc%ri]s(é titr@tCient %eéjﬁ@gemmagenent system according to claiml,
wherein t content usage control unit is operable to verify
11. The content usage management system according to claim 10,
wherein the terminal device further includes an external
recordable media that is detachable, and

15 the content usage control unit is operable to store a license

~ticket-in-the-external recordable media if-the license-ticket before.... ..o

using the content and the license ticket after using the content that
permits further usage of the content, allow to move the content.

20 12. The content usage management system according to claim 11,
wherein the terminal device further includes a decision unit
that is operable to decide whether the external recordable media
connected to the terminal device is equipped with a control unit
that controls usage of the content according to the usage right
25 indicated on the license ticket, and
the content usage control unit is operable to store the license
ticket to the external recordable media if the external recordable
media is verified to include the unit to control usages.

30 13. The content usage management system according to claim 12,

wherein the content usage control unit is operable to convert
the license ticket into content control information in a different
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|

whether a license ticket allows any further usage of the contJey 20843 er the
content has been used, and to delete or to invalidate the to license
ticket if it does not allow 11. The content usage managenent system
according to claim10, wherein the term nal device further includes an

-external recordable nmedia that is detachable, and is the content usage

control unit is operable to store a license ticket in the external )
recordable nedia if the license ticket before wusing the content and the

l'i cense fomkeat ifther extemaitierordatidatmidiil ispesrfied hottteeindladactipd the
content, al| on to. ane the content. 20 12. The content usage nmanagenent
syst em a€eBFRInNgNfQ said ¢entenhdisage Mmanagemanl sYseBE further incl udes
a decision unit that is operable to decide whether the external recordable
media connected to the term nal device is equipped with a control unit

t hat conlflel BeucRikent usagecHRNAIEAEIYr 8Y AtEMoaceerdisgyto Glghn 625

i ndi cated on ; i : t T
oper g‘%l eto s\{vﬁ;%gleme | i céeﬁnéstlél%t/fjilgitgltet Fﬁf(ﬁﬁ@%gﬁneﬁﬁgﬁg?%gr%%q@ﬁ%oﬁ aif
the ext ebeig reecarbaviseformddciding thes idoingenttdsi mseddmddieandit to control
usages. 30 13. The cont.ent usage nagenept ,sysiem.,acgor.ding to,claim 12,
wherein the ¢ el %é"%ﬁﬂﬁr%‘?’qﬁrﬂqt “i’HPoﬁ@i% % '-t?"@ 6ﬁvggﬁrapﬁf’e ‘f? cense
ticket igéoidwihabtitheoodntent i aseel baeel basedidih ehentondihodd July 2005
format if the external recordable media is verified not to include the
control unit for said content usage nmanagenent system 14. The content

usage) mﬂﬂQWEoﬁéh@?%W&ﬁﬁg@n%gi sten? iRl gggggiﬁg'ﬁ,gi sabl e

i nformat i on indicates itron~ beln S a basis

content is usehesgie thengonpétiooniseset Beaydingt twla usagedstydeofitha is
oper abl e dfte cide that the content is used once based on the condition.
io 15. T%e cont'ent usage nanagenent system according to Claim 14, wherein
the condition is set according to a usage style of the

16. The content usage management system according to Claim 15,
15 wherein the condition is time duration spent to reproduce the

-content, and - -
the content usage control unit is operable to decide the
content is used once based on duration spent to reproduce the
content.
20
17. The content usage management system according to Claim 16,
wherein the content usage control unit is operable to regard
the usage as being taken place once if duration from a start of the
reproduction is within time indicated in the condition.
25

18. A server device operable for managing usage of a content in a
terminal device using the content as a digital production via a
transmission line including:

30 a right information memory unit for memorizing entire right
information related to a usage right of the content entitled to a
user using the terminal device; characterized in that:
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content. 16. The content usage nmnagenent system accordi ngXduly 8PRv15, 15
wherein the condition is tine duration spent to reproduce the content, and
the content usage control unit is operable to decide the content is used
once based on duration spent to reproduce the content. 20 17. The content
usage managenent system according to Caim 16, wherein the content usage
control unit is operable to regard the usage as being taken place once if
duration froma start of the reproduction is within time indicated in the

condition. 25 {8 s‘ér&ﬁéé%e@'ﬁﬁé FargRa’ abtie deys a”ﬁ@éﬁ*ségtlktkéﬁe[sgha@méontent
ina term naI devi ce using the content as a digital production vi

transni séfénfor @eneratingng: ligenger figheti hasERaOLM MaaHSsuArenTt & e
menor i zi en&f ’Ef |év9m ragﬂfcofr{%frh?ép&ﬁ' ﬁ%&i‘&att 0@ ASpart rdfghheohshgg -

cont ent r usin term vice; characteriz
t hat : 4mgatﬁubm 10@5enttrre SI@htl tna‘oarevahenf Lﬂmde‘ion sendiig tha ilicense ti cket

user Sns HEREL 260 trECREFMIPEP devickS Wheidiny BT ot e Blket BT
the termoal e, mﬁﬂ?ﬁ L’”g"“’ﬂ"f‘?fg‘*f‘““’“ $§“¢."1‘?ﬁt§d‘¢“‘ Caneraced, the
entire rig atp Bfﬁﬁﬁl Brags rdéﬁﬁt'@&“?ﬂ/t iicr‘:r‘gﬁ‘sesglqu%gart of the usage
right |nd| cat ed by the license ticket. 19. The server device according to

Claim18, 10 wherein the |icense ticket issuance unit is arranged to
acqui re 9+ e SErVEmMAaNicesaECaislifgete GlaiimpdBs of the usage right

entipl ed 1o thgisein tReIANE NS ﬁlclk'e‘fe'?§§ltjﬁh8%eturﬁ?r g\?f‘zgxg@@dt ¢o the

_request and to send the license ticket t nal
acquire a request from the user to specify a part of the usage right

entitled to the user, to generate a license ticket corresponding to
the request, and to send the license ticket to the terminal device.

15 20. The server device according to Claim 18,

generate a license ticket that indicates a minimum unit of a usage
right included in the usage right entitled to the user.

.20 21. The server device according to Claim 18, further arranged to
-~ acquire information related to external recordable media connected
to the terminal device from the terminal device based on a request
from the user including: .
a decision unit that arranged to decide if the external
25 recordable media contains a unit that controls usage of the content
according to the usage right indicated on the license ticket.

22. A terminal device able to receive permission of a server device
via a transmission line and to use a content as a digital production
30 including:
a receiving unit arranged to receive a license ticket as
relevant right information indicating a part of the usage right
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15 20. The server device according to C aim 18, wherein t e JeREO% i cket
i ssuance unit is arranged to generate a license ticket that indicates a
m nimumunit of a usage right included in the usage right entitled to the
user. 20 21. The server device according to Claim18, further arranged to
acquire information related to external recordable nedia connected to the
termnal device fromthe term nal device based on a request fromthe user
i ncluding: a decision unit that arranged to decide if the external 25
recor dabggtitRd docpuis@rnsargdunit that controls usage of the content
according to the usage right indi&iated on the |icense ticket. 2

I 2. A
terminal devidEOMNEET USpERFIRTIR HNEsRERNGCE Werpatrabisege of Lhe
transm sghRfeht RRCBPHING t65Sald CORHERT Bfe G LAGhR! e tEN oPGhe
including: a receiving unit arranged to receive a l'icense ticket as
r el evantreGejMed heonsattiegeet,ndi cating a part of the usage right -47 25
July 2005 ent,i u : : J r ged to
cont rsgl usagg}i’ g%@ﬁ"e%ﬂgg’net Eﬁhta@ggF ﬁﬁ%&’%‘&ﬁﬁg’?ﬁﬁpgﬁét oerJchllFJlls)F'slg(;"ﬁek tﬁ@g}ht
i ndi cat eseorert devicedsi updatedebye deckemeriimgesaich parti o thieghisage
i nformati.on,bein nder, the coptral of.th server,.device is ated by
decr emertight MTGaan: ot e (ba8ee HaE mBRUatos Hicdhes HEERLCR PYie
when thegéheemssiticket is generated. 10 23. The termi nal device according
to Caim?22 that further includes a decryption unit arranged to decrypt a
license ticket received fromthe receiving unit, wherein the content usage
contyiol 231 t Tife SEAMRLI L ACKABLT HccobaRdg. b | OMIRNIEN! tRgECTdIRL O the
usage right indicated on the 15 li1cense Ticket decrypted. 24. The term nal
devi ce dbehidengat sletiryiptiae, unit arranged to decrypt a license ticket

received from the receiving unit,
wherein the content usage control unit is arranged to control
usage of the content according to the usage right indicated on the
15 license ticket decrypted.

24. The terminal device according to Claim 22,
wherein the content usage control unit is arranged to decide
whether the license ticket allows further usage of the content after
20 the content has been used, and to delete the license ticket if it does
not allow.

25. The terminal device according to Claim 24 further including a
detachable external recordable media,

25 wherein the content usage control unit is arranged to store a

| license ticket to the external recordable media if the license ticket
before using the content and the license ticket after using the
content that permits further usage of the content allow to move the
content.

30
26. The terminal device according to Claim 25 further including a
decision unit arranged to decide whether the external recordable
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wherein the content usage control unit is arranged to deciZfeJubhePRer the
license ticket allows further usage of the content after 20 the content
has been used, and to delete the license ticket if it does not allow 25.
The term nal device according to Claim24 further including a detachable
external recordable nedia, 25 wherein the content usage control unit is
arranged to store a license ticket to the external recordable nedia if the
| icense ticket before using the content and the license ticket after using
the conmediat babneetedtto fthet teurmmalgeiewﬁceﬁs equu;mpedavlrvhtdwa comgvel t he
content. & Eﬁ The Q_ m nal deV| C accorgi n'? [c@ 5 further ntcl udi ng
a deci VB GRPF SOPURIBqUFBIGOf dE EPRERD RCcarding, 0, USagaEIdt . 45 25

July 200Gqdisgted grpRRedieshé® tidkeett erm nal device is equipped with a
control unit that controls usage of the content .accor di ng to usage right

i ndi cat ed on WRer¢intRgeContRiat USﬁfﬂ,ﬂ Sontrak Wyhtisnarmadudid donskere @it is
arr angedjdén&d ot Kk@ 5 P' 'tﬁ%”séxﬁérﬁ‘é‘?t r?é’o%‘ﬁb@“ b ruﬁcﬂ’ié'a@x% PRela i f
the external recordable nmedia i1s verified to 1nc u e contro unit. 27.
The t er nigcgrdableomediadsdveigfied © aneluse thﬁe@@mtrqlhmléont ent usage

control unit is arranged to convert (o0 the Iicense ticket into content
control information in a different format if the external recordable nedia
is verif22d ridie ternminkblidievibe acootding tm'(lialrﬁSZGA content usage
managenent net hod for rmnal deyice that

e o SOk SRt LRRaEs OReraRuiyt &5 Btang LS ScOREEte ¢ hat

I's gpr angrd n@.-ﬁ@élaﬂ@kéﬁanﬁoofcoritaﬁtceamﬁé| ITAfé AR atRIAN itala deMfeemti a a
transmi ssion line, including: a ri i nformati on menor steP carrled out
at the Jormakif the external recordab e medla is verified not to include the

control unit.

28. A content usage management method for a system including
15 a terminal device that is arranged to use a content as a digital

--production-and a-server device that is arranged to-manage usage of ...

the content in the terminal device via a transmission line,
including:
a right information memory step, carried out at the service
20 device, to memorize right information related to a usage right of
the content entitled to a user who uses the terminal device,
characterized in that it further includes:
a license ticket issuance step, carried out at the server device,
to generate a license ticket as relevant right information indicating
25 a part of the usage right entitled to the user based on a request
from the user by extracting said part of the usage right from the
entire right information, wherein when the license ticket is
generated, the entire right information is updated by decrementing
said part of the usage right indicated by the license ticket;
30 a receiving step, carried out at the terminal device, to receive
a license ticket sent from the server device to the terminal device;
and
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20 device, to menorize right information related to a usag®® JRE20805 t he
content entitled to a user who uses the term nal device, characterized in
that it further includes: a |license ticket issuance step, carried out at
the server device, to generate a license ticket as relevant right
information indicating 25 a part of the usage right entitled to the user
based on a request fromthe user by extracting said part of the usage right
fromthe entire right information, wherein when the license ticket is
gener at ed, tle eohtemrt rlugdilgei rtrbmtrrgt i step,s Gwdﬁﬁdadobg dectlegetéimgnabai d
art of the. us ri ndi cat y cense Iicket ecei ving

gt ep, calfYiEf: o CQﬂf%’e“?@gﬁ\ ‘Hﬁ?hﬁe?ﬁ?%en'i QCF@Egﬁ%toang%cBﬁgé &t sent
from t heusggeatighevharcdted be ties Nidedsedeickes; recaided? 25 July 2005 a
content usage control step, carried out at the term nal device, to control
usage of the content according to said part of the wusage ri ght |nd| cated

on t lpgen | ,:Hélen et hod
acco?’gl n29 Sﬁl%l %&fﬁgeﬁte\f}ﬁéeér’i@ m%r?e&z% |tgﬁ§gﬂ{) Eesrss nce step, t he
server jce is operable to acquire a request fromthe user that

P once o Bharefl, Itk BR8N REAIEKER aSS UG b st M€ 'sardt, dev e
Ceruer Jsmpge?ﬁmmq'gm bsa @%Shﬁf%ﬁ?e?sﬁﬁ?ﬁh?ﬁ‘cﬁmm éfﬁ?ﬁfﬁafﬂ 2
Govl oo (G ERE; YSpde ERihi Rl NS Ra SNT L dfrarate aolicenst "and a
server dgwkee ddrraéspénanﬁget@ ‘Ehéoréq’ﬁé?,?' anTRE8 Sndhehe At iticitdie

term nal device via a transm ssion |ine,” the conmputer program package
havi ng docEh@Fesmipabglemiceo carry out functions as the server device, and
including the follow ng functions: 20 a right information nenory function
for nmenorizing entire

30. A computer program package for use at a server device in a

content usage management system including a terminal device that
15 is operable to use a content as a digital production, and a server

terminal device via a transmission line, the computer program
package having a computer program to carry out functions as the
server device, and including the following functions:
20 a right information memory function for memorizing entire
right information related to a usage right of the content entitled to
a user using the terminal device; and
a license ticket issuance function for generating a license
ticket based on a request from the user as relevant right
25 information indicating a part of the usage right entitled to the user,
and for sending the license ticket to the terminal device,
wherein when the license ticket is generated, the entire
right information is updated by decrementing said part of the usage
right indicated by the license ticket.
30
31. A computer program package for use at a terminal device in a
~content usage management system including a terminal
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right information related to a usage right of the content Zndly €80po  a
user using the termnal device; and a license ticket issuance function for
generating a license ticket based on a request fromthe user as rel evant
right 25 information indicating a part of the usage right entitled to the
user, and for sending the license ticket to the termnal device, wherein
when the license ticket is generated, the entire right information is
updat ed by decrenenting said part of the usage right indicated by the

| i cense devicet tha3p i8S bpekabdertot aseps aprei@ntass agdidival yaedaiction eanidnal

device in a_content u .rmanage t . systemincludin termnal  -50 2
Jul'y 200% SQE¥SY cASYIRg tNAt dscPRRTaDI% theoatIntisngead! s gPrgent in
product iteis ta@pthinal REViEE JRY iCerdMemisSicePeinRl! ehé T oeiputer peegcadf the
content in the termnal device via a transm ssion |ine, the conputer

pr ogr am PHHAGYBKINh@ £OFBRYEEEIDIATGANA CaghYr QUERUNGEIRRS s the the 5

ter monal i dendel A ELIAIRG £ FBNOMIEUAGEABRS; @ T ecei Vi ng

funciion for receiving a license as relevan right information

~ “indicating aapaecedfinghfunstiga fogmeceiving e licensaudirketand belevardnt

o oai o ThapE ToFeftht i UG nabElk 4 Be ta 98 riaRcBRHERA 38°E, Chct

. wher ei n @en;randi ght information being under the control of the server

byt ho | conél CONLREE raae: renitdchuicBPaKEr Contigifis ceade. obdhess sul y
20030 ARPHARt Sesdeding t898aiRHaeBNithay Sis@BeartKOThEitatdeRdh the
received license ticket,
wherein entire right information being under the control of the
server device is updated by decrementing said part of the usage
right indicated by the license ticket when the license ticket is
15 generated.
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Management Method 5 A content usage managenent system 1 t 3 JedsgP0Ses a
user termnal 200a using a content as a digital production and a server
100 managi ng usage of the content in the user termnal 200a over a
conmmruni cati on network 300; wherein the sever 100 io includes a user right
i nformati on DB 120 that nenorizes ri {MSTRAGIati on regarding a usage
right of the content entitled to a user who uses the term nal 200a and a
content information generation unit 170 that generates LT which is right
information i ndiCattierg. dspget Meghagagent §httent andeContenbd)sasge based
upon a is request fromthe user ﬁnd that s ngs ihe LT to the sever term nal
200a; and the user terminal 200aMAHEAQRIBE cation unit that
receivessthe LT sent fromthe server 100 and a license information
processi ng unit 260 that controls usage of the content according to the
usage right indi cat edrdenthesagecimanagemeaentrsystam4l- ghat comprises a

user terminal 200a using a content as a digital production and a
server 100 managing usage of the content in the user terminal
200a over a communication network 300; wherein the sever 100

- 10 includes a user right information DB 120 that memorizes right
information regarding a usage right of the content entitled to a

user who uses the terminal 200a and a content information
generation unit 170 that generates LT which is right information
indicating a part of usage right entitled to the user based upon a

15 ' request from the Liser and that sends the LT to the sever terminal
200a; and the user terminal 200a includes a communication unit

that receives the LT sent from the server 100 and a license

~ information processing unit 260 that controls usage of the content
according to the usage right indicated on the received LT.

20
Figure 4
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