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Technical Field
[0002] The present application relates to the technical field of network communication, and
in particular to an encrypted communication method, apparatus, device and medium.
Background
[0003] In the Internet, the network transport layer protocol generally uses the Transmission
Control Protocol (Transmission Control Protocol/Internet Protocol, TCP/IP), and all data of
the transport layer such as TCP, User Datagram Protocol (UDP) and other transport layer
protocols are directly encapsulated into IP data packets for transmission.
[0004] When data is transmitted in a network layer using the TCP/IP protocol, an attacker
can spoof the target host through the IP address, to carry out denial of service attack, forged
TCP connection, session hijacking, hidden attack host address and the like on the target host.
For an application scenario in which a receiving party only needs to receive data or
information (one-sided communication), when an attacker masquerades as a sending party
to send an attack data packet to the receiving party through IP spoofing, because the
receiving party cannot verify the source identity of the received data packet, the receiving

party is vulnerable to attack.



[0005] When data is transmitted in a network using the TCP/IP protocol, for a scenario in
which both sides of communication need to interact, attacks on either side may cause the
two sides to be unable to communicate normally.
[0006] In view of this, how to achieve data security in the process of communication has
become an urgent technical problem to be solved.
Summary

[0007] The present application provides an encrypted communication method, apparatus,
device and storage medium, to solve problems of communication processes being easily
attacked and data transmission risks in related art.
[0008] In a first aspect, the present application provides an encrypted communication
method, applied to a first party, where the first party uses a new link protocol (NLP) stack,
and the method includes:

obtaining, by a first protocol layer of the first party, an MAC address of a second
party according to a data transmission request from an application layer, where the data
transmission request includes an NLP address of the second party; generating, by the first
protocol layer, a first temporary key pair, where the first temporary key pair includes a first
temporary public key and a first temporary private key; obtaining, by the first protocol layer,
a second temporary public key of the second party according to the first temporary public
key; generating, by the first protocol layer, a shared key according to the second temporary
public key and the first temporary private key; and determining, by the first protocol layer, a
data message, where the data message carries the MAC address of the second party and
encrypted data obtained by encrypting using the shared key, and a receiving party of the
data message is the second party.
[0009] Based on this method, data can be encrypted with a shared key to improve
communication security.
[0010] In a possible design, the obtaining, by the first protocol layer of the first party, the
MAC address of the second party according to the data transmission request from the
application layer, the data transmission request including the NLP address of the second
party, includes: determining, by the first protocol layer, the MAC address of the second
party according to the NLP address of the second party and a first corresponding
relationship, the first corresponding relationship including a corresponding relationship

between the NLP address of the second party and the MAC address of the second party.
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[0011] In a possible design, the obtaining, by the first protocol layer of the first party, the
MAC address of the second party according to the data transmission request from the
application layer, the data transmission request including the NLP address of the second
party, includes: generating, by the first protocol layer, an address resolution request
message, where a source address of the address resolution request message is an NLP
address of the first party, a destination address of the address resolution request message is
the NLP address of the second party, the address resolution request message includes the
MAC address of the first party and a first signature, the first signature is generated based on
a first private key of the first party, and the NLP address of the first party is a public key
corresponding to the first private key; obtaining, by the first protocol layer, a first response
message from the second party, where the first response message is a response message
corresponding to the address resolution request message, a source address of the first
response message is the NLP address of the second party, a destination address of the
response message is the NLP address of the first party, the response message includes the
MAC address of the second party and a second signature, the second signature is generated
based on a second private key of the second party, and the NLP address of the second party
is a public key corresponding to the second private key; obtaining, by the first protocol layer,
the MAC address of the second party, after the first protocol layer determines that the
second signature has been verified according to the NLP address of the second party. By
adopting this design, the first party can obtain the MAC address of the second party, so that
attackers cannot compromise communication security by forging the MAC address of the
second party, reducing communication risks.

[0012] In a possible design, the obtaining, by the first protocol layer, the second temporary
public key of the second party according to the first temporary public key, includes:
generating, by the first protocol layer, a key negotiation request message, where the key
negotiation request message includes a third signature and the first temporary public key, a
source address of the key negotiation request message is an NLP address of the first party, a
destination address of the key negotiation request message is the NLP address of the
second party, the third signature is generated based on a first private key of the first party,
and the NLP address of the first party is a public key corresponding to the first private key;
obtaining, by the first protocol layer, a second response message, where the second

response message is a response message corresponding to the key negotiation request
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message, the second response message includes a fourth signature and the second
temporary public key, a source address of the second response message is the NLP address
of the second party, a destination address of the second response message is the NLP
address of the first party, the fourth signature is generated based on a second private key of
the second party, and the NLP address of the second party is a public key corresponding to
the second private key; determining, by the first protocol layer, the shared key according to
the first temporary private key and the second temporary public key, after the first protocol
layer determines that the fourth signature has been verified according to the NLP address of
the second party. By adopting this design, the key negotiation message is used to negotiate
the shared key used by both parties in the communication process, which can prevent the
shared key from being illegal stolen and improve the communication security of both parties.
[0013] In a second aspect, the present application provides an encrypted communication
method, applied to a second party, where the second party uses a new link protocol (NLP)
stack, and the method includes: obtaining, by a second protocol layer of the second party, a
first temporary public key of a first party; generating, by the second protocol layer, a second
temporary key pair, where the second temporary key pair includes a second temporary
public key and a second temporary private key; generating, by the second protocol layer, a
shared key according to the first temporary public key and the second temporary private
key; generating, by the second protocol layer, a message carrying the second temporary
public key, where a receiving party of the message is the first party, and the second
temporary public key is used for the first party to generate the shared key; and decrypting,
by the first protocol layer, encrypted data carried in a data message according to the shared
key, where a sending party of the data message is the first party, and the data message
further carries an MAC address of the second party.

[0014] In a possible design, the obtaining, by the second protocol layer of the second party,
the first temporary public key of the first party, includes: obtaining, by the second protocol
layer of the second party, a key negotiation request message from the first party, where the
key negotiation request message includes a third signature and the first temporary public
key, a source address of the key negotiation request message is an NLP address of the first
party, a destination address of the key negotiation request message is an NLP address of the
second party, the third signature is generated based on a first private key of the first party,

and the NLP address of the first party is a public key corresponding to the first private key.
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[0015] In a possible design, the generating, the second protocol layer, the second
temporary key pair, includes: generating, the second protocol layer, the second temporary
key pair, after the second protocol layer determines that the third signature has been
verified according to the NLP address of the first party.

[0016] In a possible design, the generating, by the second protocol layer, the message
carrying the second temporary public key, includes: generating, by the second protocol layer,
a second response message, where the second response message is a response message
corresponding to the key negotiation request message, the second response message
includes a fourth signature and the second temporary public key, a source address of the
second response message is the NLP address of the second party, a destination address of
the second response message is the NLP address of the first party, the fourth signature is
generated based on a second private key of the second party, and the NLP address of the
second party is a public key corresponding to the second private key.

[0017] In a possible design, the method further includes: receiving, by the second protocol
layer, an address resolution request message from the first party, where a source address of
the address resolution request message is an NLP address of the first party, a destination
address of the address resolution request message is an NLP address of the second party,
the address resolution request message includes an MAC address of the first party and a
first signature, the first signature is generated based on a first private key of the first party,
and the NLP address of the first party is a public key corresponding to the first private key;
generating, by the second protocol layer, a first response message, where the first response
message is a response message corresponding to the address resolution request message, a
source address of the first response message is the NLP address of the second party, a
destination address of the response message is the NLP address of the first party, the
response message includes the MAC address of the second party and a second signature,
the second signature is generated based on a second private key of the second party, and
the NLP address of the second party is a public key corresponding to the second private key.
[0018] In a third aspect, the present application provides a communication method, applied
to a first party, where the first party uses a new link protocol (NLP) stack, and the method
includes: sending, by the first party, an address resolution request message, to a second
party, where a source address of the address resolution request message is an NLP address

of the first party, a destination address of the address resolution request message is an NLP

5



address of the second party, the address resolution request message includes an MAC
address of the first party and a first signature, the first signature is generated based on a
first private key of the first party, and the NLP address of the first party is a public key
corresponding to the first private key; receiving, by the first party, a first response message
from the second party, where the first response message is a response message
corresponding to the address resolution request message, a source address of the first
response message is the NLP address of the second party, a destination address of the
response message is the NLP address of the first party, the first response message includes
an MAC address of the second party and a second signature, the second signature is
generated based on a second private key of the second party, and the NLP address of the
second party is a public key corresponding to the second private key; storing, by the first
party, a corresponding relationship between the NLP address of the second party and the
MAC address of the second party, after determining that the second signature has been
verified according to the NLP address of the second party.

[0019] Based on this method, the MAC addresses of both communication parties are
resolved according to NLP addresses/public keys, which can cope with ARP spoofing and
related middle attacks and denial of service attacks, ensuring network communication
security.

[0020] In a possible design, the method further includes: generating, by the first party, the
first private key randomly; generating, by the first party, the public key corresponding to the
first private key through elliptic curve cryptography according to the first private key; using,
by the first party, the public key corresponding to the first private key as the NLP address of
the first party.

[0021] By adopting this design, an NLP address can be determined for each communication
device, improving device recognition.

[0022] In a possible design, the address resolution request message is a VNET Address
Resolution Protocol (VARP) message, and the method further includes: encrypting, by the
first party, to-be-signed content in the address resolution request message according to the
first private key, to obtain the first signature.

[0023] By adopting this design, a label can be determined for communication, allowing the
receiving device to verify communication security based on the label and improve

communication reliability.



[0024] In a possible design, the to-be-signed content includes a time stamp, and the time
stamp is used for verifying timeliness of the address resolution request message.

[0025] By adopting this design, the demand for data timeliness in different scenarios can be
met.

[0026] In a possible design, before the first party sends the address resolution request
message to the second party, the method further includes: determining, by the first party,
that the MAC address of the second party is not stored in a neighbor list, where the
neighbor list is used for storing a corresponding relationship between an NLP address and
an MAC address of a communication device communicating with the first party.

[0027] By adopting this design, an existing neighbor list can be queried and unnecessary
communication links can be skipped appropriately to avoid wasting system resources.
[0028] In a fourth aspect, the present application provides a communication method,
applied to a second party, where the second party uses a new link protocol (NLP) stack, and
the method includes: receiving, by the second party, an address resolution request message
from a first party, where a source address of the address resolution request message is an
NLP address of the first party, a destination address of the address resolution request
message is an NLP address of the second party, the address resolution request message
includes an MAC address of the first party and a first signature, the first signature is
generated based on a first private key of the first party, and the NLP address of the first
party is a public key corresponding to the first private key; sending, by the second party, a
first response message, after determining that the first signature has been verified
according to the NLP address of the first party, where the first response message is a
response message corresponding to the address resolution request message, a source
address of the first response message is the NLP address of the second party, a destination
address of the response message is the NLP address of the first party, the first response
message includes an MAC address of the second party and a second signature, the second
signature is generated based on a second private key of the second party, and the NLP
address of the second party is a public key corresponding to the second private key.

[0029] In a possible design, the method further includes: generating, by the second party,
the second private key randomly; generating, by the second party, the public key

corresponding to the second private key through elliptic curve cryptography according to



the second private key; using, by the second party, the public key corresponding to the
second private key as the NLP address of the second party.
[0030] In a possible design, the first response message is a VNET Address Resolution
Protocol (VARP) message, and the method further includes: encrypting, by the second party,
to-be-signed content in the first response message according to the second private key, to
obtain the first signature. In a possible design, the to-be-signed content includes a time
stamp, and the time stamp is used for verifying timeliness of the first response message.
[0031] In a fifth aspect, the present application provides a method for source address
authentication, applied to a sending party, where the sending party uses a new link protocol
(NLP) stack, and the method includes:

encapsulating a signature of the sending party, an NLP source address, to-be-sent
data, a serial number for preventing replay attack and an NLP destination address into an
NLP data packet; where the signature of the sending party is generated using a sending
party private key of the sending party, the NLP destination address is a receiving party
public key of a receiving party, the NLP source address is a sending party public key of the
sending party, and the receiving party uses a new link protocol (NLP) stack; sending the NLP
data packet to the receiving party, for the receiving party to verify the signature of the
sending party using the signature of the sending party, and record the serial number based
on that the verification is passed, and obtain the to-be-sent data.
[0032] Based on this method, by carrying an NLP source address and a signature of a
sending party that can verify an identity of the sending party and a serial number for
preventing replay attack in an NLP data packet of the sending party, a receiving party can
directly verify the NLP source address based on the received NLP data packet. The method
for source address authentication has characteristics of decentralized self-authentication
and other-authentication, non-repudiation of the sending party, and preventing DDOS
attacks. In addition, whether the NLP data packet is a data packet for replay attack is
verified. When any verification fails, the NLP data packet is discarded, which can effectively
resist replay attacks of directly copied packets while preventing IP address spoofing,
improving the security of the receiving party. When being applied in unilateral
communication with high timeliness requirements, the receiving party can have high

timeliness and high network security simultaneously.



[0033] In a possible design, before encapsulating the signature of the sending party, the NLP
source address, the to-be-sent data, the serial number for preventing replay attack and the
NLP destination address into the NLP data packet, the method further includes: generating
the sending party private key randomly, and generating the sending party public key based
on an asymmetric encryption algorithm and the sending party private key.

[0034] In a possible design, the encapsulating the signature of the sending party, the NLP
source address, the to-be-sent data, the serial number for preventing replay attack and the
NLP destination address into the NLP data packet, includes: obtaining the NLP destination
address and the to-be-sent data from the data transmission request; resolving the NLP
destination address obtain a receiving party physical address of a receiving party; encrypting
partial header information at least including a serial number and a random number in the
NLP data packet by using the sending party private key, to obtain the signature of the
sending party; encapsulating the signature of the sending party, the NLP source address, a
sending party physical address of the sending party, the NLP destination address, the
receiving party physical address, and the to-be-sent data into the NLP data packet.

[0035] In a possible design, a plurality of serial numbers in a plurality of data packets sent
continuously from the sending party to the receiving party are set in an ascending order.
[0036] In a possible design, the serial number includes a time stamp.

[0037] In a sixth aspect, the present application provides a method for source address
authentication, applied to a receiving party, where the receiving party uses a new link
protocol (NLP) stack, and the method includes: receiving an NLP data packet sent from a
sending party; where the NLP data packet is obtained by encapsulating a signature of the
sending party, an NLP source address, to-be-sent data, a serial number for preventing replay
attack and an NLP destination address, the signature of the sending party is generated using
a sending party private key of the sending party, the NLP destination address is a receiving
party public key of the receiving party, the NLP source address is a sending party public key
of the sending party, and the sending party uses the NLP stack; obtaining the NLP source
address, the signature of the sending party and the serial number from the NLP data packet;
verifying authenticity and non-repeatability of a source of the NLP data packet based on the
NLP source address, the signature of the sending party and the serial number, storing the
serial number and obtaining the to-be-sent data based on that the verification passes, and

discarding the NLP data packet based on that the verification fails.
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[0038] In a possible design, the verifying the authenticity and non-repeatability of the
source of the NLP data packet based on the NLP source address, the signature of the
sending party and the serial number, includes: verifying the signature of the sending party
by using the NLP source address, and determining that the source of the NLP data packet is
the sending party based on that the verification is successful; determining whether the
serial number for preventing replay attack is greater than a serial number in an NLP data
packet previously received from the sending party, and determining that the NLP data
packet is not repetitive based on that the serial number is greater than the serial number in
the NLP data packet previously received.

[0039] In a seventh aspect, the present application provides a communication method,
applied to a first party, where the first party uses a new link protocol (NLP) stack, and the
method includes: generating a key negotiation message including a first signature, a first
NLP address, and a first temporary public key according to a data transmission request;
where the key negotiation message is used for identity authentication and key exchange
between the first party and a second party, the first signature is generated based on a first
private key of the first party, and the first NLP address is a first public key of the first party;
sending the key negotiation message to the second party, for the second party to verify an
identity of the first party by using the first signature and the first NLP address, store a first
temporary public key after the verification is successful, and generate a response message
including a second signature, a second NLP address and a second temporary public key;
where the second signature is generated based on a second private key of the second party,
the second NLP address is a second public key of the second party, the second party also
uses the NLP stack; receiving the response message, verifying an identity of the second
party by using the second signature and the second NLP address, calculating a first
temporary private key corresponding to the first temporary public key and a second
temporary public key according to elliptic curve Diffie-Hellman key exchange (ECDH) to
obtain a shared key after the verification is successful, and using the shared key for
encrypted transmission of data during data interaction with the second party.

[0040] Based on this method, according to the NLP stack, communication security can be
improved.

[0041] In a possible design, before generating the key negotiation message including the

first signature, the first NLP address and the first temporary public key, the method further
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includes: generating a first temporary key pair according to the ECDH; using a public key in
the first temporary key pair as the first temporary public key; using a private key in the first
temporary key pair as the first temporary private key.

[0042] In a possible design, before generating the key negotiation message including the
first signature, the first NLP address and the first temporary public key, the method further
includes: generating the first private key randomly, and generating the first public key by
using an asymmetric encryption algorithm and the first private key.

[0043] In a possible design, the generating the key negotiation message including the first
signature, the first NLP address and the first temporary public key, includes: obtaining a
second NLP address from the data transmission request; resolving the second NLP address
to obtain a second physical address of the second party; encrypting partial header
information at least including the first temporary public key and a time stamp in the key
negotiation message by using the first private key, to obtain the first signature; where the
time stamp is used for verifying timeliness of the key negotiation message; encapsulating
the first signature, the first NLP address, the first physical address of the first party, the
second NLP address, the second physical address, and the first temporary public key into the
key negotiation message.

[0044] In a possible design, the partial header information includes an NLP basic header and
an NLP extension header of the key negotiation message; or, a partial header in the NLP
basic header and the NLP extension header.

[0045] In a possible design, the verifying the identity of the second party by using the
second signature and the second NLP address, includes: verifying the second signature by
using the second NLP address; determining that the identity of the second party is verified
successfully based on that the verification is successful; determining that the verification of
the identity of the second party fails, and discarding the response message, based on that
the second signature fails to be verified by using the second NLP address.

[0046] In a possible design, the using the shared key for encrypted transmission of data
during data interaction with the second party, includes: obtaining to-be-transmitted data
from the data transmission request when sending the to-be-transmitted data to the second
party; encrypting the to-be-transmitted data by using a symmetric encryption algorithm
with a characteristic of Authenticated Encryption with Associated Data (AEAD) and the

shared key, to obtain encrypted to-be-transmitted data; where the to-be-transmitted data is
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multilayer data above a network layer in the NLP stack of the first party; encapsulating the
encrypted to-be-transmitted data into a first NLPSec message, and sending the first NLPSec
message to the second party; after receiving a second NLPSec message sent from the
second party, decrypting and checking for integrity of the encrypted data in the second
NLPSec message using the symmetric encryption algorithm and the shared key, and
transmitting the decrypted data to a transport layer in the NLP stack of the first party for
processing after the check is successful.

[0047] In an eighth aspect, the present application further provides a communication
apparatus for implementing the method in the first aspect and any possible implementation
thereof.

[0048] In a possible implementation, the apparatus includes: an MAC address obtaining
module, configured to obtain an MAC address of a second party according to a data
transmission request from an application layer, where the data transmission request
includes an NLP address of the second party.

[0049] In a possible implementation, the apparatus includes: a key generating module,
configured to generate a first temporary key pair, where the first temporary key pair
includes a first temporary public key and a first temporary private key.

[0050] In a possible implementation, the key generating module is further configured to
obtain a second temporary public key of the second party according to the first temporary
public key, and generate a shared key according to the second temporary public key and the
first temporary private key.

[0051] In a possible implementation, the apparatus includes: a determining module,
configured to determine a data message, where the data message carries the MAC address
of the second party and encrypted data obtained by encrypting using the shared key, and a
receiving party of the data message is the second party.

[0052] In a ninth aspect, the present application further provides a communication
apparatus for implementing the method in the second aspect and any possible design
thereof.

[0053] In a possible implementation, the apparatus includes: an obtaining module,

configured to obtain a first temporary public key of a first party.
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[0054] In a possible implementation, the apparatus includes: a key generating module,
configured to generate a second temporary key pair, where the second temporary key pair
includes a second temporary public key and a second temporary private key.

[0055] In a possible implementation, the key generating module is further configured to
generate a shared key according to the first temporary public key and the second temporary
private key.

[0056] In a possible implementation, the apparatus includes: a message generating module,
configured to generate a message carrying the second temporary public key, where a
receiving party of the message is the first party, and the second temporary public key is
used for the first party to generate the shared key.

[0057] In a possible implementation, the apparatus includes: a decrypting module,
configured to decrypt encrypted data carried in a data message according to the shared key,
where a sending party of the data message is the first party, and the data message further
carries an MAC address of the second party.

[0058] In a tenth aspect, the present application further provides a communication
apparatus, applied to a first party, where the first party uses a new link protocol (NLP) stack.
[0059] In a possible implementation, the apparatus includes: a message sending module,
configured to send an address resolution request message, where a source address of the
address resolution request message is an NLP address of the first party, a destination
address of the address resolution request message is an NLP address of a second party, the
address resolution request message includes an MAC address of the first party and a first
signature, the first signature is generated based on a first private key of the first party, and
the NLP address of the first party is a public key corresponding to the first private key.
[0060] In a possible implementation, the apparatus includes: a message receiving module,
configured to receive a first response message from the second party, where the first
response message is a response message corresponding to the address resolution request
message, a source address of the first response message is the NLP address of the second
party, a destination address of the response message is the NLP address of the first party,
the first response message includes an MAC address of the second party and a second
signature, the second signature is generated based on a second private key of the second
party, and the NLP address of the second party is a public key corresponding to the second

private key.
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[0061] In a possible implementation, the apparatus includes: a storing module, configured
to store a corresponding relationship between the NLP address of the second party and the
MAC address of the second party, after determining that the second signature has been
verified according to the NLP address of the second party.

[0062] In an eleventh aspect, the present application further provides a communication
apparatus, applied to a second party, where the second party uses a new link protocol (NLP)
stack.

[0063] In a possible implementation, the apparatus includes: a message receiving module,
configured to receive an address resolution request message from a first party, where a
source address of the address resolution request message is an NLP address of the first
party, a destination address of the address resolution request message is an NLP address of
the second party, the address resolution request message includes an MAC address of the
first party and a first signature, the first signature is generated based on a first private key of
the first party, and the NLP address of the first party is a public key corresponding to the
first private key.

[0064] In a possible implementation, the apparatus includes: a message sending module,
configured to send a first response message, after determining that the first signature has
been verified according to the NLP address of the first party, where the first response
message is a response message corresponding to the address resolution request message, a
source address of the first response message is the NLP address of the second party, a
destination address of the response message is the NLP address of the first party, the first
response message includes an MAC address of the second party and a second signature, the
second signature is generated based on a second private key of the second party, and the
NLP address of the second party is a public key corresponding to the second private key.
[0065] In a twelfth aspect, the present application further provides a communication
apparatus for implementing the method in the third aspect and any possible design thereof.
[0066] In a possible implementation, the apparatus includes: a message sending module,
configured to send an address resolution request message, where a source address of the
address resolution request message is an NLP address of the first party, a destination
address of the address resolution request message is an NLP address of a second party, the

address resolution request message includes an MAC address of the first party and a first
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signature, the first signature is generated based on a first private key of the first party, and
the NLP address of the first party is a public key corresponding to the first private key.
[0067] In a possible implementation, the apparatus includes: a message receiving module,
configured to receive a first response message from the second party, where the first
response message is a response message corresponding to the address resolution request
message, a source address of the first response message is the NLP address of the second
party, a destination address of the response message is the NLP address of the first party,
the first response message includes an MAC address of the second party and a second
signature, the second signature is generated based on a second private key of the second
party, and the NLP address of the second party is a public key corresponding to the second
private key.

[0068] In a possible implementation, the apparatus includes: a storing module, configured
to store a corresponding relationship between the NLP address of the second party and the
MAC address of the second party, after determining that the second signature has been
verified according to the NLP address of the second party.

[0069] In a thirteen aspect, the present application further provides a communication
apparatus for implementing the method in the fourth aspect and any possible design
thereof.

[0070] In a possible implementation, the apparatus includes: a message receiving module,
configured to receive an address resolution request message from a first party, where a
source address of the address resolution request message is an NLP address of the first
party, a destination address of the address resolution request message is an NLP address of
the second party, the address resolution request message includes an MAC address of the
first party and a first signature, the first signature is generated based on a first private key of
the first party, and the NLP address of the first party is a public key corresponding to the
first private key.

[0071] In a possible implementation, the apparatus includes: a message sending module,
configured to send a first response message, after determining that the first signature has
been verified according to the NLP address of the first party, where the first response
message is a response message corresponding to the address resolution request message, a
source address of the first response message is the NLP address of the second party, a

destination address of the response message is the NLP address of the first party, the first
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response message includes an MAC address of the second party and a second signature, the
second signature is generated based on a second private key of the second party, and the
NLP address of the second party is a public key corresponding to the second private key.
[0072] In a fourteenth aspect, the present application further provides an apparatus for
source address authentication for implementing the method in the fifth aspect and any
possible design thereof.

[0073] In a possible implementation, the apparatus includes: an encapsulating unit,
configured to encapsulate a signature of the sending party, an NLP source address, to-be-
sent data, a serial number for preventing replay attack and an NLP destination address into
an NLP data packet according to a data transmission request; where the signature of the
sending party is generated using a sending party private key of the sending party, the NLP
destination address is a receiving party public key of a receiving party, the NLP source
address is a sending party public key of the sending party, and the receiving party uses a
new link protocol (NLP) stack

[0074] In a possible implementation, the apparatus includes: a sending unit, configured to
send the NLP data packet to the receiving party, for the receiving party to verify the
signature of the sending party using the NLP source address, and record the serial number
based on that the verification is passed, and obtain the to-be-sent data.

[0075] In a possible implementation, the apparatus further includes: a generating unit
configured to: generate the sending party private key randomly; generate the sending party
public key based on an asymmetric encryption algorithm and the sending party private key.
[0076] In a possible implementation, the encapsulating unit is further configured to obtain
the NLP destination address and the to-be-sent data from the data transmission request;
resolve the NLP destination address to obtain a receiving party physical address of the
receiving party; encrypt partial header information at least including the serial number and
a random number in the NLP data packet by using the sending party private key, to obtain
the signature of the sending party; encapsulate the signature of the sending party, the NLP
source address, the sending party physical address of the sending party, the NLP destination
address, the receiving party physical address and the to-be-sent data into the NLP data

packet.
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[0077] In a possible implementation, a plurality of serial numbers in a plurality of data
packets continuously sent from the sending party to the receiving party are set in an
ascending order.

[0078] In a possible implementation, the serial number includes a time stamp.

[0079] In a fifteenth aspect, the present application further provides an apparatus for
source address authentication for implementing the method in the sixth aspect and any
possible design thereof.

[0080] In a possible implementation, the apparatus includes: a receiving unit, configured to
receive an NLP data packet sent from a sending party; where the NLP data packet is
obtained by encapsulating a signature of the sending party, an NLP source address, to-be-
sent data, a serial number for preventing replay attack and an NLP destination address, the
signature of the sending party is generated using a sending party private key of the sending
party, the NLP destination address is a receiving party public key of the receiving party, the
NLP source address is a sending party public key of the sending party, and the sending party
also uses a new link protocol (NLP) stack.

[0081] In a possible implementation, the apparatus includes: an obtaining unit, configured
to obtain the NLP source address, the signature of the sending party and the serial number
from the NLP data packet.

[0082] In a possible implementation, the apparatus includes: a verifying unit, configured to
verify authenticity and non-repeatability of a source of the NLP data packet based on the
NLP source address, the signature of the sending party and the serial number, store the
serial number and obtain the to-be-sent data based on that the verification passes, and
discard the NLP data packet based on that the verification fails.

[0083] In a possible implementation, the verifying unit is further configured to verify the
signature of the sending party using the NLP source address, determine that a source of the
NLP data packet is the sending party based on that the verification is successful; determine
whether the serial number for preventing replay attack is greater than a serial number in an
NLP data packet previously received from the sending party, determine that the NLP data
packet is not repetitive based on that the serial number for preventing replay attack is
greater than the serial number in the NLP data packet previously received.

[0084] In a sixteenth aspect, the present application further provides a communication

apparatus, applied to a first party.
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[0085] In a possible implementation, the apparatus includes: a generating unit, configured
to generate a key negotiation message including a first signature, a first NLP address and a
first temporary public key according to a data transmission request; where the key
negotiation message is used for identity authentication and key exchange between the first
party and the second party, the first signature is generated based on a first private key of
the first party, and the first NLP address is a first public key of the first party.

[0086] In a possible implementation, the apparatus includes: a verifying unit, configured to
send the key negotiation message to the second party, for the second party to verify an
identity of the first party by using the first signature and the first NLP address, store a first
temporary public key after the verification is successful, and generate a response message
including a second signature, a second NLP address and a second temporary public key;
where the second signature is generated based on a second private key of the second party,
the second NLP address is a second public key of the second party, the second party also
uses the NLP stack.

[0087] In a possible implementation, the apparatus includes: a transmission unit, configured
to receive the response message, verify an identity of the second party by using the second
signature and the second NLP address, calculate a first temporary private key corresponding
to the first temporary public key and a second temporary public key according to elliptic
curve Diffie-Hellman key exchange (ECDH) to obtain a shared key after the verification is
successful, and use the shared key for encrypted transmission of data during data
interaction with the second party.

[0088] In a seventeenth aspect, the present application further provides a computer-
readable storage medium, storing a computer program or instruction thereon, where the
computer program or instruction, when being run on a computer, enable the computer to
implement the methods described in the first to seventh aspects and any possible
implementation thereof.

[0089] In a eighteenth aspect, the present application further provides a chip including a
processor and may further include a memory, where the processor is coupled with the
memory for executing a computer program or instruction stored in the memory, enabling
the chip to implement the methods described in the first or seventh aspect and any possible

implementation thereof.
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Brief Description of Figures
[0090] In order to illustrate technical solutions in embodiments of the present application
more clearly, accompanying drawings that need to be used in describing embodiments will
be introduced below briefly. Obviously the accompanying drawings described below are
only some embodiments of the present application, and other accompanying drawings can
also be obtained by those ordinary skilled in the art according to these accompanying
drawings without creative labor.
[0091] FIG. 1 is a schematic diagram of an encapsulation structure of an NLP data packet
according to an embodiment of the present application;
[0092] FIG. 2 is a schematic structural diagram of an NLP basic header in an NLP data packet
according to an embodiment of the present application;
[0093] FIG. 3 is a schematic structural diagram of an NLPKey extension header according to
an embodiment of the present application;
[0094] FIG. 4 is a schematic structural diagram of an NLPSec extension header according to
an embodiment of the present application;
[0095] FIG. 5 is a schematic structural diagram of a VARP packet structure according to an
embodiment of the present application;
[0096] FIG. 6 is a schematic structural diagram of a key negotiation message according to an
embodiment of the present application;
[0097] FIG. 7 is a schematic structural diagram of an NLPSec package according to an
embodiment of the present application;
[0098] FIG. 8A is a process schematic diagram of a communication method according to an
embodiment of the present application;
[0099] FIG. 8B is a schematic process diagram of another communication method according
to an embodiment of the present application;
[00100] FIG. 8C is a schematic diagram of a modular structure of a communication
apparatus (or device) according to an embodiment of the present application;
[00101] FIG. 8D is a schematic structural diagram of a communication apparatus (or
device) in a communication method according to an embodiment of the present application;
[00102] FIG. 8E is a schematic structural diagram of a communication apparatus (or
device) in another communication method according to an embodiment of the present
application;
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[00103] FIG. 8F is a schematic structural diagram of a communication apparatus (or
device) in another communication method according to an embodiment of the present
application;
[00104] FIG. 8G is a schematic structural diagram of a communication apparatus (or
device) in another communication method according to an embodiment of the present
application;
[00105] FIG. 9A is a schematic diagram of a modular structure of another
communication apparatus (or device) according to an embodiment of the present
application;
[00106] FIG. 9B is a schematic diagram of a modular structure of another
communication apparatus (or device) according to an embodiment of the present
application;
[00107] FIG. 9C is a schematic diagram of a modular structure of another
communication apparatus (or device) according to an embodiment of the present
application;
[00108] FIG. 10 is a schematic structural diagram of a communication apparatus (or
device) in another communication method according to an embodiment of the present
application;
[00109] FIG. 11 is a schematic diagram of a modular structure of another
communication apparatus (or device) according to an embodiment of the present
application.

Detailed Description
[00110] For making objectives, technical solutions and advantages of the present
application clearer, the present application will be further clearly described below in
conjunction with accompanying drawings. Apparently, embodiments described are some
rather than all of embodiments of the present application. Based on embodiments of the
present application, all other embodiments obtained by those of ordinary skilled in the art
without making creative efforts fall within the scope of protection of the present application.
[00111] In order to improve the communication security and reduce the risk of data
transmission, embodiments of the present application provide an encrypted communication

method, apparatus, device and storage medium.
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[00112] In order for those skilled in the art to fully understand the present application,
a brief description of the NLP protocol stack is provided.
[00113] Table 1 is a schematic structural diagram of an NLP protocol stack according

to an embodiment of the present application.

Layer ID Layer name Communication protocol to be followed
Application
LAYERS For example, Hyper Text Transfer Protocol (HTTP)
layer
NLP Communication Interface (NLP Socket API)
Transport
LAYER4 TCP Transmission Protocol (TP)
layer
Public Key Address Resolution
Network
LAYER3 NLP Protocol (VNET Address
layer
Resolution Protocol, VARP)
Data link
LAYER2 Ethernet (ETH) protocol
layer
PHY Physical layer
Table 1
[00114] The NLP protocol stack is equivalent to changing the IP protocol used by the

network layer in the traditional IP protocol stack into the NLP protocol. The network address
used by both communication parties in the NLP protocol stack is an NLP address, and the
NLP address is a locally generated 32-byte public key.

[00115] Data packets generated through the NLP protocol stack are called NLP data
packets, and messages generated through the NLP protocol stack are called NLP protocol
messages.

[00116] VARP is an extension of the ARP protocol used to resolve the mapping
between NLP addresses and MAC addresses. The request and response ARP packet based
on the NLP address is referred to herein as a VARP packet. In order to achieve security and

prevent ARP spoofing, a signature is added after the VARP header, and the content of the
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signature can be first 88 bytes of the VARP header, for authentication. The signature can be
generated by encryption with the private key.
[00117] FIG. 1 is a schematic diagram of an encapsulation structure of an NLP data
packet according to an embodiment of the present application.
[00118] The NLP data packet includes an Ethernet header (occupying 14 bytes), an
NLP basic header (occupying 72 bytes), an NLP extension header (optional), a transport layer
header (the length of the occupied bytes can be set according to actual requirements, that is,
the length is not fixed), and data (the length is not fixed).
[00119] FIG. 2 is a schematic structural diagram of an NLP basic header in an NLP data
packet according to an embodiment of the present application.
[00120] The NLP basic header may include following fields:

version (occupying 1 byte), indicating the NLP protocol version used;

service (occupying 1 byte), indicating the type of service provided, similar to the ToS
field in IP;

flow label (occupying 2 bytes), marking the data flow type of the message, which can
be configured to quality service;

packet length (occupying 2 bytes), including the length of the NLP basic header, the
length of the NLP extension header, and the length of the data;

next header (occupying 1 byte), indicating the next extension header or upper layer
protocol type;

hop count (occupying 1 byte), indicating the number of times an NLP data packet is
limited to be forwarded;

NLP source address (occupying 32 bytes), indicating the NLP address of the sending
party;

NLP destination address (occupying 32 bytes), indicating the NLP address of the
receiving party.
[00121] The NLP extension header in the NLP data packet may include an NLPKey
extension header, an NLPSec extension header, and the like.
[00122] FIG. 3 is a schematic structural diagram of an NLPKey extension header
according to an embodiment of the present application.

[00123] The NLPKey extension header includes following fields:
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next header (occupying 1 byte), indicating the next extension header or upper layer
protocol type;

type (occupying 1 byte), indicating whether the NLP data packet is of the request
type or the response type, for example, the active connection party (sending party) sends a
request, and the passive connection party (receiving party) returns a response;

reserved (occupying 2 bytes), indicating a reserved position for subsequent use
when required;

time stamp (occupying 4 bytes), for confirming the timeliness of the NLP data packet;

temporary public key (occupying 32 bytes), which is temporarily generated during
the interaction between the two communication parties and is used to exchange public keys
with the opposite end, to calculate the shared key, where the temporary key pair generated
by the protocol stack includes a temporary public key, and the temporary key pair and the
shared key are bound with the opposite end;

digital signature (occupying 64 bytes), generally encrypting and signing the first 40
bytes of the extension header to authenticate identity, while also ensuring the integrity of
the content of the extension header.
[00124] FIG. 4 is a schematic structural diagram of an NLPSec extension header
according to an embodiment of the present application.
[00125] The NLPSec extension header includes:

next header (occupying 1 byte), indicating the next extension header or upper layer
protocol type;

reserved (occupying 1 byte), indicating a reserved position for subsequent use when
required;

encrypted data length (occupying 2 bytes), indicating the length of the encrypted
data;

serial number (occupying bytes), ensuring that even the same original data is
transmitted (such as retransmission), where because serial numbers are different,
ciphertext (encrypted data) is different.
[00126] FIG. 5 is a schematic structural diagram of a VARP packet structure according

to an embodiment of the present application.
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[00127] The VARP packet structure may include fields such as hardware type
(occupying 2 bytes), protocol (occupying 2 bytes), hardware address size (occupying 1 byte),
address size (1 byte), request type (2 bytes), and time stamp + signature (4 + 64 bytes).
[00128] In addition, the VARP packet structure may further include:

source MAC address (occupying 6 bytes), indicating the MAC address of the sending
party;

NLP source address (occupying 32 bytes), indicating the NLP address of the sending
party;

destination MAC address (occupying 6 bytes), indicating the MAC address of the
receiving party;

NLP destination address (occupying 32 bytes), indicating the NLP address of the
receiving party.
[00129] FIG. 6 is a schematic structural diagram of a key negotiation message
according to an embodiment of the present application.
[00130] The key negotiation message may include an Ethernet header, an NLP basic
header, and an NLPKey extension header, where the NLPKey extension header occupies 104
bytes.
[00131] FIG. 7 is a schematic structural diagram of an NLPSec package according to an
embodiment of the present application.
[00132] The NLPSec data packet refers to that an NLP extension header in the NLP
data packet is an NLPSec extension header occupying 8 bytes, a transport layer header is not
included, and data of the transport layer header is taken as a part of the data and is
encrypted together, to obtain encrypted data, where the encrypted data is to encrypt the
data above layer3 in the NLP protocol stack.
[00133] The NLPSec package may include an Ethernet header (occupying 2 bytes), an
NLP basic header (occupying 2 bytes), an NLPSec extension header (occupying 2 bytes) and
encrypted data (occupying 2 bytes).
[00134] The communication process provided by the present application will be
described below in combination with method embodiments.
[00135] FIG. 8A is a process diagram of a communication method according to an

embodiment of the present application, and the process may be performed by a first party
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and a second party. The first party may be a sending party of the encrypted data and the
second party may be a receiving party of the encrypted data.

[00136] The process includes following steps.

[00137] S101.: a first protocol layer of the first party obtains an MAC address of a
second party according to a data transmission request from an application layer, where the
data transmission request includes an NLP address of the second party.

[00138] The application layer invokes an APl interface of the first protocol layer of the
first party or other transport layer protocols, a data transmission request of an upper layer
protocol or application is received on the interface, and the data transmission request may
be configured to request sending data to the second party. The data transmission request
includes the NLP address of the second party and data content. The APl interface may be a
Socket-like interface, which is an interface that communicates based on an NLP address
rather than an IP address.

[00139] In a possible implementation, for example, the first protocol layer of the first
party determines the MAC address of the second party according to the data transmission
request. The first protocol layer of the first party determines whether a data transmission
connection between the first party and the second party exists, and if the data transmission
connection between the first party and the second party exists, S107 is performed. If the
data transmission connection between the first party and the second party does not exist,
proceed to the next step.

[00140] In the present application, a data transmission connection (referred to as a
connection for short) refers to an encrypted communication connection established
between the first party and the second party after a shared key for encrypting data is
obtained, and the connection is used for transmission of encrypted data between the first
party and the second party. During the encrypted communication between the first party
and the second party, if the sending party of the first party and the second party determines
that the connection exists, the shared key can be configured to communicate without
having to retrieve the shared key, and accordingly, the receiving party of the first party and
the second party may use the shared key for decryption of the data. Optionally, the
connection may be dropped due to, for example, a timeout in the setup time.

[00141] In another possible implementation, the first protocol layer may determine

the MAC address of the second party based on the NLP address of the second party and a
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first corresponding relationship. The first corresponding relationship includes a
corresponding relationship between NLP addresses and MAC addresses of a plurality of
devices. The plurality of devices includes, but is not limited to, a first party and/or a second
party. The first corresponding relationship may be obtained by the first protocol layer
according to historical communication records, for example, the first party records a
corresponding relationship between an NLP address and an MAC address of a counterpart
device every time the first party communicates with the device, and stores the
corresponding relationship into the first corresponding relationship. When communication
is carried out next time, the first protocol layer may query the counterpart device from the
first corresponding relationship.

[00142] In the present application, the first corresponding relationship may be stored
in the form of a neighbor list. If the first protocol layer is able to determine the MAC address
of the second party by querying the neighbor list, the shared key may be obtained according
to the MAC address of the second party, and the process of obtaining the shared key may
refer to the description in the present application.

[00143] Optionally, in the present application, both the first party and the second
party have NLP addresses. The NLP address can be determined by randomly generating a
private key (32 bytes), and then generating a public key (32 bytes) through the elliptic curve
cryptography algorithm ED25519. The generated public key is the NLP address.

[00144] Optionally, the first protocol layer may be a network layer of the first party,
or may be another protocol layer.

[00145] Optionally, the first protocol layer generates an address resolution request
message, and a source address of the address resolution request message is the NLP
address of the first party. A destination address of the address resolution request message is
the NLP address of the second party. The address resolution request message includes an
MAC address of the first party and a first signature. The first signature is generated
according to a first private key of the first party. The NLP address of the first party is a public
key corresponding to the first private key. The first protocol layer obtains a first response
message from the second party, where the first response message is a response message
corresponding to an address resolution request message. A source address of the first
response message is the NLP address of the second party. A destination address of the first

response message is the NLP address of the first party. The first response message includes
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an MAC address of the second party and a second signature, the second signature is
generated according to a second private key of the second party. The NLP address of the
second party is the public key corresponding to the second private key. The first protocol
layer obtains the MAC address of the second party after determining that the second
signature has been verified according to the NLP address of the second party.

[00146] The address resolution request message may be a VARP request message,
and the first response message may be a VARP response message. At this time, the first
protocol layer of the first party can construct a VARP request message and send the
message to the second party. The format of the message follows the VARP packet structure
described above. The VARP request message includes the NLP address of the first party, the
NLP address of the second party, the MAC address of the first party (as the source address),
a broadcast MAC address (as the destination address), a serial number, and the first
signature. The second protocol layer of the second party receives the VARP request
message, uses the NLP address of the first party as a public key to verify the first signature.
If the verification is successful, the first corresponding relationship of the first party is saved,
that is, the corresponding relationship between the NLP address of the first party and the
MAC address of the first party is saved. If the verification fails, the message is discarded, and
the process ends. The second protocol layer constructs and sends a VARP response message,
and the format of the message follows the VARP packet structure described above. The
VARP response message includes the NLP address of the second party, the NLP address of
the first party, the MAC address of the second party (as the source address), the MAC
address of the first party (as the destination address), the serial number, and the second
signature. The first protocol layer receives the VARP response message and uses the NLP
address of the second party as a public key to verify the second signature. If the verification
is successful, the first corresponding relationship of the second party is saved, that is, the
corresponding relationship between the NLP address and the MAC address of the second
party is saved. If the verification fails, the message is discarded, and the process ends. At
this point, address resolution is complete.

[00147] Optionally, the second protocol layer may be a network layer of the second
party, or may be another protocol layer.

[00148] Optionally, taking the first signature generated by the first protocol layer as

an example, the first signature is generated according to the private key of the first party
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and to-be-signed content. The first signature occupies 64 bytes. The to-be-signed content
may include 88 bytes, including a hardware type, a protocol, a hardware address size, an
address size, a request type, a source MAC address, an NLP source address, a destination
MAC address, an NLP destination address, and a time stamp as shown in FIG. 5.

[00149] Optionally, the first protocol layer and the second protocol layer may set an
invalidation mechanism for the shared key by binding the temporary key pairs generated
respectively by the first protocol layer and the second protocol layer with the shared key, in
combination with the set time stamp. For example, when invalidation time corresponding to
the time stamp is reached, both parties are forced to renegotiate to generate a new shared
key for data transmission. For example, if the time stamp is set to 30 minutes, the validity
time of the shared key generated by the key negotiation message is 30 minutes. In addition,
the key negotiation message for carrying the latest temporary key pair can also be identified
according to time stamps in different key negotiation messages.

[00150] Optionally, before S101, the first protocol layer may determine whether a
connection between the first party and the second party exists (or, determine whether the
first party stores a shared key used by the first party and the second party, the shared key
can be generated by referring to the introduction in the application). If the connection
between the first party and the second party exists, the encryption transmission can be
performed according to the shared key, that is, S101 is skipped and S107 is performed. If the
connection between the first party and the second party does not exist, the first protocol
layer may further query the neighbor list according to the NLP address of the second party
to determine whether the MAC address of the second party is stored. If the MAC address of
the second party is stored, reobtaining the shared key may be performed, that is, S101 is
skipped and S102 is performed. If neither the connection nor the MAC address of the
second party exists, the first protocol layer may need to obtain the MAC address of the
second party, and S101 is performed.

[00151] S$102: the first protocol layer generates a first temporary key pair, and the

first temporary key pair includes a first temporary public key and a first temporary private

key.
[00152] The first temporary key pair is randomly generated.
[00153] Optionally, the elliptic curve X25519 may be configured to generate the first

temporary key pair.
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[00154] Optionally, $102 may be performed before S101.

[00155] S103: a second protocol layer of the second party generates a second
temporary key pair, and the second temporary key pair includes a second temporary public
key and a second temporary private key.

[00156] The second temporary key pair is randomly generated.

[00157] The method in which the second protocol layer generates the second
temporary key pair may refer to the method in which the first protocol layer of the first
party generates the first temporary key pair. Optionally, the second protocol layer may use
the elliptic curve X25519 to generate the second temporary key pair according to the MAC
address of the second party.

[00158] Optionally, the second protocol layer may be a transport layer protocol of the
second party, or may be another protocol layer.

[00159] S103 may also be performed before S101 or S102, which is not limited herein.
[00160] S104: the first protocol layer obtains the second temporary public key of the
second party according to the first temporary public key.

[00161] Correspondingly, the second protocol layer obtains the first temporary public
key from the first protocol layer. For example, after the second protocol layer obtains the
first temporary public key from the first party, the second temporary public key is generated
and sent through the physical layer of the second party. In addition, the second protocol
layer may also generate the second temporary public key before obtaining the first
temporary public key.

[00162] Optionally, the way for the first protocol layer to obtain the second
temporary public key of the second party according to the first temporary public key may be
that the first protocol layer sends a key negotiation request message to the second protocol
layer, and receives a response message corresponding to the key negotiation request
message and carrying the second temporary public key, to obtain the second temporary
public key. The key negotiation request message and the response message may be NLPKey
request messages. The key negotiation request message may carry the first temporary
public key, and the second protocol layer may obtain the first temporary public key.

[00163] The first protocol layer may construct and send an NLPKey request message
through the physical layer of the first party, and the format of the NLPKey request message

is encapsulated according to the format of the key negotiation message shown in FIG. 6. The
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NLPKey request message may carry the NLP address of the second party, the MAC address
of the second party, the NLP address of the first party, the MAC address of the first party,
the first temporary public key, a third signature, and a time stamp. The second protocol
layer can receive the NLPKey request message through the physical layer of the second
party and send the NLPKey response message, and the format of that NLPKey response
message can be encapsulated according to the format of the key negotiation message
shown in FIG. 6. The NLPKey response message may carry the NLP address of the first party,
the MAC address of the first party, the NLP address of the second party, the MAC address of
the second party, the second temporary public key, a fourth signature, and a time stamp.
The first protocol layer receives the NLPKey response message and obtains the second
temporary public key. Through the above steps, the first party and the second party can
realize the exchange of the first temporary public key and the second temporary public key.
[00164] S105: the second protocol layer generates a shared key according to the first
temporary public key and the second temporary private key.

[00165] After the second protocol layer receives the NLPKey request message in S104,
the NLP address of the first party in the message can be used as the public key to verify the
signature. If the verification is successful, the second protocol layer determines the shared
key according to the second temporary private key and the first temporary public key.
[00166] Optionally, based on S104 and S105, the message including the NLPKey
extension header is used at least twice during the generation of the shared key, to further
improve safety.

[00167] Optionally, a timeout mechanism can be set to force the key to be updated,
to avoid information lag caused by the binding of the temporary key pair and the shared key
with the opposite end. For example, after the shared key is generated for a certain period of
time, the shared key may be considered to be invalid. After that, the first party and the
second party can regenerate the shared key according to the above process in the process
of encryption transmission.

[00168] Optionally, the second protocol layer may determine the shared key based
on an Elliptic Curve Diffie-Hellman key Exchange (ECDH) principle.

[00169] S106: the first protocol layer generates a shared key according to the second

temporary public key and the first temporary private key.
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[00170] After the first protocol layer receives the NLPKey response message in S104,
the signature may be verified using the NLP address of the second party in the message as
the public key. If the verification is successful, the first protocol layer determines the shared
key according to the first temporary private key and the second temporary public key.
[00171] Optionally, the first protocol layer may determine the shared key according
to the ECDH principle.

[00172] Therefore, both the first protocol layer and the second protocol layer can
generate the shared key according to the ECDH principle, that is, the shared key generated

by the first protocol layer and the shared key generated by the second protocol layer are

equal.
[00173] Optionally, the execution order of S105 and S106 is not limited herein.
[00174] S107: the first protocol layer determines a data message carrying encrypted

data obtained by encrypting using the shared key, and the receiving party of the data
message is the second party.

[00175] Optionally, the encrypted data may be data above layer3, for example, the
transport layer header is also encapsulated into the encrypted data. The first protocol layer
uses the shared key to encrypt to-be-transmitted data and encapsulates the to-be-
transmitted data into a first NLPSec message. The format of the first NLPSec message is
encapsulated according to an NLPSec packet, and the NLP data packet includes an Ethernet
header, an NLP basic header, an NLPSec extension header and encrypted data.

[00176] It should be understood that after the first protocol layer and the second
protocol layer respectively obtain the shared key, the data interaction process between the
first party and the second party may be that the first protocol layer and the second protocol
layer respectively perform data encryption/decryption according to the shared key.

[00177] Optionally, the encrypted data may be obtained by the chacha20-poly 1305
algorithm, the algorithm is an Authenticated Encryption with Associated Data (AEAD)
algorithm, and has an encryption form with confidentiality and integrity.

[00178] $108: the first protocol layer sends the data message, and the receiving party
of the data message is the second party.

[00179] The first protocol layer sends the constructed NLPSec message to the second

party.
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[00180] $109: the second protocol layer decrypts the encrypted data carried in the
data message according to the shared key.

[00181] The second protocol layer receives the NLPSec message, uses the shared key
to decrypt the data and verify the integrity, and delivers decrypted data to an upper layer
transport layer protocol for processing if the integrity verification is successful.

[00182] In the Internet, the network transport layer protocol generally uses the
Transmission Control Protocol (Transmission Control Protocol/Internet Protocol, TCP/IP),
and all data of the transport layer such as TCP, User Datagram Protocol (UDP) and other
transport layer protocols are directly encapsulated into IP data packets for transmission.
When data is transmitted in a link layer using the TCP/IP protocol, the Address Resolution
Protocol (ARP) is used for address resolution. However, an attacker can send a pseudo ARP
response message corresponding to a host, so that the information send by the host does
not reach the intended host or reaches the wrong host, which constitutes an ARP spoofing.
Therefore, embodiments of the present application further provide another communication
method, for preventing ARP spoofing and improving the security of network communication.
[00183] FIG. 8B is a schematic process diagram of another communication method
according to an embodiment of the present application. This process may be performed by
the first party and the second party shown in FIG. 8B. The first party and the second party
shown in FIG. 8B use a new link protocol (NLP) stack. The first party may be a sending party
of the encrypted data and the second party may be a receiving party of the encrypted data.
For example, the first party may obtain the MAC address of the second party according to
the communication method to send the encrypted data based on the MAC address of the
second party, before sending the encrypted data.

[00184] Optionally, the first party and the second party as shown in FIG. 8B
communicate using an NLP protocol stack, and the process includes following steps.
[00185] S201: the first party sends an address resolution request message, and a
receiving party of the address resolution request message is the second party. The source
address of the address resolution request message is the NLP address of the first party, the
destination address of the address resolution request message is the NLP address of the
second party, the address resolution request message includes an MAC address of the first

party and a first signature, the first signature is generated according to a first private key of
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the first party, and the NLP address of the first party is the public key corresponding to the
first private key.

[00186] In a possible implementation, the address resolution request message uses a
public key address resolution protocol (VNET Address Resolution Protocol, VARP) for
encapsulation, that is, the address resolution request message may be a VARP message. The
first party may encrypt to-be-signed content in the address resolution request message
according to the first private key to obtain a first signature. VARP is an extension of the
Address Resolution Protocol (ARP), and is used to analyze a mapping relationship between
an NLP address and an MAC address, and add a signature after a VARP header for identity
authentication.

[00187] FIG. 5 is a schematic structural diagram of a VARP message according to an
embodiment of the present application.

[00188] By way of example, in connection with FIG. 5, the first signature may be
generated according to the first private key of the first party and the to-be-signed content.
The first signature occupies 64 bytes. For example, the to-be-signed content may include 88
bytes, including a hardware type, a protocol, a hardware address size, an address size, a
request type, a source MAC address, an NLP source address, a destination MAC address, an
NLP destination address, and a time stamp.

[00189] Optionally, the first party shown in FIG. 8B may sign the entire VARP header,
and may also sign any combination of fields in the message.

[00190] In a possible implementation, the to-be-signed content includes a time stamp,
and the time stamp is used to verify the timeliness of the address resolution request
message.

[00191] As shown in FIG. 8B, the first party may set a time stamp for the ARP message.
That is, an invalidation mechanism may be set for the communication. For example, when
an invalidation time corresponding to the time stamp is reached, the first party is forced to
reconstruct the address resolution request message. For example, if the time stamp is set to
30 minutes, the validity time of the address resolution request message is 30 minutes. In
addition, the address resolution request message for carrying the latest data information
may also be identified according to time stamps in different address resolution request

messages.
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[00192] Optionally, the time stamp in the VARP message can be replaced by a
monotonically increasing serial number of any form and having different byte quantities, to
prevent replay attacks.

[00193] Optionally, before the first party sends the address resolution request
message to the second party as shown in FIG. 8B, the first party may determine that the
MAC address of the second party is not included in a first corresponding relationship
according to the NLP address of the second party and the first corresponding relationship.
The first corresponding relationship includes a corresponding relationship between NLP
addresses and MAC addresses of a plurality of devices. The plurality of devices includes, but
is not limited to, a first party and/or a second party. The first corresponding relationship
may be obtained by the first party according to historical communication records. For
example, the first party records the corresponding relationship between the NLP address
and the MAC address of a counterpart device every time the first party communicates with
the device. The first party can query the counterpart device from the first corresponding
relationship when the communication is performed next time.

[00194] In the present application, the first corresponding relationship may be stored
in the form of a neighbor list. If the first party can determine the MAC address of the second
party by querying the neighbor list, it is not necessary to perform S201 again.

[00195] Correspondingly, the second party receives the address resolution request
message from the first party.

[00196] The source address of the address resolution request message is the NLP
address of the first party, the destination address of the address resolution request message
is the NLP address of the second party, the address resolution request message includes an
MAC address of the first party and a first signature, the first signature is generated
according to a first private key of the first party, and the NLP address of the first party is the
public key corresponding to the first private key.

[00197] S202: the second party verifies the first signature in the address resolution
request message according to the NLP address of the first party.

[00198] In S202, if the second party successfully verifies the first signature, S204
shown in FIG. 8B is performed, and if the verification fails, the message is discarded, and the

process ends.
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[00199] Optionally, if the first signature is successfully verified, the second party may
store a second corresponding relationship and then perform S204. The second
corresponding relationship may include a corresponding relationship between the NLP
address of the first party and the MAC address of the first party.

[00200] $203: the second party sends a first response message, and a receiving party
of the first response message is the first party. The first response message is a response
message corresponding to the address resolution request message, the source address of
the first response message is the NLP address of the second party, the destination address
of the first response message is the NLP address of the first party, the first response
message includes an MAC address of the second party and a second signature, the second
signature is generated according to a second private key of the second party, and the NLP
address of the second party is the public key corresponding to the second private key.
[00201] For example, the first response message in the present application may use
the VARP structure as shown in FIG. 5. The source address of the first response message is
the NLP address of the second party, and the destination address of the first response
message is the NLP address of the first party.

[00202] In a possible implementation, the length of the second private key is 32 bytes,
and the second party may randomly generate the second private key. The length of the
public key corresponding to the second private key occupies 32 bytes. The public key may
be determined based on the second private key and the elliptic curve cryptography
algorithm ED25519. The second party may use the public key corresponding to the second
private key as the NLP address of the second party.

[00203] In a possible implementation, the address resolution request message uses a
VARP address resolution protocol message. The second party may encrypt the to-be-signed
content in the first response message according to the second private key to obtain a
second signature.

[00204] For example, referring to FIG. 5, the second signature is generated according
to the second private key of the second party and the to-be-signed content, and the second
signature occupies 64 bytes. For example, the to-be-signed content may include 88 bytes,
including a hardware type, a protocol, a hardware address size, an address size, a request
type, a source MAC address, an NLP source address, a destination MAC address, an NLP

destination address, and a time stamp.
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[00205] Optionally, the second party may sign the entire VARP header, and may sign
any combination of fields in the message.

[00206] In a possible implementation, the to-be-signed content includes a time stamp,
and the time stamp is used to verify the timeliness of the address resolution request
message.

[00207] The second party may set a time stamp for the first response message, that is,
may set an invalidation mechanism for the communication. For example, when an
invalidation time corresponding to the time stamp is reached, the second party is forced to
reconstruct the first response message. For example, if the time stamp is set to 30 minutes,
the validity time of the first response message is 30 minutes. In addition, the first response
message for carrying the latest data information may also be identified according to time
stamps in different first response messages.

[00208] Optionally, the time stamp in the VARP message can be replaced by a
monotonically increasing serial number of any form and having different byte quantities, to
prevent replay attacks.

[00209] Accordingly, the first party receives the first response message from the
second party. The first response message is a response message corresponding to the
address resolution request message. The source address of the first response message is the
NLP address of the second party, the destination address of the first response message is
the NLP address of the first party, the first response message includes an MAC address of
the second party and a second signature, the second signature is generated according to a
second private key of the second party, and the NLP address of the second party is the
public key corresponding to the second private key.

[00210] S204: the first party verifies the second signature according to the NLP
address of the second party, and if the verification is successful, a corresponding
relationship between the NLP address of the second party and the MAC address of the
second party is stored.

[00211] In addition, if the verification of the second signature fails, the first party
discards the message and ends the process. The corresponding relationship between the
NLP address of the second party and the MAC address of the second party may be stored in

the first corresponding relationship.
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[00212] Based on the method, when the first party obtains the MAC address of the
second party, the first party and the second party need to verify each other's signature
respectively, which can prevent ARP spoofing and other attacks to improve communication
security.

[00213] Optionally, the actions of the first party in the above S201 to S204 may be
implemented by the first protocol layer of the first party, and/or, the actions of the second
party in the above S201 to $204 may be implemented by the second protocol layer of the
second party. The implementation of the first protocol layer may be the network layer of
the first party, or may be another protocol layer. The implementation of the second
protocol layer may be the network layer of the second party, or may be another protocol
layer. The network layer follows the NLP protocol in the NLP protocol stack.

[00214] As shown in Table 1, the NLP protocol stack is equivalent to changing the IP
protocol used by the network layer in the traditional IP protocol stack into the NLP protocol.
The network address used by both communication parties in the NLP protocol stack is an
NLP address, and the NLP address is a locally generated 32-byte public key.

[00215] Optionally, in a specific implementation of the above S201, the first protocol
layer may generate an address resolution request message. The source address of the
address resolution request message is the NLP address of the first party, the destination
address of the address resolution request message is the NLP address of the second party,
the address resolution request message includes an MAC address of the first party and a
first signature, the first signature is generated according to a first private key of the first
party, and the NLP address of the first party is the public key corresponding to the first
private key. In S203, the first protocol layer may obtain a first response message from the
second party. The first response message is a response message corresponding to the
address resolution request message, the source address of the first response message is the
NLP address of the second party, the destination address of the first response message is
the NLP address of the first party, and the first response message includes the MAC address
of the second party and the second signature. The second signature is generated according
to the second private key of the second party, and the NLP address of the second party is
the public key corresponding to the second private key. The first protocol layer obtains the
MAC address of the second party after determining that the second signature has been

verified according to the NLP address of the second party.
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[00216] The address resolution request message may be a VARP message, and the
first response message may be a VARP response message. At this time, the first protocol
layer of the first party can construct a VARP request message and send the message to the
second party. The format of the message follows the VARP packet structure described
above. The VARP request message includes the NLP address of the first party, the NLP
address of the second party, the MAC address of the first party (as the source address), the
broadcast MAC address (as the destination address), the serial number, and the first
signature. The second protocol layer receives the VARP request message, uses the NLP
address of the first party as the public key to verify the first signature. If the verification is
successful, the first corresponding relationship of the first party is saved, that is, the
corresponding relationship between the NLP address of the first party and the MAC address
of the first party is saved. If the verification fails, the message is discarded, and the process
ends. The second protocol layer constructs and sends a VARP response message, and the
format of the message is in accordance with the structure of the VARP packet. The VARP
response message includes the NLP address of the second party, the NLP address of the first
party, the MAC address of the second party (as the source address), the MAC address of the
first party (as the destination address), the serial number, and the second signature. The
first protocol layer receives the VARP response message and uses the NLP address of the
second party as a public key to verify the second signature. If the verification is successful,
the first corresponding relationship of the second party is saved, that is, the corresponding
relationship between the NLP address and the MAC address of the second party is saved. If
the verification fails, the message is discarded, and the process ends. At this point, address
resolution is complete.

[00217] When data is transmitted in a network layer using the TCP/IP protocol, an
attacker can spoof the target host through the IP address, to carry out denial of service
attack, forged TCP connection, session hijacking, hidden attack host address and the like on
the target host. For an application scenario in which a receiving party only needs to receive
data or information (one-sided communication), when an attacker masquerades as a
sending party to send an attack data packet to the receiving party through IP spoofing,
because the receiving party cannot verify the source identity of the received data packet,

the receiving party is vulnerable to attack. Therefore, the present application further
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provides a method for source address authentication, to improve the security of network
communication.

[00218] In an example, the present application provides a method and apparatus for
source address authentication. Both communication parties (the sending party and the
receiving party) in the present application use a New Link Protocol (NLP) stack, so that both
communication parties can use the public key as the NLP address for network
communication.

[00219] As shown in FIG. 8C, an embodiment of the present application provides a
method for source address authentication, applied to a sending party. The sending party
uses an NLP protocol stack, and the process of the method is as follows.

[00220] S301: a signature of a sending party, an NLP source address, to-be-sent data,
a serial number for preventing replay attack and an NLP destination address are
encapsulated into an NLP data packet according to a data transmission request; where the
signature of the sending party is generated using a sending party private key of the sending
party, the NLP destination address is a receiving party public key of a receiving party, the
NLP source address is a sending party public key of the sending party, and the receiving
party also uses an NLP stack.

[00221] S302: the NLP data packet is sent to the receiving party, for the receiving
party to verify the signature of the sending party through the signature of the sending party,
the serial number is recorded based on that verification passes, and the to-be-sent data is
obtained.

[00222] In S301, the data transmission request may be generated based on an upper-
layer application in the sending party, and the data transmission request may include the to-
be-sent data and the NLP address of the receiving party.

[00223] The NLP extension header in the NLP data packet uses the NLPSig extension
header, and the NLP data packet is encapsulated according to the encapsulation structure of
the NLP data packet of FIG. 1.

[00224] In S301, before encapsulating a signature of a sending party, an NLP source
address, to-be-sent data, a serial number for preventing replay attack and an NLP
destination address to an NLP data packet, if the sending party has generated the NLP

source address, S301 may be performed directly.
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[00225] If the sending party does not generate the NLP source address, the NLP
source address needs to be generated first, which is implemented in the following ways.
[00226] The sending party private key is generated randomly, and the sending party
public key is generated based on an asymmetric encryption algorithm and the sending party
private key.

[00227] The asymmetric encryption algorithm may be, for example, elliptic curve
cryptography algorithm ED25519.

[00228] For example, the sending party is a server using the NLP protocol stack, when
an application in the server needs to send a video stream of a movie to a receiving party
(suppose a computer), the movie is divided into a plurality of pieces of to-be-sent data and
sent to the receiving party in turn. When the server sends any one of the pieces of to-be-
sent data, a corresponding data transmission request is generated, and the data
transmission request includes the to-be-sent data and the NLP destination address of the
receiving party.

[00229] However, because the server is a newly accessed server, the server has not
set an NLP address. Therefore, it is necessary to randomly generate a 32-byte private key of
the sending party. Then, the sending party public key is generated using the asymmetric
encryption algorithm (such as elliptic curve cryptography algorithm ED25519) and the
sending party private key. The sending party public key is used as the NLP address of the
server. After that, the server encapsulates a signature of the sending party, an NLP source
address, the to-be-sent data, a serial number for preventing replay attack, and an NLP
destination address into an NLP data packet, and sends the NLP data packet to the
computer.

[00230] In a possible embodiment, encapsulating the signature of the sending party,
the NLP source address, the to-be-sent data, the serial number for preventing replay attack
and the NLP destination address into the NLP data packet can be implemented in the
following ways.

[00231] The NLP destination address and the to-be-sent data are obtained from the
data transmission request; the NLP destination address is resolved to obtain a receiving
party physical address of a receiving party; partial header information at least including a
serial number and a random number in the NLP data packet are encrypted by using the

sending party private key, to obtain the signature of the sending party; the signature of the
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sending party, the NLP source address, a sending party physical address of the sending party,
the NLP destination address, the receiving party physical address, and the to-be-sent data
are encapsulated into a data packet.

[00232] For example, a teacher conducts online video teaching through a device A
(i.e., a sending party), a student watching the teaching video receives video content through
a device B (i.e., a receiving party). The device A obtains the NLP destination address and the
to-be-sent data of the device B from the data transmission request, and then resolves the
NLP destination address, to obtain the physical address for the receiving party. At the same
time, the device A encrypts partial header of the NLP data packet at least including the serial
number and the random number using the sending party private key of the device A, to
obtain the signature of the sending party corresponding to the NLP data packet and use the
signature of the sending party as the digital signature in the NLP extension header. Finally,
the signature of the sending party, the NLP source address, the sending party physical
address of the sending party, the NLP destination address, the receiving party physical
address, and the to-be sent data are encapsulated into an NLP data packet and sent to the
device B, so that the device B can use the NLP source address to verify the signature of the
sending party, and then verify the identity of the sending party. The serial number of the
currently received NLP data packet is recorded after the verification is successful, to verify
whether the next NLP data packet is repetitive and obtain the to-be-sent data.

[00233] It should be understood that after a plurality of pieces of to-be-sent data of
the teaching video are generated in turn, correspondingly, a corresponding serial number is
assigned to each pieces of to-be-sent data. Values of a plurality of serial numbers
corresponding to a plurality of pieces of to-be-sent data are increased in time sequence. For
example, the serial number corresponding to the first to-be-sent data is 1, the serial number
of the second to-be-sent data is 2,..., and the serial number of the nt" to-be-sent data is n.
[00234] In a possible implementation, a plurality of serial numbers in a plurality of
data packets sent continuously from the sending party to the receiving party are set in an
ascending order.

[00235] In a possible implementation, the serial number includes a time stamp, and
the time stamp may be used as the serial number.

[00236] For example, generation time (that is, the time stamp) of the first to-be-sent

data in the plurality of pieces of to-be-sent data of the above teaching video is 8:31, and the
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corresponding serial number may be set as 831. Generation time of the second to-be-
transmitted data is 8:32, and the corresponding serial number may be set as 832. The rest
may be deduced by analogy, which will not be repeated here.

[00237] After embodiments of the sending party side in the method for source
address authentication are described, embodiments of the receiving party side in the
method for source address authentication will be described.

[00238] Referring to FIG. 8D, an embodiment of the present application provides a
method for source address authentication, applied to a receiving party. The receiving party
uses a new link protocol (NLP) stack, and the method includes following steps.

[00239] S401: receiving an NLP data packet sent from a sending party; where the NLP
data packet is obtained by encapsulating a signature of the sending party, an NLP source
address, to-be-sent data, a serial number for preventing replay attack and an NLP
destination address, the signature of the sending party is generated using a sending party
private key of the sending party, the NLP destination address is a receiving party public key
of the receiving party, the NLP source address is a sending party public key of the sending
party, and the sending party uses the NLP stack.

[00240] S402: obtaining the NLP source address, the signature of the sending party
and the serial number from the NLP data packet.

[00241] S403: verifying authenticity and non-repeatability of a source of the NLP data
packet based on the NLP source address, the signature of the sending party and the serial
number, storing the serial number and obtaining the to-be-sent data based on that the
verification passes, and discarding the NLP data packet based on that the verification fails.
[00242] Verifying the authenticity and non-repeatability of the source of the NLP data
packet based on the NLP source address, the signature of the sending party and the serial
number can be implemented in following ways.

[00243] The signature of the sending party is verified by using the NLP source address,
and it is determined that the source of the NLP data packet is the sending party if the
verification is successful. It is determined whether the serial number for preventing replay
attack is greater than a serial number in an NLP data packet previously received from the
sending party. If the serial number is greater than the serial number in the NLP data packet

previously received, the NLP data packet is determined to be not repetitive.
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[00244] For example, the receiving party locally stores the serial number n of the NLP
data packet previously sent from the sending party. The receiving party currently receives
an NLP data packet 1 and an NLP data packet 2, obtains an NLP source address 1 and a
signature 1 of the sending party from the NLP data packet 1, and verifies the signature 1 of
the sending party by using the NLP address 1 of the sending party. The verification result is
failure, the receiving party determines that the source of the NLP data packet 1 is doubtful,
and the NLP data packet 1 is discarded if the verification fails.

[00245] The receiving party obtains the NLP source address 2 and the signature 2 of
the sending party from the NLP data packet 2, verifies the signature 2 of the sending party
using the NLP address 2 of the sending party. The verification result is passed, and it is
determined that the source of the NLP data packet 2 is normal. And then it is further
determined whether the serial number 2 carried in the NLP data packet 2 is greater than n
(the serial number of the previous NLP data packet). If the serial number 2 carried in the
NLP data packet 2 is greater than n, it is determined that the NLP data packet 2 is not
repetitive. Then the to-be-sent data can be obtained from the NLP data packet 2, and be
transmitted to an upper layer protocol for processing so as to be transmitted to an upper
layer application. If the serial number 2 is less than or equal to n, it is determined that the
NLP data packet 2 is invalid, and the NLP data packet 2 is discarded.

[00246] In order for those skilled in the art to fully understand the above technical
solution, a detailed example is provided below.

[00247] FIG. 8E is a flowchart of a method for source address authentication
according to an embodiment of the present application.

[00248] It is assumed that the sending party is a network television provider and the
receiving party is a client. The network television provider divides a television program into
a plurality of pieces of to-be-sent data and sends the data to the client. The network
television provider generates a corresponding data transmission request for each piece of
to-be-sent data, and the data transmission request includes an NLP destination address of
the client and the to-be-sent data.

[00249] S501: the network television provider generates a corresponding NLP data
packet according to the data transmission request.

[00250] The specific method for generating the NLP data packet can be referred to

the description of embodiments in the sending party, and will not be described here.
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[00251] S502: the network television provider sends the NLP data packet to the client.
[00252] S503: the client verifies an identity of the sending party according to an NLP
source address and a signature of the sending party carried in the NLP data packet, if the
identity of the sending party is verified successfully, further verifies whether the NLP data
packet is not repetitive, if the NLP data packet is not repetitive, records a serial number in
the NLP data packet and obtains to-be-sent data, if the identity of the sending party is not
verified successfully, discards the NLP data packet.

[00253] In embodiments provided by the present application, an NLP source address
and a signature of a sending party that can verify an identity of the sending party and a
serial number for preventing replay attack are carried in an NLP data packet of the sending
party, so that a receiving party can directly verify the NLP source address based on the
received NLP data packet. The method for source address authentication has characteristics
of decentralized self-authentication and other authentication, non-repudiation of the
sending party, and preventing DDOS attacks. In addition, whether the NLP data packet is a
data packet for replay attack is verified. When any verification fails, the NLP data packet is
discarded, which can effectively resist replay attacks of directly copied packets while
preventing IP address spoofing, improving the security of the receiving party. When being
applied in unilateral communication with high timeliness requirements, the receiving party
can have high timeliness and high network security simultaneously.

[00254] When data is transmitted in a network using the TCP/IP protocol, for a
scenario in which both sides of communication need to interact, attacks on either side may
cause the two sides to be unable to communicate normally. Therefore, the present
application further provides a communication method for improving the security of network
communication.

[00255] For example, as shown in FIG. 8F, an embodiment of the present application
provides a communication method, applied to a first party. The first party uses an NLP
protocol stack, and the processing procedure of the communication method is as follows.
[00256] S601: a key negotiation message including a first signature, a first NLP
address, and a first temporary public key is generated according to a data transmission
request; where the key negotiation message is used for identity authentication and key

exchange between a first party and a second party, the first signature is generated based on
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a first private key of the first party, and the first NLP address is a first public key of the first
party.

[00257] In S601, the data transmission request may be generated based on an upper-
layer application in the first party, and the data transmission request may include to-be-sent
data, the first NLP address of the first party.

[00258] In embodiments of the present application, the first party may be a party that
initiates a connection actively or a party that is connected passively. When the party that
initiates the connection actively sends data to the party that is connected passively, the
party that initiates the connection actively is the first party, and the party that is connected
passively is the second party. When the party that is connected passively returns data to the
party that initiates the connection actively, the party that is connected passively is the first
party, and the party that initiates the connection actively is the second party.

[00259] If the first party has generated the first temporary public key, the first
temporary public key can be used directly; if the first party has not generated the first
temporary public key, before generating the key negotiation message including the first
signature, the first NLP address and the first temporary public key, the first temporary public
key also needs to be generated first, which can be implemented in following ways.

[00260] A first temporary key pair is generated according to the Elliptic Curve Diffie —
Hellman key Exchange (ECDH). A public key in the first temporary key pair is used as the first
temporary public key. A private key in the first temporary key pair is used as the first
temporary private key.

[00261] In embodiments provided by the present application, a first temporary key
pair is generated according to the ECDH, so that the first party and the second party can
generate the same shared key based on the temporary public key of the other party and the
temporary private key of the own party, to ensure that both communication parties use the
same shared key to encrypt and transmit to-be-transmitted data based on the symmetric
encryption algorithm, and both communication parties can use the shared key to decrypt
the received encrypted data (and the encrypted to-be-transmitted data).

[00262] In embodiments provided by the present application, the key negotiation
message is encapsulated by using a structure of a key negotiation data packet.

[00263] If the first party has generated the first NLP address, this step may be

performed directly; if the first party has not generated the first NLP address, before
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generating the key negotiation message including the first signature, the first NLP address
and the first temporary public key, the first NLP address also needs to be generated first,
which is implemented in following ways.
[00264] The first private key is generated randomly, and the first public key is
generated by using an asymmetric encryption algorithm and the first private key.
[00265] In a possible embodiment, generating the key negotiation message including
the first signature, the first NLP address, and the first temporary public key, includes:
obtaining a second NLP address from the data transmission request; resolving the
second NLP address to obtain a second physical address of the second party; encrypting
partial header information at least including the first temporary public key and a time stamp
in the key negotiation message by using the first private key, to obtain the first signature;
where the time stamp is used for verifying timeliness of the key negotiation message;
encapsulating the first signature, the first NLP address, the first physical address of the first
party, the second NLP address, the second physical address, and the first temporary public
key into the key negotiation message.
[00266] The partial header information includes an NLP basic header and an NLP
extension header of the key negotiation message; or, a partial header in the NLP basic
header and the NLP extension header. The NLP extension header is the NLPKey extension
header.
[00267] For example, the first party sets the time stamp to 30 minutes after obtaining
the second NLP address and the second physical address. The partial header information is
an NLPKey extension header and a partial NLP basic header. The partial header information
is calculated by using a first private key, to obtain a first signature; then, the first signature,
the first NLP address, the first physical address of the first party, the second NLP address,
the second physical address of the second party, and the first temporary public key are
encapsulated according to a structure of a key negotiation data packet to obtain a key
negotiation message. Valid time of the shared key generated by the key negotiation
message is 30 minutes.
[00268] In embodiments provided by the present application, the shared key used by
both communication parties in the communication process is negotiated by using the key
negotiation message, so that by setting the valid time of the shared key generated by both

communication parties in the key negotiation message, the shared key can be prevented
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from being illegally stolen, and the communication security of both communication parties
can be improved. The first party and the second party may set an invalidation mechanism
for the shared key by binding the temporary key pair generated by each party with the
shared key and in combination with the set time stamp. When invalidation time
corresponding to the time stamp is reached, both parties are forced to renegotiate and

generate a new shared key for data transmission.

[00269] After the first party generates the key negotiation message, S602 may be
performed.
[00270] S602: the key negotiation message is sent to the second party, for the second

party to verify an identity of the first party by using the first signature and the first NLP
address, store a first temporary public key after the verification is successful, and generate a
response message including a second signature, a second NLP address and a second
temporary public key; where the second signature is generated based on a second private
key of the second party, the second NLP address is a second public key of the second party,
the second party also uses the NLP stack.

[00271] After receiving the key negotiation message, the second party uses the first
NLP address to verify the first signature, to verify the identity of the source address (i.e., the
first NLP address), and after the verification fails, determine that the received key
negotiation message is illegal. If the first signature is successfully verified by using the first
NLP address, the first temporary public key is obtained and stored from the key negotiation
message, and the first temporary public key and the second temporary private key
generated by the second party are calculated according to the ECDH to obtain and store a
shared key, for subsequent data transmission.

[00272] At the same time, the second temporary public key of the second party is also
sent to the first party, to complete the key negotiation (that is, to generate the same shared
key). The specific method is as follows.

[00273] The second signature, the second NLP address and the second temporary
public key are encapsulated according to a key negotiation data packet, a response message
corresponding to the key negotiation message is generated, and the response message is
sent to the first party.

[00274] It should be noted that, the second party generates the second temporary

key pair (including the second temporary public key and the second temporary private key)
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in the same way as the first party generates the first temporary key pair, which will not be
described again.

[00275] After the second party sends the response message corresponding to the first
party, step 603 may be performed.

[00276] S603: the response message is received, an identity of the second party is
verified by using the second signature and the second NLP address, a first temporary private
key corresponding to the first temporary public key and a second temporary public key are
calculated according to the elliptic curve Diffie-Hellman key exchange (ECDH) to obtain a
shared key after the verification is successful, and the shared key for encrypted transmission
of data is used during data interaction with the second party.

[00277] After receiving the response message, the second party needs to verify the
second signature using the second NLP address carried in the response message, to verify
the identity of the second party, which is implemented in the following ways.

[00278] The second signature is verified by using the second NLP address. If the
verification is successful, it is determined that the identity of the second party is verified
successfully. If the second signature fails to be verified by using the second NLP address, it is
determined that the verification of the identity of the second party fails, and the response
message is discarded.

[00279] A second temporary public key is obtained from the response message after
the identity of the second party is verified successfully by using the second NLP address, to
complete the key exchange between the first party and the second party. At the same time,
the first temporary private key and the second temporary public key are calculated
according to the ECDH to obtain and store a shared key, to complete key negotiation
between the first party and the second party. Then the first party and the second party can
encrypt and transmit the data by using the shared key negotiated by the two parties.
[00280] It should be understood that since the shared keys generated by the first
party and the second party are the same, in embodiments provided by the present
application, there is no strict distinction between the shared key generated by the first party
and the shared key generated by the second party.

[00281] In embodiments provided by the present application, after the first party and
the second party complete the key negotiation, the shared key obtained through

negotiation can be configured to data interaction, which is implemented in following ways.
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[00282] To-be-transmitted data is obtained from the data transmission request when
sending the to-be-transmitted data to the second party. The to-be-transmitted data is
encrypted by using a symmetric encryption algorithm with a characteristic of Authenticated
Encryption with Associated Data (AEAD) and the shared key, to obtain encrypted to-be-
transmitted data. The to-be-transmitted data is multilayer data above a network layer in the
NLP stack of the first party.

[00283] The encrypted to-be-transmitted data is encapsulated into a first NLPSec
message and the first NLPSec message is sent to the second party.

[00284] After receiving a second NLPSec message sent from the second party, the
encrypted data in the second NLPSec message is decrypted and checked for the integrity
thereof using the symmetric encryption algorithm and the shared key. After the check is
successful, the decrypted data is transmitted to a transport layer in the NLP stack of the first
party for processing.

[00285] For example, a first party (a computer 1 used by a user 1) sends an email to a
second party (a computer 2 used by a user 2). The computer 1 (first party) completes the
key exchange with the computer 2 (second party) through the key negotiation message.
After generating the same shared key, the computer 1 can send content of the mail to the
computer 2 by using the generated shared key.

[00286] The computer 1 obtains the content of the mail from the data transmission
request, and encrypts multilayer data (in which the content of the mail is included) above
the network layer in the local NLP protocol stack by using a symmetric encryption algorithm
(such as chacha20-poly1305 algorithm) with the characteristic of AEAD and a shared key, to
obtain encrypted to-be-transmitted data. The to-be-transmitted data is encapsulated
according to an NLPSec data packet to generate a first NLPSec message, and the first NLPSec
message is sent to the computer 2.

[00287] After receiving the first NLPSec message, the computer 2 verifies a digital
signature carried in the message through the first NLP address. After the verification is
successful, encrypted to-be-transmitted data is obtained from the first NLPSec message, the
encrypted to-be-transmitted data is decrypted with a local shared key, to obtain the to-be-
transmitted data, and the content of the mail is obtained from the to-be-transmitted data.

In addition, the computer 2 sends a response message (i.e., a second NLPSec message)
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indicating that the content of the mail has been successfully received to the computer 1.
The response message is encapsulated according to an NLPSec data packet.

[00288] After the computer 1 receives the second NLPSec message (the response
message of the content of the mail), and after the digital signature carried in the second
NLPSec message is successfully verified by using the second NLP address carried in the
second NLPSec message, confirmation information carried in the second NLPSec message
for confirming that the computer 2 successfully receives the content of the mail is obtained.
Thus, the bilateral interaction process between the computer 1 and the computer 2 is
completed.

[00289] In embodiments provided by the present application, during data
transmission, the to-be-transmitted data is encrypted by using a symmetric encryption
algorithm with the characteristic of AEAD and a shared key negotiated by both parties, the
confidentiality of the to-be-transmitted data and the integrity of the NLPSec data packet can
be simultaneously guaranteed. At the same time, security authentication is decoupled from
the upper application.

[00290] FIG. 8G is a flowchart of interaction between a first party and a second party
according to an embodiment of the present application.

[00291] S701: the first party generates a key negotiation message carrying a first
temporary public key.

[00292] The first party needs to remotely log into a database of the second party,
then an upper layer application of the second party generates a user name and a password
required for logging in the database and a second NLP address the second party included in
a data transmission request. A key negotiation message including a first signature, a first
NLP address, and the first temporary public key is generated.

[00293] S702: the first party sends the key negotiation message to the second party.
[00294] S703: the second party generates a response message including a second
temporary public key after successfully verifying a source of the key negotiation message,
and generates and stores a shared key based on the first temporary public key and a second
temporary private key.

[00295] The second party verifies the source of the key negotiation message, that is,

verifies the first signature using the first NLP address carried in the key negotiation message.
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[00296] S704: the second party sends the response message corresponding to the
first party.

[00297] S705: after the first party successfully verifies the source of the response
message, the first party generates a shared key based on a first temporary private key and
the second temporary public key.

[00298] At this point, the first party and the second party both obtain the temporary
public key of the other party, complete the key exchange, and generate the same shared
key.

[00299] S705: the first party encrypts to-be-transmitted data using the shared key,
and encapsulates the encrypted to-be-transmitted data into a first NLPSec message.
[00300] The to-be-transmitted data includes the user name and password required
for logging in the database. The first party encrypts the to-be-transmitted data using a
symmetric encryption algorithm with the characteristic of AEAD and a shared key.

[00301] S706: the first party sends the first NLPSec message to the second party.
[00302] S707: the second party obtains a user name and a password from the first
NLPSec message after successfully verifying a source of the first NLPSec message, generates
information authorizing access to a database after the user name and password are
determined to be correct, and encapsulates the information into a second NLPSec message.
[00303] S$709: the second party sends the second NLPSec message to the first party.
[00304] S710, the first party obtains the information authorizing access to the
database after successfully verifying a source of the second NLPSec message, to access a
database of the second party.

[00305] FIG. 9A is a schematic diagram of a modular structure of a communication
apparatus (or device) according to an embodiment of the present application. A processing
module 901 may be configured to perform processing actions, and a transceiver module 902
may be configured to implement communication actions. For example, when the first VPN
device described in the above method embodiment is implemented by this structure, the
processing module 901 may be configured to perform S101, $102, S106, and/or S107, and
the transceiver module 902 may be configured to perform S104 and/or S108. When the
second VPN device described in the above method embodiment is implemented by this
structure, the transceiver module 902 may be configured to perform S104, and the

processing module 901 may be configured to perform S103, S105 and/or S109. The specific

51



executed actions and functions are not expanded here, and reference can be made to the
description of the foregoing method embodiments.

[00306] For example, when the first party shown in FIG. 8A is realized by the structure
shown in FIG. 9A, the processing module 901 may be configured to implement processing
actions implemented by the first protocol layer of the first party. For example, the
processing module 901 may be configured to obtain an MAC address of a second party and
generate a first temporary key pair. The transceiver module 902 may be configured to
implement communication actions implemented by the first party. For example, the
transceiver module 902 may be configured for the first party to send information, data or
signals to a second party, or to receive information, data or signals from the second party,
such as to send the first temporary public key in the aforementioned first temporary key
pair.

[00307] For example, the processing module 901 may include an MAC address
obtaining module, a key generating module, and a determining module. Wen implementing
the processing actions implemented by the first protocol layer of the first party, the MAC
address obtaining module may be configured for the first protocol layer of the first party to
obtain the MAC address of the second party according to the data transmission request
from the application layer. The key generation module can be configured to obtain a second
temporary public key of the second party according to the first temporary public key, and
generate a shared key according to the second temporary public key and the first temporary
private key. The determination module may be configured to determine a data message,
and the data message carries the MAC address of the second party and encrypted data

obtained by encrypting using the shared key.

[00308] The processing module 901 may be further configured to generate a shared
key.
[00309] The processing module 901 may further determine the data packet according

to the to-be-sent data and the shared key.

[00310] Similarly, when the second party shown in FIG. 8A is realized by the structure
shown in FIG. 9A, the processing module 901 may be configured to implement the
processing actions implemented by the second protocol layer of the second party. For
example, the processing module 901 may be configured to generate a second temporary

key pair. The transceiver module 902 may be configured to implement communication
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actions implemented by the second party. For example, the transceiver module 902 may be
configured for the second party to transmit information, data, or signals to the first party, or
to receive information, data, or signals from the first party, such as to send a message for
carrying the second temporary public key.

[00311] For example, the processing module 901 may include an obtaining module, a
key generation module, a message generation module, and a decryption module. When
implementing the processing actions implemented by the second protocol layer of the
second party, the obtaining module may be configured to obtain the first temporary public
key of the first party. The key generation module may be configured to generate a second
temporary key pair, and generate a shared key according to the first temporary public key
and the second temporary private key. The message generation module may be configured
to generate a message carrying the second temporary public key. The decryption module
can be configured to decrypt the encrypted data carried in the data message according to

the shared key.

[00312] The processing module 901 may be further configured to generate a shared
key.
[00313] The processing module 901 may also obtain a data packet from the first party.

The data packet may be received by the transceiver module 902.

[00314] The concepts and definitions of the designs of the above device
embodiments can be found in the description of the method embodiments.

[00315] For example, when the first party shown in FIG. 8B is implemented by the
structure shown in FIG. 9A, the processing module 901 may be configured to perform
processing actions, and the transceiver module 902 may be configured to implement
communication actions. For example, when the first party described in the above method
embodiment is implemented by this structure, the transceiver module 902 may be
configured to perform the action of S201 of sending an address resolution request message
to the second party and/or perform the action of S203 of receiving an address resolution
request message from the second party. The processing module 901 may be configured to
perform S204. For example, at this time, the transceiver module 902 may include a message
sending module and a message receiving module. The message sending module can be
configured to send an address resolution request message. The message receiving module

may be configured to receive a first response message from the second party. The
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processing module 901 may include a storage module configured to store a corresponding
relationship between the NLP address of the second party and the MAC address of the
second party after determining that the second signature is verified according to the NLP
address of the second party.
[00316] For example, when the second party shown in FIG. 8B described in the above
method embodiment is realized by this structure, the transceiver module 902 can be
configured to perform the action of receiving an address resolution request message from a
first party in S201, and the processing module 901 can be configured to perform the action
of verifying the first signature in S203. The transceiver module 902 may further be
configured to perform the action of sending the first response message corresponding to
the first party in S203. The specific executed actions and functions are not expanded here,
and reference can be made to the description of the foregoing method embodiments. For
example, at this time, the transceiver module 902 may include a message sending module
and a message receiving module. The message receiving module can be configured to
receive an address resolution request message from a first party. The message sending
module can be configured to determine whether the first signature passes the verification
according to the NLP address of the first party, and send a first response message
corresponding to the first party.
[00317] For example, as shown in FIG. 9B, based on the same inventive concept, an
embodiment of the present application provides an apparatus for source address
authentication applied to the sending party in FIG. 8E. Embodiments of the method for
source address authentication of the apparatus can be referred to the description of
embodiments of the method at the sending party side. The repetition is not repeated, and
the apparatus includes:

an encapsulating unit 1001, configured to encapsulate a signature of the sending
party, an NLP source address, to-be-sent data, a serial number for preventing replay attack
and an NLP destination address into an NLP data packet; where the signature of the sending
party is generated using a sending party private key of the sending party, the NLP
destination address is a receiving party public key of a receiving party, the NLP source
address is a sending party public key of the sending party, and the receiving party also uses

a new link protocol (NLP) stack;
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a sending unit 1002, configured to send the NLP data packet to the receiving party,
for the receiving party to verify the signature of the sending party using the signature of the
sending party, record the serial number based on that the verification is passed, and obtain
the to-be-sent data.

[00318] In a possible embodiment, the apparatus further includes a generating unit
1003 configured to: generate the sending party private key randomly; generate the sending
party public key based on an asymmetric encryption algorithm and the sending party private
key.

[00319] In a possible embodiment, the encapsulating unit 1001 is further configured
to obtain the NLP destination address and the to-be-sent data from the data transmission
request; resolve the NLP destination address to obtain a receiving party physical address of
the receiving party; encrypt partial header information at least including the serial number
and a random number in the NLP data packet by using the sending party private key, to
obtain the signature of the sending party; encapsulate the signature of the sending party,
the NLP source address, the sending party physical address of the sending party, the NLP
destination address, the receiving party physical address and the to-be-sent data into the
NLP data packet.

[00320] In a possible embodiment, a plurality of serial numbers in a plurality of data
packets continuously sent from the sending party to the receiving party are set in an
ascending order.

[00321] In a possible implementation, the serial number includes a time stamp.
[00322] Based on the same inventive concept, an embodiment of the present
application provides an apparatus for source address authentication applied to a receiving
party. Embodiments of the method for source address authentication of the apparatus can
be referred to the description of embodiments of the method at the sending party side, and
the repetition is not repeated. Referring to FIG. 9C, the apparatus includes:

a receiving unit 1101, configured to receive an NLP data packet sent from a sending
party; where the NLP data packet is obtained by encapsulating a signature of the sending
party, an NLP source address, to-be-sent data, a serial number for preventing replay attack
and an NLP destination address, the signature of the sending party is generated using a

sending party private key of the sending party, the NLP destination address is a receiving
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party public key of the receiving party, the NLP source address is a sending party public key
of the sending party, and the sending party also uses a new link protocol (NLP) stack;

an obtaining unit 1102, configured to obtain the NLP source address, the signature of
the sending party and the serial number from the NLP data packet;

a verifying unit 1103, configured to verify authenticity and non-repeatability of a
source of the NLP data packet based on the NLP source address, the signature of the
sending party and the serial number, store the serial number and obtain the to-be-sent data
based on that the verification passes, and discard the NLP data packet based on that the
verification fails.

[00323] In a possible embodiment, the verifying unit 803 is further configured to
verify the signature of the sending party using the NLP source address, determine that a
source of the NLP data packet is the sending party based on that the verification is
successful; determine whether the serial number for preventing replay attack is greater
than a serial number in an NLP data packet previously received from the sending party,
determine that the NLP data packet is not repetitive based on that the serial number for
preventing replay attack is greater than the serial number in the NLP data packet previously
received.

[00324] FIG. 10 is a schematic structural diagram of a communication apparatus (or
device) in a communication method according to an embodiment of the present application.
[00325] An electronic device in embodiments of the present application may include
a processor 1201. The processor 1201 is a control center of the device, may be connected to
various parts of the device using various interfaces and lines, and may run or execute
instructions stored in a memory 1202 and calling up data stored in the memory 1202.
Optionally, the processor 1201 may include one or more processing units, and the processor
1201 may integrate an application processor and a modem processor. The application
processor mainly deals with operating systems and applications, and the modem processor
mainly deals with wireless communications. It should be understood that the modem
processor may not be integrated into the processor 1201. In some embodiments, the
processor 1201 and the memory 1202 may be implemented on the same chip. In some
embodiments, the processor 1201 and the memory 1202 may also be implemented

separately on separate chips.
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[00326] The processor 1201 may be a general-purpose processor, such as a central
processing unit (CPU), a digital signal processor, a dedicated integrated circuit, a field
programmable gate array or other programmable logic devices, a discrete gate or a
transistor logic device, a discrete hardware component, which can implement or execute
the methods, steps, and logic blocks disclosed in embodiments of the present application.
The general-purpose processor may be a microprocessor or any conventional processor or
the like. The steps performed by the risk assessment system disclosed in connection with
embodiments of the present application may be performed directly by a hardware
processor, or by a combination of hardware and software modules in a processor.

[00327] In an embodiment of the present application, the memory 1202 stores
instructions that are executable by at least one processor 1201. The at least one processor
1201 may be configured to perform the aforementioned communication processes
performed by the first party (or the first protocol layer) and/or the second party (or the
second protocol layer) by executing the instructions stored in the memory 1202.

[00328] The memory 1202 as a non-transitory computer-readable storage medium
may be configured to store non- transitory software programs, non- transitory computer-
executable programs, and modules. Memory 1202 may include at least one type of storage
medium, such as a flash memory, a hard disk, a multimedia card, a card-type memory, a
Random Access Memory (RAM), a Static Random Access Memory (SRAM), a Programmable
Read Only Memory (PROM), a Read Only Memory (ROM), an Electrically Erasable
Programmable Read Only Memory (EEPROM), a magnetic memory, a magnetic disk, an
optical disk, and the like. The memory 1202 is any other medium capable of being
configured to carry or store desired program codes in the form of instructions or data
structures and is accessible by a computer, but is not limited thereto. The memory 1202 in
embodiments of the present application may also be a circuit or any other device capable of
implementing a memory function, for storing program instructions and/or data.

[00329] In the embodiment of the present application, the device may further include
a communication interface 1203 through which the electronic device may transmit data. For
example, if the electronic device is a first party, the communication interface 1203 may be
configured to send a message to a second party.

[00330] Optionally, the processing module 901 shown in FIG. 9A may be implemented
by the processor 1201 (or the processor 1201 and the memory 1202) shown in FIG. 10,
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and/or, the transceiver module 902 shown in FIG. 9A is implemented by the communication
interface 1203.

[00331] Based on the same inventive concept, an embodiment of the present
application further provides a communication apparatus. Embodiments of the
communication method of the communication apparatus can be referred to the description
of embodiments of the method, and the repetition is not repeated. Referring to FIG. 11, the
communication apparatus includes a generating unit 1301, configured to generate a key
negotiation message including a first signature, a first NLP address and a first temporary
public key according to a data transmission request; where the key negotiation message is
used for identity authentication and key exchange between the first party and the second
party, the first signature is generated based on a first private key of the first party, and the
first NLP address is a first public key of the first party; a verifying unit 1302, configured to
send the key negotiation message to the second party, for the second party to verify an
identity of the first party by using the first signature and the first NLP address, store a first
temporary public key after the verification is successful, and generate a response message
including a second signature, a second NLP address and a second temporary public key;
where the second signature is generated based on a second private key of the second party,
the second NLP address is a second public key of the second party, the second party also
uses the NLP stack; a transmission unit 1303, configured to receive the response message,
verify an identity of the second party by using the second signature and the second NLP
address, calculate a first temporary private key corresponding to the first temporary public
key and a second temporary public key according to elliptic curve Diffie-Hellman key
exchange (ECDH) to obtain a shared key after the verification is successful, and use the
shared key for encrypted transmission of data during data interaction with the second party.
[00332] In a possible embodiment, the generating unit 1301 is further configured to
generate a first temporary key pair according to the ECDH; use the public key in the first
temporary key pair as the first temporary public key; use the private key in the first
temporary key pair as the first temporary private key.

[00333] In a possible embodiment, the generating unit 1301 is further configured to
randomly generate the first private key; generate the first public key by using an asymmetric

encryption algorithm and the first private key.
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[00334] In a possible embodiment, the generating unit 1301 is further configured to
obtain the second NLP address from the data transmission request; resolve the second NLP
address to obtain a second physical address of the second party; encrypt partial header
information at least including the first temporary public key and a time stamp in the key
negotiation message by using the first private key to obtain the first signature; where the
time stamp is used for verifying timeliness of the key negotiation message; encapsulate the
first signature, the first NLP address, the first physical address of the first party, the second
NLP address, the second physical address and the first temporary public key into the key
negotiation message.

[00335] In a possible implementation, the partial header information includes an NLP
basic header and an NLP extension header of the key negotiation message; or, a partial
header in the NLP basic header and the NLP extension header.

[00336] In a possible embodiment, the verifying unit 1302 is further configured to
verify the second signature using the second NLP address; determine that the identity of the
second party is verified successfully if the authentication is successful; determine that the
verification of the identity of the second party fails, and discard the response message if the
second signature fails to be verified by using the second NLP address.

[00337] In a possible embodiment, the transmission unit 1303 is configured to obtain
to-be-transmitted data from the data transmission request when sending the to-be-
transmitted data to the second party; encrypt the to-be-transmitted data by using a
symmetric encryption algorithm with a characteristic of Authenticated Encryption with
Associated Data (AEAD) and the shared key, to obtain encrypted to-be-transmitted data;
where the to-be-transmitted data is multilayer data above the network layer in the NLP
protocol stack of the first party; encapsulate the encrypted to-be-transmitted data into a
first NLPSec message and send the first NLPSec message to the second party; decrypt and
check integrity of encrypted data in a second NLPSec message using the symmetric
encryption algorithm and the shared key, after receiving the second NLPSec message sent
from the second party, and transmit the decrypted data to the transport layer in the NLP
protocol stack of the first party for processing after the verification is successful.

[00338] Based on the same inventive concept, an embodiment of the present
application further provides a computer-readable storage medium storing instructions

thereon. The instructions, when executed on a computer, cause the computer to perform
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operations and steps according to embodiments of the method described above with
reference to FIG. 9A. The computer-readable storage medium may be the memory 1202
shown in FIG. 10.

[00339] Based on the same inventive concept, an embodiment of the present
application further provides an electronic device for source address authentication. When
the electronic device is in operation, the electronic device is capable of performing
operations and steps according to embodiments of the method described above with
reference to FIGS. 9B and 9C. The electronic device includes at least one processor and a
memory connected with the at least one processor.

[00340] The memory stores instructions executable by the at least one processor. The
at least one processor performs the method for source address authentication at the
sending party side or the receiving party side as described above by executing instructions
stored in the memory.

[00341] Based on the same inventive concept, an embodiment of the present
application further provides a computer-readable storage medium, including:

a memory for storing instructions that, when executed by a processor, causing an
apparatus including the computer-readable storage medium to accomplish the method for
source address authentication at the sending party side or the receiving party side as
described above.

[00342] Those skilled in the art should understand that embodiments of the present
application can be provided as methods, systems or computer program products. Therefore,
the present application can adopt forms of full hardware embodiments, full software
embodiments, or embodiments combining software and hardware aspects. Moreover, the
present application can adopt a form of the computer program products implemented on
one or more computer available storage mediums (including but not limited to a disk
memory, a CDOROM, an optical memory and the like) containing computer available
program codes.

[00343] The present application is described with reference to flow charts and/or
block diagrams of the methods, the devices (systems), and the computer program products
according to embodiments of the present application. It should be understood that each
flow and/or block in the flow charts and/or the block diagrams and combinations of the

flows and/or the blocks in the flow charts and/or the block diagrams can be implemented by
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computer program instructions. The computer program instructions may be provided to a
processor of a general-purpose computer, a special-purpose computer, an embedded
processing machine or other programmable data processing device, generating a machine,
such that the instructions, when executed by the processor of the computers or other
programmable data processing device, generate apparatuses for implementing functions
specified in one or more flows in the flow charts and/or one or more blocks in the block
diagrams.

[00344] The computer program instructions may also be stored in a computer
readable memory which can guide the computers or other programmable data processing
devices to work in a specific mode, thus the instructions stored in the computer readable
memory generates an article of manufacture that includes a commander device that
implement the functions specified in one or more flows in the flow charts and/or one or
more blocks in the block diagrams.

[00345] The computer program instructions may also be loaded to the computers or
other programmable data processing devices, so that a series of operating steps may be
executed on the computers or other programmable devices to generate computer-
implemented processing, such that the instructions executed on the computers or other
programmable devices provide steps for implementing the functions specified in one or
more flows in the flow charts and/or one or more blocks in the block diagrams.

[00346] Obviously, those skilled in the art can make various modifications and
variations to the present application without departing from the spirit and scope of the
present application. In this way, if these modifications and variations of the present
application fall within the scope of the claims of the present application and their equivalent

art, the present application also intends to include these modifications and variations.
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What is claimed is:

1. An encrypted communication method, applied to a first party, wherein the first
party uses a new link protocol, NLP, stack, and the method comprises:

obtaining, by a first protocol layer of the first party, an MAC address of a second
party according to a data transmission request from an application layer, wherein the data
transmission request comprises an NLP address of the second party;

generating, by the first protocol layer, a first temporary key pair, wherein the first
temporary key pair comprises a first temporary public key and a first temporary private key;

obtaining, by the first protocol layer, a second temporary public key of the second
party according to the first temporary public key;

generating, by the first protocol layer, a shared key according to the second
temporary public key and the first temporary private key; and

determining, by the first protocol layer, a data message, wherein the data message
carries the MAC address of the second party and encrypted data obtained by encrypting
using the shared key, and a receiving party of the data message is the second party.

2. The method according to claim 1, wherein the obtaining, by the first protocol layer
of the first party, the MAC address of the second party according to the data transmission
request from the application layer, the data transmission request comprising the NLP
address of the second party, comprises:

determining, by the first protocol layer, the MAC address of the second party
according to the NLP address of the second party and a first corresponding relationship, the
first corresponding relationship comprising a corresponding relationship between the NLP
address of the second party and the MAC address of the second party.

3. The method according to claim 1, wherein the obtaining, by the first protocol layer
of the first party, the MAC address of the second party according to the data transmission
request from the application layer, comprises:

generating, by the first protocol layer, an address resolution request message,
wherein a source address of the address resolution request message is an NLP address of
the first party, a destination address of the address resolution request message is the NLP
address of the second party, the address resolution request message comprises the MAC

address of the first party and a first signature, the first signature is generated based on a
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first private key of the first party, and the NLP address of the first party is a public key
corresponding to the first private key;

obtaining, by the first protocol layer, a first response message from the second party,
wherein the first response message is a response message corresponding to the address
resolution request message, a source address of the first response message is the NLP
address of the second party, a destination address of the response message is the NLP
address of the first party, the response message comprises the MAC address of the second
party and a second signature, the second signature is generated based on a second private
key of the second party, and the NLP address of the second party is a public key
corresponding to the second private key;

obtaining, by the first protocol layer, the MAC address of the second party, after the
first protocol layer determines that the second signature has been verified according to the
NLP address of the second party.

4. The method according to claim 1, wherein the obtaining, by the first protocol layer,
the second temporary public key of the second party according to the first temporary public
key, comprises:

generating, by the first protocol layer, a key negotiation request message, wherein
the key negotiation request message comprises a third signature and the first temporary
public key, a source address of the key negotiation request message is an NLP address of the
first party, a destination address of the key negotiation request message is the NLP address
of the second party, the third signature is generated based on a first private key of the first
party, and the NLP address of the first party is a public key corresponding to the first private
key;

obtaining, by the first protocol layer, a second response message, wherein the
second response message is a response message corresponding to the key negotiation
request message, the second response message comprises a fourth signature and the
second temporary public key, a source address of the second response message is the NLP
address of the second party, a destination address of the second response message is the
NLP address of the first party, the fourth signature is generated based on a second private
key of the second party, and the NLP address of the second party is a public key

corresponding to the second private key;
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determining, by the first protocol layer, the shared key according to the first
temporary private key and the second temporary public key, after the first protocol layer
determines that the fourth signature has been verified according to the NLP address of the
second party.

5. The method according to claim 4, further comprising:

generating, by the first party, the first private key randomly;

generating, by the first party, the public key corresponding to the first private key
through elliptic curve cryptography according to the first private key;

using, by the first party, the public key corresponding to the first private key as the
NLP address of the first party.

6. The method according to claim 4, wherein the address resolution request message
is a VNET Address Resolution Protocol, VARP, message, and the method further comprises:

encrypting, by the first party, to-be-signed content in the address resolution request
message according to the first private key, to obtain the first signature.

7. The method according to claim 4, wherein the to-be-signed content comprises a
time stamp, and the time stamp is used for verifying timeliness of the address resolution
request message.

8. The method according to any one of claims 4 to 7, wherein before the first party
sends the address resolution request message to the second party, the method further
comprises:

determining, by the first party, that the MAC address of the second party is not
stored in a neighbor list, wherein the neighbor list is used for storing a corresponding
relationship between an NLP address and an MAC address of a communication device
communicating with the first party.

9. An encrypted communication method, applied to a second party, wherein the
second party uses a new link protocol, NLP, stack, and the method comprises:

obtaining, by a second protocol layer of the second party, a first temporary public
key of a first party;

generating, by the second protocol layer, a second temporary key pair, wherein the
second temporary key pair comprises a second temporary public key and a second

temporary private key;
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generating, by the second protocol layer, a shared key according to the first
temporary public key and the second temporary private key;

generating, by the second protocol layer, a message carrying the second temporary
public key, wherein a receiving party of the message is the first party, and the second
temporary public key is used for the first party to generate the shared key; and

decrypting, by the first protocol layer, encrypted data carried in a data message
according to the shared key, wherein a sending party of the data message is the first party,
and the data message further carries an MAC address of the second party.

10. The method according to claim 9, wherein the obtaining, by the second protocol
layer of the second party, the first temporary public key of the first party, comprises:

obtaining, by the second protocol layer of the second party, a key negotiation
request message from the first party, wherein the key negotiation request message
comprises a third signature and the first temporary public key, a source address of the key
negotiation request message is an NLP address of the first party, a destination address of
the key negotiation request message is an NLP address of the second party, the third
signature is generated based on a first private key of the first party, and the NLP address of
the first party is a public key corresponding to the first private key.

11. The method according to claim 10, wherein the generating, the second protocol
layer, the second temporary key pair, comprises:

generating, the second protocol layer, the second temporary key pair, after the
second protocol layer determines that the third signature has been verified according to the
NLP address of the first party.

12. The method according to claim 11, wherein the generating, by the second
protocol layer, the message carrying the second temporary public key, comprises:

generating, by the second protocol layer, a second response message, wherein the
second response message is a response message corresponding to the key negotiation
request message, the second response message comprises a fourth signature and the
second temporary public key, a source address of the second response message is the NLP
address of the second party, a destination address of the second response message is the
NLP address of the first party, the fourth signature is generated based on a second private
key of the second party, and the NLP address of the second party is a public key

corresponding to the second private key.
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13. The method according to claim 9, further comprising:

receiving, by the second protocol layer, an address resolution request message from
the first party, wherein a source address of the address resolution request message is an
NLP address of the first party, a destination address of the address resolution request
message is an NLP address of the second party, the address resolution request message
comprises an MAC address of the first party and a first signature, the first signature is
generated based on a first private key of the first party, and the NLP address of the first
party is a public key corresponding to the first private key;

generating, by the second protocol layer, a first response message, wherein the first
response message is a response message corresponding to the address resolution request
message, a source address of the first response message is the NLP address of the second
party, a destination address of the response message is the NLP address of the first party,
the response message comprises the MAC address of the second party and a second
signature, the second signature is generated based on a second private key of the second
party, and the NLP address of the second party is a public key corresponding to the second
private key.

14. The method according to claim 13, further comprising:

generating, by the second party, the second private key randomly;

generating, by the second party, the public key corresponding to the second private
key through elliptic curve cryptography according to the second private key;

using, by the second party, the public key corresponding to the second private key as
the NLP address of the second party.

15. The method according to claim 13, wherein the first response message is a VNET
Address Resolution Protocol, VARP, message, and the method further comprises:

encrypting, by the second party, to-be-signed content in the first response message
according to the second private key, to obtain the first signature.

16. The method according to claim 13, wherein the to-be-signed content comprises a
time stamp, and the time stamp is used for verifying timeliness of the first response
message.

17. A method for source address authentication, applied to a receiving party,

wherein the receiving party uses a new link protocol, NLP, stack, and the method comprises:
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receiving an NLP data packet sent from a sending party; wherein the NLP data packet
is obtained by encapsulating a signature of the sending party, an NLP source address, to-be-
sent data, a serial number for preventing replay attack and an NLP destination address, the
signature of the sending party is generated using a sending party private key of the sending
party, the NLP destination address is a receiving party public key of the receiving party, the
NLP source address is a sending party public key of the sending party, and the sending party
uses the NLP stack;

obtaining the NLP source address, the signature of the sending party and the serial
number from the NLP data packet;

verifying authenticity and non-repeatability of a source of the NLP data packet based
on the NLP source address, the signature of the sending party and the serial number, storing
the serial number and obtaining the to-be-sent data based on that the verification passes,
and discarding the NLP data packet based on that the verification fails.

18. The method according to claim 17, wherein the verifying the authenticity and
non-repeatability of the source of the NLP data packet based on the NLP source address, the
signature of the sending party and the serial number, comprises:

verifying the signature of the sending party by using the NLP source address, and
determining that the source of the NLP data packet is the sending party based on that the
verification is successful;

determining whether the serial number for preventing replay attack is greater than a
serial number in an NLP data packet previously received from the sending party, and
determining that the NLP data packet is not repetitive based on that the serial number is
greater than the serial number in the NLP data packet previously received.

19. An encrypted communication apparatus, applied to a first party, wherein the first
party uses a new link protocol, NLP, stack, and the apparatus comprises:

an MAC address obtaining module, configured to obtain an MAC address of a second
party according to a data transmission request from an application layer, wherein the data
transmission request comprises an NLP address of the second party;

a key generating module, configured to generate a first temporary key pair, wherein
the first temporary key pair comprises a first temporary public key and a first temporary
private key; wherein the key generating module is further configured to obtain a second

temporary public key of the second party according to the first temporary public key, and
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generate a shared key according to the second temporary public key and the first temporary
private key; and

a determining module, configured to determine a data message, wherein the data
message carries the MAC address of the second party and encrypted data obtained by
encrypting using the shared key, and a receiving party of the data message is the second
party.

20. An encrypted communication apparatus, applied to a second party, wherein the
second party uses a new link protocol, NLP, stack, and the apparatus comprises:

an obtaining module, configured to obtain a first temporary public key of a first party;

a key generating module, configured to generate a second temporary key pair,
wherein the second temporary key pair comprises a second temporary public key and a
second temporary private key; wherein the key generating module is further configured to
generate a shared key according to the first temporary public key and the second temporary
private key;

a message generating module, configured to generate a message carrying the
second temporary public key, wherein a receiving party of the message is the first party, and
the second temporary public key is used for the first party to generate the shared key; and

a decrypting module, configured to decrypt encrypted data carried in a data message
according to the shared key, wherein a sending party of the data message is the first party,
and the data message further carries an MAC address of the second party.

21. A communication apparatus, applied to a first party, wherein the first party uses
a new link protocol, NLP, stack, and the apparatus comprises:

a message sending module, configured to send an address resolution request
message, wherein a source address of the address resolution request message is an NLP
address of the first party, a destination address of the address resolution request message is
an NLP address of a second party, the address resolution request message comprises an
MAC address of the first party and a first signature, the first signature is generated based on
a first private key of the first party, and the NLP address of the first party is a public key
corresponding to the first private key;

a message receiving module, configured to receive a first response message from the
second party, wherein the first response message is a response message corresponding to

the address resolution request message, a source address of the first response message is
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the NLP address of the second party, a destination address of the response message is the
NLP address of the first party, the first response message comprises an MAC address of the
second party and a second signature, the second signature is generated based on a second
private key of the second party, and the NLP address of the second party is a public key
corresponding to the second private key;

a storing module, configured to store a corresponding relationship between the NLP
address of the second party and the MAC address of the second party, after determining
that the second signature has been verified according to the NLP address of the second
party.

22. A communication apparatus, applied to a second party, wherein the second party
uses a new link protocol, NLP, stack, and the apparatus comprises:

a message receiving module, configured to receive an address resolution request
message from a first party, wherein a source address of the address resolution request
message is an NLP address of the first party, a destination address of the address resolution
request message is an NLP address of the second party, the address resolution request
message comprises an MAC address of the first party and a first signature, the first signature
is generated based on a first private key of the first party, and the NLP address of the first
party is a public key corresponding to the first private key;

a message sending module, configured to send a first response message, after
determining that the first signature has been verified according to the NLP address of the
first party, wherein the first response message is a response message corresponding to the
address resolution request message, a source address of the first response message is the
NLP address of the second party, a destination address of the response message is the NLP
address of the first party, the first response message comprises an MAC address of the
second party and a second signature, the second signature is generated based on a second
private key of the second party, and the NLP address of the second party is a public key
corresponding to the second private key.

23. An apparatus for source address authentication, applied to a sending party,
comprising:

an encapsulating unit, configured to encapsulate a signature of the sending party, an
NLP source address, to-be-sent data, a serial number for preventing replay attack and an

NLP destination address into an NLP data packet according to a data transmission request;
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wherein the signature of the sending party is generated using a sending party private key of
the sending party, the NLP destination address is a receiving party public key of a receiving
party, the NLP source address is a sending party public key of the sending party, and the
receiving party uses a new link protocol, NLP, stack;

a sending unit, configured to send the NLP data packet to the receiving party, for the
receiving party to verify the signature of the sending party using the NLP source address,
and record the serial number based on that the verification is passed, and obtain the to-be-
sent data.

24. An apparatus for source address authentication, applied to a receiving party,
comprising:

a receiving unit, configured to receive an NLP data packet sent from a sending party;
wherein the NLP data packet is obtained by encapsulating a signature of the sending party,
an NLP source address, to-be-sent data, a serial number for preventing replay attack and an
NLP destination address, the signature of the sending party is generated using a sending
party private key of the sending party, the NLP destination address is a receiving party
public key of the receiving party, the NLP source address is a sending party public key of the
sending party, and the sending party uses a new link protocol, NLP, stack;

an obtaining unit, configure to obtain the NLP source address, the signature of the
sending party and the serial number from the NLP data packet;

a verifying unit, configured to verify authenticity and non-repeatability of a source of
the NLP data packet based on the NLP source address, the signature of the sending party
and the serial number, store the serial number and obtain the to-be-sent data based on that
the verification passes, and discard the NLP data packet based on that the verification fails.

25. An electronic device, comprising a processor, wherein the processor is
configured to execute a computer program stored in a memory to implement steps of the
method according to any one of claims 1to 8, 9 to 16, and 17 to 18.

26. A computer readable storage medium, storing a computer program thereon,
wherein the computer program, when being executed by a processor, implement steps of

the method according to any one of claims 1 to 8, 9 to 16, and 17 to 18.
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