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| . DESCRI PTI ON OF THE | NVE \ MEI d of the Invention: The present

i nvent i orWPIN/Z8¥8 gener al | m‘\m\H\\m\M“‘ i fication of packet BCTABG/00687]

dupl ex communi cation system andisgmeee specifically to high speed digital
communi cati on networks transporting packets which may be nonitored at the
10 application | eyel ?L t,he comruni cation del e i speed handl i ng
of the packet is 43% agd 2 @%P%E% %OOHV%FB?P Mc}{ﬁ%&fﬁ* n a network
system Ioa data cl assi fi elaygerifelassifieation afPatp Bagketnput er program
products for enabling a conputer to performdata packet classification. 15
B. Backg‘riound of thecﬂétra/‘gg‘&{ilgn I n most communi cation networks used for
exchangi kg DHESSSREEE INVENHMNd a destination, a nessage in a
digital formis divided into multiple packets for faster and nore

conveni ent trangRigSirenk BRgndisy reducing errors. Exanples of such
comuni cati on networks are tI£|e Internet, Wde and | ocal 20 Area Networks.

The digital packets are then transmtted over the network between the
source conputer and a destination conputer. It should be noted that the
source and deEh¢ paesent ioventioncelates ganeratiyrioutheralassificasionepfspankets ireal i ke.
A nodern day conputer network system conprises a substantial nunber 25 of

i ndi vi dugdil duptpxttemmanttasienverstemi asidnmioee spagifically trebighy &paes digigah in
FIG 1. Typically, a computer can act as both a source and a destination.

* G00002* cominuhidatib r 66w R sOtb A §36r2ing(Fd dkiabd ME0ED thajobp menitareddititbea dat a
packet is a source and a conputer receiving a packet is a destination. The

sanmel@onppplidationdkvacettheasomnamitaton Medgladhere wiraspked handlidg atthas a
destination for another packet. A conputer acting as a router acts as both

t he sour gaciadtds re§givéd NAHeOprdseht tvertio is ethbsdied ihecastworkisystargj ¥es a 5
packet froma different source-and then sinply routes it to a different

conput er datd £188sifieACca) nedthbbFof PRBHINY &nd Rofpitécpisyrinf pratiuctd fdreast part
of a "node" of the network, and data is transferred anong the vari ous nodes

by transghhblintfa ¢dhiples €8 e rfdP datd Bablosttlafificatiop, exanple, a first
conputer | ocat'ed at a first node may run a first application programthat

generates first i0 data to be subsequently processed by a second conputer
at a second node. In

15 B. Background of the Invention

In most communication networks used for exchanging messages between
a source and a destination, a message in a digital form is divided into multiple
packets for faster and more convenient transmission and for reducing errors.
Examples of such communication networks are the Internet, Wide and Local
20 Area Networks. The digital packets are then transmitted over the network
between the source computer and a destination computer. It should be noted
that the source and destination could be personal computers or servers and the
like. |
A modern day computer network system comprises a substantial number
25 of individual compﬁters and servers. A simple computer network Is shown In

FIG.1. Typically, 2 computer can act as both a source and a destination.

T

*G00002*



order to transfer the first data to the second conputer so that it can be
processed, the first conputer divides the first data into a pl ura.| intyAN)fzggs
data segnents and fornms a data packet corresponding to each of the data
segnent s WORYA8300 he dat a packets are transmitted downstreanRGTHRAOBETf i r st
conputer to 15 the second conputer. Also, if the network is capable of full

dupt ex_cemgikérbeMiing d B8>FEAR i€ 8TRUNE afiB% {dABaHEr reétdiving 8RRt

upstream irst-conputer in response to the data packets received
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comput er o1 PoHT St ot g o SR EBREL T Hacker e Wb AcdR Flgafes
destipnatio ut er,. e _dat a. ket ,. a

packel - nRage e § et eatRte e REEG: sty Thlieg R 55 sE0RFo oinbBido

PCT/ 1 BO1/ 0069 sho ih the fiqure;..the header HDR rises sour ce

| nt er net prot §£®5n'(ealcg'r']c}fltﬁ&ﬁ&%”@f%\“dt%ﬁ?t@rgggfmﬁﬁtﬁgiﬂ@:lRj'rg(ﬁ’&%ess field
110, a ppotocol_field 120, a source port field 130, and .a destination port
field 14{)'?0 e°fsﬂlﬁ6%twquaéﬂpé§§a1‘§ pas%gpcﬁglﬁp&gn@eavagp% fo %SXe P
address that identifies the source 5 conputer transmtting the data packet.
The dest FFRSM¥EiNgdatripasketsiamena the eMPHISS: SARARHPIGe tﬁrﬁﬁFPmP‘%gﬁlr ess
that identifies the intended destination conputer of the data packet. The
pr ot ocol lgGaged at Zofigss Moslenagirgnta first apeticatian a&ﬂraaatlaattmer?%ﬁr%ty t he
data format and/or the transm ssion format of the data contained in the
dat alPackiata tabe sshseauepty tProcessad byce pReaNfie_RMPMIGren2 $6CeNd §Oge- dat a
that identify the conputer port that physically outputs the data packet,
and the osder tmtransfesdine finsk dataltotheosecondscosnputessoines ibeaniBea t hat
represent the conputer port that is supposed to input the data packet. The
t upl e uniproedssedethe fisstt ¢cempuaten divides the fingt dadarioto ampduradity ohdatan and
therefore defines the origin and target for the packet being sent. 15 Wen
dat a paclsegments andefosmist @ ddtapacketvermespondingftoceadhhef theudata segrpents. to

t he destination conputer, they are input by various network conponents that
process tihenjthe data lpackedarediramsthittdtedownstréamafipmolive fitseé coagiuteatoon
conputer. Such network conponents may be included in the destination
conpyker thadeedbndrRYrsutedNtMsd)dfitheniworktie capabletaf faliupiex that 20
processes the data as it is being transmtted fromthe source conputer to
t he destidprhimunicRiohd] ee skéoridiCompliterinay ekahsenio data packétsupstceam to
efficiently processed and routed between the various nodes of the network,
t he oper aheditspoidpfutenin respontees khé Satd paciked refeived fromithe firgt qui ckly
and efficiently transmtting data packets to the destination conputer, the

qual ity oéorﬁgaée,—;i me 4 25 applications such as intenet video conferencing
and Internet voice conferencing is inproved. Al so, the network conponents

can qui ckly pres@ssr thEedd8d fackets transmitted from the first computer to the
20 second computer (and transmitted from the second computer to the first
computer) typically contains a data packet header. The headers are often
referred to as tuples. The header often includes data that identifies the type of
data contained in the data packet, the source computer from which the data
packet was transmitted, the intended destination computer of the data packet,

25 etc. An example of a data packet header is illustrated in Fig. 4.



<1 0 JAN 2005 .. WD 01/78309 PCT/I1B01/ 00697 packets to determne if they are
authorized to be. transnmitted to the destination conputer, and if theyJA 2005
not, the_network conmponents discard the data packets. As a result, the

security Y WHd%etwork is greatly enhanced. Before procesdiGTgBaIM4IH

packet, a network conponent nust "classify" the 5 data packet according to
various char agtstiowai irfthedfiglife tHatteariee HIR 20eHpriseshesolatcr inkerhet ned in the
packet. Then, the network conponent processes the data packet based on its

cl assif b%cang*‘rﬁ*oeam@setf@w&o_d?badééambtfbhow &ddvegs iRl ¢00Pa pestocbhat form
part of the network can be considered to carry portions of digital

i nf or MR 156! WeUrtd BokOnidlulf Ry eHd AAd8ainafiok PRAAENDI40. fFAE RWAEWI®, an

application nay be running at a conputer in one node of the network. The

resul t s,k &dihel (PO R1SIIBK dErEEMS otBrésCER WaNIRdS thedidiired en!

el :
node of the conputer. The information Is divided into one or nore packets

bef oge tcgﬁwmétatﬁaﬁsﬁvﬁi%g’é}é Sgtfégékétherﬂe%@&%éé{&w WEH@F&g le:% t%*i full

f or m of ni cation packets are run |5 upstream an own

Fequi r eSOPEEE 8 38 PIESth A sdgr S RABE perfRe the ITRIEEACERRLbh  vor k
managemng

L0 St ratj h i ' el at ed
ot v t ety SYEAE RS Ratkas | The BPosoRBrnEaEEn BRI tIdR B et 1 g
speed network, typicall Ll |.ions, of data ket s.ar &3};@ ei ved
by a no@é\g&}:@} d@é@bﬁ% ‘#H«Eﬂfye#rber a?tat {?é"}?éﬁxﬁﬁﬁr ?éé F%ﬁﬁpﬁgﬂgp igr oc%fé €
mllions, of such ckets. It is cle t hat the t.S st h rocessed
at wire ééﬂngﬂngﬁéf' %E’ﬁedaﬁ‘ RASkES 5?6?1 SBHr ?%@0%(}&%3@?%?5'“8@1%% isBﬁian For
exanmple, jn an efficient network the spee f trangm ssio f ta wll be
appriSxi rkitsP ?q?eth?&r‘r&e%Qth%‘G raetest %ﬂ%‘% @ﬁé‘iﬁj&b‘?@”gﬁ B'teegg d by a
node. 25 In other words, the packets are processed at,  the_maxi {%1 speed at
whi ch t HRAFket, angthedestipation pgrisfigld s IMsoSkERRELBILE 9f dBER tRlnsni t t ed
t hrough the network. The ability to process at wire s%eed all ows the system
to work TEPFEIRRt therqasppeles @ogetfiatdasHarosed te inPysithedata Rackeh d hectupds k
i ncreases (for exanple networks capable of speeds 1CGbs are already in use)
t he nunbeniquelydafinasstheceatirbetweendhessauige andriestinatigsaand gergforapor t ant
requi renent of a good network is that the packets reach their desired
dest i natdefinesTihe grigincand target foratheoparkepbeings@dt.f r om reachi ng the wong
destination. Theoretically, the best way of doing so is to use the full
15 When data packets are transmitted over the network from the source
~ computer to the destination computer, tfhey are input by various network
components that process the data packets and direct them to the appropriate
destination computer. Such network components may be included in the
destination computer and/or may be contained in an intermediate computer that
20 processes the data as it is being transmitted from the source computer to the
destination computer. If the data packets can be quickly and efficiently
processed and routed between the various nodes of the network, the operation
of the entire network is enhanced. For example, by duickly and efficiently
transmitting data packets to the destination computer, the quality of real-time
25 applications such as internet video conferencing and internet voice conferencing

is improved. Also, the network components can quickly process the data
3



<104 bit provided as a uni que address, however, this approach is irrprﬁgti ﬁo%'
as 10 des'cri bed below. A large tuple, for exanple a 104-bit w de ﬂtpp fj!Z
will enab t he precise description of the source and destination nodes,
the input g’rf’d”ﬁ:ﬁ’?put ports as well as the protocol used. HoREVABOV/WEYH 37

| arge tuple in turn creates a | arge address space. For exanple a. 104-bit
w de t uppacketsitd detegrmine ifithaydre aattsgried tbShotrahsinitteddicetredestBidtionhen,
such a | arge address space would require addressing a nenory using a | arge
tupl e. Sucimpatéraane ifddee ase wotl ther eetwdrk iconipagents iscard ebeidagaent s and
very inefficient usage of the nenory. Therefore, an inportant challenge is
to eff ecpauledty. prew easult theneatirity ofitke Hleblork Isag@atiyughitadcd. addr essi ng
the nenory. 20 A conmonly used techni que enpl oys hash tables or other
hashi ng technipgues. In such_a, hashing techni que, address or l.ocatjon of an
i dentifier i sbgﬁﬁiﬂ{%eiﬁ!"%&nﬁm n?gckgsrﬁensw%%@meomﬂm%ﬁ sfssig’ the
identjfier, This arithmetic function is called_ a hashing function. A
hashihg FaHPRUFLASSEFAING toyvariosssharagtedaticiehine date PAFke@Ndoathes in
the hash table. For exanple, if Xis an identifier, 4 25 f(X) gives the
addr ess GBta pRNtRiNSs iy the PacketheThags ihe AstworkrrempoReny PAQEsSsERIthe ata

mai ntain the hash table is nornmally assuned to be sequential. A so hash S.
10 JAN 2peskeibased/ends qessifi®eionn0697 table is normally partitioned into
hash buckets. The buckets in turn have one or nore slots each capabl e of
hol di ng exact fpenacketscof dataTthat #flowr @mang thieegaenputers that kens pant ofthehash
table, the transformation f(X) transfornms X into an integer 0 through b-1.
Si nce t h@etwatkeeapbemonsidsred itd eathyf pationarof digitdl inforgeatiombetween shewunber
of buckets there is a distinct possibility that two different identifiers
ar e ippdifferent nodesof the cletvorkdforesxanmple, an fapiplicaficn InZaybe runnird) &t er ent
identifiers it is possible that f(11) =f(12). There is also a likelihood
t hat a bwokwiuteain one nbldevefi themmteorkle Thiefriesults ofisuah lant applidationhrdal ek et
than the nunber of slots available in the bucket. The desired properties of
a hash fgent toa conepiteatiniat differdit wedd of/theotarrpabdre Thednfdr@hation i ni m zes
the nunber of collisions. Several conventional approaches use hashing

t echni quefivited #toréhd UPnesre FIMIRYS befdrEthé AaYL T tiahafert€€ dVeAURs are
deficient in that they Pack the capability of truly operating at wire

speed. Fue§pedtiverfatwdPREIPthd RAl fRrRY BREdARRINIERTOH) SlitPSpaaetdarelrenover one
mllion different process flows and 15 the full tuple range. Sone of the

convast i qipatrebps BRUHBA dbven Wefify 8t feliSrebp8hs€1ddiRTInaha
i nearly or rexponenti ally w ?ﬁé?@inﬂﬁﬁ?é‘of |Ig¥ocessef Powg [ déetﬁt infi e%lw On

the ot hergy@ifs iﬁ@%&éireettﬂeéna%vﬂtﬂ:%b RSGANY BHER ah%%HrPf&)QCHH&é?'X

resources in order to store tuples using hashing techni ques. di sadvant age

of the C%@Fﬁ%ad&‘i@ﬂ%%&%n{ ba iﬁi$§§taaﬁguha%tﬁgﬁgggpe&idm@a@dsms

that are tinme consum ng an racti ca W re spee | catl ons.

Anot her NS QR i AtSAdq uples is the use of a Content
Addr essab el Eggﬁlnry (?iﬁf%o‘ﬁ?w i sﬁ%’ng%&ég’gécﬁg ive menory device that is

capabl e of se%@t&&& H@tspggdg\%h@»grsﬂh'ggé{esgg%mm&n&f'aet% 0ag&ees QPe & i 25

gggtegzngnof thée&en ri ﬁs. ééd | nventional NMenori e;sagsaegiri g

i ﬁ pE:'(é\)\'\//il déa'gae%s @%td @80’59%1%6%2 . _.°?\?\? ﬁl%f?@gg%ﬁ‘@% %‘%ﬁ{fﬁ i nput to

(e oM Biegtilhol EPTLENBEANL bsadhonale bl s Ty

Cnput . e e B eren s e Rl e M b R pE e PRl e ”°

A S uni UeRhBRT dnUrn AN, REBREACd Spiddcbe eriRbinidlont 8r 388K Gl bl ©
approximately the same as the speed at which a packet is processed by a node.

25 In other words, the packets are processed at the maximum speed at which they



information string) all of the entries in the CAMtable sinultaneously.
This abiltity to perform simltaneous searching greatly increases 1feJAYbed
wi th which nenory searches can be perfornmed relative to conventi onal
renori es WOal/783¢gui re a sequential read and conpare procedurETIBOING0697

si mul t aneous search 10 capability is achieved, in part, by including a

SHﬁﬁé‘lCZ‘? ca Codd s Rl i B e BT ﬁi‘"‘lﬁo@?@%ﬁ bidsser P@*'f%g?%%qe ament
F CAl U.S.
Patent NHIOWe SE,SYRE '%mask af“%em&&*m RIS AT E BT PLe 87 05 and

desti nat,on ddr ooku for u acke a_co cati on system
A way of thEdt ﬁgn%remsa?f?osrem ¢ gePurBcaibie 8 SofRn chbS Be ng o

conbl nation of o%ram‘rabl e hash algorithnms. In the ha?hl ng techni que used
in 704 ‘le?ﬂqys'”aﬁ‘% HASHEHMPRR of REEk4ls reayising @;ocggrﬂﬂgéa INH*HESt s not
practical when the address space is large as would be in the case of a
conmdni cati on net wor k. Though " 704 20 discloses the use of a content
addressabl e nenory (CAM in parallel to the hash function, the present

i nvention useRn #MREERNE igawitermenkofa@ood, @twkéﬁth%th%pmt%@aqh 6S9)

di scl oses perform ng hashing on certain packet headers. In 659 a

pr edet er theiedesitathdestifatisin: sThe oackets sheskdelsade Eavanied fraimireachisg
selected to use a hash key. This hash key is then used to 25 conpute a

t abl e adthreewsongriestinatiamiTheofetidadly, dhe deat walaaf dalag s9ds de aisedhpdutid wit h
t he packet address information. If it matches, the packet is transmtted 7
10 JAN 2004 Ummyiﬁéma@al%ﬁmméédideﬁomentﬁhﬁs ppproaghsiedimgpractical Bk t hat
particul ar destination address. If it does not match, the table address is
i ncr rendestribeddretowand t he contents of the new table location identified
by the increnented address are conpared with the packet address
information. A ldaeuple, fob8Rample doEt4-bitt widedtipld,heillnerdidd the gpréeiséini que on
how to associate a packet with an existing flowin the system An existing
flow in Hascriptiinedt thef Sdurcé andtestihatibhdeek tie iffutvi mbotitpLe pohts &2 syst em
that was already identified and newy arrived packet needs to be directed

to the sqen M&%roﬁé@ﬂ%é@r Howewdr] satieatlapieagsigiin@urrl Bre3ites baatge i n
U S. Patent No. 5,920,900 ('900) a translat%n is perfornmed by using a

progr aWBBB%SE%%BEBQFéﬁGM?!éea 20436t WIBE tuplevestldt reqaifeaimbedresB aphaed
nunmber. In 900, a subset of the hashed nunber bits are used to i ndex a

firsgs haahztlabéedrelsge@ Bt Hhérl, WucAOL farBeladArEsy spate WBuld fejuidaash table, an

entry contains an i ndex into an output table which contains the desired

trans! at geadéie #'%heMURPBLing'd Ige@Lbled! Sl BAMET adlhedBliduld Peblig il | T St

hash table contdains a p r esol utlon tab e area in a second

hash tabl %geﬁﬂ@n{drﬁ%q%i??rﬂlzm %Ug& ﬁwe’#éiﬁm?ﬁas A ntr{érﬁérs)"h' Ch are

i ndexed b 1t ecte romt er 1 n accordance

with a réf‘o?% dabr} nnw&aﬁe Esdiehd %hs%@@f@bckt%@tﬁr%@enf Eh@ﬂleé&%h%% ReHUr in

the resol ution new resolfut on created an O process

is repeataegrg%ggbr!é%'ow etg%ggrtﬁgeﬁén{cﬁgs proceeds in stages until all input

nunbers have tran can seen, 900 deals with the problem

packads 1 or mi AR 5?%%2%%%@%@%%5?%?%&& B EFE7iafig ) erent  oned
of 't he. sQRormBHEs TalAER BRng Bohor i RrEREBP ldcakieRthrrin, HERMRLS oo g
demand f Qfpelindl bipgg%pﬂé‘ﬁé‘%tonP QGERRLA0 rRceiln’ & e ntifler. THYs 2AbhAR0R
function is called a hashing function. A hashing function essentially transforms
an identifier into an address in the hash table. For example, if X is an identifier,
25 f(X) gives the address of the identifier in the hash table. The memory available

to maintain the hash table is normally assumed to be sequential. Also hash
5




MO 01/ 78309 PCT/1B01/00697 Additionally, it is desirable to associate
packet flow with the 77" layer (Application |ayer) of the Open S&Qt%m‘j
i nterconnection (OSI) 7-1ayer nodel. The OSI 7-1ayer nodel is a comonly
used franeowore3dbor defining standard for |inking heterogeneposiggpsszer s
that formpart of a network. OSI uses a 5 concept of |ayering whereby

comuni ¢atjaqn functions e partitioned into vertical set of |ayers. Each
“ayer  pEaplsiRnoam Ayt onsEdnte haph aickare Theybiickats o Eituiatm pRaoron

bet ween two nodes_in a conpyter network system The seven |ayers in the
mode! o S Ept sSadarshpaR B XA S ERRITk THETRIPre il IIRIBAE Bayer
Session, |l ayer,. Presentatiqn | ayer and plications |ayer, The Physical 10

| ayer i ?Uegﬁtﬁemm W‘ﬁrhtﬁﬂ% W%F@ﬁls F'gof"?ﬁ ?@éstf?%igpﬂ%éa( Bite agip Qver a
physical link. It deals with the nmechanical, electrical, and procedural

char act éhfagheB-1.0 Sirearte sumber afmassihle identifigrpArednueh fargemtarmiher | i nk

| ayer provides for the reliable transfer of data across the physical |ink.
|t séndhiusnlerkal backpisihare is a dirdinet swsgibitydhab tveddifferentddentifiersrareol and
flow control. The 15 Network |ayer provides all upper layers with

i ndependaapred t@fihe samibucketarorexsmpieaifd, ewdt e laradwoediffentrdgdentifiersd t o
connect systens. It is responsible for establishing nmaintaining and

t er m natit isgpaessitiedhab id:) FHEIJr aitereris also/edikelibood thatl & dlicketacan
transparent transfer of data between end points. It provides end-to-end
error repn@vBoy imbriel identifiets gét alldteebes shebuzRet theaer the oumthes of sotsont r ol
structure for communi cati on between applications. It establishes manages
and t er ravatiabke inctdsd buckdtet Tee desieed prapemgpsagfid hash fumsionlire thaesebé at i on

| ayer perfornms useful transformations on data to provide a standardi zed
appl loc atdasityiconepdtabte and tRapit Mafimi2eaEe AQMBer ofadolIforger vi ces.  Such
services include encryption, text conpression and any 25 formatting.

Finally the /ppldrapbodVertiid appPyAdiRs WsChadting tebltiqLES o keorehapleser s of
t he environment. Exanples of such services are transaction service, file 9

10 JAN 2067eV0, the LEAIBNTGTA! RRANIARAH e deRate in B tﬁ?& WRikkhEanagenent .

Therefore, associating packet flowwth .the 7~ |ayer (Application |ayer)

of the%g td Ldes for better
net wor k rranggte@rret(ﬁ{& u%ﬁ‘fgﬁ%ﬁ e&l%’(ﬁ%g'&%ﬁg) I%ﬁfﬁ&@'gﬁbgwy%he

above- MegyriveREenal %ﬂrﬁ@éﬁcémﬁaﬁa@@g&# &?@anﬁmﬁ*evpﬁtgﬂ»océés fiswaanabj ect

of the present 1nventi I's to provi .an appar at us i s capabl e of

accepf | %eﬁuﬁ?&?@‘é ra .es%gﬁ gf‘%ﬁ%’%r‘(@/ zllft)é?tbﬁiq%é Gsé%e@é#a?%%ﬁ?e%@wl"f

packets 1n ystenl or atrve I dent’ I't "as a new e 10
processi Q?j.a ng
able to é(}%P rgférg?gkgégw@g%ﬁ‘g? n?ﬁ%@%&%&@?s@' ??)Qgeﬁu%%pp C g?%l)ﬂg\ggssor ,
this inv ' al t L LoL ] ' f up to
the appl (S0Fd"| Of $ie Sfief REhECEARYRT P P PURRERS RichbiteXRhERE B
I nt ercon i C i.cati . Fur [ jo lows for the
|5 effi C{:@ﬁble&e&%@k %%Se@‘%"gs s§€%np%g%<gﬁg‘%aégsjﬁqg{%@rb{%%é&| ng is
per f or meg, a acket processing unif..lt.is.a furth bj ect of
Phi s °f et B R T anBpRBEEac i G i tyeh chy Pedlifd S&irch
20 mechanisms that are time consuming and impractical for wire speed
applications.
Another conventional technique used to store tuples is the use of a
Content Addressable Memory (CAM). A CAM is an associative memory device
that is capable of searching a list of stored information entries based on the

25 content of the entries. On the other hand, conventional memories search based

on the location of the entries in the memory. An information string is provided as
6



< |large tupie nunber associated with a packet into a reduced bit count
nunmber while maintaining the unique identification of each flow thatJAha&0d
packet iivﬁom 20 of. Another object of this invention is to generate a
T educed bi (tB2r froma ia~ge number based on hashing tediHi/BOEE0697

I ncorporating certain inprovenents allow ng the generation of "white

hashi NganNHBBELS chEAMMS TH o fdfil i tHRCAPIL RS0k idss R AER hilPl es may be

highly localized they wilt st be spread throughout the much nore limted

2000, OB A TR AT thS, AR, % bRl PR 7555, 2
PG/ | BO%RQ@&TorPél%%tb@jry &eglifé?‘ac %noééh%asu Icaggymnlgf;rr{?'er}: ?6&Jtionﬁ‘§1p§—8g@gﬁ fsh"g”' y

t hroughout the 11 ange of the re range

Cl hesi {1, T@Fﬁ?ﬁ#ﬁ@%?ﬁ!ﬁ%%ﬁ%ﬁ?ﬁ%ﬂﬁ%ﬁ%’ﬁ%@ﬁs&%@vtﬁﬁgbési er 5
aar 2o St AR SF Ety RRORBALIs e PRRTE S sfelen tifer camPiie 0 Wil | o1

adar ess OERSoY T Bk Greabuf in R B Kasf stinblandsly cFOR shulfvcos

corresponding to a urality of nmenory entries, each of said plurality of
oror s 18 Renrrh Pl an s Sear NG B eoHE It eaaesiR aPatd FERWRIONb ¢t upl e

and an associ ated process flow information, a conparison unit to determ ne
if an i FEBTORY SRATANESIGHN ke PeRopmegyiclatveg ta eenventiospkmameries thatpl e,
wherein said associ ated process flow information is output if a match is
found afBauielctaauentialrend apd; coraparg: Ri@crAUten d heesiBruftangpus Iseataiconi ng
N-bit tuple |f a match is not found. 15 ~ Preferably the data packet

cl ad8i f i@PabUiEY fropchigkedi feBard, byhndHdingcriFeryabe 6ompabRter (NAM)S abeathor e
overflow ng N-bit tuples and their correspondi ng process flow infornmation
wher ei n Bam@rylegatiosinenCAM: devies . Howeviest a Eé?%is)c@uplimtedén iverros pf
Preferably the process flow information in the nenory conprises a flow 20
i dent i f iheAdware neawiced teimpamenty Forlapge addeess| spaceafaoCAMtis simply t he
menory can be updated. Preferably, an entry in the nenory can be del et ed.
Pr ef er alinfeasible thimgldroentan entry in the menory can be ceased when a
kill-process conmmand is received. 25 Preferably the process flow

.information iLthSt Ratemt\Weoobptlids 284 {* /04 wlisclesdsi 4 Wayt ofadoingsbarce dddress

15 and destination address lookups for use in a packet data communication system.
A ifyay of searching a relatively large database is described, using a combination
of programmable hash algorithms. In the hashing technique used in ‘704 N-bits
are hashed into N-bits. Clearly, such a solution is not practical when the address
space is large as would be in the case of a communication network. Though ‘704

20 discloses the use of a content addressable memory (CAM) in parallel to the hash
function, the present invention uses a much improved method.

U.S. Patent No. 5,708,659 (*659) discloses performing hashing on certain
packet headers. In ‘659 a predetermined number of bits from the packet address
information is selected to use a hash key. This hash key is then used to

25 compute a table address. The contents of the table at that address are compared

with the packet address information. If it matches, the packet is transmitted
7



<1 0 JAN 2005 WD 01/78309 Preferably the process flow information in the CAM
can*be updated. Preferably an entry in the CAM can be del et ed. PrefF aﬁlNVZDS
searching for an entry in the CAM can be ceased when a kill process ormang
is recei wolo1/®3Btil | preferably, the data packet classifi erp@EiBowbdYer

capabl e of generating a trap If both the nmenory and the CAMare full. Still
preferably both the nenory and CAM are searched in parallel. Still

pr ef er alv@r the pogt assqqiatepwith that particalardastinabiossadqjessr Hilb AOBE NS s
hashing on a first 96 10 bits of an associated N-bit tuple. Stilt

pr ef er atmgtch, sherbablesaddress isuinceemeotasiby enenanaehsreprkaatsef theck®Wng tupl e
is performed using three 32-bit conparators. Another aspect of the present

i nvent i dAbleslogatien idenkifigdsby the dngrementgd adgreasadna oparRdadth tech of said
nodes having a unique N-bit tuple, each of said 15 plurality of nodes
conpr i sipagket dddressdofarmatiassi fi er, said address classifier conprising: a
hash address generator to generate a plurality of Mbit hash addresses from
sai d5pl tHawever, B85Nbiot doeapat teach tse mdtboeiamdMecbnisie orhovhttassodateenor y
having a plurality bf menory entries, said nmenory being. addressable by

sai d pl ur phcket with Mrbexistiag ifioad il tieseystemachn existingifi@® ipl tneadyistgmof nenory
entries capable of storing one of said plurality of N-bit tuples and an

associ atreflefdrocsas of htuvel pddkiet® fibAitg mreoﬁmhéssqetamithat watedlegadyne i f an
I ncoming N-bit address can be matched with a stored N-bit tuple, wherein

sai d assigeh@ified aRHOT@Ry drrRedi pcRetRbEE td Be AiFdttiéd it thenmaintd paekédtound and
wherein a new entry is created in the nenory for the incomng N-bit tuple

i f a h 25-Jrabsdt fof effdichOPrbtesdidg. 10 JAN 2005 WO 01178309 PCT/ 1 B0O1/ 00697
Yet anot her aspect of the present invention is a conputer program product,

inclyfing a cempidrR/, ihqRdaatedBrdd U5o20Na0 £000) aFhhsBtIANS perfirthed
by using a programmable hashing technique on an input number to gen_erate a
hashed number. In ‘900, a subset of the hashed number bits are used to index a
first hash table. If a collision does not occur in the first hash table, an entry
contains an index into an output table which contains the desired translated
15 output number. If a collision occurs, an entry in the first hash table contains a
pointer to a first resolution table area in a second hash table. The first resolution
table area contains entries which are indexed by additional bits selected from the
hashed number in accordance with a mask field in the first hash table location. If
collisions occur in the resolution table, a new resolution table is created and the
20 process is repeated. The resolution process thus proceeds in stages until all
input numbers have been translated. As can be seen, ‘900 deals with the
problem of packet collision but does not address the issue of éssociation
between packets forming a full process flow. Furthermore, all of the above-
mentioned conventional techniques posses very limited capabilities of scalability
25 of the solution. Therefore, théy are unsuitable for handling the increasing

demand for high-speed packet processing at wire speed.
. 8 ‘



4 nstructions conprising: a hash address generator code to enable a conputer
to generdate a plurality of Mbit hash addresses from said plural ity JaN 2005
N- bi t inw% Q_kkg{)es, wherein Mis smaller than N, a nmenory code to enable a
conput er TO{%% data in a menory having a .plurality of RGHBLRMET es,
said nmenory code further enabling the conputer to address said plurality bf
M bit hash otdditionaldy, itisdesifablaitd associate pgckst fiawnwith dme 7"deyerpabl e of
storing one of said plurality of N-bit addresses and an associ ated process
f1 ow i ntApptisation layer) 4f tben@pensSysteotelnterabmnectipn QS1) Fnlayec onode. N- bi t
tuple can be matched with a stored N-bit tuple, wherein said associ ated

pr ocessTh¢ @8I Mayerahodel is e carhpuanly fusad fetroewek faudelining stardaidifor new
entry is created in the nenory for the 15 incomng N-bit tuple if a match

i s not Rmking.hetétogeBRbas cORPUREISTHHAN faFm Tt DRAWEHGBrkhé®Sboses and ot her
obj ects and advantages of the present invention will becone nore apparent
by desccoraepy of teykira) Whpretfyecorach@tibartbrmeuricsionbeareqfartitioned ¢y @nce to the
attached drawings in which: 20 ~G 1 shows a preferred enbodi nent of a

net wor kvaitiiabsetotiaydisIgEa¢h [dyer pepfifiis 4 PYIatdd S0bsdtl 68 fuActiond reeiekd
di agram of a preferred enbodi mrent of a data packet 25 classifier according

to the. fdH @wemunidatphibetweehIwo Aodes N 28RIHUEYr A-tWEROS Jter. IMBRLEARGO 7

FIG 3 is a block diagramillustrating the hashing function of the hash

Gener at glyerE |G AIHANP 2R PRYSIER! 1By&F, BatbURKEla9Er ANBEASIK laysr, HHahapsR 14

layer, Session layer, Presentation layer and Applications layer. The Physical

10 layer is concerned with the transmission of unstructured bit streams over a
physical link. It deals with the mechanical, electrical, and procedural
characteristics to establish and maintain the physical link. The Data link layer
provides for the reliable transfer of data across the physical link. It sends blocks
of data with a necessary synchronization, error contro! and flow control. The

15  Network layer provides all upper layers with independence from the data
transmission and switcﬁing technologies used to connect systems. Itis
responsible for establishing maintaining and terminating connections. The
Transport layer avoids reliable and transparent transfer of data between end
points. It provides end-to-end error recovery and flow control. The Session

20 layer provides the control structure for communication between applications. It
establishes manages and terminates sessions between cooperating applications.
The Presentation layer performs useful transformations on data to provide a
standardized application interface and provides common communication
services. Such services include encryption, text compression and ény

25° formatting. Finally the Application layer provides user-level services to the users

of the environment. Examples of such services are transaction service, file
9



~ p JAN 2005 WO 01/78309 PCT/1B01/00697 1V. DETAILED DESCRI PTI ON OF THE
PREFERRED EMBCDI MENTS The fol I owi ng description of the preferred 1 g Jan 2005
enbodi ments di scl oses specific configurations, conponents, and process
steps. HOEWET8309he preferred enbodi nents are nerely exanpl BESTAHB01100697
present invention, -and thus, the 5 specific features described bel ow are

mer el y UggAsfer, AP PeBRSIN IARYBMAR, SHEefH0 HseBabEing i:'%@ﬁét‘*l&&%&%h?n .

overal | understanding of the present Invention. Accordingly, one skilTed in

on . o9 . ; . . Crited t
A e R e

t he specific enbod ernore, t riptrons of

vari ous ﬁgg&%@*&ﬁ&égﬂﬁ. b&?émﬁmrﬁrﬁ?ﬁgggﬁ‘%% 10 of the present invention

t hat woul e been known to one's I'nthe art are omtted for the
sake of clarity and brevity. A The Network Systemw th a Data Packet
Classifier The preferred enbodi nent is described using a policy-based
networ k. Such a network systemis capable of associating the packets

fl owigng §yn i plication |layer of the 7-layer OSI
790 SUMVBURVT i Bl

conmmuni cat 1 on noted that, this ability to associate

packet flow with the application it is related to allows for better system
and networ k rEmagiveetite. atfave- hentiomedyprobleans émthe codvéntiaridl eectridlygiak) ows
for better inplementation of a policy-based network. An exanple of the use

of this itisentobjactvoiithe present Byeneias ishatproaide 230 abparatay iwdficts peci al
priority to packets containing voice over |IP or video over |P. Moreover,

such a sysyabie of aec@itayd d9sackBe tahi ldridyuhueftidentife iRtk finsexistirg @8l ned

manner and provide billing specific information. Another exanple would be

differ enéi? P @@tdin Eﬁ@-gywﬁ,%‘fﬂ Ql@ér‘ﬂ"a'tﬂélyl fb%n"thfg@t 84 auW Fieat I fHe data being
,, transmtted over the network. 15 10 JAN 2005 - WD 01/ 78309

PCT/ iﬁo%ﬁ%%nﬁﬂnf%ﬂé{ Qu&fas%hggild B¢ pRARFhCAtRire §dé%ﬁ§!4‘]3i/ De 4Bid N

FI G 1. e network system of Fl conprises hosts 1.1-1 ost can be

any LYPetdtortelibe! bedtradif oftelited MaickB td bBAAE Jakar BRIcESLor ¢nRNd 1. 3, 2

wor kstation 1.4 or a desktop Conput € e I ndividual hosts

ar e CONRGLRoN SR R B8 URE ke Sitiodhe 4/eeSHI b B noted that

t hough o our hosts are s e ne S many nore hosts.

Each hoshpbitatidh BGENSKHRASRNINISNS of the 7-layer Open Systems

Interconnection (OSI) communication model. Furthermore, it allows for the
15 efficient data processing of such packets as all the processing is performed by
the same packet processing unit. |
It is a further object of this invention to provide a method for transforming
a large tuple number associated with a packet into a reduced bit count number
while maintaining the unique identification of each flow that the packet is a part
20 of. Another object of this invention is to generate a reduced bit number from
a large number based on hashing techniques incorporating certain improvements
allowing the generation of “white hashing” numbers. Because of such an
improved hashing, though tuples may be highly localized they will still be spread
*  throughout the much more limited range of the hashed numbers. This means

25 that though tuples may poses a locality in the numbers, i.e., are In close

10



tuple. Information can ideally flow fromany host in t he networKk tg%giy
o

ot her host in the network. Each host in the network includes a dé't

cl assifi er, ta packet 10 classifier further conprises a _hash address
‘gener at or ,W(a)l-mrrzsr?g?y and a conparison unit. A preferred embod?GEMRYIAY gat a
packet classifier is described subsequently with reference to FIG 2. The

dat a packebxiohiasto Baeh dthers ttByavilltWOb& spiedeaveslythestigiasltitbenirAtess a
substantial number of flows. Additionally, each such flow is associated

wi th a plrangetiof Yherepacddtchantidr r@ahgehi ch 15 nove around the various
conmponents of the network. The host that sends digital information is

cal l ed the somocmeathé bbjdwplestdfathe freebMemvieRBionthara®d hbrsvidéd aaddtgd the
destination. Each nmessage or information flowis divided Into one or nore

packets. JzakBt pRskAEr t6 cwsgw%ssﬁlrﬁmfaﬂﬁdiwrgm t%%lés,rfs%f&fufagﬁﬁéﬁuf ce to

the destination. Such a packet contai'ns a header. he packet header is

uni quel y édﬂl%ﬁélﬁ%%%ﬁh @d@#&%‘s%éﬁ&ﬁ&f&%%@f&g&%?dﬂ@ﬂﬁ oft Ml £4dh have a

value of a 0 or Ther ef ore, “using tupl es possible.

rowever  ddareash ot S BIHBYSEX-bASHBLE LSO LRckd L1 Te nurber, the

nunber of possible tuples to be han ( assi becones -
ime procialer Aafty; mERrd AN EE nil iy S inrLeRtuberiseld opt T°°'
it at 1 areind AereSaB YRR PR o B hens SarseRid ot sheai e unber
S mul at | oL eRarEBE e 4 sRuBTHEr et B dabr oA gl G bF meTBRTY
For i Shels? et ey ber St o e SRS Ahfdn ssobiasedai | ed
T g SREE RNy iR 9B EE ™R (P i AP TP Paripedming N-bi
1998, 10 PIerFR bR A ROEROK i S LY DI CPIS oHREEIE SBKLASTIAISE RIBERSR N
of a data_ packet classifier. 104 bit tuples are received by a hash address
gener at orflaw infomating s ot & gateh it trundsandpdiareinod nevaRBEgrisicheptere
104 bits i%fthte%e}n%% %ori' Pgeoiniaco%é)ingil&-t;ig Pugple if a match is not found.
15 Preferably the data packet classifier further comprisés a content
addressable memory (CAM) to store overflowing N-bit tuples and their
corresponding process flow informatipn wherein said overflowing N-bit tupie can
not be stored in the memory.
. Preferably the process flow information in the memory comprises a flow
20 identification number.
Preferably the process flow information in the memory can be updated.
Preferably, an entry in the memory can be deleted.
Preferably searching for an entry in the memory can be ceased when a
kill-process command is received.
25 Preferably the process fiow information in the CAM comprises a flow

identification number.
. 11



<15 nunber. Therefore, using the results of the hashing, 22 or nore than a
m|1ion unique digital information flows can be represented. TheldbdANt2GN
of the Has@oq‘ﬁ?@gogtor is further discussed below It should be noted that
though the preferred enbodi ment is described using a tuple wPCHIBGL0069% 5
"tuples of any length can be used without deviating fromthe spirit of the

jnvention. L keefc8bly/(Rd Bradsds hodfIfiERRatEn P Eno Cai¥ah BOISHARES than the

| ength of the tuple to be wthin the scope of the present 1nvention. The 20

bi t hash addr GuarigBe A QALY e EAMCEPBE IR S Used o access the

menory 2.5. Each hash address corresponds to a hash bucket. The nmenory 2.5
2,351 9ne9, | Pk ng SRl R el B e LandaAl R ol mph g ot ot
Lha o dipbhss et B3Ryl Y19 Lhe hashing function result 1n ihe

ush Sddr ess SRRt Ao pRt task Erdn cuRFRE SRoE Sracare fhas 1 or
wth the haaH B3I BRPe BRER AT FRAe. “ovever, s S fechnol ogy
i freront ont I TUEPRSETPILSER SHtBEE AN HOHE SSPORIScUI PRIAURL. ontri es
coul d be storie%aj n_the ﬁgﬁghﬁSh bucket. That is up to eight different

tupl es result preferb @sh address can still be stored ~in the hash

table. This s%@ antially reduces the chance of a tuple being bounced off
from the hash ' Pefeeaiethadash ddrers graeratas Refaskethashind pn a firss Sfash
address generator perforns hashing on a tuple associated with an incom ng
datal}gacaﬁﬁ ofrpR 2psaeiptedbN-Ri&HP.. hashing is used to identify a hash bucket
that is associated wth the incomng tuple. The conparison unit 2.3 which

i s attached tctlheprefambly engemesrigan of fuslecitatestindhehmemotynandiang data 15
packet and the data in each of the eight entries. The conparison unit

det er ni nd8cemiNg tuplads pesfonmeadausingtthsee 82¢hit comiparatonsit ch i s found bet ween
the incomng tuple and an entry in the nmenory. Upon finding a successful
mat ch, the st dinathpr aspect ¢f the presentririventionds rresgvatk ey stemt duanprising ed
entry is output. This process flow information includes a unique ID. If no
mat ch i s plocalidy wf riedes, ackexf saichgoded hgving aneniqeetNabit tuplepasett of said
corresponding to the incom ng packet. According to another inprovenent, a
CAM i1$ prudurality ofinodes asdenprisingla daty pgeketatadsifiar, beldoeddress ichassifiepn ng
packets having tupl-es that produce a hash address of a hash bucket that is

al ready fedrhprisihg: GANRZh hddhéds Heneeres e denériabie BsluFdlity dFUBIEt hash
corresponding to the incom ng packet. Though renote, it is 25 possible that

nor e t hanaddrgbsedfrom salduslufalng B NS ihpubtaplessivhakan sy nunber. The CAM
is used for storing process flow information related to such 18
smaller than N; a memory having a plurality of memory entries, said memory
being addressable by said plurality of M-bit hash addresses, each of said
20 plurality of memory entries capable of storing one of sald plurality of N-bit tuples
and an associated process flow information; a comparison unit to determine if
an Incoming N-bit address can be matched with a stored N-bit tuple, wherein

said associated process flow information is output if a match is found and

wherein a new entry is created in the memory for the incoming N-bit tuple if a

25 match is not found.

12



-1 0 JAN 2006 WD 01/ 78309 PCT/1B01/ 00697 packets having tuples that produce
hash addresses that represent hash buckets that are already full. ,The;{N b5
is accessed with the full tuple. Simulations have shown that a CAM

cont ai niG K38 htries is sufficient to reduce the risk of PREBBIAG% o
handle a tuple in the classifier unit to a practically negligible nunber.
As 5 systens_and technol ogy develops, it is easy to add entries to the CAM
to handl e admtc?Wﬁ@ler@éaﬁ%@r@ﬁtﬁesminﬂéﬂgoﬁdﬁl@e‘imﬁl"é‘?é'iqrpgi:ams al so
capabl e of updating the process flow informati on associated with-a data
packet . PEaft e‘swcwc?m@a qamputer-readablemediug cRanrising {nrirustignsasalse

updat ed. The data packet classifier is also capable of 10 deleing an entry

in gttgg ;fgﬁmcgogszo?ﬂﬂs%m ;:‘0 @E.s?@gdgss gwrrapora?n%d%wnﬁne?mazwgow? ?23
o SERE B PEOETEZ G Ol s Sl BRERISOT Ry T
(o oo HFEeGAERER" e 99 B8 el M B Conmans
As not e%ﬁi@&?é?o Feoﬁeréqtﬁénsaeﬁ}eéﬂma? ?Wé'gr%ﬁb’frf”g\ggp oY eiesa§Rifak e

pl ace in_parallel, .ng match j.s found then a new entry ,is created A Such a
new ent mgﬁng%Fgg‘? éﬁ'%hﬁr Fﬁébh%gng'r"? CPMRLLER L @&ﬁ%ﬁ P dfPi%’F?“SXu@EM°bﬁas not
been 20 fil_il ed %gg If space exists.in the nenory to store the entry, it is
regi st ef@§niaddrezsese f3FY Of A2idaltrality ehmesmery entrigs canale of Atasinga@n®n, t he
flow identification and other control information is stored. This stored

i nf or matof SAidpiurally ofNit addersses and ameRsociatad APgese ey inferomatienmet h a
tupie that matches the correspondi ng entry. After this information is

at t Biche FOMARISPACHHE® gelekaning i armcarainghi-kit 2apleaesitebe pratched with Ihe
ability to update an entry is provided because incom ng packets may have
under gostoredrlii hit tynlecwhereig. sal @ssaciptest paxiasg fitdv infbtmatdh 2D06tpAd if a

.01/ 78309 -PCT/ 1 BO1/ 00697 may create a need for making further changes in the

stored enatch.is foungdatievherein a new entry is created in the memory for the

incoming N-bit tuple if a match is not found.

15 : |
III. BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects and ~advant:ages of the present invention will
become more apparent by describing in detail preferred embodiments thereof

with reference to the attached drawings in which:

20 FIG.1 shows a preferred embodiment of a network system according to

the present invention.

FIG. 2 is a block dtagram of a preferred embodiment of a data packet

classifier according to the.present invention.
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~command is used to perform such an updating. Wien an update conmand is
initiated, the control information associated with the tuple is nogigf ygg. g
In the case where all eight entries of the nenory correspong' tﬁmﬁﬂhashmg
bucket t AP Wi cated for a speci fic hash address are oc tﬁ?@a, e
entry is witten into the CAM Sinul ati ons have shown that only a fraction
of the 8K assggi ' ' A ml | process
fl ow t hrough ?ﬁ%%%&g?gﬂéaﬁﬁE@ﬁ%@f@%ﬁF%§§ggﬁ¥§§¥*ﬁ§8fﬁ§8%¥@ﬁf9§%Pﬁ?% of this
systen1i& bgﬁﬁgFility to i0 easily scale as system denmands grow and require
handl i ng 5 ions of nore process flowin short periods of time and at

W re speed. e_Hashing Functi ngt her_ as t of the invention is an

i nproved neth 'tﬁosrboéﬁ Bp%mp}llencg’na@@ﬁaqr i gegggﬁ by the Hash Address
Generator. A preferred enbodi nent of this hash function is described using
Fig.3. Conventionally, the hashing function is applied to all the bits
corrgsponding to a tuple. Instead of applying the hash function on all 104
‘bits of the tuple, the tuple is divided into two portions, 96 bits of the
tupte and the remaining 8 bit indicating the protocol type. Hashing is 20
performed on the 96 bits. Again it should be noted that the fixed nunber of
bits (104, 96, 8, etc) used to describe the preferred enbodi nent are nerely
illustrative. The division of bits can be done in any conveni ent manner

"W thout deviating fromthe spirit of the invention. Wile any hash function
could be used it is necessary to ensure that the 25 specific hash function
used generates: a "white hash address”. This woul d nmean 20 1 0 JAN 2005 WO
01/78309 PCT/1B01/ 00697 that when taking ,a group of tuples, which in many
times can be different in only a mnimal way from other tuples, the Hash
Genel@t or will stil'l "generate hash nunbers that are equally spread through
the range of address spanned by the 20 bit address space available. Wile

| ess than the 96 bits could be used for the S hash function (in fact, as
little as 84 bits would suffice), it is advisable to use the nmaxi mum nunber
of bits possible in order to increase the spread and effectiveness of the
hash function. The reason for selecting 96 bits specifically is that this
allows the use of three 32-bi't conparators to conpare the incomng tupie
and the nenory content and get a unique conparison result and further 10
permt the use of six standard 16-bit nenory banks to hold the nenory
content. The hash operation performed on the 96 bits result in a
prelimnary 20 bit hash address. Thls is then followed by a |ogical "OR' or
an " " operation perfornmed between the 20-bit result of the prelimnary
hash "Operation and the remaining 8 bits fromthe tupie that did not form
part of the hashing operation. 15 Instead of performng a |ogical "OR" or
an "XOR' a Bool ean "AND' operation can also be performed. Such a two-step
hashi ng operation results in producing a final hash address that spans the
entire 20-bit hash address range. D. Conputer Program Products 20

20
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‘Anot her i nportant aspect of the present invention is a conputer program
product t'o enable a conputer to performthe hashing operation accor1d0n{f~Nt2905
the present invention. The preferred enbodi nent of such a program product

i ncl udes WO QK0 er - r eadabl e nedi um The conput er - r eadabl e PEHIBAY00693
conprises instructions to enabie a conputer to performa hashing function
on an NV DETAMYED DESCRIFVON K YHE PREFEIRED EMBODIMENT'S to split the
N-bit input 2l 10 JAN 2005 WO 01178309 PCT/1B01/ 00697 tuple into a first
range of X bits and a second range of Y bits. The instructions further
enabl e the coipiekewing dgssription ehthe pirfetredemBodimentsdisdoses spasificate a
white hash_address with Z bits. Further instructions enable the conputer to
create SOMGrRtiRASHCAMPPBEBtH\RNELRIAGESAFLERR HomavernihesPreigredddr ess and
the S second range of Y bits using a Bool ean operator. The Bool ean operator
coul d bembadigents areomergly exarngias of oprasent impEntian aadpdes, tie t he
present invention is a conputer program product, including a

conplit espedific features desenikashpelow age imanehuusedbe maere egsiilgdascribasudat a
packet classifier in software. The instructions conprise a 10 hash address
gener at embpgiicaents andlibepravicienantoweralbugdaestanding gflthegiresgntoihvbhtion. hash
addresses froma plurality of N-bit input tuples, wherein Mis

si gni f i dznotdingdyabherskilleaninNtheTde wilisteaddy irecsgrize tiner theopmesese a nenory
code to enable a conputer to store data in a nenory having a plurality of
menory émtanties. is Hot [mited Yo chd epledifidembedhhénts ddseribedbelieown. t o address the
plurality 15 of Mbit hash addresses. Each of the plurality of nmenory

entri es Fupihebineref tiy aesdriptRime of vadeupterifdurations, dbrapbnémya] afdaehan
associ ated process flow information. The instructions further conprise a

conper i ePrhé P iHeeRtioh Bfat loald hB¢eBledl KNdNr td BRESKARY BeheBdreAed W th
a stored N-bit tupie. The associ ated process flow information is output if

a nat ch gnsitde@ B tREdaRE Br Uity % beewfygated in the menmory for the incom ng
N-bit tuple if a match is not found. It should be noted that the conputer

readabl e nmedi umincludes any fixed nmedia including, but not limted to,

f1oppy di sk, farglk Neslork Shhreh VWiltda DadPPackef Eldssigpes W th 1Cs, etc. The
conput er readabl e nedia al so includes instructions transmtted through a

networ k or TR RAEEESeMbafimaRt isndesaribed ysingRePYfiyubared RRIIGTKpBLBR 20f t he
preferred embodi ments is provided to enable a person skilled in the art to
make or NESWOrksYSIERY isnganable of i@spociating the packetsflewingsinibegystesauith

PCT/ 1 BOI / 00697 Moreover, various nodifications to these enbodiments will be
r eadd| y thpdpiisation layerse thiei T4layen QST kemynunicatian ihedeje Helsite hg neksdol es
defined herein ma_Y be applied to other enbodinents w thout the use of

i nvent i bt dbis abilityrtepesagiate packesfliove with thecapplinatios ihis relatesitded to be
limted to the enbodi nents described w5 herein but is to be accorded the
wi dest <allomts fars betifer systam aricbnetwonksmandgementaFerther thangother

enhanced functionality allows for better implementation of a policy-based
network. An example of the use of this invention would be in systems that have

20 to provide special priority to packets containing voice over IP or video over IP.
Moreover, such a system also provides the ability to route the packets in a
defined manner and provide billing specific information. Another example would
be differentiated billing system based on the type of application data being

transmitted over the network.
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23 10 JAN 2005 CLAI M5 A data packet classifier to classify a plurality of
N-bi't i nput tuples, said classifier conprising: a hash address geng¢riUan 2009
generate agpl urality of Mbit hash addresses fromsaid plurality of N-bit
input tupl@IV88rein Mis smaller than N a menory havi ng BCHUBMAPEXTy of
menory entries, said nmenory being addressable by said plurality of Mbit

hash addresmeéxarﬁg@bﬁaiabn Y388 rfcRivbre BRREHNE dHdveh @1, 'PhedhetiIR! Y

entries, each of said plurality of nmenory entries cangrte of storing one of

sai d Pl b lekhyoOF bl dorhiflonaild 29 A2006 kAL PHAGHRS/HOU LathALEgRL | On: 2

0O a conparison unit to ermne | an I ncom ng e can be matched

W th 2 SHelfindt il nothfiec el EhRcral S ABRS! 3RGAEARETT.4 Py dddegmt i on

I s out put a match 1s ere a new entr S Crea

nmemory fﬁérstohﬁl COSPTLET1L Y, bjrhetih'@bfdud.ra{l nBstErE b drhelfdd L&H@dnet%o?kz' The

dat a packet classifier of ‘clarm her “compri1sing: a content addressabl e
ot ot S ecHBng 125 EL 24 K sHBLREP R kb itk iR R oy ol BORE RN "
' ow | n SiAevstRis FRds SRy BofeRoctcEadh nbaf Initia Fered e numbefe °22
Flow 1 n Bifle UATACERE2Raror )Y Aol T5am Stefest indhe norieiktn ascRder
classifier Q‘]I:E‘etf‘l aiml p?erei n an entry in the nmenory can be deleted, 5 6.

The dat ahPStcRedNeI¥GKi er of claim 1 wherein searching for an entry in the
menory can be ceased when a kill-process command is received. 7..The data

7
packet cl a&achihastin toe fekworkynaiudes a date packetlassifing. | iredata Pasketn t he

CAM to conprises a process flow identification nunber.
10 classifier further comprises a hash address generator, a memory and a

comparison unit. A preferred embodiment of a data packet classifier is described

subsequently with reference to FIG.2. The data packet classifier in such a

network system is required to process a substantial number of flows.

Additionally, each such flow is associated with a plurality of packets all of which
15 move around the various components of the network.

The host that sends digital information is called the source and the host that
receives the information is called the destination. Each message or information
flow is divided into oné or more packets. Each packet is processed separately
and sent from the source to the destination. Such a packet contains a header.

20 The packet header is uniquely identified by a tuple which is 104 bits. Since a bit
can have a value of a 0 or 1. Therefore, using 104 bits, 2% tupies possible.
However, if each tuple is uniquely identified with its entire number, the number
of possible tuples to be handled and classified becomes substantially large for
any practical implementation of the system. A real time processing of such a

25 large number of tuples is likely to be impossible.

16



-8 . The data packet classifier of claim2 wherein said process flow
information in the CAM can be updated. 15 9. The data packet cl ass{ fji $AN o35
claim2 wherein an entry in the CAM can be del eted. 10. The data packet
€l assi fi avo@i/78308i m 2 wherein searching for an entry in thep&fidosadsdde
ceased when a kill-process command is received. 20 11. The data packet
classifier_of claim?2 further capable of generating a trap if both the
menory andEXteBsEENiEUatiQn ptudies were peRfqritRebto get %”%5@%"}?&‘&'%’[’“
classifier of claim?2 wherein both the menory and CAM are searched in
par al | ePosgigle nymbesiof ipfacmatiop) flews i1 arngdvogk during ssEeE; Reried-olbimes 14,
The data packet classifier of claim13 wherein said hash address generator
per f or m8 NEaS IKiAYadiprastuidies reyealsid: thasithah aliewing taremillipnidiffeans floves The
data packet classifier of claim 14 wherein a conparison of tuple stored in
to the RERogiyearnelativalnsbertmertagoofetime inea Systera inisuffigient feepaniding a
conparators and standard 16 or 32 bit wi de nenories. 16. A network system
conpf i sihigh quplity of senyiasf fondbesystemch 66r saire drtdided informatian wm thaseN- bi t
tupl e, "each of said plurality of nodes conprising a data packet 15
cl assi f isimplatiing stat, dopexdmple; |StHmidis, dD. Udighr $peeard) PolicyhBsbedh Bdclets
generator to generate a plurality of Mbit hash addresses from said
pl ur al i tFprehrdingiUsing EfficientpMettj-DitnensionaliRasgermMibtobing @M ISIGEOMor v
having a plurality of nenory entries, said nenory being addressable by said
pl ur al i theSE pblshedniastetaddress®s, each such address corresponding to a 20
plurality of nmenory entries, each of said plurality of nenory entries
capabl e of storing one of said plurality of N-bit tuples and an associ at ed
process flow information; a conparison unit to determne if an incom ng
N-bit tuple can be matched with a stored N-bit tuple, wherein said
assqgi at ed prECERs poyPPuiiel €lB8fLON 1S output if a 26 10 JAN 2005 match
is found and wherein a new entry is created in the nmenory for the incom ng
N-bit tuple if a match is not found.

FIG.2 shows a preferred embodiment of a data packet classifier. 104 bit

tuples are received by a hash address generator 2.4. The hash address
generator is éapable of transforming the 104 bits of the tuple into a 20 bit long
15 number. Therefore, using the results of the hashing, 2*° or more than a million
unique digital information flows can be represented. The operation of the Hash
Generator is further discussed below. It should be noted that though the
preferred embodiment is described using a tuple with 104 bits, tuples of any
length can be used without deviating from the spirit of the invention. Likewise,
20 the hash address can be of any length less than the length of the tuple to be
“within the scope of the present invention.
The 20 bit hash address generated by the Hash Generator is used to access
the memory 2.5. Each hash address corresponds to a hash bucket. The memory
2.5 is designed in such a way that each hash bucket is capable of storing eight
25 separate entries. As noted in the background section, it is possible that two

different tuples on applying the hashing function result in the same hash
17



-17. The network of claim16 in which the data classifier further conprises:
s a‘content addressable nenory (CAM to store overflowing N-bit tu!pﬂeé‘\Naﬁpﬂs
their correspondi ng process flow informati on wherein said overflowng N-bit
tupl e can¥Bi01B808tored in the menory. 18. The network of cl ZCHIBE/AELY ei n
said process flowinformation in the to nenory conprises a process flow

| dent i T 1 Lrb&d) THIEPREmodyis déghé&d ‘é‘grtkaﬁ’i(} i shBbubfly Wigheseparatel eRERGESS

flow infornmation I n the nenory can be updated. 1s-20." The network of claim

16 wher g0 o3hh ﬂﬁ%ﬁ%agdc{}e&é‘ﬁc«f@%@ﬁ{ tHeAfhelifo ':%tt.edrhigégeérihé rUFh¥EY & of claim

16 wherein searc or an ent I'n the nory can be ceased when a

Ki ll-pr WtFEs ?ﬂw Pia§h LRARLEd -chﬁge@ﬁscaeome&wsw&&hm st%ﬁé ein

sai d proce ormation int onprises a process
i denti fi | . . ;Egr r LM 17 wherein
sai d pro@éﬂé \g\%/{v i Nfor fa Fooég?l:r?\'%{\éﬁéggiﬁggaune erﬂ%ﬁa 'egl.owﬂ}.élr srén net wor k of
claim 17 ' ry J4.0n.t . .net wor k of
ol ai 170 EER el %geigndl shEes honBe RRERS ndodsdrn. SRR
Kill-progce nmand | s received. . _The network of. im 17 wherein the
dat & hacRart AFRCENT Palrfes B M addinstioBR 4 e o Arars SAEIeR: "ot b
t he nmenor nd the are full. 27. The_network, of .¢l.aim 17 erein both.
t he neno?‘ﬁ'"-‘glt?& %ﬁﬁﬁﬁ&@e@ﬁ'@ﬁ&?spi%e& Tlagt is up ﬁ%g'g%f;ed'ﬁg&f% PIES claim 17
wherein N > 96. 29. The network of claim17 wherein said hash address
gener at oFeSHERGOINE & 8ME Aigshraddress can Qg]'ghec §t95ﬁgéﬁ‘| tSE %Fr}?glf%- t tuple.
20 30. The network of claim 29 wherein a conparison of tuple stored in the
menory afHPSERNYIBOFRIHEES BpE €hpace of APk bat g Bounset o froin theiasly at or s.
28 10 JAN 2005 31. A conputer pr ogr a'mfpr oduct, including a
conplft er tabie Bger s RarveWanprsh bugkethistfllct i ons, said instructions -
conprising. a hash address generator code to enable a conputer to generate
a 5 plural ithg Fshveddresh aenemtor pesiosmis rahiag ®np2 Guplei assosted mWith aRput
tuples, wherein Mis smaller than N,
incoming data packet. The result of such a hashing is used to identify a hash
bucket that is associated with the incoming tuple. The comparison unit 2.3
which is attached to the CAM, compares data associated with the incoming data
15 packet and the data in each of the eight entries. The comparison tnit determines
that a successful match has resulted if a match is found between the incoming
tuple and an entry in the memory. Upon finding a successful match, the stored
process flow information corresponding to the matched entry is output. This
process flow information includes a unique ID. If no match is found with an
20 existing entry, a new entry is created corresponding to the incoming packet.
According to another improvement, a CAM is provided as an additional
storage facility to deal with incoming packets having tuples that produce a hash
address of a hash bucket that is already full. The CAM 2.1 unit is accessed with
the full tuple corresponding to the incoming packet. Though remote, it is
25 possible that more than eight unique tuple would hash into a single hash

number. The CAM is used for storing process flow information related to such
18 :



-a menory code to enable a conputer to store data in a nenory havi n% a
plurality of nmenory entries, said nenory code further enabling t hk céﬁﬁb@ﬁﬂér
to addrersg S%g&“?l urality of Mbit hash addresses, each of said plurality
of 1o mengfy i es capabl e of storing one of said plural i RGT/BI0140457 ¢

tupl es and an associ ated process flow information; a conparison code to

det er m npacketamavingotipigs khitti praduekchashnadiiressesctiat reptdsent tagh ddickiety t
tupl e, wherein said associated process flow information is output i.f a

mat ch i stayerd arehdyhfallei The Oaeniaddegsed witheteeflill tuplde Sraatationsdiavkd t he
incomng Nbit tuple if a match is not found. 32. The conputer program

product showhahat 8 CAMIdoResiniYBKIicitAes ifs@hidiedtto 786168 8ad ek B R 1ifyCAM
code to enable a conputer to store overflowing N-bit tuples and their

corr espobsihagdRr PEGE ih ItAY diddsiidrainiofo brpracdalyWedfpbRI Aumdee axer f1 ow ng
N-bit tuple cannot be stored in the nmenory. 33. The conputer program

produgt gfstehi sRBlecMRIEE deobIdpR! gyl @i EAERY tPthd y
conpri ses{’% flow identi f?%gt ?gﬁl@ﬁﬁ'ngee:?é%gl 10 JAN|20‘(:)5ﬂ13é4.aAw€0 g(s;ﬁnlapﬂl%t er

program prakieRkl Rquiredh8h@&l wherein said instructions enable a conputer to
update the process flow information. 3 S. The conputer program product of

cl ai m 31 whefeidka33d dkek RS AP LAM e B SpRBERY'AE drBcds fhg an entry.

in the nmenory. e conput er program product o erein said

St T uct §gamgNBRles Ao SRIPRI o WALL BASGO RAEAN BrEaTn BREPRL b

menory when a kil l-process conmman S recelve e computer” program

product eyt SR BL Ay PIARERR, (LAl EOURRL OB LA, -
or ocals. AERINS R SHREL L F4aREAM "5, The computer program ar oduct of
ol ai m 32 Wit gl 037 bd G8L MR Q03 BRI oiRg TRLE! b9 ndEhe!Solll fVHY 11
memory 6r the CAM, a trap is generated. Such a trap indicates that the
corresponding incoming packet can not be handled by the data packet ciassifier.
Additionally a “kill process” command can be issued to the data packet classifier.
15 On receiving a “kill process” command, the data packet classifier ceases
searching the memory as well as the CAM.
As noted before, if in the search of the memory and CAM, which may take
place in parallel, no match is found then a new entry is created. Such a new
entry is created in the memory if a corresponding hash bucket has not been
20 filled up. If space exists in the memory to store the entry, it is registered in the
memory. As part of the entry, full tuple information, the flow identification and
other control information is stored. This stored information will be later attached
to each incoming packet incoming with a tuple that matches the corresponding
entry. After this information’ is attached, the incoming packet is sent to the |
25 packet processor. The ability to update an entry is provided because

incoming packets may have undergone further processing. Such a processing
19



=20 40. The conputer program product of claim 42 wherein said instructions
enabl e a‘'conputer to cease searching for an entry in the CAM when & 0 JAN 2005
kill-process command is received. 30 i o SAN ?005 41. The conputer
progr am p¥OAUTA30Df cl ai m 32 wherein said instructions enabl BCT/BO1C0069TUL er
to generate a trap if both the nenory and the CAMare full. s 42. The
conput er_pragram_product of claim 32 erein said_ instr j QNS ble a
conput ormeh R e RBEY For RakRd i rer Shended tnBis stered BHEY. MRuSEaE.s. o,
rogram product .of claim32 wherein N > 96. |0 44. The ut er. pr.ogram
D oduct BTBRS 17 ¥ERAR Perforinsuch Ao adains JVnEH andG A RN Bacl 82 2
conputer, 1o rforns hashin nafirst 96 bjt f an assqeciated N-bit
Cupre. - datBedfehd R in e hatbel aossnntedintt e fra aABPE e ol o
conpari son_cqde enables the 15 conputer to conpare an addjess stored in the
rorory andUEHIS RIS GDIGT PG s ST I HASHATGISS a3 hash
A CA(S. A2 A ACLAA LAY AU@Y. AL AN2. A As@ A . )
ht. AS. AfEckED at(is dedicakeditpr A&PRCKIC hasthaddress are occupied, the entry is
. A&9. Ay2. Aaf . AL+4dL5hL' | w mhc] X] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca']<ca] ca] ca]
caV] ca] cufigan datoctieceftaSiaptatignsalpeg éa@w@an]maé Snbagftastiongof the 8
"HW\ w N9KL=>KNi { vqgl gb\ V%caU] ca] ca] ca] ca] ca] cal] ca] ca] ca] cakca] cal ca] ca] ca]
ca] ca] caq5§aqzi@%qd:aqt@a§‘@q: i) is algledlag a1] wWhEeOQ\al] ¢ ajitianHreeess Now through ’
FTOTIS"R" " 9##| w mhc”Y] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca
] ca] ca] dhpcyptehca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! ##$
% &k&&' ' 6' (+.../80012\ 2223Y344*5s5567666zupkf a\ W ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] Aa]iowlortdrda dhaintagé ofikoaecchitedtusd ofithis systene 4§ ds\Abilityd=] ca] ca] ca
1 66-89; <j >v>>>(?u??
@ AABCI CE¥sly sokleFEd 8 sEetCdehtandsojrew ¥hdakqaire djana]ing]of ahitkidresadf swdgca]l cal ¢
a)J ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]ca]calca]ca]ca]ca]ca]ca]calcalH "JullJ
2 KKKMT Mz iy daVivivi NN RoPE e SRIRRBE Seres amdvatniice ¥pekda] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca]ca]ca] ca]calca]lca]calcalcaljca!T
*TOT=TITTTU
Up UUUUGYMVWSWINNKTYZZ2Z2272Z2ZZ[ \ [ [ [ | val gb] X] ] ca] ca] ca] ca] ca] caU] ca] ca] ca] cal] c
aJ ca] ca] ca] ca] ca] ca] ca] ca]ca] ca] ca]ca]ca] ca]ca]ca]lca]calcalcaljcalcal[:\y]]"
fAi AN R &.) The HdshfugFuncrdpaaaa’ a3aBaxa{vql gb\ VU cal] ca] ca] ca] ca] ca] ca]
ca] calca]calc cal] cal] ca] cal] ca] cal ca] ca] ca] ca) calca] calcal] ca] cal,ca] ca] ca]c
aj La! LaaLPl@lﬁ‘@%M@% FJ% m&iﬁré'h}'}?ﬁf Y& ﬁ]e&ﬁ‘?ég‘bkﬁg B%%t@a};ca} ca} c
a] ca] ca] ca] cay caL&aU] ca] cal ca] ca] ca] ca] ca] ca] cal ca caLca] ca%ca\[&.ﬁa] cajcalc
a] calk a] tatdavped by therestoAddrassdp eoatep aa%f&amf]q@rn peBBeRt AfdHS 07U ca)
ca] cal ca] ca] caV]ca]ca] caV]caV]ca]ca] cal ca] ca] ca] ca] cal] ca] ca] ca].ca] cal] ca]c
2] Ca] Ca] BRLRNSHPBUF SEFeabEd MEinabas o OVRRRG )Yy bo FRFPTEHNCHBALS vl ki
a\W] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca; cal ca] ca] ca] ca] ca]. ca] ca] caU
] ca] ca] capeligdctaplt the bits corresponding to a tuple.’Instea of applying the hash
a] ca] ca] ca] cal v7p-zo” kF2>zupkfa\ W] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] cal] ca] c
a] ca] calfwutien|arnplt dAPéditsapttiectinle] the tenleds @léw]iéa} dpdajapaions; 86 58) geb)
xsni d_ZU] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] caV] ca] ca] cal cal] ca] ca
] ca] ca] chits af thé tauplesrcbthentaradinimg 8abit indicating the protocol type. Hashing is
RlycK<GTzupkfa\ W] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]c”a]ca
] ca] 2@ c petforhed dnctijecaf bitisc Aged itaghmaild decwtef ] thatairairesQunberdoiDite] ca] ¢
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]caJcalc
a] ca] ca] (804,968 cetic) 65gd ity describe the preferred embodiment are merely
29% M w mhc”Y] ] ] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]c
a] ca] ca] dhistrativa] Thiciyismncaf] ritd cah de) dend/ih GhR'cobgemiehl nanmear Witheltca) ca) c
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]caJca]c
a] ca] ca] dayiatihgafrdmgheksaritip] ktxes invientidnl.] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]c"a] cadz[ <YS10%5
& () - 92 10%3&h{l¢ enyRidhRinctioh *cbld bk dd it'is necessary to ensure that the
*109%®27?& () -1*10%#& () -dLdE 1096& () - !'10%% () -
" $10%6& (spetifid OfER flhctlion L8EGenkrates W RNt Hadh-adHPessy. (This/wolild@a) -
110968 () - 0% () - F#109%6& () - s
1098 () - hLAE7#10%6&' () - s510%6:&' () - 310%&' () -1G"109%6& () -/ ! 1096& () - Y-m'10%
G ()-W_=!3 Ydo¥ss& ()-F!''10% & ()- @B10%& ()- 10G 10G
10G3?109%6&' () -9109%& ()-W'Y
AzX9 =.110%& ()-!1Y$10%Z%ZY& ()-3'\Y$109%& ()-3!;
Y$109%&' ()-33 YOdOWZk&' ()-F! 13" YUd0Y&' () - FHIKLMYwbC&y10%Z&' () - &10%Z& () - &10%
Z& ()- 10z




-10Z 10Z9 : 109%&Z& ()-0" 610%Z& ()- NdEbCL10%Z&' ()- F 109%&Z& ()- @ 109%&Z& ()-9
"109Z& ()-3 -#109%&Z& ()-!10%Z& ()- 9dBbCl s$#10% " & () - 1.0 JAN 2005
" 109Z& () - &y" 109&Z& ()- " "109%Z& ()-YM 109%&Z& ()-S"10%&Z& ()- kLdCbC

FLES10% Sivo)o1Ad30d 09Z& () - S2109Z& () - FO! 109Z& () - 5. 109Z& () - ptAdfiShober
<=>Ki uV7' 10%%' ()-y&10%3&' ()-, L10%3& ()- 10 10

10! @Z10%& () - FL6$S109Z& () - Zi H dEuV7' s 10%6& () - y#L10%& ()-9- 10%G& ()- s
1096 () thatbemtekings greumef typles=vhighvn mapyGaes cpn be0dEarent IRKINYGS: ()
- 110%G& () - &109%638! (2 - sS10%G& (}-Z+"dEuV7' /" 10%GX& ()-Y-"109%& ()-s +
10%G& () 8)Minmakway. from othes: tuplem thedsh)Gemaravarowdtisstil) generate hash

109%6&' () - S&10%G&' () - 10G 10G 10010%G&' () - " s6$10%4G& ()-!

1O 11 >" dRHObero dat aje equalcspepdahtoggatiie rangeORad)iressidatiiet) by tHO G ()
->"RUUO###IEDC " 109638 () - .
1" 10%6820)bit addoEesnEce avaliabs While ¥ ERa \the KE/EIS Chulitb8wiskddor tHe@C
1000! (9f 10%00& ()- Ys6' $10%& () -

Ys6' $109ha@sh Functicvgia fiart, 3 MORGE 83 -tiFWAORIGRIffize), it IS advigdH|& a8Qse the
1000! ZY%A0%ME () - GB$10%GE' () -! 3$10%&' () -! 3&10%&' () - Y40%:8 ()- 1000

1000* [ * +maMidun nReh doddbitdpdsiblesin(drdet to WGR¥ER LI sptead and
WA0YsS& () - ZYA0%R ()-G , Z90%2zs2& () - GZWOUR () - R. . . . .. / 800uUV7

10y: $10%effetivenidskOSfiEhie( hashSAMMESN ( Th&k&BSEHrdr) seld@ird98 Wit specifically is
%940%& ()-012\ 2223dEuV7 10y:$ 10%&' () -
that this aliows the use of three 32-bit comparators to compare the incoming
tuple and the memory content and get a unique comparison result and further
10 permit the use of six standard 16-bit memory banks to hold the memory
content. The hash operation performed on the 96 bits result in a preliminary 20
bit hash address. This is then followed by a logical "OR” or an “XOR" operation
performed between the 20-bit result of the preliminary hash operation and the
remaining 8 bits from the tuple that did not form pért of the hashing operation.
15 Instead of performing a logical "OR” or an “XOR" a Boolean “AND" operation can

also be performed. Such a two-step hashing operation results in producing a

final hash address that spans the entire 20-bit hash address range.

D. Computer Program Products
20 _
Another important aspect of the present invention is a computer program

product to enable a computer to perform the hashing operation according to the
present invention. The preferred embodiment of such a program product
includes a computer-readable medium. The computer-readable medium

25  comprises instructions to enable a computer to perform a hashing function on an

N-bit input tuple. The instructions enable the computer to split the N-bit input
21
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range(czf-Y bits using a Boolean operator. The Boolean operator could be
a logical “Or” or an "XOR".

Another important aspect of the present invention is a computer program
product, iﬁcluding a computer-readable medium comprising instructions to
implement the data packet dassiﬁef in software. The instructions comprise a
hash address generator code to enable a computer to generate a plurality'vb'f M-
bit hash addresses from a plurality of N-bit input tuples, wherein M is
significantly smaller than N. The instructions further comprise a memory code to
enable a computer to store data in a memory having a plurality of memory
entries. The memory code further enables the computer to address the piurality
of M-bit hash addresses. Each of the plu'rality of memory entries capable of
storing one of the plurality of N-bit tuples and an associated process fiow
information. The instructions further comprise a comparison code to determine.
if an incoming N-bit tuple can be matched with a stored N-bit tuple. The
associated process flow information is output if a match is found and new entry
is created in the memory for the incoming N-bit tuple if a match is not found.

It should be noted that the computer readable medium includes any fixed
media including, but not limited to, floppy disk, hard disk, CD, chips, tapes,

cartridges with ICs, etc. The computer readabie media also includes instructions

- transmitted through a network or downloaded from the Internet.

The previous description of the preferred embodiments is provided to

enable a person skilled in the art to make or use the present invention.
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the present invention'is not intended to be limited to the embodiments described

5 herein but is to be accorded the widest scope as defined by the claims and

equivalents thereof.
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109 () - dd" euef f FgoEMCaddress generator to generate a plurality of M-bit hash addresses from said
5 plurality of N-bit input tuples, wherein M is smaller than N,

a memory having a plurality of memory entries, said memory being addressable by
said plurality of M-bit hash addresses, each such address corresponding to a plurality of
memory entries, each of said plurality of memory entries capable of storing one of said
plurality of N-bit tuples and an associated process flow information;

10 a comparison unit to determine if an incoming N-bit tuple can be matched with a
stored N-bit tuple, wherein said associated process flow information is output if a match is

found and wherein a new entry is created in the memory for the incoming N-bit tuple if a

match is not found.

15 2. The data packet classifier of claim 1 further comprising;
a content addressable memory (CAM) to store overflowing N-bit tuples and their
corresponding flow information wherein said overflowing N-bit tuple cannot be stored in

the memory.

20 3. The data packet classifier of claim 1 wherein said process flow information in the

memory comprises a flow identification number.
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7.  The data packet classifier of claim 2 wherein said process flow information in the CAM

10 comprises a process flow identification number.

8.  The data packet classifier of claim 2 wherein said process flow information in the CAM

can be updated.
15 9.  The data packet classifier of claim 2 wherein an entry in the CAM can be deleted.

10. The data packet classifier of claim 2 wherein searching for an entry in the CAM can be

ceased when a kill-process command is received.

20 11. The data packet classifier of claim 2 further capable of generating a trap if both

the memory and the CAM are full.
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14, The data packet classifier of claim 13 wherein said hash address generator

performs hashing on a first 96 bits of an associated N-bit tuple.

15.  The data packet classifier of claim 14 wherein a comparison of tuple stored in
10 the memory and an incoming tuple is performed using three 32-bit comparators

and standard 16 or 32 bit wide memories.

16. A network system comprising a plurality of nbdes, each of said nodes having a

unique N-bit tuple, each of said plurality of nodes comprising a data packet

15 classifier, said data packet classifier comprising
a hash address generator to generate a plurality of M-bit hash addresses
from said plurality of N-bit input tuples, wherein M is smaller than N;
a memory having a plurality of memory entries, said memory being addressable
by said plurality of M-bit hash addresses, each such address corresponding to a

20 plurality of memory entries, each of said plurality of memory entries capable of
storing one of said plurality of N-bit tuples and an associated process flow
information;
a comparison unit to determine if an incoming N-bit tuple can be matched with a

stored N-bit tuple, wherein said associated process flow information is output if a
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N—blt tuple if a match is not found.

17.  The network of claim 16 in which the data classifier further comprises:
5 a content addressable memory (CAM) to store overflowing N-bit tuples
and their corresponding process flow information wherein said overflowing

N-bit tuple cannot be stored in the memory.

18,  The network of claim 16 wherein said process flow information in the

10 memory comprises a process flow identification number.

19. The network of claim 16 wherein said process flow information in the

memory can be updated.

15 20. The network of claim 16 wherein an entry in the memory can be

deleted.

21. The network of claim 16 wherbein searching for an entry in the memory
can be ceased when a kill-process command is received.
20
22. The network of claim 17 wherein said process flow

information in the CAM comprises a process flow identification number.
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24. The network of claim 17 wherein an entry in the CAM can be deleted.

25. The network of claim 17 wherein searching for an entry in the CAM can be

ceased when a kill-process command is received.

26.  The network of claim 17 wherein the data packet classifier is further capable of

10 generating a trap if both the memory and the CAM are full.

27.  The network of claim 17 wherein both the memory and CAM are

searched in parallel.
15 28. The network of claim 17 wherein N > 96.

29.  The network of claim 17 wherein said hash address generator performs

hashing on a first 96 bits of an associated N-bit tuple.

20 30. The network of claim 29 wherein a comparison of tuple stored in the
memory and an incoming tuple is performed using three 32-bit

comparators.
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31. A computer program product, including a computer-readable medium
comprising instructions, said instructions comprising:
a hash address generator code to enable a computer to generate a
5 plurality of M-bit hash addresses from said plurality of N-bit input tuples,
wherein M is smaller than N;
a memory code to enable a computer to store data in a memory having
a plurality of memory entries, said memory code further enabling the computer
to address said plurality of M-bit hash addresses, each of said plurality of
10 memory entries capable of storing one of said plurality of N-bit tuples and
an associated process flow information;
a comparison code to determine if an incoming N-bit tuple can be matched
with a stored N-bit tuple, wherein said associated process flow information is
output if a match is found and wherein a new entry is created in the memory for

15 the incoming N-bit tuple if a match is not found.

32.  The computer program product of claim 31 further comprising:
a content addressable memory (CAM) code to enable a computer to store
overflowing N-bit tuples and their corresponding process flow information in a

20 CAM wherein said overflowing N-bit tuple cannot be stored in the memory.

33. The computer program product of claim 31 wherein said process flow

information in the memory comprises a flow identification number.
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‘ computer to update the process flow information.
|
! 35. The computer program product of claim 31 wherein said instructions enable a
|
| 5 computer to delete an entry in the memory.
|
36. The computer program product of claim 31 wherein said instructions enable a
‘ computer to cease searching for an entry in the memory when a kill-process
command is received.
10
37. The computer program product of claim 32 wherein said process flow information
in the CAM comprises a flow identification number.
38. The computer program product of claim 32 wherein said instructions
15 enable a computer to update the process flow information in the CAM.
39. The computer program product of claim 32 wherein said instructions
enable a computer to delete an entry in the CAM.
20 40. The computer program product of claim 42 wherein said instructions

enable a computer to cease searching for an entry in the CAM when a

kill-process command is received.
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are full.

5 42. The computer program product of claim 32 wherein said instructions

enable a computer to search both the memory and CAM in parallel.
43. The computer program product of claim 32 wherein N > 96.

10 44, The computer program product of claim 43 wherein said hash address
generator code enables a computer to performs hashing on a first 96
bits of an associated N-bit tuple.

45. The computer program product of claim 44 wherein said comparison code enables the

15 computer to compare an address stored in the memory and an incoming tuple using

three 32-bit comparators.
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