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Met hod for copy protecting a record carrier, copy protected record carrier
and nmeans for detecting access control information. The invention relates
to a method for copy protecting a record carrier having information stored
t hereon according to predetermned formatting and error correcting rules,
conprising the swepssef creating an image file conpri si NGedRgokladsddf Or mat i on,
generating access control information for controlling the access to the

mai n i nformati (oTe [¥{ef! ; t&kierC Ler .l e i mage
file and the g@%‘gg g&rcoir"}fér g[?ctf?%?éérgﬁgt ﬁﬁ%‘ﬁ: %ﬁf"?ﬁ”ﬁ’aﬁ%ﬁ%@%ﬂ@ﬁ”ﬁ%ﬁg t he
steps of cr eatdeiaejing agsess csrérqlﬂeﬁeean@y applying the formatting and error
correcting rules to the inage file and translating the bit sequence into a
physi cal pattern of marks, and multiplicating the record carrier using the
master carrier. The invention further relates to a copy protected record
carrier having a bit '10 sequence stored thereon representing information
according to predetermned formattin nd.error_correcting rules. the

i nformation conpri si ngrrPhe iver?t‘?rhrgpétre s‘rrgé’taiq’(‘)eﬁmgﬁ)é C%Pé[(?é"gesc{"tgoan‘??oﬁ catiSt 878t i on for
control |'i ng: t hefomaiestoredohdrtva acraiding itnprederranined formifking dod wort dogertifigiruteher
relates to a &of €518 datidd%n A64z6 TR 6R5Hsk erﬁ:%tﬂr‘iﬂlﬁ%ni ODe@hoSUCh a copy
protected r ecgrgﬁ%a#rﬂ%sgeg 15 frl ) ¢ T}ﬂ'es ?nve_nu on _Ugt er_grel ates to
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readi ng e record carri.er e readl ng neans conpr,i si a_read uni or
extracting a BIOMSRERIBREE L SPR8 P SR8 oF Eitsper APrying B8 fmatinepd o
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protecting - ar r er g carrier and a reading
arr angenent arngaﬁ[kghgn\fdvn%%?t{ g%ﬁhﬁ:ﬁ%geg‘g%ﬁﬁe?égg%ﬁgw&%grﬁﬁ the list of related
docurment s). The known Theingmngorcfurther eelates émgogopy protegtedoeessd: qagriey baying@ibiti ng t r ack,
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information which is witten I1n a predefined manner i s represented by

optical |y readHsl e@UsHPg BHeYstheforHatiop compsisipgpaip infopmption ardygeesy cogirgt st

physi cal pﬁr anfb@iatiorSiOE toneslligh e &weksgtbtmﬁqﬁa_ixtfmlamanned surfaCﬁ. The
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Zhe invention further relates to a retrieval arrangement for retrieving
information from such a copy protected record carrier, the arrangement comprising reading
means for reading the record carrier, the reading means comprising a read unit for extracting
a bit sequence stored on the record carrier and an error correcting unit for processing the bit

sequence.

30

A system for copy protecting a record carrier, a copy protected record carrier
and a reading arrangement are known from EP-0545472 (document D1 in the list of related
documents). The known record carrier comprises a prearranged guiding track, a so-called

75 pregroove. In the track determined by the pregroove, information which is written in a
predefined manner is represented by optically readable péttems which are formed by
variation of a first physical parameter, such as the height of the scanned surface. The
pregroove has variations in a second physical parameter, such as an excursion in a transverse
_direction, also denoted as wobble. Pregroove wobble is FM-modulated and this modulation
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represents access control information which is related to information, such

as a descranble code for recovering information stored as scranbl ed

i nformati on. The known devi ce conprises readi ng neans for reading the
patterns and recovering nmeans for recovering the 'access control

I nformati on. The known device and information carrier forma systemfor 5
‘control | ed i nf eovowmséren reproduction. For this purpose, tedibidse
conprises neans for reproducing the infotmation in dependence on the access
control i nf OFfURkefillacoll cdullh heAuREAANHiAAs fefuef APl Fudifal b ARG OF ML T o
carrier, the_i Sr et on o 'S cCopy W not - Dbe reproducecf, ecause
during the wiode foyregevedngsinforstign sans a9 serarabiedgnfogmation: Thet knawmdeyice he copy

i tsel f does RQinplQNLaifl MAas BFRRHR theftidrh anh RoSVefiRlhaRs fof YeRVAR @ I N the
known system.is that 10 the readi ng nmeans nust be able to recover the

access cont r oieceshioBiroldaforpationy Thedmegn dexige 4nd doforgpationicamigsfops a sysemderc ond

physi cal par ag@hkdMed infdrmatn Sprotit}i® ForOthis pliPost, MERVicOtbnipfisep meatk B a system
for copy protg-i_e_ct%', n@ {l\%ﬁ(%rd"‘car.ri ers whi c& does n,;)tl .rfellgé.on vtFri ations of
physi cal par avePEFEe TEATTE=d0 ARRIHGS BF Bt A5BT o EYMETaEn {9 abl e
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to "' comstwd hding RGhCRst B RS reddveciie mméﬁnu&en@ﬁraﬁ&qi%e&mg #gid error
correcting rules_and which constitute an error pattern. copy protected

record carri eyiationyddhe seqoadiphysical REAMERL, i g paragraph i s characterized
accordi ng to the i nvaninobjéchofttisivehtiva thplovidejtyaat for eopyPidt&ang teéokd errors

constituting-|ogical.erraor Lch.can orrected. by sai.d err

correct i ng T uPEERaE R ) b ieGRR 0E b8 Benir S Ve RETOHR o

| east part of copissonaenehisinfoomtiomtarriersf iprovateiagsed. 25 The neasures are

advant ageois in that the error pattern can be easily detected, while errors
cannot be included in information stored on a copy of the record carrier
via a standard recording device, because such recordi ng devices have built

in error correcting redt 8%, putybicGlinedidd fo? oy rot@tngd ecth® ehrrieh € @k @ibatint 0 a
second aspect_of the invent.i qg 8 rre%hod ] og) ge.t ecti n? ac.cg;‘ses (%0‘ control

i nf or mati on ofi° WFRE B%E {‘}‘f)f PRERZEY AP UEIRE 1 e inyentign 1f thatdp e prodpging; o
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a logical ‘error according to the error pattern, and verirtying the presence
of an error bspnstigeEnregor prtters.ch cepy @rptesied trcoril Gireieriap Agseribed i thesapeiiing, al
arrangenent fop, agﬁ [slcRatAchelzdd REQRIIIR 16 AP idvEMBBR HURR M8 b HMentt Qpfdessh r €Cor d

carrier as Printed from M nosa 06/24/1999 09:28:56 page -4-
errors constituting logical errors which cannot be corrected by said error correcting rules and

which constitute an error pattern representing at least part of the access control information,
35 The measures are advantageous in that the error pattern can be easily detected, while errors
cannot be included in information stored on a copy of the record carrier via a standard
recording device, because such recording devices have built in error correcting rules, which
cannot be manipulated.
According to a second aspect of the invention a method for detecting access
30 control information on such a copy protected record carrier is characterized in that the
method comprises the steps of selecting at least one ertor location, but not all error locations,
which error location(s) should have a logical error according to the efror pattern, and
verifying the presence of an error by reading the selected error location(s). A retrieval

arrangement for retrieving information from such a copy protected record carrier as
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3 described in the opening paragraph is characterized in that the
arrangenent conprises access control neans for controlling the access to
the information, which access control neans are enbodi ed so as to detect
the access control information by selecting at | east one error |ocation,
but not all error |ocations, which error |ocation(s) should have a | ogical
error 5 accordi rosstihe error pattern, Snd by verifying sdigshpmemence of an
error by reading the selected error |ocation via the reading nmeans. This is
advant ageous ' I, Oﬂﬁ]ég{ bl e

| ar ger nunberld%e}édt}?& lﬁﬁ% gﬂag?apﬂeg‘@gﬁziscée 0 ‘Pﬁ’ﬁe acc e{sngrglg ro%/%éeg

Readi ng a secl“'@ﬂtfo’fmwsn@f W@h‘éﬁ%ﬁ%ﬁ ’Péﬂ@éﬂf@ﬁmﬁl@» BUC%Wﬁ%“dnneanssﬂFﬁndard

readi ng devi cemb&ﬁeafao &Sto AetbePthBaddesd bnviBl mﬁﬂ@u&pryasumsﬁgml&str&é Ekg@s. Al so
selecting differe ocat.i ons mcyeac accgif E}gnt rol. session increases

the difficult R°€§“"P ‘f“ta“ [Prrer; Loggtons, efTer tpgatiqn 478 2 08B ont 1 ol

process. |t5i sccomingeo the exedt pattehs tand/ ¥y \Qﬁiyﬁaﬁﬁ@re(sﬂeecafmﬂaﬁorm?)reﬁﬁgﬂkl bes a CD

by & Koy, " SeRE S dbsabdh MOLE Madibpdatl, R R ARt P8 Slipi 8o 1)

damagi ng’ sel eslrerdomws @pm anevaﬁ@lell&ganmmmﬁlu by fastgespenst fopthalaccessad syst ens.

The sel ect ed Safh0hanaTRaRALaR b ATRGRE: Bk 8 Ba0R-0IGH ; wagia, Recor d
n ual l'y enable avin

carriers are | eCI ffé certain
user or gr oup%ﬁ‘“&é‘é’% suchrpg 2iGR/ROM; dajve, jdee tawgtemwas@epswsq cting|diffsaning
recogni ti Otg Riamhmk tagh BLEKR BOnREl sEstibe fkredles iR difficiifies JorlaQfdikiBusGatty iner | eads

to corrupted a en_readi ng such 410 damaged parts a read
head may Iosegf“ﬁ’é"i“f’% Eﬁccesﬁfonfrgihr?cfsénsl ation fromthe read si.gnal to a bit

sequence may be disr uhugd be notéd) that WOIPGIIBEA i(dertmeotD3) wescrities alCD RM)MIIt in an

uncontrol | abl g ¥ Egaig;a Si |
detected from rp\)mﬁ#m c palrﬁgﬁ]rrgﬁ g‘res an?m{%ﬁaqu%ugﬁ a 1%21 I CI 01@2 pa?/t y
by physi cal m&mm@onto B - Wlaﬁermﬁé%bss@wmgsseleﬁ&%qyw hehe

product i 0N 1§ 0greaditiEny Eb\iﬁ‘éﬂﬁdnﬂr}edd%y&ﬁx% e’ﬁle%élec?edls%rscﬁé pREAS dindEd 8%
errors, which does not increase uction cost and al'l ows_preéci se contr ol

of the resul t 7188 PRYS &g Recprd camgie |aur“ Yidually gpahlad By baving Asperdfiy kepforansi ght |
that physical cetainOdsér o2 groaPbf das.used for generatl ng errors in alimted part
of the retrieved info ti1 o a e.simlar to burst errors, which
type of error is spre gea\/\xeﬂéqms% ebai%oﬁg’eiﬁﬁ]f“@wgﬁ?ﬁ"ﬁ n’ﬁlﬁsbcgﬁyuiaﬁ’ﬁwgy appl i ed
to the bit seqﬂe:tedeamsmfaneoendroemen:bads tctoimpgedphybicdlehasksn hen regdingrsochess f or

ret vl evi NGad NBanfally batk QLR bl thay TREAHE RS, rmtaﬁMW% < st LR

protected rec r| er 1s characterized in t sequence
conpri ses i nf G¥HECT BAY Qﬁ"c‘%‘%ﬂ%f lope yRCheomisation, (hish alh result ingap angoptreliatiet i on bit s

conprise the Riuhbed bf @foss. Mwe!oeu'r phfisidaldina é}@aytbbteasﬂf détdefed 6@ phrat ed so as to
accunul ate in an error, wor COr ect % ﬁ’@ gr WOr COI’I’eC]tlI ng rul e
Aon T nr e Mt Rl T4y O YRR e 6 qaieis Pk PR oo, Al Prisraly

concentrat ed idamagingQéctonDinctases the production cost. The invention is based on a logical pattern of

25 errors, which does not increase production cost and allows precise control of the resulting
errors. In addition the inventors have had the insight, that physical errors cannot be used for
generating errors in a limited part of the retrieved information, as they are similar to burst
errors, which type of error is spread widely due to de-interleaving steps usuaily applied to
the bit sequence in an error correcting and deformatting process for retrieving the

30  information. Therefore, an embodiment of the copy protected record carrier is characterized
in that, while the bit sequence comprises information bits and error correction bits, the
information bits comprise the bit errors and/or in that the bit errors are located so as to
accumulate in an error word uncotrectable by an error word correcting rule when
reproducing. This is advantageous in that the bit errors are concentrated in error words
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unanbi guously in logical errors, while no error bits are spread to other
parts of the retrieved information. A further enbodi nent of the copy
protected record carrier, which record carrier is subdivided into
addressabl e sectors, is characterized in that the record carrier conprises
a paddi ng area, whdsshrpaddi ng area conprises error sect orgragdedan- €rror
sectors, which error sectors conprise t hé | ogical errors and constitute the
error patterm H§ipg§a ; . i ' t e pattern
has t he advanf%ge, t aﬁg%ﬁgﬁggﬁﬁﬁggggfhgk!e%PgéégaﬁlIﬂ?&éaﬁgﬁﬁgégg%éss t he
read i nf or mat irgHeveefamatign. sect or, while generating an error nessage if

somewhere in a sector saGmméPeRiotRehidP e c6pypRitecli@fect® Sld Sh R, Rbrd dfdier
A further enbodi ment of the copy Erot ectéd record carrier |s characterized
elSé:qu

NL 0 p : | .
in that the pdyfbdyidediuo pidressable jotstizsd iRy thafghe; T6CORFLFAITISF FRRPTIEE @t Or S
whi ch adj oi-g gﬁddﬁfg afeR CWIAEHSpaBdiiitidacOfprisedifion stbtom lahd/noRRrrbY dect@k,vich erbin t he
case of sone .dirt or SCTe tlche themﬁffectte sectors will show random or
smal | burst erfEFECmPReIIfREY FTFSaH Sorspgte %%W'%ﬂ‘e%%ﬁeq%e“spr esence of
I nt enti onal _ biconsétmtingreiementh for the woer nettdpe hag rthei adnteges thek standakd telntidg davieeon- er r or
sector 15 woyl I I £4l = ([ ' antially no
i ntenti onal b%‘%@f%@ﬁ%g&%ﬁ?@%‘g@b@ slécﬁ&g’zgéta{o&%}lg@%a%gﬁg?vé%r obability
of non-error _essegsri§somevhnse RraderyIrin Bncagectable sgor bas pagr detesied.enbodi ment of t he

copy protegped recor dAGasitic @fibotiineftd 18 G4 proteed kedorl Batier iV\EataGerzBEinr €Cor d
carrier has a&glrglgeter nbed I nf ormat i 0‘5’1 stora%%gcaﬁ,?m ty of which the main
i nf ormation cdFEE P ?Jéﬁ‘et Tt PRS0 SOFEFFRPGC RS 18 2O EFE £ si“éﬂ‘%fdjewgf”sseftﬁé

remai ni ng par teorAfrisesQubstahally né bit eredrs. GiNths tBE afOme APAE sdratchesTihe sffddwee t he
fol |l owi ng advap | cal r tituting the erragr ttern can
only be det ects%c%f?%gmrsg)lﬁﬁah%%aﬁIsmgﬁdt;%53?)[%35?%‘%3%{%%9 m&e cgﬁecéegé’} g‘ge record
carrier a rel grasaned of thtentigal pitereoas thargevayld belae incredsest nskithabm ngrrasrongpetot apaci ty
may be unuged.yowipe RiadsiiedYsn | AbY s@ct&rpﬁa\trir%esgﬁs'iaﬁﬂhy H@Heﬂt'ﬁdﬁal‘ﬂgteﬁgx'étis_ the

production cost Increasing. At for exan 20 seconds reading tine for a
sect or havi ng 28vapiagegusdy that; there ista lpw grobability gf inpn-gregg sectors being ywaqnely ghifisdurs t o
rrergdd_t he tot ?I ﬁaddi n% fgﬂxf@aeﬂgdﬁe@mﬂy@vdtmd%Q%u?uéegclﬁﬁaa_fzhd b AN
enbodi nent of the r od for .detecti access cantrol infarmation. is
char act er i zed T PHIa D ARG RETHGH £ AVTEPIOGE RgPIORLHes HROE! MELEF oct | ng
at | east one mmininformation tovernt pon thelpaddingatea abbistamidlly @rverothe keamintng pars of Whi ch
non-error Lgcati.on(s). Lol cal r ' to the
error pattn,%calg S’%‘r"f%&ﬁgﬁtﬁﬁé a %slgaﬁ?‘ee f@?’k’@g a%@rhg ‘ﬁ@@%@’%’"ﬁ’g 30 the
sel ect ed non- eprsamtingdesarion patist camyalysbe dsteetedd byrreadipe ol of theipadiiing arem Onjapegal
copy having ala$Qag8 réciiaier Rty 18ge b@&thdeD the WMrbnattd slbPise GRSty may

be unused, which is available for the error pattern without the production cost increasing. At

for example 20 seconds reading time for a sector having errors due to retries, it will take
"25 over 1000 hours to read the total padding area on a CD-ROM having 60% unused capacity.
An embodiment of the method for detecting access control information is
characterized in that the method further comprises the steps of selecting at least one non-
error location, but not all non-error locations, which non-error location(s) should not have a
logical error according to the errotr pattern, and verifying the absence of an error by reading
30 the selected non-error location(s). This is advantageous in that an illegal copy having also
errors on non-error locations will be detected. '
A further embodiment of the method for detecting access control information is
characterized in that at Ieast one non-error Iocation is selected which adjoins an error
location. This is advantageous in that an illegal copy having physical or burst type errors
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A further enbodi ment of the nethod for detecting access control |nf or ITB.tI on
is characterized in that at | east one non-error |location is selected which

adjoins an error location. This is advantageous in that an illegal copy
havi ng physical or burst type errors Printed from M nosa 06/24/1999
09: 28: 56 page - 6- 5 spreadi ng over nore | ocations due to de-interleaving

rules will be deweetmus Further advantageous, prefrred enpegesrRibs of the
copy protected record carrier, the retriéval arrangenent and net hods

according to ty d;d}%ﬁ&%&@lo@dh@ns%é’ﬁr&ehx{?erl%ﬂﬁngrhiéstdfiﬁ%e dehgpdent clains. These

and ot her aspe i nvention w | arent from and el uci dat ed
further with referenc@“‘fﬂ}?fEW@%F%&W@MWB@BCWYW%@WMWI ein
the foll owi ng GRRE ekl ARtgerbt ind RHRKICRER RO RENRAER FRAZNER DOmS T awi ngs,
in which '10 ure 1 shows a copy protectéd record carrier
Figure 2 shom&f“nahefﬁﬁgf’{?ﬁ‘}tcﬁ‘&’g of the recording area of a copy protected
record carrser Figure 3 shows an error correcting unit Figure 4 shows a bit
error pattern 15 Figure 5 shows an arrangenent for retrieving
information froma copy protected record carrier Figure 6 shows a schematic
di agram for copy pr ot daest agl asher aspesisdf the invension willl be apparent from and elupidged | shows

schemati cal |y i % SRARECo GRRYbOIiRNS Ablsbel 8¢ %do%ﬂxe% the- foﬂ)%gr ecord
carrier conprlsesa mg\g@Qfor storing i nformation, which track

arranged in_a 9%APR| TEferracstto e ARy Y‘%ﬁr?fﬁ‘?@sa‘nd’g‘ﬂ‘r al hole 10. The

wi ndi ngs ngg al so be FiguRIghowCORPLprbtedtiakdoy daftiet | eu of heI ically. The
record carrier 1is o% an os§t| caglll 1rea§aﬂpe %no éans ar ent
substrate is covered B{F% 8L °ﬂé {ilog gpaf%togéf?né'ém?te&g‘; F%8uch as
25 the well - kagien Conpact Disc (CD). Informatlon on the information
carrier is represente |y readabl e marks. For

exanpl e, the positi on%aé%/ggg?&‘%sﬁ%& opéo“ﬁ&g# the marks then represent a
binary information si &Fﬂ&!”%anlﬂ‘r%@fh?&?mbe made by presses, as is
custonmary figr read- onipguel dowsdiGhamsméaDioRAMeoRg WRinGiktioR HORSSBEY Rbkdedand

| ands between the pits represent the information. The invention can be used
for any type df° "Fde‘gﬂ'feﬁ carrier, 30 on which information is recorded

accordi ng to predet er Figomdb shoWsorschmmmedﬂgirangforcdpgpxotesﬁnghremrdtdaeiehi gh density
optical disc DVD (Digital Versatile Disc), optical tape or magnetic tape
for digital video. The track 9 conprises the marks and is scannable by a
read head for reading

20 Fig. 1 shows schematically a disc-shaped copy protected record carrier 1. The

record carrier comprises a track 9 for storing information, which track is arranged in a
helical pattern of windings around a central hole 10. The windings may also be arranged
concentrically in lien of helically. The record carrier 1 is of an optically readable type in
which a fransparent substrate is covered by a recording layer and a protective layer, such as

“25  the well-known Compact Disc (CD). Information on the information carrier is represented by
patterns of opticaily readable marks. For example, the position and/or the length of the
marks then represent a binary information signal. The marks may be made by presses, as is
customary for read-only CD’s, such as CD-ROM on which embossed pits and 1ands between
the pits represent the information. The invention can be used for any type of record carrier,

30 on which information is recorded according fo predetermined error correcting rules, such as
the high density optical disc DVD (Digital Versatile Disc), optical tape or magnetic tape for
digital video. The track 9 comprises the marks and is scannable by a read head for reading
the stored information, The marks represent a bit sequence according to a channel code, such
as EFM for CD (Eight to Fourteen Modulation). The bit sequence represents information
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the stored information. The marks represent a bit sequence accord| ng to a
channel code, such as EFMfor CD (Ei ght to Fourteen Modul ation). The bit
sequence represents infornmation Printed from M nosa 06/24/1999 09: 28: 56
page -7- 6 according to predeterm ned error correction and formatting
rul es, such as the CIRC (Cross Interleaved Reed- Sol onon Code) for CD.
According to thavdgessstetting rules the record carrier nay vegrdsdaghpVvi ded in

addr essabl e sectors, such as on the CD The CD-ROM i s described in
standard 1SO JQd43, totﬂ}é‘detg}liﬁ@'%r&%&é&xb&%h'f&ﬁamﬁg rules, such s the CIRC b
i nformation on the copy protected record carrier onprises naln

ref or mati on alterisavedResd-Splgppn,Fode)fprcPradgoerding @rth%%maﬁes Mlssdherrprtdaccess to
the lmlsu n : Nf O&aidr i be SuddRBed i@ aﬂ%&%ﬁ!@%ec&?s?ﬁﬁﬁaﬁc{hltﬁ@cﬂkbm aheBHIROM GOPI ted f)n
an illegal co FIS° al | necessary access contro

i nf or mati on. %@@F\A@Pﬁ&n‘%‘éﬂéﬁggfﬁv %"P 4iflﬁi‘gf"'prot ected record carrier 1
is provideds with |ogi ’ﬂmlmfenmamnsonm;emmpmedmdgeooalcmiw Deanpeiess siaint ut e an 10
error pattern, rmati on.
The error pat gr%ﬁ&tﬁas a% eastt“11 one ti;ogl%(:tapII er rg@ﬁ@@ﬁ%ﬁ@g@g&%@éo

| ocati on, but sqmsdd preeent agcass tpmvenﬁqmﬂon eopieded aneﬂqg@ircspywhvah papy dods \netl y | ar ge

nunber of pr e%&pﬁgéﬂﬂ%&séa@%&bm Rtrol Afdiinbtios! r@d@&diﬁé foQhe RANGG R dBY D
generated for each new title to be distributed on a CO@X pr ot ect ed record

carrier. |n aPoEfigraRd el it Pf@‘“‘é"ﬂ PR loglcalegprs 2, Fhichulogiel efress anstihg a% houl d
be i nt er mi‘¥edervdriphenDidpresesitiig aflfast dofie af meﬁneesaeommtdifomﬁamrh@émr pdremmat i on.

Further the e ro rlse d_er.r ot Iocatlons
i n between no h% °’T°§?§a‘ia{r§r>r{f§a "g'P s"tlfdgoo m’ b3 ﬁ@?’\?é’a‘u ‘grmgl'%catlons
Preferably t herrqxaattaerplamw lege wmbérad ateammcdsloanmeu differeatrecronpaperh ey n
conprising ci Bé:getné-gﬁ f%g Efh ndwPeftleh Gé‘&stﬂ%ﬁkd%{?oa/oc{,sbg@r&éc{e?&ec!,rﬁ%ﬁ{xéro the

pseudo random pattern being generated froma predet er m ned
al gorit hm Themeodimspt of sheteeprpaften the eper locatiqns P‘@Eﬂdﬂemmiﬂh‘x%‘nwﬂ’d@&s@mcont r ol

procedur e, s\igehiony @ 8 WesentibiSinforhthticnS Phrede} the Meﬁéﬁﬁnﬁywoﬁxme@rn@.ﬁ&é gfe to use
t he nmain. |nformat|on The verification should | east one error

de
| ocation and [SPIRFLEESIQratonsig deveqnagurrgs loe a‘ﬁ’Bﬁ blé‘rafsfi Is"’?co‘if’ﬁﬁe?“{ﬂ‘le 9 t he
vicinity of alciohs Prefepabiittheopattertibf @rop loeatiomtis a gsetidal randbrn patepedomprishig easi |y

m m cking the_err. [,.C agatg t S.
| ogi cal error c|°§ Sg%negrtgilt {ogﬁwnﬁt%d wawﬁdt?crregjml %caﬂ éggg‘?‘fgrrisnﬁ%&’?ﬁ&ﬂbﬂg sequence
25 whi ch nunpeseragd fipinta seqdrvelps Y & predstermiped alzatithe. Bhe esrat phttenisip be werifiedt i ng

rules. Theypi fp a%raeegsscoﬁ?d? Bﬁ&a@@ WIRE pRgkedti 8 thaRsofbi RABEHed if @R IpRicARIredeVi Ce,
as such a device wll accep infornmation to be recCorded thout error

correction bi tosise "F‘ﬁé‘%&f@?’&@?“ i erificaipnnshanlq fnptude;ap fepst H‘H’t?‘&h“’%ﬁ‘&‘ﬁ‘b‘?"ﬂl ng to
the build in, pRfetdHta@b & BRCore nbPéroE Wedtidf in mvxﬁﬁi@ o?e:i eredr tdca@n/ THies f or

generating a hew bl sequence, LACLUG 00 AW SENT, AR A kel "t 1Y

few locations. A logical error is constituted by a number of bit errors in the bit sequence,

25 which number of bit errors is uncorrectable by said error correcting rules. The bit errors
cannot be copied using a standérd recording device, as such a device will accept information
to be recorded without error correction bits. The recorder will process this information
according to the build in, predetermined error correcting and formatting rules for generating
a new bit sequence, including newly generated and inherently correct error correction bits.

30 Therefore this new bit sequence will not comprise any errors, and is not accessible for
changing bits in such standard recording devices. The new bit sequeﬁce may be recorded on
a writable record carrier, but this copy will not comprise the error pattern. It has to be
noted, that the logical errors are to be applied to the bit sequence after the error encoding
step before writing the physical pattern of marks so as to be uncorrectable by the error
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30 Therefore this new bit sequence will not conprise any errors, and is
not accessible for changing bits in such standard recordi ng devi ces. The
new bit sequence nmay be recorded on a witable record carrier, but this
copy will not conprise the error pattern. It has to be noted, that the

| ogical errors are to be applied to the bit sequence after the error
encodi ng step betossssnma i ting the physical pattern of mar kgragsaget 0 be
uncorrectable by the error Printed from M nosa 06/24/1999 09:28:56 page
- 8- 7 decog] g i R a hi gher
system | evel g&?«ﬂ:;é&{ﬁ%ﬁ%%@@'&%ﬁg%% ﬁéf% rp'%%%n a%%?éé'n%'&%nlgﬁ 6)er&'ﬁglngl ng the
EDC (error defrestenesdingcele by ineaticpaliyjcbmging &egﬁ@csé@qr@ptemw@ps)mwmw may

be easily m m,gipe haueran C‘DIRONIQH&?bQ%ﬁWmuﬁ%@b&sﬁmilﬁﬁuJWahﬁghaor ocess for
hi gher levels is usually perfornmed via software _and therefore 5 accessible

for manipul at f%ﬁat‘“)ﬂri’f‘lfﬁsérf‘gthi‘g&ﬁdf"els Brupsually pafprmed viasgliware,#ditkessforg t he hi gher
level errors pRyssioe fﬁaﬁmxpmﬁoh At apaﬁamdl bRGIzal] &gy etmpnﬁ@gsmamgnef edapt ed)

g bl e T or SR AL S S0 SRa greatts ookt arRpd sy i RS e
to dirt or scmﬁpmtcesrstun,«tgletlxumﬁm@rqgfmmavambbtfdwamg kapies ofaudioICDCor r ect i ng
rules, e.g. of CD arg, Eg%.ga,@kvm/ocaﬁ%wfa%ﬁ: £ Jrafifld b ik 'sﬁ}ﬂcéowa%{mﬁf rors 10

by applylng interleaving ore storing and de-1nterleavin r eadi ng:
The bit error SHBNGTOr cfrectng rulefs B-8aofifcl}, fre esperially depigned fns CW%@H byyst ¢arozs f ar

l'arger numiery p£pfp%4ﬁeﬁterlewufg ﬁefoer&&ihgm{al de- i QRMAR GRerNadRE - Tﬂatbﬁrehe@w ng rules

whi ch are part Lo mat t ?{ errqr correcting rul A nunber of
consecuti ve bF‘{“Stg'l“f“éF'éc 8BRS e&"é i bcedmﬁ‘&lfg'@ atfﬂéa‘%(flb‘f“i’eéeff‘ﬁl‘ﬂré‘“eff%ﬁhg has to
be | onger t hasit kdgsenteobygiesitereavidgaralecwhich Mpﬁﬂofﬂfeﬁﬁthmtﬂﬂ’éﬂdefrbﬂbnﬁﬂﬁg ecting

rules are descr%sbg Um CI %’\éongcuutlcglw 0§S su%ﬁl?:xcr% tcpcause%e %C%f%mdﬁgél‘érg?sgﬁéf goglt g d so

sel ected bits 5 sequence Show er S
as to accunul & bnmythdleﬂlp tongest| cowrectablg, bumrmh ﬂeenrqxtcemcm&/mhgarb desgribed of t he

format tingangg Efg% 3C QH;%EEEMBQm'Bwuﬂe%t onliieRectb i lof fhe bif sé\?\%én%csﬂaw Sron the

record carrier show ng concentration of errors, e ad ol ni ng

| ocati ons shoWhishPis 2¢ *F’E%“‘bw 3 §p Jopumuisterhy rdﬁ‘mﬁﬁlﬁav@ﬁaﬂﬁi\‘héied!‘mb?‘tmgelﬁ PBks is

?SS)cr i t)edI Wi t bf thé wlmun% anm%ﬂea?rgrr%s TRiE kdlis iNP1otdabeen B ecord Bri@speci al |y
e)inter eav g.rule erate o

while the errSPVE8AN tcf’??ﬁmﬁﬁ‘ Ok §orp, W q‘éff)%‘imw rf’???%‘grslb‘?" Wgyﬂ’gwé’f “‘b‘%ﬁunber of

synbol s accu m:njrm edn lexargile-of hit erdreidesoughed Witk Fignre @ Usiylihartos cateetingetlesct ed t o

accunul at eydu ' t n e or a

few error V\{gl‘ é‘k m%g%@{‘ @éateh&%)ﬁg/a%sﬁl g%ml%n&osgﬁlﬁ‘ﬁs ggr r o gg% Pﬁs Wﬁ\{}er t each

bit from a sefheegtrerconerting prpeesiob am’hedtfh errerrvagds pfi p npher Qfeﬂqmm@'mm“tméut

errors, Whi chyggd peh&ding VIR eror simbdls RLseREEY o USkimitate Guxﬁ%l?lh SincRledviig to an

AIternatlver the bit errors may be applied to the synbols, when said
nnicorrectable number in one of a few error words.

An effective way of applying bit errors is to invert each bit from a selected
”25 symbol in the original bit sequence without errors, which selected symbot is to be provided
with a bit error. Alternatively the bit errors may be applied to the symbols, when said
symbols are translated into the pattern of physical marks, e.g. using a controllable EFM
encoder. For said symbols the EFM encoder might be controlled to change some of the
physical marks to be different from the originally intended marks based on the bit sequence
30 without errors. Preferably the resulting physical marks comply with the constraints specified
for the physical marks, as this assures reliable functioning of the reading and decoding
process.
Figure 2 shows a logical map of the recording area of a copy protected record

carrier. The recording area is subdivided in addressable sectors from the top at address 00 up
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synbols are translated into the pattern of physical marks, e.g. using a
control |l abl e EFM encoder. For said synbols the EFM encoder m ght be
controlled to change sone of the physical marks to be different fromthe
originally intended marks based on the bit sequence 30 w thout errors.
Preferably the resulting physical marks conply with the constraints
specified for thwopdsgmscal nmarks, as th|§ assures reliabl goffrgdspdsbeni ng of
t he readi ng and decodi ng process. Figure®2 shows a | ogi cal nap of the
recording are r r e rea is
subdi vi ded |na)%@$%§§ 1gﬁg@%?@%gp?%gﬁggﬁm%@&BM?%maggﬂgggﬁ @&, rinted
from M npsa @®# olisilemye gn CHo Thegseanpd feajis a syptem area%v@maméx%ewmzm first

area 21 may bguait theadhreht ofthe BisS @R RS B¢ POD (Frintaly vaurﬁms&xpaﬁpm fosp of
silence on CD,_ The second Area s a EIX tem ar ea rising system

i nfor mati on aBBUIEMAIRES PEHYLRR Wsc it avpshie i Jger %(‘?FF é§“‘P’HgB POieErd nary Vol une
Descri ptor)s OHiréctanyR(ikd. Théaser danibared intag b Subdiviadd ith eevelulsaeas, Svhivhautdbision if or user

data, such asipbi doflelBl botaf i Fikl-L SORK b S Sl $RSEmAL? 21 €2

nmay be subdi vi 0 Severa I'Sion nd not
limted to the thiwire23wpmprivinghsgufiles 23, a faurth hies24mep compeisingwsed dalangpdar ea
conprises a tlghh grea 585 &goﬁﬁgmg 'uﬁ} B, uﬁ&ﬁrdifgé loBifie fbntidh thetdhithrdlR2 24 not

conpr|3|ng user ta, an ar ea aln conprising user dat a.

According to eemprisehacgaddingrarea?6. Thepadding aree 36 bag errergriqrs dkindicad ByitheK ar ea 26.

The paddi ngy aaRPnodRrrbidsecték 19 rwh&ﬁ@ﬁ&rs&t&étodmpﬁiseq@a 188lcal ¥redr§ ghd eonkfture @tfed

non-error sectors 12 %’p erro sectors c rise IC?@ grors and

constitute thé“‘é’rﬂaﬁ"rm;ﬁ?f’ fe Macﬂfnpfdf"é?‘gg‘ H&?S% & Ig Yar ge

nunber of secalsyy @y subzlentmwalbqfﬂanabommg amamarcomddswdmm infornadtibn. of t he

recording are ' dvant age,
Fnid Bhs tﬁé)yd@%n%g% R L tﬂ%ﬁ%ﬁcﬂéﬂﬁﬂ&t& pﬂm%l}'aév tg rbﬁf%l é{g&"eeaﬁl

t hat when the presence 'he erro each time a
smal | nunber &me@Emeil mimbeiotr oply eneef thererrerseeters @amsebeteds@‘%éleéﬂgefm@mrt he
large nunbes Jpnaiidedabiding ateal n@mﬁa&gb&%nafyﬁ@m ﬁefé@dt'ﬂﬁ'v@x‘ﬂ?catﬁbﬂrvﬁl@ﬂott rying

to intercept the verification will not see recurri test of one or a few
speci fic sect 8F(ESFeurmgteshefons or WYF@F‘@%ECC'Q%Q{B‘F@WIM Frat et ik %m a | ar ge
addr ess range réa@lfroﬂ&tla@& kdﬂ@sstx’&%e wrae:edﬁﬁgmeine&eﬁ@meaulgxcﬂrefr&rssmsmhﬂls Wi | |

effectively pr, 0us pa de n|n terceptlng
means for faki ﬁﬁgY f&"ﬁ’&‘g%tmg O?Sé’ﬁ‘%{ {wxges?glﬁ Z"'"e%' ?[f ”2,539; Wge may be
achi eved if t e owpittodildadingla sectoR G fuliler ddvm;agt:mybﬂowgwcﬂ ifobpyritatdsdiec smal | er
data Capa%éyhs1ﬁﬁ§mm§gﬁrﬁ,§m Hafidr daih UpaG HIR 2 o

the capacity is uhuse e conpl etely f|| he paddi ng area
wi t hout i ncr e@stfeP ROM’ ﬁﬁh’&?féhq G@pacityis sased, btimay ge wm%oﬁlﬁasv by ¢ CD-

ReW it abl e haygiatg SR Withdut maeamp i nahdtaing/Bo¢, WBild OD-Redotd@ble 6EOM I n t hat

case not all
ReWritable have a smaller capacity than a maxirmally filled CD-ROM. In that case not all

information (user information and padding area) can be transferred to the illegal copy. In an

75 embodiment, further access control information is coroprised in the system area 22 or in
some other area not directly accessible in a standard reading device, such as the lead-in,
lead-out or pre-gap area 21. The further access control information might be a licence code
indicative for the party making use of the system for copy protecting record carriers, and/or
may be indicative for the error pattern, e.g. to be used as a seed in a error pattern generating

30  algorithm.

Figure 3 shows an error correcting unit used in the CD system, called the CIRC
(Cross Interieaved Reed-Solomon Code). A detailed description of the CIRC error correcting
rules may be found in GB 2076569 (PHQ 80009), document D2, the decoder therein being
described with figure 7. In Figure 3 the input (on the left) is a frame of 32 bytes
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I nformati on (user information and padding area) can be transferred to the
il1legal copy. In an .5 enbodinent, further access control information is
conprised in the systemarea 22 or in sonme other area not directly
accessible in a standard readi ng device, such as the lead-in, |ead-out or
pre-gap area 21. The further access control information mght be a |icence
code indicative wosiine party maki ng use_of the systen1qunﬁﬂ@um@rotect|ng
record carriers, and/or nmay be i ndi cative for the error pattern, to be
used as a see I el 3 shows
an error cor r%é’%"?‘ﬁg’d Stl{n% agegtﬁé\rﬁtc%ﬂ& ga%%sh?og n%%ﬁé %%%f‘gcg%ér 0S

| nterl eaved Reawwrisiag iglyp datbhbrées 0-1A, fgun @ WECQ?@@@B Pmsl 18rl5 ofgain feehE) RC er r or
Cor T ecting 1 ulufmiiol e 1604 a6k folk: (Firddd hiSAfg GRECTRONA Bncs OGHRIGy D2, 1 he

decoder therein being described wth ure 7. In Figure 3 thée input (on

the left) is SPCyfd affrstgslappmitdd, P‘F‘uﬂfﬁf Iting ESFRF HOTIH 8 5L FIY9 09: 28: 56
palge -18- 5 &artﬁgaﬁ@cmécvedmzstrw@dm &aﬂ&bﬁedtelﬁlfytideﬁafidgﬂﬁtecthmdhﬁﬁ@?d by the
col um byt es punbere conpr twel ve te our
error correctpﬁb%%gggi%gaé}d%’éﬁ% %"% w‘ﬂl’?ﬁ’%’“rrﬁ'aéglﬁ% tliéh fé“f’? and four
d error corremctsrugthrsmble‘ﬂrer,dtdzﬂllﬂyﬁdlsbmswh#e‘my@u Bhe aptpet afyiel@ i n a
first delay UJtﬁh is %hye@s&da &b&,drdamtlaagde%ﬁesyws,d@ 0} ShsumBS btk ¢ error 5

corrected by can correct one byte error and
detect all 2 Bh¥ B45yi@ f@mpw’s Thmtm“éof&h%%cq&gtd@%}nﬁé? songtituespeeedied wWith a

very |low fgjl e&& word, wmch fis etnlaﬁcogecm;»tm@m &t The 0D uAR GSUaNEkdM & BRI or, it

will flag all tes eunrelab nit i delayed
by a second d bﬂ'rﬁ"ly cgrect Ppfo ‘V?YF‘F@ stéredpﬁﬁleg‘?"‘“flass ineffﬁte‘? ﬁ’ byte 1
by 26 * 4 = 1&ﬁpu& bEEeS?2 efiCis déstrembled Yyudescaimbleait 3% dthe deschibbd fundtionst arSBe
constltutes a r ' [ : I e e C2
unit. The C2 ﬁor%rp e%@ﬁl O}P\vergc%r?cﬁor}wx{ ﬂe eAYrY?deP gll ﬁ?nct?gng QJI%C&%EHS%C%}H? éctbﬁup to 4
byt es by erasws@mlafld gqu@bgg in\defail quoaxg@mdn Aa@r@mtte@e@wmsaldzh@ egoft put  of
the C2 uni{s i fadeRst HIRIROhRYS wlQBedhAED ntretoRt &te%%rs xﬁimeq,%e%@nu gnctions

are the conplement of jnversée functions e encoder, all functions being

wel | - known fr Samesipecumpaingde étr}?aétr?db“(:i%{?@lﬁgc?’ re FEFpLS i the grrof Syorfien thepy |
According to & of fi¢@ tunitAlso dt Gt @ it pRéférably &Eeas:rswstshéurmpmsém mrat or s bei ng

t abl h t t f
o "ot i B BB 8 P P HEb 5B PR o Bl ' Lo
words on the wm;dums cfjuitel at 1@st TreonsecufitepronfiagbedagtputIraimes offitle hayingletrgrsat | east
5 11 ors SEPUL ol of SR nitfbelef TimARE bRES AL brd@hfbylid e | nput

of the C2 r errors 1 n one SECOI’IS error wor qui res at

| east 17 cons&ame ¢ wal aspymyater gt ghe dapat of (2 it efrpry drplyteck indrame § 494 ¢E9sdifr ors i n 20

a g[) oth 8f S 6D G HnteVIBl FortbbatiR aQthstedfQsgical drRR vaihinGSspecttitt afX @ik errors
in byte in

as a sector in the CD system, preferably more bit errors than the above minimum of 5 errors
in 17 consecutive frames should be applied. A further error correcting layer, such as used in
25 CD-ROM for error correcting within a sector, may correct some logical errors uncorrectable
by the above error correcting rules. Therefore a larger number of logical errors should be
included. An embodiment achieving a safe margin without risk of spreading the errors over a
large area has errors in all of the first or second twelve consecutively numbered information
bytes. Said errors will spread due to the second delay unit over 12 * 4 = 48 frames and |
30 additional frame because of the first delay unit, and having 24 consecutive frames with
errors, over 48 + 1 + 24 = 73 frames. As a frame comprises 24 information bytes this
affects 73 * 24 bytes = 1752 bytes, which is well within one sector of the CD-ROM format
(2352 bytes) provided the error frames are positioned within said sector. The sector
comprises 98 frames, so at maximum 49 consecutive frames can have errors without
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frame O will accunulate at the input of C2 with errors in byte 2 in frane 8
and errors in byte 4 in frame 16. For creating a cluster of logical errors
within a specified data unit, such as a sector in the CD system preferably
nore bit errors than the above mninumof 5 errors in 17 consecutive franes
shoul d be applied. A further error correcting |layer, such as used in 25
CD-ROM for errorwoesssasting within a sectaor, may correct $gfRodonds cal
errors uncorrectable by the above error d8rrecti ng rules. Therefore a

ar ger number gt aqbo Bl SPH1S ey WELHSAEn0SIRGEL AL 20N evi ng

a safe margin w Sprea over arge area has
errors in all fémeshwhith wosld mﬁh@éﬁﬁdmwhﬂmwf@@msb@mlﬂ beprovided i ewors,

i nformation byt g%fyrpﬁ?s‘ugll}ﬁﬁ ill&stﬁé JuLa, %%@@Eblﬁy@fo} Bredtil® 10384 QRbks OabipY N t

over 12 * 4 = anes ‘and ditional frane because of the first

del ay unit, anﬁf%\ﬂnrf@"ewté“ﬂsﬁg‘@éﬁh \‘}e"’?raﬁlésf'%% Ardeyifhs miningnesf 148 + 1 + 24
E 73 franes.s Q&n@cﬁmamrcfﬁﬂiﬁsrh dexFlﬂozrﬂrntﬁﬂTwﬂmbér(bﬂb)béétaﬁ&tf aaEé ﬁo&me-etfs 73 * 24
ytes = 1752 s, .. Whi IS we wi.t hin one sector of the CD ROM for nat
(2352 byt es) p#;g’im‘gﬂf ﬁémgfgrﬂfﬁw?er %H¥s are positioned within said sector.
The sector conprises 98hdurezmm sre dsectal whidbvaramummortEaliongkecClt andier €2 anig thecan
have errors w{ | r 11-

10 affecting ne’n h 16%:},9%}%9 eét%?}sl%{ﬁ%%mr?%%é%ﬂsg?%f ng%ﬁggﬁpguwﬁ% errors
to all bytes |¢¥rqfh79PFQPEBﬁ§§° thejqptei ofifhe pTEpT [serracting uaih,sihereps varoa\mreenoarbéaa of the

di sk woul d fip Pt Qi Gede m&mo&rcﬁdarmm@am nBbe bR o€ Bk bitpd aRBFRAGintahe ar ea,
is not a solution for _creati.n

ical errp uch errors will spread at
| east over 28 Prefgred ‘T‘bﬂd’ﬁ’ﬁmﬁ’?’ﬁﬁg S a1g DEFSSRf lnﬁﬁe “ﬁ%\"’i‘ﬁ‘?ﬁﬁﬁsd’l‘ d nobinghe G0 o cut i ve

error frames omectﬂagmus‘rarres The nurrber of bytes affected is 130 * 24 =

3232, which is far r Led which are
uncorrectable in the orteag‘por g’%ﬁ ?mtbr%\g&%deogd -mﬁlrl?{vqlét %dioqr%anged but
fl agged as er r&rtors which arertp pamginierrot mowqrbm amrcfgred@glm«i@:p,cnt the partofdirer ors to
propagate t tﬂ?s %rr&fgonﬁﬁ?tﬂoﬁ@ﬁor%@&&?%dxﬁ& i3t bectoldliGhRS €1 ror

correction bhits are u I n error correction unit and will not be

visible at t hes"@iﬁ“ﬂﬂ’ty no-bit Sprers oplghopgh somenbitqreors tagy be SerErgtedrinthe adjpiningi t errors
ﬁ/[) e pr esenL | NseboR, m&&f ﬁﬁ%fopﬁhc&iekﬁbla&ﬁbrﬁ&}i)stshﬂfu&m eRérs, Qg @ﬂé&d&ﬁtdirggrebl ts.

reover it err or 0 not read nt er n adj oi ni ng
sectors which ‘éﬂ"&”’f’ f‘?ﬁ‘#weéﬁ"fso&ﬂflﬁ%g ca %‘é’f ffftgrﬁn?y%?ef%?e&%??gﬂ odi nent
the part of therd3ectdnit sequence correspondl ng to non-error sectors

2dj of i ng 54 0 SeCt Of QR BEoAUMkkARiaR s 89 sldeaRb Al St houah

sone bit errors may be corfecte ol ni ng sectors risk
for uncorr ect atherefore dingetly affpqt gnly ﬂleﬁelffct}ﬁ ﬂWﬂSe A dasgeqnumper of sysabals 64 bb‘ys) Mkt are

be flagged by the C1 unit as unreliable (in fact all symbols in all C1 words having 2 or more

error bytes). The C2 error unit will first calculate a syndrome to detect any possible errors,
which syndrome indicates if errors are present. Further calculation will indicate the number

25 of errors and possibly indicate which symbols need to be corrected. For the correction
several approaches may be used, e.g. errors in only 1 or 2 symbols may be corrected
directly, and for correcting 2 to 4 error symbols the flags from the previous C1 unit may be
used to indicate which symbol to replace (correction by erasure). Usually the C2 unit will not
use any C1 flags if it detects O or 1 errors. Therefore the large number of flagged, but

30 unchanged, symbols will not be noticed or classified as errors by the C2 unit. Preferably for
a sectored format said C1 flagged symbols should be as much as possible within the selected
error sector, as additional errors caused by dirt etc. may cause uncorrectable C2 errors in
combination with the C1 flagged symbols. For a detailed description of the error processing
rules reference is made to D2. In a different embodiment using double layer C2/C1 error
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conbined with said bit errors. In that case a non-error sector may be
falsely classified as an error sector. 20 Al t hough the bit
errors are accurnul ated in a few selected error words and therefore directly
affect only the selected |ocations, a |arge nunber of synbols (= bytes)
will be flagged by the ClL unit as unreliable (in fact all synbols in all C
words having 2 owosumsens error bytes). The C2 error unit Wddpdebhiesdo Cal cul ate
a syndrone to detect any possible error sl whi ch syndronme indicates if
errors are pr , ] | N of
errors and pogéﬁ%@f J?J&Qﬁﬁro&@ dcddl@ééngcmnpnahﬁ(%pteﬁ@cg@g% ?‘{gggpg%eégr the
correction segwoding amﬁweﬁv@gmdmnmﬁ at ghe €1 deqoflegaze - dewctemlar}d@ or

synbol s may b r loBiks! roX® § b oy synbol S
the flags fr o% #gﬁ{é ogr@g\%)ﬁ%%!ss i su‘r??wa&dag;hlee zugcreomﬁ% twgle%gal?gﬁp\fﬁl cdﬁ&gyrrbol to

repl ace (corr é&@#&?ﬁa"lﬁy"‘ﬂr‘ﬁ%f:@)b" epsily, sufrofled fp-becwithin, one segfor, |as fig integleaying,y O

flags if its dqﬁcﬁd:etxﬁteﬁkaﬂﬁg dec ﬁm BJc cibﬁoaﬁgmﬂ b'éibfé tﬁeaczg&cdmmgheﬁ of flagged,
but 30 uncha notice classified as errors by

ed, . synbol s wi
the C2 unit. 33‘8’1“@?"5%??‘?‘2&?“&“%‘ @ﬁ%fm Sy 1 flagged symbol s
shoul d be as nuch as plsisveotion canbemppheﬂ liresy serhsasing differentgrros@otaing rules,

addi ti onal er rors in
combi nation wt &ﬁ%s %%BSC?‘CLTD?X ﬂh%é g%nl'%gfgﬁy%&g%ﬁedet ?fhgg‘?g‘eg%:argw tl g‘% of the
error processifougd pogprdisg fothey vrc%scrletmna@éuw qpplicatiqns & marefspriysti¢rted enbodi ment

usi ng doubli® lg&kh 6Rdrfel cifettdh nl?ghwampa‘afe@appmaﬁaﬁ& theQProP b QBP ru1ld By 28: 56

page - 12- encodi n error are introduced duri coding after the C2
encodi ng step% {otegleavige itbé,f%aﬁf?{gm&%’ﬁpf?%ﬁ&’ggﬂdgﬁ ‘?‘f@)"dﬁfeaé’%dl ng no

errors at the séabndnbemdexnemmd diplyethid @by cm'ﬂdmlg qulésl aggjqi Asgomé ercdrs myyntiol s
oceur s, FOMCY Sl H1Ge £ AEEAUAT BLEPerd N Bt U be s RRGAL AR rALC

uncor r ect abl e RN & For's Can AF B Sne sector,
as the interl| eauisnkp @eveg;rsgch@gapmaglr ﬁ%ﬂn@gmd@dpgicahmom prefeeablg2hechitc odi ng and
before the 62 ﬁ@&&ﬁs}'aﬁap&kfsﬂng okt QRO s & tat ﬁxeﬂ’x@"ﬁh&%ﬁé&tﬂﬁ iR bvefylerdpd C
errors may be uSed.” The invention can be applied in systens using different
error correct |°?F§e¢%$llé3§r such as DVD. A corresponding pattern of bit errors

gount_era_ctl nglthfe de- F{gtuemlmwangtee:anpahamfmmctmceﬁﬁcaoﬁ@uﬁpmlehas aboveh f
escription n furt ons a | cat.e roach o
error correct 96K W%@Fﬁg e% :Ig%@a?ré’ﬁf aé?)%? ?‘f %ﬁmg‘?mt’ﬂg’ Q}Ie&rprg $8cting
rul es by firstwella¢ inrtheeG/érrog wotie, i bt catsesaé S einas.fThe pﬂttemmf emors oxy bedhified)
process |ikg if, &Qm&%s%m@mlsw%ysﬂﬁ%m&% S BbyRP Blno! Ne er ror

correcting rules errofs may be correcte e first
process such aﬂsfe%’ﬁmﬂl%brt@r Inciigurect errasyyinhyterase indiggtedrhy ﬂFQJFtteFfeﬂfb&}@)Par ect

errors. To preieis t7He Ritilt GRR REHd0 mbrkeiI1Ts QfFéce s doRBcliReC] GBS 2N FBMET S,

referably the bit
P y have becn provided with errors, the odd bytes starting one frame earlier and the even frames

stopping one frame later to compensate for the first delay unit 31. Due to the delays in the

25 second delay unit 33 the errors marked by the same letter will accumulate in the C2 words,
50 4 consecutive C2 frames will have 5 "¢’ errors, the next 4 C2 frames 5 'd’ errors, up to
the last 4 C2 frames with ’a’ errors. No errors will be compensated because in each C1 or
C2 error word either 0 or 5 errors will accumulate. This error scheme may easily be
extended for more errors in mote consecutive error words as required or for other

30 interleaving rules. Also it may be applied a few times within one sector, to prevent any
subsequent burst error correcting process to correct the logical errors. As mentioned above
with Figure 3, the C1 corrector has a 100% detection probability of 2 and 3 error words,
while 4-32 errors might occasionally be falsely corrected. Therefore a preferred embodiment
using C1 errors only has 3 errors accumulating in the C1 words. An effective error pattern
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15 frequency and positioning of bit errors is such that they are
uncorrectable in every error correcting layer. Figure 4 shows a bit error
pattern for the CIRC error correcting rules as described with Figure 3. The
bit errors are designed to accunulate in the Cl error words as well as in
the C2 error words, in both cases to 5 errors. The pattern of errors may be
shifted 20 to Q&dﬂﬂsmﬂfornatlon bytes (0-11, 16-27), butpShgdbdpcover only
i nformati on bytes and no error correcti ol bytes In F| gure 4 errors in
bytes are indicated the er.s. t hout. errors
are not nar ke Vm?c?”&?%é fm‘fé“ag ngeéwgqg%“éﬁ& MV& t%‘rﬁé%c FRe™een
provi ded wi t homittingre, d 4nie@ eooksl Algermativelytivstend pfchaving4 tqnmlveaulfmmsvaﬂld t he even
frames stoppl f unit 31.
Due to the def3ye T *E%“ﬁfk%ﬁé@%ﬁaﬁﬁﬂ?ﬁéﬁﬁﬁ&#@é oS bl uBEY N e
sane letter mﬁmme ereas LRG| eroRpaitern SARINETR biks (0cps indisgied/in Fignes dhresults i a@S‘faﬂarres

w 'l have 55" €7 fﬁgge@rb%sunt:m ea@yt&stepﬁ&aéthareﬁ& bytes, dhe f&gtroﬁé&mgtbp:etz%i he | ast 4
C2 franes with err.o %\lo

errors use |n each C
or C2 error \NB‘P‘B"%P’E“PF@M @eé‘rg“%l o by §%°sa@§¥1g?ﬁwaff %H‘F Y€ hene
may easily bewiikforeweftbr ﬁﬁnogmre&osrromlasnomamg mefcfmne\zehggmprﬁ wor ds as
requl req or fgrﬁlges ngera%l?t %ﬁ{) %;/thp %fetr:t%u es'eél‘ﬁ? &e sécto% eHa?Be%p l led a few

times within preverm any subsequent barst er 2orrect i ng
process to comnchgiged bhyes blwgldcbaboscsmmdrvethinﬁm mnsectoned thb ovar paiterthofthigper e 3,
the Cl cor§@ChQfoulias a ﬁghl(@g%edéﬁ& s%e Efbr l@écg,baéunlespml@fy, Fhéd ggp@ner { Qitortof ds,

while 4-32 errors occasi ona al sely correcte ore a
preferred enb&tﬁl?rb‘ﬂllesﬁjlgi@@eddy“’é@r%?ézanqn t faggeds bt uphangedybyiess ¥l B€ing in t he
Cl words. An eiffQhd mgcaeeﬁ-@g pattern Pri nt ed fromM m)sa 06/ 24/ 1999

09: 28: 56 page -13- 12 g g?sa I d 3 erraqrs. | ved frogn Fi gure
4 by only applying thEB¥eRSs °F’I°Y1 “8“ S?f'aa§°l’§rPF°(5ﬁ¢'§

Al ternati vel y ricogtcersier Iodndipeoeessigg de m(nnmammt'l‘heerrﬁgemenmmmxw 8 fvadimgnaits, only

the first qf ?o%%gz.ﬁ%gal%ﬂe ﬁensfgod?ﬁw%&\ﬁ'cm w%pfeﬁag&gm@sgé ebd fhsh in one

C2 frame efto rn startin I n Figure
4 results in &l fayseansitg thetraccand geneyrfiag 2 m&sxgvhmwgmgmthe@hwmlmaé@ede t he

error bytes, folme recaﬁtmﬁeﬁaﬁzfd@ﬁsmg%maiz fof uinsmﬂ@ e r%%&ﬁzﬁ“ix{&gmé te | ogical
errors by 108 rames. Only a few fl ng élllé) unc q{é} byt es WI|| foll ow
after the | ogPTBFCE FréoAEFY deroder for decodipg BACH sysigng- ﬁi”t sm“mcefsrca dso

| aggi ng 16 fr afesor chirefigr whldy fdatecoyeriafthe Rifotinadn bitecortéding predblé s s.gi t h t he
sectorsth fIa but unc Q o] dvmthnthe
error sect %ﬁﬂ CHECRE Poréﬁ‘ﬁ!f@rﬁy r?ml‘ie%e% """'fgm’gca‘h%%? B BBt i ed at

t he end of thmem%rforswto&mgﬂ@@wm@thﬂmfoma@n Thia @eeess ppritrpl infprmdtion isr rors to
the hi ggest NYPRRNER: Rb& DrdcGsifly e Qufpuc 485 he dobeRORGICL! iRkt 49 MSiARPOCd bytes

will la
reading the read head 41 is positioned on the track by a servo unit 44 of the usual type,

while the record carrier is rotated by a motor unit 45. The reading of information is

25 controlled via a controller 46, _which controller controls the motor unit 45, the servo unit 44
and the error correction unit 43, and is arranged for receiving read commands, e.g. via an
interface to the access control means 47. The access control means 47 may be implemented
in circuits built into a reading device also comprising the above reading means. This has the
advantage, that the information will not be delivered on the output 48 if the respective access

30 control information is not present on the record carrier. The access control means may
alternatively be implemented in a computer connected via an interface to a standard reading
device, such as a CD-ROM drive. In the computer the access control means may be built
into an interface board or may be effected by software running on a central processing unit.
The software for effecting the access control can be delivered to a user on the copy protected
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behind the |l ogical errors. Figure 5 shows an arrangenment for retrieving

i nformation froma copy protected record carrier 1 and processing the

i nformati on. The arrangenent conprises a reading unit 15 for reading the
bit sequence fromthe record carrier 1. The read unit conprises a read head
41 for scanning the track and generating a read signal corresponding to the
physi cal marks wos§damsrecord carrier,: 3d a transl ati ng pdciiBosfhasod Or
translating the read signal into the bit” sequence, e.g. an EFM decoder for

decoding I n 3.3 SuaE s if Lh%mgg&oué%ﬁaarh&s%ed,ateeﬂmﬁammeceas}y%mrtm@orrectI ng

unit 43 for recoverln t he rmati on and correct |n9 ossible errors, e.qg.
20 the Cl RC thouserches e}k mEags BECERNSIPE KErHingIfiecaPE BotPEPLRIoTAtion FRROFEHOT s coupl ed
to access conjd RbordBams. 47 for controlling the access to the information.
The access control information is ayail gble for f rtlg ess on the
output 48 of the accddeaceHhtPEGH! aﬁ??mtﬁg‘ © InpeRon, wi s ”"d g" g'gghead 41
I's positi OBeChcést dokitgol nfeds kvnbﬁrseacqxﬁeuaess momtoMfonﬁatxbmmdlmmafor thypuor whil e the
record carrier ot at ed t not.or | rmation i s
25 control | & ?ﬂ’a £GP 1 OI'E%‘mn\Wn?{’% RO 8?@1?(5%?1-93; mw%g not or
unit 45, the tﬁeﬁacmeumetdewﬁbeamhtﬂwreé’& proan aemsweéetsumhedmaﬁ nefRorkohgt i S

arranged for g@@ﬂ apoﬂ Q?Exe%gan%&{sm&% the Ser&t- paﬁ’én?-m@yrbe' gaﬁeeizéd%ﬁg b Geel RAueaCCESS

control neans ccess control means ngctemant ed in
circuits bui |andapregdefined dgpaithmy thesced valuepelng sf?Fff’rﬁP |°Pi§' Regterted Bes9u P ng
means. Thig h@Sodd Qheﬁxdéé&i&& a0iBgical Exddrs e be %ﬁﬁémt:ssﬁrlthmmb diswois aberigial, i ver ed
on the output 48 if t ective access 30 con f S not
present on t heP¥ B’Sf‘iftﬁdq‘gﬁ anqlﬁ%ﬂ 58%2@56 AEGRLTO H;l swﬁi sglecrtr%'lgetoggﬁ)gt i vel y
be i npl enent eghror ubcaxoﬁ(@)nqnuhealecomawrec.toedrmn sectaa(s) i ﬂte@@@errtlols formetted dtar d

reading_ devi g S sirs dwitt OMolkbasShould hald Pio né&lﬂwr%co}m BEELRS cont r ol

nmeans nmay be an I ntertace boar fected by software
runni ng on a maemny Hiirdjyrthecrsesence gf agrerter is yerified by {W‘Hﬂ“t‘é‘? e {acaigntdfe access
control cafy bge dgkih é’@e‘rﬁéjwﬁ eferddS A en@NmbseRe Gﬁ)&y inter et e @vent mﬁttafsebt(frr Om

M nosa 06/ 24/1999 ~ 09: 28: S)Fp%ﬁ% -14- ?ﬁlord clarrl er:y %{e

advant ageous, 10jb r¢af SpBTises yg m%e“‘i? & dogieal GRS CAY P at t he
user has all seeRelynRESE®dAmiIL ﬁmormeaemsloggalt:ﬂms,ammp;pwmtmqwduamrbc mat i on
enbodi ed on the record._carrier a he

i nvent i on wi | f°85% ©ps Rfopaagon, w’nfbgigfﬁe\gis.ﬁﬁﬁﬁgly%qg& %:rgdésl(%g%ggn%k Q%c{e&)attns will
first acquir eraadooefen ¢ dangernpinber of esrordgchtions 4vailable an thy gecprdrcarripi e€r Gr pat t er n.

This accesio CBJ&%BEF@ BMaRbEP IcGfprii® e BSor a&éﬁiﬁa@{n@aﬁ&r@é&ﬂsﬂﬁ@ﬁl&r&ecord

carrier, i cence code ‘descri be gh or an,access code
Yaﬁ‘dé‘?‘f‘

suppl i ed VI a gectaEst isernatively e elF‘HtS@FP&mﬁrbedﬁerﬁ‘a‘B‘ OB SBRISAENt ¢ he
error patterngmy R Renatic Bk ddsitvig adfash &qﬁnse&bm& access control to take place,

preferably only one error sector is selected and read. In practice reading one sector having

U

=0}

uncorrectable errors might only cause a delay of a few seconds, which delay is caused by the
25 reading device trying to read the sector a few times. Such retries are standard practice to
improve the chance for successful recovery of information in the event of dirt or scratches.
The error pattern may further be verified by selecting at least one non-error location, but not
all non-error locations, which non-error locations should not have a logical error according
to the error pattern, and verifying the absence of an error by reading the selected non-error
30 location. As reading a non-error sector will be very fast, e.g. 0.2 seconds, a larger number
of non-error sectors, e.g. 10 to 40, is preferably selected and read. Said non-error sectors
are preferably selected via a random selection process from all avaijlable non-error sectors, In
an embodiment the contents of the non-error sectors may be verified, e.g. by including a
check value in such a sector to be derived from the sector number and the licence code by a
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and a predefined algorithm the seed value being stored on the copy
protected record carrier. 10 Secondly the presence of |ogical errors nust
be verified to assure that the disc is an original, copy protected disc and
not an illegal copy. The access control neans will select one or nore error
| ocation(s) on the record carrier, or error sector(s) if the record carrier
is formatted | nwasdigssabl e sectors whi ch error |ocatioggsBmedd have a

| ogi cal error according to the error paytern Thlrdly the presence of an

error is veri S rror |ocati

readi ng devi Bede?e %Xd en% 1K)tn glgéﬁ&elrlr%c?r rr‘rér% 'Iﬁn?’heémf ﬁﬁa@f"sfaée sgé‘l:t?g[ the event
t hat a sect opnd vsrifies he@mmmemseMmoe@qcabrmsmm givartdge thereesence  of
the logical ef Sy ﬁeeaupen&bereﬁ&edseﬁ&zee&eaae&dahaﬁ@& uFaRYs Wodrhprid COWD“ se

the Il ogical errors, é be rejecte cess To t
i nformati on GF9T Thighas sheradyan %&abarlaﬂrcgw%p%wvenarweqt SislieultiesfEyingrte seI ected

at random 5 r erma tﬂisaieﬂﬁcaﬁ GessOAs B bredr gh bd?diﬂ?g @‘t}ﬁhﬁvﬂﬁﬂoﬁ inasxgda@mr ecord
carri er, area de (gltaf%ﬁ J’J Se he error pattern

havi ng er r or “é‘}é’t‘}‘flﬂf ép?;fh%mﬁ ‘Hr&gre%’r se%‘%’é J”\‘)E‘F§°°E°Ffe error sectors
may be i nt er piefeeatily\wbmdinonakrodsestars tidjoising errgp rsecmrsrsgommlfemalbctdds This tvmfrﬁrcrsrrat I on.

For achi evi nﬁﬁoﬁabazaeefaosg ﬁl%&? g%%f g%(aﬁédqg %&%%ﬁ%ﬁ t% Enuc(?.lle 551' ﬁe!% ace,

preferably o erro S ‘select 0 prac ®i ce r eadi ng
one sector hasgessgontralcior # eampulot program maysbadffgeted ag rﬁllpws ahe quamnt@h aamrigf a few

seconds, yhi edhealBkiRVeompu& Prbgaeh, Wiild Bfe zs'éenurl eﬁgax@gncﬁaeauﬁﬁmtaecxgs RBfoP read the

sector a few times. Such retries are standard ei)ractrce to | mprove the
chance for sifrmation, The,comppies prosgm may bg earmipres ifseifwhilsed sherbHartup progiamy  or
scrat ches. ThResalia gdice poithé @bgtaxfraw cfouutd]htﬁé adods yoakd rﬁAuEQOQ}irnS’ﬂieQedeésng at feast
one non-error_|ac no oca on- error

| ocati ons Shgl.#gl F“aﬁ%nvrg a lo @mple r&:%?%%g‘%ra&r" g “F‘ﬁ’e“t?{é‘c‘:ﬁsr%‘? € %at t ern,
and veri fyi ngossiblsg, aMMomemrsnme (Hspbroutingli obgcttdnmow)eﬁtednigﬂma error 30
| ocati on. yfs esrs&ﬁﬂ'dgtg n%e ?ﬁ%?:ﬁ‘ le&rni i well it botPfe %?Jrﬁ{ﬁl%ﬁlﬂd’ zﬁeeac&ss

seconds, a |arger, non- eérror sectors, g preferably
sel ect ed andcqnegédnfoearlep e Avalableo ThesastuR) program anay Fead agcesh Faptreldnfarmation vi a a

r?rtr;dgm selt efﬁrbﬁ@ Hﬂfd&?}tﬂﬁ:@ oﬁ&famcaﬂdlcaa&akdcﬁm Be H&ﬁbe%deqricgﬁé‘&ﬁl%]fsystégﬂ an o
enbodi men e S nerr e verified, e.g. by
i ncl uding a E'ﬁ%&g?fif] egﬁ‘“é/ 8*?“6 %B"'t'i‘g?” espticy if PHETE et or
nunber and tlmreinrrwmeeertﬂadles drycrxhedFabo\mt ed from M nosa 06/ 24/ 1999 09: 28: 56
page - 14 pred C td jthm. urthe nmbodi nent
non-err orzqsect ors argg‘%geﬁ1 ct eé%%ﬁ%éﬁ\ger ?# | 2‘4’&9‘%@4% J%m I{‘ camr} fé“g

sel ect ed er r text belowtibis assyéds thattbe investiondy appliesgpader hentrokof g llc@liortlnﬂ&lfu_appar ently
random sel eCEt@;ﬂGlstﬁ&Iﬂthﬁxeann%teE @Al softWR@ Y £ AnORbHshO Hoes 1o foQRE | S€ an

error. This has the advantage, that a malicious party WI {‘ %ave gr eat
di fficultiesa®yrdnges tp 8‘55°ﬁ"r'ﬂ“rﬁ1(9f‘l"h'i°s’sev‘é? jnpqniop: frb‘hsyﬁi’%éﬁgs‘ bp&llyhe error

pattern accopékbsrdtatd feki€l. Iy @Ednk SBp 625thél pibligBedicrisls the main executable file
25 (e.g. for a DOS or Windows system) for creating an encrypted file set 72. Using a utility

provided by the licensor the publisher encrypts it using a licence number as the encryption
key. Unique licence numbers are provided by the licensor for every product produced. As an
example, if the software title to be protected has a program called foo.exe the encryption
process encrypts it, renames it to foo.icd and includes a new program, provided by the

30 licensor which is renamed to foo.exe. This program is then responsible for carrying out the
security checks, verifying the licence number and launching the encrypted program (foo.icd).
In a third step 63 the publisher creates an image file 73, such as an ISO 9660 Image, from
the encrypted file set 72. Using a CD Authoring package the publisher creates an image file
73 of his complete software title onto a hard disk drive. In a fourth step 64 the image file 73
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accunul ate all bit errors in the error sectors wthout affecting the
adj oi ning sectors, preferably sone non error sectors adjoining error
sectors should be selected. This will nost probably expose illegal copies
damaged in certain areas to mmc the error pattern. The access control for
a conputer program my be effected as follows. The information carrier 10
cont ai ns the commess47ipr ogram while so essenti al dat a peirseetigluded in
the access control information. The conpUter program nmay be encrypted

itself, while;qnshng Eo é&a@rtﬁé‘ﬂu Qén% @%ﬁﬁé&gebﬂaﬁcﬁ felord &i‘n& hﬁv 499” am and

cont I’O| s the access mal n ram access contr ormati on may

be, for ex arrpi%lcalém’aé& S%Frﬂ’ﬁd W@}/F‘B‘ﬁe h pespnd il aroviged @'éﬁ%‘é‘@ns%‘ﬂ‘éi‘
possi bly, a sgmRliha Eﬁlet73Qny alidify Dlicoge amcmdﬁbxda&gméme&ué hufifBer z@me@fstenpr

well i1 both & i R R R e L
avai | abl e. 3 he@adding faiebl The toy leagth tiepyeférsbiycimere das 34 mmnﬁesr(eks d}mfsa:tdﬂs).t'l‘lﬁn froma
hi dden pl ace n th Les ?ﬂs aCr%fefe' ert%%g%@ %E tors og&n@gdd ?x uded in

the system ar &nﬁ see ure Ter acce
Ther eaf t er t hgadding swmcsectars thlm;h@ tbe modpabademwﬂlprmymbaxoveﬂm $eetars atsll btescr i bed

above. 20 determined by a b ée{i&dfrﬁxdgm ?H»@é@ vhich fﬂ@&h&d BHoR HeATkrdcO hunfblP Yo a

protecting a record carrler he text ow it 1s assuned, that the
invention is &fppreRep s image @BFftWQSFS“‘Sfm sreaty E@ﬁ%%ﬂ‘sc'r'f’netgh@’”"ﬁ%&‘tm%tep 61 the

publ i sher ¢g e@oms. TheliMiye TS 14viBsest tb the IMastérlng Houe @Ulhbneﬁhﬁf)e stagter aiblereed to

k h , 10,1 ft d t. Th t
Can 1ot bo e OuRarS Setn B cubiar mdiey bR b BER A BLbl | shor
encrypts the die 75 v psduediithe Lised Bead Recofder spitwhismakes D folie Hdénce amsusyst emn)
for creating gp, ?lﬂ%rv)ﬁRh‘E&mH.L%aeia?&deiﬁea é@h%?edaas ‘ﬂ&léé ﬁatdé%é)&ﬁ ﬁmé’y t he

| i censor the publi encry icenc e encryption
key. Unique | m@n%‘hc m@mﬁ@iaﬁce&megomwpreewbyﬁwﬁeezmemmmly éQ% chery product

produced. ﬁ‘|§ gﬂ?ﬁ%ﬁm&lﬁd adebrdth & M&Wnﬁm& bdsdrded &oﬁeﬁll&rlﬂ .96 a R at t

programcalle 0. exe the enc oce rypts | nes i o]

foo.icd and i fep BRIEBY B“’Vfé‘%"ﬁ?%ﬁg%%‘ﬁ % g’\‘i cggﬁ@%%ép ‘f"f‘(‘,’éﬁ‘g’g?au%l chis

renanmed to f oheanaster diseis. 'nreccgmaymuﬁxstthﬁsnexfeeamasdmlwmfsafepcarry| ng out the

security checks, verif nece._n r.and | e~encrypted
| Hotth B Punli TSGR 8Tt AL ikl Bohe 08,

program (foo.icd). Ina I Crea Eh |magef|Ie

73, such as aROMS® ﬁﬁﬁlﬂeharmgé;e @R@mqrheﬁ@mgrxym,étdvmm eleag ditat gtler raderiing a CD

Aut hori ng c t r conpl ete
B CX@Gts. Riindtt B bRDS fap€RALHe Iy el 1ﬁvleﬁloz 1 G Recig

softwaretl | e onto drive. Ina“fourt image file
73 Printed fr GHTiRe qepaisQgiopaationprotegits: bz&t@%f e gjeor P@Bmlg mliss ForexgrpR¥:fi ed to

create the fulge m@r&ﬁm SVMISQfalsé s &0Pr &ﬁﬁ&tﬁgbﬁdesf m&ﬁh&m&u@rhas having a

: ?g;ﬁglor nangd?ipeggl%s%rr I 1th reference togpréfg'\rre% eméod?nei\e%t% ereo 1t is toybe ané%}/sltogg gn by the

these are not limitative examples. Thus, various modifications may become apparent to those
25 skilled in the art, without departing from the scope of the invention, as defined by the

—

claims. For example, applying error patterns in error protected data transmitted via a
network such as internet may provide access control according to the invention. Further, the

invention lies in each and every novel feature or combination of features.
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the image file 73 by adding a licence structure including the |Iicence
nunber to the systemarea 22. The inmage file 73 is further be nodified to
pad the size of the image to include the 5 padding area. The total l|ength
is preferably nore than 74 m nutes (333,000 sectors). The licence structure
hol ds a reference to the start and end sectors of the padding area. In the
paddi ng area, Sgsds@irss W11 either be good or bad and t heeceindbeosdout i on of
the sectors will be determ ned by a pséédo-randon1process, whi ch nay be
seeded fromthe licence nunber. In a fifth step 65 the inmage file is
processed to create a master disc 75, e.g. by a Mastering 10 House. The

i mage file 74xisi & raset ddeamenise Mast eri ng House on nmagnetic tape or other

sui tabl e medi a. Using Laser Beam Recorder software nodified according to
the invention a master disc 75 is produced. The Laser Beam Recorder

sof tware makédl)use OEP-DHEARI(BRNA®23) ructure to deternine which sectors in
the padded area are pREMGstoRRtidAG)kh Wiihbhdiudl sbpy prbeqiops are good. The ratio
of marked to good sectors may be fixed, e.g. approximtely 50% The 15
errors are applied according to the error patterns described above with
Figure 4. Inmgysixt hGBtzmsﬁﬁ(PHQ;Bﬁoqs) otected record carriers 76, such as
CD-ROM s, are produc du ster disc 75. The error pattern
is transferred to eaiﬂ @%geﬁ&&c £$ﬁk§?though the invention has been
expl ai ned by an embodi ment using the CD- ROM as exanpl e having the CRC
error correct g rul @g od/baeyd || be clear that other record 20 carriers,
magneti c or ical tape, etc can be enployed in the invention, if such
record carrlers conpﬁQ#?QMW%ﬂﬁ%ﬂ%ﬁpbrotected by predefined error
protecting rules. For exanple, the high density DVD disc al so uses an error
correcting process. Wilst the invention has been described with reference
to preferred enbodi nents thereof, it is to be understood that these are not
limtative exanples. Thus, various nodifications my becone apparent to
those 25 skilled in the art, w thout departing fromthe scope of the
invention, as defined by the clains. For exanple, applying error patterns
in error protected data transmtted via a network such as internet nmay
provi de access control according to the invention. Further, the invention
lies in each and every novel feature or conbination of features. Printed

fromM nosa 06/24/1999 09:28:56 page -17- 16 List of related docunents
(D) EP- 0545472 (PHN 13922) d osed information systemw th physical
copy protection (D2) GB 2076569 (PHQ 80009) The CIRC error detection

and correction.
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(D3) WO 95/ 03655 CD PROM encryption system Printed from M nosa
06/ 24/ 1999 09: 28: 56 H unﬂmml ,Hﬂ CLAI I\/IS 1. Met hod for copy
protecting a record c ormati on stored thereon according to

predeterm ned formatting and efro correctrng rul es, conprising the steps

of (a) creating an image file conprising main information, (b)
generating accewos®®@nsrol information fﬁ{ control l'ing thgc@agKR&s tO the
main 5 information, (c) produci hg a master carrier in dependence on

the i mage fi g@rapdst he access control information, which producing conprises
the steps of creating a bit sequence by applying the formatting and error
correcting rules to the image file and translating the bit sequence into a
physi cal pattern of marks, and 10 (d) mul tiplicating the record
carrier using the master carrier, characterized in that in step (c) bits in
the bit sequence are changed according to the access control information to
constitute | ogical errors mhich cannot be corrected by said error

correcting ryles and ARAT e r..pattern.
Met hod f or cgpy pr ot ec 398‘ 0 gé%r’rdec?lrrgrsha m??gaat}op.stgqeifhme? i n which
at | east par Fccmdmg weprn@rennquffmms ¥ efror qorrentipgptuissl domprikggatrdsepcd on t he

access cont r@i i nf Ormlhgﬂlurﬁgeﬁlemmprxmg%ﬁ Hxﬁﬁlmitfaﬁ copy protecting a record
carrier as clainmed in claim1, whi ch at | east sone of the access

control infof¥ation Feé‘e’thPélaEfﬂﬁcf"‘?"r?l Pr@é“ﬁ“ﬁﬁ@’éCWP@“ga‘hﬂa%%%méhqmn pattern is

gener at ed § nidemedvience on sai d i ncl uded access control information. 4.

Copy protect recor arrier havin bi ence sto t her eon
representi ng?l nf or mab T oN 88 &8V ﬁ@le‘fq %ﬁg fgct"é’ °ﬁ‘5?§eﬁ? “H‘gg‘ﬁa‘r‘f@”and error
correcting rudm@sl mtomuomfwduclmtodung&npmespha skdpsof creiing 4 i sequeit bpn and access

control info f rmatron
characterize Hﬁaﬁﬁgg&w}ggﬁ%ﬁ%g?%%%gﬁm?gﬁ aﬁdu I%Imgg’o?fstr tuting
| ogi cal errors%ﬁ“%?ﬁ E‘W"(P&Yﬁ%‘tpaﬁ"é“ef)‘ﬂ?f@c?@d by said error correctl ng rules and

whi ch consgi {gte an ﬁmﬁgrcatg,gttﬁqucerdrcgﬁi@,e& denshet®l cal@@St part of the access

ntrol informatijagn om M npsa 06/ 24/ 1999 09: 28: 56 page - 19-
contro Oclg?atctegzed in that m step (fc) bits in the bit sequence are changed according to thegccgess

control information to constitute logical errors which cannot be corrected by said error
correcting rules and which constitute an error pattern.

15 2. Method for copy protecting a record carrier as claimed in claim 1, in which at
least part of the main information is encrypted in dependence on the access control
information.

3. Method for copy protecting a record carrier as claimed in claim 1, in which at
20 least some of the access control information is included in the image file and the error

pattern is generated in dependence on said included access control information.

4, Copy protected record carrier having a bit sequence stored thereon representing
information according to predetermined formatting and error correcting rules, the information
25 comprising main information and access control information for controlling the access to the
main information, characterized in that the bit sequence éomprises bit errors constituting
logical errors which cannot be corrected by said error correcting rules and which constitute

an error pattern representing at least part of the access control information,
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18 5. Copy carrier as clainmed in claim4, which
record carrier is su m“'l ﬂﬁ“l mmlressabl e sectors, characterized in
that the record carrier conprises a*paddi ng area, whi ch paddi ng area
conprises error sectors and non-error sectors, which error sectors conprise
the logical errors and constitute the error pattern. 5 6. Copy
protected recomp®s&4nd er as clainmed in ¢laimb5, charact acrffgkg t hat the
part of the bit sequence correspondi ng o non-error sectors which adjoin

error sectorg, corrpré@g@ o?éét@@ e@cﬂ& l:%llérXS Elﬂmpd i&lgﬁ{n{ 2" hich ¥oord ca fer is Copy

protected record carr a| me characterized 1n that,
while the re?}’@ﬂluld%dam‘ﬁ’la@*’esﬁa@ SFLOBY; é@@?@ﬂ‘m ﬁéhatm?fprmmwmmﬁage capacity

of which the aa&hyaﬂe@fvmompaddﬁ@ afe® YdipPised efésbotord 48 nBREHYr BekoRY, SRR kiRt antial Iy
the inpformtjon storage capacity. 15 8.

covers the remainin

Copy pr ot ect ¥gOP&ey gﬁgg’ﬁﬂ‘?gfcélrmﬁ‘é apq COPFHENE the\CTEr BSR4 characterized in that,
while the it sequence conprises information bits and error correction
bits, the informatio kSe. ' r T Copy

pr ot ect ed reIéord carér??pgrp;"%em&?fzg(ft#re ‘%’E?%F‘lé‘%dmﬁif{“%: acrhééctteé'i;'fdz’ggm? % that the
20 bit erropat ofitke Hitoequensel cerrsspardingdo gercamer begtors which adjoih emett seaorss er r or wor d
whi ch cannot n&g@&%ﬁﬂ,ml@é& rror word correcting rule during
reproductlon Copy prot ected record carrier as clainmed in claim
9, characterlzed in that the record carrier is a CD, the error word

correcting rul e bei ngopylpﬁ;teaza tedt@ Earrie? 2s didimed in claim 5, RRHENerRédOh @fat, M@i¢ ecor d
carrier as claine rlal8(<;’aquﬁtl%ter|zed i n that the hit errors are

| ocated so al®{%" @?&Fﬁ}}a&?g BRI CARAAY ©Of Wik MR MBI eaving i s
part of the fnfurmaion coversarpdrt,chd pidiggoareacsolisianiplly covers the 3éainidigpart of the Copy
protected re laiméd in claim9, characterized in that the
bit errors a?lgor gg’gt%{?&gcgg%gpto accunul ate in at |east one second error
word whi ch cannot be corrected by a second error word correcting rule. 13.
Copy protesctgd recor GopyPfotectedl redid edreerra?siadned falcRinty leiaa@aaiméa%n ) Wnict eri zed
I n PrlntedfromMrmsa 06/ 24/1999 _09: 19 that the
record carri Bf bjtseqgenggyomprises é‘f%?mwscf“‘?:@ﬂ‘é?}ﬁcg@ W‘Erlt@ igformpior ¥ 2 | ayer

and the comprise the bit errors.

9. Copy protected record carrier as claimed in claim 4, characterized in that the
20 bit errors are located so as to accumulate in at least one error word which cannot be

corrected by an error word correcting rule during reproduction.

10. Copy protected record carrier as claimed in claim 9, characterized in that the
record carrier is a CD, the error word correcting rule being the C2 layer.

25
11. Copy protected record carrier as claimed in claim 9, characterized in that the
bit errors are located so as to accumulate by de-interleaving, which de-interleaving is part of

the formatting and error correcting rules.
30 12, Copy protected record carrier as claimed in claim 9, characterized in that the
bit errors are located so as to accummlate in at least one second error word which cannot be

corrected by a second error word correcting rule.

13. ~ Copy protected record carrier as claimed in claim 11 and 12, characterized in
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second error word corremlmﬁumwll\ﬁg‘m!lrthe Cl | ayer of the CD error
correcting rules. 14. Or detecting access control
i nformation on a copy prbtetct éd record 5 carrier accordi ng to any one of
claims 4 to 13, characterized in that the nmethod conprises the steps of
selecting at |east one error location, but not all error |ocations, which

error |ocation@)ssdétoul d have a | ogical error accordi Ng pe@adofifiseg I OF
pattern, and verifying the presence of error by reading the sel ected

o1 ! BB ot 1 on MR AP 408 RS gl

information as clalne i : arac “t’he net hod
further conpsicousisenionwordicatmesting ruls bpingthe Rl lager of the D esiee camseting r¥lesr | ocat i on,
but not all non-error |ocations, which non-error |ocation(s) should not
have a |l ogical error_according to the error pattern, and 15

verifying thd4absencMetpd fop detcting acesss Gopfzol infpematiqn og @ popy PEOECR el ¢ or

| ocati on(s3. cdfier according to afybdnb Oficlfids 4 eX3ectataterizal kS the afethbdtompfife®r Mat i on as
claimed in claim114, characterized in that at |east one non-error |ocation
i s sel ected Wii*R Ydj oins an error location. 20 17. Met hod for
detecting access contelepfingianhfeast oneterromloceion; bwtinnteadl error lotagiony) vikich exforr act eri zed
in that the gef. ' oF B Ll BV ast sone access
control infor wa}?g)n&%ﬁ%'gg ?o\gga%%rgfﬁg(jr%é%rtﬂ ﬁgk{kgpﬁﬁ’farhgm the main

i nformation bef ore sw®rifing theypressecaof gypsror bisreading the selected eroplopation(or det ect i ng
access copgrol information as clained in claim14, characterized in that,
while the record carrjer |s _subdivided intq addressable sectors, the
presence or absence BJFS‘%’L"EF‘?‘??HHWQF WM'EW?WMF’%%@W?‘# ‘é&la’&/?“readi ng the
respective seghdrdterifeddn etk méthod Jurther @dmpives e sERGE When an uncorrect abl e
error is detected during reading the 3 tor . . . Co prot ect ed
record carrier as cl %‘eﬁ%‘& a?%as& D%inﬁ%" ,org%%t?"ggtf"glrlqt?%gmfeﬁmf Hﬁ%ﬁo?shg%}rﬁécord
carrier conpmpsegwr dwitiontsy sodldnot §xve e gicalFriohweordingiodherfronpaptesnandof ¢l ai s 14
tgll8 on 588722? o %fﬁ}iﬁmeﬁfséneéa%feﬁ%%aaﬂggm séiRed Hnleird? 10cliRn@B: 56 page
PCT/ 1B98/ 00800 20. Retrieval arrangenent for retrieving information

froma copy ppotect ediemed fF detecting access control information as claimed in claim 14,
characterized in that at least one non-error location is selected which adjoins an etror

=

location.
20
17. Method for detecting access control information as claimed in claim 14,
characterized in that the method comprises a step of
retrieving at least some access control information indicative of the error pattern
- from the main information before selecting locations.
25
18. Method for detecting access control information as claimed in claim 14,
characterized in that, while the record carrier is subdivided into addressable sectors, the
presence or absence of an error at a location is verified by reading the respective sector and
generating an error message when an uncorrectable error is detected during reading the
30 sector.

19. Copy protected record carrier as claimed in claim 4,

characterized in that the record carrier comprises software for executing the method of any
_one of claims 14 to 18 on a computer system.
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carrier according to*amy-—m're—of—cl—ai—lﬁ—él to 13, the arrangenment conprising

readi ng means for rea arrier, the readi ng neans conpri sing
a read unit (41,42) fi &ﬂj %m’, &It sequence stored on the record
carrier and an error 43) for 5 processing the bit '

sequence, characterized in that the arrangenent conprises access control
means (47) for eawesoisling the access tg t he i nformati onpcvyegidoseaccess
control neans are enbodi ed so as to det %t the access control information

by selecting gt | a5t Dy Sk 6Dl iiimall i | o3 peob B O,

which error | Catlon ave a o error to the error
pattern, and dayiexarcirfipg ngmne of plaims A das k3 aﬁﬂng&'PF“é?WFlﬂl!ﬁy‘eﬁ‘dHﬁd‘i‘eﬁ‘@ t he

sel ected errqg, e{«h&f@trhél@co)/d GrrieP @hd x%ﬁﬂig%aﬂm&ﬂﬁxsmglread usi (41 49Ret ri eval
arrangenEnt as C in claim?2 ,

%r acteri.zed in W@@Eﬁ) t he record

carrier is sUmsHERcHngERbt qegﬁee,ceétggﬁl@ggﬁmcgr SBETHd an prpQs W%eﬁmgﬁg‘“ X conpri se

a control lgnll;,oc@ V\%ﬂfe(b[tséqﬁ)ﬁi:é’ | @hdricefizell ethiteadi ng of a sector and generating
e

o oen 06 s Jo00 G Banentth SRS 5Bk Softl Mand 76 ki o 1O

to the information, which access control means are embodied so as to detect the access

control information by selecting at least one error location, but not all error locations, which

error location(s) should have a logical error according to the error pattern, and by verifying
10 the presence of an error by reading the selected error location via the réading means.

21. Retrieval arrangement as claimed in claim 20, characterized in that, while the
record carrier is subdivided into addressable sectors, the reading means comprise a control
unit (46) for controlling the reading of a sector and generating an error message when an

15 uncorrectable error is detected.
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