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secured on the external Interface o
intrinsically sensitive but made non-sensitive by encryption.

The cryptographic domain includes a cryptographic unit equipped with
cryptographic functions necessary for protection/deprotection of sensitive information
across the red and black host domains. The cryptographic equipment also comprises two

25 external interfaces: a first interface or user interface, connected to the red host domain,
and a second interface or external interface, connected to the black host domain.

The cryptographic equipment comprises an "encryption" mode capable of
processing sensitive information. In the "encryption" mode:

- The sensitive information, entering on the user interface, is encrypted by the

30 cryptographic domain and leaves secured on the external interface of the black
domain.

- Information entering on the external interface is decrypted by the cryptographic

domain and leaves, in clear state, on the user interface of the red domain.

In addition to the "encryption" mode, some cryptographic pieces of equipment

35 have a "ctear" mode that makes it possible to process non-sensitive information.



dormain. Information entering on the external interface is decrypted
by the cryptographic domain and | eaves, in clear state, on the user
‘interface of the red domain. In addition to the "encrypti on" node,
some cryptographic pieces of equi pnent 35have a "cl ear” node that
makes it possible to process non-sensi t4 ve i nformation. 2
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- a management device, which interacts with the input interface through at least
one second interface link and with either the red module through a second upstream
internal link, or the black module through a second downstream internal link, but not with
both simultaneously, and adapted to orienti the sensitive information between the input

35 interface and the second upstream internal link, or the non-sensitive information between



3 the input interface and the second downstreaminternal Iink,

Wi t hout the non-sensitive information passing through the red nodul e,
"and in that the cryptographic unit and the management device are
physically and | ogically separate from one another and i ndependent,
and have identical protection neans, SC%pab_I e of protecting the _
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physi cal intertace connected to the orienting device and
- an orienting device simultaneously connected to the second

upstream internal link, the second downstream internal link, and at least one second
15 interface link, the orienting device being intended to link the input interface either to the
red module or to the black module, but not both simultaneously, and
- verification means of the orienting device connected simultaneously
to:
- the orienting device, so as to control the link to be made,

20 and

- the input interface, so as on the one hand to receive a
selection instruction for the link to be made according to a selecied operating
mode, and on the other hand to inform the user of the current operating mode:

- the input interface comprises:

25 - an external physical interface connected to the orienting device and
intended to send the sensitive or non-sensitive information to the cryptographic equipment
and to receive the sensitive or non-sensitive information from the cryptographic
equipment,

- an indicator connected to the verification means of the orienting

30 device and intended to indicate the current operating mode, and

- selecting means connected to the verification means of the orienting

device and intended to provide the selection instruction for the selected operating mode;
- the cryptographic equipment comprises an additional external physical interface
connected to the red module and intended to send and receive sensitive information,

35 without passing through the management device;



intended to send the sensitive or non-sensitive information to the
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figure 2 is a diagrammatic i1llustration of “a managenent device |
cl ear mo¥e9according to the invention,

- figure 2 is a diagrammatic illustration of a management device in clear mode

25 according to the invention,

- figure 3 is a diagrammatic illustration of a tactical radio set according to a first
embodiment of the invention, and

- figure 4 is a diagrammatic illustration of a tactical radio set according to a second
embodiment of the invention.

30 The cryptographic equipment 10 according to the invention, illustrated in figure 1,
in the considered example constitutes a tactical radio set capable of sending and
receiving in two operating modes, i.e., an "encryption” mode and a "clear" mode,
depending on whether the information being sent is protected by confidentiality. This
equipment is characterized by a security architecture divided into three modules. A red

35 module 12, also called red host domain, is connected to the cryptographic module 14,
also called cryptographic domain, through two upstream links 16, 18. A black module 20,



figure 3 is a diagranmatic illustration of a tactical radio set
according to a first enbodi nent of the invention, and figure 4
Is a diagrammatic illustration of a tactical radio set according to a
second enbodi ment of the invention. 30The cryptographic equi pment 10
according to the invention, |IIustrated5|n figure 1, in the
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interface 26 es an extern
10 and to recelve information from the cryptographic equipment 10.

The interface 26 also comprises an audio or visual indicator 32, for example such
as a multicolor lighted indicator, intended to indicate the current operating mode and
20 connected to the cryptographic module 14 through an interface link 34. [t lastly comprises
selecting means 35 capable of choosing the desired operating mode, i.e., either the
"clear" mode or the “"encryption” mode. The latter is connected to the cryptographic
module 14 by means of an interface link 36.
Furthermore, the cryptographic equipment 10 comprises a bidirectional output
25 interface 38 connected to the black module 20 through an interface link 40. This interface
is intended to share non-sensitive information between the cryptographic equipment 10
and the outside environment, for example a network.
The cryptographic module 14 includes two devices that are physically and logically
independent and separate from one another:
30 - a cryptographic unit 42 intended to process the sensitive information using
cryptographic functions, and
- a clear mode management device 44, capable of orienting the information in both
directions between the input interface 26 and one of the two black or red modules 12, 20
depending on the selected operating mode.



15 . physical interface 28 connected to the cryptographi c nodule 14 by
an interface link 30. The external interface 28 is intended to send
information to the cryptographic equi pnment 10 and to receive
information fromthe cryptographic equi pnent 10. The
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integrity of the cryptographic unit 42 and the management device 44.
For example, the module 14 includes a housing made up of a chassis and a cover.
A holographic label is used to seal the chassis and the cover. Thus, any attempt to access
the internal components of the module 14 is detected.
30 The red 12 and black 20 modules also have a given level of physical protection,
that level being lower than the level of protection of the cryptographic module 14.
According to one preferred embodiment, the cryptographic equipment 10 includes
an additional external physical interface 46 connected to the red module 12 through an
interface link 48. This interface 46 conveys sensitive information between the

35 cryptographic equipment 10 and the outside environment, for example such as a network.



In order to obtain an accreditation that allows the cryptographic
equi pnent 10 to 20 be deployed in a client infrastructure, a
security evaluation is conducted to verify conpliance of the

crypt ographi ¢ equi pnent 10 with the afqrenmentioned security
reconmendat i ons. hus, to neet t'he requirenents of the

r ecomendat i orfdgure I?é"ltﬁ"?&scﬂﬁ'ﬁ%ﬂ@ﬂb‘)fﬁbﬂ &le@r mede mnegemest gawesi 44gccording

protecti ap oRBehdBHREHt 8MAE ReRlior he unit 42 and the 25 device 44,
characterized by a given protection |level, nmaking it possible to

protect the i MtEgFiPely Modet ManAGEmANs fisvissi 44 ncludesoan riieniing Wewiag < rior
devi ce 44xample a bld:r@EtlcﬁléﬁmE& wﬁﬁ‘%néﬂﬂﬂiﬂﬂt %né‘iwb %ﬁ{p‘t'ﬂeﬁ'h@ ﬁ'lé‘g?ﬁ?ﬁﬁ@of

up of a chassis and a cover. é:;raphl C el '1s used to sea

chaski s dRENg e ederapl phypigal Intaﬁ9cea2 wﬁ@tpq@%@dégrstoﬂm@eidnﬂ@w@rlz through
conponenigh Lﬁfstrbg'rﬂ iARReA %oﬂt“sd %r Q@ttlf'ézﬁﬁgk medliRe2d @fodgh 2wk @%?n%ﬁernal

nodul es al so _have a given | evel of physical protection, that
bei ng | oREF SBne¥Flysie™ evel of protection of the cryptographic nodul e

14. Acqpe i rﬁ&jé)ﬁﬁnﬁ’ctﬁeﬁ"ﬁ&{tr&@lcémoﬂjrtﬁgf‘&omﬁéﬁs%)’% gh ¥ 58

equi pnrent 10 includes an additiional externa sical interface
connect edrtibetaiienting) masas 8. PQ”@W%%‘%dﬁmeeﬁ dbreugh gk cardrol Thk $0 and

| ntgy f acgidficbian LN fol N @dvidevsd, | nf or mati on between the
35crypt ogr aphi ¢ equi pnent 10 and the outside environnment, for exanple

such as a net R@eKverifigation means pBgareealso jqonpested e dhe: inflicajerad? dhrougl an
cl ear ”Dﬂﬁeﬁ%w&n dvbiendt, 38 HeShiddto %% %I%ﬂcgnnﬁ{étrfgeé pb%4 on

i nventi on. he clear node managenent 4 1 ncludes an
orienti né]"eb%tb?rcr@f‘go for exanple a bidirectional switch with one

i nput and tV\DTﬁé'trBHtrﬁeduTé"q2S‘éﬂstoc&1ll'e§ r%apé’é?ﬁﬁn Of:orﬁ ih htehfﬁn(glons and
external physical interface 28 via a port 52, e|t er to

nod® e 1Pte a@?ﬁt&m%sﬁheetmnpwadr@ﬁta B, tth%&ﬂeabﬁatﬁoT"BEhfémblKH@l@f the red

nmodul e 291ofdhre0l19h pRCESWNAL I GRIRchM&T Bla F:Bérfére5fhat Skdth US| %§¢§ferred to the
The cl ear node nanagenent devicé 44 further conprises verificat

neans 58cHBlogradickNeiong eftheearpiosaphie seduiet™@d t o the devi ce 50
through a conjj.pd séécﬁl&aféguélﬂg tﬂ@ekéﬁgﬂ@gﬁgréo% Qé?néilﬁustltalﬂ% i élrn(ég\%%)e red

The verificati on neans aré al so connect ed e 1 ndi cat
t hr ough B1dpigt & ingledes filtergg/roktinghde\dsre6% aprnectasdtottbe interfase! liskt4sr orgthe

thrgugh aRe iHBhET HRE e Qpdtrdifn %eh@?llﬂgsh% dﬁa@@ otﬁ@nehér’ﬁijnwédgllt&m&ﬁoutmg

also called red domai n, contains all unctions a
i nt er f acBeVieaEl isler ngestiyeconnesied iptheaingtiean intemal linknt8 treugh ataedapter

The funcgg odisafio ERGIROISREW Lardlak 59&8& iditAcIERG %%g%eg%gé% fselil?{lg

before that data is transferred to the crypt ographi c
crypt ogr &liectefodul e 14. Mbore specifically, using the exanple

of a radio sefpe Bfack Inhdiid 86, %ﬁsd Balfed P& domdifiee ngﬁﬁlﬂ fhelft ctlons and
includes a filtering/routing device 66 connected to the Inter
| i ¥R 48 Biprieges that process the encrypted data when it comes from the cryptograph|c umt 42,
and clear data when it comes from the clear mode management device 44 without
passing through the red module 12. The functions of the black module 20 process the
data before it is transmitted to the output interface 38.
More specifically, the black module 20 comprises two independent information
30 processing chains between the downstream internal link 22 and a first internal connection
to a radiofrequency adapter 74 on the one hand, and the downstream internal link 24 and
a second internal connection of the radiofrequency adapter 74 on the other hand.
Furthermore, the radiofrequency adapter 74 is also linked through a third connection to
the interface connection 40.
35 The first information processing chain, intended to process sensitive information,

comprises a digital-analog converter 76 connected at its input to the downstream internal



20 one hand, and the upstreaminternal links 16 on the other hand.
The filtering/routing device 66 is also indirectly connected to the
upstreaminternal |ink 18 through an adapter 68, an audi o encodi ng
device 70 and an anal og-digital converter 72, successively serially
connected. The black nodul e 20, also cd | ed bl ack domai n, contains

al | of tHhek2dnabd ghils auipub o fthet iprtaeles maiatprdrmeassiiatore’ & deylptierds also
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passing thr ouJﬁetWOﬂédmf%raaﬂ@ ProcesHag f eeit | Bipsded tPherogeste Komsensitive
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38. More specifically, the conprises two I ndepende
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t he one hand downstream internal |1 nk and a sec
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hand. FugbRR&rRE€intdrhs Ifnﬁ@uofl'feerﬂH@LﬂQ%r- By &hiof 86 'b%lnglc%ﬂ éét%%ﬁlts output
through a third connection to the interface connection 40 e
first intfotheerei 'ﬁf%@%%nﬁﬂj"ﬁ@maﬂhe ram@fmdcmﬂq@teﬂéss sensitive

i nf@r mati on, I t

| npct o the doamcyean Bt SR Al PRUSTRHEI 8 ST IR fi W holied
i nput of d8SGBAE at or / denpdul ator 78. The latter |s al so connected at

its output tom@ecrp,!_)rteaaaphet eamaﬁqeﬁm@e%me&égf t\fvé‘eefcﬁ@LQf bESHI Ymades

adapter 74. second i nformati on rocessi ng chal n, |nten
to procedowien-teenevt infasmation shatng hetvesipities ispui interfaseodp d@ingi thel output

convert efniéfhcel 88N4 i rloBet BE @ﬁ@.{ di I n
audi o encnodl r?g device 82, ?dentl ca ﬂ%g tng(lc’a&eguaollllgg n%’%@éﬁ@é)@%ﬁ@@ o]fothe
a digi t apesiiFoiptR oMbt ¥8coRd Meded o4 "RiSaT| meds. - alomingu precessigs of the non-
successi ¥&ltiveRfatal | y connected. Furthernore, the anal og-digital
converter 80 is connected at its input to the downstreaminternal
link 24, the FodEsat ¥1d 4dHeFRIE Hfeorradidnaf vge caameletd ¢rvatodraphioeqyipment
to the S‘?@%F' kB BlendtadeRNgeld { I
10The operation OF eacrypt ogrﬁéghlg%c;&ergiﬁ?gﬁg%@ él%?fé@r@éﬁﬁm%%%? it thIS
1, will BGIRe tﬂ'ésréid'Pb%ed comprises arfipedier Kpgeive eqimesteddai thenssternad physnca!
COBPr i Semtdrite QBCHUS LY FePBREAY d'éh Hl%ll@%oﬁgmh WirBgolsep-way I nformation
sharing between the input Intéerface e output interface 38: a
first node, ofVheBig yssrisslectsiiodearaen "sugefiose epereting meds siking thy seleetion
15 Sensh‘n%hH@Sé@i Sele@tM iAstARAGM éﬂ?&'%verotﬁe lifk @@rto tl‘{@&%mc&gn%é}% 58 via

proce55|ng of the non-sensitive gur es

i |1 ust r ate ptgefaghrethffors Bestited ébo‘w 8- Aﬁercrﬁyfmt@grcaﬁm gelegjioh pngsruction,
10, for gxanpligatRnt@AcsriCod séﬁdjb%oﬁﬁBI’ s@ﬁéi(?:rvgf’ ﬂ% Z:é?‘!ttrohﬁnléﬁb e?(9'3tf@or|entmg

operating node. In this exanple, the radio set conprises an au
r eééi ver Wﬁ@@&%@fﬁéh%mlﬂe@%@spwry todhe mlpﬁtteéropa@énswodehus

correspondi ngybe @écﬁHQlyod%nﬁjlr@forFths réé’e‘ﬂ}e‘a c,%ﬁgrol S|gsnal thé/\ﬁﬁéht%p%eylﬁg%o

selects a "clear" encr tion pera I N |ng e selectlon
means 35Makessan éai@méhcwsep Qn:tBch 90ssa @ptto digk the inderfacakpB652 @ithereto the

verifi cahicpmaweana éﬁqé/,h%n;éj%oh%erface port 64, as illustrated in
figure 2. After reception the selection instruction, the

verification lﬁéaﬁﬁrssea%ﬁw Iat%mitcmme%lpgﬁalprmﬁs ehendderendiconantios 92
toghhe ogH/mtih figure 3. In the second case, the internal connection 90 produces an end-to-end

connection 94 shown in figure 4.
Once the connection is established, the verification means 58 send an information
signai to the indicator 32 via the interface port 62 in order to power the indicator 32 based

on the connection produced, and therefore the current operating mode.



25device 50, so as to formthe link corresponding to the sel ected
_operating node. More specifically, depending on the received
control signal, the orienting device 50 makes an internal connection
88 or 90 so as to link the interface paort 52 either to the internal
port 54 or the internal port 56. 9 In the first case, the

i nternal connd®t$.dA BEOTH Haeedyriipn Awdeollesitatechinrfigsre 8nthe 2isg0stenth the
in figureodes (Pdﬁdhﬁ%o%ﬁ@ﬁ’ﬁﬁ tl‘ft—?@eﬁectﬁwﬂ%édﬁ%%rSn@hlcﬁWé\édd%squctﬁﬁﬂ%@ﬁon
an end-to-end connection shown i'n figure 4.

connect i @Men the dderiase;ligk 8 to theclgasmadegranagemeshaevigsddend an
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order to power t he 1 ndicator based on the connéecti on pro uce
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"encrypt kQR" cdMRESing ﬂhBQEfanaatl ‘ﬁﬁk '1@ b 188 iRerface f h‘% 3’@3? {HeClsinb&fon 88 is
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sel ect i ofsieh hedw&aam&w»formsa@on stoapk gsent bhkh%eearompﬁe nmar@aemﬁntj@ewce
manageme i p§tyuct
management. Sley 1 irdtacdieR SEREIY MlicRBY 3p. 38 delfl ol R pO G e
ext er nal cpgaPiopdendenvith thec ceneaplipn] made.r A% anvrkamplel Usincha sndieetrdightag
t hggi nt e[r{?.ﬁ%!atclr' RK ré@c&lBrnglH?s lhpt erface link 30. Once the connection 88
is established, a specific information signal is sent by the clear
nmode managerreﬁt' detie ceensifive data t9eat joMere iiea Sxtermah lohggicalointetace ridfi &athen
32, SO afedr@n@Alhliely tSwO IR red R 121 COTTespondence wi th the
"encryption” an exanple, using a nulticolor |ighted
10i ndi cat or, FWee#aétpl%om dre ¢asgiaf & sgpure voice trangmissiin ¢diemgrigation; the voice
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converter 72. This 15 stream I's then voco the sound enc
devi ce 7flitermpgoingalervice $6p ks lndter ﬂwa&r@nsf@rseamp@f@rtoﬁse crypipgiaphic umt 42

convertsh}&gghqﬁéﬁgsct%gh@nélhg af before the data is sent to the
9

filtering/ routing device e latter then transfers audio data to
the cryptogr apht €giiaed ane vesadsd ghdictréreapsis seatrfpithr eypiRoraphiskmadile 14 for

Theqdi gi éhczrﬁﬁloﬁnﬁ lsvﬁﬁﬁgﬁ%ﬁ'ég'b? td Er?ﬁﬁ‘ﬁfa?hﬁgﬂﬁctﬁjg Ehﬁle%%%d?%lﬂtpnhl?ﬂz

nodul e 14 for encr ncrypte

crypt ogr%ﬁlﬁﬁlséqu}ﬁ’éihedﬁ‘ 28ft0ih%blé¢ky"p@@@¢89mrdﬂaﬂkldom t hen sent over
the link 22 tend B&abé@&\kewmte%lg& m&u® bR ARBRED int gnal?%fo-meu

recei ved by the black nodul’e I's converted Into ana rm usi
t he di gi digitalznaloggonvritas’fef th;ea'lr@tfmfpﬁ@atfanrg@casm@ rchein; then eosfeysil hgthe

chai n, tE?s%cfafe%lnﬁ%@ﬁléﬁﬁ/dé&oﬁﬂ%to@s?%o%rﬂégﬁe%o_?_’ﬂgtéf ré&%@g@ﬁ!{@ﬁ@dﬁ The

whi ch nodul ates the correspondin ata ent to
t h&5r adi @ﬁtﬁéaﬁ@ﬁc%enéaawﬁdﬁdmﬁeqmcu r@dapuof éfswhinll filiens| andi aneplifine the gjonal
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38, for exanmple corresponding to an antenna Infe
Conver se¢%ffespﬁ'@d1@a1m@@r§‘9@%a§$§fﬁﬁ@ over the output interface 38

toward the exé(%\}é?éelyhﬁ}‘n ﬁ@dlo dé%éardﬁgglﬁg 28t qhd ?Mgp% ﬂ?etrﬂacé ?ﬁﬁmté&ﬂg th8

the upstream inter nal the au
t hen ori@fered! B’?)’S!qaélrft@ﬂf&c@r%l@”ﬂb’atﬂ pathdideitical 66 tier bmttelam inéetnalolini 6.

12 apovar Jekihfpic Wi RRANS 1] f ﬁkzn dh@Kteg tF?e ki |Z%I nGlr ﬁ@ﬁn&;rﬁ(}@%e BARE Hekd

device 44 after passlng I'0 encodi ng
devi ce 7mogud 1t2H@W@'ﬂath©gP%irQﬁn‘! iiter C@Mmbﬂﬁé@ thze2cI@ar nmode medagemaR device 44

respect i ¥l Yassing through the adaptor 68, the audio encoding device 70 and the analog-digital
converter 72 c;f the module 12, respectively.

Thus, in "encryption" mode, the bidirectional end-to-end connection 92 is

35 established between the external physical interface 28 and the output interface 38, so as

to offer a secure voice transmission communication service.



Thus, in "encryption" node, the bidirectional end-to-end connection
92 is 3bestablished between the external physical interface 28 and
the output interface 38, so as to offer a secure voice transm ssion
commruni cation service. 10 Furthernore, the sensitive data
sent over the additional external physﬂ al interface 46 through the
link 48 is seftrBgmaEe. the saesitivg data gentiaver ihetasiditiegairaxtarnalphysioal detedace
of the ragd tﬁﬁb@ﬁﬁ enelitk 4§1§%eﬁ?8ﬁedﬂ¥%hdtoh§/ HRG f.@é}mprraatﬁ@?éw&e'eﬁkoﬂﬁ e t&

t he cryptograp ic unit he sensitive | ows a pat
i dent i caMadyla Tre thandest avardhe pstreapt intespal link 6 todthe cpypiagraphic bt 42.

crypt ogr aphi ¢ NgRi, tthé%eﬁﬁﬂfésctﬁa%wseg d&ﬁ% ﬁiehhéaw&hhé QGdBQM%%%&‘P after

internal link 22 toward the bl ack nodul e
per or mi §GSYRIANIthe tReripgaphie W, 42 Gevds ﬁnéwpt%’eﬁ&tﬁl threnohisthegdewrstream

digital - m@hgg,nﬁ@wgﬁ,&%qhgg|a@pq10ggg@0at| on operations done by the
nodul at or / denodul at or the signal in the formof a secure wave,

associ at ed wi fFhew h@ct%a‘%edform'sﬂgséﬁ in thet Medule 20, enuersiequeresgticad asina the
74, Next gighliarfdl @y er 7 ndHEdIAIRR dodfbhaasnd b@*ﬁe%oi&%@ﬁ@erﬁmlator

out put int erface In opposite directlon
radi of r edBeHEysigny rialthe dorm &f @i ?@urm/ayecm@c@éﬁchwrtbdbe \eth, fig sent trethe

outqput | Fﬁcﬁdf?ééﬁ@nt?}ﬁaddp?ersﬁ"tNetxp BQI"}S% éxtiérEiﬁénldt%Iffc{er\mk 4o f&kﬁ/a?c?the

owing to the use a specific filtar for t e secured wave
within tﬁétpklh'at%fﬁﬁ%aﬁency 15 adapter 74, after having been converted

by the demodulatr ofishsd dirkBorAdick tréd?&?’é u@ﬂév Qﬁn&o’&ﬁ%hﬁ{g l?l@ secure data

Next, at the end of the cryptographic proceSS|
transmi t fRQIVEY dfon Hee QiU Bdeacst & ralsent inwars the)ﬂewustfw mternal link 22,

filteri nghlngubitRg ugé\é)\‘ %%p@@lﬂ@fﬁltéﬂ%r 'ﬂf‘éjsé&ﬁjéﬁ @a@{ormﬁhn d Pah At Ca{eljicy

p055| bl e to orient the data toward the additional external
i ntlér f acadamer 7b aft%'@fwlngabqwqma?rt%hsn&@td@wc@@tordﬁ& st @ﬁtadfirtlgnaltamelog

connect i gghier & Produced between the additional external physical
interface 46 and the output interface 38, so as to offer a secure
data communi clextoat theraided the cryptographis piggesaing, thetiptads trenemilediver the

i nf or mat bﬁireEHﬁhte‘Pﬁa‘i fnk 16 VR iHﬁ!lt‘éFlM@’F&ﬁﬁ&B@hEe B8 ot th%%e@%dhgeffmrcﬁ

receive cryptogr ap | C @I’ ocessin for exanp encryption oper at i on

25when i WHdRSHe eosspisstacsienphihe sigie bwerdrﬁba@rﬂéltfmalteestmmai phmca#mmez@
anggdecr ypti ofhdd 4 Rfo- %%’_%hh@ct%hr%:tdlﬁé}enti L3 tﬁ@sdbrn'n &lo% Ol‘s rlgot‘ﬂfced

e
the infornation. encryption” e, ra
offers thRiwesRiRsadditinahexieinal riwsicalinieriape 46 ﬁndﬁmgwtp@nmteda@%a&rsg as to

data CO”Bﬁ&?'a@ch%ai@Eé’hﬁﬁmcﬁf% serviggur € voi ce transni ssion
conmuni cati on_servi ce, The second, or "clear", operati n?h node of

the crypt ogr a‘ﬁﬁns@’%@ﬂﬂ!{pﬁ’éﬁf thesensitiyq infrsmatiorsmustpassghoggla the cryptographic
unit 42 and therefore receive cryptographic processing, for example encryption operations

25 when information passes through the module 12 toward the module 20, and decryption in
the opposite direction, thus ensuring securing of the information.

Thus, in “"encryption” mode, the radio set offers two communication services
available in parallel: a secure data communication service, and a secure voice
transmission communication service.

30 The second, or "clear”, operating mode of the cryptographic equipment 10 is
illustrated in figure 4,

According to the same principle as previously described, once the "clear" mode is
selected by the user on the selecting means 35, a selection instruction is sent to the clear
mode management device 44.

35 Upon receipt of that instruction, the clear mode management device 44 establishes
a connection 90, different from the connection 88, between the external physical interface



According to the sane principle as previously described, once the
"clear" node is selected by the user on the selecting neans 35, a
selection instruction is sent to the clear node managenent device 44.
35Upon recei pt of that instruction, the clear node managenment device
44 establ i shes a connection 90, differdht fromthe connection 88,

bet ween 28enskiheragk mAgue 28 therelt inking the intemak ek 2 do Kieatkerfaseinks 30.
20, ther efer |e'sféa'|§l1§]ﬁhgf]h% boHRChSH obl e é’léax’: ﬁ’toHQ%éﬁb@%HeﬂP%etnb@lﬂ?’&nds a
After establishin e connection 90, the clear e managenent
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t he 35" c| edlfar Fsge, OfB’Far%@Jaﬂfﬁeé‘ gr een. Then, all of the
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28 is oriented only toward t nodul e 20,
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38. 12, then sent dTr'é@fl%rfﬁe b&phf[H%rf’aE’e t@e opposite direction, from
the output interface toward the 10 external physical int erface 28.
More speci fi cAl®gamgds Hye imbecppapiteedieictiondram iiecouput interped 88 myvasch the
audico r eeReMf phRREMiGH L 28t he external physical interface 28, the
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i nterfacgedé 44. More specifically, within the black nodul e 20,
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device 82 conpresses the signal, whi I's next reconverted Into an
anal og f Berrutsidgenvenmgnhyia %O%P@amteﬁﬁﬁﬁéﬂay t he digital -anal og
converter 84. MW%pecﬁch%tﬁFn%ém%d%ﬁé)ﬁo 8Re %ﬁalf)q{a't@sérnga et the link 24

modul ati on operation, then the radiofrequency adapter
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unencrypte data received fromthe antenna I nter e is orien
towar d t $i@ndli whichis mgt rerenperrdinifoen peaiog format io the fant efta elpal wakopiethe

owi ng t Odlgﬁ@ -dhaRgUondetdredd. fN:t f & |n‘id%fulé%rﬁctéh{bdué?orr89@b%&rﬁﬁgtﬁ@vq‘g%%ulatlon

adapter 74 making it possi bl e t'o distingui sh between .
f or m si gPRATAUMN t%%é&?@‘%éem%’r adaptenét adawsHhe signghito eheagliofrequency

under goesignaitidticln bh8estas MsloitpliQhERLLLSs Pr ocessi ng chain, the
di fferent processing operations for denodul ation by the

modal at or / denbefiHea D s radiplEaaygoen gpnallcopisining snesienimjed Hata received from
digital - t?t@aér‘{tgnﬁ'epr}‘rt@ﬁéc%r |§6neﬂ8§qméﬁisﬁ'leognlp52ﬁéggrtg%' &é{?gﬁggﬁengo This

devi ce 82 and gl t al - anal 0g conversi on %/
conver t efriegtetion indonePwiag &g use of RePesitafl emttbmrthensagﬂ@fmuemﬂda@tenﬂ

g:strpgfenTBI?lP% htf@dsab'f@fiﬁdlsﬁngiﬁ%%béﬂnféerb' 2L ESCH AR RImCEGE Ghbi A s@éire wave
form signal.

30 This signal then undergoes, within the second information processing chain, the
different processing operations for demodulation by the modulator/demodulator 86,
analog-digital conversion by the digital-analog converter 84, decompression by the audio
encoding device 82, and digital-analog conversion by the analog-digital converter 80 so as
o be sent to the clear mode management device 44.

35 Thus, in "clear" mode, a specific bidirectional connection 94, different from the

bidirectional connection 92, is established between the external physical interface 28 and



bi directional connection 92, is established between the external
.physical interface 28 and 12 the output interface 38, making it
possible to offer a cl ear voi ce transm ssion comruni cati on servi ce.
Furthernore, the "clear” node is capabl 5 of additionally offering a
secure d ta comuni cation service ow ndg“to the establishnent of the

bi di r ect i"haPURYn1deTaSn 6 BRESebnPesbladai Offoha wdsareveias faRasission
i nt er f aceofnightibheemigkput interface 38. Thus, the path of

t he non-sensi té:| Vﬁ informatjon in "clear" node is di fferen.t fromthe
path of the sEéNEDNEIMAES WeorcIRaE I BRIE s caprkly sf jagHitiondlyeoffering a secure data

non sensmbmv:ﬁm.dafu@ﬁ eI omig tfba&ﬁal Bstabmh%@lh dfhﬁe %dﬁ%ﬁ&{a@%hﬁed{ﬂahtge
uently " he radio set offers

t Wo T ommbhfesn e ae@ﬁfi’na& @&temé%xsrcabméeriaﬁe 6§raaﬂ lthe eutpuidrietiree 3t a

comuni cat i onThEs Vth§ gathaﬂ%@n&% §é}‘f5|ti¥/9'|ﬁ6rlﬁét@ﬂ e éféelr%oe@ @Wﬁér%ﬁ% fr&ﬂ the
service. hen, the cryptographic unit 42 and the clear

managemﬁ?thd%fvﬁléegeﬂﬂ'“ff’emf@“@ﬁ% |”2:a€fr1‘>yypé'@‘@)"a'ﬁ"8f’% taﬁd‘oﬂrﬁ@éﬁé\’ﬁjé}fﬁrmai'ﬂn not
the evenipatdify Hirouhass sRpicgraphid ufiad ai | s, the clear voice

transm ssi on conmuni cati.on service remains avail able, since only the
management 15&@0FPeeealy. dndciere medrkheasadie sebofferisdwhernsagUigation services

estigbl | SBv&ilaBRYinPdeHiiel: GRFBLRI d:d ESfmunication serlibé téﬁ%rd‘aé&w\h jide trdMmission

"clear" node is activated unintentionally, the crypt ogr aphi
equi pnenFoTU“#‘?%t"?m%e%S%ant age of avoiding the transm ssion in clear

of sensitive tpém th@@?ﬁ&@%ﬁm te42dAd teongdr rﬁaéeeﬁwaﬁé%é?ﬁ'é/rﬁ'd%%e 44 being

interface 46 through e cryptographic unit interrupting
t he secuPWsycegé ISGIP%’ 8 %Tdf'ﬁﬁ"%ﬂ?”g?”tt ethe eyentdos aypiographis yited? failo thezdear
Thus, i nybitgeangthiskibe cBMPr%ic@ﬂ@ﬁ s&ﬂ@eﬁ‘@ﬂﬁ&nﬁ %l\/alla‘ﬂﬂzeﬁﬁ'l@g%ﬂ@ethg éﬁ?ﬁment

management deyice 44 with respect to the cry 0ar ap hic unit 42
act |5vat i BRvieH 44 ARd the blagk-megife 20 arg Weﬁﬁf&&éﬂ%ﬁ? ish@lgeE audia cameynirgtion.

di srupt the peifidrARRsaf Ge td8ar" rmd)@%ntaawa% Qﬁm{ehﬁor%myp%ﬁég&@%kr;fapmc
functions of the cryptographic e prment )

the ar chPReePEReIGAES B ad@fage p@P&%ﬁ%WeotrartSﬁéswywt depraqfirepsitive data

25equi pnRikiva offBke alditiR$ kil bRysRlal [MidHalce 4%rtﬁroﬁ§ﬁ‘ﬂwet &ybtﬁBﬂaﬁﬁﬁ%thZ
cl ear trandsm ssion channel at the cry %rg py&éc uni t .

Consequeftd ot ipREHPYNgLNe speyity seryges p wtogrﬁ@hléﬁéwameah%o

typopcal 'y perfeigres nght bhmecmeﬁcs?&f 3RAI ghysighlt .né@peﬁdgﬁce%ﬁm ﬁaaﬁagm
the secure _erasure o sensitive infornati on or savi ng er or nce

cont ext B%Vigshdt WthsesRFchining vpiegBiis und4z, ﬂ@n@ﬁtl\’@ﬁﬁb@f tﬁé @lggra,ngode at

Thus, t h@etriaitglehiefnNdévide0ad B8es’ §dt @RS upt TR Berirmbh&e 6F t}‘lgtlrﬂﬁl'éﬁ’%ma@lon of the
equi prent 10 a to the invention is practically Instantaneous.

ordin
Ot her ahWPté’afqust“'Pﬁi n$ af the KBiPtRgarRNi¢ sauipmentciOy pt ogr aphi ¢ equi prent ,

for exanpl e uagdi@snafly,NehVOAkhiRREIY PARY . pdrBQAST oBBGI¥R Of ,th@n&&%(tebﬁaaﬁuc
audio receiver, or 3bencrypti ng term nal (encrypting tel epho
equipment 10 make it p053|ble 0

eliminate the need to implement a clear transmission
channel at the cryptographic unit 42.

Consequently, when the "clear" mode is activated, the operations typically
performed at the cryptographic unit 42, for example such as the secure erasure of
sensitive information or saving the performance context of the cryptographic functions, are

30 no longer necessary.

Thus, the transition into the "clear" mode of the cryptographic equipment 10
according to the invention is practically instantaneous.

Other applications may be considered for the cryptographic equipment, for
example use as a network encryptor, feeder encryptor, encrypting audio receiver, or

35 encrypting terminal (encrypting telephone).



13 . O course, other enbodi nents nay be consi dered based on the

.applications of the cryptographic equi pnment. The red nodul e
may for exanple include one of the follomﬁng el ements: an audio
encodi ng device, an audio retrieval deyj an echo canceling devi ce,

an audio gain 5 verification device, a error detection and

correction de\Qf&QUrs&no"aﬁ'é?'ﬁﬁo‘m‘ﬁmﬁéﬂayc%%stdéfe‘j kasgd ginttae 2pplisations of the
convert efgry paogigé bntcl assification devi ce a data routing
device, and a tering device, e bl ack nodul e may

i ncl ude one of g H@d mdPWﬁlj fog| exa@plesinclyde 80ﬁ|°f)t"@nf85‘&i'l"ﬂ@ kAN, a”eﬁPd'O

audi 0 retehbeIdd ddeneCln RARiARAIEE dedits abn RAY &Wah8lingadevice, an audio gain
nodul at or/ denpdul ator, a 10 transni ssion error det ecgl on and

cor rect | SRMREUPR deviee, nrios deteqiemand eRiRstipR fevigh ) an@lagrdigital converter, a
radi of r e@!@ﬁiﬁﬁé’naﬂﬁ% 8dHvieRal, atdaaél@aa@f%rass.ﬁeht%h%wcb Ca démoqt.ﬁgeegﬁé&énera
opti cal power a fier, a data routing device, a data filtering

devi ce, &t fiteg Qe‘ﬁ%ﬁ:ket cl assification device. The out put interface

may be an audirfeibMcRhedife nTa?rlnéﬁ@éTBh@oﬁtHe%ﬁl&rﬂﬁ@‘é%rmerﬁs an audio encoding
15r adi of requency interface, for exanBse an antenna, a wred

el ect ri c4RViFRtasrausioretiigyal gsvgirg analogeiigial comertaeta madidaipHdemogylaten a

optiocal  kBh&hiksieR errbPHeRSIPAR &rrdchisn BENEY, rhealgﬁé{%ﬁalog convertdr@8} bictric,
t he managenent device may include at |east one of fol |l owm ng

el ement s TaciRTeGLBREY GFeeRieal dEnsedvRiorfthelecici '@QPE?@U@C@CP? Grﬁ’fﬂéa] power

corrponenbmpﬂf.epr QGa2ATRBUBhE de0Bb Ca Wakef Hitdring@Mic8N ahd C@H A [atket! difddification
20 14 CLAIMS 1.- Cryptographi ¢ equi pnent (10), conpri si ng:

- an inpl8vithterface (26), allowing to interact with the

crypt ogr aphi CTREWURIR Hhteffd4d) m2gsk SR RIS ﬁﬁéfécbv%roéxaﬂﬁfb %eleﬁﬁéde‘éﬁer a
information sequentially, - a red nodule (12), intended process

sensi t i vEadigfregramRgy 'Bwrfacea fer§x3MmmR apANtEnRB ALV glagtrical dﬁﬁ@@qeeéprteesamnl@
red modube)dplg) ER¥mat intdrabe U sin paBAITIMERSRA or ek ple f IneitfleAERbED tO

apply cryptographic functions
Lastly, the management device may include at least one of the following elements:

an electromechanical component, a discrete electronic component, a programmable logic
circuit, and an integrated circuit.
20



a bJ ack nodul e (20), connected to the cryptographic nodule (14) by a
first 10downstreaminternal link (22) and adapted to process
non-sensitive information, and an output interface (38), connected
to the black nmodule (20) by a first |nterface link (40) and intended
to manage i nformation sharing fromt he' pt ographi ¢ equi pnent (10),
characterized in that the cryptogr apﬁl—é"\ﬁ%dul e (14) includes: 15- a
cryptographic unit (42), which interacts with the red nodule (12)

t hrough the first upstreamlnternal link (16), and with the bl ack
modul e (20)  t Hrdeyplogkaphicisaytpmesiiidh.reommrisinger nal |i nk (22), and
adapted to pra BERRY H{plftfg i
functi ons, and%ﬁﬁlzp%ahﬁggenezgs ‘ég?/\:}n@ée%m?%rb&%wﬂhg% era rgérg&\émﬁg Qr'?t'(%)
i np@ i neBF Sh¥E sepsifive Wr'"tmng?rﬁnﬂl)v%ltnqu@@@" ee@uestialynd i nterface |i nk
(30, 34, 36) aademﬁoau@(ag;)ermémdrt@gm@e@é&sg&g nf%%%gh a second
upstreaminternal [ bl ack 'hrough a
second downst re%rﬁrmﬁ@%?ﬁa‘l: megite (24) copuectedtiovine hregotmidule (12) by a first
si mul tan%ﬁéﬁéa\‘n m?é?ﬁal%qﬁ‘ ﬁ%n{?%d?ﬁtb@%a Eﬁ'}% IhkSGuhdlioRs mat i on

between the input interface and t upstream'i nt er nal

link (18), or- taqélaﬁbnn@@"@l(g )\/@onmﬁ%ﬁm |ﬂam cn@tcwwrhlq meoduiep(it4) by a first
I nt4@r f ac@owRfleaNBidrif llﬁ@%?ngégé)ﬁﬂ@ﬂd %E%ésmo%r%lanké P]h e[ﬁ'\r%fe}é and

w t hout the non-sensitive ornatl on passing throu

(12), and in tRAOURE ineFaneodPhsaneedied to (h¢2l9a<a<nm0duﬂ@ a%)dag@rﬂ@mnterface
device (i @)%neha(t@h&@d {oymaﬂg% Pedrftiby sRERR Abh the %Wg%&?%;fr{%gaﬁment

and i nde endent and have i de |ca protecti on neans
protecti i@t he i nt egrity of the nmanagenent device (44) so as to

det ect 3QRdndcbABRGH kiR tiRd & h .ypt ographi c
equi_pnent (1%) accordi nlg trg&gégf)rﬁc mOdUIeZV%;Hg@Fgéed in that the
8

cryiBt ogr aphi c- @rfiryptoaraphisnumiti(Ae), méichgiatespats uéthithe redi ajodhlevd 2 dpreugtt the
phyS| cal fnrs?ﬁ%fréé‘rﬁ |nte1=§al Imk 16)3-and T{¥h ChYPEIQ LfFe 3& m%ﬂ‘%h (R first

according to claim1l 2, aracteri zed |ntﬂg
devi ce ( Qp.yns@@ﬁm |pg9é@al Imk 22) andyadaptedeior pragesede @@ns(’@.@)mformatlon using the

si mul t angQpeMphRI0EGHRE 4@ the second upstreaminternal |ink (18),
the second downstream internal |ink (24), and at |east one second 5

interface i nka(anaggmentegvice (4d), svhichinteractaenthche (B0 irtesfasg (26} Bratist
toobi Nk hheadt '@JHHtsebcmoe ’hf@ﬂé@e (u%@%ioe'&& ") a f'le V\;ltﬂeeltﬁﬁldth@t?% h’%d(.ll%z()l 2Phrddh

the bl ack nodul e (20), but not t aneous
a second upstream internal link (18), or the black module (20) through a second

downstream internal link (24), but not with both simultaneously, and adapted to orient the
sensitive information between the input interface (26) and the second upstream internal
link {18), or the non-sensitive information between the input interface (26) and the second
25 downstream internal link (24), without the non-sensitive information passing through the
red module (12),
and in that the cryptographic unit (42) and the management device (44) are physically and
logically separate from one another and independent, and have identical protection
means, capable of protecting the integrity of the management device (44) so as to detect
30 any tampering attempt.

2.- The cryptographic equipment (10) according to claim 1, characterized in that
the cryptographic unit (42} and the management device {44) have separate physical
resources.

35



verification nmeans (58) of the orienting device connected
Ssimultaneously to: - the orienting device (50), so as to control the
link to be made, and 10- the input interface (26), so as on the one
hand to receive a selection instruction_for the link to be nmade
according to a sel ected operating mode!®and on the other hand to

i nform the usér Be eMBlogiPhisrraLisesii Byaceseting to claim 1 or 2, charcterize in
CryptOgrQthﬁaﬁgHmﬂgﬁgﬁdg%QQ %Qﬁgh&ﬁ to claim3, characterized in
that 15the input interface nprises: - an externa

physi cal i nterf3tergptig é@‘ﬁ@% @dS'frtb”tﬂ'F@L@M eprtrientpddisy thee s¢BUd apriream
I nt ended idermaensk {18, %%”ééédn&edd%nsﬂeé‘msﬁfb?hél'l IR (24, UfPbE RBst Bnd R8eond

crypt ogr aphi c eqU|Enent and to receive tive

non-Ssensiftteiace fitko %tel‘brﬁaf),r e etrntiog \avisgr @@hlt@"’@qmt?mbdtto( firky) the2put
an i ndi ci&%ade3 t f t f
orlentlngtdé%%%%%a%gm?ﬁ?eﬁgéﬁeﬁgaﬁﬁ%?ggt%Cﬁhg@gﬂgggﬁ?dg%g?g?tnkh%tgoﬁ
and simultangysdz NAg nmeans (35) connected to the verification
nmeans (58) of '

el oot on i nsi oo PeeRICT Y 8 oo IRE R pheb i g ddigy o
crypt ogr aphi ¢ equi prrerifie pigntingcisicai(hy. %Q)a%ttwcod?ﬁel the linkte her wedeliang

cl gigms, characterized

coarrlrt))rl ses an additi onatrgééﬁgﬁnrg% %ggf%g%fﬁ@g %gg*a?lgg@rconne%tsglgct{on
the red nodul e (nNstyucherfar thiekidda b@dn%dﬁw@pcawg@o@se)@cts@newtm@mode and
information, wt caj&ﬁgﬁ £4) .

306. - The crypt oﬂﬂ%ﬁ?@ﬁ%ﬂ‘??&ﬁ@”?ﬁb? accordi ng f[]% eg%nggﬁ%J of the
precedi ng clains, characterized in that the red nodule (12) includes
an elenent frgm d e
audio retri evgl %%&%Qb%ﬁﬁgcwg%ﬁa%éﬁ)n%&g%ﬂbg% clgﬂFgulgﬁkﬂaQSﬂeﬁ n
verlBf i catedppudviedace (3R) errsisesfet ecti on and correction devi ce,

anal og-digital vier

anal o0 1 1 L o5 0P 3008611 STy P o
devi ce. intgded to send theserm@f@ryw@@na@m infasgatiprinthe CnOfogsenite elmmrgmemi
any one gyt C a he b

modul e (58] o[ BRERE e Rl & o PR ol flatdiirol fertibaraphic
audi 0 en@HPAENIER) ce, an audio retrieval device, an anal og- di gi taI
copgerter, a @ﬁmdﬁ?ﬁﬂfr/(gﬁ")%\’\b&taﬂ”io tH J&Iﬁ%%%ﬁé% géf & th?%ﬁ%ﬁ\?%wce
and correctjon device, di gi t al - anal og converter

radi of r edifbintgnded f‘bkﬁﬂicé@lth@ﬁv'tf%féropﬁ@@@@ owde, and el ectr | caI _

radiof r equenCYSQéctﬁﬁtr'nEerls W@Bnﬁé@éd td fle é?‘lflg #O@I f@kd %%‘F\fﬁ&&ierﬂing

data filtering deviCe, and data packet c assitication
device and intended to prowde the selection instruction for the selected operating mode.

25 5.- The cryptographic equipment (10) according to any one of the preceding
claims, characterized in that the cryptographic equipment {10) comprises an additional
external physical interface (46) connected to the red module (12) and intended to send

and receive sensitive information, without passing through the management device (44).

30 6.- The cryptographic equipment (10) according to any one of the preceding
claims, characterized in that the red module (12) includes an element from the group
consisting of: an audio encoding device, an audio retrieval device, an echo canceling
device, an audio gain verification device, an error detection and correction device, an
analog-digital converter, a digital-analog converter, a data packet classification device, a

35 data routing device, and a data filtering device.



8. -. The cryptographi c equi pnent (10) according to any one of the
preceding 10 clains, characterized in that the output interface (38)
Is an elenent fromthe group consisting of: an audio interface, a

radi of requency interface, a wired electrical interface, and an

optical interface. 9.- The crypfographic equi pnent (10) _
accordi ng to dnyTeaengrographipresgdnanerny (18) eredrding tehamaenerdfzibg praceding

that the Giypt &%@o@égiz%d ‘?H%d?%é‘%l&ﬁ%odu?e el %&&B%@taﬁ égmehhﬁommaglrmup
consi st | ng Qf; a radl o s_et, a .netvvor_ enc y&_t or, a ree _er encrypt K
an encr ySensigfinguel ary eudipvencoding ésvigey s Audie geirienall device, an analpg-digital

The crypl.ogfcMebi £mBeith grtnoélﬂigi)or, ﬁﬁ{sﬁhfﬁo% ﬁi’rmeté’&ﬁn%fndtcgﬁection d(%)ﬁ;f

preceding 20 clains, characterized [ e nanagenment device

i nclfudes 2afligitalzanalagn eomferten ear | eleivie. sradicienuensy gpo wptiead nenidtei/regeivér, an

an el ect GaetAd A | P@ (D Fftify iiteri

programr%%:gg [ og] c°f§"?‘?%u§f‘,5"t°apr¥§a§¢1&’féﬁt e r“g‘ltjrgg gﬁcui'tg%ﬂ%%datg filtering
device, and a data packet classification device.

8.- The cryptographic equipment (10) according to any one of the preceding
10 claims, characterized in that the output interface (38) is an element from the group
consisting of: an audio interface, a radiofrequency interface, a wired electrical interface,

and an optical interface.

9.- The cryptographic equipment {10) according to any one of the preceding
15 claims, characterized in that the cryptographic equipment (10) is an element from the
group consisting of: a radio set, a network encryptor, a feeder encryptor, an encrypting

audio receiver, an encrypting terminal.

10.- The cryptographic equipment (10) according to any one of the preceding
20 claims, characterized in that the management device (44) includes at least one of the
elements from the group consisting of: an electromagnetic component, a discrete

electronic component, a programmable logic circuit, and an integrated circuit.



