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WO 2005/ 055515 PCT/ EP2003/013109 1 5 Methods and

systens for providing integrity and trust in data
wosagsssent and data distribution processes TRE/EP2003/013109

present invention relates to,data managenent ad

di stribution systens and particul ar enbodi nents

relate to public key infrastructures within systens

M &ifsts 8nd %&%ﬁ@gf&%@vm.agtm&egimﬂd ams@ﬂﬁ d%'ta WP4ifagement

party via c network'to a plurality of other
parties. In partaodidata distyjustian progcessasabl i shi ng
data integrity and trust levels of digital data

di stributed over a public network such as the Internet
is provided by the present invention. |In nmany
applications it is desirable for a server to be able

ThenBFéO ﬁrp{gﬁ@‘@{ke gfﬁ]sd ' g(f gta cméﬁ?tg tpﬁg%( arqt 35?39@'0& systems and

partR¥E® abadhentdalehftBlio publichksy infraskuetfes Vvithim sqstems used to
PGP (Pretty Good Privacy) systemit is desirable th

distriloutte dlglt@lndaig fbam: gne @armareyPery IMa &i grblichaeiwask ite ak@iwallty of
otheg Fﬁ@'gg? nd ?%Hl&@%rl %r(?(t,estsggtfﬂ ?&%‘)ﬁ g(aggr‘ﬁgggﬁtytand trust levels

of digitall datan d&ﬂrlméﬂlmdrai pbblic estwerkl sumoamrm/hﬂerrmt is provided by
systemthat allows a third party that trusts or knows

the pf%aentmvwﬂﬁ@ party" to also establish a trust "signed
party's" identity or public key w thout having to

nﬁ@"éﬁé‘lﬁatléhg Red deairbbleSfor a0eSHEE 16 bd Bﬁléﬁ%vé)té%ﬁbus clients

di sadvant ages that nost parties l'ients)
the lexistenes yoranemexistemasupf aindoarditionply tﬂn@sn’f@wMOf some data or
dat nature on another public key is not an effective
éﬁﬁ to establish 25 trust in that key, because the
receiving party of that key has to know and trust the

Furm]pg,riﬁrsysterﬂ@ ButhYasd RGP :(Bremt Gbbe Rra@ey) sw;t/)stast it dsadesrable that
0 recelvin an pr evi ous n reov
SOM:s$igRINCEPT p?%li'/ldd@taéys?éﬂ éﬁf«* 'Iﬁe'fer%ef semen piheii & nﬁg‘w of that

t I i »
oyt S35 erg) SR, o IRy IR e ey, 1 woul i
partlmrlqr bs edflrabb& tcuspeowflete:; systegt dhatl aowss edtha'rdz paty that trusts or
e, gl.oha ns_.tha ny users.in a s ,
moWahet HGaae. Party T Biee priabfah airts sidsdSARY fodefer public

key %ﬂwo&W@Q thaholhtre ctﬁgﬁed %ah?%” SRty aMthel Rﬁé\hﬁ rdlem have
for all users using that data is known that data

the .cﬁs.@d\@m@gaa ttlnatsmﬁ_stmargeeo(ck@ysbmn@w anty ass@allt groug of other
partﬁfeaﬁsl‘Ir é?‘d}%%@li&?ur §|F a%]%ﬂé«ﬁ'eguglﬂf bﬁ Ryeﬁ%étlvgs\%? 1o establish
trust in that key, because the receiving party of that key has to know and trust the
signer's identity which is not the case in most cases of receiving an previously
unknown key.

Moreover, it desirable to provide a system and method establishing integrity
information of locally used data in a distributed system such as the Internet. Often
many users that use parts of globally used dataset, where globally means that many
users in a system use that dataset. It is desirable to provide a method that can
assure that this data is the same (and unaltered) for all users using that data. It is
known that data is signed with some trusted key or by a trusted third party that is

centralized and trusted by all users. This, however, establishes a trust that is based
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WD 2005/ 055515 PCT/ EP2003/ 013109 2 5 on that
centralized, third party. This is clearly a

wolb®adya age since all users have to trust tHRISEP2003/013109
party, they depend on the integrity of that party and
th| S system reqw res a centralized infrastructure

on tit Egleizach Shid BArVo & Hleetiy A disndvantios el users have to
trust'¥Rls! pa’?@t It %m%‘;a d bﬁQHéW\t@ Hﬁﬂéﬁhﬁpﬁé’r’ty §h8§hls sy{stem Ibequwes a

i nstr at accordi ng control "a plurali
centtﬁfllzadenfra&bnumturalsslpandedély\l issthisél pattyh syst ens and
nmet hods, acconplishing and allowi ng for the

Itis ?rféegr @méf;(t)f t%ne r@ﬁ%ﬁfﬁﬁ&%&tﬁﬂﬁo §Po%ﬁ(gee§i%sggrgltsearﬁ @ﬁﬁéadgngs well as

compuRFeeAdAbNY ?ﬁ@dl@l&ompﬁ'lsﬂ‘@wwﬂbtxéﬂ@mat Becortithgl9vdomtrol a plurality
description and clainms. This o Ject is solved by the

of usebjeselinatatansy SerRYery I9E SURbepEiRBRtand BatRodRdaccomplishing and
f d i
allovl% t@ﬁ gh% afoﬁn@ ot den\%a%t?ggo@s’eggﬂi‘?%ﬁf?éf?l(rag%séé’%}g%ﬁdogeatures.
Furthdéteadvaithgeslraadr agmdsrtg‘ thee preseat imventive ndrrempparent from the
Accor di n too 51pect of the present invention,
followm@es,cgl HeR @n é%a' Sret hod and system for managi ng
digital data Digital data is associated with a first
ThlsFHb?é’ﬁflé 88Ked Wth@%t@i&t?ﬁéﬁé@t@mé’méﬁéﬁdéﬂt bl%ﬂfﬁé andpreferred
préedefined sets of digital data exist and said
embpdrreentpraareedefm@d betthefsuljesttmptierst of tt@ndgeendent claims, which

fromy Bpit BN HRE pplfHRdcaEeiRbdfe PRESFIrvBRflny 1 2ch oL

is conputed over some or all of the digital data
Acccﬁrdlmb’ tor oy @rspebbleﬁthé 'pc@eino svesttion othereris arbvidkest enethod and

systgroles tfmwgaaéueétdngn RS Rl AR A2 S R Shrt predofinec
set 6‘@@' 12 %'E l@dsit Wb ﬁt&?eﬁﬂe@' ééi‘% o?—ﬁ gﬂ@l %ia(é‘@ﬁi’s? Bnd said
ove nt | ons or all

first qbae@e)fmuasetamfedxgﬁabda‘a ealn be distinguisibech dropn eﬂi@f oih@d predefined
redefined sets i s conputed.
setslq? Sal?{)‘?tj %ont%gﬁﬁ%%ﬁo‘?t%ed sets exist, for each

remai ning set of said at |least two predefined sets is

A flrﬁplmﬂhaﬁlﬁi vé&@pscddm@ﬂﬁd a)\ﬂeﬁ%sbn’iwshaw af Uee digital sizt@ (and/or over
gital nd/ or over identificatio

al |
ldenaflc%mé ersqme st ﬁE”?;ﬁ Q!Q'té‘ll data)dhat 3t Paseaiatesh Wih gaid first
preo%ﬁﬁ@%bﬂ'ﬂ%xpaﬁggt'd@ o?ﬁntle %élﬁ‘%lug%v@?@fwﬁ'@%t’ H%Jf 'i'ﬁe digital
I'S comput ed,’” wher eby yi ng

e un er ash a orlt
date(@ndforiavpridemtifitatasts cfesoiné entll batite dlgitaletatah zHuataare assomated

respectivel conputed far, each o sai | east t
with i SBesn cipdetFechtetoy el Sizast M Dredatierasebnis Fomputed. If
mork RRak Ab HedBfined sets exist, for each remaining set of said at least two
predefined sets is computing respectively a leaf hash value over some or all of the
digital data and/or over identifications of some or all of the digital data associated

with a remaining predefined set.

Further, a root hash value is computed, whereby the underlying hash algorithm has
as an input at least said leaf hash values that are respectively computed for each of
said at least two predefined sets of digital data. The computation of the root hash
value comprises at least the computation of a first non-leaf hash value over at least
said first and said second leaf hash value.
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val ue conprises at |east the conputation of a first
non-| eaf hash value over at least 35 said first and

woe aiogosscond | eaf hash val ue. WD 2005/ 055515 PpCT/EP2003/013109
PCT/ EP2003/ 013109 3 5 Further, the consistency of
afterwards given di gital data wth said root hash

value is determ.ned identif the set of digqi
Furtes she ﬁanSIStgnggé%aﬁmar% Q'Y\e"gf’@ﬁ’g@?féu wih S%{%pt%ash value is

detelf) rge%*eYueS i O@ﬁ?‘i%%@kopglﬂgab’%’%&?ﬁh a§n9 @é.ater&gwhheg.ven digital

datag osrobtadning wiadd rint hash Ivahm, re-bbtailmag tha flashataheeoueer which said
Il of the di

root g VAl Rasormbptedo bessbu Al eget it et sk valug gversome or

all AIREYi rggfl??gjg\eé ggn%v %va’ﬁiEriuflb@tﬂ)r%eéf Smd 8t bﬂ'ofC{ﬁbadlgﬁal data)

re-co plying the sane conputing scheme as
assamigtedydth faid idbetifiehpet oft digitalodatatie rédcogaputed applying the same

compifind Senie s B2y e Ginaeio§ 3 inE e i Bagpnd rear

hash B8lyeane conputing schene as utilized for conputing a
root hash value. The re- 15 obtained root hash val ue

is then conmpared with the respectjve afore-conpute
Thenagtegsh 2 8agh yatupeo v iaid fe-Abipingd bagh yalues Ia.cgm@uted applying

the ggrtn% %GBL&% sERGheNES ﬂth@&%é@éﬂb@ﬂ@g‘E‘ ft H%%ﬁe\%llue The re-

arison resu Si stency
obtal*&tdardut madh ivaluesisi tHet copguaired) with thik u*mbeatnmoafafe-%erlmuted hash

vatub e SRtk o AR eR SITE' by beh value i
detefrﬁ’lrné?f SYded asoﬁ EH@&thHﬁéoﬁw Risufti WRaFHyeSondistensy i 88lermined if

onprising a plurality partles connected via a
saldplummarlngeltesulted imeguali hashh@ll@ast em provi des a public
key signature schene for said pluralities of parties.

ACC%W&D%% thcegné’é{ie%gg)cf) ﬁtfaggﬂrggenq m%’ddg gb‘égea {%éi)‘l;&;ld%?(f method

and sygtenm éor [Ifbgildirﬁy trdstt lavéls lof s@uad,lrbsrhsta fyatem wmplgsmg@ plurality
private key SK1 corr espondl ng to said 25 signed,

of pﬁwsmnnee%@awm@u@& reteRgh ¥hetels e SRR L ss%lpabhc key

mgn?hﬂ@e&h%% kGr sgﬁy GHIitieY dg"f paHies PRE trﬁetl‘(&?ﬁbsmlpr’r%@kdsdgnlng a

party 1s unk own and/or not trust
publihkey R ofy a fitet party riuyn@ ssadnd sped:yrwslrpmra prlweakey SK2, signing

cigiGh B PR el drsioia B G Bt FV T Comepmgaing to said

S|gnear;§ub||ba<éymm oBHiAg sIaid@fgﬁ@dQMgﬁa’deétéhD rghdP84itlysighéd public
sai d second party (as said signing party) is 30 known

key &4l by atthird tsdtybvhesely swplrfmstpmrtwl& rknawm eadfairnaidrustworthy
o s8R P bttty FoEotl g3l S5 GaInBRAY,of i iamed
publid B8R ®K1, determining whether said second party as a signing party is known
and/or trusted by said third party. If said second party (as said signing party) is
known and/or trusted by said third party the method further obtains the public key
PK2 of said second party corresponding to said private key SK2, verifies said signed
public key PK1 using said public key PK2 of said known and/or trusted signing
party, and if the verification of said signed public key PK1 was successful, verifies
the signed digital data D using said signed public key PK1.

According to yet another aspect of the present invention, there is provides a method

and system for providing integrity and consistency information of digital data for at



10

15

20

25

30

public key PKl using said public key PK2 of said known

and/or trusted signing party, and if the verification
w®boos@ssd1si gned public key PK1 was successf ul ,po/EEpHdB®3109

the signed digital data D usjng said signed public key

PK1. 35 According to yet another aspect of the present

i nvention, there is provides a nethod and system for

leash i Parties ofra BYteMCORBNSinn & RIHEEY of padiesonsactse via a public
i i f . | 23109

e 11 10 Sy losA BB SR EREERAPLP RISt by o

first pbantyal oft gaidf spstetn, esompuotiey tadhasha valyrildviec sorméwvor lall of the

. he pethod ¢ rises creating.a list of e
idenffiGatans: e ) 25K 2asgreant Faidhags i with sy sy, of
said system conputing a hash value over some or all
FurtRér, A8 list 3A0Lddid HakhAu@ls pRIVitdd & a2subonaSEAtbf 88id system
sal'd hash value with said Iist. Further, the li'st and _
and ¢he doreash mareuef idenpifieatiofednt eoreespending fist inypegsesaiod of said

secdilf batlh atecRRmerar w8 colBEPaftioh ‘T b MRk shRestifegtions in
said%mamﬁnm.%d\béﬁsiétbﬁcy of b@ﬂs‘ﬂfﬁﬂ@l i&m&nﬁemredm’y éorfputing a hash
identifications in said obtained list. The

valugopyers semey obfallpek the idandificationse of \aaiq rabiaingg list, computing or
p i S r al ] .
obteifiR 4 high FallE ey ETHE o K or ER Rl aliofk of g comesponding
list, @abtiacompayirg bathhhast velueself sareompasing stép trbsults in equal hash
identificatio f .said corresponding 15 |list, and
valugg L%ng%%shpgghst\%[plf@gmsfqrﬂsai d conparing step
results in equal hash value, establishing that both
list are consistent. In the followng the invention is
described with reference to the figures illustrating:
In trfe’ Bilowird heIRverfivhlis Q\ésér‘fb R réfel r%‘eeﬁﬁthﬁrf%lkég il@strating:
or a tfree structure of hash 20 values according to
_an enbodi ment of the invention; Fig. 2 an exenplary
Fig. dy saehighrleveldoveyviewpablai pracegs i provigding fot artege Birgetug=gof hash

nac ReVEF gt e shingdig R rifa iRl ° no”
invention; Fig. 4 a high level flowchart illustrating

Fig.2 vanidxeadiagrsypteds pesvidihg @i publiel keyahfrast2ctams; or di ng
to an enbodi nent of the invention; Fig. 5a a high

Fig- G5y 8chigh i T JRi<veEng eepiiAiBe & hadroalies according to
embgdidiEsidiffent BEtheNM@&ttiopn: Fig. 5b a high |evel

[ 5
overview of a process provi di ng for a tree structure

of hash values according to a second enbodi nent of
Fig.tdheai higndeveh: flowchart illustrating a verification process of digital data

according to an embodiment of the invention;

Fig. 5a a high level overview of a process providing for a tree structure of hash

values according to a first embodiment of the invention;

Fig. 5b a high level overview of a process providing for a tree structure of hash
values according to a second embodiment of the invention;

Fig. 5¢c a high level overview of a process providing for a tree structure of hash

values according to a third embodiment of the invention;
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30 Fig. 5c a high I evel overview of a process
providing for a tree structure of hash val ues

W@ emensisng to a third enbodi ment of the i nventpEnEP2463/013109
2005/ 055515 PCT/ EP2003/ 0131 55 Fig. 6 ahighlevel
overview of a process providing for a trust

_establishing process for signatures and/or digital

Fig. §at @ high ha\pg pyevieve pf BrIrpPEess gtqvmheg frca trgshgstablighing process
fir i
ov eﬁ%l gﬁoagaﬂegeéﬁdé@]; %@E%rdoé\;%{ |IC Hgg n?fz%sﬁrd?:ltl% ddetbiing to a
est fuisk bﬁiﬁd@ﬂ}nenb@f&he inemtiont gnat ur es and/ or digital
data in a public key infrastructure according to a 10
second enbodi nent of _.the invention; and Fig, 8 a.high

Fig. oy RINGHL NG HPBIEY 0p RITBCESS PG do TSt esiaBFShiNg process
est apl [ t
ot BRSSPI RAGESofklats 19ARUHIE o] Mt oording to a
t hi sebmd)mhbndmmerdfofttlh@lnvambummd In the followi ng, a
first aspect of the inventi on is described regarding

o 5 o VAL SFEEBw 33 kBt B R ] hedling procoss

e by igHtGre! 14/ et mgnal dethhied pulickestisfagdtaicture according to a
managi ng, storing di stributing digital data,

\Aheﬂ'é'@yemh@dlmﬁ"ég)fm%/"\yﬁnt'% digital data can be
verified. In particular, a systemwherein digital data
is distributed or provi ded to several participating
In ther followinge o dirsbvaspgck rfodhereivention o# draerikagcifegarding the

mar%%gf]{eéﬁ a%ngt girsltr I:%(HBS Of gltéoln&aﬁg d]sﬁﬁ( Rhsiy Q/Qﬁlesst PR sﬂbsequently

ependae obt'a
desd:rlitfelf éﬁibbdhnembl sroviding 8 rneﬁhrodl aﬂcﬁsystsnn@renbmagingl,abtcﬂ'mg and

be defined in t eci enmbodi nent s.
distitingi cialal A lnarsiy dive oS g Ar e dal SAIB s Prified
parties of this systemcan al so prove the existence

In particiR4Y; %'s?&t%‘ﬁ?@vﬁgrem gdididl g4 as Vﬂlétﬁbﬂte*dhbﬁ préviéé@”io several

I'n particu t he descri bed nethods may be perforned
partWIpel‘ilnl rartes Yae fa®Wing @mbaqrmteeta allgve thatreachsparyeeapaverify the

e HRSRE A e G 55 a5 8odHly cpiapes, momatin,

whidH&s Cihl @)ﬁh@ltp@rb Vﬁﬁg[fey hbble valueeas wilpdeaidefife®rin the specific
integrit he server and that the sane i nformation

emboﬂlrgeof@n Iﬂ@d@tpon éhe @”tﬂt'@Od and sygtesu ellews thatseveradpagties of this
systgprf cEﬁr Sprtg\/é qjhedéh ? <?’r5ﬁgn 1% z dwté Yata Within this

can be |y store rbuted,
system:h haspamtkmgalarthéldmrlbddtraemokjssmaymmg‘unaed omthm a server-
files, software code, new versi ?ns or (1 ? X
clienjs sysigm, wherein a server can prove several Glients the existence and
additionally the integrity of digital data, whereby the clients can verify the correct
operation or integrity of the server and that the same information is given to all

clients.

Throughout this application the term “digital data” is used to denote any sort of data
that can be digitally stored or distributed, such as program files, data files,
configuration files, software code, new versions or updates of any of the
aforementioned data files, e-mail messages, digital certificates, public keys, or

combinations thereof.
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aforementioned data files, e-mail nessages, digital

certificates, public keys, or conbinations thereof.
wE0080865319055515 PCT/ EP2003/ 013109 6 5 The i nvietw/E@003/®3109

described by the follow ng gpecific enbodi nents

illustrating some exenplary scenarios that are

consi dered praviding

a rson skilled in the artl
The inventiendatdassiree dye th@o’%ﬁ%@gs%ﬁﬁlﬂq ﬁ@%ﬂﬁg@ﬂi‘ﬁ illustrating some
exerhﬂ%ﬁf‘técgﬂanﬁgctﬂéfj'd? Yondide ”§ mﬁn the art

exe rather than ex aust i ose eat ures
sufficiént damwbed ow anglerstend hthes korésetd pra/remnnarAa:muﬂlngly, these

embaIBTIta e lsr?%éjrﬁt 5 e, SXEaR BiyreBher than SxBAGRRE{ Thoge features of
comﬁfo‘ﬁ%lé&‘%ﬁ (ij %F%;Sklﬂe%:ﬁéFSGh R%e 1Bt HBS&iRAINR Hetail Wsrein.

exl st ence integrity of digital data can be
determi ned by using a classification and verification
FIG.pt shewsran exemplasy shgddllustrating shiirstespeeinel thadgyesentigvention.

poodi 5581 BE5GTI 0bnel SHREE iy Y EREate can bo

deteRHiledC by aysing S @mmcatm@l anidt berifivaitioh protedpteutiadtiisybased on
of different sets of |taI data (110, 120,

hash upetions, Hepeidingiaia pr gERA emkp C{"anenaaf féﬂetmﬁﬁénfsmventlon each
dlgltgaa %Pﬁnﬁéﬁéé 'abH%t%d |I\ésb|n9 blFBl%agéf |$dé?§s%cia‘ied with one of a

hi's assi gnment
pIurahty aSsilffBratﬂl sastsmfydlgltamjata p’n(ys121hl1@0 sttddr).ade othdmewords each

o) s el R, AR SR SR e o o
set (ﬂ“ (?lbﬁéle('i‘étas eTRisthsHfiAent b SESIAtGH Mayaiﬁ%lgé'ﬂ!@s%lly storage

ni n O a respective identifier for the dig
the d@tal mya antiesin TRspecivas siogrge tecalionsags 06 aspgﬁtlve storage

med Rngitetind FERe iR 58t EXafa PN et cBslRingly gefining

a redbediNe igentifke fovethd aigies odathi Alayt Becenplish ithy asdignment or
sets (110, 120, 130, 140). Several other
assqciatien; f Piailaryn Jmipanerdnabdl valprady existingeinfrimaation; or ¢ Hentifiers

allovﬁé%be |§ﬁ119|9| ﬁ‘%‘f’en‘?’trsee%‘ éllérrgggrbe% Séa%ohgﬂl@h The plurality

part| cu nt'ageous
of seta;(1ﬂ©e1ﬁﬁ,e13®,na4®) r&ye&slemhejt identifi¢atidms argi g)rtc&ivaﬂm that are

mown 13 thasHUE ern BRE P TIoRRNBT dAsrisSpdarEh Hawever. one
paﬂibﬁlaﬂgtﬁd%rﬂﬁg@cﬁﬁé)%hﬂidd@ﬁem H“ayon§e Rhé%ﬁéﬂﬁ‘ﬁb;ﬁééentéﬁon of the

, a predefined bit-string such’as the n
digitaledata itsetfndf a ddentiicationpof tiat digital detenorfof @rhasty value l9f one or

o 1ste R 45 2o BRESH A5 R0 A Bu SREPLEkTRRE gy, Ao o

exarfipR, | a asldtefised fhit-stridbt sudhtRs thy i leedtqsignificant b|ts within an
i dentification number of said data and the numbe

identitig fos eack datg candravide dhe iaggogiatjon with a specific set The identifier
for each data may be a file name, an email address, file attributes or a unique

identification number of said data and the number represented by the bit-string may

correspond to a set of digital data.

According to one specific embodiment, an identification for each digital data exists
that unambiguously assigns a predefined set to each digital data. According to
another specific embodiment, a digital data may be part more then one predefined
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correspond to a set of digital data. According to one
speci fic enbodi nent, an identification for each
wolb@shsdsidat a exi sts that unanbi guously assi gRSI/EP2003/013109
predefined set to each digital data. According to 35
anot her specific enbodinent, a digital data may be
part nore then one predefi ned WO 2005/ 055515
set. PSRORIRO0L (/B4 19BPINGT SPeEHic gERadinegt.t thig Jfealifigatign can be
| be
assi R to ¢ b PPBREL JRE whelicing PARARIRBISRERICS ) 1 o
this system The total nunber of predefined sets
The totdl mumbbeof ptedefinadisets amd/datttae mtat nembenobdata entdes in each
and fixed nner .so

ca deter .
set PR bredetarnyneg PR TXaR iy SdUemnerhctes Kb ta-4n grotatictcally even
distri%ﬂbﬁ%'fdgﬁ\‘aﬁdé foP856h 8§68t - 10 In the following, the

mal n aspec the present invention are descri bed

using as an exanple a client-server system 200 as
In the fplinyving: the mairmspects ofthe preserdvisventipfsarerdesgibed using as an

oxarigL bl Pl b B0 B AR PG ance tho

Internet, to at |east one server. As an exanple, FIG
FIG 2 shows a bystbny @00ecsraprising282planality afatlerts cﬁ(ngOS that are

coné@ieﬁ%aﬁ%ﬁgw TR %Og %aéﬁ%t%rgg%?@e frit\éﬁ{ﬁ;,lt tlgl r{ftj one & Server. As
an eQéﬁt‘p‘ié e § \ké‘ﬁ sHIRllid ¥eRfer @02eaR @ aad“éiatst‘@ra 8sBrver 201.

server ustrates a server nmeans that is
The datajstomage)spmee |llusaat&saa iseaved rdesns fhaitstorendhe aligital data to be

s G048 T e PR DU 5T R i O Rt A st

servEéPhidansOothag & Oséétl fd I&@mpdttét ialithiadarsdrarRgribute éRe Mashortues as
server entities. 20 This exenplary client-server

subsegriestly gescrikegst.cBetit senehisiang rRay, hravarkalspda epmgrised in a
smgl(e%eergepgﬁ dt&oor'kﬁ;e fsugtﬁgt Hfs‘fr@%tggeﬁg@e@mr%@cﬁ rtw? e Ee}’\?er entities.

ver a priva
ThiskexengslameclieRGererisysiest 280eeprésentsraypuldisuey network providing

for ayauiia Kay SknaRERpFIMGAEIADIS fendls dicmdPedne server
Thergfste %Oﬁrl\%rt@/pﬁkyﬁ@héyt Bé%f‘ @b%%ttms‘tfa‘?@d ﬁ*nef'tr}ﬁay%‘d@ d|str|bute or

certificates ubl1c 5 keys for each client
mairdaimmiing y pulsled kelys hwathmu tihe csystgmn efABoARS exmte t mg¢eﬁlflcate

bl 258 30 R S g
keys! 1o eBBR RHEREA §omh’fonlyJ|I|séﬁ<Withilhl publicKegtrasiworisher wi se,

is not limted to such client-server systens. I|Instead,
the invention in general relates to_the manag eptg_F
Even doygh ithe cemaunn@ﬁmhv@lr@ﬁna arecdesgribadhineyien 9t Byis exemplary

network 200, it should be noted that the embodiments, if not explicitly stated

otherwise, is not limited to such client-server systems. Instead, the invention in
general relates to the management and verification of the existence and integrity of

digital data.

According to one embodiment, the digital data associated with each predefined set
(110, 120, 130, 140) is used to compute a single hash value (115, 125, 135, 145).
According to another embodiment, an identification (111-113, 121-123, 131-133,
141-143) of each digital data entry in each set is used to compute a single hash
value for each set 110, 120, 130, 140. As indicated above, this identification may be
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30 digital data. According to one enbodi nent, the
digital data associated with each predefined set
wa@ 1608055520, 130, 140) is used to conpute a si nEgEEPBEINIZ109
val ue (115, 125, 135, 145). g According to another
enbodi nent, an identification (111-113, 121-123,
131-133 141 143) of each digital data entry in each
a hagfeyalug ltﬁ@@‘dh@bwééﬁsm%‘t%ﬂ LrRAch gatarerdyy. \/'HI%%‘GF §2S@e hash

valug fiay' 8 ot @ited dler 1 Xjof i FHIEL0R RO EngHRDS Asspoiated

with 8abh prédsfinedaseate Thml agthealueasare dvgpeinafierf denatad las leaf hash

n either case, one hash value nay be
Va'“%ﬁ@’t&fra@é 1‘("§e digital data entries or its
identifications associated wth each predefined set.

Thes-EhI%&‘a hBgs$ UaM%%l&% tﬁbﬁ H@ﬁ@éd‘ﬁf &&hlpdﬁﬁﬁlt@r% 88 moralstd1sA single

val ues 115, 125, 45. These h val ues can
hasht value bwhighewillt ke denpmdehenemf@rcas aveet kaskpvaldesibeyl dhis root

v 85 U 5 B AR e o
verify fhé/ ﬁ‘ftéér}tyfdﬂ%atrdl@wllda‘lasﬁts ﬁl’ﬁlﬂwé’\/@yéténhasdiodﬂteae)&sténce or non-
t here verify the integrity of that digital

exnstsat:ggékl G"ﬁ't@'@t@@ﬂ@ﬁpﬂhw subsequentiydp e d&talhon-
exi stence of the digital data as described

To vér‘i‘l?/stﬁg Wstdncd B ﬁ@j—%éggt%@g: of dda it ¥felth yoﬂé“r‘?l]@?)rﬁisr?qttcféféﬁnined the

non- exi st ence one may
preddbrheml setEdD tHadawou!ij be adséd;iatmi wﬂaln tHel Qigithldatao fod this, either the

confiaoh et B b Berioel v d e Hiecrve

set o“mfﬁlia‘l’ﬂﬁfé iaheyGet8d byheclipgpect i ve  set of digital
data is requested by a client. In the follow ng

description, the system 200 is used to distribute
In thqulloavupaa;ﬂgssﬂptm.ﬂéﬁt §ysxﬁmh2ﬁ0tIﬁeU%qﬂst%Ml%owt&nautalc keys of

3 e
clleng\J' | eni é%fgﬁgﬁi dgglé réer{sbe %In 201% %g%[ve@nﬁ%[@bhc%y of another
client Rt aneladdsired toldletem‘nkeyhe integrith ef tMrréselve@eputjhcg kewl In other

data to be distributed and verified . in terns
wordsn tae gial data, o bergistriotigd an; erdiegn) &ms oérﬁat%y@&mtv is a
n t e n t
pubiRTkdy| SRR WSO TONY 7 8B e arbbaent n an
illustrativgemenaér ard itshould be apprediaie¢ddhatithg inwéntitut ia general relates

to any 3 i AGHB TR A BORRIREobEE. 110t hat thi o publ i c key

woul d be associated with. The client nmay then request
The thentd@zaneay firdtefeternnihbe the grstiafinedalst Ane tiedt thisgaesic key would

data entries 111-113 conprised in this identified,
be assaigtedewith. The client may then request the data entnes or the
identifications of theses data entries 111-113 comprised in this identified, predefined
set 110 from a server (201, 202), and subsequently compute the leaf hash value

115 of this set 110 in the known and predetermined manner as described above.

According to one simple embodiment, the client 203 may check whether or not the
public key is part of the digital data entries or its identifications associated with this
identified set of digital data 110. This embodiment, however, provides only a limited
certainty for the integrity of the public key in question since the client can only
establish the consistency of this public key with the requested data of that

predefined set. There is no obvious and easy way to verify the integrity of that
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set 110 froma server (201, 202), and subsequently
conpute the | eaf hash value 115 of this set 110 in
wo b®sksmsyn and predet ermi ned manner as descri bEc/EEov2013109
30 According to one sinple odi nent, the client 203
may check whether or not the public key is part of
the digital data entries or its jdentifications
requgstedci éﬂdd aeMentually seceived} | ical séataoforyiigentdicatians, thereof.

The%éo&{eam%tf;ﬂl?\g&%td%e {%rl]l e%ﬁl (?vrl eflﬁ%’b&‘?ffba‘ﬁ[}b%f%é IFE4RY of this

requesiesit pr@l@leﬁhé@f@et Eaddhuerﬁd)r ttmnlnt&gr&y oéﬂtabhbbrh key¢hat has to be
.consistency of this public key with the requested data
verifigd Q%B@"t%%’ﬁﬁ &@fefi ned set. There is no obvious and

easy way to verify the integrity of that WO

Ther%%?é/ rPa%F/ \Eﬁggqyo%%&%bu%&am%ﬁg%bQﬂueﬁ&nﬂos -205 in the

event ua recel ve igital data or identifications
systemeR60f . Re'thmlrm doethet peeviols @xanplanthsiioient Hapr ieentiied the

assc i LS b RS GUIESED) (8t K S OHER e e

obtaRiéel the rlémé.rﬁ.hg@dm dbfa fﬁz v&B) Absutiated wath thid idehtified set, and
set. Therefore, the roo hash val ue 160 is distributed

has awmgtedn@eclraafeha@ yalge 0k for thinset 1805 idecsliepppow re-computes
the rﬁggﬁ%{;\# P%IHEOI GIOr\?a ‘ﬁ){lé %#%d)?ffé"d"? habfiGaftle' £}, has

the 0(:|a rede |ned set 110 of the
public key (111) to be verlfled request ed and
Becalenitime dobhdask nealue ng sﬁcgjrelal dldt!imlte(dl]as ded@jbed subsequently

an B L B S5 RSB S

serv@PWﬁtéﬁreﬁﬁHfﬁ’ ‘6? %Sfu rihe tﬁlﬁfbaﬁg%d!\?érﬁéntl 8Ad Llﬁdéﬁsé hhé underlylng
conput ed hash val ue Because the root hash

hash/aa@erltmr\Seem e¢ryptigsaphipallye csestireiedbei islient can establish the

conBREAT Ko RS o TR T 9B 8 A v

115 ofirRy prexdefieed eet #10 ubhipﬁélnbhhéqbubﬁdi kyy imyoéstiomg(t 1).and
because the underlying hash algorithns are

1t iscovs oAby BASh IAIGodEL P Yidas <1 IO IV Sagyre Sne-way
funché‘h gﬁ?lléé)n Wet Lﬁkéd‘@) héﬁﬁte\gﬁky‘eSf tl%oln%l@ t®khik Mash algorithm.

ned set 11 riosing-t publi1c key in
To vmefy;ta met (af 1diyitall daias fendnstancenta publics eyl gohasthivalue over all

vos B s BTG LS B eSO T voui

reqdil@ friak ?allﬁﬁéhjl?itﬂ%étb@ﬁtneg havertbfbe abkhedwHénga ts@iecmc digital
data, for instance a gub ic key, a hash val ue over

datap@@tgy beg taibg verifieght Zhisnwerldsnatderappligabie &r lRege ﬁ@tsb‘éf digital
data ‘gﬁ% ﬁgg%rﬁ'lhg%qtlb ‘Qgﬁﬁlge{f/%ﬁgg g"cg/ 3&0 a| 18! g? Wdlmelntsl Bemethod

thatﬁbﬁh&mé handbgividds a hash value, namely the root hash value 160, computed
by a procedure based on hash algorithms having as an input all digital data entries,
and on the other hand does not require all digital data entries for re-computing of
this root hash value 160 when verifying the integrity of a specific data entry (111).

The computed leaf hash values for each predefined set of digital data 115, 125, 135,
145 are, therefore, divided into several groups (116, 136). Then, a further hash

value 150 is computed over the leaf hash values 115, 125 of each group 116.
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data entry has to be verified. This would not be
applicable for large sets of digital data. The

w@e@s@eses13 nvention, therefore, provides in furgd®erEr2003/013109
enbodi nents a method that g one hand provides a hash
val ue, nanely the root hash val ue 160, conputed by a

procedur e based on has orithns haV|ng a
Thedg Fompyieckhadhyaluen &re §n0 S Bergnafter R r&fh%.a?ﬁaﬁﬂ values 150,
51 does not require all digital data entries for

Te- computing of this root hash value 160 when

verifying the integrity of a specific data entry
Thegel nap-leaf Thashcealpes eapy Hemn hesfurtlv@n d,nweﬂolntcegmups (152) of hash

valugl &ne, pEedvely o O1fiet PonrBE SUaR s dn ipnudof the hash
valuéé”@} ea&'ﬁ‘gP@u@(‘fBU tian. masma E/adélﬂapb'é@ed sinfilcae hQSﬂﬁEK/alue is
h values 115, 125 of each group 11

compa@su OEEBG.JB nheTrcmzw yakend 6010 TheThask \@%L&%\@r 202 may
e denoted hereinafter as non-|eaf hash
perf@ﬁfﬂg%%%?iu?%m_ These non-|eaf hash val ues may then
be further divided into groups (152) of hash val ues
The aoot hastpealuev¢bQ is thien tslaanretyodishﬁnﬁe@ehsfeachl client.s This may be

acooT IS ey Y SR BE AR BOGhRE Yaliengr e oraaN dnerilesto:gach client
by tﬁé’EEer?d'Ac%FH?h% td '&?ﬂoﬂ‘%?terﬁl?%lméﬁk UpeBBt hase vBFEFéhmay also be

e server may performthis procedure. The root
distrivaded byl aieliamioto anethen chentu mdieyely $ie rentt kash aalenacla preferably

s o By P BRAL AR, SRR Qb of s

level, s &p¥Rhed AGRIT agfarmean@sm sfrrdipresdént inventiomt may be
sh value may also be 15 distributed by a client to

ha
attacmst tﬂethecdusérmutewt@@teb@sh Naluesot Arlignt vegeiwngsa root hash value
frompBr%% %%Pé cl?%n?g ﬁ@?e?grearb‘#a%cééﬁ”cﬁ% FBbttH%}%h value if it can
clie I'na of trus

sendi

estabmlts |rasgrﬁymiraﬁ iheads bapecificallardquireldrushdmatt of the
present invention, may be attached to the distribut ed

Whety 8 iSRS SR o6k & sPetTiay Toi SeE oPe Iniand " ubfe ¥y as i
the éiﬁrﬁpl&%ov@a% MWéM%dedtés g leaf Pash tvalld $45 iof $he set of digital
Integrity or if has ‘a specifically required trust

datal asseiciatethaithathis p@bitc k@ysHdd) te b@éﬁﬂlﬁ?da lgder focre-compute the

oo S Pl 4. nb SRR B B3R 18Py g e
leaf hb%h&faltué@ ($25, 0850145) of thel aéraamtrspsbt eﬂ digitah dalta €120, 130,

lic keg (111) to be verified. In ord ‘t
140}, eTb@nea@n mae thewsderen seauest the @H@'mf‘ﬂje% hash values from the

serveF 92 €Thk GiehP Ty Ml A8 RoMHUtE $hd 188t hasH vatd bASed on the

obtained leaf hash values and the computed leaf hash value for the identified set
comprising the public key in question. If the computed root hash value is equal to
the securely distributed root hash value, the consistency of the public key with the
securely distributed root hash value is established and thus the integrity is
established. In addition, since the association of digital data, for instance a public
key, with a predefined set is known, any client can request the respective set and
verify whether or not this public key exists. Because the root hash value is known to

all clients and securely distributed, it is not possible for an adversary or even for for
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25 | eaf hash values (125, 135, 145) of the renaining
sets of digital data (120, 130, 140). The client nay,
wo b@sessaie, request the remaining | eaf hash vapaesrFoes109
the server 202. The client y then re-conpute the
root hash val ues based on the obtained |eaf hash

val ues and the conputed | eaf ha al ue for the .
that Pgehservasdisstiio TRBMBHIESY 96 TP1G8 A OiBkdgtalof 2 esefipRd set or

the rbéugg}gpmgg%ﬁ%b g oot hash value is equal to 30 the

Secure uted root hash val ue, the consistency
of the publlc key with the securely distributed root
In aHarthew aeimbedinserds balyl ihelsednemteaf vast hagh |V|atuegf1|‘~10)‘r are computed

that gé’(ta.fa}%apg gg? |gpup d[jqqilth%%[; e%g@%ﬁg%hcﬁ tﬁ te'ldgsne&ogf digital data
110 e&%?fsmaetﬁe%ﬁlbnb%elymm Tﬁi&yerﬁbb@imerﬁ%cbme@ﬁpatr@m from FIG.
respective set and”™ verif é’ whet her or not this public
ee

5A. klﬂfa BAi iustratee eauexemplary amumafquéhwomwmd thasBsvalues.

Fortﬁ §ﬁ% re@ﬁ%'sﬁ‘ g%lu}%c 5, |1%)§ 355 @%tﬁﬂ -5(?% P"«%@Eé)omated with a first

Iayeﬁ@ﬂﬂﬁ@ﬁ‘éébﬁu@@é ERR QA pbiitSembddindrtaliusiaséd $eFI®r5A, these
itself to mani pul ate or forge the di %Ita| data of a

leaf hash amlypsiarsetivisied infr griset B¥e hash vpdyeregach q1 1P, 136, 530-
532)Va|Fto|Pe§af§"§r%%P"%nhon‘?€éfy hé%}ﬁzit%llfé)%beqﬁsﬂ 29b- Ep@Sré . respectively

requi te as an 1np
competed thas lare aisseciattsl withtmsecdmmyerem’ théit freé sdinugtural Likewise,

the sl e VBREBAD. S e o G e asggeigled wil afyrtner laver

of tHlé ltr‘é?et Etﬂicffﬁreaﬁn@ﬁ@%éf Mash &8 ﬂGthBFrﬁsftﬁé tb;B‘GPayer of this tree
hash values. For this, the | eaf hash val ues

onput
struc;tl:l& Aawmmsthelm&hcﬂ@y Iaabe&e@cabe@@wanw wesHdentified as part

of trit 3RR-BRERPIELS: Tl s 68 15, b toBifRG 3 1h8 second
embvainiest @il thé \Hoteldaf Abdh g/ramaysw(b dngo1basts well laestheacdmt hash
(116, 136, 530- 532). For each group, a non-| eaf

valueémear@mmp}sqd bsibe glient; sﬁ\m@eam OBINh%e%fd}%DtV@HJe 125 and
the ﬁ@‘ﬂe rv%lm%% %1%‘1 aWdtff?ﬁhﬁ%%‘@ %g@eef ){J LHS %%@ﬁw order to

ure. non Iea
compite ﬂfearammasmvblaem 6 swicer@as dhei teimainiingr lebE and ayan-leaf hash
of this tree stl&uct ure.and the root hash val ue 160

values apg nph%eqeéﬁap JEAUERdt his tree structure. Assuning

the public key in the described exanple was identified

as part of the group belonging to the | eaf hash val ue
Accartiyg tchene mmncumyt b thendnvantiond tirn tadaboankenof e predefined

cots 5 Bl 12 B l0L478 8 pAMLgHRO P Eh e it s

obtafifeePfrémndibital d%ﬂé)ortfhﬁn lageiti ehfidationl ofedidiesl dtal cotildeserve as the
non-| eaf val ues 151, 510, and 521 have to be obtai ned

assagjatiane of | assighmento piidpat gligital data to one of these predefined and
numbered sets of digital data. The leaf hash values could then be divided into

mutually exclusive groups of two hash values. For each group a non-leaf hash
value can then be computed and in any of the further layers of the tree structure the
non-leaf hash values can again be divided into groups of two hash values until the
root hash value has been computed. Alternatively, the total number of sets may not

be a power of 2 but a power of another integer.



10

15

20

25

30

35

conpute the root hash value 160, whereas the remaining
| eaf and non-|eaf hash values are not necessarily

wo esiosxats 25 According to one enbodi nent of tRer/EP2003/013109
i nvention, the total nunber. of the predefined sets is
a power of 2. The sets could then be nunbered and a
predefined bit stream A obt ai n?d fromdigital

AcodTEpG) tenaneleat ienmeas MG, dedP B MRt of Brsaelngd s aadior the
totaltritnb ?ﬂ‘f s%tvémeé’ s@& ﬁﬁﬂ%e A ndha éq‘la%!lt\%hféja 8 ekt layer
one of these ere

rede |ne
in thditiget stfucﬂiat’eanay’ ibe drménhladaépemiernﬂy frooubde tamethdreand may not be

the SATe8" oaah yatn ThrbGase S HStaEa ThOERS. SA MitSTelroroHes of two
leaf Hssr? QaRKEEHe %@d'tﬂ c@pruzé uﬁ@ ﬁoﬁuééﬂeasH P8ES ofthd et Iayer and

tree structure the non- | eaf val ues can agal n
respéctivalye threatrongeatibashyvaluae dﬁéhmflmllam anauisedtto@ommtbe a non-

oot R0 g SRS HRGRA OBV Hus PO RRRCUIE, g B pilkltes an
exarﬂ le36¥O4 H@fthémMERBeimeMD F0Be/ inbSHIn, BP0t Rier of this

5 According to another enbodi nment, the total nunber

tree @trugm@l eespasivelyithraenbash valbes 168: AP nddare epveradiby the non-
leaf F\%ﬁf\%l#ﬁ%ﬁ%%ﬁ&ggéﬂf& T ML I831f ngﬁ Q/a‘ﬁ?é %319%n1¢ thoXhon-leaf

ree structure

hash veReensent 5y2 farenusete Esmharscﬁlr@rnamayobe kusedt When the total
sanme_for each layer. This case.is |Ibustr

numBAT GBS Naes Bk M iRkSOer RHIHIEAS thgnisebe fastuvalyes that
havé m%tﬁséd“ﬁ) E&ﬂghﬁa é;ﬁéﬁ-lé’éf' ?QH the Irr?éxt 'a%%ﬁ% layer. The
e af has

and 10 respecti ree non-le val ues o
samblaasntbé amelrechlmatd;eg the nooeutof peedafined| seds. Auze:zthewaﬂnbedlment
t he sec nd |a this tree structure. FEl.G 5B
it 145877 5 SOOUR DLKBTG: Bhoreas i e e R YEL Soroxued that
thred M4SAVaRidbs N’ ® e UBed W@ cbirptite bash @flué bF the thirddayer. FIG.
structure respectively three hash val ues 150, 15

5C shawsc 89 @ineexayypteniveroan- leefahaﬂayaluemqféhszsﬁconﬁéa)é%rd590 151,
510 I?ﬁls stlrlﬂ %&Iﬁ?&?ﬁgg n&hd§ of 6dmp CLM%&N@ nBA! Weéﬁfgshj\éalues may

ues are used. scenarl

theréfoesl deﬁlﬁm tHdtdott thiedlbst nowmAbeaf ha‘shhml*e g21 tles rérmainirig vo non-leaf
I nt eger 1r)r,ubl %@@? of the nunb of, hash aI ues, t hat

hash yakiegos tBe S OWER FRyeRAvECRr BRAISEA, aNgdn gddition
deflﬁréebggqu(?ﬁéh gsﬁ?ﬁiﬁ@d' ﬁrvalgé‘eof tisél c&ﬂf‘l&?erqﬁ%ﬂ %Chsed for instance

e nunber o rede ned sets.
leaf dvabb diatEn 506 T hdwpsrsoegsl«luad 3 ﬁnleowhwﬂyhawavesaopremate that the

eme3FRGRE ob o PRI S R SEL e HBER A Bheftin s
manvil 48 disckibed bbolé. IRy ehstafit&> overlapping the groups in each layer by
at least one hash value as shown by FIG. 5A (hash 13) can be applied as a
standard procedure to some or all layers of the tree structure in order to provide a
higher level of trust and verification.

FIGs. 3 and 4 respectively show an overview of the method steps in accordance
with the above described embodiments of the present invention. These illustrative
flowcharts however provide only an exemplary overview and a general
understanding of the respective embodiments of the invention, which is not limited
to those method steps and may also deviate from these procedures.
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5C shows as an exanple five non-|eaf hash val ues of
the second | ayer 150, 151, 510-512 simlar to FIG

wobhos/kss13et hod of conputing the non-1eaf hashekrxo63/013109
may therefore define that f the | ast non-1|eaf hash
val ue 521 the remaining two non-leaf hash val ues 511,

512 of the next |ower |ayer have to be used and in =
FIGa furqfptnta azgnaeth%m%/qfrthgp@aem% Whsreily Ay Keptification of

dlgl{?; %gﬂl}gagggﬁﬁ_ﬁﬁy gg% lgglﬁl‘tég(i{%QI a%a@?ﬁ?”&%sngﬁﬁ to one of the
predhefinedeseta piprsésp 808. tlmanothuar erabbdichenthhoweesrc dlgntadldata may be
Fl Gg., 5A-5C b
ass{GRRAdp THQTEEEEY PROATSHRINED Sbr A/IRet Brts valipaR IEmUIH for each
I
Pred T SetP ot Reps <y éﬁﬁ?ﬂ I8 nohagal natF vaes A8l dinputed as

desegtiker aahd)vpr od&¥dps e3Q7o a@dnﬁO&rre&azn td dherdiffefent Hayenseef the tree

i n ord to V|de
struBf A fo FePRTenart el B i Toar ARt vl B mud gpiiively the
confPURAtOrEYf Bk rbbehast Velde fatsqﬁéuca@daﬁ@é&eoge with the
above descri bed enbodi nents of the present invention.

These illustrative 35 flowcharts hovvever provi de only
FIGaﬁ |Iﬁ]§?rs'5ﬁ’ée%‘ IP{% %Y(g Ieell)‘f\?é]'ﬂ ﬁ\g?&ﬁ??ﬁt@bn nt /g 8F fHY m#})ﬂ@tﬁ%% of digital

datmas it nmytlmll peﬁormb@w amﬁétﬁdn%y@t@naﬁm) mEtMs alssomed that a client

intepgs 1 EpEBYANG S804 ane O Hrieotty g BeToal A 402, which may be
2 PRI Bndther ElRnt "YRE i8R AR BictorRrbEFNENchRbASh of this

|g|t datalsotalned step and the
digitéil gataain stapaﬂﬂa)m ordentsidgntity the predebined lset that éxlessoviated with

this iyTal a8 17 Bterl g0, BB SR 408, A6 may! S1§:5E comprised in a
singhé Qt&i lhrt%@estﬁé dlgﬁta'l gafa t'@ﬂﬁé‘véﬁﬁédﬁ fd)|5|n§féﬁ@ét§§ulilﬁ:rke%ﬁ&*b public

predefi ned set n steps 305 and 306, the non-| eaf
key iegstificats, Laé@adwerrtpbwﬁmséamﬁgs fioe aets@frdlaéal daje\as. desiceiped above.

In s%\?g 288 308 40% &he tPeélg a?hfré% %ﬁe?%?éds lag @'f%fdé}hﬁs&nbed in

uct'ure and the conp Ion of non

connettirswithdhe gspdots ‘ﬁgUsest h€he dm&bylbatnpmted)frocbtmamme is then
hash val ue as _ indicated in ste 309. FIG
Comnar%gm H%eege%\éedes%bﬁ@ d‘ﬁ%f’f ynﬁamnwngrﬁt%@ﬁwy If both hash

vallﬁ% fcht %ﬁ%% i r'i‘tcl?uscl§ tHé ghtbghty %ﬁtﬁéa?d%t%shtvdmé( aBeceived,

or me |ent In syst I's assune
the clrmt Imscveréled thahthmdigltala:iata rexiists ieind corild establiskatiok ortegrity. I
inteqgrit ofthed i,t.al .,data 402 nich may be a
the i iishla 6 AstRseher 151 renpientins cistitufipa TR S6rrd raanner, the
mtegﬂ[gaéﬁd/bheeﬂﬁéhéé Gt thandightal data c@hdbé alerfiRidawitRodt Rfyuiring a
in order to identify the predefined set that is

trusteskibi axasty. wi t h

It is therefore possible to provide an application that allows a server proving to
several clients the existence or non-existence and in addition the integrity of some
data. It can therefore be assured that all clients have the same information about
the existence and the content of some data, even if the total number of data sets is
too big to transfer to each client. The server can distribute the root hash value to
each client and the clients may further exchange the root hash value among one
another, for instance by attaching it to messages which can even be performed on a

regular basis. Because the server in the latter case would have no influence on the
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this digital data in step 404. Both steps 403 and 404

may al so be conprised in a 20 single step in case the
wolk@shsisiddata to be verified, for instance a prbi/iE0b®B013109

or a public key certificate, already inplicitly

specifies the set of digital data as descri bed above.
.. l.nh ste 405 and 406, the tree structure is reconputed
distriRutigny EQHF thad frashotiilve, theoricns wih have Hotdaiermniae; wigther they

hav%iotﬁé'rISfést {BRsidA Ralthy _reeﬂﬂéltsﬁ%&&aééﬁo 'B@S%edﬂ%'g;ﬁ {nh% LR8I data in

onpared to the received root val
queslinmparThig neay pesagcomplidgiuwch byassinga timlestampedtticheddio a hash
the_cljent trusts,the integrity of the root hash yalu
valusd o iRl £t e s Pt vaites P efpauRiec: R Bicltarom the
sen@Ridurigyl thisSvéritatioH ! srogsd @l | The H3SodiBfcdOfik¥taniy infbifation is
root hash value as received by the client is
howgver pnlyanedexamplesansumanyrainer identificatipns eguid lye ased ovstead, as

nof ) HRCR b TG, S8 AR AR oo sot
the pssbdrl ef Uiyital @dtsloraiicabfitatint entticshitt edbh M8, and/or the total

erver proving to several clients the existence or
nur ek O kEsh SRISESIRCEach arauptatdherdierent tgeistyuchire dayars may also

56 f t Li t .
van Y b adiifiabREiof A bBTSEIELDY. BPIndtaned o G i grder to
effectivelyccontod! tse venpatational paylohd tamel/drahaldataitdoes distritslaed via the

tsekseAF 35 too tjalrg to trans&gr ho each client. The ]
NEVEEFY e CafOHIS FITBLRTSPINE RIIFICAHAR HUPBINGeoR @ clgfirterminal and
perfﬁr‘rhiﬁ@t tHRNPré&&IUTE T 8NN rifTRY f&bﬂ@eaaﬁxﬁmﬁ%gf th&%humber of

_hash "val ue anong one ariother, for Ins
verifigatigofithat have to he peifpraeghactordiag tovae redpdrgueievel ofttust. This

o e B9 RS BRSeRE Yol Bt or v
comPGRndFPRA@3HAhARAL nohdear Hasth Vahidsi ®at afe tr'n'é%e{s&ﬁy ) at%tl:ompu’te

val ye, the clients will have to determ ne whether the
the fogy baghevalug et saklelres SiuBRIe.whep sliitehsita Arsdo be wasifled by a
usef@Pplied to the digital data in question. This may be

acconpl i shed by using a tinmestanp attached to a hash

val ue, the digital data and/or the hash val ues as

requested by a client fromthe server during this

verification procedure. The associ ated tinestanp

| NEQMRER AsPbdts ahll dABBYRRer?8|of tﬁ@?r@é@iﬁh@eﬂ% F@gﬁ/ to creating
us ,as _ known

other identifications could be d 1 nstea

trustplpvelseofapublicTkayst ard/os digitl data dwatfwas signednioe at psblic key in a
U pr ' sets t nunmber. of digital data
oot BRBE Lo P LS 51 B Lot 450 MBSl B, 5 tanco
in atRERI (Pretiyi@sodd Privasy) s@iees dffeneg@blicokéyPard sigh@d by another
different tree structure |ayers nmay al so
party of this system, for instance another client. By this, the recipient of that signed
public key can approve of the identity of the public key holder. This however
requires that the recipient of a signed public key knows and/or trusts the signing
party of that received public key. Because a client usually knows and trusts only a
limited number of other parties in a system, such a system provides only a limited
applicability, because if a received public key is signed by a third party which is
unknown or not trusted by the recipient of the signed key, the recipient cannot

establish whether or not to trust the identity of the key holder or the key itself.
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vary, may be adjustable, or nmay be specified by, for
i nstance a server, in order to 15 effectively control

wo besosssput at i onal payl oad and/or the data to BEr/EP2003/013109
distributed via the networke Al so, some client or
sonme application running on a client term nal and
perform ng the procedure of verifying digital data

A tr@sﬂé% therefare Wh@@rthafstatemqnit Of I PaRY abey the eaﬁg? r which
r ust. This
the H8hah TR e 85EERT HBRclin AR A6 B Coalent. o7t
data of a tree structure or re 20 conputing rmre t han
sh val ues that are necessar

at non-| eaf h to
Theieliso Ak @ ptﬂb{@a\fe(yo§m%@wn@ﬁ?ee>eﬁn§%$ i frENNer that can create
trus6f 4°4iheq. BUBRE kel Mitlut CRIGRIRAndyfing S Hdrind BaRY oF that key.
Themam&ahowemreapplms 10ed|g|taltdjatertba’t wag signadwithdhelpsivaie key of a

ey Bitblerc o) senneorsaip HerRey s Braliie o8 el SBREY i cate, the

veri t;%ﬂy'zﬂgs tb Rrut Bhé ¢eé$ﬁ%6tl$é! PubITe kel At thas key ¢elderteduired for
Prett¥ Good Privacy) stem often public keys

this sigeatirgrvet @gthmo'ﬂn@neforpamt edellawing tlgggipgﬁqlptmmamly refers to

sonbEbERERERSE, b1 By BAud o0 PR B o ona

dataef the public key holder. This however requires that
the recipient of a signed public key knows and/or
trusts the signing party of that received public key.

W?@ dhe’ n‘%wg rHé bi Yhek:]bté@erﬁﬁﬂvéﬁtﬁ Ssd?ﬁéé’sllj&in% party in a

mted nu er parties in a system
systems sigms pa dey dasd ﬂ'lEbrybm dssignseal ceglapl acuhint i afyirudidoalinsié signed

publy By S Saifi RRRLP font 3RO dipvoitPon I fRE et pre third
recuhBﬁt I%#&V@%ekﬁ?nlnb%rfye&' i) publicd@ynot  establ i Sh

whet her or not to trust the identity of the key hol der
or the key |tself MD 2005/ 055515 PCT/ EP2003/ 013109

FIG 1% dﬁlilsét\'gatt%éj% e (%)garl Pﬁtﬁ'yéé véél?@ﬁm %EZH%{B%&{M invention

regardlnlgsmugd med&S@ff eétadhsfﬁngmmet mew of publ&ek;erys‘li‘/vithout explicitly
Therefore, such a

requarlm&.%Emsﬁeﬁathlr@aﬁa@veair%str WGt ?ﬁfﬁm i mﬁ&%@ﬂ?@%;? as for
mst{ﬂec{/éqgl&f&(ﬁ@?f@bh%df WbBe. tie ?keﬁﬂbﬁgglpéﬁtlﬂ 6. Bha"ésumes that a

e sane however applies to digital data t
first wlienis2@fh ssues tehsighatye ioma&am&@&gltal datek@y(ﬁ‘i@l) dising lts prlvate key

T R R
the &&‘?eépﬁﬁﬂﬁfd bUSlidPKE) 601 @Yhélfflréﬂ"'éﬁen‘li %Mrr@%&%ng%]mé pHvate key

for 'this signature verification. Therefore, In
used dsonsﬁueq@net signaie 619 i Bris fuitheryassimeed that this dlgltal data D, for

instance another public key, is provided to another client 205, for instance via the
public network 209. The client 205 then determines that the signature on that data
D was issued by that first client and can obtain the respective public key 601, for
instance from a public key server or another client within the system 200. It is
assumed that the client 205 does not know this public key 601 or the corresponding
client 203. Consequently, client 205 requires some trust on that public key in order
to establish whether or not the signature 610 can be trusted. The example given by
FIG. 6 shows that a further client 204 has signed the public key 601 of that first
client 203. This signature 612 on the public key 601 can be verified using the
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signatures on public keys, but the invention in

general applies to any kind of digital 15 data.
wa\emensisiyg t o one enbodi nent of the present i nuMENEPWOB/H013109

sone signing party in a sygemsigns a key and

thereby assigns a certain anmount of trust to t hat

gnhed ublic key f t t t hat .
respg¢t§4$ewhg§ykw 51V tp%aq%qt%g héﬁ o p eqn H)MQEHHS Q{"g signature 612,

|dent{|jf‘e§ tﬂig%mh@? Wity 04 aﬁicg&tﬁﬂwsotﬂétrbés&écﬂ ;:pdbﬂelldeﬁj 602Y -The client

{&s one exanpl e expl ai ni
205 esbsibwrerin RIG. tthés asssread tontrestt amﬂorrlmgw thengubhe ey 602 or

oo Qe REB, e 2P0, 7 e S SR B ghRRS 12 sig

the gl]él nSP[JHﬁ;t REF 60T ABESIdIng BY ddtherRmisodifent asF fhéf present

ance a certificate authority does. The exarrg
invenfiore thiis rsighaturesd t& sssigas atteust informatien &9 thensigned public key 601

or i85 S5 URR R o307 STl Phe TR St A, ance by
this éiRYatibA Protédy 618] ang iatsatruste tﬁéfhafwﬁq:ubﬁqu(eyesm t Dient 205
correspondi ng public key 601 of that first client

can ¢aen aepbhdhe Gignatuiee 630 gad &f Ky vesifisgtion was spcegrsful, it has
estagg%% Hgfe}%t%% (I{fﬁg%zjré:fg HQE{ Rgssurred_ that this digital

€ an er public key, is
provi ded to another client 205, for instance via the

Acodidig BHERBPLARPGREIER, Mot ation SbsaSiatas Wit Mppionature
on a@B?ﬁrf[ﬁjdhe arﬂgy %naégﬁn%lféhbaeo)f Sﬁﬁ@rﬁhg\éﬁ F4BLiain %\Y\ explicit

tante froma public key server or another
trustdhfoemiation tvlazilue ahd/os gigning pandy tmst identifieatiorevalue 4o the,signature

not know this public key 601 or the
O”hE’JPPB%?}EYﬁoRLﬂ’g'C éﬁsPﬁnt 203. Consequently, client 205

requires sone trust on that public key in order to
establish whether or_not the signature 610 can

Thistsimstecexarmple shearpnd |G esprpgiso X’f@né%&%amatn Qf even a tree
o 4 Vs 04 REne e Ui el e st v

chalgotdglt'/r%st Keyel Gk isdiustemteddin FI@d?uﬁlnglaHhe AIG. 6, FIG. 7 shows the
. 5 55515 PCT/ EP2003/,013109 K 16 re ctive ub
clienie 0803001 20hat Nallg toRUOKY <&k B9BEBBE, a5 HEITHR e steps of

ass@hlﬂg%é‘r it data 696 ré\hbf\}e? IF@Qhé'd amaafhﬂbéih tp@BFib key 601

e respective pub . The c ien
in step $M6WN Thesél @eps a@ mmn:ablt@d erwre%nwdmg IStRIRS ﬂfheF|G 6.

BBl A ind %Mo sk .8 SUIGTYFP T0q e oo

sngnblﬁjré ®n &B%Jdlé%b?@OﬂUbTh‘e Kéﬂfyﬁr@%anﬂcépﬂ@ digitaladzaa @, fefient 205,
enbodi nent of the present 10 invention, this si gnature

eitheridoessrotdmow ot frust therfeurthaliph7@b of Rasdyaeeess s the signature
710 l&ﬂhe B&bhc key 601. Instead, the second party 204 has issued a signature on

that signed public key 710. This signature 711 is then obtained by the client 205
and verified using the known and trusted public key 602. If this verification 712 was
successful, the client 205 establishes a trust value for both, the public key 601 and
702. Client 205 may then verify the signed digital data D using the trusted public
key 601. Another embodiment is shown by the example given in FIG. 8, which
corresponds to the example of FIG. 7 with the following differences. The second
client 204 issues a signature 810 on the public key 702 of the fourth client 701.
Client 205 can therefore in step 811 verify this signature 810 and thereby establish a
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for client 205. Consequently, client 205 establishes

this trust level, for instance by this verification
wer@sess319613, and al so trusts thereafter publieckes2003/013109

601. Cient 205 can then vgrify the signature 610 and

if this verification was successful, it has

established the integrity of the d|g|tal dat a_D 5 .
trusiaee dhelipwllie 5evaﬁ%ev@@hm|nm trugiesl pyRlis: keyh B¢ rré\e ¢lignt 205

can ﬁr‘@?%bﬂiﬁ%n‘ﬁ' t}ﬁ SéIQH?ﬁJ% el10°§n&”?PfH’ServeﬁH@$tlo?\ f%eé’uccessful

e acconpli achi ng or assocl atl ng
clierex203 mmerterstm:thsheé cartmi;h om thalpuubharkdy(ﬁomum tcgsmrm digital.
trust identification value to the signature or the
daar@spect ive public key itself. 20 This sinple exanple
shown in FIG 6 can also be extended to a chain or
even a tree of assigned trust values to a specific
Fromltgaeabowe exahplesgiveprinfdGsl. € tof 8.t theglascribed legsxidiments of the
no trust e is illu ed E
presgiivePtion nidhcaleg be-poiBiheuliy oBfh ofigh i \witb dhe Eipppoiments
desé’rﬁb”ed iASeYBid wits thd RerRainfidiars. GhoukPm paticual beaf@ted that a
he steps of 25 assigning the digital data 610 and

pubb@key or agignatucg giayLe a@nsdw mgre Hearpems party @pddbus the chain
of trgg‘, ﬁt@ﬁbﬁi éﬁ %s-gilfrie% l%t @Iﬁ: k&?ﬁoéﬁgégé@ 5‘% %gr%e of trust values,

whefrét@y mrall lehdwn pluBlic lZeysaof muswn si;jmmglbaﬁtm damsbé Baue«ti back for
i gnature _on the publ | 1. The Xgrlfy

a sssaaweoqn 2 Inffigjiv un‘tgstad cpu 'P. . 2dpsa ipphsprg,@eplication
rumﬂﬁ o'y lé?ft dte(/lb%toﬁé‘ﬁﬁfét%a’éfr@;ltgl ?ié‘thgoolge |re§ cél@am jf;lven level

ess he signat he pu
of trlestrvaachaw e based mth tharnymbedofheteps deading éo al Igwmmp@bhc key in

o e G A R e T A ok .7 e
verifyiif) {(5 A9)\208 Hhst dstabirtheauBbt 6nk eikABEN dafrtyt 703 leads to the known

verification 712 was successful, the client 205

partys2Qh| Theesfoee, tthissehaial has vwn stﬁﬁ&hwherﬁéoypgnlm n& epkpwn party

w8 o R 3 Bl AR S 405 208y oo trsen

theréﬁ@td"lﬁfaxﬁﬁmcihmmbér of uakieowin ﬁd/eﬁthnéseéadmg do ghee;vehtually known
whi ch correspogtgs to the exanp] e, of

andvﬁrvsﬂe@ Heemtdy 1204 ndf maredhancie chal ey B%l?adanq Bh@ kigwn and
trus#egﬁr‘éﬁlrg ?) ? %és% ﬁé%p%ﬂdbh %‘éﬂﬂl@nere Wi e Pl YAlBes may be

ent can t fore in st ep
coniiided & 'afsynglblfmat nmwam 8nd thadietclmrebmeﬂmram m@thtoaaccept a

2005/05 PCT/ EP20 5.tru
PUbKDBPY @SQ%&? @ay g Ea§ 8'(]3-'\‘7(,{ ey p’Hgtt \?du?)uﬁf ?goﬁpgr embodiment
how&¥@r tHe8lietiti 2ot or’ZQ%spectlve application running on a client device under
the control of client 205 may require only one trust level value in order to accept a
public key as trusted.

The public keys including the signatures thereon might be stored on some public
servers and may also be distributed between the clients as described above in
connection with the remaining embodiments and aspects of the present invention.

According to a further embodiments of the present invention, integrity information of
locally used data is published by, for instance a client 203 to ensure and provide a

global consistency of that data throughout the system. Often users within a system
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can now obtain and verify the signature 710 and if

this verification is successful, «client 205 further
w@sd0akisshes a trust on the public key 601 useerit/OPH0K13109

the digital, data D. 10 Fr t he above exanpl es given

in FIG. 6 to 8, the descrigénd enbodi nents of the

present invention nmay also be conmbined with each other

sharesd legst Rarta of eraleRmiiaia $ot aRd 8erBds ai NPadigARPURR fiatgach user
that Pﬁé?'tlﬂé '31% Lé) 'Fgrg ra%éuré theSRstt) bR tRAddts ‘Qnﬂyorb(ﬁe%s‘ignce of that

or a signature may
datandhecdrhm@nmtmsl suandlglﬂaUdatdwbas rhalbe S|gﬁed rbysa trusted key of

some Genkan TitLoedhAISsal CETRARYE oS SOk Séhtralized
partsg 4o iingte{ﬁ%)ésa eértlheé’t%tﬁhSHZnQ'rﬁ’é‘hbi/véﬁel‘:@%&%és‘irééQﬂ/ most users

a signature on an init un-trust
smceputbknay kety bel d\esxaihle itorrequivesa dlpipd maaim that cambenigugiad by all
ient device or a party using this nethod requires
pamﬁm@LPQQPW§§\mﬂ1level of trustgthat may be basgd on
the nunber of steps leading to a known public key in
this described chain or tree of trusted identities. In
It is theeeforenanlaspeticirihe present inventing that 8 uper %mgrqgéﬁ gyist or set of

conf 2B PR SESAT RO Dot

The Sd&itFicahiens byiquely identifi thendigitabdatay or pastsi themof eauhd associate

There m ght be sone rule to acc t nl lic,
samgovithyfheadst or 3etopt Aaiteh aiRs mis dIRS.boER GRSt above in

conrie%%b'@ﬂ??lé? ?'t@%oal‘ﬁ t{h'téesa?r‘@ %ﬂﬁ{ér% ibe@NA connectlon with

rus_e I de nore t one chal n exi st
the firsidspects ofdhé rmasemtndv@rﬁlm wshash yalya c@npatadycpvarﬁbeedata or

s PSR S 05 5L o, BB P vt o
ldenﬁﬁ(?étﬁingrbf‘@é‘f‘é hf-‘H 1 tHLDéet%Q)f aiigflfépﬂa% aPybberfbdeen c%}‘l‘nnectlon with

fruste ase on inal trust value. In
the Biguteset t@ﬁb&hiamhcanrm\éxsarbqte@ byla eligntdo=zinethef client within the

oy REERpHIAERL B LB 908", 5 BB ngno e

attadHdéb habRV@liuy v somer demllt of aSC@ﬂhea caD bﬁubémtctdgsjher with
as trusted. The public keys i ncl udi ng t he signatures
messﬂ@e%cﬁ@nhbghshms Jwingd regiian RRMpiyNcations g Ages Retween the

cherﬁ%y (@lo%t?e&b Wt ﬁ%}'nhﬁ%ﬁglv@&ttHEQBt EQE rfdvx'/ @ afé the identifications

n~ connection wt I ni ng
compn‘sewlmrrmhmtshsawdtmﬁmmimtlbmttdms c;nmaresad mﬂemﬂmﬁs’t, apg thereby

deteriiiienaiheriih s (ot Ronsaet Poringrvo) sy BEists comerise
the éérg@qgéhﬁfﬁ%ﬁé’ th@%hén’f‘%ﬁ'&‘&emlﬁbd 8HietREBtHO hass whkies match
and provi glo consi stency of that data

and ttherebyhprovetthet bgﬁt eﬁrﬁnt@fageee @8ethe sampidata. shiseasq there is no
match, a user can be alerted respectively.

According to a further embodiment, when sending its list to some third party, a client
can include another list it has received and forward the same to the third party. This
allows that even seldomly used data will sooner or later find a match on some other
client which is more or less steps away in this chain of distributed lists. This
embodiment may be combined with the embodiments described in connection with
FIGS. 6 to 8 establishing a trust level to each list or respectiv?ly the hash value

thereof, whereby either additionally a signature is issued for this list or hash value.
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WD 2005/ 055515 PCT/ EP2003/ 013109 18 5 share at | east

parts of a global data set and there is a need to
wenmsnsssihat each user that uses this data cacEEs008013109

the integrity of that data agd/or the existence of

that data. In conmmon systens, such digital data has

to be signed by a trusted key of sone centralized
A"efmﬁtWG')peihe yaghavalug over tagtlist gaties Mayfsvess e signature that is

vené%? ﬁxr | ?é/ﬁnﬁ%ﬁigﬂd B8 arin ‘?ﬁe bggﬁ 8k éy)&r%é it &atkis.

owev esired nost users
10 since it may not be deS|rabIe torequire athird

In Pﬁgr : Pﬁ}% p?q?é'eﬁ%}céﬁ :lgj%ﬁka/ \g@{}g&{bﬁ’%ﬁ(telygl S atl @%nqlient’s name or
ldedt@eﬁt |¢% ttﬂé‘tatﬁ)v%%ﬁéﬂﬁ@rgegcri(?éﬁtﬁicétlé)h§t R € J)Lfbﬁlc key as the

ications for ft ta or parts o
hashed ldata.t Thetefor, tie globaheonsistency of all wbmadseys can be assured to

the Fts: EYench I doaadae P ERalm ShPHH R MUERES Y instance
fron®anBtHEricikbnt! fHaﬂ prE{?é ﬁwaﬂaﬁs &ﬁﬁ hafhes of idatifishreis figned correctly

connection wt . I'n the sane nanner
to itdewar pollic key. ctfrm@bc .kews wrteacht ¢lient areava@mextbedhstﬂhuted and

excf G5 s WEBh 8 o AP LT poCBAS i Becb P e, s
mentigid Abewd,i suree applicatictis of cRénhtsdem in‘ ladattioﬁnassign trust levels
data may be the sets of dégltal data i bed

depepdingcan te sender of aeeepiyed &t ar e hgw rs N$ lst Wasfapwarded by
oth&l (?I{er nid B%]%‘?e BwEs ?%de?\fetd tRs %«%ﬁﬁlﬁ{edcabcﬁfe tﬁé %BH% EdMsiderations
system

cording to one enbo
as indeminettioatwitnEIGs1@ tod8 mgmtb@apahechahddhlsaprlmcedlumanay even be

parlgiithe TebodsBserifd bysneeliot WibIES: Fafar o

comuni cati on nessages between the 25 cI [ ent s Anot her
client having received this |ist can now conpare the
If theteris inuchninterastion hepreer dhe slientstand gt huge set pedata is used, a

iR 8RR OREE 5t B SRl o R gEENcota o

par dfenk daté itietusirly. SAccargimprtosestilt fettere@nbodiment, if given data or
identifications, the client can determ ned whet her t he

parlgtherenil e spageh bYAhe idaRifiagliops & tistanay i coangss Possibly
afte?¥ E&t&A tfrﬂ% g%gﬁg,r ?t%‘hé -soHoC@sIRIt) Y thnt S P%%ﬂcgﬁbﬁ@éﬁ Burther be

a user can respectively. Acco
attabhedrmrassﬂumemnh anigtnors éralirespedtivel hash Nalueonrﬁ' his may be a

hir ar client can inclyde anqther
cregh gl o er giial Beten & S hes oM TTAtgrk: ASCorg to vet
ano%éro"&nﬁwhe?\‘(eﬂf sk dprbserits fflehdiba, Whekes %Qtéeroro"sets of data
l'ater find a match on sonme other 35 client which is
identifications Ineaysas weldeadiatribuited Bnd teansiferred telastrusted:thitd party, for
instlahéetzsa' sgrr\]/'e? or certification authority as shown in FIG. 2, and this third party
may then inform a client if entries in a list do not match the entries of a
corresponding list as received from another client. Similarly, another client may act
in the same manner without being a trusted third party, whereby some sort of trust
level as discussed above may be established. If more than one of such third parties
or clients exists, each may send the information to all remaining parties or all parties
may interact with each other and thereby synchronize all lists to a globally accepted

list.
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w@sdoabsissni ng a trust level to each list or  pPCT/EP2003/013109
respectively the hash val ue 5,4t hereof, whereby either
additionally a signature is 1ssued for this list or
hash val ye. WO 200 /0555 5 PCT/ EP2003/Q13109, 19 5
Accaiding iaifyithesr emb H14,8res¢8E INvRBtion.s3 cligfit capassign itself
to SO RRINPoF i 5&2’%%@2?%#5@? a8 pufcBtiol Rt T Rfgtory, Before 2
clierdrureates. itsl owpdist, itkis| dient triaysreguesteal lisefromnatdeasiserte other client

bl k | ' .
in s ey BhiEREas s Clsl e AtSr, 268 e een dataioothe list, or
resrfﬁ&ﬂvélpethéti@éhtmcbﬁdn Wercde ar?d) nﬂs@ﬁﬁ?}%sﬂﬁ o tﬂ'é‘%ﬂﬁir%li%nts in the

consi stency of all public keys can
systamsqlr cthegroue. BYi doing thisyalh chentsiire atgrﬁap ani eayabllsh up-to-date

0 i ts,.own l,c ke [ n
infol PR B 4, SRR died (oo G BRafiE Groue.  This
embodenent tsebpprovides gale@a@hrcﬂi@ﬁt iy det@rmhihé theneastiehté or non-
key. If public keys for each client are avail able, the

,eXIstﬁ@prqftmgwan sligital datsan geacribed abeye ieganngction with FIGS. 1 to 5.

If thkﬁﬁqigélfda‘f ok e |o°t%{glf|9§tlo§r\ ﬂ{é‘?gof‘"fﬁt retchg%la‘?éﬁ’ 4 &eé‘n@)sfésen group

oned sone a atrons or c

of clnsmts; as &nttdnstanne dissarg withr thet cdsevca‘l publideqessdiengn cblme elistence of
nder of a rece ist. or on how of

datehelah PSIANGERI BybiG kR NP IoEalfubtsra 200 Gatk be estabiished and
prove?C e Shftk oﬁ*?er"@iéhtém@fj lﬁl?l‘?é‘te r Bemﬁ?"fﬁe 7 apgﬁ 'tgﬁ% list of a

as in connection Wth tan
grouthard pan@l@&munmeﬁwmrumt apgwen@rata existeeintibeglobal system. If

S Qnnection th,.Fl.Gs o 8. 20 If. ther
in sPgP R SR rE BOMES dshmblal GiraSid the Soarédete ipe afal cata,
they0ﬁ1a9atrﬁt treiuaétibn éxclgsiveltioMadd anahs@eRrdriized ey ligtr¢fahat group
| 1st over some random or sone chosen data or parts

0f0|6-’rnt$ Fewhiahthpy are masmbeys. According to a still further
enbodi nent, if given data or parts thereof as
speci fi ed bytheldent|f|cat|ons|naI|st rray be

Ao S B9 A, A £ B G Fresen

lnveatlblﬁtcé}%d c@nﬁs@émc h‘@tﬂﬁﬂ‘ whibddiménist withint fitse rse‘@ﬁecm ife present
h value. This k/bea creation tine

mveat'@nt Eurther detnilsaof thaabawe <ﬂ¢~ﬁcapﬁﬂta&nectsm%\sramb@dtments are
n
destifed By e ENoHTREAMED wileh ot Bh BB PRt R W Hisclosure of the
presmt invieatidn.stri buted and transferred to a trusted third
party, for 30 instance a server or certification
authority as shown in FIG 2, and this third party
may then informa client if entries in a list do not
mat ch the entries of a
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corresponding |ist as received from another client.
Simlarly, another client may act 1in the sane manner

wondoBosis1Pei ng a trusted third party, whereby mOmer®»03/613109

of trust |evel as discuss above may be established.
If nore than one of such third parties 35 or clients
exi sts, each may send the information to all remaining

Claifagfties or all parties nmay interact with each other

and thereby synchronize all lists to a globally
accepted list. WO 2005/ 055515 PCT/ EP2003/ 013109 L 20 5
A swstbod foriranaging dighel eatsogaidemethod eonappisiag dhe steps ot

invention, a client can assign itself to sone group

of cli g [ t a Hheéttotﬂed ital dat
system %%%89%%861&'9&?[ \é{b ggggtdegléli EPéHefWel lgla aa
client \Mmrebyqﬂ:da&stawblmedéﬁrmd setslcéahgltahd@taneb(st and said first

client p.of cl nts The .cl.i ent Y. t

STt Pradpingd s3 ot sitel del san PSR IangR i the other
identif I BYéfed tefc® t he

ot her C;?r?é%f}lrgéq %&?r?g%%g as%gget‘éef?nwgﬁbﬂ n the g?oup By

doing this, all clients in a group can establis

up- t o- cneputingr arfirat leah hasbalug PvERSaMENOF aasofatbeefbaltal data

on and he T t b

orour A Bt e eHne Bt SonBHo gl Wbl g te prt e
non- exassbeited aithaaid fireth pledéfimdd skett a as descri bed

above in connection with FIGS. 1 to 5. |If the digital

Lo ¢ he CBREINGA seROTGIear heph SALe, ot spsre Phal ohfi Hfal data
8an Wi tahot/?@o@éis?dé?ﬁlﬁ@é’(hiriscof(%ﬁ]e gval dfhﬂ?leedigﬂapﬁéta that are

data, for 1nstance of a public key, in th g
syst em 2&80cizded withes sedsndspredefiner sgi @vasid aSlﬁ?é (517 @redefmed
cIients ot in that group may therefore request the
list ofS¥> group and can deternine whether or not a
gi ven data exists in the global system If in such a

syst emif Rigrd tid tve predicfinpd et exibi, fnteactxieshaihingtset of said at
aggregate the digital data, 20 they may limt their

act i on legst we Riedefined 8RSy and synchroni ze the |ist of

that group of clients to which they are nenbers. Any

i nati :
conmpl nat 1 ong, é?ﬁgﬁﬁ]ﬁl'i‘gp@% Y&y 81bAth S PAGE DvBPSome or all of the

enbodi nent s ent ‘1 nvention are consi dered
further enmbatigitandstavandion cwmr sieop&caitorIShef pogyemr all of the

aspect o and Sedaeteesoamecull e ra e Brafie

clains, which forman explicit part of the disclosure
of the cahpa@iy al roeMashnvalud) \AsEeb)5hs Iinderlying hash algorithm
PCT/ EP2003/ 013109
has as an input at least said leaf hash values that are respectively
computed for each of said at least two predefined sets of digital data,

whereby said step of computing a root hash value comprises a step of:

computing a first non-leaf hash value over at least said first and

said second leaf hash value;

said method further comprising steps for determining the consistency

of given digital data with said root hash value comprising:
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2.

21 5 Cains: 1. A nethod for managi ng digital data,
said nethod conprising the steps of: associating

wolk@shsisiglata with a first predefined set of d@i/ted003/013109

data, whereby at |east twoopredefined sets of digital
data exist and said first predefined set of digital

data can be distinguished from.t ot her .10 predefjne .
sets of sai ddentifyig s&"etﬁé ?J{@@gﬁbﬁ%’@ El?(té,s Q%Hﬁ'@f‘?%&"tg‘ given
first |eaf htﬁ@i 4e over sone or all of the digital

data and/or over identifications of sone or all of

the digital data that are associated with said first
predef i ned getqbtaininsusaidgoet Rastoralug¢.eaf hash val ue

over sone or all of the digital data 15 and/or over

L A I P P SR St o v

that are ad§0 second “prede

sai d at | easyad wemputstecongslisirges step 6f: nore than two
predefined sets exist, for each remaining set of said

at |least two predefined, sets: 20 conputin
respectively apl éﬁfcmﬁ'%ﬁ\?eleéegﬁsﬁﬁ@eogv% sorge ol of the

digital data and/ @i QVeLiai 6Dt bleRidettficRliorO8E sBe or all of
all of the digita ata associated wth a remainin

predefined set; dhepdigitay data cassohiaded mﬂtmesaidxﬁdeetﬂf?ed set of

t he underlying hash, gl gqrithm. h as_an input. at .
| east said | eaf @Q'F?q\%qae%oqmﬂﬂg %ﬁ?es%%&&‘?ﬁ‘@'gay“hﬁne as in
conput ed for eachyfd stddd oflcohfprbihgt AGirstr &a@fd sesbreetedf hash
of digital data, whereby said step of conputing a root

hash val ue conpridée;a step of: conputing a first
non-1 eaf hash value over at |least said first and said

d | eaf Y1 t ! | 5
second | ea e@ﬁﬁgtx@g‘é‘stﬁﬁéﬂ' JailBt Bgt EHidt Eégatb‘t‘ééi%’&e 4 values

steps for d e consistency 3
di gi tal dat aapplyings el semé barmputieg uecheongr asiingsaOstep of
2005/ 055515 PCT/ EQPZOO?,/O 31%2@22 5 identifying the

set of di gi tEAMBEENY 8RRt HASh @RI ated with gi ven
di gi tal data;

comparing said re-obtained root hash values with said in the

previous step computed hash value;

determining the consistency of said given digital data with said
root hash value based upon said comparing step, whereby
consistency is determined if said comparing step results in

equal hash values.

The method according to claim 1, wherein at least one of the following

identifications is assigned to or obtained from each of said digital data:
a number associated with the digital data,
a unique identification of the digital data,
a predefined part of a unique identification of the digital data,

a predetermined number of bits extracted from predetermined bit

positions of a digital identification associated with the digital data,



re-obtaining said root hash val ue; re-obtaining the
hash val ues over which said root hash val ue was

W@ oupotsats conprising a step of: 10 re-conput i RQ/E¥F03/013109
| eaf hash val ue over sone okgzall of the digital data
and/or over identifications of some or all of the
digital data associated with said identified set of -

5 di gi t al @ fsedeliss %W&ﬁt%“% AssodiBigduita PrearapEsedsin the digital

said st of conputing a first and a second | eaf hash
15 val ue; ¢tonputing a hash val ue over said re-obtained
hash val ues applying the sane conputing schene as in
sai d stapingf staoympliherdigital deéa; hash val ue; conpari ng
said re-obtained root hash values with said in the 20

previ ous,step_co Mal ue. determ ning the
consi st%ﬁ&ﬁaﬁf%eggﬁhgwgﬁégf%ﬁ Q?tadat a wth said root
hash val ue based upon said conparing step, whereby
consi st gncidehfifistetspavigigdcidatedifdr deisppurpoge sarep added to said
results in equal hash values. 25 2. The net hod
10 accor di AigitabdaPaaid 1, wherein at |east one of the

following identifications is assigned to or obtained
from eaghah aidlorhidead ortAheabovelidintianshat ed
with the t?lglta data, a unique i1dentification of the
digital data, a predefined part of a unique o o

3. i dbatmethodtacsording thelaiing? twinergin said3den of esgeeiating digital data

n r of hit. nor i ' .
RSl phed b1 B LA BEESHRThABeld it jcast one
t engifieaticy]. data, WO 2005/ 055515 PCT/ EP2003/ 013109 23

5 a predefined search string associated with or

conprised in the digital _data, a tine stanp of the
15 4. dﬂ-ﬁptrﬁ?thegtaéicogﬁ%%cvﬁ'ﬂ@eorg’;’ Whgrelhol e digital data;
said at least two predefined sets are identified and/or distinguished by said

identifications; and

said step of identifying the set of digital data that is associated with given

digital data comprising:

20 determining the at least one identification of said given digital data, and
whereby said identifying is accomplished using said at least one

determined identification.

5. The method according to any one of claims 2 to 4, wherein said step of
computing a first leaf hash value, said step of computing a second leaf hash
25 value and/or said step of computing respectively a leaf hash value for each

remaining predefined set if more than two predefined sets exist comprising:

obtaining the at least one identification for some or all of the digital

data associated with said predefined set, and

computing a hash value over said in the previous step obtained

30 identifications; and wherein



10

15

20

25

30

an identifier especially created for this purpose and
added to said 10 digital data; and a hash val ue of at

wo emshssne of the above identifications. 3. Thecmetdoe13109

according to claim2, wherepp said step of associating
digital data to a first predefined set of digital
data is acconplished using said at |east

i SRidtStep @AtrewompLEing, th?HeahB@%da&@cB}roﬁaﬂ‘g entified; sat of digital

0 said at |least two predefined sets are
i(ﬁoaet%t %{oﬁa id/ or di stinguished by said

identifications; and said step of identifying the set
of di gi ﬁead)btdinimg tHeast iessheseddentifidativn forysarea ordiligef thie digital
data conprisin

h |
dont | eaaassRoBicoul SULAN G £ Bt o an

whereby said identifying is acconplished using said at

| east opsmpdfiea 'ﬁb@ﬁ@al@é\ﬁér@a‘idifé Bbtairfed iHeeatifigitiond.
accordi ng Po any one of clains to 4, wherein said

step of conputing a first |eaf hash val u ai d st @
ofh @dnpthqdqgcgprémgotm anaapnﬁaéfhclams\/%utea aWReEIn A step of

eé@ﬁp%%%%@‘%?e i ne %‘H 5?96 %fcopﬁgﬁnp\% WY leaf hash

pvaidefarZor saldsstepica‘tcomangs respectioblyaa néafghadie value for each
| east, one identification for sone or .all, of the e
dregnaining recIgaec 56l (LTOe AT M PEF 'eaéﬁre}?eaﬂ%?qmmng-
conmputi ng a hash val ue over said in the previous step

obt ai neghr fnkdenehEh Ccﬁgitélnéataa%s&‘élafe@ Wlt‘ﬂDsald predefined set
2005/ 055515 PCT/EP2003/ 13109 24 5 said step

of
r e- conpeempyting eespegtivelsnhash yalueoef the at |e@§hpnqa||@@ntlﬂcatlon
set of dlé‘]lta| data conprising: re-obtaining the at

| east ofe%i dentification for some or all of the

digital data associated with said identified set, and
conput i egmputiag ha Vadshe valuer ovei datr eeambt saideth the previous step

identifications hod according to any one

of cl ai faMpuiey bﬁ‘s]f\/\)ﬁg‘l‘%? @@a‘f"ée'?ﬂ%p of conputing a

first |l eaf hash value, said step of conputing a second

| 626 &8 1of re-computing the leaf hash value for said identified set of digital

data comprising:

obtaining the at least one identification for some or each of the digital

data associated with said identified set,

computing respectively for each in the previous step obtained

identification a hash value, and

computing a hash value over at least said in the previous step

computed hash values.

The method according to any one of claims 1 to 4, wherein said method further

comprising:

for each of said at least two sets of digital data computing respectively
a hash value, comprising computing of each of the digital data
associated with said set respectively a hash value; and wherein
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val ue and/ or said step of conputing respectively a
| eaf hash value for each remaining predefined set if

worros/osdzen two predefined sets exi st conpri si NECT/EE003/013109

sone or each digital data associated with said
predefined set 15 conputing respectively a hash val ue
of the at | east one identification, and .conputi a .
hSAi0 R O RAPPENG @aﬁ'is‘tt éﬁ?fgl RN ¢ YRlugy %‘%’ﬁo%ps f;gomputmg a

CRYhE %Qﬁ%h‘%‘h{@éhd/@ﬁ daidh§E s ioh coRiptiting edspiictively a leaf hash
uting the le f i de

re-conp af hash value for said ntifired

setalud foii gactalrem2iningtpredefined sehdf: moe dhan dyot peedgfined sets
| east, one jdentification for some or each of the

di Y AOMRIHNG associ ated with said identified set,
computing respectively for each in the previous step

obt ai ne@mpipiat bf hashi edlue bash avaleust said i25the previous step
conmputing a hash val ue over at |east said in_the,

previ owomepuied bash melidesh 5 nthgarasrective s¢fe ofefigityd data; and
accordi%r%ﬁ] any one of clains 1 to 4, wherein said

nmet hod Tu er conprising: for each of said at |east

two sets of digital data conmputing respectivel 30 a

hasdid stdpiof resoomputing the tegiutashgvalbie dercsaidfidentiied set of digital
digital dafa associated with said set respectively a
had&HaFRMRISIhd wher ei n WO 2005/ 055515

PCT/ EP2003/ 013109 25 5 said step of conputing a first

| eaf hagheompitthg sedpbcively af hasivalienef @achesbltitk Idigifal data
hash val ue and/or said st e‘ﬁe of conputing respectively
a | eaf ansowiatechwith spist ideatitied sahiadng predefi ned set

if nore than two predefined sets exist conprising:

ot Sl B A 891 g e v

respective set of digital data; and wherein said step
oThe enethap zctoglinghto Claih 7hadtereil said fstap ehtemputing respectively

! g %rgshf\}a?ge 7'F'c‘)srt ee?rfh g% géiﬁaalt Ieggltt ﬁvocgggréfsdiaﬁél data is comprised in
said steps of computing a first leaf hash value and/or said step of computing a
leaf second hash value and/or said step of computing respectively a leaf hash

value for each remaining predefined set if more than two predefined sets exist.

The method according to any one of claims 1 to 8, wherein at least four
predefined sets of digital data exist that can be distinguished from one another,

said method further comprising:

computing a third leaf hash value over some or all of the digital data
and/or over identifications of some or all of the digital data associated

with a third predefined set of said at least four predefined sets;

computing a fourth leaf hash value over some or all of the digital data
and/or over identifications of some or all of the digital data associated
with a fourth predefined set of said at least four predefined sets; and

wherein

said step of computing a root hash value further comprising:
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re-conputing respectively a hash value of each of the
digital data 15 associated with said identified set,

wamsosssput i ng a hash val ue of said respecti vebyr/EP2003/013109

10.

11.

12.

re-conputed hash values. 855 The nethod according to
claim7, wherein said step o ? computing respectively
a hash vaI ue, for each of sai st t wo

t le
di gi t alCoRWINgdsa &&FBRT - Iie#JI hggﬁl ya eeBgeran Eﬂ%@@f%awlrd and
firstg f t
o 20 T LT EME IS A8 & ep ol "

computing respectively a |eaf hash value for eac

r enai nlomgnmutm@ea rtlmmbl nestleaff haﬁ:h @alueawer @b lensd seid ﬂéﬂ and said
sets exi st god ac |ng to any one of

cl ai s SPCPBdé;omvﬁ‘r’é?%Pﬂn gafléa‘f lé%r predefined sets

of digital data exist that can be distinguished from

OT%e #RethBETaccosdihg toedibied of witidrein saidpeorapuigd léaf hash values,
conmputing a third | eaf hash val ue over some or

t -t .haah valies anghigob hagh ¥aluedeprasent attrea@"eﬁw% mberem

or all of the digital data associated wth a third

predefingd fl? {d §€écg}oatsa|| aﬁél' rsal] ¢Slatn nag t§a€§’r§value are

comput i ng a ue over sone or al
t he di mswknaﬂed wnthambldaﬂnmdaymof@erﬁhree structome, of sorre
or all of the digital data associated 30 with a

fourth efine e r :
sets: I8 TiHeRE SoChparaib OBl RNt 1B ER with o
val ue faudongr ayémrsam free sOcRPE5/ 055515

PCT/ EP2003/ 013109 26 5 conputing a second non- Ieaf

hash val ue over at least said third 62 % H
conput e2aif daird mpsHeghhash Vane Bofiad gd a("'ﬁh?r Ir Iayer of said

non-| e ver at least said first and said
secondat]:':ﬂ%%pgﬁpc%?ériﬁ eaf hash value. 10. The net hod

according to claim9, wherein said conputed | eaf hash
val ues, said Oravdnhastafvalises tis vassociatethdvittha thls leyeal dfesaid tree
represqu a tree structure, wherein: said first, said
second, SE% '™ hird and said fourth | eaf hash value are
associated with a bottom | ayer of said tree structure;

sai d fiwhbreimdsaidi @ps &e@ndisnthie- |h€gﬁeshaayerv@lf usaidrieee structure
associ ated with a second |layer of said tr
st r uct ug@mprising only a single non-leaf hash vaiue, "Which is said root hash

value.

The method according to claim 10, wherein further predefined sets of digital
data exist, each associated with a further leaf hash values computed in the

same manner as said first to fourth leaf hash value, and/or

further layers of said tree structure exist, each layer being associated with
further non-leaf hash values computed over some or all of the non-leaf hash

values of a respectively lower layer in said tree structure.

The method according to claim 10 or 11, wherein said step of re-obtaining the
hash values over which said root hash value was computed further comprising:
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15 said third non-|eaf hash value is associated with a
third layer of said tree structure; and said root

wdhamboyalsle i s associated with a top |ayer of m@i/gprioR®3109

13.

14.

structure; wherein said top,lbayer is the highest |ayer
of said tree structure 20 Conprising only a single
non-| eaf hash value, which is said root hash val

11, Therermmbdtlraag:@@@fdnﬁ@—@af hashi valugin ieesasondrlayen;said tree
pr edef '{f@gct%%t Ehé)[f‘[vg tegiabgele’ﬁ'a% vaaes com;t)rlso‘ngP the re-

associ d eaf hash val ues co
the Sa(tﬁ?nﬁﬁt@ﬂaéafasasm\valué of s@duderﬁtdmdt@tloédigﬂahdhta and
val ue, and/or 25 further layers of said tree structure

on- 1 calor ash of i1, B3 1551k EP Sobidres S Sy, rerpemputing

non- | ead, dasihn-peak Uﬁ‘ésh"fvamé SRBEGTAY domp@ear olvéy &ashn values
said tree structure. . The nmethod according to claim

10 or 1dqmmhsng|a1nela1leafsha§b \#Hlue ghaihvas re-aemphited inalbi step or
val ues over which ald root hash val ue was conputed

furt hersadgr%?Y'QPﬁé ®M\D 2005/ 055515 PCT/ EP2003/ 013109

27 5 re-conputing each non-|leaf hash value in the

SERE Methal &iccofdifgitdl claimel2 Swmeletmsadtshap ofias-obtaipimgetie hash
over hash val ues conprising the re- a&qrﬂql eaf hash
vealues eveswhieh said regt; f@&hs\@tluq)wa&cgmw erLonRIRING:

each of the third to the top layer of said tree

t tu f -
struc n%'?tvécgﬁ%\cfﬂp% ﬁ%@ar&gmé@ﬁvbﬁj@ rétﬁﬁﬂédV?ﬁ d8idt @b of re

was co 10 conprising a
non- | eaompsating alach ndraleaidiesheaturmuthel seaondilayestaipsaid tree

cl ai m 15 da HaboatByie BT () RERES kdRpkEno the e

val ues ecyrﬁbuvéa leBf Badrlvalnelof Rarhideatifi setsofaigitlideth; and
further conprising: providing all remaining Ieaf hash

value required in said step of _re 15 cor%utjn

non- | eaPrayiing 2| remaining Iﬁ'@”s'ééf)h%sh ¥glue rgpuked ip fs"F‘ estep of re-
Structupgy bpﬂﬁg "@a%hcﬁm}ga?gweﬁea?alﬂésf r\é%bHeéf he third to the top

conprisrng the“re-" conpute val ue of said
i dent i f laydr sEsaidftrad sfractiredat a; and providing all
remai ni ng non-1| eaf hash value required in said step of

r?‘he method according to any one of claims 10 to 13, wherein said step of

computing the root hash value further comprising:

dividing said predefined sets into a plurality of groups of predefined

sets;

computing for each of said groups of predefined sets a non-leaf hash
value over the computed leaf hash values of the predefined sets in

said group;

for each of the third to the top layer of said tree structure dividing the
non-leaf hash values of the next lower layer into at least two groups
and computing a non-leaf hash value over the non-leaf hash values of

each group.
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computi ng each non-1leaf hash value for each of the
third to the top 20 | ayer of said tree structure. 14.

wd b@sostsiod according to any one of clains 10 gE/d$003/013109

15.

16.

17.

18.

wherein said step of conpujgng the root hash val ue
further conprising: dividing said predefined sets into
defined _sets;

| it f f. 5 .
Sepaneingat ecasding B ol G NSO 1 sadh (G Leplssad tree
\'}Qllrh'cltt‘?t"éf §é\@ﬁ§ed}égbé@_s‘é‘t’§%nﬂm SHATMBrERdf 8Rishhedilies of the next

alues of t p efined sets in said groug; for each
dbwehelaybr rid1t are hdivideg inig egrosipss af dat piedetinediciymber By of

dividing, the non-Je ash | ues of the next | ower
|R{GEETin aetg.toqrpz;g{eafhgg‘gyglgég. 30 and conputing a

non-| eaf hash val ue over the non-| eaf hash val ues of

CRSS niEtRGP acK¥rd 85515, IAREFEROPAEMES109 28 5 15.

The nmethod according to claim 14, wherein for each

layer L of said tree structure said. predefined.sets .
LaRieoningss whathertbarolRHIRET SE e HeTIR sk o diger multiple
| ayef - ' 'g(%cbi.nto groups of a predefined

nﬁrﬁ‘%cri bé%dég?%dg‘lr%e inéd sets or non-leaf hash val ues.

16. The nethod according to claim15, further

cibspid titaluniberdistret mintegestnatltiple ofds cesing il derst ase group

e ook P o g g os
| NoBB.HON cbhiphigirf atBdastrrrd idaaticH! predefinednsetgr oup

conprising respectively less than B, predefined sets,
or creating at least two groups hoth [

atl ! . CogprgrsLH.g[ at ¢ L
| determisnieg fefeprdit oF spidesraqNiele sl topaye & PRIAjMRP FisHcture
e@ﬁg’ﬁéfr tﬁ@'t&amﬁﬁﬁgr Bf’ Réﬁ-‘lé’afttfa%hl Gés 8; theAhéki 16W8r layer L1 is
st'ructu et her

re L e total nunper of non-I|eaf hasSh
vah irtegef multipler ek said predefiredenurhbér Bs argh i nt eger
mul ti ple of said predefined nunber BL; and if said

total nupber is not ap _integer i Dl f :
pitrgid RPEF’E 'Bﬂ'ég%rf 'S HQP a:nom% M m.ﬂ’h%é)coﬁeg't ip%f orfping, gog of the
ORIy P conprising respectively less than BL non-

creating at least one group comprising respectively less than BL non-

leaf hash values of the next lower layer L-1,

creating at least two groups both comprising at least one identical non-

leaf hash values of the next lower layer L-1, or

creating at least one group comprising at least one hash value of a
lower layer L-N, wherein N>1 and L>2.

The method according to any one of claims 1 to 16, wherein each digital data

is associated with one of said plurality of predefined sets.

The method according to claims 17, wherein different sorts digital data are
associated with different predefined sets, wherein said different sorts of digital
data.
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| eaf hash val ues of the next |ower |ayer L-1, creating
at least two groups both conprising at |east one

wo gesbsssad non- | eaf hash val ues of the next |myweEP2003/013109

19.

20.

21.

22.

layer L-1, or creating at |egst one group conprising
at | east one hash value of a 25 |ower |ayer L-N,

L bk 5 B TG4 Bt con o
ST R Plna s shaby i s

different sorts digital data are associated with
diThéenethograuterdingdtes elaim Widerwhereimiit said fgiyemtdigital data is

sorts .of digjtal O dat a. 0555

s ansesaninatoee 1t BrtopReBRE SRl o il daje, said step of
aaété?ﬁﬁmﬁg thé %bﬁ§|st7en’c? ofGaid\gweRidigithl diatnlvitaiaid RN Nash value
assocl at e nore than one of said predefined sets
ofonipgiseal data 20. The nethod according to claim 19,
wherein if said given digital data is associated with

nore th S

tep of CLRIPETERHRCPR rslngh lelbrALiiet Setstahd

digital data with said root hash value 10 conpri ses:

i dent i f yé-cgmpesipgca ileal hasinrfer ehan afnsaigrredes ithard one identified
sets; and re-conputing a | eaf hash for each of said

nore th&Ane identified sets. 21. The method

according to any one of clainms 1 to 20, wherein said

N ﬁﬂthod%cﬁ@ﬁfh%%@ﬁl 8h€ sTodlamised fove0, eereini sd non-leaf
groups of |eaf ha val ues and/or non-1eaf hash

vhiagbsvalugs aregomauied oxet exalustyet oroxRy fneabhagh yafes and/or
Q%% %éya%\g}i{,g'ggsthe total nunber of predefined sets
|

s an integer power E of an integer B.
23 The net hod according to claim22, wherein for each

Ofl'l't%a:inétl'fbdaaeclﬁ‘ﬂlrtge’cb amy sne 20 cdaaimsaf tha8hwheraie the total number
d f t h hash
TR s 5SRO HRB el ER bl

into E+1 nmutual |y excl usi ve groups of B predefined

23. S8the method according to claim 22, wherein for each of said S predefined sets

a leaf hash value is computed, and
said step of computing the root hash value comprising:

(a) dividing said S predefined sets into E+1 mutually exclusive groups

of B predefined sets;

(b) for each of said E+1 groups computing a non-leaf hash value over
the computed leaf hash values of the B predefined sets of said

group,

(c) dividing said in the previous step computed non-leaf hash values

into exclusive groups of B non-leaf hash values;

(d) computing for each of said exclusive groups in the previous step a
non-leaf hash value over the B non-leaf hash values of said group;
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(b) for each of said E+1 groups conputing a non-| eaf
hash val ue over 25 the conputed | eaf hash val ues of

wo bwsBssiedef i ned sets of said group; (c) di vici/peRoos 013109

24.

25.

26.

27.

28.

20.

said in the previous step cgpgputed non-leaf hash
val ues into exclusive groups of B non-Ileaf hash

val ues; (d) co ut d | _
G oups. () TERRAES SISl St &) G003 SInglr MHLAR hsfs value is
over the I roup; WO
2005/ 0555?8%%%%%3@%%?Jg%g%ghsg'%g)g' ?epggt i ng

steps (c) and (d) until a single non-leaf hash value

i Ehe cuethot eatcowmting o ickaiga? or &6 wherainveaiddntegar Brigean integer
met hod f’ﬂ%COI‘dI ng to claim22 or 23, wherein said

|WP‘@ '8 is an integer power of 2. 25. The nethod

accordl ng to any one of clains 1 to 24, wherein said

gTNE Mnéthedtatdcordifg debayiohedofstiaintsitl ¢d 249 veherblnemld |gn/em digital
server-client s%/st em conpri si n% | east one

aetadis flisiributad fon dientdinta seed ut%%ﬁsést%m %‘HH’B{R'F%“ least one
t%v%??ﬁd?@ﬂrd?}h&eaef% each predefined set of

e s eps of conputing the non-Ieaf
hash val ues and said step of conputing the root hash
vsdidestepe op cofmputing thy leafibshevalees farseach presiefined set of digital

R oy Stheso Bt MR ginB e, MorpBef JHRNG Vel S tep of

den%%htm? el rcsmtﬁyeﬁ viallie a@rpr@mmfeoswgandchmérr buti ng
said root hash to a plurality of clients of sald

server-client system 20 26. The ”E‘tad(ﬁd accg ng . .
csaidsteps fandetarminiag @W%p@BSI&eWserS Givey igital Fatgpwith said

hPoscH hta%ha\z??uéliégé he%f%'gﬁde Foy EQ clfeﬁt .performed by said

server ing t'o claim25 or 26,
wherein said root hash value is distributed anong
saaid méthoal furtheotombprisings by sendi ng sai d root hash
value by a first client to a second client, whereby

o R a1 BB S R PyFRT Y S g Byertnt

sai d pl gygtbht.y of clients.

The method according to claim 25, wherein said step of distributing said root

hash to a plurality of clients is performed by said server.

The method according to claim 25 or 26, wherein said root hash value is
distributed among said plurality of clients by sending said root hash value by a
first client to a second client, whereby said first client had previously received
sad root hash value from said server and/or from one or more of said plurality

of clients.

The method according to any one of claims 25 to 27, wherein said distributed

root hash value is associated with time-stamp or validity information.

The method according to claim 28, wherein said root hash value is replaced,
updated and/or requested from said server by a client based on said time-

stamp or validity information.
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28. The nethod according to any one of clains 25 to
27, wherein said distributed root hash value is

wEas®meosaied with tine-stanp or validity i nfornedi/ore003/013109

30.

29. The nethod according togqlaim28, wherein said
root hash value is replaced, 30 updated and/or

UL B 08 P e BB et o o
P@(/lgg m%&@éﬂ-%nt%s@ﬁ%ald\lmmwé vdéggiﬂgbdaﬁi BRshtavice to

onprising instructions for controlling a client
dpelrfommrtme ateperafer - cli ent system said instructions
causing said client device to performthe steps of:

recei vi E&ei\éégg%i@g?{}loa\éﬁhvgluesaéagd 88t RS V¥I%Euﬁei:ﬁ§: errgmputed

conput e e nmet hod i n any one of

1 to 29acddidiir) @ thiemeitotihe anymiesctfejlmmsrf t2®en
digital data wth said root hash value conpri sing:

identifying a set of di |taI ta th 50|at

wth gi deterrrmagttaeqms tern & ey Giakeb oS G Gk root hash
over Wwhighe St,% hash val ue was 15 conput ed,

conpri si ng: est ‘ng sone or all of the digital data

and/ or |dent|f|cat|ons of sone or all of the digital. )
data associ aideutifying ra sat @fi digitali datedthast isoassgicigted | with given
data froma BryveL f said client-server system 20
computing a la'gétla ﬂ% val ue over said requested sone

or all of the digital data and/or identifications of

sone or all obfaitihg tHe gidshl valiaésovsiswhicht said woothhasdi dalue was
identified set of digital data, determ ning the

remai ni ng | e SPMPHEEh SRMIEISINGash val ues 25 that are
required to conpute said root hash value, requesting

sai d remaining |ead Lﬁés%nﬁo%bh@f ohagin ¥Rl wes diditabdata and/or

sai d server; conputlng a hash val ue over sai d obtai ned

hash val ues identifications of some or all of the digital data associated
with said identified set of digital data from a server of said

client-server system,

computing a leaf hash value over said requested some or
all of the digital data and/or identifications of some or all
of the digital data associated with said identified set of

digital data,

determining the remaining leaf and non-leaf hash values
that are required to compute said root hash value,

requesting said remaining leaf and non-leaf hash values

from said server;

computing a hash value over said obtained hash values
applying the same computing scheme as in said step of

computing a root hash value;

comparing said received root hash values with said in the

previous step computed hash value;
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appl yi ng the same conputing schene as in said step of
30 conputing a root hash val ue; conparing said

WO etk r oot hash values with said in the prEviE®063/013109

31.

step conputed hash val ue; W3,2005/ 055515
PCT/ EP2003/ 013109 32 5 determ ning the consistency of

said given digital .data with said .received r.oot hash . .
val ue based SEAMEUNGY Q%Iqﬁg§|§ﬁed1cgtcgps,al mgpeglgﬁal d5t3 With said

consi stency | erdotnAdsh fvaigs £l apbAJsaitieBomparing step,
results in ege%gﬁ@ﬁasﬁs values. 31. A c.on'gut er-r eadagl e 9 P
medi um conprwherabyi snsistancynds fdategoinedoifl Bal§ gomparing step

server in 10 a,server-client system said
i nstructi onsrﬁﬂ§i'%ﬁq§§|ﬁﬁa§‘qu}B Sto performthe
foll owi ng steps according to the nethod in any one of

chaigiputet-PedPibl@ asatiinat dorapkiog iraltrudtons fartdonaroflingsd server in
predefined set of digital data, whereby gt |east two
pacsRIveeliencsystem, grifl ingtruglipns SausindafiaidsseTyer it rerform the

PR SthehHocShufig B iy K ing bl 202

two predefined sets; conputing a first |eaf hash val ue
over sogssagiating diditalhdatdi evithala festapredefined saieof digital data,

i dentifications, of me or, gll of .the di.git A
hat  ar whemiSoat Beshbp preddinedrats 87 gl Ria Sk Cend said firs
conput i p% fiHea088 beafigitashateahs 5 /listiyished o ahe other
the digltal data 20 and/or over identifications of

some or pegdefinedtsets df saidat leratawe pagdefined seisoci at ed
wWith a second predefined set of said at |east two

predef i S «il [ P
i st FomeulBhs dlst R et Rule" Byt SEift' ol 5P digtal data
predef i apd/cred\sr idbntitugtionsngf s@apemt all ef the digitdl detatthat are
val ue over sone or al] of the digital data and/or

over i QBREPARIESWih Sk TTsb REeEed et the  di gi tal

data associated with a rennining predefined set;

conmput i BSnﬁ)Lﬁ%@t%E@@dhd"I@bf‘ Rashsiuevel Benmengesll i the digital data

hash al gori't as as an input at |east said |eaf
hash valodfort drar idestificationst ¢fyeope or all of the digital data that are

associated with a second predefined set of said at least two predefined

sets;

if more than two predefined sets exist, for each remaining set of said at

least two predefined sets:

computing respectively a leaf hash value over some or all of the
digital data and/or over identifications of some or all of the

digital data associated with a remaining predefined set;

computing a root hash value, whereby the underlying hash algorithm
has as an input at least said leaf hash values that are respectively
computed for each of said at least two predefined sets of digital data,

whereby said step of computing a root hash value comprises a step of:

computing a first non-leaf hash value over at least said first and

said second leaf hash value;
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30 conmputed for each of said at |east two predefined
sets of digital data, whereby said step of conputing a

w0 0@b/0k38 val ue conprises a step of: conputim®mg/er2003/013109

32.

first non-leaf hash value ovegs at |east said first and
said second | eaf hash val ue; WD 2005/ 055515

L Y i R o

system g3@erAyaRimAod for providing trust |evels of
signatures in"a systemconprising a plurality of
parties connected via a public network, said system
providing a 10 public key signature schene for said
pluralities of parties, said nmethod conprising:

SLER a8 B by B85 o o 5lethRA! iy B e Rt
bylwality 6f pattigzaconynertedyia ree ppblic akbvdrky saifl sydtem providing a

corresponding to said signed public key PK1l, optaining

= 2HbE e Pidhatire Schere 155, SAQ b ralilsed masiivs Rl method
Plég,n{bﬁsi@:thi rd party, whereby said first party is

unknown and/or not trustworthy to said third party,

determ ning said second party as a sir%?i ng party of .
sai d si §igaing @b public Z@nglw rK12 figsit eamy byng sesenderarty using a

sai d se s a signing party is known and/or

t rust ed%giggtsegl?%‘;%(’ﬁ?rd party, if said second party as

said signing party is known and/or trusted by said

third paigning gitairdatagDt by sl fisstoparty’ us(y tladtprivatengey SK1

the public key PK2 of sai.d seco ar correspondi ng
to sai d °BIEVE @dlﬁae;w@azd?s'@asﬁw ﬁl‘? E‘Plh ai d signed
public key PKI using said public key PK2 of said

known ap@fHhing" Y&idesigfedBighal 8D antSaid SighB8 public key PK1 by
verification of said signed public key PKl™was 30

successfauhjrd\pariyt whegehhsaidifysiqeartyl igiurknowatandouretrigistworthy
sai d

to said third party,
determining said second party as a signing party of said signed public
key PK1,

determining whether said second party as a signing party is known
and/or trusted by said third party,

if said second party as said signing party is known and/or trusted by

said third party, performing the steps of:

(a) obtaining the public key PK2 of said second party

corresponding to said private key SK2,

(b) verifying said signed public key PK1 using said public key
PK2 of said known and/or trusted signing party,

(c) if the verification of said signed public key PK1 was
successful, verifying the signed digital data D using said

signed public key PK1.
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si gned public key PKL. WO 2005/ 055515
PCT/ EP2003/ 013109 34 5 33. The nethod according to

web@asn3325 wherein a public key is accepted foFCT/EP2003/013109

33.

34.

a
35.St

36.

verifying a signature on di gig al data and/or on
anot her public key by a verifying party onIy if t he

che 3@’3% hprdon e BRI s2o et oonl, kel Gpnaggepted for
avgpg/ ‘ér‘girf?qu@’oﬁ @igﬁtal Hﬁfd ébid/@g oRriotherlfubkd- kel a verifying
4%2ec0

ng to aim 32 or 33, further conprising
i pagyi @mwcdndhepmmsagneiagd signjngnpastar tip iposrassipn of the

e Rh e ) S B e W28 Bigor st by sai

SYERFAR) party.sai d third party registering said first
party and/or said public key PKl as trust ed for

further succeeding signatures issued by said,k 15 f c}
pdheymethat asapeling itg LlainkS¢ akB3 jgrthqrhgowgfiﬁigg if said second

af)%ﬂk%s@aié %igji @%g?ﬁg if gi;i/g\;g? a‘gﬁﬁj tsdb s‘éiog{h?rﬂ Speﬁ”%I &hd if the

rses er P

s yetificatioptof s'%h@sigﬂekithtﬂicd«mycl?lﬁgv\las sm:;zessfel of clains
32 to 35, further conprising: if said second signing

party is not kn and/or n t L rust

party, 20 péi”‘i‘ﬁﬁ\{;ﬁd mgegﬁ &pag <§1?‘“OEEj 55%83 EI?Sd public key
whet her a fupdehs $Sh@d briaiher SascdediiesighattirgRsuee by said
of said signed public key PKI1, gll) if a further

si gni ng par t irsingmet usieg saidsprva ekgvi&KTpubl i ¢ key PK1
is determned and said further signing party is known

d , ; ; .
egﬁiggigofés%xg% l?%léiﬂi ?%b? o VJ% éiH saEﬁ?/bﬁ%f@e&?? BSmprises
f @ puitshic i@ymﬁaiﬂirmaﬂmrty(ofisa)d sys‘tenmo furt her si gni ng
party of said signed public key PK1 is determ ned,

o heonaing §8Eihgr o bkl B2 e Gulfet BoRBpEHo

PK2 of said second party corresponding to said

Plifl 48 8cksdid Sighind\Par) G5 hBbkAdRN FAD/EHIARISEIBBYSaid third party,

performing the steps of:

(i) determining whether a further signing party has issued a signature

of said signed public key PK1,

(i)  if a further signing party signature of said signed public key PK1 is
determined and said further signing party is known and/or trusted by
said third party, performing the steps (a), (b) and (c) with the public
key of said further signing party,

(iii)y” if no further signing party of said signed public key PK1 is
determined, and/or no trusted further signing party is determined,

performing steps of:

1. obtaining the public key PK2 of said second party

corresponding to said private key SK2,
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35 5 2. determ ning whether a fourth signing party has
i ssued a signature of said second public key PK2, 3.

wo Boos/ofssw t h signing party has issued a si gnatpaEBE®003/013109

37.

38.

39.

40.

sai d second public key PK2,3gleterm ning whet her said
fourth signing party is known and/or trusted by said

third t d f h 10 si ..
chonm i dETotibidh e @y ParL Sl PR ids, jssued a
the steps (akjg r{a%reaamhat@hewdw%am kaipPko, key PK4 of

said fourth signing party. 37 he nethod accor di ng to
claim 36, wherein the public key PK4 of said fourth
si gni ng pad.t yf a §ouitly sianing partv|haswssu@d1ﬁr@g@%tﬂt%/0n§@'<a second

met hod furth upfie &'Fﬁ’(é’%eteljr@p&g t‘ﬁ%‘rga{oalgbgﬁ signing party is

si gni ng part Known an trus
third party, kpewnoandhg trostest b}bsse(d )thaddpénty)ambpf isagtd fourth

i uet o R AR sk BBl iy pary
, and '
s o A P Yer 1D 6 T bl o Pt of

publ i c key i saichfouetht signingrparty:i fyi ng a signature on
digital data and/or on another public key by a

b ey eltibsb dcedrginghtal el R BT BRGPUD RO RIA% A gpid fourtn
t Qighi paHYlid Sigkew b hﬂﬁ‘é@rﬁﬁ%b@ﬂy,@d@hﬁihb& firtHett comprising:
verifying party, and wherein an unknown publ | c key

'S trusted i f said public key is si
si gnat ure 4cdhsaé fﬂé&"'ihf sigRing P%rt)él'r‘btn%é:?m?\"’ﬂs@ O%tﬁaf frusted by

known public \ai L .
38, further c%nprl ?Ra@ %‘%W%I I'on ﬁﬁ%%g&%gr]g) taﬁ? gil\)a?%"ed to said
a public key,pultier gy BERd amdisperfarvengithe istarediipnrespectively

LE& ,ng nbg{) E%ﬁo%@%%h%%h%&é?ﬁ({gpeFlﬁgtp yg a(r)tzi the public key

required to gsgept said public key for verifying a
signature. 40. The nmethod according to claim38 or 39,
wherein one or nore public keys in said system and/ or

siTheametied eceordiimiriny ane efslainiBlite keyuhereln a PUb"C key is
Hde ccgptfede%r\ogn?ﬁrq)& / O&aﬁéélrg SW &:15’@8%%9 ]eﬁ‘ﬂi%’r on another public key

by a verifying party, only if the corresponding signing party in possession of the
corresponding private key to said public key is known and/or trusted by said

verifying party, and wherein

an unknown public key is trusted, if said public key is signed and the signature

can be verified with another trusted and/or known public key.
The method according to claim 38, further comprising:

establishing a trust level of a public key, whereby said trust level is
based on the number of unknown public keys in the chain of public
keys to a known public key that are required to accept said public key

for verifying a signature.

The method according to claim 38 or 39, wherein one or more public keys in

said system and/or signatures corresponding to said public keys are identified
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36 5to a verifying party as not trusted, and wherein
said one or nore public keys and/or said signatures

wa@snsgsizised in said chain of public keys to Est/eERo0sd13109

41.

42.

43.

44. .

45.

whet her a unknown public keyg s trusted. 41. The
nmet hod according to any one of clains 39 to 40,

SR ARG AT A ML TRBjeh b wRREIT Faid pRdy maw;public keys
19n4Rr \Blid SlgrafiindsSaeNadtitsed i darPERbih ¢fSpublic keys to establish

|nfornat|on aSS|gned to one or nore public keys in
swhethera unlafovu plublic keyis trysteded to establish said
trust level. 42. The nethod according to any one of

' 40, wh
ouBp ! Tafhiod et raliictd AL LIRS o6 18 oeyergip @ trust
alrﬁéﬁ%éﬂbrk%yass@ﬁw ®Py siditatlireustta babﬁé Reybbrw thecpablizskey used
are conbined to single trust level, or t

hiqyNegty saldswgnetuée, ARd (raig) trugs infpraatian rﬁ?&l%@ég@d%% or more
kgugmk% éa{ ﬁ ALIEof jﬁn}ne k‘ég |¥‘ﬂ§%§f@g$@bﬁ§?§§ﬁ'tﬁ13t level.

€ Sig ures
stored on a server of said system V\,hereby said
s¥heanettodcaccwdingdiot anys ahd gialaimes3& ita 40awdhepeiblmare than one

CEhaR! of Bublic das, Atanssaie Sstahinkity 2t lsh 1af " Epubiic key,
salhg é%f)gfmrbé‘t Iéé’élg of &l \Rhir s Woribingd & hadingla tiust léfvel or the

tem . The method according to clains 42 and
4Bigheisttreshlevel i usedver aggregates all signatures
that are associated with said nore than one chains to

[ S ' '
TP BB AP pf BBnE e B et i ks
Sagﬁﬁidrlllf‘l@ sidiﬁtuneg_of%subﬂubbc Iseywbrgatamd o4 sébverdf said system,
met hod for providing integrity and consistengy ...

i MihereRy Said servar i Pannected tpesald Raries R T4ig Ryblie jnedwork and
0] f i . .
c%ﬁ@eé%@e' f@gﬁg&b? b?ﬂj §iﬂ§%\%@i of 3853@ Opl[ﬁﬂfc Reglé are distributed to a
cpaptyicfisaiyl systest bmgald seireer arfd/odeyanstheapadyof said system.
digital data by a first party of said 30 system

c ut i hash. val ue .qve | ]. of :

" dERnelal aidigh Yo ffaifsi BREE Berigciaid SBrver aggregates all
Peinah#@8Ihailak0fssodiated with said more than one chains to establishing a
trust level, and said server assigns the aggregated or combined trust level to a

further signature that is issued by said server.

A method for providing integrity and consistency information of digital data for
at least two parties of a system comprising a plurality of parties connected via

a public network, said method comprising:

creating a list of identifications of digital data by a first party of said

system,

computing a hash value over some or all of the identifications of said

list,
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5 associating said hash value with said Iist,
providing said |ist and said hash value to a second

w@adobys5Bis said system conparing one or nore EFT/EP2003/013109

46.

47.

48.

49.

identifications in correspomgling list in possession
of said second party with the correspondi ng one or

nore of 10 .identifications in saL&;obtained list,

veri fyi A§SQGRING FRIANERNNRINS Wi 3R ISy s compri sing t he

steps of: conputing a hash val ue over sone or all of

the i deptd\idipgt s88SIif angad4ld odsH nalld tela seeondtparty of said
or obtalning a hash value over sone or all of the 15

i dent i f B¥steMons of sai d corresponding list, conparing

both hash values, if said conparing step results in

equal h lue. es Lshi 9. 4 1 hli
consi st géﬁlp\éi'bg ?Hg Er%g?'hg?adgcbdretﬁlﬂ%a 0 Clngic?rﬁr%p%ndmg list in
wher ei npsgseksidepf sdidassont gtartygwittatie tarséspatdingadne or more of
wth said |jst _conPri s(ﬁs ?t_ta(gpi ng sai d hash value to

sai d | i dentifigationingaidohtaleedtdh ng to claim 45 or 46,
wherein said step of verifying the consistency of

both 1i fsfdtBh ha[s®P c&nprisihg3Ré @teps of:
conpar i ﬁgﬁﬁﬁ%iﬁ‘&l ts ?%}SQFP?{H ent chagﬂI IVgJ ue, eps o

informng said first and/or said second part{. 25 48.

The nethod acenwiting a basihyalyecovsr soma agalhsf the identifications of
wherei n said vieri fying the consistency of

both lists f&%[‘ﬁ@?tgl:n&%fsﬁ’ses a step of: if said

conparing step results in different hash val ue,

creating ancahgutingcoresbtaihiaghy hetshevalpaeravesssarfie sati all of the

system 49. The pethod accqrdi ng to any .ope of clains
45 to 48, \/\hé]eé?tg'%@&?’as Gﬁciﬁ'?é’lor épgngl'ﬁé liske public key
of parties in said system W) 2005/ 055515

PCT/ EP2003/ 0 k3 kfiaringShdth Pash Nagugget hod according to
any one of clainms 45 to 49, wherein said |list and/or

identifications in said list are digitally signed by .
said first pdr$aid ocomparing ﬁf@PH@&UB%@bﬁGPﬁ%hQ%‘ ¥aleopetablishing

of claims 454 ih 18h&edhsidbht.

The method according to claim 45, wherein said step of associating said hash

value with said list comprises attaching said hash value to said list.

The method according to claim 45 or 46, wherein said step of verifying the

consistency of both lists further comprises a step of:

if said comparing step results in different hash value, informing

said first and/or said second party.

The method according to any one of claims 45 to 47, wherein said step of

verifying the consistency of both lists further comprises a step of:

if said comparing step results in different hash value, creating

an alert accessible by other parties of said system.

The method according to any one of claims 45 to 48, wherein said digital data

are public key of parties in said system.
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identification of digital data is said digital data.
52. The nethod according to any one of clains 45 to

woosksiein a group of 10 clients maintai ns waat/Eeoby013109

50.

51.

52.

53.

54.

consistent list by interchang ng said |ist and any
update of said |list between all clients of sai d group,

ﬁdﬂﬁé fgﬁéq §3L§qqq @g\g(}p yé%:ﬁgfbf %ﬁi&ls zg{,’to ﬁlﬁ {%ﬁgs%ld list and/or
aﬂ%ﬁhﬁéél%ﬁsqa%@d Rtxe MGG sigridd beaaid fsepaty.t he

oW ng entifications is assigned to or obt ai ned
fromeach of said digital data: 15 a nunber associ ated
wihe mathad gaceording o anyudingudfi g&ims f A8atq opl.oWherein said

?@%ﬁ‘%f‘?"f‘tg’g{? ?faﬁ$'r?e?ﬂ§f'%g§| t aglrtéo, C%g aauglr gggt erm ned

nunber of bits extracted from predeterm ned bit
PPREt netoddhiceordig ttal anylenti 6f clEims M ds difl, avbkerem teh group of

;g&gé%tg@ﬁq\ﬁgh%g;u%%g?ﬁ%% ﬂ?p@ﬁﬁ{e&?t@%&n@%@d ligt and any
mkgpgt%gﬁagﬁap L\Qle pRees! alﬂadlﬁn@ dtaghidv ahalep, ofvnehRsby said list

ata; an identifier especially create
f oomiphises pLsel of eigitad dattiand/oo idexitifles 26 digitg] ¢ate. dat a;
and a hash val ue of at |east one of the above

[ tif 54.. Th ,
BB o S3) Lo o B SAS AR L1 oB Y foowing
s #jehtifigsidnd iserisighesl fyorastsaiviedtfrorg edichiof ala:dddlgaaltdnta

said set using said at |east one identification for

each digital data, or sald%et of djgital data is 30

det er m Adinberassaciaied wikthiherdigiglidae. wo 2005/ 055515
PCT/ EP2003/ 013109 39 5 55. The nmethod according to

claim53 g éfﬂmg,&sﬁcsh éﬁirfé_cﬁ{;nél%%ié two predefined

sets are nt| and/ or di stingui shed by said

i dentifi catl ons; and said nmethod further conprising

i dent i f i mgdeﬂl@eti partarf agugnuelidentfigatomef the caggaiaaé@ed
with given digital data conprising determ ning the at

6o o i prEEAblIEA haRfl: SR heTbXERE bR ed@ermined bit

10 and Y sal i de 'S acco
sai d at poenishs@ia digital |dent|f|cat|on associated wuth the dlgltal data

a predefined search string associated with or comprised in the digital
data,

a time stamp of the digital data;
a hash value of the whole digital data;

an identifier especially created for this purpose and added to said

digital data; and
a hash value of at least one of the above identifications.

The method according to claim 53, wherein said set of digital data is
determined by said identifications by associating digital data to said set using
said at least one identification for each digital data, or said set of digital data is

determined by a client identification.
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determ ned identification. 56. The nmethod according to
any one of clains 53 to 55, wherein a predeterm ned

w@s@spsais clients nmaintains a nutual ly consi st®nit/EP2003/013109

55.

56.

57.

58.

59.

60.

61.

62.

predeterm ned list of digitakyg data. 15 57. The nethod
according to claimb56, wherein said predeterm ned |i st

of, dig]ital dat%Hi)s rm"@r&}%ai ned 2nd int_erchangrged i
addwr teted goearidingia AsiMorS ahy4owBermin saidahieasttwe predefined
2%et8re HEALTEY '&ﬂ@/cﬁ’cd%é’ﬁrgj/d%éoobu)‘? Eﬁfd%éﬁtif{'é’gﬁ‘éﬁ&' éhosé%ig method
clients 1n sard group and/or Tfurther parties I'n sal

syattleen cornprisihgnge | eaf hash val ues with one or nore

20 other group of clients and thereby conpute non-I| eaf

acdoning s ep o dahbhael i oicetioqleg Wi v Ghotal ata
CAHM deRimthinghe ARMRIeSHohR A RRRLivEK diital data,

said server o y one of clains 25 to

marido wheseby dsaig tidenrlifing 58 accopaplishiedr aisingssaid at least one
S N ' . In each group of clients. 61. A
c%%@bapi%%}gﬁghﬂgdl um conprising instructions for

controlling a client device in a client- server

syRHeemetisad decorglingiiet amnene afislapsEd b 5, whkretles iptedetermined
to articjpate in a nethod cording to any one of . .
cIQiPE?B of Cliepts gaigtain 2 K‘LE%%{C}/uP%'PS'$ BH REPECtRERiINgH list of digital
CQHpai sing instructions for controlling a server in a
clirent- server system said instructions causing said

server to participate in a nmethod according to any
ornidheomathed rascering telaim 56, wherein said predetermined list of digital

data is maintained and interchanged according to said method of any one of
claims 25 to 29.

The method according to claim 57, wherein said clients in said group and/or
further parties in said system interchange leaf hash values with one or more
other group of clients and thereby compute non-leaf hash values and said root

hash value.

The method according to claim 58, wherein one or more clients of each group
of clients accomplish the functionality of said server of any one of claims 25 to
29.

The method according to claim 58 or 59, wherein said server is a client in each
group of clients.

A computer-readable medium comprising instructions for controlling a client
device in a client- server system, said instructions causing said client device to

participate in a method according to any one of claims 32 to 60.

A computer-readable medium comprising instructions for controlling a server in
a client- server system, said instructions causing said server to participate in a

method according to any one of claims 32 to 60.



