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ARCHITECTURE FOR NETWORX-ENABLED TOOLS
BACKGROUND

[0001] The present diaclosure relates generally to network
architecture and more particularly to necwork enabled tools.

Still more particulariy, the pregent disclosure relates to a

data procegsing system for monitoring and managing network

enabled tools.

fooo2} Tools used in production programs are often equipped
with computer controls that electronically control process
parameters for the tools. These process parameters require the
tools to be checked into a remotely located tool crib and
updated manually when processg parameters change. A tool crib is
a room or physical locaticn in a production environment where
tcolg are stored when not in use. The tocl c¢rib, or tool
librayry, manages the inventory of the tocls when they are
checked into the tool crib.

[0003] When a tool is checkad into the tool crib, process
data from operation of the tool in the production environment
may be downloaded or retrieved for storage and analysis. If a
process parameter has been updated since the last time the tool
wag checked into the tool crib, the tool may receive a process
update manually at the tool crib. If a process parameter
changes while a tool is in operation in the production
environment, the process update is not applied to the tool until
the tool is next checked into the tool crib.

{0004} Some point-to-peint wired Ethernet solutions exigt in
limited scenariocs to capture procesgs data from a tool during
operation, storing the captured data on a server. This stored
data may be automatically or manually captured by the tool
operator. Manual method of capture includes downloading of
information onto a laptop computer that is comnected to the tool
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by Ethernmet. The data stored on the laptop hard digk drive
resides there until deleted or it may be further downloaded to a
portable memory media such as a CD-ROM. Automated solutions
incorporate goftware to create a point-to-point connection with
a remote database on the network or a data repository within ox
nearby the machine.

[0005] Therefore, it would be advantageous to have a method
and apparatus that addresses one or wmore of the iggues discussed

above
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SUMMARY

(00061 The different advantageous embodiments provide a
gystem comprising a wireless network, a number of tools, and a
central server. The number of tools isg in communication with
the wireless netweork. The number of tools is configured to
perform a number of tasks and collect process data while

performing the number of tasks. The central server isg in

o

communication with the wirelegs network. The central server i
configured to monitor the number of tools performing the number
of tasks and receive the process data collected by the number of
tools over the wireless network.

[0007] The different advantagecus embodiments further provide
a method for tool management. A number of tools is implemented
in a wirelesg network. Tool processes for the number of tools
is monitored at a central location using the wireless network.
Procegs data is received at the central location for the number
of tools during the tool processes using the wireless network.
[o008] The different advantagecus embodiments further provide
a method for tool process updates. A tool mechanism is
controlled to perform a task using a number of prodess
parameters. Process data ig collected during task performance.
Tha process data collected ig sent to a remote location.

[0009] The features, functicns, and advantages can be
achieved independently in various embodiments of the present
disclosure or may be combined in yet other embodiments in which
further details can be geen with reference to the following

description and drawings.



[0009a) According to an aspect, there is provided a system
comprising: an enterprise-level network architecture including a
communication gystem; a number of tools in communication with the
communication system and configured to perform a number of tasks
using a number of process parameters, and colledt process data while
performing the number of tasksa; wherein the number of tools further
comprises a sensor system configured to collect the process data
while the number of tools perform the number of tasks; and a central
server in communication with the communication system and configured
to: provide the process parameters for the number of tools; monitor
the number of tools as the number of tools perform the number of
tasks; receive the process data collected by the number of tools as
the number of tcols perform the number of tasks usming the
communication system; analyze the process data received from the
number of tools as the number of tools perform the number of tasks;
and determine whether a procéss parameter update is needed while the
nunber of tools perform the number of tasks; wherein the central
gserver is configured to send a number of process parameter updates
to the number of toolsg using the communication system; and wherein
the number of tools further comprises a data processing system
configured to receive the number of process parameter updates from
the central server while the number of tools perform the number of
tagky.

[00089b] According to another aspect, there is provided a method
for tool management -within an-enterprise-level network architecture
including a communication system, the method cemprising: monitoring
tool processes for a number of tools in communication with the
communication system as the number of tools perform a number of
tasks, wherein the number of tocls collect process data while
performing the number of tasks, and wherein the monitoring is
performed at a central location using the communication system;
providing process parameters for the number of tools; receiving the
process data for the number of tools during the tool processes at
the central location using the communication system; wherein the
number of toolg includes a number of sengor gystems, and wherein the
process data is collected by the number of tools using the number of
gengor gystemd while the number of tools perform the number of
tasks; analyzing the process data collected from the number of tools
during the tool processes; determining whether a process parameter
update is needed for the number of tools while the number of tools
perform the number of tasks; and responsive to a determination that
the process parameter update iz needed, sending a numbexr of process
parameter updates to the number of tools from the central location
using the communication systew, wherein the number of process
parameter updates is sent to the number of tools while the number of
tools are in operation.
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BRIEF DESCRIPTION OF THE DRAWINGS

{0010} The novel features believed characteristic of the
advantageous embodiments are ssat forth in the appended claims.
The advantageocus empodiments, however, ag well as a preferved
mode of use, further cbiectives and advantages thereof, will
best be understood by reference to the following detailed
degcription of an advantageocus embodiment of the present
disclosure when read in conjunction with the accompanying
drawings, whersin:

0011} Figure 1 is an illustration of a smart tocl
environment in which an advantageous embodiment may be
implemented;

[0012] Figure 2 ig an iliustration of a data processing
system in accordance with an advantageous embodiment;

[0013] Figure 3 is an iliustration of a tocl in accordance
with an advantageous embodiment ;

[0014] Figure 4 is an illustration of a network enabled toocl
envircnment in accordance with an advantageous embodiment;

[0015] Figure 5 ig an illustraticn of a flowchart

illustrating a process for tool wanagement in accordance with an

advantageousg embodiment; and
[0016] Figure 6 ig an illugtration of a flowchart
itllustrating a process for tool process updates in accordance

with an advantageocus ewbodiment.
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DETAILED DESCRIPTION

(00171 With reference now to the figures and, in particular,

with reference to Figure 1, an illustyation of a smart tool

7

depicted in which an advantageous embodiment may

by

environment 1

453

be implemented. Swart tocol envivonment 100 may be any type of
environment in which toolg operate. For example, smart tool
enviromment 100 may be a production environment, a manufacturing
environment, a maintenance environment, a service environment,
and/or any other sguitable environment.

[0018] Smart tool environment 108 includes network 102, back
office 104, and factory 106. Network 102 provides wireless
access between components of factory 106 and back office 104.
Network 102 may be a secure wireless network with protected
accegs uging certification protocels, such asg, for example,
without limitation, WPA, WPA2, and/or any other suitable
security protocol. Back office 104 may include central data
gerver 108, dvnamic¢ host comnunication protocol (DHCP) server
110, certificate authority 112, database 114, and usger interface
116. In one advantageoug embodiment, back office 104 may be a
computer implementing processes, such as central data server
108, dynamic hosgt communication protocol (DHCP) server 110, and
certificate authority 112, for example. In another advantageous
embodiment, back office 104 may be a remote location having one
or more computers, such as central data sgerver 108, dynamic host
communication protocol (DHCP) server 110, and certificate
authority 112, for exawmple.

[0018] Central data server 108 providesg process parameters
for tools, such as number of tools 120 in factory 106. <Central
data server 108 receives process data from number of tools 120,
analyzes the process data, and determines whether one or more

rocess updates are needed for nunmber of tools 120. Central
g

b3

o

data server 108 is a central source for monitoring and managing
numoer of toolg 120.
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{00201 Dynawmic host communication protocol (DHCP) server 110
allowsg number of toolg 120 to request IP addresseg and log onto
network 182, in this illiustrative example. dertificate
authority 112 processes a number of certificates for security
and manages the secure interaction of number of tools 120 with
back office 104 over netwerk 102. As used herein, a number of
items means one Or more items. For example number of tcols 129

ig one more Lools.

[0021] Factory 106 includes number of access points 118 and
numper of toolsg 120. Number of access points 118 may be a

number of wireless access pointsg at a number of locations
throughout factery 186 that enable number of tocls 120 to have

point

Tt

network access throughout factory 106. A wireless access
may be a device that allows wireless communication devices to
connect to a wirelesg network using Wi-Fi, Blustoooth, or
related standards. A wireless access point may connect Lo a
router to relay data between the wireless deviceg, such as
number of toolg 120, and other devices on the network, such as
back office 104, for example. Number of wireless accesg points
118 may be stand-alone devices or integrated devices with number
of tools 120, for example. Number of tools 120 is a tool that
electronically controls procese parameterg for tool mechanisms,
for exampie.

[o022] Tool 122 ig an illustrative example of one
implementation of number of toolg 120. Tool 122 includesg data
procegging gystem 124, gateway 126, and controller 128. Data
processing gyvstem 124 manages data collected from tool 122

uring cperation and data received f£rom back office 104 during
operation, for example. Gateway 1286 provides access for data
processing system 124 to network 102 using number of access
pointg 118, for example. Gateway 126 may be, for example,
without limitation, a dedicated computer, a router, a Wi-Fi

gerial bridge, and/or any other suitable gateway device.
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[0023] Controller 128 controls operation of tool 122 using
process parametersg received from data processing gystem 124.
Controller 128 may be, for example, without limitation, a motion
controller.
foo24} Number of tools 120 may be any type of computer aided
tool, such as, without limitation, contour drilling machine 130,
drill motor 132, fastener 134, and/or any other suitable tocl.
[0025] The illustration of smart tcol environment 100 in
Figure 1 is not meant to imply physical or architectural
embodiments may be implemented. Other components in addition
and/or in place of the ones illustrated may be used. Some
components may be unnecegsary in some advantagecus embodiments.
Alse, the blocks are presented to illustrate some functional
components. One or more of these blocks may be combined and/or
divided intoc different blocke when implemented in different
advantageous embodimentg.
[0026] In some advantageous embodiments, back office 104 may
be implemented as a data processing system, such as data
processing gvstem 200 in Pigure 2, below. 1In other advantagecus
embodiments, back office 104 may be implemented as a number of
ata procesgsing syvstems connected over network 102, for example.
In an illustrative example, back office 104 may be local, such
ag an office adjacent to factory 106, or remote, sguch as a
server farm.
[0027] With reference now to Figure 2, an illustration of a
data processing system is depicted in accordance with an
advantageous empodiment. Data processing system 200 may be an
example of a computer, such -as central data server 108 and/or

data processing system 124 in Figure 1, in which computer usable

®

program code or instructiong implementing the processes may b
located for the advantageous embodiments.

[ooz28] In this illustrative example, data procegsing system
200 includes communications fabric 202, which provides
communications between processor unit 204, memory 206,

-
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persistent storage 208, communications unit 210, input/output
{I/0) unit 212, and disgplay 214.

foo29] Processor unit 204 serves to execute instructions for
software that may be loaded into memory 206. Processor unit 204
may bhe a geb of one Or more processors or may be a muit

processor core, depending on the particular implementation.
Further, procegsor unit 204 may be implemented using one or more
heterogeneous processor systemg in which a main procesgor is
present with secondary processors on a gingle chip. 2As another
illustrative example, processor unit 204 may be a gymmetric
multi-processor system containing multiple processors of the
game type.

(0030} Memory 206 and persistent storage 208 are examples of
storage devices 216. A sgtorage device is any piece of hardware
that is capabls of storing informatiomn, such as, for example
without limitation, data, program code in functional form,
and/or other suitable information either on a temporary basis
and/or a permanent basis. Memory 2086, in these examples, may
be, for example, a random accegs memory Or any other suitable
volatile or non-volatile storage devica. Persistent storage 208
may take various forms depending on the particular
implementation. For example, persistent storage 208 may contain
ong or more componsnts or devices. For example, persistent
storage 208 may be a hard drive, a flash memory, a rewritable
optical disk, a rewritable magnetic tape, or some combination of
the above. The media used by persistent storage 208 also may be
removabie. TFor example, a resmovable hard drive may be used for
persigtent storage 208.

[0031] Communications unit 210, in these examples, provides

for communications with other data processing systems Qv

e

devices. In these examples, communications unit 210 is a
network interface card. Communications unit 210 wmay provide

communications through the use of either or both physical and

wireless communications linksa.
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[0032] Input/output unit 212 allows for input and ocutput of
data with other devices that may bes connected to data processing
system 200. For example, imput/output unit 212 may provide a
connection for user input through a keyboard, a mouse, and/or
aome other suitable input device. Further, input/output unit
212 may send output to a printer. Display 214 provides a
mechanism to display information to a user.

[0033] Instructions for the operating system, applications

and/or programs maey be located in storage deviceg 216, which are

n

in communication with processor unit 204 through communication

.

fabric 202. In these 1ll

-

istrative exampleg, the instructions
are in a functicnal form on persistent storage 208. These
inetructions may be loaded into memory 206 for execution by
processor unit 204. The processes of the different embodiments
may be perfeormed by processor unit 204 using computer
impiemented instructions, which may be located in a memory, such
ags memory 206.

[0034] Thege instructions are referred to as program code,
computer usable program code, or computer readable program code
that may be read and executed by a processor in processor unit
204. The program code in the different embodiments may be
embodied on different phyvsical or tangible computer readable
media, such as memory 206 or persistent storage 208.

[0035] Program code 218 ig located in a functional form on
computer readable media 220 that is selectively removable and
may be loaded onto or transfervred to data processing system 200
for execution by procesgor unit 204. Program ccde 218 and
computer rsadable media 220 form computer program product 222 in
thege examples. In one example, computer readable media 220 may
be computer reacdable storage madia 224 or computer readable
signal media 226. Computer readable storage media 224 may
include, for example, an optical or magnetic disc that is
inserted or placed into a drive or other device that is part of
persistent storage 208 for transfer onto a storage device, such

9
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as & hard drive that ig part of persistent storage 208.
Computer readable storage media 224 also may take the form of a
persistent storage, such as a hard drive, a thumb drive, or &
vetem 200.

4]

fiash memory that is connected to data processing
In some ingtances, computer readable storage media 224 may not
be removable from data processing system 200. In these
illustrative examples, computer readable storage media 224 is a
non-tranaitory computer readable storage medium.

[6038] Alternatively, program code 218 way be transferred to
data processing system 200 from computer readable media 220
using computer readable signal media 226. Computer readable
signal media 226 may be, for example, a propagated data signal
containing program code 218. For example computer readable
signal media 226 may be an electro-magnetic signal, an optical
signal, and/or any other suitable type of signal. These signals
may be transmitted over communications links, such as wirelegs
communications links, optical fiber cable, coaxial cable, a
wire, and/or any other suitable type of communications link. In
other words, the communications link and/or the connection may
be physical or wireless in the illustrative examples.

[00371 In some illustrative embodiments, program code 218 may
be downloaded over a network to persistent storage 208 from
another device or data processing system through cowmpute

readable signal media 226 for use within data processing system
200. For instance, program code stored in a computer readable
storage medium in a server data processing system may be
downloaded over a network from the server to data processing
system 200. The data processing system providing program code
218 may be a server computer, a client computer, or some other
device capable of storing and transmitting program code 218,
{0038} The different components illustrated for data
processing gystem 200 are not meant to provide architectural
limitations te the manner in which different embodiments wmay be

Y

implemented. The different illustrative ambodiments may be
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implemented in a data procesging system inciuding components in
Y

88

addition to or in place of those iliusgtrated for data procsssgin

system 200. Other components shown in Figure 2 can be varied

from the illustrative examples shown. The different embodiments

may be implemented uging any hardware device or system capable
of executing program code. Asg one example, the data processing
system may include organic compconents integrated with inorganic
components and/or may be comprised entirely of organic
components excluding a human being. For sxample, a stovage

device may be comprised of an organic semiconductor.

[0639} As ancother example, a storage device in data
processing system 200 is any hardware apparatus that may store

data. Memory 206, persistent storage 208 and computer readable
media 220 are examples of storage deviceg in a tangible form.
[0040] In ancther example, a bus system may be used to
implement communications fabric 202 and may be comprised of one
or more buses, such as a system bus or an input/output bus. Of
course, the hus system may be implemented using any suitable
type of architecture that provides for a transfer of data
between different components or devices attached to the bus
system. Additionally, a communicationsg unit may include one or
more devices uged to transmit and receive data, such as a wodem
or a network adapter. Further, a memory may be, for example,
memory 206 or a cache such ag found in an interface and mewory
controller hub that may be present in communications fabric 202.
[0041] 4s used herein, the phrase “at least one of", when
used with 'a list of items, means that different combinations of
ona or more of the items may be used and only one of each item
in the list may be needed. For example, “at least one of item

A

item B, and itew ¢" may include, for example, withou

1

limitarion, item A or jtem A and item B. This example also may
include item A, item B, and item C or item B and item C.

[6042] As uged herein, when a first component is connected Lo
a second component, the firgt component may bhe connected to the

11



20

30

second component without any additional components. The first
componeant also may be connected to the second comgponent by one
or more other components. For example, one electronic device
may be connected to another electronic device withoul any
additional electronic devices between the Ffirsgt electronic
device and the second electronic device. In some cases, another

elactronic device may be pregent between the two electronic

deviceg connected to each other.
[0043] The different advantageous ewmpodiments recognize and

43

take into account that current systcemsg for updating tool process
parameters require the tocls to be checked into a remotely

located tool crib and updated mamnually when process parameterg
gx 2z P

change. These updates occur locally when the tool is idle or
inactive and placed intc storage at the tool crib until needed
again or until updates are complete. Remote updates may be

gent to the tool crib, but the tool does not receive the update
until it is checked into the crib after operations are finished

hereupon the tool mugt be manually updated by a technician.

-t

[0044] The different advantagecus embodiments further
recognize and take into account that current methods for
menitoring tocl procesges regquire human menitoring of an
individual tool for wvisual ingpection of resultsg or tool
parameter performance, for example. Some limited computer
monitoring may be provided, with the results of tcol procegses
analyzed after the processes arvre complete and the information
hag been downloaded or manually retrieved for analysis.

[0045] Thus, the different advantageous empodiments provide a
gystem comprising a wireless network, a number of teols, and a
central gerver. The number of tools ig comnected to the
wireless network. The number of tools ig configured to perform
a number of tasks and collesct procesg data while performing the
number of tasks. The central server is connected to the
wirelegs network. The central server lg configured to monitor
the number of tools performing the number of tasks and receive

el
s N



20

the process data collected by the number of tools over the

r

wireless network.

{00461 The different advantagecus embodiments further provide

a method for tool management. A number of tools is dwplemented

in & wireless network. Tool processgses for the number of tools

"

is monitored at a central location using the wirslegs network.

Process data is received at t central leocation for the number

e

he
of toeols during the tool procegses using the wireless network.
[0047] The different advantageocus ewmbodimentsg further provide
a method for tool process updates. A tool mechanism is
contrclied to perform a task usging a number of process
parameters. Process data is collected during task performance.
The procesgs data collected is sent to a remote location.
[0048] With reference now to Figure 3, an illustration of a
tool is depicted in accordance with an advantageous embodiment.
Tool 300 is an illustrative example of one implementation of
tool 122 in Figure 1.
[0049] Teol 300 includes control case 302, tool mechanism
304, housing 306, and power supply 308. Control case 302 ig the
processing and control center for tool 300. Tocl mechanism 304
is the mechanical component of tool 300 controlled by component
of control case 302. Tool mechanizm 304 may be, for example,
without limitation, drilling mechanism 310, fastening mechanism
312, and/or any other suitable mechanism for performing tocol
operations.
[6050] Houging 306 may encase tool mechanism 304 and/or
control cage 302 ko contain components of tool 300 in a single
implementation, for exampls. ' Power supply 308 may include,
without limitation, factory-supplied alternating current (AC) oy

jirect cuxrent (DC) electric power, a battery, ultra-capacitor,

”~

h

u2l ¢ell, gas powered generator, photo cells, and/or any other

l'.')

itable electrical power connected to the source by hardwire or
relegs ¢onnection. In an illustrative embodiment, tool 300

may be powered by power 308 using a cable, for example.

i3
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{0051] Control cage 302 includes data processing gystem 314,
database 316, sensgor syvstem 318, gateway 320, and controller
322. ©Data precessing system 314 may be implemented using data
processing system 200 in Figure 2, for example. Data processing
system 314 includes data manager 324. Data manager 324 receives
collected data from sengor system 318 and manages transmission
of the collected data to a centralized locaticn, such as back
office 104 in Figure 1, for sxample. Data managar 324 also
receives data from the centralized location and uses the data

received to update process parameters and network parameters for

Database 316 includes process parameters 326 and
security certificates 328, in these illustrative examples.
Process parameters 326 may be received by data processing systewm

314 from a centralized location, such as back office 104 in

Figure 1, and stored in database 316 for use by contrcller 322

2

in operation of tool 300. Process parameterg 326 may be, for
example, withcut limitation, an amount of torgue applied to
install a fastener, a degree of acceptable vibration in drilling
operations, a size of a hole for drilling operations, a feed
rate of a cutter into a material for drilling and wmilling
operations, spindle speed, pilot hole formation, countersink
depth, and/ocr any other suitakle process parameters for tool
300.

[0053] Security certificates 328 provide a current
authentication frame for gateway 320 to authenticate with the
network, such ag network 102 in Figure 1. authentication with
the network ig controlled by an authentication control server ot
the network, such as network 102 in Figure 1. The certificate
ig gent to the network via accegs pointsg, such as number of
access points 118 in Figuvre 1, for example.

{0054] Controlleyr 322 operates to control tool mechaniswm 304
of tool 300. Controllisr 322 may include tool operation process
330, for example. Tool operation process 330 may process

14
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instmctions and/or process parameters, such ag process
paramneters 326, to use in controlling operation of toc
mechanism 304.

[0055] Sengor system 318 collects process data 332 during
peration of tool 300. Sensory system 318 may include, without
limitation, nuwmber of cameras 334, video sevver 336, image
processor 338, and/or any other suitable sensor. Other suitable
sensors may include, for example, without limitation,
accelerometers to collect vibration, thermocouples to detect
cemperature, strain gauges to detect flexion, humidity sensors,
hole probes, tachometers, and Hall effect gensors. Number of

cameras 334 may include, for example, without limitation, a

color camera, a black and white camera, a digital camera, an
infrared camera, a video camera, and/or any other itable

camera, Video server 336 may be any type of computer device
dedicated to processing video imagesg from number cf cameras 334,
for example. Image processor 338 gatherg luminance and
chrominance information from individual pixels generated for an
image by numbey of cameras 334 and uses the information to
computer the correct color and brightnese values for each pixels
using a number of algorithms. Luminance is a photometric
measure of the luminoug intensity per unit area of light
traveling in a given direction. Luminance describes the amount
of light that passes through or is emitted from a particular
area, and falls within a given solid angle. Chrominance conveys
the color information for an area or object. Video server 336
and/or image processor 338 may generate image data, for example
Tmage data 340 is an illustrative example of one implementation
of process data 332.

[0056] Data manager 324 receiveg process data 332 from sensor
avstenm 318 and uses process data 332 to generabe process reports
342. Process reports 342 may be transmitted by data processing
gsygtem 314 to a centralized gerver using gateway 320. Gateway
320 is an illustrative example of one implementation of gateway

i5
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126 in Figure 1. Process reports 342 wmay be analyzed by a

number of applications at the centralized server to determine

vhether pxo s parameters 324 raguire updates.
i00571 In some advantagecus embodiments, gateway 320 may alsc

manage network authentication for tool 300 using security
certificates 328. Data manageyr 324 may genervate security report
344 when authentication issues are detected by gateway 320, for
example. Further, data egrity is addresgssed on the network
media to prevent collection of erroneoug data or Lo prevant
valuable data loss.

(00581 Data manager 324 also receives process updates 346 and
security updates 348 from the centralized location, such as back
office 104 in Figure 1. Process updates 346 may be used to
update process parameterg 326 in database 316. Process updates
346 mayv bhe received while tool 300 is in operation. Controller
322 may detect updatad process parametsrs and adjust tool
operation process 330 accordingly during operation of tool 300,
for example.

[6053] The illustration of tool 300 in Figure 3 is not meant
to imply physical or architectural limitationg to the manner in
which different advantageous embodiments nay be inplemented.
Other componentg in addition and/or in place of the ones
illustrated may be used. Some components may be unnecessary in
scme advantageous embodiments. Also, the blocks are presented
te illustrate some functional components. One or more of
biocks may be cowbined and/or divided into different blocks when
implemented in different advantageous embodiments.

[0060] Wit

=

reference now to Figure 4, an illustratiocon of 2
network enabled tool environment is depicted in accordance with
an advantageous embodiment. Network enabled tocl environmen
400 is an illusgtrative example cof one implementation of smart
teol environment 100 in Figure 1.

00611 Factory 401 is an illustrative example of factory 106
in Figure 1. Factory 401 inciudes drill 402. Drill 402 is an

16
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illustrative example of one implementation of number of tools
120 in Figure 1. Drill 402 includes control case 404 and
drilling mechanism 406. Control case 404 is an illustrat

example of one implementation of control case 302 in Figure 3.
Drilling mechanism 406 is an illustrative example of one
implementation of tool mechanism 304 in Figure 3.

[0062] Driil 402 may be used to drill holes in workpiece 408,
for exampie. Factory 401 includes access point 410, which
provides network access to drill 402, in thig illustrative
example. Access point 410 is an illustrative example of one
implementation of number of access points 118 in Figure 1.
Control case 404 may interact with back office 412 cover network
414 using accegs point 410, for example. Control case 404
collects process data during operation of drill 402 and sends
the process data collected to back office 412 using wireless
network 414.

[0063] User interface 416 is connected to central data server
418, in this illustrative example. User 420 may uge user

interface 416 to access the process data collected and sent by

drill 402. User 420 and/or central data server 418 may analyze
the process data to determine whether process updates are needed
for contrel cazse 404 of driil 4082. If process updates are
needed, the process updates may be generatad at central data
server 418 and sent wirelessly over network 414 toc control case
404 of drill 402. These process updates may be recelved by
drill 402 while drill 402 is in operation within factory 401,
for example.

[0064] The illustration of network enabled tool environment -
400 in Figure 4 is mot meant to imply physical or architectural
limitations to the manner in which different advantageous
embodiments way be implemented. Other components in addition
and/or in place of the ones illustrated may be used. Some
components may be unnecessary in some advantageous empodiments.
Also, the blocks are presented to illustrate some functional

17
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components. One or mere of these blockg may be combined and/or
divided intc different blocks when implemented in different
advantagecus empodiments.

{0065} With reference now to Figure 5, an illiustration of a

fiowchart illustrating a process for tool management is depilcted

Figure 5 may be implemented by a component such as back office
104 in Figure 1, for example.

[0066] The process begins by implementing a number of tools

o7

in an enterprise network architecture (operation 502). Tools on
the network may be nodes that are available to interact with
other network endpoints, such as data integraticn appliances,
enterprige process middleware, and database goftwarve, for
example. The number of tools may perform the role of data
server or behave as a client to centralized configuration
management servicesg. The process monitors tool procesges using
a network (operation 504). The process may monitor tool
procesges over a wireless network, such as network 102 in Figure

N

1, for example. The procesg collects process data from the
numper of tools using the network (operation 506). The process
data may be collected by sensor aystems implemented on the
toolg, such as senor system 318 of tool 300 in Figure 3, for
example.

[6067] The process analyzes the process data from the number
of tools (operation 508). The process data may be analyzed by a
centralized server, such as central date server 108 in Figure 1,

=

and/or by a user accessing the process data on the centralized

S

servey, such ag user 420 in Figure 4. The process determines
whether a process parameter update is needed {operation 510;. A

process pavameter update may b

D}

: needed if process dats indicates

{1

that a tocl is not operating within a certain specified
parameter, or a tool is not operating toe produce a result within

a certain apecified parameter, for example.
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[C068] If a determination is made that a process parameter
update ig not needed, the process returns to operation %04. 1If
a determination is made that a process parameter update is
neaded, the process sgends a nuwber of process paramater updates
to the number of tocels using the network (operation 512}, and
then returng to operation 504.

[0069] The process in Figure 5 may iterativsly repeat as long
ag a tool is in operation, for example. The process may
terminate when a tool is idle or inactive for a given period of

time, for sxample.

®

(G070} With reference now to Figure 6, an illustration of
flowchart illustrating a proceass for tool process updates ig
depicted in accordance with an advantageous embodiment. The
process in Figure 6 may be implemented by a component such as

5,

numo

h

toolg 120 in Figure 1 and/or tool 3060 in Figure 3.

i

Y 0
[0071] The process begins by contrcolling a tool mechanism to
perform a task using a nunber of process parameters (operation

602). A tool mechanism may be, for example, without Iimitation,
a drill bit or fastener mechanism. The task performed may be,

for example, without limitation, drilling a hele, fastening one
component to another compeonent, and/or any other suitable task.

The process parameters may provide specified parameters for tool

operation and/or for results from tool operation, for sxample.
[0072] The process collects process data during task

performance {(operation 604). The process data may be, for
example, without limitation, wvigual dats of the tool process
and/or tocl process results, such as the gsize of a hole drililed,
for example. The processg data may also be information about
torgque expended during a fastening operation by the tool, for

aexanmple.

{0073} The process sends the processg data collected Lo a
remote location {(operation 608). The remote lovation may be,

for exampis, back office 104 in Figure 1. The pracess may send

Cs)
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the process data over a wireless network, such ag network 102 in

vigqure 1, for example.

[00741 The process determines whether a process update is
received (operation 608} . A process update may be received over

the wireless network from a centralized, remote location, such
as back office 104 in Figure 1, for example. A process update
may be received as a resuit of operation 512 of Figure 5, for
example. If a determinaticn is made that a process u date ig not
received, the processg returns to operation 604.
[06075] Tf a determination is made that a process update is
received, the process updates the number of process parameters
using the process update received to form new proces @ parameters
(operation 610). The process then controls the tcol mechanisn
to perform the task using the new process parameters (opesration
§12), with the procesg teryminating thereafter
[0076] The process in Figure 6 may iteratively repeat as long
as the tocl is in operation, for example, receiving a number of
process updates as needed during operation of the tool.
{00771 The flowcharts and block diagrams in the different
depicted embodiments illiustrate the architecture, functionality,
and operation of some possible implementations of apparatus,
methods and computer program products. In this rvegard, each
inck in the flowchart or block diagrams may represent a module
segment, or portion of computer usable or readable program code,

which comprisges one or more evecutable instructions for

implementing the specified function or functions. In sowe
alternative implementations, the function or functions noted in

oy

order noted in the figureg. For

6]

the block may occur out of th
example, in some cases, LwWo hlocks shown in succeggion may be
executed substantially concurrently, Or the blocks may sometimes
be executed in the reverse order, depending upon the
functionality involwved.

[6078] The different advantageous ewmbodiments can take the
form of an entirely hardware embodiment, an entirely software

20
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embodiment, or an embodiment containing both hardware and
software elements Some embodiments are implemented in
software, which includes but ig not limited to forms, such as,
for ewample, firnware, regsident software, and microcode.
fo0v9} Furthermore, the different embodiments can take the
form of a computer program product accesgible from a computer
usable or computer readable medium providing program code for
uge by or in connection with a computer or any device or sys
that executes instructions. For the purposes of this
disclosure, a computer usable or computer readable medium can
generally be any tangible apparatus that can contain, store,
communicate, propagate, or transport the program for use by or
in connection with the instruction execution gystenm, apparatus,
or devica.
[0080] The computer usable or computer readable medium can
be, for example, without limitation an electronic, magnetic,
optical, electromagnetic, infrared, or gemiconductor gystem, oOr
a propagation medium. Non limiting examples of a computer
readable medium include a semiconductor or golid state memory,
magnetic tape, a removable computer diskette, a random access
memory (RBM), a read-only memory (ROM}, a rigid wmagnetic disk,
and an optical disk. Optical disks may include compact disk -
read only memory (CD-ROM), compact disk - read/write (CD-R/W)
and DVD.
[0081] Further, a computer usable or computer readable medium
may contain or store a computer readable or usable progranm code
such that when the computer readable cor usable program code 1s
swecuted on a computer, the execution of this computer readable
or uszable program code causes the computer to trangmit another
computer readable or usable program code over a communications
1ink. This communications iink may usge a medium that is, for
example without limitation, physical or wireless.
[oos2} A data processing gyastem suitable for storing and/or
scuting computer readable or computer usable program code will

21
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inciude one or move processors coupled directly or indirectly to
memory elements through a communications fabric, such as a

svstem bus. The memory elementg may include local memory
employed during actual execution of the program code, bulk
astorage, and cache memories which provide tewmporary storage of
at lsast some computer readable or computer usable program code
to reduce the number of times code may be retrieved from kulk
storage during execution of the code.

[oo83] Input/output or I/0 devices can be coupled to the
system either directly or through intervening I/0 contrcliers.
These devices may include, for example, without limitation to
keyboards, touch screen displays, and pointing devices.
Different communications adapters may also ke coupled to the
system to emable the data processing system to bacome coupled to
other data processing systems or remote printers or storage
devices through intervening private or public networks. Non-
limiting examples are wmodems and network adapters are just a few
of the currently available types of communications adapters.
[o084] The different advantagecus embodiments recognize and
take into account that current systems for updating tool process
parameters require the tocls to be checked into a remotely
located tool crib and updated wmanually when process parameters
change. These updates occur locally when the tcol is idle or

inactive and placed into storage at the tool crib until needed

again or until updates are complete. Remote updates may be
gent to the tool crib, but the tool does not receive the update

until it is checked into the crib after operations are finished.
[0085] °© The different advantageous embodiments further
recognize aand take into account that current nethods for
monitoring tocl processes require human monitoring of an
individual tool for visual inspection of results or tool
parameter performance, for example. Some limited computer

monitoring may be provided, with the results of tool processes

N
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analyzed after the processes ave complete and the information
has besn downioaded or manually retrieved for analvsis.

fooss)] Thus, the different advantageous embodiments provide
an enterprige-level network architecture for deployment of

numerous smart tools, tools that electronicaliy contrel process

8]

parameters and are equipped with sensors to report the rasultin
process parameters, to existing production programs. This
gygtem createsg bi-directional communication between toola and a
centralized admindstration gystem for uniform updates Lo process
parametersg and monitoring of tool procaesses.

[00871 The description of the different advantageous
embodiments has been presented for purpoges of illustration am
description, and is not intended to bhe exhaustive or limited to
the embodiments in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art. Further, different advantageous embodiments may provide
different advantages as compared to other advantageous
embodiments. The embodiment or enbodiments selected ave chogen
and described in order to best explain the principles of the
embodiments, the practical application, and to enable others of
ordinary skill in the art tc undevgtand the digclosure for
various embodiments with various modifications as are suited to

the particular use contemplated.



CLAIMS:
What is claimed is:
1. A gystem comprising:

an enterprise-level netwoxrk architecture including a
communication system;

a number of tools {120) in communication with the
communication system and configured to perform a number
of tasks using a number of process parameters (326), and
collect process data while performing the number of
tasks; wherein

the number of tools (120) further comprises a sensor
system (318} configured to collect the process data while
the number of tools (120) perform the number of tasks;
and

a central server (108) in communication with the
communication system and configured to:

provide the process parameters (326) for the
number of tools (120);

monitor the number of tools (120)as the number
of tools (120) perform the number of tasks;

receive the process data collected by the

number of tools (120) as the number of tools (120)

perform the number of tasks using the communication

system;

analyze the process data received from the
number .of tools (120) as the number of tools (120)
perform the number of tasks; and

determine whether a process parameter update is
needed while the number of tools (120) perform the
number of tasks:

24



wherein the central server (108) is configured to
send a number of process parameter updates to the number
of tools (120) using the communication system; and

wherein the number of tools (120) further comprises
a data processing system (124) configured to receive the
number of process parameter updates from the central
server (108) while the number of tools (120) Perform  the
number of tasks.

2. The system of claim 1, wherein the data processing
system (124) is configured to send the process data to
the central server (108).

3. The system of any preceding claim, wherein the
number of tools (120) is selected from at least one of a
contour drilling machine, a drill motor, and a fastener.

4, A method for tool management within an enterprise-
level network architecture including a communication
system, the method comprising:

monitoring tool processes for a number of tools
{120) in communication with the communication system as
the number of tools (120) perform a number of tasks,
wherein the number-of-tools (120) collect process data
while performing the number of tasks, ahd wherein the
monitoring is performed at a central location (104) using
the communication system;

providing process parameters (326) for the number of
tools (120):;

receiving the process data for the number of tools
(120) during the tool processes at the central location
using the communication system; wherein

the number of teols (120) includes a number of
sensor systems (318), and wherein the process data (332)
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is collected by the number of tools (120) using the
number of sensor systems (318) while the number of tools
(120) perform the number of tasks;

analyzing the process data (332) collected from the
number of tools (120) during the tool processes;

determining whether a process parameter update is
needed for the number of tools (120) while the number of
tools (120) perform the number of tasks; and

responsive to a determination that the process
parameter update is needed, sending a number of process
parameter updates to the number of tools (120) from the
central location (104) wusing the communication system,
wherein the number of process parameter updates is sent
to the number of tools (120) while the number of tools #I®
in operatiomn.
5. The method of claim 4, wherein the process parameter
update is rneeded if the process data (332) indicates that
a tool (300) in the number of tools (120) is not
operating within a given parameter.
6. The method of claim 4 further comprising:

determining whether a process update (346) is
received at the number of tools (120); and

responsive to a determination that the process
update is received, updating a number of process
parameters (326) at the number of tools (120).
7. The method of claim 6 further comprising:

controlling a tool mechanism (300) to perform a task
using the number of updated process parameters (326);

collecting process data (332) during task

performance; and
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sending the process data (332) collected to the central location

(104) using the communication system.

8. The method of claims 4-7, wherein the number of tools (120) is
selected from at least one of a contour drilling machine (130), a
drill motor (130), and a fastener (134), and wherein the number of

tools is a number of nodes on the network (102).

9. The system of claim 1, wherein the enterprise-level network
architecture further includes an authentication control server (102),
and wherein the system further comprises: a number of access points
(118) providing communication between the number of tools (120) and
the authentication control server (102), wherein a number of security
certificates (328) are each associated with each of the number of
tools (120), and wherein the authentication control server (102) is
configured to authenticate each of the number of tools (120) using the

respective security certificate (328).

10. The method of claim 4, wherein the enterprise-level network
architecture further includes an authentication control server (102)
in communication with the communication system, and wherein the method
further comprises: providing communication between each of the number
of tools (120) and the authentication control server (102) using a
number of access points (118), wherein a number of security
certificates (328) are each associated with each of the number of
tools (120); authenticating each of the number of tools (120) using
the respective security certificate (328) and the authentication

control server (102).
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