wo 2015/013745 A1 I} A0 0000 O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2015/013745 Al

(51

eay)

(22)

(25)
(26)
(30)

1

5 February 2015 (05.02.2015) WIPOIPCT
International Patent Classification: (72)
HO04L 9/32 (2006.01)
International Application Number:

PCT/AU2014/000759

International Filing Date:
29 July 2014 (29.07.2014)

Filing Language: English
Publication Language: English
Priority Data:

2013902796 29 July 2013 (29.07.2013) AU

Applicant: BERKELEY INFORMATION TECHNO-
LOGY PTY LTD [AU/AU]J; Level 31, RBS Tower at Au-
rora Place, 88 Phillip Street, Sydney, New South Wales
2000 (AU).

(74

(8D

Inventors: NAGLOST, Mark Peter; 702/42 Refinery
Drive, Pyrmont, New South Wales 2009 (AU). COLES,
Scott David; 43 Bay Road, Waverton, New South Wales
2060 (AU). KLEIN, David; C/- Berkeley Information
Technology, Level 31, RBS Tower at Aurora Place, 88
Phillip Street, Sydney, New South Wales 2000 (AU).
DAHL, Justin; C/- Berkeley Information Technology,
Level 31, RBS Tower at Aurora Place, 88 Phillip Street,
Sydney, New South Wales 2000 (AU).

Agent: SHELSTON IP; Level 21, 60 Margaret Street,
Sydney, New South Wales 2000 (AU).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

[Continued on next page]

(54) Title: SYSTEMS AND METHODOLOGIES FOR MANAGING DOCUMENT ACCESS PERMISSIONS

11—
EREIR
114 -

115

102

103
104 -

105

o

IR Progassor
[t o]

Exemplary Client Tenminal
[Admirisiraier

contexts.

N

SN 150 .

l ingestion Module

Group Management
Modutes

AEOEN

Fiie System

Sroupitierirachical Data

140 -

Access Token Provider

Wodule Access Evaluation Module

AUEIEEEN

8 Prauessor
ey module,

Exemplary Chent Terminal
istandard user

FIG. 1A

(57) Abstract: Described herein are systems and methodologies for man-
aging document access permissions. Embodiments of the invention have
been particularly developed for allowing group-based permission manage-
ment in a file system. While some embodiments will be described herein
with particular reference to that application, it will be appreciated that the
invention is not limited to such a field of use, and is applicable in broader



WO 2015/013745 A1 IIWATT 00T VT 00 O

(84) Designated States (unless otherwise indicated, for every SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
kind of regional protection available). ARTPO (BW, GH, GW, KM, ML, MR, NE, SN, TD, TG).
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ, Published:
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ, ©upushed:
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, —  with international search report (Art. 21(3))
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,




