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1 DESCRI PTI ON ROAM NG CONNECTI ON METHOD AND APPARATUS | N
GLOBAL NETWORK 5 FIELD OF THE | NVENTI ON The present
invention relates to packet transm ssion in

i nt er net wor ki ng of packet-smﬁtc@ed dat a conmuni cati ons
net wor k. BACKGROUND ART 10 Today's Internet has evol ved
to a stage where a ot of data comuni cations networks
surround on the periphery gfsthepsysiem of fixed network
nodes, form ng a gl obal network. These periphera

networks are properly known as edge networks, whereas the
system of fixed network nodes surrounded with the edge

netM@mhﬁNéSc@@@M@Ti@NaﬁETﬁ@BeANDV%PPARR?US”?ﬁgggg%A%”ﬁETWORK

enhancenent of w reless technologies, these e
networks are nore and nore popularly used for wrel ess
solutions, formng a special edge network called as a

mehiche et werk rngtna gt work in notion (refer to
Non- Pat ent Docunent 1, 2, 3, and 4). 20 FIG 1 is a

di agr amrhkl yebEaht NgnPBL: €XANPL e, PEsa- gl Obale - NEIMDLK; o cion 3
descri bed a%ove. On the peripher? of a §§%$2%1(|5ﬂg%ob%ﬁlon in

CORpLIrsichgoeNi (6 f apRRELAG i Nede) a4 ARL g¢
1. AR, gnlengf(Elone Agent 1) which LokffeeaL RO Ao twor .

network nodes, there are a honme network for MNO (Mobile
Node 0), which is an 25 edge network, and nobil e networks
(ehexhemennehwer K and a foreign network of MR1)

devel oped around it. Essentially, a nobile network is a

type of TeabWoEKIdteMEChag 4961 AW K A5 f whake £handgs gata
its point of attachnment to the Internet, and which

nevmabhy caetessit@tesrias miididdbhethé deriphery of the system
of fixednetworknodes, formingaglobal network. These peripheral
networks are properly known as edge networks, whereas the system
of fixed network nodes surrounded with the adge networks is known
as “core.” With the emergence and enhancement of wireless
technologies, these edge networks are more and more popularly
used forwireless solutions, forminga special edgenetworkcalled
as a mobile network, or a network in motion (refer to Non-Patent
Document 1, 2, 3, and 4).

FIG. 1 is a diagram illustrating one example of a global
network described above. On the periphery of a system (IP cloud)
comprising CN (Corresponding Node), AR1 (Access Router 1), AR2,
and HAT1 (Home Agent 1} which constitute fixed network nodes,
there are a home network for MNO (Mobile Node (), which is an
edge network, and mobile networks (the home network and a foreign

network of MR1l) developed around it.

Essentially, a mobile network is a type of network in which



10

15

20

25

router which connects a nobile network to the Internet:

denoted as MRL in the figure) in the nobile network

whi ch changes its 5 point of attachnent to the Internet

bet ween different access routess ARL and AR2

(practically, such access router thenselves may be

nobil e) . Exanples of a nobile network include a network
ddrmectted o gernendlo pubtihan (knobsagoanPepsonak aA@@nt to the
Network or PAN) , or a sensor network deployed in a

Vehisdiree sucindswahchongumedshi Inesca sl et yesgehpband router (a
aircraft. In a mass-transport system such as an

PG R ChaFRNBEE S angekdlemetvors poddimllat cfaretan denoted
adm ni_st.rat or rovi de fixed vehicl e-nounted I nternet

tQ | _

acc &Sy dap 9ié¥ %o ‘Pasdendgerl L wakt hyot ke e Gt Repnges its
i.bl t ' h f | apt P | _Digital

S (AT S AP AT Y e

e e R b U R Do By ek TRk thomselves

@Rt hal mAPRAKAt US b8 e TR Lembeutier nMRL)L, -1 and 4ees. Not ot vorik
change its point of attachnent when its network is In

Rt ted nst egchdhel mbil eor ovbhernMRE gheagesnihlisapeNtietwork
of attachment 20 in such a case so that the network as a
wholPérNipves. alkenpresenttwawleniephodedct hbesvahseh vt sorh as an
proposed to address the problemof a network in notion.
EsSemadl sy, fimeing ssgdsel  aapet wordcdaipt i Dh &iesspntransport
provi ding continuous Internet connectivity for nodes in
gy&%%ﬁc%%m & hEbPICE rasT a1l oPeS, 51 15€ ABdel WNG PARSSible
nobil e.network _m ght not be aware that th network is
TGP f 8 BoF AECT Tt SRR AEAL LF5eRNE= he CPRBPUECER Thternet

EQE%SEPEQ abEHiQE%E§E§8%£$£%%£gF%La%%%&? th§%¥%u%&5$f‘possible

nmobility support a mobi eIl
ENOQnEB&eﬂﬁeﬁﬁﬁyﬁﬁﬁ%.1§bt?k,|§éﬁgeﬁblpb959%%h.XEE%%Q%n% (PDA) ,

(1 Pv4; Non-Pat ent Docunen

or a car phone for accessing to a remote host. Fach individual
node in such amobile network (MNC in FTIG. 1) is normally connected
to a central apparatus (i.e. mobile router MR1), and does not
change its peoint of zttachment when its network is in motion:
instead the mobile router MR1 changes its point of attachment
in such a case so that the network as a whole moves.

The present invention describes a solution proposed to
address the problem cf a network in motion. Essentially, the
issue of anetwork inmotion lies inproviding continuous Internet
connectivity for nodes in a network which is mcbile as a whole.
The node MNO in a mobile network might not be aware that the

network is changing its point of attachment to the Internet;

in this point, it differs from the classical issue of mobility
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6) and nobile I Pv6 (Non-Patent Document 7) of Internet

Protocol Version 6 (IPv6; Non-Patent Docunent 8) . In

Non- Pat ent Docunents 5 5 and 7, it is mainly ained to

provide nobility support for igdividual hosts rather

than for a network as a whole. I'n Mobile I P, each nobile

node has a permanent hone domain. Wen the nobile node

| IR @8l néd. dho List gehdirew hehwon kyolkal perlfaneniNonglleiadnt Document
address known as a hone-address is assigned to the nobile

10 rioelntenc f hBrabbickd Nodes ion dhvaliPv4e. Nantaehed tt ®ocument
some other  _foreign networks, a tenporary gl obal address
k6r?0\%‘n‘?da]§oﬁll€ai:%v%f U‘é%r%%*é@% Yegamey tadhighda: teg idfe Protocol

| d f bi t h t hat
HEsERs .”l%e?fn%‘aé e et O Ml g ument s

t t th f 15 t Thi i
SR Tt R SRt R AR G P e e s

1@%&1%%&9%(9§t§ hopRcRetwark £ntit ynmcp@aggra home ,

agent. Mobil e nodes register thelir care-o esses W th

the hareMagentst iSRG HRSSAeSH KAWL RS ;Eéﬂﬁéﬂgnyr%ﬁﬂ@%omam
The hone agent is responsible to intercept nessages th

areraddeessed] 2dde: ez fobi-hednose'ts horB-ragdress, aaﬁ@rmanent

forward the packet to the nobile node's care-of-address
wsiotg 1l RddmelsP Funwel ang hpNenaPatrents Decasehyscl @fthe mobile
10). IP-in-1P tunneling involves encapsulating an

S n#heppthackepila Badehes dmpacket . aMfieclord dinalome other
acket is sonetines cal]ed as an inper packet, whereas 25

CREW PacREL “RAi<SH eﬁcdﬁ%%P%F§§yth%lPﬁﬁ PAEKRES| sknown as  a
BUIRLLIES o RALLEY 25,80 UL EL, PREKSLeo BHLENILLIE L0 s
SPRSRL et 3,Bple nep, LIg SHLECLLIR LATEcon o veaches
BRChar sehi-Chiress even when it is attached to other foreign
networks. This is achieved in the Non-Patent Documents 5 and
7 with the introduction of a home network entity known as a home
agent. Mobile nodes register their care-of-addresses with the
home agents using messages known as Binding Updates. The home
agent is responsible to intercept messages that are addressed
to the mobile node’s home-address, and forward the packet to
the mobile node’s care-of-address using IP-in-IP Tunneling
(Non-Patent Documents 9 and 10). IP-in-IP tunneling involves
encapsulating an original IP packet in another IP packet. The
original packet is sometimes called as an inner packet, whereas
a new packet which encapsulates the inner packet is scometimes

called as an cuter packet.

Extending the ideaofmobility support for individual hosts
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all ows nodes in a nobile network to be reached by

accessing their permanent addresses regardl ess of

wherever on the Internet the 5 nobile network is

attached. There have been severgal major attenpts for

solving the problemof a network in notion, all of which

are based on nobile IP (Non-Patent Docunent 5, 7). One of

tthee ng0d iUt i onss proposedotor &det Wt tked ik NOERONCHS e Bl & F +the
router support (Non-Patent Docunent 11). Therein, in a

Q@ lgdseomtfereaaraiobd b routeeri avhiicht mamagesda amkidreanism which
network is located in its home domain, the nobile router
pgeriforntorRe Fog nahlilefnpherekstd benreatbetihey motidssing their
network by using several routing protocols, whereas in a
LS AN e FWE ToHi T & FRATreBR P | ME e TRBR T ©mdhRorkbsveet the
to.a.foreign damai the mphile router 15 registers, a
R 5%&%?56??%%3%@%%@%? BGT BREFSAfTEIOT 4 tempts
[P-i n-1-P_ .t ' ' et _hetween the mobil e router_and :
tfﬁ)eIJ O&%lngﬁ% rﬁﬁ&éﬁ%%&t P%g EPFSTOEE’s Whitht hr'e u%%g of which

when he qmbi e 1 oyt ep i(ﬁoheggtt%%e’ {béélﬁ[@@@es,doa?i.” are

al so executed on the [I1P-in-1P tunneling again.” This

means tchat oal khpasket:s 1beUWNg {0 204 the- MRS WOr Kotion is
are intercepted by the hone agent, and then forwarded to

tib@ inebiroa treautseipidrtoughoi-hea t 8-t npbPukearebing. ThERQ in, in a
nobil e router then forwards the packets to hosts in the

rolsiel eharst wormkebl he arcatert atica mededar tdhensmbl tenetwork is
network W shes to send packets to the outside of the

AECRGE 11 A SnpbiRe dlomsuitter ths naft el sprd erhee phekes s tprouting

f or war hemto fhe honme agent through the IP-in-IP _
PareT ﬁﬁ? e ubSeflisAtey: t Ad ot adeht sigiwary& T atlhgouting

ts .to intended recipient. 5 Another,_ solutio
E?%g%gé %'n "Non- Pat ent  DoCu th ei%@ﬁwm?ﬁﬁ%ﬁcﬁﬂﬁﬂ?roﬁnd the
HBB'ill% rRULEL - SURRQELL t(ol\locjﬂ' ?@E%ﬁ(yn%&@m, 1%}12 mobile router

registers a care-of-address with its home agent, and thereafter,
an IP-in-IP tunneling is set between the mobile router and the
home agent. The routing protocols which are used when the mobile
router is located in its home domain are also executed on the
IP-in-IP tunneling again. This means that all packets bound for
the mobile netwecrk are intercepted by the home agent, and then
forwarded to the mobile router through the IP-in-IP tunneling.
The mobile router then forwards the packets to hosts in themobile
network. In a case that a node in the mobile network wishes to
send packets to the outside of the network, the mcocbile router
intercepts the packets to forward them to the home agent through
the IP-in-IP tunneling, and subsequently the home agent forwards

the packets to an intended recipient.
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The sol ution contains the use of a Reverse Routing Header

in order to avoid encapsulation in too many levels in a

case where 5 a nobile network is made in nesting (that

is, a nobile network is connecéed to anot her nobile

network). Here, a nobile networ of the | owest | evel

sets a Reverse Routing Header to its hone agent inside a

t unnel Apacketr ddgortiat eregptid«an iof Nbhe Phurnel Dopagkett 00 is an
its way by a nobile router of a higher level, the nobile
Fehegutaaret athaobiigirerodvel ssivipps teridiapsifaatdron Dafourhist 11) .
packet into another IP-in-1P tunneling; and instead the

ol 1S bk @ copteheshithBerislcevie] adpiesr 2e sbunténg Header in

address in the packet to the Reverse Routing Header, and
arﬁﬁee‘s Yot 8VewA BRFEPSHIadd e dn St Han¥olrtel addres$agy where

t hi , wh .a h , t .15 of the first
ﬁbgﬁFﬁﬁ%bEFgﬁ%F'gégvgg r:&%eng%ﬂﬁgeﬂgﬁé ag&ﬂta$§O£;§Fen6twork
, i i il t i .pat h
%gi%géﬁgghg%fFgg?ﬁﬁgggfg£?%%?éf%%%%g%ﬁg§H%%%Qgégﬁp%ﬂ%% networlk

ffSehe 1 oRbsequentil Yoot R Ga5E- WOk 8, EDELNARNE 4RFeRY, | 5 nome
wi shes to forward another intercepted pacget to the

Giglestt MRRIilER: rouhenel hdsc20. PasSsh bl @ LpcEBREBINGE the tunnel
Routi ng Header (Non-Patent Docunent 8) in the forwarded
packett o tiatatiheypacket liesrditeetd § asentrhte 14hel fidgisd mobile
mobi | e router by way of the nobile router of the higher
Fevdler Phie tiug hd Beitutlicore erkitte probben af iannefwbhksi packet
notion 25 is Eroposed by Non-Patent Document 13, which
S HenBitA “a8 TPl 6T ik~ SEopelBrtdinty Bpdhies trret &he, mgbile router
g%ogg%m f r.s utifns IS made which aqg§ I nformation
el ated Y6 5 okt 12" netROFR Pr 8P Fo 6H B hdt gt Bpdreeket to
280! RDY.2MORE; LOULELA Y dobng Lhal yey .2 hone agent
is able to guess t%ét nodes avP%g SSSrégleVﬁl% FeTorTaddress
as the source address. In this way, in a case where a home agent
of the first mobile router receives packets, the home agent is
able to determine the chain of mobile routers lying on a path
between the first mobile router and the home agent itself.
Subsequently, in a case where the home agent wishes to forward
another intercepted packet to the first mobile router, it is
possible to contain a Routing Header (Non-Patent Document 8)
in the forwarded packet so that the packet is directly sent to
the first mobile router by way of the mobile router of the higher
level.

The third solution for the problem of a network in motion
is proposed by Non—-Patent Document 13, which is known as Prefix

Scope Binding Update. Therein, a proposal for solutions is made

which adds information related to a mobile network prefix to
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mat ches with one identified by the Binding Update are

connected to the nobile router, and accordingly, the

home agent is able 5 to forward packets bound for such

nodes to the nobile router. IngNon-Patent Document 11,

the use of an IP-in-1P tunneling causes a detrinental

effect known as route triangulation. This detrinental

ef feording clpdetei reatsibyuat imprb Wherecatpackey fibamg ahat way,

certain node to another node needs to pass through a

tthi¥ WL G IParT Y @FHone cagevms§ rhati Sosksehastith 4 $mofix which

| ocated on its optinml route between a start point

(U "HdhRrrenddpBitaL L echayt Fhathord - naftrddies effeconnected

qf route nganqﬁg tion shagld be .contained therein in a

Case thétE tHe WEbi T Nt Aot kCPEIREE Y i hlvedfy 298Gt 1s able
c rom a bil e network which 15 st. be

?gigg#ﬁgﬁg% ré%g t%H?%%n%D 7 eSPSEt%?geFSt8oﬁ§?dgg§&;e router.

Usi ng hﬂ?N@ﬂL@%E%%tﬁﬁ@gﬁﬁ%thﬁqtQﬁeN? égﬁ§§95ﬁ52§¥ﬂﬁg%unneling

11, the packet needs to be encapsulated in't
didirent deunnelshit deteidbet @3t URNebuics @%%tah@%qaf%or@. This

different honme agent for a different nobile router.
matheimeitd heserdamnel cagsret iankys Cawseson were a packet from
significant delay in packet delivery, but also increases
ttheerdhrainc enode paeckatof hagnewtdat ingredm 14 spaay beecaus® a third
the entire packet size is increased due to

Sfcdpsulaatictie Redsserbilyl ofcasgthvpacket s sabj éctedeoon its

fragnentation results in further delay in processing, _
ST 0. peOKet BSL 4 RROPeSKASE 5O dlSCHUPE Th 59 ancase point

re .even one pi.e anm the fra nts_i.s lost. The
2%%ﬁ%%%éﬁ%%%b%éﬁmg§ ﬁ%&%&%]jiﬁgﬁﬁgngrifng EnptE Shpuld be

r em b i.di .ot t | s. | .
CLPASETE| ey 5B UL 10 B IELEYgLD e
set et ikl i rdrP extdipned, W tdh dt st herBnagents: SUPSeaUeM which

nobi |l e routers do not

must be forwarded through three mobile routers is considered.
Using the solution proposed by the Non-Patent Document 11, the
pracketneeds tobe encapsulated inthreedifferent tunnels. Herein,
each tunnel is destined for a different home agent for a different
mobile router. A number of these tunneling not only causes a
significant delay in packet delivery, but also increases the
chance of packet fragmentation on its way because the entire
packet size is increased due to encapsulation. Re-assembly of
such packets subjected to fragmentation results in further delay
in processing, and the packet as a whole must be discarded in
a case where even one piece among the fragments is lost.

The sclution propcsed by Non-Patent Document 12 attempts

to overcome the problem by avoilding a lot of tunnels. In this
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perform further encapsul ation of the packet; and instead

these routers record a Reverse Routing Header in an

original source 5 address, change the source address with

their care-of-address, and forward the packet to its
destination without passing through their hone agent.

Though this solution is highly effective and solves many
tamingd 1 pr.obltens gniotugibsi verne dikbicoublbifer duteehents agamt-in-1p
to verify the reliability of an address |ist recorded in
1orvHel ReVier skt RobiprAgaReader Sulctorading mob Nba- Patigrtrs do not
Docunent _ 12, as a Routing Header is constructed for
BRIV T UadER SR katFor vk diie Bes e malsl [l@stead these

router directly, and so a hone ent using the |ist of
Q%ﬁé§§%§ﬁ?9ﬁ%éi qﬁﬁfFﬁﬁﬁFﬁ@ggﬁﬁagﬁr L8 PBqUFfiEdRagngource

e, .l is.criticall ortant .for. the 15 ho
aS@%%L%% ﬁglgﬁkztgg 38PFF§Y?H§?eFﬁeWéEgTégglFeE%Faea rfddress,
=, %%&9 r§ i i t&_ a o)
sgﬁh??%ﬁ5§atﬁ?ﬁgéggﬁ Patgﬁi %%%ﬁﬁg%%g% pf%@?gth%Slngthr ugh

|ﬂH§ﬁW@Mﬁﬁi§g@%&'nﬁhou@ht%%&%tsEQd%ﬁﬁg%Eyh§§%ﬂkkgff@yﬂ¥%e and
the Reverse Routing Header nust face with ot her

sicipless sehyt icannfar peverneem ng it ke peell emrafi A1l Goofihe home

tunneling is to make it possible for nobile routers of

lrateert [Cocdkeirom vt 6htorwaridbdutiery pecket sddireeet Iy sttor@corded in
ecified destination (further instead of performng

é%@a&ﬁﬂ%ﬁﬁﬁnﬁQﬁtﬁ®geﬁea§8§keﬁ§Qﬂ¥QﬁﬂgIﬁﬂmﬂomﬂP@UﬂnélDngument

é t he hoge ent_for the nobile 25 routers) . Howe
%éna\%i tht ‘Hggngoﬁ{ﬁ?%ﬁ l?tC‘P’%SEBFCE8§15ifBIfethLébeé{er PaCket it

I.ec nt. Lo r|f t hat the out ernost packet _has caone
ﬁ%o%&gﬁogﬁFhenﬁlc ébuECe an&?rﬁﬁ%ﬁ%ﬁég ﬁ%%? f 308 @t/ home

%@%n% §§qggsgﬁgr%£§tQHP@&HQeggeé%jp%%%gR%Q se Ro&%&ng Header

speci fication, e docune
is required, and therefore, it is critically impoertant for the

home agent to be able to verify that the address recorded in
the Reverse Routing Header is an authentic one. The solution
of the Non-Patent document 12 provides no improvements against
a threat to a safety security which the Reverse Routing Header
must face with.

Another simple solution for overcoming the problem of a
lot of tunneling is to make it possible for mobile routers of
later location to forward outer packets directly to a specified
destination (further insteadofperformingencapsulationofouter
packets at the level of tunneling to the home agent for the mobile
routers; . However, even with this solution, it is not possible
for a recipient to verify that the outermost packet has come

from an authentic source, and therefore it must face with the
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referred to as Non-Patent Docunent 1 is Soliman, H, and
Pettersson, M, "Mobile Networks (MONET) Problem

St at enent and Scope", 5 Internet Draft:

draft - sol i man- nonet - st at enent - Q. txt, Feb 2002, Work In
Progress; the docunent referred to as Non-Patent Docunent

2 1is Ernst, T., and Lach, H., "Network Mbility Support

Reque repentsty pnoeipmtDraft:

draft-ernst:-nonet-requirenments- 00.txt, Feb 2002, Wrk

In Pr ogl'r’feslsS FhRecdocimént Foof Bhied Stoe ClilF fasa tNovr Patbat document

Docunment 3 is Lach, H et. al "Mobi | e Net wor ks
éeﬁ%?%%%togéd‘b%na%ﬂt%a@%wﬁ%llﬂwamn Br-af¢nd Pettersson,
aft ; ]g ? 3: uuement? QO txt, Feb 2002, Wrk In
rdgr 688 Lt fie NS t (VEVFEFY e 19 L™ NORAPSIBHRYE and Scope™,

K d
I%%’ro éclo%e gln\c;e eqﬁ?rlé ht §aofnop: I\?b%%eemi%tl\lgpmﬁ?“h Feb 2002,
Worki E‘H ﬁé&%ssl @h%f&‘&ém%ﬁﬁrez@%gﬁé% | YEMBpa - ent Document

nonet - requi T enet ns- 00. t xt, Feb F ogr ess;

thei sdacewent refer pgd t@a@ﬁ Nan- Pah@ﬂﬁn@ﬂ@@nﬁﬁ&nﬁjiééFSupport
Perkins, C. E et al., "IP Mbil ty Support”, |ETF

E&@&lﬂ&méﬂkﬂ"JQHEernbmﬂﬁﬁmbnaﬁbﬂﬁﬁéﬂﬂéﬂLﬁ@héﬁ—requlrements—
Non- Pat ent Docunent 6 is DARPA, 20 "Internet Protocol",
CEFE-RFC Frg1, 2 8ept efbek 188Frogre sdocurtentdocahent edefferred to
as Non-Patent Docunment 7 is Johnson D. B., Perkins C

ES, NeRaARaHeEst Pocumgshi 15ty Qaﬁﬂ?orﬁ i ATl Pe6" , ['Hpbidet Networks
gaft draft-ietf- b|Ie| E.V6 18. txt, Work In

FEGPEEL S 7] C’Ié%oé’zn RAGUHBEMRENS el eEPeh BEATt: draft-

P 5.5 R,
w?l% eﬁ}enttPr ot oc¢ rrent e?%?soﬁsg£%rgv%%b 2305(:" Egt?% woqiERs; the
ngu%gﬁ% r@%%%qg§ft£9g§ N HePg%%%Qa?% p%%&ﬁ{rlg tRnlventon, T.

Non- Pat ent Docunment 9 is Sinpson,
tunpnghingeqih FRE BEC 48531 OatHbeke ]&%Re r%%ff@tfor Mobile

referred to asNon-Patent Docunment 10 is nta, A,
dedbeeidan@iorSing G&emeY ) CInternet Draft: draft-kniventon-—
monet-requiremetns-00.txt, Feb 2002, Work In Progress; the
document referred to as Non-Patent Document 5 is Perkins, C.
E. et al., "IP Mobility Support", IETF RCF 2002, October 1296;
the document referred to as Non-Patent Document 6 is DARPA,
"Internet Protocol", IETF RFC 791, September 1981; the document
referred to as Non-Patent Document 7 is Johnson D. B., Perkins
C. k., and Arkkc, J., "Mckbility Support in IPv6", Internet Draft:
draft-ietf-mobileip-ipv6-18.txt, Work In Progress, June 2002;
the document referred to as Non-Patent Document 8 is Deering,
5., and Hinden, R., "Internet Protocol Version 6 (IPvé)

Specification™, IETF RFEC 2460, December 1998; the document

referred to as Nen-Patent Document 9 is Simpson, W., “IP-in-IP
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Packet Tunneling in IPv6", |IETF RFC 2473, Dec 1998; the

docunent referred to as Non-Patent Document 11 is

Kni veton, T., "Mobile 5 Router Support with Mbile IP",

Internet Draft: draft-knivetongnobrtr-0l.txt, Work In

Progress, Mar 2002; the docunent referred to as

Non- Pat ent Docunent 12 is Thubert, P., andMlteni, M,

"Hupye: IRevaEt s d FRBURENY LBéade Ocamdb et S 9l ittat Horuniedt referred

Mobi |l e Networks", Internet Draft: draft-thubert-nenp 10

rté\/%?ET@ﬂr‘Béf:ieﬁ@ Dreager2 Do Otha Copbrk An PrAGeessindup. , "Generic

2002; the docunent referred to as Non-Patent Docunent 13

re Bt inpel ingasPet Te cr alEXE REBePR78r, DS, 1922 h,th¢ document

and. Q. vereau, A "Mobi |l e Networ ks Support in Mbile .

N 5 TBrefix a§c€83_§?ﬁﬁiﬁg%oﬁbﬂ%%% Pntery&tBraft;r "Mobile

r - ernsg - Ll ei p-y6-netywork. 15 03.txt, r 2002; and

t Ozlfttc?orgurreén%{g%(gf{érre%#% as l\)IQIKg%HD%ten P mocunehtciaefs Draft:
t T. di, ; ' 0 “"Nei g ur .

%%%c%ekrnyl‘?eow Pv6¥t?EQF%%%%'§%g%% %gcm%rgjgg.e@%l’s@%%s&ggz’ the

G T IINVENELQN 20 oTa ssabve shhe dir ollenkeJentd qnedwunder.
the section of BACKGROUND ART, according to the present

iamviens 1 oan i a Mmbi' L ev6rret wor e @lcerteinty aspkieysaad Meehaphsication
for passing information related to an access router to

Wi ok vpild tlevanode” i sTateavhéd Drerf tt:0 ditsf homeuagentnemo-

ot her correspondi ng nodes. Uilizing 25 this informtion,
WEIRSHE THRH it e askatat - Wht cHY e BX dppFiredr 4 36 1 ore 2002; the

LGRS0 8, 1T sgent oL corfespondiag, nodes e ., .
AR A0 St lagottl o ey The T ALOL TR B0,
Skl e Sl BB | S0HE (30l £ B, scopo ninding
Updates) ", Internet Draft: draft-ernst-mobileip-v6-network-

03.txt, Mar 2002; and the document referred to as Non-Patent
Document 14 is Narten, T., Nordmark, E., and Simpson, W

- r

"Neighbour Discovery for IPveé", IETF RFC 2461, Dec 1998.

DISCLOSURE OF THE INVENTION

To solve the problems mentioned under the section of
BACKGROUND ART, according tc the present invention, a mobile
network element cmploys a mechanism for passing information
related to an access router to which a mobile node is attached
on to its home agent or other corresponding nodes. Utilizing
this information, without inviting a penalty which is applied
in route triangulation, a home agent or corresponding nodes are

able to construct a routing header which is for sending packets
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i nevitably established. 5 Furthernore, because the hone

agent or other corresponding nodes have received the
information related to the router to which the nobile

node is attached, it is possiblg to verify that a packet
arriving through a tunnel w th one outer source address

of access routers is froman authentic source. Therefore,
Wecausel 0o & nab pbssidhlee. fftwe anrecinpitdntn telverdf yotthe: router
reliability of a forwarding router, it is possible for a
WbWFléCihoE{iérmP]@iﬂ@rm@ﬁ iambureregatketeui nectthe trokd le node

specified destination. The present invention enconpasses
e S ldtre PRt REFRIAG TG ¥ padleetrediiatcinelt datfa thet woiflegmation is

Sone .ne rks a t hese networks 15 are in notion; for
é§§ﬁ81égg§r?ﬁﬁ%$fg%%? olling an inner network side

interf f_the network ch s its point of attachnent. _
The py%@%ﬁ?ﬁ?ﬁ%ﬁﬂ?ﬁ%ﬁchgﬁiggg%gﬁﬁ%ﬁggﬁﬁh?gC?%“?&f%??ﬁﬁpondlng
SO Oy 1L QLARLy 1 0n DY guidena 0l balo copnecti VLY 10 rar 1o
roam ng hosts, and as its consequence, 1t i5 possible’to

adhiceyensueb, a1 8l:00ad | 2Q+¢ARMREET Vit Y510 £.0801 DG DQSLS £y that
The present invention discloses several "algorithns to be

asedckattdw ety Mg ahiypas o0tuhedaswithesee yRes- ab®rce address
nobi | e hosts which change their point of attachment to
gifobat e datrauicomupi tatn ensawneh swr ks ,sambi¢ e Theuwtetficg-e, because
which control inner 25 network side interfaces of noving
Aét wSr RS 5 Sdkd cotiiedt ehastes roenlgltobaredata coemueal tabidnsy of a
et wor ks whi ch conduct, communi_cati ons w th nobile hosts
Ao FEUEEFs. T Wt Prda - Rigp Foyng o 14 £ QtHek to forward
lLgQrithns, it .is possible_to deliver.pﬁﬁﬁﬁ%ﬁ}bound for
%nc%ﬁfﬁé'fﬁﬁ%%ﬁﬁ%wﬁ S 1% Bt PoRPWEH i det by to
'ntend%ge QfégbﬂﬁtiQGQntion.encompasses the internetworking of
packet-switcheddatanetworks. Somenetworks among thesenetworks
are in motion; for example, a router controlling an inher network
side interface of the network changes its point of attachment.
Thepresent inventionprovides enhancements toexistingsolutions
in order to provide a glokal connectivity to roaming hosts, and
as its consequence, 1t is possible to achieve such a global
connectivity to roaming hosts.

The present invention discloses several algorithms to be
used in three major types of nodes. These types are: mobile hosts
which change their point of attachment to global data
communications networks, mobile routers which control inner
network side interfaces of moving networks, and other hosts on

global data communications networks which conduct communications

with mcbile hosts and mokile routers. With full deployment of
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5 BRI EF DESCRI PTION OF DRAWNGS FIG 1 is a diagram
illustrating one exanple of a global network; FIG 2 is
a block diagramillustrating the configuration of a

net wor k el enent apparatus accorgi ng to an enbodi nent of

10 the present invention; FIG 3 is a flowhart

il lustrating one exanple of an algorithmused for

¢ iy B o BS Ent B i £3; PEPELDA 8 Soadplldwearackets bound for

ic) | ust.rating one _exanple of an algorithmused for _

o ST FAGTa " FEUCE G hBaBRF 10%sw i 51 1mun d¢ b Heg tintended
[ f ' one exanple of an algorithmused for
s%éc%?%rg%%%??fi cation by a router; FIG 6 is a flowhart

illustrating one exanple of an algorithmused for
security verification. by a nobile node; FIG 7 is a

fHromehanisdk T 68T 6RL bRIDAAG @KATTPI € of an 20 al gorithm for
handling a direct forwarding request; and FIG 8 is a

f I owchartc j 11l ust patii ngrane i@.&@rgﬂr%@n@rbn@legﬁﬂémn&@%d global
for security verification by other host. BEST FOR
CARRMING OUT THE | NVENTI ON 25 Enbodi nents of the present
invention will be described in detail below wth

ref er eddlés + @ tlheadetonpantyhagadr alingsratThivsstaectbofiguration
di scl oses a nethod for providing roam ng 12 connection to

Stthér Tt ksS4 Aran gl BBRE TRetiforac cors Hed pto undersbaddment of

the disclosed invention, the follow ng definitions are
& PR PR ket Ve 513 &el f- cont ai ned unit of data of any

ﬁgfagﬂg%%f"%ggggk}fE%wgﬁgkg Qﬁf%%éf§¥f%bogng %¥§%ple of an
algorithm used for updating Binding Entries;

FIG. 4 is a flowchart illustrating one example of an
algorithm used for constructing a routing header;

FIG. 5 1is a flowchart illustrating one example of an
algorithm used for security verification by a router:;

FIG. 6 1s a flowchart illustrating one example of an
algorithm used for security verification by a mobile node;

FIG. 7 is a flowchart illustrating one example of an
algorithm for handling a direct forwarding request; and

FIG. 8 is a flowchart illustrating one example of an

algorithm used for security verification by other host.

BEST MODE FOR CARRYING QUT THE INVENTION
Embodiments of the present invention will be described in
detail below with reference to the accompanying drawings.

This section discloses a method for providing rocaming
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normal Iy consists of two portions: a "header" and a

"payl oad" portion. The "payl oad" portion contains data

that are to be delivered, and the "header" portion

contains information to aid the delivery of the packet.

A "header"” nust have a source address 10 and a

destination address to respectively identify the sender

ari et prentcofotiner " paéiietr ks Atpacket L tioahelnaigiorlef el help

to a sel f-contained packet being encapsulated into

et HALKAS e HOtCof L7 FABRAETE URRE! A1 o SaHlsdini tions
r%jeQng 1o as "encapsul ati on" of packets. The packet 15
that 1% eing encapsul ated is referred to as the

"tunnel;ed pagket,; caqr_’inner packet _wher t he _packet
t hat encagsu%atesl?hesﬁF%nan'gégf%%mnﬁgt?g ettt Rgossible

EQ&ﬁHﬂ“ﬁHﬂ%rEb@?&kSé"d@ﬁi¥%§%§fCH@Q¥Q%J£a KSEQOr%hthgpacket"

entire "inner packet" forns the payload portron o

TRHES 1 PAKEs {'s 29 JIF "TRDISrNOg.s ;1 8 ahQEH@QWkaﬁbegenbayload”
that changes its point of attachnent to a gl obal data

conmirircat Tlons petywoek” grd-dion NBYnbeidsedaMd hthat are to be
reference to an end-user termnal or an internediate
wetlwordke el e pent thhi theddect i@nst asn aqat ®ivay , i refo ot 86n to aid
and an_intelligent hub that can change its point of 25
éheaéﬁ%réﬁ?rﬁfoog ké&gPebik tdad o' heorfrm| setstohs veet work.ceAnddress
end user termnal, which is a "nobile node", is nore

ElEaf] {eréfiered™ AE UL it Hest Ve lithi fengA Ty the sender
gg%ﬁﬁ%g%{*%ﬁW%ﬁeeLeggQ%513 whi ch functions as a
y In

inter
gateway, "a router, Or a I'l'i gent hub, which is a

"nDbi|%ﬂgﬁ?%etkﬁnﬂ%ﬁ%ﬂ&*ﬁ%f%r%%%%%%%gflg %%ﬁ?é%?%%éﬁétbeing

router. . "access router” o . e node
entepm®diAts) 15 tReiMOrk-el  aBRAL - W gh functd 9B3cPRtq% unneling”

gateway, a router, or an

is also referred to as “encapsulation” of packets. The packet
that isbeing encapsulatedis referred to as the “tunneled packet”
or “inner packet”, whereas the packet that encapsulates the “inner
packet” isreferredtoas the “tunnelingpacket” or “outerpacket.”
Here, the entire ™“inner packet” forms the payload portion of
the “outer packet.”

ATmobile nocde” is a network element that changes its point
of attachment to a global data communications network, and it
may be used with reference to an end-user terminal or an
intermediate network element which functions as a gateway, a
router, and an intelligent hub that can change its point of
attachment to the global data communications network. An end

user terminal, which is a “mobile node”, is more clearly referred

to as a “mobile heost”, while an intermediate network element
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intelligent hub, which is connected for the

above-descri bed nobile node to gain access to a gl oba

data conmuni cati ons network via the above-descri bed

network el ement. A "home-addresgs is a primary gl oba

address assigned to 10 a nobile node that can be used to
reach the nobile node regardl ess of where on the gl oba

datiscle difsHi et s ors eaioMethe nobitesr, moden s ndurlrlentdyt hub,
attached to. A nobile node that is attached to the gl oba
JatE" comniAirRatioRs dRet wbt Kitferé SR d vhiorrEetitafess dissa “mobile
tolﬂgqghpally 15 conpatible with the addresses used in

t1ve ﬁ?cinity of the point of attachment is referred to as

" at horﬁ?{; ’“E?Cn(g %Qgr ll_uglegl"t ngfa mtéa(r%lslé)grlfc?c ¢ ?i{/%a%{t}?%ggigg%}lediate

that is controlTle y a single mihi

% def.ar red 4o, asat hen " igt _of _th bi_l e nade.
S bl e hae T har B ar T AeRed Fo™ Stﬂg’?’&&gl “gECATeE, or an

GOIFRINI (Al ONBuB et Wakknati & POLAL-whEr %c;rhetﬂ@"ﬁbéggf—%%cribed
of the nobile node is topologically inconpatible wth

tiod> idddnesses gasediddedheod globkY @+ 4 hatum@lidatofons networx
attachnment is referred to as "away", and the vicinity of

the pdisntalofveatdashnmenédt hatw2sk s lcomnol | ed by a single

adm nistrative authority is referred to as the "foreign

domai n# "Reggredstregddr éss'e Py iaarenpgérdmyl glolals mddrsessied to
assigned 14 to_a nobile node that is away such that the
&%&?Jghga noqe Feabi c Y rees edi e rEFs o e A1 komeaty braardless

i t dresse used in the vicinity of the pojint. of ,

gﬁiQ@ﬁ%%h?%t%%Fhgﬁ&Poﬁa%atﬁaFQWﬂﬁﬁﬁﬁﬁEg??an%eE@B rkPe mobile
ener ald Y- .speaking, L Pe-R.4CRLE- Of - address” is effective

only when a nobile node is attached
A mobile node that 1is attached to the global data

communications network where its home—address is topologically
compatible with the addresses used in the vicinity of the point
of attachment is referred to as “at home”, and the vicinity of
this peoint of attachment that is controlled by a single
administrative authority is referred toc as the “home domain”
of the mobile node.

A mobile node that is attached to the global data
communications network at a point where the home-address of the
mobile node is topologically incompatible with the addresses
used in the vicinity of that point of attachment is referred
to as “away”, and the vicinity of the point of attachment that
is controlled by a single administrative authority is referred
to as the “foreign domain.”

A“care—of—address”jjsatemporaryglobaladdressassigned
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to the sanme access router. A "home agent” is a network

entity that resides at the hone domain of a nobile node

that perforns registration services of care-of-addresses

of the nobile node in a case whgfe the nobile 10 node is

away, and to forward packets addressed to the

home-address of the nobile node to the care-of-address

dio t e mobillle nodele 'tGert espondivay nodes!’ coratespond taGisigned

all network elenments on a gl obal comunications network
Ctaﬁ-’w%Tﬁ@%e%b.lﬁet%fabogngaééwmw@ ebamiditca¢enkiresses

" Bi %{ Update"” is a nessage sent froma nobile
'1_1 % dgeritt ofetRP1ts ebrreSpenarng nedése global

h f (the h t th .
Z&Sd'rt?aesg?mé’ﬁﬂﬂéuﬁg S he e&rwﬁeca%?no%"r%i&@f oSSR,  the
S‘%‘?ﬂ% C(_T_I thedé?@ééﬁflgoeg%%ectl Zaﬁﬁ}prlq%ﬂa bb gaal?)éise 1%]attached

bet ween the care-o ress an one-a
tthe gmbidgndode-at s thgureei.pi ent. A "Binding

Acknow edgenment” is a message which is sent from the

reci pi enthehean il NG LWpdatwo FRSSage: § e He-8endRs 9f +he home
the above-nentioned Bi ndi ng Update nessage, indicating

thearesolft 2 ndbihe boadi tigat25cArdradt regibeaderion Sc@Re ces of
pi ece of information added to a packet, indicating
icRtrevedictidr epirers’ itheangbdal nddaincanmsg catdionshe mobile
network to which the packet should be forwarded. 15
ROFAFat F ¢vay rdud &P f%r‘aaaﬁmk%%% ad@éwmdcia@ itdrfshome-address
s based on their

f f di
L BB 302t 00 o, Bockelecbaced ohLUSLise o
behavi Ql-~ Q’X:@'S'E%r%gl d%no%ie!é’s cogr:esg)b?elrcggcdl atﬁL aHSFworg elements

destlnatlons I'n or r to use a

sender1pULS Egﬁm%gq@%%idgstﬂé%%o@frwi@ﬁeﬁgfghrgﬁgpﬁggﬁle node
is conducting communications.

A “Binding Update” is a message sent from a mobile node
to its home agent, or to its corresponding nodes, which informs
the recipient (the home agent or the corresponding node) the
current care-cf-address of the sender (the mobile node). This
forms a “binding” between the care-of-address and the
home-address of the mobile node at the recipient.

AYBinding Acknowledgement” is a message which is sent from
the recipient of a Binding Update message to the sender of the
above-mentioned Binding Update message, indicating the result
of the binding.

A “routing header” is one piece of information added to
a packet, indicating intermediate routers in a global data

communicatiens network to which the packet should be forwarded.
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in the last entry of a routing header, and places the

first internediate destination in the term nation

address of the packet. Receiving the packet, the first

desti nati on updates the packet jgprovided with the

"routing header"”, and subsequently, arranges 10 so that

t he packet is forwarded to the second internediate

dEsmmgt Y ona( tivatt €, inhe tekopaht deraaddressn dfathens network
packet is _replaced with the next entry in the "routing
FEddeér™= | feRrareyeide ©F sprefeatedPunef| obhetlpatketlestination,
r?gches to,.t he Lasthintergediate _destination, where the
"OULTHY 2hehdBF - P " tpdaf ed® YT 4F 665t hes Belinicket ko ipeluding
f.or d its_actual Ly _intended destination For mpre
5%%2%&e§ge£%F%%% géﬁ%gnd¥ﬁ5lgﬁgﬁé?rﬁn§8foéderE?i?EF a “routing

ﬁz%aﬂféf", Eleoaéi'?tiér i's‘h% sagﬂisagﬁifé)sé S%eﬂm%q ].Jl\QP'iFr)gtacte%nc%ed recipient

Docunment 8. Every networ ement whi ch supports o

iinplatent ssa Brthod o 2Q, %@iﬂ?cﬂéah\%@,diaﬁﬁ osed-L0 the first

present invention is referred 0 as an
“irwenid dina en abkedh anaios K 1elefBhhi nkR ibRead@k L 90 he packet .
description, for purpose of explanation, specific
Rerzarsing ities pastaeugct tihes fiasd debernnpariareteds il trsebacket
forth in order to provide a thorough understandi ng of the

2T Priskehtviibdy Ehei onouhdneveeaidenfi | knbdesapparerntily, arranges
anyone skilled in the art that the present invention may

58 privet i 38 Wechsdt 1§ néssvWepslad i e° debai Isecorsl | fptermediate
| ohal data c ni.cati ons network, as network el enents )
R e P B b2 A e TR AR IS il e Dacket 1s

r : owhi.ch PorL L EH. qgthod” n .
Eg%ﬁ%ﬁ%ﬁﬁﬁgﬁggﬁgie ti% ?ggngﬁéégﬁtglngen iR 9Tt ?S%j”jSCYCle

HecessRby SORrFane e Lfan Sodyention:gnabled 1QULEE ~qiate
to indicate their. that they can use the

destination, where the “routing header” is updated to allow the
packet to be forwarded te¢ its actually intended destination.
For mcre detailed explanation on the operation of a “routing
header”, readers are advised to refer to Non-Patent Document
8.

Everynetwork element which supports or implements amethod
and a mechanism disclosed in the present invention is referred
to as an "invention-enabled" network element.

In the following description, for purpose of explanation,
specific numbers, times, structures, and other parameters are
set forth in order to provide a thorough understanding of the
present invention; however it will be apparent to anyone skilled

in the art that the present invention may be practiced without

these specific details.
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nmet hod and t he mechani sm described in this specification.

This wll be achieved by the router's inserting unique

signals into nessages which are occasionally broadcasted

by the router to its neighborijg apparatuses. A person

skilled in the art should 10 be able to recogni ze vari ous

exi sting nethods which allow network elenents to notify

ot her werlle drddes - afomeinl adplabi$ heitesrk, Fur thewmpkes lement s

according to the specific broadcast nmessages fromthe

&OVE- T | bRedRrobil¥ Yvtr@ér InKHePIiemodes Tbnedcredh troetwork

a net wor k e%%Fat controlled by the nobile router shoul d

e B b S RAIW t Feisiie 446 BsEhef 3@ mechanism disclosed
ove- i d mobile. router. For exanple, under a_

??}gghs aﬁ%%gb 0 %?ﬁ%?nPréfo%SIne9§F§F5H‘§Qﬁwﬁ?mﬁﬂﬁﬁﬂd of an

Dogiument -,8) P ' 10, i hone- addr ess

option fﬁ?oe%?$%3?2$£§%%%B%?§%ﬁ%ﬁ%§%%gggﬁé%%ﬁ%igeﬁ?i?? dise the

e UMD aHLithiet ¥esBaMERM NeRRaten i@%%q.%ngp%é)i’f i gl This

is for advertising its hone-address, and is sent by an

nVieintdcoacanableer blodher rolhe rhemenaddnass; eRliRR: ShoWd s into

include the next fields: (1) a type field for

irgerd o nhidiat atGeocophiapnails yhane: adles €883 0PYi 0Re( 2buder to

length field indicating the size 25 of the option, and

(P acrerE gdddressrriralld for. PAdentisbyi agithed in the art should

hone-fddress of a sender. Qut of broadcast nessages sent

By AL P mPehEFoATeHabT & 47° Fouterin aBicdessts Bedche by network

IS 1095 20 NSNS, 0L & o 8 YOS, coegnirsuics.
o S ARG Wb RO PR SESSAE AL DY, LS e
&QQﬂﬁﬁthHESQe—ﬁeh%ib&%ﬁﬂ&bgaigﬁ%gh%@rgnﬁobile nodes connected
to a network segment controlled by the mobile router should be
able to know the home-address of the above-mentioned mobile
router.

For example, under a circumstance cf Internet Protocol
Version 6 (Non-Patent Document 8), it is possible to insert
home-address option into a router advertisement message
identified by IPv6 vicinity search (Non-Patent Document 14),
which is for advertising its home-address, and is sent by an
invention-enabled router. The home-address option should include
the next fields: (1) a type field for identifying that the cption
is home-address option (2) a length field indicating the size
of the option, and (3) a home-address field for identifying the

home-address of a sender.

Out of broadcast messages sent by an invention-—-enabled
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It is possible to enbed such information into Binding

Update nessages in variously inplenentable different

met hods, which depend on the basic protocol used in a

gl obal data communications netyprk. For exanple, under a
circunstance of Internet Protocol 10 Version 6

(Non- Pat ent Docunent 8), an access-router-address option

nedt bRy i isedesd b ed Biaddivng ndddibt @ medsage spetifd@iknt Dy able
Mobi | e 1 Pv6 (Non-Pat ent Docunent 7) , and such an option
stivtirye Hhe i 1address 9f ehg@sacgepsarputer to which the mobile
acc ss-routﬁr-a dress option for identifying that the

IPtTon IS dhCACCESS T St et L ME MR Rier e SERqR)Feay biigihe mobile

field indicating the.size of the option, and (3) an

alljlcocolle%sé'- Plgbjtserl-sag) rsesslé)%fef eqrguf o i&ERTF ViTg & %é“e access router
_ﬁggﬁ _ access router to which a sender is

2%¥§Ehe .@§§%58éa%282 %ﬁ%

ock diagramillustrating the main

confi gurat ko ofi et Wolky gl ] Lehys
enabl es ZOQ?herperation éﬁ%@?ﬁgggﬂgﬁg%ﬁfoﬁﬁgg%ﬂ% ﬁ%%ﬁgUpdate

elaymite AppAra4 Hsol00yCORNPicsRH A0CRS S SLEL QA 10L+aRds . which
nmessage generating section 102. Network el enent

aypaarat os 100 Hpessessescaoql whal addresssoa W6 ESmmunications

uni quely assigned thereto in a global network, and is 25

Awivenitt y Fatt ashed Lo andessa rdutermARInasia®y ThltieSnet Protocol

address. Then, as the %Pparatus itself noves al ong, and

A€ 5 Pechnmb¥oRekassaty Pag et bbb sh & rioane gy router-address

%pqpe%}ion géth.anotgeé edge network which 18 is not one =

{ e e Qppar at s culr Bnfry Bl onga then¢oF reGi Agecified
L | cted. First of al access section 101

ggﬁggg%gg§§§¥§q§g%%§§gfgﬁiégcuﬁwﬁ%lk ’é%tfﬁgfﬁb?%ﬁﬁﬂjxnlshOU1d

agdnest Wehd s temposati ly,ass %%%%séfﬁo%geeﬂ%ﬁress option
el ement apparatus 100 from an upper station {(hot Shown

for identifying that the option is an access router home-address
(2) a length field indicating the size of the option, and (3)
an access-router-address field for identifying the home-address
of the access router to which a sender is attached.

FIG. 2 1is a block diagram illustrating the main
configuration of network element apparatus 100 which enables
the operation described abeove. This network element apparatus
100 comprises access section 101 and message generating section
102.

Network element apparatus 100 possesses a global address
which is uniquely assigned thereto in a global network, and is
currentlyattachedtoaccessrouterARlusingthisaddress.Then,

as the apparatus itself moves along, and as it becomes necessary

to establish a roaming connection with another edge network which
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in the figure) in the global network. Message generating

section 102 generates a Binding Update nessage which

contains a gl obal address which is uniquely assigned to

net wor k el enent apparatus 100, B gl obal address which is

10 assigned tenporarily, and a gl obal address of access

router ARL, which is a serving router before nove.

ActBst W tPof 1o theaRi ¥ 3T Hhe Bi TRl tHyy bpdate svesade 1 lowing
enerqged at _the Hesgagg generating section to access

rout et~ AR SwhPBHFS§ S5 *servi ng router after nove. 15

This all.o cess router Al and.rel ay nodes thereafter

to obté#ﬁﬁg%g%éﬁb af “4daress O%&82§§¥?%%F8?Sﬂﬁf?aﬁﬁ?€ﬁIOUter
[ ; j r bef of. net wor kel enent .
oS SRS, QLR SR PG Bl 1 MELRBLETIY saames

(hEbwBRY DR REMHPA9E0Ls W0 2-BR0L, :
corresgondingenodegﬁﬂ?eceiv%s this %% %fﬁ%%ﬁagégégpeuxﬂ:Shown

nessage, fifier& ecipi €At L3 oabklie da-w@eeoerd the nmessage in a
table or a list. Entries in such a table or a |list,
r ef er r étbs dz0y g eBiendi migh Epterdtasheneadé e rasbeuh ¢iimtl vdepaate
at least the next three fields: (1) a hone-address field
Fersaiaf vyl cheorignmaddrless: biddresbbivlel ciode (2)q@ely assigned
care-of -address field 25 containing the care-of-address
° oD | 2L ABERE 3RPACHtH 18Rcedsolebrdr -atitiress which is
f%eLd c%pgainingrggg honﬁfad ress of the access router.
5 I PosSFBPE TS ‘rake B He® g reSeCf i @ecqg router ARL,
balcs sty Al R, AlOAL 0. LRORLE MES3age, PG 3 s a

owchart 1 ndicating an-algorithmto be used at an

inveﬂthgﬁkﬁﬁa@é%%ﬂBﬁﬁMﬁﬂ(E%éHEM£t£o{hgpgfﬁégg Bbﬁgg@% message
Entries when the network el ement receives a BiAdi g ¢

@@ﬁ@h&ﬂ&&Sﬁgaﬂm5]ﬁ@@@é@&iQE%@r@%i%%Mééhﬁfghf%&”é@%ess router
ARZ, which is a serving router after move.

This allows access router AR2 and relay nodes thereafter
to obtain the global address of access router AR1, which is the
serving router before move of network element apparatus 100.

When an invention-enabled recipient (which may be a home
agent for a mobile node or corresponding nodes) receives this
BindingUpdatemessage,therecipientisabletorecordthen@ssage
in a table or a list. Entries in such a table or a list, referred
to as Binding Entries hereafter, should include at least the
next three fields: (1) a home-address field containing the
home-address of a mobile node (2) a care-of-address field
containing the care-of-address of the mobile node, and (3) an

access-router—address field containing the home-address of the

access router. It is possible to take the values of these three
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In a step denoted as characters ST 101, an entry with a

hone- address field which is the same as the hone-address

in the Binding Update nessage is searched in Binding

Entries. In a case where the sggarched entry is not

found, a new entry is generated 10 as illustrated in

steps denoted as characters ST 102 and ST 103. Then, in

a k@ whiér ech eaPéngfinaddielst¢ suawsagent ai ned in the
Bindinggggdate message, or in a case where its

car e- of LHddress & §lPHehedte a5 i¢at epeeaddressi tht tg be used
a§§uned.that t he sengﬁr of the Binding Update nessage is
ifow Back Yo hi 877 CREP L RgnEcdsindih, e 19neme AeEoraraghy.e Binding

t - h been, removed fromthe .Bi ndi n Entries as
i bt Egg%he?gﬁgoaeﬁa%ﬁf%gksﬁﬁ%ﬂﬁ%ﬁ§%§ﬁ%ﬁﬂﬁpd@#emessage

ustra In s

105,040 ST 408, St he aifer: hand,  in a case where a

care-of-address is contained i € Bi ndi ng Updat e

nmessagesn the + Gargsfradds essn i patheenthy ;s upda '
into the caref%?-address 20 iden?i igg ?n the'B%%d%%gry with a

Updad-e dbssag ef iasl d WhisiH atsed hieNs ShePas deOtRI8Saddress in the
character ST 107. Further in a case where the Binding

Bpdatie:nPssiage vontaigrsi s heedionkeadidi 8353 ARNREGRSS Tn a case
router, as illustrated in steps denoted as characters ST
Y8 EndhSTssegchecheniecoeds- robt Brunddressv ieelidry d <t henerated
entry is su%jected to 25 updating. In contrast, in a case
ﬁﬁeﬁilPﬁErBiﬁ@iﬁ@ Ut Cssages ghes ardtetoRtTal A2taed ST 103.
hoe- address_of an access rqytij Lt is . assunmed that the
senddr “0f “t 7&° BN iy USddTe 95 ATTheHRd F 61D A tieed in the
I yﬁﬂ: 0 t_en t he present invention nd
?ﬁ%gﬁgh a ggg%iﬁgggi EUS??g?gdgiﬁgggegﬁagﬁo%gﬁ %%ré_O%_addreSS

ghataet 8bmeSTs11Ps hénkSagReeili edd Bt e umed th
access-router-address field tﬁgt thesfielgmfs no?tngFdéender

g'thEjﬁ'ee sdmdeim plpaaBentt 9= dpdat olvp 2Dt € 01191 & PUNESth Bne domain,
a;glgyiordingly, the entry has been remcved from the Binding
Entries as illustrated in steps denocted as characters ST 104,
ST 105, and ST 106. On the other hand, in a case where a
care-of-address is contained in the Binding Update message, the
care-of-address in the entry is updated into the care-of-address
identified in the Binding Update message as illustrated in step
denoted as character ST 107. Further in a case where the Binding
Update message contains the home—address of an access router,
as illustrated in steps denoted as characters ST 108 and ST 109,
the access-router-address field in the entry is subjected to
updating.Incontrast,ineacasewhemetheBindingUpdaten&ssage

does not contain the hcme-address of an access rcecuter, it is

assumed that the sender of the Binding Update is attached to
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Acknow edgenent freely, which allows the recipient of the
Binding Update to notify the sender thereof of the

result of updating. |In a case where an invention-enabl ed

reci pient who receives a Bindigyg Update containing a

val id access-router-address 10 information replies with a

Bi ndi ng Acknow edgenent, it is necessary to predeterm ne

att’ iHdSET - Hee Bi i #y AeRAoW EdgeRbAe the pueleatneEmvemtion,
t hat .the recipient of the Bi nding Acknow edgenent is

1 'Tb §G8s8 TRAL: the SeHiRt T B Cfhe B itk HgFnoted as character
’%ﬂ“ﬂ?‘@' edge{rgnst ils in(ée.nti n-enabl ed one. It shoul dbe

obvious for-a Persoht Skl &d=185F he A R SRR areld that
indexd ng, yay bgoachieyed with, for exanple, a bit flag

or a specific pattern of a bit streamin a Binding

Acknomhﬁﬁgggﬁﬁkm-gfeiﬁi?@%jﬁfB?Ba%@higgﬁﬁgskgp égﬂggtEiBinding

limted thereto. Taking advantage o ntrres, it

s sl dd@edOhit £2Q 068, r @EREA NG NOEeS AL - 8, NOE AIEAL Binging
to construct a routing header which allows direct

diddater o oca iMbithe Bedele A thitdg Jreades rJ8M D F updating.
constructed so that a packet is first forwarded to the

Rome- addressicofe am dooeses routenabaad thenpfienwantied re@eives a
the care-of-address of a nobile node. In this way, it is

ROt Hetes SV 25 fopnhapadket to twahet sentdres homeutemaianidress
af A o ile node, .and |nstead the packet is intercepted .
By éjﬁﬁ‘t?ﬁél%eﬁ?p&ﬁﬁssu‘ﬁ%@duéﬂnt Pyndfgpnatcedor beEHe™ B | elt is

qets L1 7R 8 ARt BN o e 2
QUL i it f t -packet is

st 00 et et . L oL L cocemn
denmabNe tOUjE=4S 881+t frole hRGKeL f Qﬁwgﬁgihg AQ@ngrﬁéedgement

hone- address of an 5 access router, which Is away.

Hemeagent ootehArlacesss. 1oWRIu1 dbe obvious for apersonskilled
intheartthatSuchaniﬂdeximgmaybeachievedwith,forexample,
a bit flag or a specific pattern of a bit stream in a Binding
Acknowledgement, or in any other wvarious methods not limited
thereto.

Taking advantage of Binding Entries, it is possible for
correspondingnodesoreahomeagenttocmnstructearoutingheader
which allows direct delivery to a mobile node. A routing header
may be constructed so that a packet is first forwarded to the
home-address of an access router, and then forwarded to the
care—of—addressofaamobilenode,Inthisway,jj:isnotnecessary
for a packet to traverse the home domain of a mobile node, and

insteadthepacketisinterceptedbyfihomeagentandsubsequently

forwarded to the mcbile node utilizing its care-cf-address.
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i ntercepts the packet, and forwards the packet to the

access router utilizing the care-of-address of the

access router. By having an invention-enabl ed access

router send a Binding Update tg;a hone agent and

correspondi ng nodes of an 10 invention-enabl ed nobile

node, it may be further possible to optim ze packet

del i ver ¥ 3 faaaditson a1 ficthesateessrrousel fiiss mobile and away,
i nventjon-enabl ed one, the hone-address of the access

roltertt it Setit shoure2BeraddetsrA a 16 AdildgWipdatat 4 packet is
order, to avoid a.s& nificant delay .in.a case where an .
access routef Hoved ?FﬁCESrguggse & &9 LY Yihid d)ome domain

i i on- b bi | d houl [ [
aﬂyuﬁgvf%t%%Q ﬁ?@ %%%%%?%£O og%ﬁ%%edgégﬁg%ghIgggyééé%ess of an

['i st of ot ost one

corsespondi-ng nogdes), itsoﬁvs’gg&h the o gggglg 8¢ Bi,ndi 0

Update. Hereafter, such a'list rs 0 as a %%ﬁﬁ&outer

Hostsrddsts tha Bacase Whele & apbihe pode gpyes, (Lh
mobi | e node shoqu notify 20 hosts on Bound Fbgﬁst%igﬁﬁnfccess

sendidwg wespeeinhyetnedes Bi-_di-NHdtpeat 5, thewevekb.ss Fouter.
order to avoid the burst of Binding Updates each tine
t he nolRY bamodeg awvesenthere st «hi becassl t@ht e shidid a Binding
bet ween consecutive transm ssions of Binding Updates. In
RS wHet e aandbite rgRNanERA | AveneForndiabl edoaltcesHE  an
25 router sendg notifjcations to hosts using Bi ndi ng

u

UPdatEs: Cany 2 RoRe BGRAt-caR@Cor resphdi g Turther possible to
i nti on-enabl.ed, nodes are able . to obtajn.a sufficient ,
Kt \ét\?ﬁq%ldzgge praeclalgﬁteéJl etrhol‘f%rey hg%ﬁrcghtto]p%l?"og@%: RGeS router is
j {¥n 0L LLe e opt i m th Liver of
Sgﬁt§?§“¥é %h%gﬁ%g?P%Eﬁoggg P% 5?%g¥£%%§%oogogﬁ?LgF§%SS router

Pess bt &nhd0 &Y Qe @y &l gox iﬁm%gi %Hé%a}t %g\. belaw 4 avoid
when a routing header is constructed from Bi ndi ng

Entriices.f i drltGded 416 i Bl ewskaih cirkdizgabicR@ san -ah @ Whies (in
to be used
a case where it is mobile), any invention-enabled mobile nodes
should maintain a list of other hosts (both of a home agent and
corresponding nodes) to which the node sent a Binding Update.
Hereafter, such a list is referred to as a Bound Hosts List.
1H1acasewhemaanmbilenodenmves,thenmbilenodeshouldnotify
hosts on Bound Hosts List by sending respective nodes BRinding
Updates, however,jizordertXDavoidtjmaburstchBinding“Updates
each time the mobile node moves, there should be a slight shift
between consecutive transmissions of Binding Updates.
Inacasewhereamobilenode and an invention-enabledaccess
router sends notifications to hosts using Binding Updates, any

home agent and correspcnding invention-enabled nodes are able

to obtain a sufficient knowledge related to the network topology
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at a network host when constructing a routing header for
delivering a packet directly to a nobile node. Binding

Entries are used for obtaining the care-of-addresses of

nobi | e nodes and their access ggouters in a recursive

manner, whereas a stack is used 10 for storing these

addresses, nmaking it possible to return the addresses in

BV ditse e derhangncEonder motiing agdutingobeadére the delivery
this algorith a stack (last-in-first-out informtion

SHoPage =3t Eepa]fl@)m?%l USSP ED- aid At TThrsEPueei oht dfs @ossible
routing headﬁr. H&ia stef denoted as character ST 201, a
FRERETEY A H T2 ad thl RRbt§ et Fow alen RerPaising header
il t I nh.a-step.denot ed character ST 202, two of
ﬁ§£§§%§%fﬁéﬁ$%bfggm"g%gglnghgﬁﬁﬁﬁasare respectively set

with t ddr ess_o ket .. ce (J.e.. the ho

agent gﬁx%b%rg%pgng%%ggﬁgggsg%ﬁﬁc%H%%HﬁQuiﬁ& Qiﬂéh%n%ﬁu?e used

Eﬁﬁéﬁ@@%@%%ﬂgsﬂ&ﬁeh%ﬂﬂé%gﬁé@iﬁ%$%gégEh$geQa%$fgyﬁgﬁﬁvering

of the nobile node) . Subsequent e algorithm enters

thempneaessi gt 0PpLb | husbhatied ridieSt eps SNt - 8%cs are used
characters ST 203 - ST 209, and in that |oop, a search in
Biond iofrgr 2 iEnitrg ehd sacandutctaddfessan et nybhavw Agdas and their
home-address field matching with the value stored in

@SICe Y& BHSE WHer @ tiecweal chatk2Beent viersampob Bownd, is used
t he processing | eaves the loop as illustrated in steps
Eé’r’fotsé?&)r&?gcﬁg%ea*ﬁ EEITSE Y i 5T9 201, Pkeieds ta rgturn the
%%%% @p%kﬁi%h§ %e%rched entr¥ i S fougd, t he val ue in dst

PS 08 “EREcKEd T EEE SR P F A RhBERBr SPRE Y i % 2t peuting header.
home- addr : bi_| e not (a.correct result .
should%%%€%g?g¥ﬁ%gggh y'Ehgtggg %?%%% %%pg FFFoﬁugfl?ﬁgrmatlon
ls@0R): e EEr@c%%%%ﬂ“@%r§sEBet¥%LH?tHésdﬁﬁyﬂfﬂg¥gé i arpguting

home- address of the nobile node, as 5 illustrate

atepsrdennt ed asghadecbers 9k 204arSItdP5.s@ndo1, a stack is
initialized to empty itself, and then as illustrated in a step
denoted as character ST 202, two of temporary variables “src”
and “dst” are respectively set with the address of the packet
source (i.e. the home agent or corresponding nodes which send
the packet) and the address of its termination (i.e. the
home-address of the mobile node). Subsequently, the algorithm
enters tThe processing loop illustrated in steps denoted as
characters ST 203 - ST 209, and in that loop, a search in Binding
Entries is conducted for an entry having a home—address field
matching with the value stored in dst. In a case where the searched
entry is not found, the processing leaves the loop as illustrated

in steps denoted as characters ST 203 and ST 204, whereas in

a case where the searched entry is found, the value in dst is
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ST 206, the value in dst is put into the stack. Next, as

illustrated in step denoted as character ST 207, the

al gorithm updates the value in dst to be stored in the

care-of -address field found in 4fe Bindincr Entries.

Thereafter, 10 the access-router-address field of the

Bi ndi ng Entries is checked to confirm whether the field

CHMErnd w0 vl o Mo ateddreor thet vallue aschBe hdeeeatiieess of the
contains a valid address, the loop is repeated as

|W$%%%?a?%aelﬂrsﬁéﬁs (e foteFHs Thurhet shguSE LRORTdmd 8T only

9..ln the ST 20 t.he caontents of the dst field 15 is
qégjﬁhﬁlrﬁtiﬁgp d&ﬁ‘”hﬁ€%§§§ rA°R)cas® ﬁh%@%etWﬁ@fe Lhe value

AECeSRERUREL IVeP e | Brkl YRl d B DL 08 Sobife Bode, as

he processrng 1eaves

s . fahnge SN S e 3

211, the contents of I'S pus i rev

@derod o beeaddede! ont heer au ia: 20, heage. < Fueiher mr e,
[

in a case where the stack is enpti ed, 'ustrated in

step denatied a@lahalrs,&Qta&recSInZéZept&@n@@@lﬁeés é@éﬂ@@ék%‘r 207,

field is set into the value stored in dst, and

dlbgora 1 twr ehds. u@alattees otther vhand, itrhofigh a of@ﬂli@bred in the

header constructed in 25 this way nakes it possible to

GIFtT AT Yo a Prer ¢ Bl gl D canshkethe ddlridigre@ntte i smwbhlkeeatter,
de, it also invites sone _kind of security threat. The

Egget 2SEPPBUS CUhFéar dTES S Rl ehdtofakhattiarkisrd Fatables P4 checked

header which reflects a

f
Serer T o G5Ge TH & Hobt o RERNaF kS 5ﬁalgsarifjsress or not.

pa acket roma no

b le f t.h ta t
%99%@%Hﬁﬂ§%w@£e Eﬁggfggaﬁog§an%n§” 91%5 é?ﬁg %he loop

reach the part of connunlca i of

whenedde- & tacker 1 veuldeaat jhe 36! 5#§H gsséﬁgrggk%rs ST
usi ng ot her methods. In order to av0| securit
208 and ST 20%. In the ST 209, the contents of the dst field
is also put in the stack, whereas in a case where the
access—router-field is invalid, the processing exits the loop.
Once the processing leaves the locp, as illustrated in steps
denoted as characters ST 210 and ST 211, the contents of the
stack is pushed out in reverse crder to be added to the routing
header. Furthermore, in a case where the stack is emptied, as
illustrated in step denoted as character ST 212, the packet
termination field is set into the value stored in dst, and the
algorithm ends.

On the other hand, though a routing header constructed in
this way makes il possible to optimize the routing of a racket

delivered to a mcbile node, it also invites some kind of Security

threat. The most serious threat lies in that an attacker is able
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vi ol ation, any invention-enabl ed nobile nodes shoul d

follow the algorithmdescribed below to discard al

packets which are suspicious to be forged. FIG 5 is a
flowchart indicating an algoritdynto be executed 10 by a
router when the router intercepts a packet transmtted to

one connected to the router in a local network. This test
§@q@@nﬁ§rumﬁesspequﬁimqmﬁinqéﬁmﬂbﬁh&ﬁwwMKﬁﬁiéiﬁé%lpacket
of the | ocal network against security threats. Upon

it eaptdohnof nabpaeket thyrl, rout ef i tascphbasticated itHecomes
in st%Ps denoted as characters ST 301 and ST 303, first

SO+ et%%rr%?e?tléﬁégl% \M‘Petq?ﬁcht%h@eﬁaﬁfﬁapﬁoﬁ global data
addr ess. s wWi.th _its hone-address or

O G R EE b e oo hac hearH it o hearsss s ible

dd d
1o 30 il g, o 3 Sl Poccurses
(x)“ﬁﬁde)tlorgoagy ﬁ.Hv@n‘E@%ﬁ—%% etcpﬁoijﬁr :g; ﬁgb e%u£§3€ lelow the

mat ches with the care-of ress as

@m@ﬁﬂ%&ﬁﬁ;ﬁggéﬂﬁb@E Bgﬁéﬁmtot@ié&ﬁﬁfngfloké%ﬂéﬁg'@ﬂlch are
header is checked. Further in a case where the

tserapinatdwon addsessodgea.not match with the hone-address

nor the care-of-address, as illustrated in step 25

denot edT&s thar adtlew@R 305nditaits nghes kedravhigt et otheexecuted
termnation address is a valid address in the |ocal area

Ret foF RUEBHENWEEBdThEor PHECKOURERTEEPGE 2 PACAetateawsarid ted to
t he ternin ti.on E dress 25 is a valid address in the

PHEAFRPBE® REt “coinct 4 g SFolPer: Bete Lot sequence

|_hust st 2not e hara e t_.he

glac 3 {Qg%gsrl\%alr dg to 4% gaestl na?lf‘%ﬁ Lk éghiar%oé:%]a?@twork
bbaﬂﬁ%ﬂugecgggtyaggggaté di scarded as |IIustrated in
step denoted 5 as characfer ST 310.

Upon intercepticn of a packet by a router, as illustrated
in steps denoted as characters ST 301 and ST 303, first of all,
the router checks whether its termination address matches with
its home-address or its care-of-address. In a case where the
terminationaddressmatcheswith the home-address, asillustrated
instepdenotedascharacterSTBOZ,thepacketisconsumed(used).
Or in a case where the termination address matches with the
care-of-address, as illustrated in step denoted as character
ST 304, the presence of a routing header is checked. Further
in a case where the termination address does not match with the
home-address nor the care-of-address, as illustrated in step
denoted as character ST 305, if is checkedwhether the termination
address is a valid address in the local area network connected

to the router or not. Tn a case where the termination address
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In addition, in step denoted as character ST 304, the
presence of the routing header is checked, and in a case
where it is not present, the packet is discarded as
illustrated in step denoted asygharacter ST 310. O in a
case where the routing 10 header is present, it is
checked whether the next address in the routing header
ilss ttherd laist aadrgsorimothe | hic@ataseevhaeewothe daediected to the
address in the routing header is not the last entry, the
&ty T s Fepldeed Wi td tive steenilaabiten addressaoketrh®T 311, the
packet, .and as illustrated in steps denoted as
SHiract ef 3 ST 4906eqT 95 1367 degrid o1t 805, Whersashdeked case it
'Qﬁyh%%per the termnation address is a valid address
e I

i T | G041 PAFER rwBr R CEGHIRskEsd | LY e tghidt Shrep denoted
rgg;cggygg@g igTa3§ se where the next address in the
ng he

routi ader 1s € last entry, as illustrated in steps

denote%ﬁﬁh&@fﬁﬁéﬁ?r§nsgéggiqéﬁg%%g.§98tﬁ%¥%é€g§ §?té¥4, the

is checked 20 to confirm whet her i S the hone-addr es

frdhandOoWer i Rlitind M ase Mer&idq) siden 2 case where
home- address, as illustrated in step denoted as

chariactert Fr80dnt | henpagketeeits iconswmd-dasedy ;1Wh8kea%ed in
in a case where it is not, the packet is discarded as
isHegs tipatéad &a shepadenot €8 HL cliar dat ercSle 3r 25 Hd Gouting
6 is a flowhart indicating an algorithmto be used by a
REGIASE ActdeP{§Seta wbbiFecheg&ephi-dtetiemoth ¢ uncktoniddgess in
%_a ro Le&%, and this f% ure illustrates check
% &e@éﬁl{n‘d“ 6 pertorhedt % AORObIE o ¥ \iieh- t e AoBRrPe Where
nede, receives a ag#_t. The check process descr be?
herei n makes f?“%dSsﬁ%F% (%E%%p g%e£@ﬁ5 Vil i aBbﬁl §56f entry,
ithe ambile nodes 208 Ly SERUELLY TARGAS R LSl Of (ld
in step denoted as character E% %6 ) ?he _g %§F§VﬁatlghpaCket’
agdr ess ii1s eheekesy t on copbbsmuwhetRer Jdd disatdlerers st 206, sT
307, and ST 305, it is checked again whether the termination
address is a valid address in the local area network connected
Lo the router or not:; whereas in a case where the next address
in the routing header is the last entry, as illustrated in steps
dencted as characters ST 306, and ST 308, the last entry is checked
to confirm whether it is the home-address of the router or not.
In a case where it is the home-address, as illustrated in step
denotedascharacterST309,thepacketisconsumed(used),whereas
in a case where it is not, the packet is discarded as illustrated
in step denoted as character ST 310.

FIG. 6 is a flowchart indicating an algorithm to be used

by a mobile node (i.e. a mobile node which is not functioning

as a router), and this figure illustrates check pProcessing
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hone- address of the nobile node or not. If Yes, as
illustrated instep denoted as character ST 406, the
packet is consuned (used) , whereas in a case where it
is not, the termnation address;gs checked to
conflrnmhether it is the care-of-address of the nobile 10

node or not as illustrated in step denoted as character
Se U2 med Py vabs lwherdeithdrs thetmébel careiot caddressa @facket .
the nobile node, as illustrated in step denoted as

ARt &8%6Tk STATES dve Qradiest hare i swdtared,t whersigsl ¢ @ reduce
case where the term nati on address nmatches with the
AR VB Paddress ot Ofhen ot ’P el AdtRele ¢ e prisence s tof tareats.

routi ng..heade hecked, Further as illustrated in
serlesgF a‘!_?:heck %fép%nd8ﬁspegeé§”ﬁﬁ%ﬁ%%t%W%I@ﬁtZGBSTS?01 the

T, 4 ead
Ko R R T T L et B L TS
%Eﬂéu%dﬁgéé§cﬁpq§meh%ﬁi 5ﬁ%d¥mﬁ!§éﬁ%tqgr5%f tggs§llustrated

tests fails as ill ustrateggln step

@ﬁﬁﬁ@ﬁ@deEéHHsc%@%d&ﬁ&@éﬂ4@@'§ﬁ@@%ﬁ¥eﬂ@§&§ﬁ%ﬁﬁb@ used)
case where all of the tests are passed, the packet 1s

corsured ifused)asasviddasid atechd®, stigp BePl 8dtaS5n address is

character ST 406. The above descriptions fully explain a

weteirddwhi-e fecdel i wewb e thepatkeés titoe aamebidfe aabiles a4 thiotlic mobile

passi ng through a home agent 25 of the nobile node and

& 95c Bés8OF otit ek L Lt HleF @byd dee reeey wprdel ¢ arsy dhatreneyer ST 402.
he next discl osed descr#gtlons focus on a packet sent

Fofn E HoB%E Snblbet® PP s Slfaalb%‘%f@&}dﬁ@nsél ‘ﬁftqﬂﬁ mo@ﬁmnode,
A e B T e e L B B8 B8 B0l By pacer

uses ItS care-o ress as

Q%pld%é%%rd&f:k%\;he‘?@atscﬁq{j ad%a%@%hvgé( ‘r%ﬁg“éa]!:rﬁlnag%on address

because 1 ngress [tering is enployed for a secur
RaseRs LDEResSS &hk&ebfnad@% besHhgodiisearding t‘?{e Bresence

packet froma | ocal network because
of a routing header is checked. Further as illustrated in a series
of check steps denoted as characters ST 403, ST 404, and ST 405,
the remaining routing header entry is one, and therefore, that
entry must be the home-address of the mcobile neode. In a case
where either of these tests fails as illustrated in step denoted
as character ST 407, the packet is discarded, whereas in a case
where all of the tests are passed, the packet is consumed (used)
as illustrated in step denoted as character ST 406.

The abovedescriptions fullyexplainamethodwhichdelivers
a packet to a mobile node without passing through a home agent
of the mobile node and an access router, thereby decreasing

delivery latency. The next disclosed descriptions focus on a

packet sent from a mobile node. It should be noted herein that,
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a di scarded packet has a source address which is
topologically inconpatible with an address used in the
above-nentioned | ocal network. In a case where a nobile
node which is away uses its h -address as a source
address in order to send a packet from10 within a
foreign domain, there is a possibility that the packet
iis1 di se@edethedue at oclnigressdd Warding.s Aceof didigly ,a ighcket, it
order to avoid the ingress filtering, its
cHreE dftadihresso {anddddresss ahpehkhassautopol agi eahy deployed
conmpatibility with an address used in a foreign donain)
RS difpt oyt @ied selircenaddreks. thd thelp theclSeeripeeningress
to.identify the creator of the packet, the nobile node
i TS Ay TRAVERSS G chereUaddres§asrn-hé negder T tering
the ,.packet. Accordi.ngly,. sunmari zi the above, in a
ea%a RRETES AOSEREITE Hi5ad TATERCI St “Q6itis 1y tpaaRepocause
he . [ ' it re-of-.address.in the_source .
Saa7ssa s T RE B e 50D o Sar RS T B he  Aatr 666 Sagcal Ly

SPRGIa t N 0k NRti0nd Bahe Rackely jheader .,10.2,68%8 cned 10cal
where the nobile node is aware that the access router 1s

ineveririlon-enabledongetd DaLOHES PRSEEDLBIERr 15h8way uses its
access router to forward the packet sent fromthe nogile
hode 26idligectdy at eoirsededticrati 0n etshouto i swod\d RGdE: from
tunneling of the packet between the access router and
Hé&ene Ageat gof dpmeinactlesser baiteros28 Lihiist pedones he packet
i.npl ementabl e by inserting a signal in the packet .
HEaderr 199 Posstol én%eéémfilgﬂ}reé%% s Kignatinglge in order
ny_arbitrary format aof bits or .a specific pattern of a
5t Jo PR WAE Thé v e¥eite df Ssticheacdi gl o1t (e address
iadi-gated 0.3 oﬁcﬁﬂ%%HFIQHie Lef; fguter, Wt hoyt, usin
any packet “t URREr g oF comp TTity wIl an agdress %sed in
a foreign domain) is employved as a source address. To help the
reciplent to identify the creator of the packet, the mobile node
which is away includes its home-address in the header of the
packet. Accordingly, summarizing the above, in a case where the
mobile node which is away sends a packet, the mobile ncode fills
its care-of-address in the source address of the racket, and
inserts its home-address as special information in the packet
header.

In a case where the mokbile node is aware that the access
router is inventicn-enabled one, it becomes possible for the
access router to forward the packet sent from the meobile node
directly to its destination without involving the tunneliing of
the packet between the access router and the home agent of the

access router.
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encapsul ati on techni que that the sender of the packet is
requesting the router for an attenpt to forward the

packet directly to its destination. In this docunent,

this signal is referred to as g¢g"direct forwarding

request” hereafter. 10 In addition, in a case where any

router at later location does not wish for an attenpt to

f or war dl't he packetes dinetehygnteablie ®ydestdendtiron aMdhotl in the
usi ng any packet tunneling or encapsul ation technique,
itaGisehoiepBre- f 6F an Pwcerikedt ate conlignreotdiisabligrie to be
direct_forwarding request signal. In a 15 case where any

i HERE PohFeRabt eEmabbif ke iter SHRGHEbpPs tlieirs: o packet stream.

d.th becones aware that the direct forwardi hg request
g e BT TR BEcRAEY: (e Sitlle 1ot oF (HEH ChieRs o an

. _th e _address. of the packet is a valid

e ol o R P A R LB B BERE S sttt e ing o
188 1H8T & d S 20 1 | ntesopdiase network o

el enment whi ch does notqena61gﬁ;tgggpr%%§%¥Fiﬁ%én?ﬁ&n'paCKEt -8
Qﬁqﬁﬁﬁtii@tﬁé%ﬂﬂHe@foEQﬁ1Q@ggﬁﬁt%@k$f@arﬁ%%é%a&ié@b&rectly
and in such a case, the router is unable to execute
dia dats faeramaindi thigon Newdt , cithe adbihentoutar schegks 1Whet helFarrog
the packet has a Binding Update provided with a specific
destasat i ‘bhi 28cor faovarbfingo recheswbihersaiter . changes

the source address into the care-of-address to send the
packet 1o 3ddd td€dt i Adt PoRaserivhehe Trheroha atwilelter location

res ectt}o,okﬁgr cases, the packet is subjected 29 to

TSN Tat'it6R £6he Pt Ahhered 6 FRE“RSHe tageRACER T Rérectly to
ile_router, and is,subjected to de-capsulatiopn at the

hore agent  ofThe ﬁ%gFngro&ﬁﬁnQ()%ﬁyf Wafded tprpeding  or

e Lt s olo e DSl Rt o prncatane
athtidy acasesabes erht 8% rabch@RwdNENe; request signal. Tn a
case where any invention-enabled mobile router intercepts this
packet, and thenbecomes aware that the direct forwarding request
is specified in the packet, the mobile router then checks whether
the source address of the packet is a valid address from the
local network or not. If not done, it means that there is at
least one intermediate network element which does nct enable
the present invention between the creator of the packet and the
router itself, and in such a case, the router ig unable to execute
direct forwarding. Next, the mobile router checks whether the
packet has a Binding Update provided with a specific destination
or not. If so, the mobile router changes the source address into

Lhe care-of-address Lo send the packet to its destination. On

theotherhand, withrespect tocthercases, thepacket is subjected
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is no necessity to check the direct forwarding request.

Al'l packets fromthe |ocal network intercepted by the

nmobile router are forwarded to its destination by

default wi thout the necessity d4¢ tunnel the packet to

the hone agent. 10 FIG 7 is a flowhart indicating an

algorithmto be used by a router for processing of an

out lsourdb spalcketon tiratod $unaelpatket taentondt abyna Godehd fobile

a local network connected to the router toward other

HESt- v 2yt obal SHRU &céevmiy et onss et bepk. aAsthe home agent

%%é trated in step denoted as character ST 501, in a 15
LRGhBPELAR FRVERT] R-2hals SR ORI € ridiRt ec s cRERg inat ion.

from ne i.ntercepts a packet, first of all, the
2%%%%@3%%&g&”ﬁhéfkgaﬁéﬁﬁ¥%FEFh8r&¥ﬂ&ﬁ Ghat the mobile router

I i zed a,direct forwarding request. or nat _as
?F?ﬁStﬁgggﬁ%i%¥§tggh§én% datisac %?%é%@?r%nl%dﬁﬁfﬂb§f¥“§r there
as hé h%%ters%ti%q{ 8 BLeR den 8&3% cRS= £hau ]?%}é & % %S %euse%gcs %5' 1bhckets

checked 20 that the source address in

\ialdnl @eslr e68a 0f nkhero AMbiderouteLqai Byt Red 6ahi NEt YR K er are
Finally, as illustrated in step denotéd as character ST

Stwahiespeciifieddestiaatl bOrby sdeeheckeditace@ntheMecessity
whether it is where the nobile router has sent a Binding
Usdaterisef olee apanbel Ep dheadenmwherserany answer 25 for
the three tests are negative, as illustrated in step
denot ed’*Sas “cR&r act éPWSTaghs Indheagdeiern @ limmidided ¢ e used
he haone agen through tunneling. On the other hand, if
$t SSGOUTE pakeXTTSO86PEr i A% U L1 BACKST, that is, a

R D R A Sk P RanGEL R o the

1
he i nvent1on-enabl ed nobile rou

Q%%Cli:%rr t@\ﬂgra% ﬂﬁ& Bg%%e(%llj %”&fobé'ﬂ%%%%%ﬁ%%%%% onissne twork.
repl aced wth the care-of-address. ecause the source

addr ess.=0fi 1apackelrd$ iehaneed A JPWLharacter ST 501, in a
case where an invention-enabled mobile router which is away from
home intercepts a packet, first of all, the mobile router checks
whether the packet is characterizedbyadirect forwarding request
or not as illustrated in step denoted as character ST 502. Next,
as illustrated in step dencted as character ST 503, it is checked
that the source address in the packet is a valid address of the
mobile router in the local network. Finally, as illustrated in
step denoted as character ST 504, the specified destination is
checked to confirm whether it is where the mobile router has
sent a Binding Update before or not. In a case where any answer
for the three tests are negative, as illustrated in step denoted

as character ST 505, the packet is forwarded to the home agent

through tunneling. On the other hand, if not so, the packet is
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on its way, there nust be a nmethod which allows the

reci pient of the packet to verify that the packet has

been sent out from a reliable source. Containing the

horme- address of the nobile nodg,which sends the packet

in the packet header provides one 10 form of verification

nmet hods. However, it is possible for an attacker to

florges adpackietscland dfhen iwmserdtéar geds hoeraddi@$ss character
information in its packet header. Therefore, it is

ctl t7¢%l | §ereipor £aA/t ihgentheremigh et mobbécabbetiexr modifies
verify that the source address of a received packet is

tHee RALER" MRAST of 2R 25 | Ay erensAdEABbEed thet Borirzed address
sender éthe sender Hereln relates. to a nobile node

havi g %ﬁ%chF%d GnE2EGardsHIAT2ES one nethod  for

t hat ose ere is a method faor checkl t hrou
Bi ndi ﬁéﬂeo‘ﬁﬁ%‘? 5521@ THIZFE ASREE T pasRT bR BE %?W%dt%ﬁ router

tol?le 1%@%% adg{eeLSeS ImP; abdé eagcefhe\z/tekqo av%l%:?}:{%e? %I nkegheFlréc:Lplent

t he "hone- addr ess 1 nser ini s pac gade

&1 s Haewehand, ivlelrliLSft},r atiNng t@leorp%%qc%sd %&lbga%;;ﬂ tggﬂt Mt from

verifying such a relation. Nanely, the figure s

veridlieai1onsProeesscused iby ngy netaaldknhosiasesh 8s %he mobile
honme agent or corresponding nodes in order to check that

sk kdti dravd ey 25 tee gpecké t etn soue ceaarddr essatisrl prked des one
Wi th the hone-address contained in its packet header by
ﬁﬁémwﬁﬁ Wﬁ?&ﬁ*@atb@@t@etmﬁds -alHgotachim whi chs i sossible for an
I illustrated in the figure 31 investigates
ég’@ﬁa‘ﬁ &OBFREPRP @ﬁ%@e‘é D tesearti fgrope home-address

l.atio betmeen t he s address_and the hone- address.
% § "{ase ther'e e raeq g'he ‘g SYVerTFPaBferet hetal goFFihcally

SO L LU o h0n, 0 BRI AL TR g s
ﬁ@@&eﬁs’irbf‘)fa received packet is the access router of an
invention-enabled authorized sender (the sender herein relates
to a mobile node having a specified home-address) . As one method
for that purpose, there is a method for checking through Binding
Entries, whichmakes it possible to verify that the source address
of a received packet is linked with the home-address inserted
in its packet header.

FIG. 8 is a flowchart illustrating a processing algorithm
for verifying such a relation. Namely, the figure shows a
verification process used by a network host such as a home agent
or corresponding nodes in order to check that a packet having
a specified source address is linked with the home-address

contained in its packet header by the last Binding Update. The

algorithm which 1is basically illustrated in the figure
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the algorithm as illustrated in step denoted as

character ST 601, a variable "temp" is initialized in

order to store the hone-address identified in the packet
header. The al gorithm subsequeptly enters a loop (a |oop
denoted with characters ST 10 602 - ST 607) in order to

check the Binding Entries in detail. First, the value in

tieye d sl erhleek etk ragial bsvethiensougcenadiesssn @fdéheto verify the
packet. If they match up, the algorithmreturns TRUE as

M9 1Etrut &P TS ebh He AOLEE cas dshiar i tard SThE0Romehereas: s s -

if they do not match up, the al gorithm searches for an

entry %Pnﬁaﬁel‘ﬁhﬁﬁﬁet%%ld?eés%tlf?réllcﬁ M&EEeHiimp Vi t fFtchelgorithm

the Binding Entries as

ye stor
.ﬁﬁ 15t rat & ﬁ%lé?%%gﬁéﬁ%Y%ﬂnﬁs c%%?g%?%rvaé?e6@§UEPfOﬁhéeturns
SO Nl SRRkl B e L e iro s hre o

as |IIustrate in's as c

W@ﬁi%@%oﬂfﬁﬁﬁeeﬁ@%ﬁgnﬁgaggﬁéa i %ﬁgﬂd%%ggﬁeglgorlharacter ST

conpares the source 20 address o

Garg- of g £5scf bekd @fﬂé“ﬁﬁf%mgllggﬁrXna%ﬂAéﬂSE6aE€gre the
in step denoted as character ST 605. In a case where t

hemeaizeldrien | tabnt 0readh iof heie bphexeel ald-Qrer i Sthe algorlthm
verified, and the algorithmreturns TRUE, whereas in a

sads canivertd v e ttawos ar el ava identdrmalctotedchi ohheharasters sT
illustrated 25 in step denoted as character ST 606, it is
EREckedTwART heint PGS ACERSSDF Bkt BReAdtNes80f EnEdiet fihedetail.

&H b’ ntains a valid entry or not. In a case

&F° ’tltf 882&? FBuF@?lpai'jﬂr%]%%CFF@I @932NFE hBe varrge address
Lg h S FAL mher as where the

%%55@8 C%%?I;g%?égs Y pVaE I?ﬁ% éggpe§§tpﬁnstﬁ§UE as

30Ge8S LU raddrosafd el a!ss cRLLE ed. i B Legp, ANLNE ¢ tney

loop is repeated as illustratedin step
eghanaet ehtSh 6?7 thelBAIR AiSc o NRCLSSIdY £OF Bn entry having a

i nventi on-enabl ed basi c node

home-address fieid matching with the value stored in temp in
the Binding Entries as illustrated in step dencted as character
ST 603. If the searched entry is not found, the algorithm returns
FALSE as illustrated in step denoted as character ST 604, whereas
if the searched entrv is found, the algorithm compares the source
address of the packet with the care-of-address field of the found
entry as illustrated in step denoted as character ST 605. In
a case where the two are identical to each other, the relation
is verified, and the algorithm returns TRUE, whereas in a case
where the two are not identical to each other, as illustrated
in step denoted as character ST 606, it is checked whether the

access—router-address field of the found entry contains a valid

entry or nct. In a case where the access-router—address field
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to execute Binding Entries and an al gorithm as
illustrated in FIG 3 which updates the Binding Entries.
In addition, it should characterize a Binding
Acknowl edgenent with such speci% i nformati on that
all ows the recipient of the Binding 10 Acknow edgenent to
recogni ze that information related to the hone-address
ofs trivet accesd, roueenlipnritenc argtespandiags B ndhageadpdat & case
nessage i s received. Furthernore, with respect to
s&@iTg e ﬁﬁ@leésrsfcaltrféte@@qir?SSfﬁleéﬁ invention-enakletress in
node to execute an algorithmas 15 illustrated in FIG 8
W R CEREEKE T Srti e addr 8354 gfs e st dnvedmpacked. the loop
After all ssary for an invention-enabl ed
BasFeragaed Goekblb et 2a ol GO P LR ASMOT PH ot R T FeE ST €07,
FIG 4 l,ch jconstructs tin heade . S0 tha

L & Pttt A bV he® db T or § 587 B obackepasg c node

becorres possﬁbﬁ e to op

uh b d L [
a&g}dl tion \%Gt%t fnqﬁ ows ttﬁp%é%né]{lﬁv%%t%o g%agfneas gstrated in
stray.t s ﬁ@ﬁcﬁ%ﬁ’é@dt%@&l’@ B@n@@%‘@eﬁn‘:glgge $§%l@:[o§ lt should

Bi nding Update nessage through a specific access route

shendotafiar o esending t heBioddiangdpdat € JBISAGRICh  special
having additional 25 information related to the
horferadgdriess ofhiéhe addess router rtoiphieeh thef the Binding
above menti oned sender is attached. This neans that any
JReKet §9 ahsaPoPédef tdmtanninem f brr enabhedd to the
de 33 after the receptl on of a Bi nding Update has one
BPEiE KB19 Gnicttg CenaF REEEr FEIFES: LP1yNEHgOrTesponding inding

%%%vec m;nntslsoned ac][;eect: has .a source address field which
Set” into the %%ir‘é?s of an access router,

?2?2”‘3?‘“ %@%ﬁ@%ﬁ%@%ﬁ%& SPLe BT PR R s anccessity
abeveamentdnedion-enabled node to execute an algorithm as
illustrated in FIG. 8 which checks the source address of the
received packet. After all, it is necessary for an
invention-enabled basic node to execute an algorithm as
illustrated in FIG. 4 which constructs a routing header so that
it becomes possible to optimize the delivery of a packet to an
invention-enabled mobile node.

Further in addition, it fellows that an invention-enabled
node starts the forwarding of a packet to the sender of a Binding
Update message through a specific access router shortly after
receiving the Binding Update message having additional
information related to the home-address of the access router

to which the above-mentioned sender is attached. This means that

any arbitrary packet transmitted from an invention-enabled node
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sender of the Binding Update only (2) the above-nentioned
packet has a source address field which is set into the
home- address of an access router, acconpanied by a
routi ng header containing the re- of - address of the
above-nenti oned sender of the Binding 10 Update as the
initial entry. The above-nenti oned access router should
a Soe s énie aeBepdiing: oUpaatindong aipiaige iHaS one of the following
care-of -address to the same invention-enabl ed node, and
FpacketcYrahsatet dd) f ichm o ve myent i oneénpbkbéd tnode hassource
one of the follow ng characteristics: 15 (1) the

=Fent F dhddviphcket s hagtalsbar EBeabigmese ddreiss Wi ein access
is set into the care-of-address of an access router,

dTDrpani - CHP A 00t i Ry hdadeP EbRFai APAGeEhecontaining  the
- of - d .t -ad f th
LT B R T L —
the,aboye-pRotd aned pagkel. has & sourge address, fleld 2
e Care-of-addre

r
catedcts . £
whichis set intot s of “an acgggéjinuﬂgpaCKGt

Mo & s 8CCO AN &4 by @ oyt t ng QQaQQE .@ngag:ﬂi ng En%eladdress
care-of -address of the above-nenti oned sender oF tﬁe

Bimdnngctpdat eo@aset headdbipbahi @My Ya U3y hRGder containing
above-nenti oned packet is appended with a routing header
doret aknieng ftheldease of -add nesses afn t hen @b everd@nbironed Binding
25 sender of the Binding Update and the access router,

Qe ‘dar eloithddressrof. the access router is to be
pl aced just before the care-of-address of the

above- TRINBECBREEPREF A4 BF ARG T34 VpbAP eSO g9nd aBinding
. %it%pn to §%ch functions specifi
inve

eg faqr. an
SRaB1dH BAsi ¢t node, NS TR éﬁggaﬁﬁénabFQd mobis e same

%ﬁlon-ena. . . :
(P8 Nt e TR B WAL 7 DARGH O BT from e
i@ A eldn 1de 0@ 1n3ddI €8S one of the following characteristics:
(1} the above—mentionad packet has a source address field which
is set into the care-of-address of an access router, accompanied
by a routing header containing the care-cf-address and the
home—-address of the above-mentioned sender of the Binding Update
only (2) the above-mentioned packet has a source address field
which is set into the care-of-address of an access router,
accompanied by a routing header containing the care-of-address
of the above-mentioned sender of the Binding Update as the initial
entry, or {3) theabove-mentionedpacket is appendedwith a routing
header containing the care-of-addresses of the above-mentioned
sender of the Binding Update and the access router, where the

care-of-address of the access router is to be placed just before

the care-cf~address of the above-mentioned sender of the Binding
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of the access router in a Binding Update nessage. In a

case where a nobile node does not function as a nobile

router, it is necessary to execute an algorithm as

illustrated in FIG 6 for checkgjpg input packets. 10 In
addition to what is specified for an invention-enabl ed

nobi | e node, an invention-enabl ed nobile router has to
ivipliarent a function to check packets froma | ocal

network (i.e. the inner network side interface of the

above- n%ﬁtléﬁéétﬁéﬁteﬁqﬂrEW@@s fupcdriface) ) speriaidiredtor an
forwardjn ng s nal as illustrated in 15 FIG 7. In

addy ¢ oh WFJP b%%@p*é%%l?dﬁ%d%a%tmafﬁnmQ@—w@meﬁénoblle node

outer net wrk side .interface ress interface

|HH us ra%%%iemﬁn P& st £ guFéEtg@P W}%&r]tsc?%ﬁd%ﬁc?e%t forwarding
e h af tion, of .a packet

con a%%%/n%paggjrec%{ %ormar%?lﬁ(é%%%au  Tpp Sﬁgl PromCrite address

idWehNeLMREk Sl des i rltneéf%ﬁ?dlné afé“ﬁ?ergé 0% e%bl ecgase where

node may sinply forward t pac y changi ng” t he source

aﬂﬂbﬁiieQﬁxkh@o@@Q%ﬂ:ﬁEﬁE%QQﬁgaQaﬁﬁsgli@lébuﬁgﬁ it is necessary
car e- of - address or the home-address of the node itself.

Thi s:xd@appensy Wiefot henBoundi Host tkhstofirafracCe@S¥or checking

router contains a host specified in the destination

fiiretut ofathetpacket, and 25 in a case where the specified

destination is not listed on the Bound Host List, an

i nvent il8haefdhied Feurlertiss girssiabled tfor sanindeBLadingnabled
ate nessage t.o the specified destination. 35 The | st

é‘gﬁgb © BP Phe  Prevamtitvent Fone bt Kow tegy has Lo implement

%L% hgltq%ngljgb% g]gnnafec}( I VI tgr Lo rgﬂgﬁ?%&%g&?(\g@[{kfl ues.edthe inner

ntérne i hg Fot- pack

%@Fﬁgﬂﬁéﬁkﬁpﬁﬂ%§ﬂ¥g ’ofWﬁ%!%ﬂ%&@t%@ﬁg'Sh%gengster 1n ress
communi catl ons networks are uni quel y a éressea B g
At ik ¢ obafo Adgr @ssesuC i othat-4ihey signal as illustrated in
FIG. 7. In addition, with respect to a packet arriving from the
outer network side interface (egress interface) as illustrated
in FIG. 5, the router has to conduct a security check.
Furthermore, afterreceptionofapacket containingadirect
forwardingrequestsignalfrmntheinnernetworksideinterface,
an invention-enabled node may simply forward the packet by
changing the source address of the above-mentioned packet into
the care-of-address or the home-address of the node itself. This
happens when the Bound Host List of an access router contains
a host specified in the destination field of the packet, and
in a case where the specified destination is not listed on the

Bound Host List, an invention-enabled router is also able to

send a Binding Update message to the specified destination.



10

15

20

25

network el enent can be reached even when it is roam ng

anywhere in the comunication networks, whereas the

network el enents that are roamng with in the

comuni cati ons networ ks can be ﬁsi gned with a tenporary

gl obal address for a duration of which the roam ng 10

network elenent is attached to a single access router,

t hr oughrhavhi €th ddveecoant nghaepwesknel eeRh gaims, AGCEES hod for

to a global data comunications network, conprising the

Stepv olinendiplgad Bpndeng ividdate nessageyf nemwbhés used in an

roam ng network element to a singular or plural other

netvitr ke e erkht s o whef bER—cheé tRihedl Agt UpdatreriB-aessageictworks,

cqqr;t ains the gri mary gl obal  address and the tenporary
St L AddT BYST 6 StifE S Yy FB&niceguRBt et ki @b enBRENOT ks are

for, which _the ob'%gc%i ve is.to allow the receivin

netWor Kk el Rent3°rel ate® Fhé™seciFi¥at enPor &Fy grl&@mthat the

?.g%dtr t ifie rimar | obal address, and

urt ﬁer cegrﬁtn%?lntz%t%ﬁleggr?ﬁ%ﬁb% %‘63% Hdaress 00 TOFTHAEE anywhere

aGLens Jauher i &or Woh Gl diher K 0aning et \e@lfeknstﬁg?{zteiénents that

currently attached. The 2nd aspect of the presen

laneebladn rigswt BB 1 Abave «desein begdt B Batk 05 r REQVAMING - 51 gned
the gl obal connectivity to the roam ng networks used in

vhHeH attermpetrsonkiy hgoefl ddver 25s facketiuswirtichest datiah the roaming
comuni cati ons networks, wherein the network elenment in

e Yrte edemforikiing ascf adhe hack et ssnisflehedcedat acuter, through
communi cati ons networks adds a data format to a Binding

3 &i'& hes¥afe PR-UPELT oL BTPRSeFE IR pERAEr YO gt oBalbal data
%%dr%ssic qgithe access router .tq whjich the roam ng_ o
et wor k-6 erght Fs VOodtt atRBE Tty e " BF rith 1y “dpeap@iny a Binding

e, e 'qfrtef;[gtq%tarf n%at h€s %') ?t gg gield .

me =
E%r%%rar%kl ng |tgeép033| e to 1dentify tha 1(55“ ﬁlélg t 5°f r fafr9uiar
%@n%@d¥%ﬂEH%HgﬁrE@ﬂw@beéheﬁggﬁ%§swﬂéféﬁhaﬁﬁgsginding Update
messade contains the primary global address and the Lemporary
global address of the sending roaming network element, for which
the objective is to allow the receiving network elements relate
the specified temporary glcbal address to the specified primary
global address, and further contains the primary global address
of the access router to which the roaming networX element is
currently attached.

The 2nd aspect of the present invention is the
above-described method for providing the global connectivity
to the roaming networks used in the internetworking of the
packet-switched data communications networks, wherein the

network element in the internetworking of the packet-switched

data communications networks adds a data format to a Binding
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router to which the sender is attached (ii) a length
field for making it possible to identify the |length of
the data format (iii) an Access-Router-Address field
containing the primary global ggdress of the access

router to which the sender is attached. 10 The 3rd aspect
of the present. invention is the above-described nethod
flardgrovives pgoe héngbobalk connecidwt tiyhe tpriheryoaibpgl address
net works, used in the internetworking of packet-sw tched
*ft Fhromkfteat Tens chet Rorks chwerei rramenacoessorkogtiement is
in.the internetworking of the packet-sw tched data 15

GO At TonEenet UET ke WAHSC WAt &5 F6y et eE8ianche data format

dver{jsenent SSﬁge in order to.insert its grinar

't

gi6balt ladtir e¥R® o LB MSLdr 9P tHelad @r?ﬁ§éﬁéﬁw that
j dat f t_h [ t field
g Aen e 0o e R, 20 e

i DL .ad t 2 d i
GoRtai NS 4 he iRi FRLY <glahal ;a grt%%hgefc% oﬂfi de%[ iﬁfeeglg h il g ror

a length field for making it possi

hengtly oft thes dab ac f o6 MBtichiciip), amACCesSsriRoNEerrAddrLess o nat
field containing the primary gl obal address of the

serder .arThecéthsaspett rofiddieff esent di RIHA G d$ Bhe primary
met hod for providing a global connectivity to roam ng

wetowsr kasddiseds afore 228casplaratt ty wifi aret moskneleenent:s tached.
in the internetworking of packet-sw tched data
comunil®at i & net R ks, Wher EPR omeeofentt helmmesmbi&n is  the

el enents roa in the internetworking of the 37

LoV i S it Coed hah| BEEVS e s KLk b FRPREAT LV ty
nprisi t he st of ;. (1) transm tti t he Bi ndin ,

%%da%ég %@saé%b%gfr%gersnmf%lékrbarﬁsneg nelﬁ/voit%%el éPrEﬁFHFEW%rklng of

BAALNGL ABINOIky gL ETRRM CONLAL NLAG A DISABL SLILORY , 1y o ccess
gl obal address and a tenporary g obal” addr’eds aSS|gnéﬁ
aadittironah | YHO {R€-FRARBGKNSIMWOEK the packet-switched data
communications networks adds a data format to an advertisement
message in order to insert its primary global address of the
access router in the advertisement message, wherein the data
format has (i) a type field for making it possible to identify
that the data format contains the primary global address of the
sender (ii) a length field for making it possible to identify
a length of the data format (iii)} an Access-Router-Address field
containing the primary global address of the sender.

The 4th aspect of the present invention is a method for
providing a global connectivity to roaming networks used among
a plurality of network elements in the internetworking of

packet-switched data communications networks, wherein cne of

the network elements rcams in the internetwerking of the
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el enent performng the transm ssion so that. the

receiving network elenment is able to associate the

specified tenporary global address with the specified

primary gl obal address and furtdyer containing the

primry gl obal address of the access router to 10 which

the roam ng network elenment is currently attached (ii)

nept e ings Tonnédie detchpi eotmohithe iBrrdi Ag tpdate MBSSageicthod
to the roam ng network el ement using a Binding

Ackowt Tdyenent shessagd,: wher dimmrdrel Bi o nghbpdaneling Update
message contains information related to the reception or

A8 AT Dt Pt RBCBIrRdig Updat eorts sdgaents andahuthher network
c ntaiqi inEotn&tion indi cating that a function is

E?Loe\ﬂed“e “PB RO 1 RESFEGTHTENS b L Phe LB HiF PyS Bpded §emporary

hat th d f . the. Bindi Acknow edgenent
FERREEE =400 "SR TG, Sttt LRt ARG A Abr DPRRALE aetwork
t j t i.nc| usi f 1 i mary.
o R hor SRR Ot e cOR AT B 4Tan DR T b me b

Update, dressagiel e The St Aspec t | ' '
is the above-described netha% ?%? %?gg%g?%g{t%%¥%$%%gp global
eoRnestd witth the tdiediopiedg AEtIPTKS1 oMAer 8hArekR 81CA$C rther
where a network entity receives a Binding Update
wessadgelintcheretpmomiaentdtgbas abliee5 6 trReordctBe router to
Bi ndi ng Update nessage in Binding Entries, further

wheCdl Fhche i hgnervey ki slpadetug cofcurtreeriiol ¥ ombhgeched (i1)
fields: [ Home- Address field containing the primary
§|eé’&é’imé?d%%§% Fie of et heIPBANPAg Thst Womd el eidria (i egsage to
reiégéﬁﬁddress field 1pont ining the tenporary gl obal

adGr &5 9 e FERA n§ A &tSROT K25 EF @nenf1Hid4ng Fhcknowledgement

A L e o8 LS GO0 L L L I i Fpgmat ion

gl oba ess of the acce outéer to
5eﬂ%@@y$bEh%@%ﬁeﬁﬁﬁ@ﬂ5@@3%%ctionoftheBindingUpdatemessage

’
and further contains information indicating that a function is
provided to notify the recipient of the Binding Update message
that the sender of the Binding Acknowledgement messade is able
to understand and take an appropriate action with respect to
the inclusion of the primary glokal address of the access router
in the Binding Update message.

The 5th aspect of the present invention is the
above-described method for providing the global connectivity
totheroamingnetworks,wherein,jjlacasewhereeanetworkentity
receives a Binding Update message, the network entity is able
te record the Binding Update message in Binding Entries, further

wherein the binding entry is made up of the following fields:

{1) a Home-Address field containing the primary global address
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The 6th aspect of the present invention is the

above-descri bed nethod for providing the gl oba

connectivity to the roam ng networks, wherein, in a case
where the network entity receigges the Binding Update

nmessage, the network entity 10 updates Binding Entries,

the method conmprising the steps of: (i) checking whether

thie BhadipgmEngr ires womkt ag hemanent(riy )havi gretbe-Address field
Hone- Address field matching with the primary gl oba

deft e 1R8PT iR dhe Feed Vet Br ags ngt Ugdatreaning network

nmessage, and creatin a new entry in a case w here no

eﬁﬂt?&}‘g‘?‘é f(baﬁg @5 )Acg%ﬁf%%ﬂﬁ@u*}srrﬁéldémﬁw feldecBrdiingno the

Entries h%y&p tg Hone- Address field matching with the .

SRR G Q0GP ESE Spech F I 197 (el Sy LA B W rip=mina
5%Qe§fg£gn£nig 8%%%c¥@§fe t he Bi ndi ng Update nessage

oes not contain informtion related to the tenporary

gl obal Taddress OéstStse%qer1ﬁ$atg§%%%§%%ngﬁﬁ%gﬁ%?on is the

nmessage (iii) deleting 20 the entr

EnMddesidavi ge i hge Hape- Addr ess+fi el #RE Chi ' v
pri mary gl obal address speci?%%d inlgﬁe recgigggmngpﬁggﬁglVlty
Updaties messegey ineavcase, Wireeetihe iinf ar makiconneelated notwork
to the tenporary gl obal address is contained in the

Binvidi g rgudaitee s s Bgediate Bioug tw e sty dHomrcAd@tess k entity
field in the entry (iv) 25 setting the Care-O - Address

faRslad- ot l%ﬁédérhgr%ni:ﬁf—@sw héhtee#ﬁtﬁgfm@ cepbatiaddbass steps of:
Sh ci&%e%.in tge ecei ved Bi ding Update nessage in a _
cddeWAEFEENEN T ERABOEHS B I EidrdsS renésatatnéd iy having

t received Bi-ndi Updat e nes and the value is
B PRt Sl D A PRt R TR E RS AR IS | Saaros:
| NG eSS r I i€l f .t ent% catin
R A B PO e R BEb ST croac o
speciy it dyn ihes Btading Wpdat e dMSSAGE: ifb@n&a§§iwn9%§eting

it is present, (vi) setting the

the entry in the Binding Entries having the Home-Address field
matchingwith the primary global address specifiedin the received
BindingUpdatenessageinxacasewheretheEdndingUpdatemessage
does not contain information related to the tempcrary global
addressofthesenderoftheBindingUpdatenessage(iii)deleting
the entry in the Binding Entries having the Home-Address field
matchingwiththeprimary global address specifiedin the received
Binding Update message in a case where the information related
tothetemporaryglobaladdressiscontainedintheBindingUpdate
message matching with the Home~Address field in the entry (iv)
setting the Care-0Of-Address field of the entry into the temporary

global address specified in the received Binding Update message

in a case where the temporary global address is contained in
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Access-Rout er-Address field of the entry to be invalid in

a case where the received Binding Update nmessage does

not contain information related to the primry gl oba

address of the access router. 44 The 7th aspect of the

present invention is the above-described nethod for

provi di ng the gl obal connectivity to the roam ng

netaworkss 1 vidérdi ndihe Hptwoek nelsemennt, conbtiuctwal®e is not the

routi ng header added to a data packet, further wherein

tHES r o6t FRG HeAdePddr amsedti el indyr Udte tdret net Wod k setting the
ch 15 destjnation is indicated wth

?L?‘?ﬁ%%Tﬁg%lﬁt%a%@%e%e‘aﬂ@d)ﬁ i et Rt pe ket Féefw?]@@ay global
dest t (Lh th the

ST Eaeh i ot R S e ST 'sﬁie”%m@?% Update

tﬁéégﬁééahhge acygﬂgo%ﬁr¥ Va{Ean? pge%%% gﬁsg?r$% 1ng' the

primary gl oba ss of the final "destindti

packels 20¢+é)-s8arehing; £ og a0 ent LY \WOSE ﬂ'&% q%fﬁ% a case

field contains the sane address as one stored

mnﬁ&énﬁnélQ&@éﬂ#ﬁﬂxﬁiﬁalngaﬁﬁaaﬁé'ﬂegggg@'HE&@ not contain
Entries (iii) storing the value of the tenporary

Varficatileet 1om trhd altppet o tae pfibnbe vl asbbhn- Ad86Es0UWf the access

structure in a case where the entry is found in the

Biovdigiy Entries 25 and where the value of the tenporary

gl obal address matches with the primary gl obal address

of t he T%al tdest3vaeron of tﬁ@epa@@ﬁse%ﬁv)lgv©mtmgnthes the

Vi oé% %Pntal ed.in éﬁ dcg -Address field 40 of the

EMTY TN Thet 2 ehger &Py PFaRH? %?QEEEFm%%?%a%héoéﬁ?FFlVltY
Entries ( e val ue of

t%%£8?2%%%ﬁﬁé %§§?Pg§%gl:%?ﬁﬁfluﬁﬁﬁ tlerI%? Eﬁ@ent constructs

(R TR AU 8, R SRR PTG P e e
val it righ heRe cAC 6 855s RaUt & rANdE eSS tfHel@twork element to which
destination is indicated with termination address specified in
the packet to forward it to another destination, the method
comprising the steps of: (i) emptying last-in-first-ocut data
structure to initialize a temporary variable in order to store
theprimaryglobaladdresscﬂfthefinaldestinationcﬁfthepacket
(ii) searching for an entry whose Home-Address field contains
the same address as one stcred in the above-mentioned temporary
variable in the Binding Entries (iii} storing the value of the
tempcrary wvariable in the upper tier of the last-in-first-out
structureinfacasewheretjnaentryjjsfoundjj1theBindingEntries
and where the value of the temporary global address matches with

the primary global address of the final destination of the packet

(iv) storing the value contained in the Care-Cf-Address field
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of the entry in the tenporary value (vi) repeating the
steps (ii), (iii), (iv) and (vi) in a case where the
Access-Router-Address field of the entry is valid (vii)
repeating the deletion of the | ue of the upper tier in
last-in-first-out 10 data structure and the addition of
the deleted value to a routing header acconpanying the

daf arpaeketyubhithdé heer@stat P-Fd+r Sdp08tin dakasst EHEHHI €he entry
is enptied in a case where the entry in the Binding

Eret rfesnd sifound Binvhege Frte iAccessy Rouber nAddressafligl b the
of the found entry is invalid (viii) setting the val ue
StPHEr 3R 152 hebienporiahy vapeabteerntd the feshinatifdnrst-ocut
address of the data packet. The 8th aspect of the

prESEN T AV BR FBRe N fet haboetbs dopel ndtisodi iding Entries,
pr.o %gkgg thej%%fb | connectjvit to the roam ng .
et wor KT T et Hot £t Her  dri? iRF 7S FhOst gps Adelzgrss field
[ ' nj que, signal in_the data packet to ke a

ot LA BRSOt SRS he hebRalRng the steps

elsenent igiattached,,so fhat the network elenent is gble
t6 Torvard the da?avbacket di@giklyq?b t%e e%%?naffd%re the

$QQ@§§4ﬂbdﬁbfh§d§§é§sHﬂ%ﬁﬁiofHHégﬁﬁr@%ﬂ?@%l?%.ﬁhﬁu repeating
od for

present invention is the 25 above-described net

prey idil rg ibheo gl ahalvadennect tvé typpd 0 Hike FeaMhBg-in-first-~out
net wor ks, the nethod further conprising the steps of:

idnfad FHatchygrehenddilpedsiigrnaln of tihe dddte: packétiewhbehrouting
is 41 made clear in the above-described nethod so that

& ST FESOBPATIVAESH FBai ¥t e rout'er's uad idothok sk dinhEi rst-out

data packet directl to the destination specified in the
ST DAEREFUTTHe® SOVH SEhaEL® G SCHEIBF 8dHt RNt T 0hg §1nding

%%%rf%§ﬂ¥%“¥éﬁ§§réPegthEhggef%Eégggdﬁgu e%rfhg£ggglfield of
connectl vity

the found entry is invalid (viii) setting the value stored in
the temporary variable into the termination address of the data
packet.

The 8th aspect of the present invention is the
above-described method for providing the global connectivity
to the roaming networks, the method further comprising the steps
of: inserting a unique signal in the data packet to make a reqguest
to the access router to which the network element is attached
so that the network element is able to forward the data packet
directly to the destination specified in the data packet.

The 9th aspect o¢f the present invention 1is the
above-described method for providing the global connectivity

to the roaming networks, the method further comprising the steps

of: invalidating the unique signal in the data packet which is
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to the roam ng networks, wherein an internedi ate network

el ement in the internetworkingof the packet- sw tched

data conmmuni cati ons networks perforns the processing of

a data packet received from itg inner network side

interface, and the internmedi ate network 10 el enent

functions as abridge router between a single or a

plagaldltear dfn lboecakbdatea o cathonso et Works 0fthd Sseries of

i nner network side interface and the internetworking of

tie packedta’swi rehbdrdatia nodnmisiveatd ontse nétwer kscaketi i rectly

outer network side interface, the nmethod conprising the

Stepdiofiegiingbtwar dPagifhed deeivterl A5t papkeketn a case

where the intermedi ate network el ement does not roamin

the i nt6Fhet™Morki MPRACT he” backle® - sk tehed dapyention is the

cQnmuni cat i ons net k i) encapsul ating the received =
é%ﬂ&ﬁ é%ﬁﬁ?é%%ﬁo?%ﬁﬁ°ﬁe&ﬁ§)§?§§? IH%C@%% FhobRrdeFopgectivity
ra it dt. j fi nwork .el.ement (in_the

R O e R b

QWEE@EEQ@%W%@M&‘?f cReral M 1 Qw?}:%géa cMELELNG: cations

i ntermedi ate network el enent” roans I n

m@teidﬁl%%fﬁgrnﬁg th@?@@%%@%‘i%\@i tehediaat &acket received from
communi cati ons networks and where the elenent is

assi gneert hetwemporady ghobalfacaddeesisthif ihberheagiavednetwork

packet does not contain a unique address 25 or if the

gricgge st ynat i p8s ameab i ddued;ottirer bpbweknc netwbelor aplurality

el ement extracts the original data packet out of the

R ¢ erledféd CHRBREE CRS BRI WN & 0Tt Ré Sdéshieranpsork side

A ncapsu ing the 42 recejved packet using another

N CRERPRt BUSKP Tor T BT £ 515 17 Bidt P TF TG~ aW tehed data
ifi it in the internetworking .of th

B G ey B SRR il 881 s Tret ries. T pfle: pnger face,

itﬂeaméﬁﬁgdv@gﬁ]srigﬁnbnﬁﬁé @t%ﬁ:g & networ %O%L\Tgﬁgﬂtng %%@Brggeived
the 5 internetworking of the packet - sw t che at

caTEEY cal I0NSase where the intermediate network element does
not rcoam in the internetworking of the packet-switched data
communications networks (ii) encapsulating the received packet
using another newly created packet in order to transmit it to
a specific network element in the internetworking of the
packet-switched data communications networks, wherein, in a case
where the intermediate network element zroams in the
internetwerking of the packet-switched data communications
networks and where the element is assigned the temporary glcobal
address, if the received packet does not contain a unique address
or if the unique signal is invalidated, the specific network

element extracts the original data packet out of the newly created

packet to forward it to the destinaticn (iii) encapsulating the
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net wor ks and where the elenment is assigned the tenporary

gl obal address, if the source address specified in the

recei ved packet is not a valid address in the |oca

networ k of the inner network igde interface of the

i nternedi ate network el enent, the specific 10 network

el ement extracts the original data packet out of the

e gl er araatk packsitng arforivar chéwl ¥ aotdwt e sdddadt oh order to
(iv) encapsulating the received packet using another
neiiFerledttelio papket filw pEHEPrkoel paastiin jithe bngernetworking
specific network element in the internet working of the

Fac KEte BRTEHeT Hat & b iR CRTBARL 28T hewoRRE WowtrereiwRerein,
i.n.a case where the internediate network el enent roans

M th& 5T &FEhork ng ot T He pREKRE L WG e RéETMER T roams in the
gmgyﬂ ' et wor ks and re the elenent. i s assigned .
fhe teecnr%'%)élgl?ﬁn Iggglt%%dlpéiscgeeﬁ?svfjh%c?%&m%ﬁtq oﬁo%‘ﬂ(ﬁéﬁtlons
$ReG) 4 and i r [ et | | t. ith the
Bindfﬁgéﬁpgg?ekﬁggsggg %%g%gﬁgﬁggfﬁ%égﬁ%ﬁigﬁé g%% qagry'gIObal

@dﬂﬂ%ﬁs, ardiwhessnthe Biadheg éﬁ%@ﬁ@ie53§§qg%zgggéﬂégﬁ.packet
the primary gl obal address and the current tenporary

dlsobak addriess addresspael the networke € r ed a6k r network
the original data packet out of the newy created packet

sd deoinhedfaice ¢ thivel destirratiiztre (w)wohangisaigetihe tSouspecific
address of the 25 received packet into the tenporary

gredmar kaddrdsn of ex eachat Epredirdtod vdt whrtie ebenkat, candof the

t hen forwarding thi recei ved packet to the specified .
&?%’giyna‘f]?eo%t?cﬁ PRE FPécdivelcpyeket 143 tonthensatieinaiioe (iv)

[ l..and . f_the source address specified jn the
%‘g%eg Ved packbti% & A ‘f%éjé)d?ﬁ‘]é%g PRt Re* TOtar T nBEorkcTeated
t I ' interface of the internedate
%@fﬁ%&kJgg?gﬁgﬁ%wggﬁﬁéégg?%grgﬁf%%hg £ ﬁﬁﬁ%ﬁ?c%ﬁaﬁﬂFesglement

spedid i edctRedwbhe iheCoF ¥Ad RRAKAL- Nas: beel S8 cdflunications
advance with the Binding

networks, wherein, in a case where the intermediate network
element roams in the internetworking of the packet-switched data
communications networks and where the element is assigned the
temporary global address, if the termination address specified
in the received packet is not sent with the Binding Update message
by the intermediate network element, and where the Binding Update
message contains the primary glebal address and the current
temporary global address, the specific network element extracts
theoriginal data packet out of the newly created packet to forward
it to the destination (v) changing the source address of the
received packet into the temporary global address of the

intermediate network element, and then forwarding the received

packet to the specified destination if the received packet
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Updat e nessage by the internedi ate network el enent, which
contains the primary gl obal address and the current
tenporary gl obal address of the internedi ate network
el ement in a case where the injgrnmediate network el ement
roans in the 10 internetworking of the packet-sw tched
data communi cations networks and where the elenment is
asgi gneds t Hee tenporaryi ghabaind addrtess sched Hdumspeapecified
of the present invention is the above-described nethod
ot BroviasiTigreheatiobal it onnectidiaddr«4ss tio thhe rleard hgretwork
%é rks, wherein an internedi ate network elenent in the
LAOFK NgEoPrthelgacketeshreened tdw dntermediate network

rmunlcatlogsf gbmorks checks whet her a source address
spe0|?n%ﬁ HhoatPe&8fved [Eﬂﬁ«ﬁeﬁﬁﬂﬁ%%ﬁ%ﬁ ?gdfﬁésnéﬁﬁﬁﬂgled in

t
ST SRR LRt ol SO SRR s
\Mﬂcfehcé Sm‘é@%a@"é ITB{/,y @&bﬁht@gg{e éggwg%%e Iﬁg% er which

to which the sender t he recelve 'S “att

atch i€ tise diF {04 et P@EairQHHE@%SSQHBC@h@dGGQ%%nt Lemporary
specified in the recelved dat a packet, the net

eOnprd ki agyit des sbEPsheofintlinmddiidti @l ziigr R é@gﬁ@hﬁrﬁn a case
variable in order to store the 25 primary gl obal address

etz nedhen tig qecel etk dabatpacket e(engndeclardmy in  the
that the source address is an authentic one in a case
WRETE tHe Vaif 19 s 0d el e n Pt qtenpot brlyedadatd ecratchdésations
44 MAtqg%he sour ce ddress specified in the data packet
(195° T Se&Pen'AG - Fol “Er® &R FY Ti h° (AR BIRA g Efverpey aTy global
\%$&yg Qas the value matching with the value stored in
the tenporary variabl e |n the Home-Address field in a

case WhRg(sL ﬁhqijégb qgﬂlkﬁgmeéggggﬂgry 5vva%&able the
does not match with e source addresS Specifle ed |

above-described methed for providing the global connectivity
to the roaming networks, wherein an intermediate netwerk element
inthe internetworkingof thepacket-switcheddata communications
networks checks whether a source address specified in a received
packet addressed to the network element is an authentic ocne or
not, the received data packet containing information related
Lo an address which is the primary global address of the access
router to which the sender of the received packet is attached,
and which is different cne from the source address specified
in the received data packet, the method comprising the steps
of: (i) initializing a temporary variable in order to store the
primary global address contained in the received data packet

(11) declaring that the source address is an authentic one in

a case where the value stored in the temporary variable matches
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the data packet (iv) declaring that the source address is

not an authentic one if no entry in the Binding Entries

whi ch has the value matching with the value stored in

the tenporary variable in the Hpne-Address field is

found in a case where the value 10 stored in the

tenporary vari abl e does not match with the source
atfdriesshepecivfriced daadthesdatecpacket (&) ttecldutiagpbhatt (iii)
the source address is an authentic one in a case where

S TR YRV F IhanBime g ERerhEsdisyfiound e$ fwltingh has the value
Care- O -Address field of the entry in the Binding

Bt rTe e ot fdeavedlGeSHRESK A Wie H-¥Hecsabrcéabable in the

d §§ i fi. in the dat ket i decl i t hat
t Oefgee“so%‘?%e%éé? Qélnl? g C%S‘tea"ékﬁeg%%ﬁgn‘f?(]\c/‘ll%ﬁégi%ﬁadalr "rgge@ emporary
. i h i ndi tri is f d, d o .
%mg{%ﬁ%e %%@?A% ?Séq'sg’l'ﬁ@lgﬁ neo?é?eli%é%n?%%éﬁ? %Pﬁg%wd in

i ng; Wt r r addres ecified in.
rtﬁleéjgiaa{gg pl{a?éék]g%]&, igjfwt h@ee%ggA%ggsg-ﬁ%u?gr - Kgélﬁ%éas a’rdldgﬁedcj Bft® not

tdie eftHoht S idwali € {yiddt s{orh nghe CONLENLS GARLAINE L has
the Access-Router-Address field of the entry into the

tténpoaany merdiadl @ wii R har Icase 1Wkes Boa8d e EMeitbmdd€ary variable
Bi nding Entries is found, and where the Care- O - Address

fiire|the gfondreiddteys cOntakng sa fvalruk inota natshi APewiet hhe value
t he source address 25 specified in the data packet (viii)
FEPERT ng +Re SeBPSreryi Yarigbyp, deey, ne¢vinatandy (v idhd mource
as, case where the . Access-Router-Address field of the

ATV TLSYEFT G185 ThES 13T e RSEEt bf) thie fiidsenthat the source
iQMﬁQ%jog is the, above-described nethod for providing . .
e g 6baFf%bﬁﬁchFgﬁfyon?dl%ﬁé”?%% g Snidt Worke i'h 'drg8inding
&2 3and; a dal.apacket tﬁgnga'& LG, *hecgdef 't i
wherein the nethdd is use a?ter a succesg%ff Fecept iy TY 1
@het e nBiind Mo tpdal & JRsSade £oM BhOING-LASART LTREY the source
address specified in the data packet (vi) declaring that the
source address is not an authentic one in a case where an entry
in the Binding Entries is found, and where the Care-0Of-Address
field of the entry contains a value not matching with the scurce
address specified in the data packet, if the
Access—Router—Addressfieldmxftheentryjisinvalid(vii)storing
contents contained in the Access—-Router-Address field of the
entry into the temporary variable in a case where an entry in
the Binding Entries is found, and where the Care-0f-Address field
of the entry contains a value not matching with the source address
specified in the data packet (viii) repeating the steps (iii),

(iv), (v, (vi), and {(vii) in =3 case where the

Access-Router-Address field of the entry is wvalid.
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gl obal address of the access router to which the sender
of the Binding Update nessage is attached, the nethod
conprising the steps of: (i) setting the source address
of the data packet to be the g%%nary gl obal address of
the access router (ii) setting so that the routing
header contain the tenporary gl obal address and the
pri mar y'Igg obbBt tladda esscof the seaadepreketite BnRGIMNG on is the
Update nessage only. The 13th aspect of the present
iREH TS $51bRd mabbed destmitedi dretdodné oplpbevi diongectivity
t he gl obal connectivity 15 to the roam ng networks in
JrYUEFSL B0 BT P U A padreP T/t P Mgyl a dout i keadentaining
wher ei n thgenethod s used after a successful reception

[

&t “Phd BN ERAG UpddPE TReds 556 BBREAPNE Rg e R PFiFmry successtul
0 r of .t.he .access, router to which the sender ,
e A R LR PR TRl Y b e e i o primary
| Si t LA tii he .squrce
SRS DPAS 0 Rl D PGS Y grser o tne
&HESSy Wod e LS L Ot S £h k) gt E%lggmeﬁﬁogihggmg}gfsing the

routi ng header contain the tenporary gl obal address

tshesrgender (af) sketBimditng Update nResags: as the idd YJacket to
entry. The 14th aspect of the present invention is the

25 gbeverdescri bedbattdhddréors pf ahdiangdde rghokat (ii) setting
connectivity to the roam ng networks in order to send a

&&x Bhpackle ©ont Braitmpder routliain Hdadéenpatrerel mlohal address
method is used after a successful 46 reception of the

Fﬁ“ﬁ‘ BRI UBdaPe mddages dntPrisifehe T Pre fdmding Update

%%%bal address of the access router to which the sender
0

Fﬁ@EBfﬁHPﬁg Update nessage is attached, and after a
successhil, SEPLGNL L Sapend BLOgno et on gis one
@%@R@—Qﬁaé&ﬁﬂ&ﬂﬁ@é@ﬁ&dngpabroviding the global connectivity
to the roaming networks in order to send a data packet containing
a routing header, wherein the method is used after a successful
reception of the Binding Update message containing the primary
global address of the access router to which the sender of the
Binding Update message is attached, the method comprising the
steps of: (i) selting the source address of the data packet to
be the primary glcbal address of the access router (ii) setting
so that the routing header contain the temporary global address
of the sender of the Binding Update message as the initial entry.
The 14th aspect of the present invention is the
above-described method for providing the global connectivity

to the roaming networks in order to send a data packet containing

a routing header, wherein the method is used after a successful
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address of the access router, the nethod conprising the
steps of: (i) setting the source address of the data
packet to be the primary gl obal address of the access
router (ii) setting so that t routi ng header contain
the tenporary gl obal address and the 10 prinmary gl oba
address of the sender of the first Binding Update
ressayel onl yT The IStistagpectimef Udeaips esentabBvenhitelisg the
the above-described nmethod for providing the gl oba
FIrifEetY Wispat eddesoarf hfenecwesksrpnterder winiskndha sender
EQ{ﬁ gacke .containing 15 a routing header, wherein the
Ba §edbed Undadre Besgedes s it tadeept isgw of teher fiucstessful
pri mary gl obal

%indi .U dagg ssage containing the i ,
address ot the gg@es Srat erB%%daﬂgchu?ﬂ%1§eﬁﬁ%?sa%? tfelich is
i_ndi_no ssage is attached, and aft a
Eﬁ%ggssTﬁﬁgé%gﬁgﬁgggegF5?%?%%88%&Q§§ﬁﬁ%@%b&ﬁﬁgporaryglObal
nessage i [ 20 itte cess._rout.er d
contains%?%gh¥%%%oré%% gio%%%'d%%%régghgg The acces! The steps

oqut g6 kbetABihed COBRELSI A8athEsSLePsheOlatlidaSeLt
the source address of the data pagket toebéithé%aé L0 pe tne

eriperar ylgbebabdaddsesss afhd e Reeessukeut @Lifiddtting so that
setting so that the routing header contain the tenmporary
ghebabusdagebsadsroforheisendert @fipdher{iassbBl nidiess and the
Updat e nessage as the initial entry. The 16th aspect of
e Msres EntPrdveftir 66 si of thiee srnalsevefdese rfiibett Petivbchg Update
for providing the gl obal connectivity to the roam ng
AEEWEKs 91 or der to send a data packet containing a
routing,gfaqg§ wherein the.nmethod is used after a.

th . : - i
successt i reception of the fitst HiHding Lbﬁg?@%ﬁﬁgsaéé the
6R0LRAI-NG A% B PLimRLY-glopaladdiess of (NG ACCeS]hccrivi
router to which the sender B PR é chas connectivity
to the roaming networks in order to send a data packet containing
a routing header, wherein the method is used after a successful
reception of the first Binding Update message containing the
primary giobal address of the access router to which the sender
of the Binding Update message is attached, and after a successful
reception of the second Binding Update message which 1is
transmittedbytheaccessrouterandcontainsthetemporaryglobal
address of the access router, the method comprising the steps
of: (1) setting the source address of the data packet to be the
temporary global address of the access router (ii) setting so
that the routing header contain the temporary global address
of the sender of the first Binding Update message as the initial

entry.

The 16th aspect of the present invention is the
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of the Binding Update nessage is attached, and after a

successful reception of the second Bi nding Update

message which is transmtted by the access router and

contains the tenporary gl obal dress of the access

router, the nmethod conprising the step 10 of setting so

that the routing header contain the tenporary gl oba

aduressiofctheedendehodf fiche fiasidBiqding Ypdate mRsSARYE ivity

and the tenporary gl obal address of the access router as

the thRi Teairingmatywands timavrike tenpordrydgtalalcladdress aining

of the access router appears just before the tenporary

§ oPAITAddFEssest ThersérdEnciBeghophbsfized & thelf iy successful

gpdatgénessage in the routing header. The 17th aspect of
tesent”

£ nVeht F ORSEs BeRe L neh Hrslafe’ (Pe HedoReERBE 2B NT the
r.ovi.di t he .gl.obal con ivit to the roam n
Tl P s BT B RGP OGRE £ g the sender
[ ) ' f .co i_cat i et.wor ks nd. functi ons
o EhEH R G SOMPURLER | O I S S0 LI LR s £

|r%%@p1ﬂ"ﬂr@ o@onHHQi C@é&@ﬂé @IM@E%Q{O]‘U%&%?&?E[gésgd'?égmrvhlich is

side interface and the internetworkin

m&@ﬁﬁmﬁﬁﬂé&ﬁ?iﬂﬁ&@cégmﬂﬂﬂﬁéﬁEﬁﬁ%odﬂﬁﬂﬁ%KﬁeQEﬂ@SEaryglobal
outer network side output interface, and after receiving

el gatsa packet contasnkngtiehe whidqueHgnatohppisihg 28e step
i nner network side interface, the method conprising the
Sftep3TTHRY sA Yhehdhg rguthegdmader addriess: bhettrdatary global
packet into its tenporary global address (ii) forwarding

ERETERS Padkst F0 9% U otk el hiek b RIsRrdeUPdArErf message and

T3, B, FARECk) el AR SENL LILETLLED. 5, 20, SPRRLALNS, .

used n-a net .
CELSLR LN 00y 0L IS ABUS AU LANATLRLE: e acess rouces
abeverdeseri-bad rRthede QQHBBE%E@ggEB%gﬁ Lok eal L7 pg. sender
of the first Binding Update message in the routing header.
The 17th aspect of the present invention is the
above-described method for providing the global connectivity
to the roaming networks, wherein the network element roams in
the internetworking of communications networks, and functions
as a bridge router between a single or a plurality of local data
communications network of its inner networkX side interface and
the internetworking of the packet-switched data communications
networks of its outer network side output interface, and after
receiving the data packet containing the unique signal from its
inner network side interface, the method comprising the steps

of: (i) changing the source address of the data packet into its

temporary global address {ii) forwarding the data packet to its
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the follow ng nethods: (i) a method of using the Binding

Entries as made clear fromthe above (ii) a nmethod of

updating the Binding Entries as nade clear fromthe

above (iii) a nmethod of insertigg instructions into a

Bi ndi ng Acknow edgenent nessage, and thereby 10 nmaking it

possi ble to notify the recipient of the Binding

APKnon edentht spessaga aiface he sender is able to

understand and take an appropriate action to have the

Bi ndi ngFtpdat € rfegsgle o tdttainr atrn prinfemyt ipobed an apparatus

address of the access router with the presence of such

THSTT Ut iF0RS T hadd SEISTr WG Life UMtssvd 8@ §itgrnetworking
of .checking th urce address .of a data packet

gggﬁggéﬁﬁﬁﬁﬁ Wb%??ﬁgC%%E%SOTWFHAC 6H3%?tWBH§FFH%PPH§CleaI
[ d - ryf he .above. The 19th .. .

AR R et S R e OB S SEREEEEE

aHetwank.el B hWCh (iS5 Msed iy %I'feuémlar@ﬁé \MIMZEYEQ éﬂsntries

20 of the packet-swi tched data communi cat1 ons networ

nadaackeal e & GRdmenahovevdesicn) hatk teihed; u¥harehl the Binding
network elenment roans in the internetworking of

Gonmwine € &t nAslenel wer kSyom coMPrksivey (Aeansafstieald ZiiR@Gerting
the follow ng nmethods: (i) amethod of using the Binding
Eftstidsc asomade tol @&infdiom fhéngbdveigdnont2fea saethogndfthereby
updating the Binding Entries as nade clear fromthe

é[g”d‘iﬂé“‘{i i) ReSfethod 6P itelekty nghienstewikpiens ioft otlhe Binding

i ndi K d t " and thereby making it

S0 09 cASATEN RUSSUEDL TESoaR, and Lol ey A Ll
.t i bl

Pt S IR R R ab e P T RS Do T reiee meseage

Bipgi ng, Updat e messagg1 6eatain dhe pri Ble 8%%98&6‘9%%%% with

of the access router wWith the presence _
ithsd pueldcans as suldengheaicdiram the mheve 1d B J.tid shove

of checking the source

{(iv) a method of checking the scurce address of a data packet
asmade clear from the above (v) amethod of constructing a routing
header as made c¢lear from the above.

The 19th aspect of the present invention is an apparatus
used in & network element which is used in the internetworking
of the packet-switcheddata communications networks as made cleaxr
from the above-described method, wherein the network element
roams 1in the internetworking of communications networks,
comprisingmeans for realizing the followingmethods: (i) amethod
of using the Binding Entries as made clear from the above (ii)
a method of updating the Binding Entries as made clear from the

above (i1ii) a method of inserting instructions into a Binding

Acknowledgement message, and therebymaking it possible tonoti fy
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address of a data packet as made clear fromthe above (V)

a method of constructing a routing header as nade cl ear
fromthe above (vi) a method of inserting into a data

packet a signal requesting thegccess router to which

the network elenent is attached to 10 forward the data

packet directly to a destination specified in the data
patk ate @ hewele ef eare fRomithe Absuewleidgerentetadafe that the
inserting the primary gl obal address of the access router
tFUE che el shéraneirid el sdrerd. dnd dtakee ved spptrerthieate action to

?Hgdlng Updat e nessage as made clear fromthe above. 15

Vo 6rR ‘ﬁﬂ?&c‘tg GPAEhE i eTRNE COMEHE] Bhe PE ime mpphrhelsddress
u |n a network el ene which is used in the

.of ACCa3s ol q%b&%ﬁipﬁﬁﬁ%W%ﬁcﬁéF§Ch instructions as

et net workihg ©“of°t Ke

g%%%% déscr?%§ﬁp k%% E§“%%éﬁggﬁaf#§%%é¥%égﬂ]éﬁ&%ﬁﬂg the source

rRAaME: 4 4 otrhe darﬁa%a%&w King of qomunications,nef

&
and 20 functions as a bridge router between a s ng mg & pethod

wﬂﬂﬁﬂﬂdb&u&ﬂ1&@Q@Lr@@$ﬂn?oﬂggaéﬁaﬁboﬂéd@ekwg%& %Eth%%he above
i nner network side interface and the internetworking of

thel )packethsaidthadedatiag comvLNCeAH PASKBET MGk Of rbbSesting
outer network side interface, conprising neans for
r@&ﬂ|@ﬂqﬁf3tﬂpdtﬂﬂwﬁmrwﬁmmhodhe & ywamet hodm2b tofi saddithghed to
information on the primary gl obal address of the network
dloerrE ttéleaﬁiaéd\/é’laﬂ@néﬁtreﬁés]%@@ asdpadéneitdam Bremified in

t he %P P gllz %ﬁn%%gpd6§6§y?:P%T}he Blndlggf%g%éggfﬁ%ihod or
t d I above
%Hﬁﬁﬁgﬂg#ygﬁggr |§§a?ﬂs§?u§?}gn§ r e%%lﬁéce % cfcer to

T iy
MeSSAge thatmide seader risnabhe ta@;dalfgier stand and take an

The 20th aspect of the present invention is an apparatus
used in a network element which is used in the internetworking
of the packet-switcheddata communications networks as made clear
from the above-described method, wherein the network element
roams in the internetworking of communications networks, and
functions as a bridge router between a single or a plurality
of local data communications network of its inner network side
interface and the internetworking of the packet-switched data
cocmmunications netwerks of its outer network side interface,
comprisingmeans for realizing the fellowingmethods: (i) amethod
of adding information on the primary glcbal address of the network

element Lo an advertisement message as made clear from the above

(ii} a method cf using the Binding Entries as made clear from
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appropriate action to have the Binding Update nessage
contain the primary gl obal address of the access router
with the presence of such instructions as nmade clear
fromthe above (v) a nethod ofsghecking the source
address of a data packet as made clear 10 fromthe above
(vi) a nethod of constructing a routing header as nade
clearpbiovemitihe ) abovet {vdl i9f apretthody ah e BSeHENAYELAE@cs8as made
dat a packet a signal requesting the access router to
vhidr frennebaorkoskerfent iss mttttavhedf t onforwand tibetructions
dat a packet directly to a destination specified in the
didt'sP p?aaéé‘t a9 Mtle e eaf IPFBR-1BCERe dabovad iidreky making it

nEth i nse ting the prjmary gl obal address of the
sEces O PGPSt o R o Rt brae df EBAT g b ioREg sdgenent

Updat d f t
; osﬁsé%e. B Amoalbiehy ocossrng ?divﬁd%%rza?mrm. kgke an
fa&ﬁfﬁéﬁﬁéwe&ct%v@é kha?‘{fgetﬁgtlgﬁlflagﬁ O{Jp&h%enet W%ra e contain

el enent and forwarding 20 it to the out networ k €
itHcertaee ~9f g1 Higa NlaMrds 88 cBde - L ear I‘t:)q_l‘%@lt @@tﬁ%y@presence
The present invention allows a host in internetworking

et ketchs Wintsthed: tdatras et weridks d1e 465 dm th 68N v) a method
solutions which provide a global connectivity to a

wobidbe diostg tdrel ssxtemesa@bréhesersal dbtansatReftupthekde clear
prOV|de a gl obal connect|V|ty to a network changing its

PR e @hn‘éﬁt augiaigred met hern gt serbsed ai nothéng header

docune tgggrel IS possible to deliver packets

ﬁ@tﬁé‘ réf’“hetﬂﬁoﬁ&mf% thett @ rtehded aéswﬁarrceng into
}ggﬁg@umsgeng and reov% adopti ng

ver t50n" et 37 asBhtEg® &5 e ?ﬁ5|ﬁ9%FFFoﬁo which

ekt e s e’ 8 e LV
speeiddcathoni bs Hasedrppathe tiRPanese, Patent s nade clear from
the above (viii) a method of inserting the primary global address
of the access router to which the network element is attached
into the Binding Update message as made clear from the above
(ix} a method of processing a data packet arriving from the inner
network side interface of the network element and forwarding
it to the outer network side interface of the network as made
clear from the above.

The present invention allows a host in internetworking of
packet-switched data networks to resort to existing solutions
which provide a global connectivity to a mobile host, and extends
these solutions to further provide a glokal connectivity to a

network changingitspointofattachment. Usingamethoddisclosed

in the document herein, it is possible to deliver packets between
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Application No. 2002-303879 filed on Cctober 18, 2002,

entire content of which is expressly incorporated by

reference herein. | NDUSTRI AL APPLI CABI LITY 10 The present

invention is applicable to pac&ﬁf transm ssion in

i nt er net wor ki ng of packet-swi tched data conmuni cati ons

networ k. Especially, the disclosed invention addresses a

Frabl eenn gttt e d owheaiprovi dhdgdnet wot kacapaecti Yht9hd @inimum

a_node which constantly changes its point of attachment

4?%?¥ﬁcﬁﬁﬁ A OB c otaript tadi anse netfwork i cRunEhéonbpe,esented

EfPOSS|bIe to consider the present invention as an

eHERESPS ERVERIFAGNSBRUEPORS LHIOFLPF ovi ¥ Hyl @ gt ebdleviate

coqpect|V|ty to a roam gg host. 52 CLAIMS 1. A network
& éirent” apparat 68t BPHA R QﬁﬁﬁFﬁﬂé Yt ebart addrepesiesl to.

assi gned | I etwork, and which is 5 connected to
a S|ggﬁir%u%g%é¥%% s mEKes a ' oRACAG EBnHQEflgﬁﬁ%?%ﬁ%ePatent

@%ﬁ%%&%ﬁ%%ﬂfﬁé“xb@6@1§§3§b9b§H%eaeBWOb%to£%% ﬁgpa5%%&s entire

conprising: an access section ai ns ‘access to“said

@idiffen tNelEWoR Kchy: Ul & 4 BRIl yr 2854 gNed ¢
address 10 which |sxgga|fferent gﬁ%ﬁ% adg$€s§ f?%%%x%hereln

uni que gl obal address; a generating section that

generates a nessage whi ch contains the uni que gl oba

AN ETRTATheARRPORRFL LYY assigned gl obal address, and a

gl obal address of the router 15 and indicates a | ocation

of the TR&tRBEReBE BN Bbparia eerlinabhe b ohalkatetwonkmpission

and a Lransn1tt|n section that transmts the generated
in 1nternetworkinig of packet-switched data  communications

network.Especially,thedisclosedinventionaddressesaaproblem
involved when providing network connectivity to a node which
constantly changes its point of attachment to a global data
communications network. Furthermore, it is possible to consider
the present invention as an enhancement to existing solutions

for providing a global connectivity to a roaming host.
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nmessage to other network el ement apparatus in said other
network. 20 2. The network el ement apparatus according to
claim 1, wherein a part containing the global address of
the router in the message contggns: a type field

i ndi cating whether the global address 25 of the router
is contained in the nessage or not; a length field
indicating a data length of tdiaéast; and 53 an access
router address field indicating the gl obal address of the
router. 3 The network el ement apparatus according to
claim 1, wherein the nessage i s an adverti senent
rPBSsageA % 406 GAE T BArTPRGH AT hiSng Ot HB igitobalnddit esslobal

of t he rout er ' the ssa ains: a type field
|rmF5&ﬁ%gl N%ﬁ%k?nﬁ bHI%J ng&ﬂ BedrEsSKof ahé which is

ys, i s contained N t he nessage or
not %:teé{feng{) E?l e d deceﬁl ngeg’data&1 YerdgtKS6f theroaming
wﬁﬂme%%a@ﬂ gcge ﬂQB“%e%WUPESJiﬁkg'ﬂg mﬁﬁn%tgeglobal

uni que gl obal address of the networ elenen apparatus.

e dwoThe nehwordo ghendnt s apRakAatiusidg¢cording to claim
1, wherein information related to reception or rejection

of the drasictransngéted JSERGE: i $acont al MedsidN & r8RY other
of said other network elenent in response to the | ast
freapg pictkt édv nessage,a andmicher nextl ¥ ransnigied massage address

whichjisadifferentglobaladdressframtheuniqueglobal
address;

a generating section that generates a message which
contains the unique global address, the Temporarily
assignedglobal address, andaglobal address of the router
andindicatesaalocationcﬂfthenetworkelementapparatus
in the global network; and

a transmitting section that transmits the generated
message to other network element apparatus in said other

network.

2. The network element apparatus according to claim
1, wherein a part containing the global address of the
router In the message contains:

a type field indicating whether the global address
of the router is contained in the message or not;

a length field indicating a data length of the vart;

and
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20 contains the information related to the reception or
the rejection, and information which notifies that said
other network el enent apparatus is able to take action
to handle the nmessage. 25 5. Agpetwork el ement apparatus
conprising: a receiving section that receives the nessage
from a network el enent apparatus according to claim1;
and 54 anreecordisngosectt atid hats  €der s iandertdtying the global
containing a hone address field indicating the unique

f BBER =tldp ésg he areartee vf- address field indicating the
tenporarily assigned gl obal address, and an access
router address 5 field indicating the gl obal address of

the router in.a corresponding manner with the received
r%Ssa&ﬁh%.nﬁﬁf%@%mﬁkggﬁéﬁﬂﬁpgﬁﬁﬁBPﬁs%ﬁ@@ﬁﬂ%@gt§o claim

| ai erei n updating aof the entr ets, in a case _
’erghf%?%g r['tglceei %ggsrrae%%aées coHt ﬁ%égfﬁel YFB6A T dBdrsge in
e ter, N r dr field t he
ga%%s'ué?ﬂg gtﬁ?%pgdgﬁéggglgﬁgggergaiﬁigkgggeaﬁﬁé?%sﬁhéjf the

rrecet ved ifESSagen « 4085y 0L o¢QN 841 .t he tg}ﬁga%i%dﬂ%efﬁdq_fcating
the router, the access router address field of the entry

twh dehienvali«d.urlbgiée Theometwaski b gaent: apRAMIMSork element
according to claim 6, wherein, a routing header is added
By A atout el st coatddtrae padket theceiwed ahye sard not;
recei ving section, the routing header being used to
i nstruct “tHed hbt Work kHeyhtaZ0ing awd zhadbstidiah ioh tilse part;
indjcated with a term nation address specified in the

packet to forward the data

an access router address field indicating the unique

global address of the network element apparatus.

4. The network element apparatus according to claim
1, wherein informaticn related to reception or rejecticn
of the last transmitted message is contained in a reply
of said other network element in response to the last
transmitted message, and the next transmitted messadge
contains the information related to the receptiocn or the
rejection, and information whichnotifies that said other
network element apparatus is able te take action to handle

the message.

5. A network element apparatus comprising:
a receiving section that receives the message from

a network element apparatus according to claim 1; and
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packet to anot her destination, containing the globa

address of the final destination of the data packet. 25

8. The network el enent apparatus according to claim 5,

wherein a determnation is madespn a verification of

whet her a source address specified in a data packet

recei ved 55 by said receiving section is authentic or not

by usi rgread oddmtd er el aretdhta ar addiessnwi el v Soth& ining
gl obal address of the router contained in the data

pagRate add r eschips daididferéntn addressy fgom ¢ hebsourekiress,
address, 5 the source address, an entry in the hone
addressefriod e ddg ouf e- Bl eddlir essdilg athénent e andemaporarily
access router address field of the entry. 9. A roam ng

Connbelith FeCRR uEEEE PSE /net WBr IR Tkl RREMS S 10 Capparatubdress

t.0. i.ch_a, unique gl obal dress i s .assigned in a globa

ré %gbkl%%%cg % gigg&N§£8%§ t%gggﬁl 18t hﬁﬁe%P%ﬁﬁr in a
A ction. ot her netwark .contained in

t&angﬁﬁﬁﬁ%ﬁﬁﬁﬁgﬂﬁﬁfngﬁﬁﬁi%g%wﬁ%FﬁdV?%e%ﬁ%%§%%1

15 gai ning access to said other network by using a
tenporarily assigned gl obal address which is a different

gl obal mddrass Jf¢em the-HBhaue; ghabal « addressy rgenesating.1 51
a message which contains the unique global address, the

tSenpen arid yn aspidgitetn gl elal - addresisyy 2@ and arglobakse where
address of the router and indicates a |ocation of the
FetswoF RCelisheat mapFarat us ot 4 he sgltdiral g hebwor kjddmess of the

transmtting the generated nmessage to ot her network
router,theaccessrouteraddressfieldcﬁftheentryusing

thisaddress,andsets,inacasewherethereceivedmessage
does not contain the global address of the router, the

access router address field of the entry toc be invalid.

7. The network element apparatus according to claim
6, wherein, a routing header is added by the router to
a data packet received by said receiving section, the
routing header being used to instruct the network element
to which destination is indicated with a termination
address specified in the data packet to forward the data
pracket to another destination, containing the global

address of the final destination of the data packet.

8. The network element apparatus according to c¢laim
5, wherein a determination is made on a verification of

whether a source address specifiedinadatapacket received
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el enent apparatus in said other network. 25

55

by said receiving secticn is authentic or not by using
information related to an address which is the aglobal
address of the router contained in the data pracket and
which is a different address from the source address,
the gsource address, an entry in the home address field,
a care-of-address in the entry, and an access router

address field of the entry.

9. Arocoaming connectionmethodused in anetworkelement
apparatus to which a unique global address is assigned
in a global network, and which is connected to a single
router, and makes a rocaming connection to other network
contained in the global network, the method cemprising
the steps of:

gaining access to said other network by using a
Ltemporarily assigned global address which is a different
global address from the unigue glcbal address;

generabting a message which contains the unigue
globaladdress,thetemporarilyassignedglobaladdress,
and a global address of the router and indicates a location
of the network element apparatus in the global network:
and

transmitting the generated message to cther network

element apparatus in said other network.



