METHOD AND SYSTEM FOR TRANSM TTI NG ELECTRONI C VALUE

| NFORMATI ON CROSS REFERENCES TO RELATED APPLI CATI ONS
The present invention contains subject matter rel ated
to Japanese Patent Application JP 2004-342368 filed in
the Japanese Patent O fice on Novenber 26, 2004, the
entire contents of which are incorporated herein by
‘reference. BACKGROUND OF THE INVENTION 1. Field of
the I nvention The present-invention relates to a

met hod and system for transmitting el ectronic val ue

[ e] .n which. . value information called an
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BACKGROUND OF THE INVENTION
1. Field of the Invention

The present.invention relates to a method and system
fér transmitting electronic value information, in which
value information called an electronic value is transmitted
and received using a noncontact {or contact) IC card haviﬁg
a memory function for holding data and capable of reading
data from and writing data into the memory in a noncontact
manner or using an electronic system provided with the IC
éard.
2. Describtion of the Related Art

7'It'is commonly practiced to conduct identification of a

user, authentiéétiqn prbcesSing, etc., af the time of using
a specific:service using d_pe;sonal identification nﬁhﬁer‘or
a péssﬁqu. For exampie, when aluséf uses a cash cérd or a

~credit card at a financial institution, such as a bank, the




etc. If confirmation is nmade that the user has entered
a correct personal identification nunber or a correct
password, the user is allowed to performa financi al
transaction such as noney transfer, paynent, noney
recei pt, etc. A storage nmedium such as a nmagnetic
stripe, etc., disposed on a cash card, etc., has a
snmal| storage capacity, and is provided with only a
storage area for an exclusive wuse for that bank.
Al so, the above-described personal information such
~as a personal identification nunher,.a. password
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reader/witer is installed, for exanple, at _
information such as a personal identification number, a

rpassword, etc., can be accessed if the storage medium, such
as a magnetic stripe, etc., can be read out. It is
ﬁherefore hard to say that the protection against forgery
‘and unauthorized use has been sufficiently provided.
Accordingly, in recent years, cards (in the following,
called IC cards}, in which an IC chip accommodating a larger
amount of information than a magﬁetic étripe disposed on a
cash. card or a credit card is embedded, have appeared in
._oraer to protect forgéry, gtc,‘ IC cards include contact IC
'cérds haviﬁg an electrical contact and noncontact IC cards
- capable of reading and writingidata.through radio
transmission. | | |
In the case 6f a noncontact_IC card, an IC card

‘reader/writer, which reads and writes information from and
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a shop, on a cash dispenser, at. a gateway of a
concert hall, at a ticket gate of a station, etc.
Wth such an I C card, personal identification or

aut hentication processing is perforned between the IC
card and the IC card reader/witer by user's input of

a personal identification nunber into the IC card
reader and matching the input personal identification
nunber and the personal identification nunber stored

inthe ICcard. If the personal identification or
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various application services using an IC card (IC
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personal identification or authentication processing has

been successful, for example, it becomes possible to use an

application stored in the IC card. Applications held in an
IC card include value information, which is so-called an
electronic value, for example; electronic monef, an
electronic ticket, a prepaid voucher, etc.

In recent,yearé, an IC card reader/writer capable of
being connected to an information précessing terminal such
as a personal compute:, a PDA.(PersonallDigital Assistant},

a mobile phone, etc., or an electronic system having a main

-unit to which an IC chip is embedded are being proﬁided} In
" this manner, an information processing terminal to which an

IC card reader/writer can be connected, or an information

processing terminal containing an IC chip capablé of contact




a keyboard on the information processing term nal and
a user interface such as a display unit, etc. Al so,
if an 1C card is connected to a nobile phone, it is
possi ble to exchange information stored inthe IC
card through a tel ephone comunication network. For
exanple, it is possible to performelectronic
settl enent for electronic noney stored in an |IC card,
an electronic ticket, a prepaid voucher, etc.,
el ectronic value processing such as settlenent by a
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is transferred, there is a risk of |osing an
commugliecitrion aeyabuk, and .a risk of an el ectronic val ue
being replicated illegally and altered by a
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exanpl e, "when an jnformation processing t er m nal
settlement for electronic money stored in an IC card, an

‘electronic ticket, a prepaid voucher, etc., electronic value
Pprocessing such as settlement by a prepaid-card type, and
the other various services from an information processing

terminal possessed by a user.

However, an electronic system such as an information
‘pfocessing.terminal containing an IC chip.capable of storing
'én electronic value is sometimes subjected to‘a model change
“by a machine failure, replacement for alhigh—performance
model, etc. In this case, it is necessary to transfer the
- contents stored in the IC chip directly to an IC chip of a
. new device afteﬁ the.replacement_éo‘thatAthe content (an
.éiéctronic value) is transferred exaqtly. Thus, the
electronic value and the personai infqrmation-should not be

exposed and should not be left in another terminal.



containing an I1C chip is a nobile phone, if an

el ectronic value can be transmtted and received

between term nals, a conmunication conpany is often

different froma service provider which provides an

el ectronic val ue such as electronic noney, an

el ectronic ticket, etc. Accordingly, a comunication

conpany does not have key information and a |ogic

whi ch are necessary for accessing an el ectronic val ue,

and thus there are a | ot of inconveniences for
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comuni cati on conpany undertakes to transfer an
trangfextednithersl de berwderrf Hesingr ahnalectrdidc value,

conmuni cati on_conpany providing electronic value -
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val ues. and key information. Al.so, for service_ .
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transferring an electronic 'value such as electronic
valuerormy beartranent road cand ckeigiveticbethedn termamall€, car d
or an ICchip is disclosed (for exanple, refer to
commypinatdss oeprany nésl Ftemtdidgeireoht form Rut€yaceon 5
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val ue-information transfer servitCe apparatus for
logid &hdYihN@re necessary for accessing an electronic value,

and thus there aré_a lot of inconveniences for processing
the electronic value. Also, if a communication company
l.ﬁndertakes to trénsfer an eleétronic value between the
terminals, the communicatiocn company providing electronic
-value services assumes the responsibility for electronic
ﬁélues and key information. Also, for service préviders
-providing eléctfénié values, it is not preferable to
.diéclose key information and a logic, which become the basis
>0f the services, to a communication company. .

A iechnique‘for securely transférringran électronic
value such aé;elédtronic mohey,‘an electronic ticket, etc.
'héld in an‘ICrcard or an IC chip is disclosed (for example,

refer to Japanese Unexamined Patent Application Publication




the upl oad of value information stored in the
informati on recording nmediumof the transfer source
to the value- information service apparatus and the
downl oad of value information fromthe
val ue-informati on service apparatus to a information
recordi ng nmediumof a transfer destination. SUVWARY OF
THE | NVENTI ON I ncidentally, when an I C chip storing
value information is contained in a electronic system
such as a nobile phone, etc., if a nodel of the
. No. systemimohangadchos §é&ﬁhidﬁ$§oﬁherétak§ preGasRary to
transfer the value information, the persona
valuenfofomid tdon ebwv;cetappﬂkaumstﬁerl6bchr¢nﬁuﬁa&a&aining,
el ectronic systens, that is to say, between the IC
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'SUMMARY OF THE INVENTTON

Incidentally, when an IC chip storing value information
is contained in a electronic system such as a mobile phone,
Aetc., if a model of the system is changed for some reason,
it is necessary to transfer the value information,‘the
-personal information, etc., stored in the IC chip between
électronic systems, that is to‘say, between the IC chips.
”-ﬂser's personal information and an electronic value such as
'_électronic money and an elect;onic ticket; etc., are
- necessary to be transferred exactly in the same manner
-~5etween the systems or.betwéen a host providing an
.Qlectronic value service and a termiﬂal conﬁected'tp the
host while keeping secret. |

In a card or an electronic system which contains an IC




possibility of losing the electronic value itself. In
the techni que di sclosed in the above-descri bed patent
docunent, a term nal receiving electronic val ue
service is enabled to securely hold val ue infornmation
itself to be transferred, a key for accessing the
value information, and the |ogic thereof. Moreover,
the data transfer system is provided with an
apparatus which relays value information stored in
the information recording nediumof the transm ssion
chipSOWhER 4eTdiddlrafieniphoagidlg dhei¥atveni AfRIIML, I on
" to the value-information service apparatus and val ue
etc.i, nfiier opdnofe fae@infirba Wabeddnfter BRreabpSeny) Cef an
apparatus to the information recordi ng nmedi um of the
electransai easlwm afedthienaender t g dimell ywhenl towkdddadi et he
‘ value information to the value-infornmation service
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- information, which allows assuring the transfer of
elrecheonechuative diddramid dn the aabv@cipleantribadt hout
fail. According to an enbodi ment of the present

patephgnumeat, at kereinal presdigdggachechoenyt value
transmtting electronic value information for
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to be transferred, a key for accessing the value information,
and the logic thereof. Moreover, the data transfer system
is provided with an apparatus which relays value information
stored in the information recording medium of the
transmission source terminal when upleoading the value
information to the value-information service apparatus and
value infofmation from the value-information service
~apparatus to the information recotding medium of the
ATtrénsmissibn destination terminal when downloading the value
:iﬁformation to the ﬁalue~information sefvice apparatus.
However, the above-described problem remains, because value
infdrmafion passes through a third apparatus.

7 Aécbrdingly, the present invention has been proposed in
-view of the above-~described known sitﬁation. It is

desirable to provide a method and system for transmitting




between termnals, the nethod including the steps of; -

aut henti cating each other between a transm ssion

source termnal being a transm ssion source of the

el ectronic value information and a transm ssion

destination termnal being a transm ssion destination

usi ng common aut hentication information; sharing

aut hentication for sharing conmon infornation

obt ai ned by the authentication between the

transm ssion source termnal and the transm ssion
eleddeshifaraie tieifdiriak i ofNCHyiHH R 19abaas ety Nthe he

electronic value information to be transmtted from
transifer ¢f anbritssinde golveelnBymiatdbnt botdereittiemtt cat ed

transm ssion destination termnal; transferring val ue
withoptofadtion for transmtting the el ectroni c val ue
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reception confirmation for returning reception
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source term nal receives the reception
information; sharing authentication for sharing common

information obtained by the authentication between the
transmission source terminal and the transmission

destination terminal; encrypting data including the

electronic value information to be transmitted from the

transmission source terminal to the authenticated
transmission destination terminal; transferring value
information for_tfansmitting the electronic value
information encrypted in the step of.encrypting to the
transmission destination terminal when the transmission

source terminal and the transmission destination terminal

are recognized with each other in the step of

authenticating;rtemp0rarily invalidating the electronic

value information left in the transmission source terminal;




confirmation; transmtting validation information to
the transm ssion destination termnal after the
del etion of the electronic value information in order
to validate the electronic value information; and
validating value information for receiving the
validation informati on and validating the electronic
val ue information by the transm ssion destination
termnal. Here, the step of encrypting preferably
encrypts all the data transmtted and received
betwesn theqt FaRsht & Wbn¥aYkee ibal FbPate @i e
transm ssi on destination termnal wusing the common
recepﬂiﬂ;ﬁ nedn inrmatdcadto nthd et sdrefnigls ishabbigece terminal
_ aut henti cation. Also, the step of deleting -value
when; hhermnmsgdeﬁedabtyn@ileicm gprménadt romptetead ue
information left in the transm ssion source_ term nal
recepeiop £f H r‘%ﬁ%é?nl%n%a]dw‘q iHerpafdPhat fetediht ed
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transmtting electronic Ol' mat 1 on accordi ng
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i nclude the step of encrypting value information for

confEneatyipin;ng rihemet etidg o ol dealive information wsitig: t he
aut hentication informati on, wherein electronic val ue
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information i,s transmtted to the transm ssion
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information for receiving the validation information and
_validating the electronic value information by the
transmission destination terminal.

Here, the step of encryptiﬁg preferably encfypts all
the data transmitted and received between the transmission
source terminal and fhe transmission destination terminal
using the common irnformation shared in therstep'of sharing
authentication. Also, the step of deleting value
"information pieferably deletes electronic value information
left in the transmission source terminal before the transfer
. and all the information related to the electronicrvalue
information. Thus, the protection effect of the electrénic
»ﬁalue information is increased.

Also, in the method of transmitfing electronic value




Al so, a common key determ ned between el ectronic-val ue
information transfer term nals may be-used as the
aut hentication information, and all the data
transmtted and received in the step of
aut henticating may be encrypted by the common key.
Furthernore, in the step of authenticating, the
transni ssion source ternmnal and the transm ssion
destination termnal may authenticate with each other
using a predeterm ned public key, unique information
infoPh8¥1 880 Qraithie cbr BRSTHSSIAN: SOHER1LA! MhNE!ndigld0 2
transm ssion source each term nal of
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~transm ssion source termnal nay generate a session
for kmyrypinid Hdegedecatredisessiwn ikgiprmayibe wsot dhe
aut hentication information. Also, in the nmethod of
autheRghEi ¥ g fare@etioni cvhar i iedesitrapienvakeor ding t o
sent _invention, in the step of delethﬁg val ue
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e information re e el ectroni
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‘the step of transmtting validation information,
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value information may be transmtted to the

infoxmainison daison feasterminals maynibealusedl 8o, ther t he net hod
of transn1tt|ng el ectronic value information
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further .incl des e step .o detern1nbng di sr 1& %n
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rece*ve the s ep o ting may encryp
the .common key. Furthermore, in the step of authenticating,
the transmission source terminal and the transmission
destination terminal may authenticate with each other using
a predétermined public key, unique information provided for
the transmission source terminal being a transmission source
--and each terminal of the transmission destination terminals,
and then the transmiésion source terminal may generate a
_séssion key, and the generated sessicn key may'bé used as
authentication information.

Also, in the method of transmitting electronic value
'2iﬁfcrmatibn_acqording to the present.invehtion, iﬁ the step
of deletihg value information, the invalidated elect;oniq
value information left in the transmission source terminal

and all the information related to the electronic value

flU—




det erm ni ng conmuni cation di srupti on between the
transm ssion source termnal and the transm ssion
destination termnal, wherein the transm ssion source
term nal and the transm ssion destination termnal are
provi ded with unique information, a counter indicating
whi ch processing stage the processing is in and the
unique information are transmtted and received with
each other in the steps of authenticating,
transferring value information, and transmtting
infokREEPbh Qi WY ideTBELQ), a@%}@mlnetth@nstaptd)f i cation
i ndi cating conpletion of the steps of authenticating,
tranprahsieg rvalgidadive informstiicon, valddatiansinfdimegion
reception confirmation is transmtted and received,
for Vﬁl%%tiétgerth@f ed@tsﬁmilm P ldies dagorsationerm i of
‘ tg£n1nals Ils to recejve the conEIetJon
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bet ween t he tern1na|s havi ng the unique i nformation -

furtldr - 1ndld®&e&hedstéﬂ38@f. RaeednhRggt 8i aruprimdisesent of
the present invention, there is provided a nethod of

determinigrd tddmrgnieheton oi rurstiive beteesnt tion f or
transferring electronic value information between
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uthentlcatlngﬂeac ot her _between a transni ssion
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terminal and the transmission destination terminal are
provided with unique information, a counter indicating which
processing stage the processing is in and the unique
information are transmitted and received with each other in
the steps of authenticating, transferring value information,
and transmitting reception confirmation, and completion

- notification indicating completion of the steps of
authenticating, transferring value information, and
transmitting reception confirmation is transmitted and
'réceived, in the step of determining disruption, when one of
the terminals fails to receive the completion notification,
a detérminatioﬁ-is,méde that communication bétween the “
| terminals is disrupted and a step, indiéatea by the counter,
of which the completion notification has failed to be

received between the terminals having the unique information

- 11 -




the electronic value information and a transm ssion

destination termnal being a transm ssion destination

using conmon authentication information; sharing

aut hentication for sharing conmon information

obtai ned by the authentication between the

transm ssion source termnal and the transm ssion

destination termnal; dividing the electronic value

information into transm ssion units having. no

meani ng as el ectronic value information; transferring
is rapdamsed.nformation for transmtting one transm ssion

unit generated in the step of dividing the electronic

Vdlage aicrbotimgi on athembohamert ndhdils areseatogni zed

w th each other in the step of authenticating;
invepthpRmi theg4ey 18e E§BY%‘6‘1¥1 & deftibeRaef ohr o Etinghi ng

t fi t
elect 5t s iken "ERBREF R rhods eA™BBEET Pt B T et nal
valuE SHEIAERDR LERNSHLSSIaN UL pdoleli g Yikaing.

mati on for tin ebnetransmssmn

the éﬁﬁﬁsld& tB@théﬁﬁﬁ@&@@ﬂéﬂéaaaubﬁﬁekeﬁat@@énwhen t he
transm ssion source term nal receives the receptl on -

trandi®issiconfionmati oarmiveel dieinghenttheshisaism ssuene of
source termnal receives the reception confirmation,
the %ﬂﬂﬁ%@pnﬁpaﬁgﬁﬁssi@#prmﬁﬁﬁpnsabgequén@nsmiqaiynone
ransm ssion unit s transmtted, when the

des“’t‘?aaﬁi‘é’rﬂ SerBAnAL S HA 1%t TRBER ASHOR RRT ES HIRE HakRy

i.on, unit ttranmssmn nit.left in
comn] SRR BR e b adPB ety TP RAFRe BB Shhet wner

for i inol LBRRGESShAAHYilH Cbehiifes! SEtemNI C val ue

i nf ormatlon ar e
authentication between the transmission source terminal and

the transmission destination terminal; dividing the
electronic value ihformation into transmission units having
no meaning as electronic value information; transferring
value information for transmitting one transmission unit
generated in the step of dividing the electronic value
information when the terminals are recognized with each
other in thé step of authenticating; transmitting reception
confirmation for returning réception confirﬁation to the
transmission source terminal when thertransmission
destination terminallreceives the transmission unit;
'~ deleting unit information for déleting the one transmission
~unit left in the transmission source terminal when the

transmission source terminal receives the reception

- 12 -




conpletely transferred, the el ectronic val ue
information is reconstructed. Thus, electronic value
information is reliably transferred fromthe
transm ssion source termnal to the transm ssion
destination termnal, and illegal replication .of the
el ectronic value information and | oss of the
~electronic value information are prevented. At this
time, the step of transferring value information for
transmtting the transm ssion units divided in the
confirpptpfnidiwhedieng whenethettremisaivaioe $eiorarderasangd
the transm ssion destination termnal in sequence, the
rece%?%ﬁ thy ﬁ%ﬁ%ﬁ§&PPtFﬁ@f+€mﬁﬁﬁqqanacBﬁFFr?ﬁﬁW§ﬂ+SS&ﬁ& the
nf ormati.on include the s

f d it
uni e3hiBs et o tler B o%r?rb%mlusseawmgl%o“fﬁﬁ?ﬁ. 1EPed!
whendtﬁé umr%l%%tl%eeesmaﬂcﬁmmmf :_3@&1:!1@% ; ﬁ_selgl nake

and the transm ssion destination term nal

trankh8STBS ARk, SaULER Lt F A fidlssabd uhbe taPOSH EHkON
~destination termnal are provided with unique

transmissimt isourte eachitel nimaleletthd, stmp wien the
~ transferring value information and the step of
tran??%ﬁﬁﬂﬁﬁtﬁﬂﬂgs P@cébﬁlQﬁﬁQﬁﬁﬂﬂlﬁnﬁﬁlﬁﬁ infgEmmtiogngre
ecej ve a counter for dlstlngulshlng a transm.ssi on

- comp ﬁ??lléﬁ(fa@ﬁlfﬁﬁeijnfﬁ?‘?ra‘?iwr&fuct Pl r R imakitR bach

reco%g nd the transm ssion destination term na
ansn1ts conpl etion notification indicating

%@ﬁ%‘eEiQ@tEﬁniJ“%éT%%eHEEQEmgﬁléégﬂsE%@E%EHESiOn uni t
to the transm ssion source term nal. \Wen t

‘transferred from the transmission source terminal to the
transmission destination terminal, and illegal replication
.of the electronic value information and loss of the
‘electronic value information are prevented.

At this time, the step of transferring value
information for transmitting the transmission units divided
in the step of dividing the electronic value information to
the transmission destination terminal in sequence, the step
nf t;ansmitting reception confirmation, and the step of

deleting unit information include the step of determining
_.“disruption for determining ccmmunication disruption between
the transmission source-terminal and the transmission
destination terminal,.the transmission source terminal and
the transmission destination terminal are provided with

unique information to each terminal, the step of

- 13 -




transm ssion source ternmnal fails to receive the
conpletion notification in the step of transferring
value information and the step of transmtting
reception confirmation, the step of determ ning

di sruption determ nes an occurrence of comuni cation
di sruption between the termnals, and the step of
transferring a transm ssion unit, indicated by a
counter, having the conpletion notification failed
to. be received is repeated. Al so, according to an

trar®Teedi ABNtalfe RERHEEEBE ahdVONY is@Rp bReffam$mitting
provi ded a nethod of transmtting electronic value
recepifionnadn Divrfadrionr amghemi t rgpklreckrioni @ coatuer for
i nformati on between termnals, the nmethod including
distipguispprd of tramsRéAtiieat gt ewnch Upihee befemeatign of

transn1i3|o SOUfCG er m nal 5 ing a transn133|on

the ESERLERbrvEih &P eOEPERT 203 Brfat T o and a
destg%@%gh Sééronﬁnaq.syrgxaitsrlnggst eérﬁ% bk m%e'nﬁgl? ssion
en

stination using connmbn au Ircatron 1n orna i on;

indiehaihg gc@q\gﬂeec%hc 8kl oRe f ALcshaldnNg FCORER ntféﬂé?ﬁl@ﬂcﬁ;n
obtai ned by the - 14 authentication between the

unitt canshe sistaorgeuior seintaalermiithalt hewhéansie ssi on
destination termnal; generating a random nunber;

trangmésypen rpurakuserninahafa bis ftor repeiypt tiy ddmpletion
el ectronic value information using the random nunber

| notlgéﬁ%’fla?fedq ﬁhﬁhét%Pe?xf O JEHEFAL PRV AL P AN
mnals are recoqp ized wi.th each ot

and ?ﬁ% %‘ieéDp Oof% %rSHFWeﬁH%%ﬁ%Cgep SR8 GBEE NG et A nt ud| ng

steptgf &%éggdfyih% disruption determines an occurrence of
communication disruption between the terminals, and the step
of transferring a transmission unit, indicated by a counter,
‘having the completion notification failed to be received is
repeated.

Also, according to an embodiment of the present
invention, there is provided a method of transmitting
electronic value information for transferring electronic
" value information between terminals, the method including
the steps of: authenticating each other between a
transmission source terminal being a transmission source of
- the electronic value information and a transmiséion
destination terminal beiﬁg a transmission destination using.
common authentication information; sharing authentication

for sharing common information obtained by the
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value information to be transmtted fromthe
transm ssion source termnal to the authenticated
transm ssion destination termnal; transferring val ue
information for transmtting the el ectronic val ue
informati on encrypted in the step of encrypting when
the transm ssion source termnal and the transm ssion
destination term nal are recognized wth each other
in the step of authenticating; invalidating for
tenporarily invalidating or deleting the electronic

auth¥At Uea t IfrOHBRWeeN 184 t14h s JilANSBLE6E Offe SRLH0E and
termnal; transmtting reception confirmation for

the teéusmisg arecleptioaticonfemmiptalon geoetrhtity aansrdarskinon
source term nal when the transm ssion destination

numbegf RIHAYREGHP| Bpdhe r BrEpriaini of fofeenerwetimhitheval ue

ormation; .transmtting the random nunber, to the

| nf -
elec{t?%ﬁﬁ’s‘?ﬁvs@i“&n 1RESTTAG PO EIhitha TaPter 8%t i on of

' i.dati ng ectroni,c val ue_information lLeft -in
gene A AN chIIstER &8 AR SRR e R oS e
termifYBd Lol irR8ogHesdy Riidi0 e eRebyPiLdrel eGld PRI

val ue |nforna?|on using the random nunber; and
authelet iotd ttigigy aknerypif Mgraddten indludihly tel @lddtg-diie

invalidated electronic value information left in the
value rigrfrimesion toube et tarsmintdlediienmt tlee t trarsmiissiion

destination term nal decrypts the electronic val ue
sSouree, ftnmnEdnte Fhgutheatdcatrd Faprne™fitihation is

rel.i.abl transferred fromthe transnission source
de‘st%%ﬁ,%%%&mlflﬁg, transferring value in omatlon or

transmitting the electronic wvalue information encrypted in

the step of encrypting when the transmission source terminal
and the transmission destination terminal are recognized

with each other in the step of authenticating; invalidating

for temporarily invalidating or deleting the electronic
value information left in the transmission source terminal;
transmitting reception confirmation for returning reception
confirmation to the transmission sburce terminal when the
transmiSsion destination terminal completes reception of the
electronic value information; transmitting the random number
to the transmission destination terminal after completion of
invalidating the electronic value information left in the
transmission source terminal in_the”step of invalidating;
'decrypting the encrypted electrdnic value information using

the réndom.number; and deleting value information for



transm ssion destination termnal, and illega
replication of the electronic value information and
| oss of the electronic value information are
prevented. Furthernore, according to an enbodi nent of
the present invention, there is provided an

el ectronic value-information transm ssion system

i ncluding a transm ssion source term nal which

i ncl udes transm ssi on-destination term na

aut henti cation nmeans for performng nutual

delctihBenhé CAIT AN dabebin c@ ek b 208t SeA Ak deFL-RALION 1eft
term nal being a transm ssion destination of the

in thlkeetkanshissiadruecunter fakndfal Udidlg thenMPAnsmission
aut hentication information; transm ssion and receivVving
destimpansohotermiarsnidecirygtshehe | ebtatoming.cv ghiee
information to the transm ssion destination term na
infofmafiofhe transmi ssion-destination ternina
t henti.cati on. nean aut enticat es theht%%ﬂ;nission

e R T o T S e 30k 25t PERLSIE Tt omt o
tranfs%rw& %m@e@rshgﬁiggﬂbﬁ é@lﬁ% .t'e@fn?fxggt LONihe

i nval i dation nmeans for tenporari i nva ting the

tranghesiiomidestdnueibnf eemingn, |afd inehhe FERNSEE SiION
source termnal after transm ssion of the electronic

of tkal e@bectiddnid whdosalnbormatalare-aridnflessabEothelel et i ng
means for deleting the invalidated el ectronic val ue

electrepieaid ote dndoanptipe arafryravenited-rel ated to the
el ectronic value informati on when, the reception

- COTPABOESn BFCUHER & FEnFERYEITRN T | 3 JTifafr6ASRs
1nve1'f:1€f ,hqgler%nCisl n{ gvfgé on Valt q: ati-9n ¢9 trpi fone%.tlon
the a

ransm sSi on destin Ferm na‘ll generati ng

transmission system including a transmission source terminal
which includes transmission—-destination terminal
authentication means for performing ﬁutuai authentication
.with a transmission destination terminal being a
transmission destination of the electronic value information
ﬁsing common authentication information; traﬁsmission and
‘receiving means for transmitting the electronic value
information to the transmission destination terminal when
the transmission—destination terminal authentication means
authenticates the transmission destination and for receiving
‘reception confi;matioﬁ for the enéryﬁted electronic value
information; invalidation means for temporarily invalidating
thé electronic value information left"in'the transmission

source terminal after transmission of the electronic value




validation information in order to validate the
el ectronic validation information after deleting the
electronic value information. Also, in the electronic
val ue-information transm ssion -systemfor
transferring electronic value information with the
transm ssion destination termnal, the transm ssion
destination term nal includes transm ssion-source
term nal "authenticating neans for authenticating the
transm ssion source term nal using the authentication

infotﬁé@&éﬁﬂlﬂ%id@L&Bfokﬁstiéﬁ“ﬁﬂﬂé%%h%nmégﬂéCﬁoﬁQiéﬂéﬁ%ng
transm ssion and receiving mneans for receiving

the &mvcalipicacdceledettenntc vadliee inffarmation ahd arlsinitheed
fromthe transm ssion source term nal and for

- informa givyninetliakgdr scephe ol eunfdipavpdne f brf omediivinnghehe

el ectronic value information to the transm ssion

- the regfRtdon omtdzmatian bty aH8rEEOoREF ofdatd on neans
. for decrypting. the encrypted electronjc val ue
o R o TR NGOL he S AR RT BT A T o8 And
‘meany & ddaHNg UaLKE s é_ﬂf)ﬁ) rqdd i%%_tigﬁ_aeérrtlﬁ{a i a&érﬁﬁﬁia'tﬁggt he
decrypted electronic validation information based oOn
validdiel omlindating8ibAf Of NBtdedN to vhTiddbeSthe| QEteBhe ¢
: value information is reliably transferred fromthe
validatarmgmissioonasbon cef ter dalaltihg the elsansmissivaiue
destination termnal, and illegal replication. of the

informeaddidoni ¢ val ue i nformati on and | oss of the
el.ectronic value infqornmation are prevented. Al so,

2¢E8r di g D FFEFHBdEAL ST 1 HY i gt ransmission

.system for transferring electronic value information with

the transmission destination terminal, the transmission
destination terminal includes transmission-source terminal
authenticating means for authenticating the transmission
source terminal using the authentication information with

. the transmission source terminal; transmission and receiving

means for receiving encrypted electronic value information
'.transmitted from the transmission source ﬁerminal-and for
transmitting reception confirmation for receiving the
“eélectronic value information to the transmission source
terminal; decrypting_value information means for débrypting
the encrypted electronic value information using the
iauthenticatioh information; and validating value information
meaﬁs for'validating the decrypted-electrqnic validation

infoimation based on the validation information.
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i nvention, there is provided an el ectronic

val ue-information transm ssion systemincluding a
transm ssion source termnal which includes

transm ssi on-destination term nal authentication neans
for perform ng nutual authentication wth a

transm ssion destination term nal being a

transm ssion destination of the electronic val ue

i nformati on wusing comon aut hentication information;
val ue-information dividing nmeans for dividing the
oMed I Uit r¥Bhye Lof r&?&fo%a.t'i%oi%r {‘%ﬁiﬁ) on units
having no nmeaning as electronic value Information

tran¥BEfrédier #draRHY $3hABmISST b duditet @ERDALL to the
aut henti cati on means authenticates the transn ssion

trandessshat idestieravinal tetmhmsi) sgidodlaedal eceplicurimeans
for transmtting divided electronic value infornmation

of the ehectxapife visdter ipfeomiion dindgilmeansithe he
transm ssion , destination term nal and receiving

electpapit | Gh o ifiterRer oA 3%6F RISYSgit¢rded el ectronic

e, OCOLIRLLON ANLAR gLl NPT R I daket i ng for

el et’i ansm ssi on uni | erm na

inveMPEdh | NG dre@N3Mbe 8t PRed UH A i Bhia! val S8 @Il on
reception confirmation of the electronic value - 18 -

transmif iRl isgBtenAliieludiiey &l atlaneRlissVah USmirtfeO i aa1
transm ssion systemincluding a transm ssion
whi cly elgtdIngieisors reesmii agl owhdett inargdlondésrminal
transm ssi on-source term nal authenticating means for
aUth%ﬂﬁqﬂﬂﬂﬁo@aﬁﬁﬁ@Stﬁ@rtF%ﬁﬁﬁﬁmﬂﬁgoﬁu§éﬂiC@utﬂﬁqﬁ%ﬁﬂtl@§ing
... the authentication jnformation.,with the transm ssion
with %)g%ﬁgsﬁ%351on destinatlon termlnai beEng a
sou
transmission destination of the electronic value information
using common authentication information; value-information
dividing means for dividing the electronic value information
into transmission units having no meaning as electronic
value information when the transmission-destination terminal
authentication means aunthenticates the transmission
‘destination terminal; transmission and receiving means for
transmitting divided electronic value information in the
value-information dividing means to the transmission
destination terminal and receiving reception confirmation
- for the divided electronic value information; and value-
information deleting for deleting the transmission unit left

in the terminal when the transmission source terminal

‘receives the reception confirmation of the electronic value

- 18 -




termnal; and transm ssion and receiving neans for

receiving divided electronic value information

transmtted fromthe transm ssion source term nal and

for transmtting reception confirmation for receipt

of the electronic value information to the

transm ssion source termnal. Also, when the

transm ssion source termnal receives the reception

confirmation, a next transm ssion unit subsequent to

the one transm ssion unit is transmtted, when the
infolhapsgh ssion destination term nal receives the next

transm ssion unit, a next transm ssion unit left in

tAs 0,t RARS B 86t Bbn 5O Wi=Q@iet-@nFofah tion detfised.ssabe Wwhen

the transm ssion unit of the electronic value .
systemf onedidiony kS trepspl etihy desarishedpadietingnael edtichni c
. .value information is reconstructed. Furthernore,
inclydedreiFmis sapreAPoErfrerR T alh @ushesheating &ednsn,

ere i.s provided an el ectronic val ue-infornmatiqn

th
for PYENHICGTIRIs YRE ehT PHETRA Y S WFERsHPERHBH Shdfee
the LSEﬂEx{h%]'cat‘ﬁ‘ahCE?kQ s tJi%Sgh%S 'tQQ;IQrﬁfééﬂﬁi 'SHhrce
na entica or per

term aut I on neans orm ng nut ual

termatd e inidC 2t hABm1 sdPon Wirdd) 2 de130881 56508 £astialiv9hRy
termnal being a transm ssion destination of the

dividd®ileaitirenyal uglhdf i feadd0i onUSirAgsGOBB@N from the
aut henti cation information; random nunber generating

transmigisidnosogener e rmipal ransd dom terbesni Vialne-reception
information encrypting nmeans for encrypting the

confmaiigniter YarekPt tlortihgt ildrClisPREC t Frelyarddrriakber
to tﬁ5”¥¥5%2%939¥o£h§burce terminal .

Also, when the transmission source terminal receives
the reception confirmation, a next tranémission unit
éubsequent to the one transmission unit is transmitted, when
the transmission destination terminal receives the next
transmissionjunit, & next transmission unit left in the
transmission source terminal is deleted, and when the
transmission unit of the electronic value information is
completely trénsferred, the electronic value information is
reconstructed.

Furthermore, according to an embodiment of the present
ihvéntion, theré is ptovided an electronic value-information
transmission system including a ttansmiésion source terminal
which includes transmission—destinatibn terminalr

authentication means for performing mutual authentication




random nunber generating neans when the transm ssion
destination termnal is recognized by the

transm ssion- destination term nal authentication
means; transm ssion and receiving neans for
transmtting encrypted electronic value information
by the value-information dividing neans to the

transm ssion destination term nal and receiving
reception confirmation for the encrypted electronic
val ue information; invalidating neans for tenporarily

. lidati or del eti t | ect [ I
wLEh it GFRRPROT B (1 PRE-OP ahSHE el = Sdufce ter m na

trad@%ﬁ@siSSQﬁégﬂl éﬁﬁa%pkkoﬂhgogfééﬂgﬂﬂi%nv5&951iﬁf@&mation
a d nb

transm ssion destination term nal; random nunber
usirdy QBaAbAtdNhdRABStlioh thabsmatidd}d rhheohandg@pBepunber
to the transm ssion destination termnal after
geneganphethemofforn geakrdainpggatimenddrectimbare val we-
information left in the transm ssion source term na
infogpatihenenevrddnongeapanfor saentaitiag kher aheebrenic
del eti ng nmeans for deleting the _invalidated

valug EREPD T PaliFd " EnfBP nEE RO IS 9PREE A EFA¥N 9 on
rand?&gﬁﬁ&%F@EnQQEtmgnm&Q s LR RS 'tggnsﬁ‘éfg%i&?t hon
e e S th

rmna crypt e electronic value -

destEH£9£8@1£é¥hinaﬁ|§9,rEBSgﬁ££Q§Q§ %hgntgsﬁéﬁfﬁgiéﬁL
termnal to be a transni ssion destination of the

desteheei s®nirmidlaleatohentbt4dOibn iMdenddesransmission and
transm ssion-source term nal authenticating neans for
receduihemeast ifog thentrahbingsérorypdedceleetnomad wslivey
infosyarieh by the vatte. ThEommation Hividing means o tnd’
transmission destination terminal and receiving reception
confirmation for the encrypted electronic value information;
'invalidatiﬁg means for temporarily invalidating or deleting
-the electronic value information left in the transmission
source terminal when receiving reception confirmation from
the transmission destination términal; random-number
transmitting means for transmitting the random number to the
transmigsion destination terminai'after completion of
'invalidating the electronic value information left in the
transmission source terminal by the invalidating mearns; and
value—iﬁformation deleting means for deleting the
invalidated electronic value information left in the

transmission source terminal when the transmission

destinétion terminal decrypts the electronic value
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termnal; transm ssion and receiving neans for
receiving encrypted electronic value information
transmtted fromthe transm ssion source term nal and
for transmtting reception .confirmation for
receiving the electronic value information to the
transm ssion source termnal; and val ue-information
decrypting neans for decrypting the encrypted
electronic value information using the random nunber.
Also the transm ssion source term nal receives

infd; %ptlon confirmati on of the encrypted el ectronic

&gﬁ “I'nformation fromthe transm ssion source

tﬁiEbnaéhe efa\ﬁ@.ha%i&% &L ORI RLEH LhAEnShertipeL val ue

information, ~.then transmts the random number used
tranfsﬁlﬁ_sgﬂ&ﬁydléé&rhaﬁiflcﬁlh@f ehect1ONIorMal wa1uBl Of AdthO.on

and the transm ssion destination term nal decrypts
inchd@eseteem$mnﬁalonﬂs@arcentewmmﬂaknautﬁhus;cetengrmwamﬁ

value information is reliably transferred fromthe
for puihsntieiiong dder coansnadaben tPUse terahsad sifiow

‘ ination termnal, and i]le replication of the
the SREhPREHF L AR GBEPAPSF Rat | BHUSAT Geanpraphton Soutdt

termghgi E%gﬁﬁmfﬁsq% IgLSr éégﬂLgL%egkgv%BLegecel By

[ectronic-valu or mat transm ssi on net Od

encr?ﬁgegl L &GV 3hBel PAPEARIL QI LARSHE BEEQ N S4S t81B
according to the present invention, when an electronic

" tran¥al 8€iomSseleet ﬁ:@lﬁmﬁ:nam&hedlﬂﬁorﬁf&tfmmmttSn@ r edsd e ircerd

: froma sender .to a recipient, the el ectronic-val ue
confiimhat et i orr ofeceliwingehidereie-tyonisi phyer epféoataidt o
to tggetggﬁgégégygnagguiggntéé%lnal and value-information
decrypting means for decrypting the encrypted electronic
value information using the random number.

Also, the transmission source terminal receives
reception confirmation of the encrypted electronic value
information from the transmission source terminal,
invalidates or deletes the electronic value informaticn,
then transmits the random number-used for encryption of the
electronic value information, and the transmission
déstination terminal decrypts the electronic value
information. Thus, electronic value information is reliably
transferred from the transmission source terminal fo the
trahsmiséion destination terminal, and illegal replication

of the electronic vélue information and loss of the

electronic value information are prevented.
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del eted. By conbining the identification of the sender
and the recipient using nutual authentication and the
deletion of the information after confirm ng that the
el ectronic value information is transferred to the
recipient without fail, it is possible to reliably
transfer the electronic value information fromthe
sender to the recipient. Thus, the problens in that a
plurality of recipients illegally replicate the

el ectronic value information and the el ectronic val ue

ifo (o 1.ght | ost. b . CO nicati.on failure
B L R Y B DR AR L TR NS PEhS
and lkS$edtrédiB-Reh1GRALh bSR30 B BB BRI § Ofen
transmtting an el ectronic value according to an
accoedbngi f@nghe @frelBatpiesaitidd)Vaiten0Bn Elg@ctZonc dalue
diagramillustrating an exanple of a first phase in a
as ejethoodniorvaluendmifbrinatiem iel domefiecredl freom s cendeng
. to an enbodinent of the present invention; Fig. 3 is a
to agragirifnt/ e SLPAEr Akt terl uex dmploemaEian oD xhef j r st
hase in a.rethod for transmtting an el ectroni ¢ val ue
senaBLT5F ity YOTAN ERBOUTHEH '6F Tiie LBreBORLS | HAbrTeBNLS
deleféd: %y T %i‘ﬁ%aﬁé 'Jhd’éﬁ&{i i'c%Qi%nsgﬁctlfu%]cs el
a second phase and a third phase in a netho or
the Eéé&ﬁiﬁdﬂId%gngnmﬁkﬁﬁiféﬁﬂﬂédﬁ%cﬁ%iéﬁcaﬁg!iﬁbtdéﬁ&tion
enbodi nent of the present invention; Fig. 5is a
of thde apgnfamndtivet afteéngan Spedinki ehexatpe eebdctronic

value information is transferred to the recipient without
fail, it is possible to reliably transfer the electronic
value information from the sender to the recipient. Thus,
the problems in that a plurality of recipients illegally

replicate the electronic value information and the

electronic value information might be lost by a

comminication failure are solwved.

BRIEF DESCRIPTION OF THE DRAWINGS -

Fig. 1 is a timing chart illustrating a method for
transmitting an electronic value accqrdihg to an embodiment
of the present invention;

Fig. 2 is a diagram illustréting an example of a first
prhase in a methbd fér transmitting an electronic value
according to an embodiment of the present invention;

Fig. 3 is a diagram illustrating another example of a
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a second phase and a third phase in a nethod for
transmtting an el ectronic value according to an
enbodi mrent of the present invention; Fig. 6 is a
diagramillustrating a specific exanple of a second
phase and a third phase in a nethod for transmtting
an el ectronic value according to an enbodi nent of the
present invention; Fig. 7 is a block diagram
illustrating an el ectronic value transm ssion system

~ to which a nethod for transmtting an electronic

£1zafAbHES Ol 14 N8 UERANEQL VAL d:3,88R! Leler Fifkc Gai%ied
bl ock diagramillustrating an electronic .value

“accorH@Ag§ M S SA ernfiyteti@dht Oo i 6 [ dRRodntentis@nsm tting
an el ectronic value of the present invention is
appd i ed;isFiagdifgirsmai blwdiratiiagr anspecific atxdanglancf
el ectronic value transm ssion systemto which a

a segppfiohdasy andheshitinghage @ ectmedhiod faFue of the

present invention is applied and Fig. 10 is a _,
tranEHﬁFFtRﬁeﬂq(ﬁ%qﬁtﬁﬁPéﬁwY?*%%t?%ﬁqqﬂjnﬁ 9| g embodiment

] SSi i.ving. part according to an enbodi nent
of tg%ag‘;%grﬁ% %g{"%?‘gcg‘e’}éf i nventi on. DESCRI PTI ON OF THE

AR ERREDR ENQQE%%@ﬁﬂgiﬂdk8¥3t§hscgrQﬁééiﬁ%ﬂ'é%ample of

i nformati on transm ssion netho according to the
a sePbRSefHadd\weit i20fhi WiEPhadk eled mefthedvabte is
transferred between el ectronic systens provided with
tranamnittQqg &and edegabbeiof vabooradicrgdingekbecan osmilzpdiglemd
_ information (in the followng, referred to as an
of the REeTHIC WELGELONSUCh

Fig. 6 is a diagram illustrating a specific example of
a second phase and a third phase in a method for
transmitting an electronic value according to an embodiment
of the present invention;

Fig. 7 is a block diagram illustrating an electronic
value transmission system to which a method for transmitting
an electronic value of thé present’invention is applied;

Fig. 8 is a block diagram illustrating an electronic
.yalue‘transmissipﬁ system to which a method for transmitting
an electronic value of the present invention is applied;

Fig. 9 is a block diagram illustrating an electronic
value transmissidn system to which a method for transmitting
an electronic value of the present invention is applied and

_Fig. 10 is a configuration diagram illustrating a wvalue

transmission/receiving part according to an embodiment of
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as electronic noney, an electronic ticket, etc., or an
IC chip capable of recording an electronic value, the
replication and the deletion of the el ectronic val ue
of the sender are not sinply perfornmed. In this

met hod, a sender and a recipient are identified by
mut ual aut hentication and the electronic value is
deleted after it is confirmed that the electronic

val ue has been transferred to the recipient wthout
fail. Thus, the problens in that the electronic value

the Fg%gég@l éyénfiohllegally copied, the electronic value
ornatlon I'§['"6st by a communication failure, etc.,

are solved. In the following., a detailed description
" will be given of a nethod of transmitting electronic
DESCREPTEON oMkt PREFERKED NENBODEREWesas an enbodi ment  of
the present invention. This method of transmtting an.
elrecty edectvahiie-value imghodtddn trmmsmissing anthod
el ectroni c val ue when an electronic value is
according iq ttéd aﬁaSP@Eeerbdm/e@heman elaginogdicc value

ot L RoEY I ECrOM S Y7L PR Te R A PagPhod
IC ch‘d tcfa?ﬂé%m tBEnge?Qrﬁi!?g; @l%c\é@!)ﬁ'fc %\.pee @ﬁ%lﬂngglgﬁ

an enbodi nent resent i1 nvention 1nc

(in &% t@hhewihgl OFERLE A HPGESshNg1LeF il wSUeR)aSsach
nobi | e phone, a PDA (Personal D gital ASS|stant)

as ektctrofhicsmehegt r ani €letadand ot taoket Ssitan ,may be IC
_ transm ssion between a ternminal of an
chip e¢aairleniod- varoedsey it e lgcovipdes vprlovd.dithg vari ous

replication and the deletion of the electronic value of the
séhder are niot simply performed. In this method, a sender
and a recipient are identified by mutual authentication and
the electronic value is deleted after it is confirmed that
.the electronic value has been transferred to the recipient
without fail. Thus, the problems in that the electronic
value information is illegally copied, the electronic wvalue
information.is lost by a communication failure, etc., are
solved.

In the following, a detailed description will be givenr
of a method of transmitting electronic value information,
which is shown as anrembodiment of the present invention.

This method of transmitting an electronic value is a
method of transmitting an electronic value when an

electronic value is transmitted and received between
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el ectronic values and a user's termnal, or may be
transm ssi on between el ectronic-val ue recordabl e

el ectronic systens possessed by a user. Also, a

reci pient of an electronic value may be a so-called

| C card provided with an |C chip capable of recording
an electronic. value. A description wll be given of
a specific exanple of an el ectronic-val ue

transm ssion systemto which the nethod of
transmtting an electronic value is applied below. In

elec@gogk‘?%&; Q:%&u% ?.{glcj.'(lﬁd%x%anasnm IC 0 rret hq)ch_es ho%ecorgln

examnp resen n I on, t'ermna

an eié@tr&rﬁ% fv%'l'u@W' nﬁleé@&fﬁﬁ@y@@eﬁ@ &&@ﬂdﬁf )a Rtheqa
transm ssion source of an el éectronic value and a

of trensmidirg Ant Beebolboit Rhlueetenries dpBiSed as an
reci pient) have the following characteristics.

embodhmenharfadher bsesest figrvemtdendéncimes q Portample

. el ectronic value sent fromthe sender is not allowed

inforpatin progeeréept toyninadpsgrhi as r%d?‘?hlelrﬁ Phep®, \ihen

eIe on| ent bec 0SSi to be used

PDA [{lersonsl é@fﬁ?ﬂw A GE P ochiEs ThHORES 1o

valullSErddiEn RSEh A1 Cod Ao 3 A USLLUL, o GELROHLE of
value I's transferre ectroni ¢ value generated

an elycthhidkansa §é¢ﬁb@rﬁ%§abegg%vimgeI&(‘rtlbgal c

value is invalidated. This is because It is desirable

electihati noalurfoamdta orsarlsatedmi nal heorelmagt beni ¢ val ue
remains in the sender. Al so, the characteristics for
tranguissdiopi batwaer:eXeptyanic-value recordable electronic

systems possessed by a user. Also, a recipient of an
electroniq value may be a so-called IC card provided with an
IC chip capable of recording an electronic.vélue. A
description will be given of a specific example of an
electronic-value transmission system to which the_method of
transmitting an eléctronic value is applied below.

In an electronic-value transmission method shown as a
specific example of the present invention, a terminél {in
the followfng, referred to as a sender) to be a transmission
source of an electronic-value and a terminal (in the
following, referred to asla recipient) have the folldwing
characteristics. The characteristics for a sender are: (1)
An electronic value sent from the sender is not allowed to
be used except by a specific recipiént. (Zf When an

electronic value sent becomes possible to be used by a
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Is guaranteed that a legitimte sender sends a
legitimate electronic value. (5) If receiving
processing of an electronic value is disrupted by a
conmuni cation failure, etc., processing for receiving
the electronic value is perforned again. (6) After an
electronic value is received, no information rel ated
to the electronic value generated by the transm ssion
processing of the electronic value is left in the
sender. A description will be given of the processing
reciigdi@utof thé hee@l&C HRBIne sV BhAEl d¥RNTH §8EOFL &'t hod,
which is shown as a specific exanple of the present
eledinventi valusi ng(FHi gfter thheeleansirdrc obhlaa & ectronic
value froma sender to a recipient, showm by this
rangfeerefe %b@uﬁﬂ&?tqoylpeFﬁéﬂﬁﬁ@?ﬂqratﬁhebﬁoth©MAng
procedure. First, nutual authentication processing is
tra“ﬁ‘é‘r‘fsﬁfﬁ%op’b%‘i‘?ﬁese‘ﬁga LehBEr PO TYHE VetERsHE ssi on
of .an el.ectronic value a ent. _who is
lnvaiqgr%%sn1§@?%%]’esFFﬁg Fon- 1Hh ﬁ?%§a§ESCE$?€ Tanpl e,
:Lnfo%ﬁa'i:ﬁlbﬁ feata&ld 24t RRBL LeaLL AhiRY QLA%S! POmbfnSad 8Gie
phase 1. the sender and the recipient are
sendéecognlzed with each other in the authentication
processing in phase 1, the electronic value is
aklsral |thet chnshetertst Mk rfcan aekecipdmtc aral:ud4isIt
transferred, first, a secure transm ssion/receiving
is gparantead dhatan P«eabtsré%%tseagi@.rn%n@ﬁt@rkeegdtﬁlmte

i ndr anc un hori zed use, etc., is forned between
elecgr%h‘ae‘f ey %5 el f pFemt LV it PERERSERHRI eble @ oni ¢

: elec¥§£Hfb'5%ﬂdémT§fﬁﬁgggpted by a communication failure,
etc., processing for receiving the electronic value is
performed again. (6) After an electronic value is receiﬁed,
no infbrﬁation related to the electronic value generated by
the transmission processing of the electronic value is left
in the sender.

A description will be given of the processing floﬁ of
the electronic-value transmission method, which is shown as
a specific example ofrthe present invention using Fig. 1.
The transfer of an electronic value from a sender to a
recipieﬁt, shown by this specific example, is performed in
the following procedure. First, mutual authentication
procéssing is performed between a sender who is a
transmission source of an electronic value and a recipient

who is a transmission destination. In this specific example,
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This processing is called phase 2. Wen the transfer
of the electronic value is conpleted by the phase 2,
the recipient deletes unnecessary information related
to the electronic value, and a notification that

del eti on has been conpleted is sent to the sender.
The sender deletes the electronic value before the
transfer and all the infornmation related to the
transfer processing of this electronic value by this
notification. In this specific exanple, the processing

thlsf erutugfl g\é{:ﬂ&h@iéagl%% gggggggﬁ?{f y3.§ r(].:f &QB‘ %ﬁ%%ﬁ t h%f

sender an e reci er trans erri
the elef@bFOBhE M %dﬁneﬁ@' hed i¥ed nltﬂeeééq% | AWMy,
a description will be given of the achieving nethod
in thke eathephasstidm piroeebuingl iaythent il¢athene praessing
. of phase 1, wunique information (1dl, 1d2) of the
Val%vﬁcegtmlmt@m@gaﬁy f@rer GrmedecatPic [ wrlue is
_ ual |y encrypted by a comon key K1 as conmmon
trang%feﬁ§ﬁfif CELTT i PGEHEL] BRPBER I/ To7e 1 vVing Redier

n h C t h ender and .t he recipi ent
i AN fab ML EURLEN 201082 SIIEL ADAINS RERURRERL 1 o6

unau@HBPEQédiC@éé O ddf, oagakbﬁﬂed KSRy 5on&lg. an?d t he
sender and the reC|p|ent confirm ' whet her nutual

recipQERUNI &ad i ted $hROSSEStLoMid die ebheramardnrday, t he
determ nation of the possession of the comon key K1.

This| prohessiomdrs ey lkd peaserdir bén ahé tiwnsdatra oifsthe

encrypted by the common key K1 for the follow ng
electronic value is completed by the phase 2, the recipient

deletes unnecessary information related to the electronic
value, and a notification that deletion has been completed
is sent to the sender. The sender deletes the electronic
value before the transfer and all the information related to
the transfer processing of this electronic value by this
notification. 1In this specific example, the processing for
deleting all the unnecessary information by the sender and
the recipient after transferring the electronic value is
called phaSe 3.

In the following, a description will be given of‘the
achieving method of each phase.

In.the mutual authentication prdcessing of phase 1,
unique information (Idl, Id2) of the devices or data
ngcessary for communication is mutually enCryptéd by a

common key Kl as common authentication information between
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communi cation. Alternatively, the data is decrypted by
the comon key Kl1. Al so, as anot her exanple of nutua
aut hentication in phase 1, the sender and the
reci pient nutually authenticate each other using a
public key as a predeterm ned authentication
i nformati on and unique information to the devices

"~ provided for each of the sender and recipient, and
then for exanple, the sender generates a session key.
For the subsequent conmunication between the sender

the‘?&ldEQea Ee€h8|§gglpﬁg%% generated session key is used

comnmon Inforrmation. That its to say, as

Shﬁé\ﬂséﬁkié:f Gnd3 thkOkecEY PO Gind HRELT yNaYsNEd &, @
reci pient having 1d2, and a recipient KaV|ng [ dn

prediit@réidefubbimiork e K& 1f ak Atthaht i ctikant hgathomion At
this time, each termnal can perform nutua

Rs showhemni Eagi oh UBiengenddirvanidathe Decipd enecpublin
key K2. The termi nals of the sender and the recipient

Whef#@&;@tﬁt%a e IgatdRed e orptiiRdg yué:énﬁhﬁ. e by

uthentlcatl n roceed ta
parey By e (EonTaeath BT BRC U w5 PR Bie qoomon
key %@ec' ifcthc-?)@dmdo% byt R PL 0&&?&&%&3“ aRha8fe 2adih is

which a transm ssi oA/ receiving path keeping secret Is

encriptaBdpbpet Ve ibmrohe kBYt Kal Fyr atfhaiieating sender and
recipient to transfer an electronic val ue using Figs.

. comm@nigagiohn Riasendtibelprethd hintsendedetrapsédrisy dhe
el ectronic value to the recipient, first, a secure-
. commpRgkayyiKki on/ receiving path is formed

Alsco, as another example of mutual authentication in
phase 1, the sender and the recipient mutually authenticate
each other using a public key as a predetermined
authentication information and unique information to the
devices provided for each of the sender and recipient, and
then for example, the sender generates a session key. For
‘the subsequent communication between the sender and the
recipient, the generated session key is used as mutual
common information. That is to say, as shown in Fig. 3, for
example, a sender having Idl, a recipient having Id2, and a
recipient having Idn share a public key K2 for mutual
guthentication.. At this time, each terminal can perform
mutual authentication using individual IDs and tﬁe public
key K2. The terminals of the sender and the recipient |

recognized to be allowed to mutually communicate by the
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bet ween the sender and the recipient. Fig. 2 shows the
case in which a sender and a recipient share a
predet erm ned comon key Kl as aut hentication

i nformati on. The sender and the recipient checks
whether it is possible to mutually comunicate with
the other party by checking whether the other party
possesses a comon key KL. |f the other party has
been confirnmed to possess the common key K1, the
sender encrypts all the data to be used for the

auth%ﬁ??SQHQQé g§?ﬁ¥%i%%t%ggsgs%pg the comon key Kl

erna e reCipirent decrypts the data using

téﬁbséﬁﬁ@ﬂﬂlykeﬁ Blsct{pSihP w3ll BeS§NGEE SNG \Rlegidata

usi ng the comon key 'Kl and sends it to a recipient:
examplie SbEPLIRZ , pdiRssq88gPbENbhasderriypmithear ecei ved data
usi ng the common key Kl possessed by the recipient,
trangmils s beodnt cads? itnlge psehdbeemien sssuetedsf Gbtyed between
decryfted. In step S3, the recipient encrypts
the myhpethatdwihepidrrteddpeadeh@rudesdpignt to transfer
ut henti cati.on - 29 si ng e co n k K1 n
an ofEHEES Mo 1Ph, vedRgeFEETS 4 o i0) 1B RE¥aE e PEFore
the §0RA&L ALY gLt | RhGA cwheRe Lhe mender
© succe32§{#4%? hasa&ecryb€§3{§%é£¥§%efveg 3ata Eﬁ"sing

firsthea coamne ke¥nkhi skNoh N ScABIINRY patBCYECformed
conmuni cati on between the sender and the recipient is

betwest afild HeexdierNextl, the descipijdritan wi || be given of the
case in which a sender and a recipient nutually
dlitghe @t share k¢ nepgrutijalwhich a sender and a recipient

share a predetermined common key K1 as authentication
information. The sender and the recipient checks whether it
is possible to mutually communicate with the other party by
checking whether the other party possesses a common key Kl.
if the other party has been confirmed to possess the common
key K1, the sender encrypts all the data to be used for the
~ subsequent communication using the common key Kl.
- Alternatively, the recipient decrypts the data using the
common key Kl.

In step 81, a sender encrypts data'using the common key
K1 and sends it to a recipient. In step S2, the recipient
.decrypts the received data using.thé comﬁon key K1 possessed
 by the récipient, and recognizes the sender when
suCceszully decrypted: In step S3, the recipient encrypts

,confirmation (ACK) indicating successful authehtication
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I Ds and a public key K2 and communi cate with each
other. The termnals of the sender and the recipient
recogni zed to be allowed to nmutually comuni cat e by
the authentication proceed to the phase 2 shown in
Fig. 3. In step SIl, the sender confirnms that the
public key K2 is nmutually possessed as authentication
information. If the nutual authentication is

successful, in step S12, the sender issues a session

key K3 and IEI to the recipient as common i nformation

shared for t s sequent i cation Si on
usin 1B3coion fhes AT ARG RebRBn BHes o0 by THET sontr

step'j‘@il Heﬁerg&ﬁc@élergonﬂ%sceﬁehaa@ - Ty %@tclﬁééﬁ@ mrn

each communi cation next step S13 e sender

the @RGPt Sudadss Yl i ®asSAssPPr&@ Y3 reandveandstat. to
the recipient. In step S14, the recipient. decrypts

usinghehencoypordkalatid .sedn thom hamnesendenrby t he
session key K3. In step S15, the recipient. encrypts
commyeal fe il et desterre( ABK) sprdeE a@ril@]gtlsm@@@ssvﬁ-ant i80

ni.cati on by the session key K3, and sends it to
eStagﬁggH dnder. When the sender receives the data

eﬁg%yptae%e%&gaﬂﬁe@fiffbbkegvléé% oeNRLER %Q&wﬂ&cg

sender decrypt ata t He seSS|on

a seﬁ@@?'éﬂ@ 4 e A é%&oﬂhkﬁgliﬁcé&%KHHtléEQHSusQﬂésﬁh@hdﬁ
conpl eted. .A description wll be given of an exanple,

IDs bBAdwhi gliblie kesemdetntir aoshen Scaie eliedt eadhCoviadrie to
the recipient in phase 2, as follows. _
Therterminals of the sender and the recipient

recognized to be allowed to mutually communicate by the

authentication proceed to the phase 2 shown in Fig. 3.

In step 511, the sender confirms that the public key K2
is mutually possessed as authentication information. If the
mutual authentication is successful, in step.SiZ, the sender
‘issues a session key K3 and IDt to the recipient as common
- information shared for the subsequent communication. The
session key K3 and IDt are information shéfed by the sender
and the recipient, but can have a different value for each
communication.

In the next step 513, the sender encrypts data by the
séssion-key K3, and sends it to the recipient. In step S14,
the recipient decrypts the encrypted data sent from the

sender by the session key K3. 1In étep 815, the recipient:

encrypts acknowledgement (ACK) indicating,succéssful
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When the sender and the recipient are recognized with
each other by the nutual authentication processing in
phase 1 described above, the sender. proceeds to phase
2 and actually transfers the electronic value. In step
S21, the sender encrypts an electronic value V using
a common key Kt shared with each other, and transmts
an electronic value V' obtained by encryption to the
recipient. In step S22, the recipient receives the
' el ectronic value V. Wien the recipient conpletes the
commuB§ LY 188, by N §GisRE BT ksy%ypta%@%%ﬁe\eﬁ §99£r§n£hé ACK)
i ndi cating the receiving conpletion using the comon
sendeey KWhen aftk tdeddsti teceivéd tHe GeRdehcipté@bPlhe
The recipient decrypts the received el ectronic val ue
sessyon ksy Bt hien ctepoAlkeytid  seftdarhidectypes tleerdatias by
al so_ the el ectronic value V' at the sender, and thus
the FﬁSFh?% %%\éé’i% énde%aﬁﬁwéms tHe K FpPRdthe e’é?“ﬂeﬁﬁ%lt-

Th s not a d to be used dlrectly That 'is
ustopgiﬁﬁ 19 §DW8 ry for the - reci pient to be
| Qed. s t
Y eﬁbgé}rége%g?ie%e% B ‘%’ﬁ%‘q’éﬂ? el ERe

sendéﬁCtJE&rfgﬁer\éSh&g eteetﬁ&qx@makmé Ko, tﬁ@dré@pﬁ&tts ﬂlhe
ACK by the common key Kt. If the encrypted data is

phaséh®, asciilMioag.confirmtion of the el ectronic val ue
fromthe recipient, the sender deletes all of the
dlheet thai eendeneand thef treicapihat serelarecadnd zedc Wi phed
electronic value V', information related to the

cach (9HiRimysithR BRCERE BdQoifiation processing in phase

1 described above, the sender proceeds to phase 2 and
actually transfers the electronic value.

In step 521, the sender encrypts an electronic value V
using a common key Kt shared with each other, and transmits
an eleqtronic value V' obtained by encryption to the
recipient. In step 522, the recipient receives the
electronic value V', When the recipient completes the
receiving, the recipient encrypts acknowledgmént {ACK)
indicating the receiving completion using the common key Kt,
and transmits it to the sender in step S$S23.

The recipient decrypts the received electronic value V'
using the éommon key Kt. At thisrtime, there is also the
elecﬁroniq value V' at the sender, and thus in this specific
example, the decrypted electronic value V is not allowed to

be used directly. That is to say, it is necessary for the
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val ue, etc. Also, in step 525, the sender transmts
validation information for validating the electronic
value sent to the recipient after the deletion
processing. At this tinme, the sender may encrypt the
validation information by the cormmon key Kt. In step
S26, the recipient goes into a state in which the

el ectronic value can be used only after receiving the
validation information fromthe sender. In this
manner, even if the electronic value tenporarily

rec1%>ile§EStQ°xBé‘ allrl ! %%nggilg‘é?@? Y Q_‘{:;'CFE[Y:SHEC hiud &,

pOSSIbetO avo arils replcatlon

athesiadp @4, el:ﬁe, s@hdéPer}EGlds0Rhe NekUsnddyidld by
al | owi ng t he recipient to use unless the electronic

the \ralcdlpien‘lttm?a'ngsem@ecommekeyeot land decpypcesshaiCK
shown in Fig. 4, if the authentication processing .
by tdgoGAmRen Fiqy KE-i s Ifether pearymtedidade 25 the comon

can be ysed for_ the common key Kt, 32 and i f
rece R e e o e G R YaoR] oo fhe
_reci?gélfle r@rﬁe %%n%@%sgegﬁ%:ggﬁffséf %%%X{a@ré Q?allﬁseq}

common k ran

1eftp&ﬂcel$§ls’hgldé%scrtht%eéné@?y@ed'électt'i%nﬁéc{rm@é‘tvf ails to
recei ve data such as the electronic value in step

infofadtieh elaakteroathe! apsesmisHi i edetre kN@skrdrike
peri od, the processing for repeating a phase having
valugpcebpl et ed conmunication is perforned. For exanple,

durin _
Also,gin step 825, the sender transmits validation

iﬁformation for validating the electronic value sent to the
- recipient after the deletion processing. At this time, the
sender may encrypt the validation‘information by the common
key Kt. 1In step 826, the reéipieht goes into a state in
which the electronic value can be used only after receiving
‘the'validation information from the sender. |

In this manner, even if the electronic value
temporarily exists both in the sender and the recipient, it
is possible to avoid a risk éf illegal replication,
alteration, etc., of the electronic value by not allowing
the recipient to use unless the electronic value of the
sender is deleted. |

In the processing shown in Fig. 4, if the
authenticatidn processing shown in Fig. 2 is performed as

phase 2, the common key Kl can be used for the common,key-Kt,
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E

t he communi cati on between the sender and the recipient
in .each phase, each term nal adds a counter

i ndi cating which phase processing is executed and the
device ID of the other party of the comrunication.

Al so, the sender and the recipient transmts and
receives a conpletion notification corresponding to a
counter indicating a phase. Thus, is either one of
the termnals fails to receive a conpletion
notrfication i n phase 1, phase 2, or phase 3, the

det er mi _nes that the co ni cation i
and i PBtane AL BaSh brobauSERacE Wélprl@séﬁsed b}° a
e C [ t f
per AR Es hAb s T2 GAERIEH, Ry KPlqeh) S8 b8BT Aok ik
Cmm@ﬁpkaerKenbodlnent of t he transfer processi ng and the
del etion processing of the electronic value-in phase
2aUso ngirFitdhe Sratbéetransdessiny adeassingd amtotdie if
del eti on processing of the electronic value, which is
the gesépiipetl imilyy i gecivehdsta dadr act dhesellectipnic
whi.ch a sender di vi des an el ectroni c val ue and

valug ARCATER 9243 Stsioh S ARSAT SSFAPRUMAR ageﬁetﬂat%’a“jd%ﬁd

the e homn

' h
tlmet gﬁgoglsﬁﬁ%]g(%63351g§t Egsgipea ing a Seﬁggge av1é% t he

er divi
uncoﬁb%Eé@né&mﬁ{ﬁlh%t'l%olérﬁé‘é SN FRi bRaMbie Y during

vh having no meaning as an electronic value after the

 the auhhenidOaidrobepieeasshl80sSHdW 4l khg. récopiehhein

aut henti cation processing shown in Fig. 3 is perforned
eachi phahasedth Iterstiepl S38ds tdecoeraer indansning which

phase processing is executed and the device ID of the other
party of the communication. Also, the sender and the
recipient transmits and receives a completion notification
corresponding to a counter indicating a phase. Thus, is
eithef'one of the terminals fails to receive a completion
notification in phase 1, phase 2, or phase 3, the terminal

determines that the communication is disrupted, and repeats

_the phase represented by a counter with which a completion

notification fails to be recelved

Next, a description will be given of another embodiment
of the transfer processing and the deletion processing of
the electronic value in phase 2 ueing Fig. 5. The transfer

processing and the deletion processing of the electronic

wvalue, which is described using Fig. 5, has a characteristic

in which a sender divides an electronic value and transmits




transm ssion unit vl to the recipient. Wen the
reci pient receives vl, the recipient returns
reception confirmation for vl as step S33. Wen the
sender receives reception confirmation from the
reci pient, the sender deletes the transm ssion unit vl
in step 534. Subsequently, the sender sends a ’
transmssion wunit v2 in step S35. Wen the recipient
receives v2, the recipient returns reception
confirmation for v2 in step S36. Wen the sender
eachrgcelves r.ecepti.on conflr tion_ for, v2, .the sender
d6T LT IHE™ PRHEnPERPBRtTHhiRY VB ALZEE)°%3%° G n this
reci r, in the enbodi ment shown in Fig. 5 when the
sender receives reception confirmation for a
trARHE $kbeRiMeht Sodrha relregtr oni £ val uem thepsender
~ transnits the next transmission unit to that
the besdsaridisfieles thei &lactréepeatad uehentde! etamsmipisdeass
of the transmtted transm ssion units. In step S3.8,

unitgheh a2, -t-he vrRahswissimn meamiing 8f &heeléctimedc

electronic value is completely -- 34 transferred, the

valug aftfte e RCRSEFHRIC TR RICGEEFAABCS RN En Fige 2 OF

t, | ect I d
ehe EGRINIATAEE BrBERATIG abP o8 Fidt o 3 iR ted
in phdfns ss[hoetgpl §§zp0&%e%%%ﬁe§z tPgnSRDdEr, by the

reception confirmation fromthe recipient when the
transieGlibanuaivakuerd Sthd 6eRAPhEHEL edwhée CaidliR@Piyi chier e

exists the electronic value only at the recipient. In
receitms gtlepshsubsefpeatt tiethitess kepeS8oeseariiihed tabave,
for vl as step S33. ‘

When the sender receives reception confirmation from
the recipient, the sender deletes the transmission unit vl
in step S34. Subsequently, the sender sends a transmission

unit vZ2 in step $35. When the recipient receives v2, the

recipient returns reception confirmation for v2 in step S36.

When the sender receives reception confirmation for v2, the

sender deletes the transmission unit v2 in step S37.

In this manner, in the embodiment shown in Fig. 5, when
thé sender receives reception copfirmation for a -
transmission unit of the electronic value, the sender

transmits the next transmission unit to that transmission

unit and repeats the deletion process of the transmitted
" transmission units. In step S38, when all the transmission

units of the divided eléctronic value is completely
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for exanple, if the recipient fails to receive a
transm ssion unit after an el apse of a predeterm ned
time period, the sender performs retransn ssion of
the transm ssion unit of which reception confirmation
has not been received. Thus, for exanple, the nunber
of vn, etc., 1is transmtted in advance. During the
comuni cation between the sender and the recipient
when each transmission unit is transmtted, a counter
indicating whi ch transm ssion unit is in the process
transfer and the device ID of the other art
traq?ﬁérEﬁ ?ﬁ%xﬁ%%ﬁ?%%ﬂ& reaoRYF UG d FH&CFﬁeﬁbFe .

The tJe@BﬁQ]cI:&c%ee c%'}o&%f LLITES | Ol G 8 @iOB?f EQ%t o the

counter In transm ssi on Unl

‘reclbgﬁﬁﬁt'QK&sd““HHé’@%hH@E isvatiapldaingdeabter an -
el apse of a predetermned tine period fromthe

trankhaBs1d:s Skt Dipok selsbadshi Sisé enddrd byt iBet ransyiissi on
. of the transm ssion unit indicated by the counter
confilogiorciapin diecartipiatt ovhdrashd @llectironipevalue is
received is repeated. - 35 Also, in the transm ssion
reco§FEﬁuc%%ﬂplpiGﬁ°é6‘lB9l§t ephes?, exisds ttihéngﬁ??‘c:?‘?fbl%
valus' & m ssi gn %nit to.the recipient, or in the step
PoP™t &t itk Fg&gb?P h confirmation in step 533, a

NS %3%%@.&9&% tT%EFQ;'09t§8”§3§rﬁgéé¥1bgﬁy ESve,

encrypt ed tsing the comon or the session

for K3ampW) GI¥ W wsedpiant hﬁaﬂlﬂ hentdeeatikyenapr ocessi ng
shown in Fig. 2 or the authentication processing

transhiygldm Jriig. a¥ter phaskapde dﬁué.@maﬂsnbtmimbdntlme
recei ved.
perlod the sender performs retransmission of the
transmission unit of which reception confirmation has not
been received. Thus, for example, the number of vn, etc.,
is transmitted in advance. During the communication between
the sender and the recipient when each transmission unit is
transmitted, a counter indicating which transmission unit is
in the process of transfer and the device ID of the other
party of the communiéation are added. &alsoe, the recipient
transmits reception confirmation corresponding to the
counter indicating the transmission unit.  If the ,re‘ceptio_n
confirmation is not obtaihédlafter an elapse df a
predetermined time period from the transmission of a
transmission unit, the transmission of the transmission unit

indicated by the counter whose reception confirmation has

failed to be received is repeated.
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In this manner, in the enbodi nrent shown in Fig. 5, an
el ectroni c val ue does not exist both in the sender and
the recipient at the sane time by dividing the

el ectronic value for transmission. Thus, it is

possi ble to avoid a risk of illegal replication of an
el ectronic value, alteration, etc. Also, it is
possible to prevent mistaken |oss of the electronic
val ue, etc., at the tinme of conmunication. Next, a
description will be given of still another enbodi ment

t he .t f d the deleti
I ie g at CF AR GO o R0 aFUE™P R EHEL Y SFEPng 2
for Ekgnséﬂtfg %rﬁﬁﬁkgﬁfgéﬂ&?Qﬁhnggﬁ)@hgag?gﬁﬁfgﬂévlor in

processing o ectronic v

the dE8HIFDEAMRUMANG GecbptiBS RnrGRanachRristdteed B3I 6h
a sender generateées a random nunber, encrypts an

transhigsi@niunitakbud bycépit Son aftdrﬂnnmamben, mapdbe sends t he
random nunber necessary for decryption tb the
encrypt¢di writngathei chamentkey iingr tom shesiwanlsw d5i-on
imn of .the electronic value. - In the

which wasi 1Zh&RA PR lﬁ?@tl%atlt%%e?ﬁéﬁ}%aﬂw in Fig.
2 orp{l?%:ﬂsthe%tglgg\e@on O%ro&a531nsq1 SB%%%%%I fg’{g halesm phase

Icatlon

1, ap@r{fgﬂgﬁjtt@gdOghggcépﬁa§ender generates a random
unber Rnd in step 541. The sender generates V' to be

SLemthby RA6KYP] | 119 ke cabeal ment CsabieinV Filgy Bhi &n

random nunber Rnd, and sends it to the recipient. In
electtepiS421uehdnes heot exiigiteothedel tbs $dwedaxt egta dibiec

val ue V' encrypted by the random nunber Rnd, the
rec1Q¥ﬁﬁqu§n¢he same time by dividing the electronic value
for transmission. Thus, it is possible to avoid a risk of
illegal replication of an electronic wvalue, alteration, etc.
Also, it is possible to prevent mistaken loss of the -
electronic value, etc., at the time of communicaﬁion.

Next, a description will be given of stiil another
embodiment of the transfer processing and the deletion
processing of the électronié value in phase 2 using Fig. 6.
" The transfer processing and the deletion processing of the
- electronic wvalue, which is described using Fig. 6, has a
characteristic in which a sendef generates a random number,
éncfypts an elebtronic'value by this randoﬁ.numbgr, and
sends the randém number necessary for decryption to the

recipient at different timing from the transmission timing

of the electronic value.
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returns reception confirmation (ACK) to the sender.
The sender needs to invalidate the electronic value V
wi thout fail before sending the random nunber. Thus,
when the sender receives the ACK, the sender
invalidates or deletes the electronic value Vin step
S43. After the sender invalidates or deletes the
~electronic value V, the sender transnits the random
nunber Rnd used for the encryption to the recipient
in step S44. When the recipient receives the random

n r Rnd i.n step 545,. t reci ppent crypts.the
cHEPOI terimeTbriio Al 3e- *Peb bR Boripe e PRy
proc‘éggiﬁ?nmm%@@'&gmg 10 pleaitn othen gl eet Ko G-Maldie
V in the subsequent step S46. When the recipient .
procebbah§Sshdih aneEigONs Ciy Jpdierotmeheant eEhdh &ie sender.
transmits a conpletion notification to the sender in
genegtbps Sl 7randen nbinkbe s eRlérin edeipy €41t heThenpdreigon
notification., the sender del etes the random nunber
genepafes nV" dicefpesagnt 3y |enamipdimanfbe, electrrnishiedivee Nt

hown in Fig.. 6 n., el ectronjc.value is encrypted by
by L8 R AR R OR et = ad EhbO r St ori ST HEeT
In seslges%éz%f YoreQr .tHSC%A!Q%P i $e880%ek0nd NE JEG R Nt at

ditferent timng fromthe transmssion timng of the

valu€l eetd@iiivprial He. cAC CUHRADINimbRR RhECHF I G ciAlmg i N
an avail abl e state does not exi st both in the sender

retuans tdieptdonpeentiaiattite SATR)t toethanseddwss, it i s
possible to avoid a risk of illegal replication of an

The sender needs to invalidate the electronic value V
without fail before sending the random number. Thus, when
fhe sender receives the ACK, the sender invalidates oxr
deletes the electronic value V in step S$43. Aftér the
sender invalidates or deletes the electronic value V, the
sender transmits the random number Rnd used for the
encryption to the recipient in step S44.

When the recipient receives the random number Rnd in
'step S45, the recipient decrypts the encrypted electronic
value V" received before using the random number Rnd to
obtain the electronic value V in the subsequent step S546.

When the recipient obtains the electronic value V, the
- recipient transmifs a ‘completion notificatioﬁ to the sender
in step 847ﬂ When thé sender receives the completion

_notification, the sender deletes the random number Rnd.in

step 548.
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el ectronic value, alteration, etc. In the follow ng, a
detail ed description will be given of an

el ectroni c-val ue transm ssion system!| to which the
el-ectroni c-val ue transm ssi on nethod shown as a
specific exanple of the present invention is applied
using Figs. 7 to 9. An electronic-val ue transm ssi.on
system shown in Figs. 7 to 9 are systens which allows
to transfer. an electronic value between an el ectronic
system provided with an I C card capable of recording
an el ectroni c val ue suc s electronic money, . an

e Bcth G PFEket® BT SRRATRNFCORATD HagaEs e ot on
eledt3EALA! DOLAD gggg&gﬁtgd BALGe 0080 ELAGH Whtber,

systém provi Twiter capa

and t®adkRF4%k 'r{dnﬂ:%r feealtiftp AdY YekEypRion i‘?@en@ to
description.will be given by assumng that at | east

the GreipiehbentelddEifeaBhe SYRIBNR i theotirdeshiddiom

reader/witer and the other of the systens is provided
tiniwgt hfarhd @lehitgonHoweskrs . botdraailinbéy syst ene@gonimay
‘ be provided with a reader/witer and an IC chip in
valugedpi gy, a"ﬁfi‘elaéﬂl@cﬁ%ﬁ? cderd et exAShi §§F]6nl%y"sﬂeem 1

sh own, [ a_system whi ch can eve the
sena3fotls the Pitplent, I ot Shnk saPRocPRPo nltFl

tQ; S the
P°Sss§s§e%§%ﬁi&l%§§£2% A0S SR RS AR | e
elec@rbRaderd d,t antaﬁgtﬂompmﬂce. phone 20 including an IC

chip capable of storing an el ectronic val ue.

In the following, a detailed descriptiop will be given
of an electronic-value transmission system 1 to which the
electronic—-value transmission method shown as a specific
example of the present invention is applied using Figs. 7 to
9.

An electronic-value transmission system shown in Figs.
7 to 9 are systems which allows to transfer an electronic
value beﬁween an electronic system provided with an IC card
capable of recording an:electronic value, such as electronic
money, an electronic ticket, etc., or an IC chip'capable of
recording an electronic value, and an electronic system
provided with & reader/writer capable of reading/writing
from/into this IC chip. -Here, a description‘wiil be given
by assuming that at least one of the elect;onic systems is

- provided with a reader/writef and the other of the systems

" is provided with an IC chip. However, both of the systems
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The nobil e phone 10 in the el ectronic-val ue
transm ssion system 1l includes a tel ephone
calling/receiving block 11, for basic operations and
functions as a nobile phone, including a voice output
part, a voice input part,- a .voice processing part,
a transm ssion/receiving circuit, an operation input
part, etc., a nenory 12 for storing information such
as an electronic value, etc., an authentication
processing part 13 as transm ssion-
St LoR-term nal guthenticatio S .
may AR RO A, b B AP S0 R it 6 PR hnone
reald@y Which is the transnmssion destination of the
el éctronic value using a common key K1, which is
COREDEL et theat hontt a iRt iban sy 8ter® NC r3HEWO A nPaLl .
14 as val ue--information encryption nmeans for
7 isepcsyptemngrhinh eleacierbheee vidiaie lgsitmgnthevalwonmmon  key
K1 when the authentication processing part 13 has
tranggi REheR et dPd shewhr BRsFAES dn teedt PRAET YRR @bove.

| L ue-t i ssi on/ t] .1 . |
I e ST SRR e o R T AnE HS R £ (TR 1&g
10 PLIEARSIE Yot et oy Lo i,

incialénd 0fn TECHIiY BEPpLBTENS F ULt ARG LRBELOR:fMid R Lue.
el ectronic value encrypted, and a controller 16 for

defteetriohg lal phohe 10 nfrortiet edact ebmd @tvdloid he
electyonic val ue before the transfer and this o
tranghgesioniyaiaiué andludr=ld yedepheot| Faflinpieceiving

%ongonent descri bed above. Although not shown .in the
block; bt efO% RACEENPPEFREFOND T fyBES ignerts & T for

_ phonéfogﬁéghding a voice output part, a voice input part,. a

Vvoice processing part, a transmission/receiving circuit, an
operation input part, etc., a memory 12 for storing
information such as an electronic value, etc., an
authentication processing part 13 as transmission-
destination-terminal authentication means for éuthenticating
each ofher with the mobile telephone 20, which is the
transmission destination of the eléctronic.value using a
common key K1, which is common authentication information,
Aan encryption part 14 as value—info#mation‘encryption means
. for encrypting the electronic value using the,COmﬁbn key Kl
when the authentication processing part 13 has authenticated
the transmission destination, a‘value*trahsmission/reception

part 15 as transmission/reception means for transmitting the
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software, etc., in order for the CPU to perform

el ectroni c- val ue transm ssion processing, and a RAM
for a working area of the CPU, etc. The controller 16
perfornms the el ectronic-value transm ssion processing
of phase 1, phase 2, and phase 3. |In phase 1, the

aut henti cation processing part 13 perforns

aut henti cati on processing of the recipient. Al so, the
aut henti cati on processing part 13 authenticates a
predeterm ned public key KL and the recipient termna

: to be the.t 1 ssion.d i nation, .,th ' k
1og ot P AP TG o | enEP AT B BESETORREy Lknyf DEe
° AN o 0 g oy
S e s R S PR LA

recéititgnireeab €toM ddh radmlci 64 hedr i thd RecaULBRNL | EALION
processing in phase .1, the controller 16 perforns
enciypeed, ansfier qurooeddenglbphaseidd)etding the ehectronic
val ue shown in-Fig. 4. Al so, the nobile phone 20
infoppdtigasrelated ivotbe- edectrenid mylueckrfpng theock 21,
basi.c éferations and functions as_a nobile phone,

for
transier, aPigtaLY 6 S TBEPAE! TPHIT 20 FOGALLE FPRPLRO PR A
each"%io%goﬁéx% ecfeséc”r%b%%r Lhofe tzgﬁé}l%m £Shop/ LRSI VING 1o
Tcircurt-, “etc. a ne e i

: mory 22 for storing rnformation

£iguteCNtRS ASh&lAGL0RKC: Y&l Ukes &f ©py, 20 rAM! RGP CALIRN
processing part 23 as transm Sssion-source- term na

softadtrBenétE€at 110N JreaRs £HOr tiadItdr@NnttoC phir RErRase O RN c—

- with the nobile tel ephone 10, which is the
valuer &N8NPBEFOIPD processing, and a RAM for a working area
of the CPU, etc.

‘The controller 16 performs the electronic-value

-transmission processing of phase 1, phase 2, and phase 3.
In phase 1, the'authentiéation processing part 13 performs
authentication processiﬁg of-the recipient. Also, the
authentication processing parf i3 authenticatés a
predetermined public key K1 and the recipient terminal to be
the transmission destination, then a session key is
"generated, and the generated session key may be used as
authentication information (the exaﬁple in Fig. 3). When
the sender and,the_recipient has authenticated with each
other in the aﬁthenticatién processing in_phaséJl, tﬁé
controller 16 performs-the transfer processing (phase 2) of

‘the electronic value shown in- Fig. 4.

Also, the mobile phone 20 includes a télephone
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source of the electronic value using a conmon key K1,
which 1is common authentication .informtion, a value
transm ssion/reception part 24 as val ue

transm ssion/recepti on nmeans for receiving the
electronic value encrypted in the encryption part 14
fromthe.nobile phone 10, which is the recipient, and
for transmtting the reception confirmation of the
receiving of the encrypted electronic value to the
nmobi | e phone 10, a decryption part 25 for decrypting

t.h t d ' I ke
211135/ 2RERT R Kot 81 2EoF it SPFRaEUMS G g each
fun gggnggt qﬁﬁﬁﬁ]b?ﬂoﬁgovfncfgéﬁyﬁ 'ngb¥cesikﬁéyﬁl?art,

ectronic ransm Sssi on ystem 1

a vo7:Jcet hepaPbbd & PRORBiEE BBEE m@dga&e, fhe sender
descrlged in Flgs 1 and 2 described above, and the

- transoliskéophosee 3G ngociespbndsetica ,t hemewotrpi Zhtfor
' Subsequently, the el ectronic-value transm ssion system
~ storinghdwfoimntiiop s@chsaa syselenbwienih cahuaciiteve e -
' 41 el ectronic-val ue transn ssion method shown in Fig

authent{Eattqrh diF KEGTENT PAT F o Fot &rﬁPamlerl‘?‘h FHSe”
teriiB5E) LhbnoaIRle, hhensValem i achydes a mblLe phage

I nC U I Ng at a reader er an

withPRABEMED; 1 O &leidbAgn&M b C withtiP 1%aEHQ| ErMsmiiliighg an

el ectronic val ue. The electronic-value transm ssion
sour8¥sSbemne hascarehat acd Blid Siditig aNcwhmeh ke KMbiwha ch

phone 10, which is a sender, includes a value
is cdimppsi awtlpartticdtias vmaf ongmd tnifoay, mat vahuai vi si on nmeans
transmission/reception part 24 aslvalue
transmission/reception means for recéiving the electronic
value encrypted in the encryption part 14 from the mobile
phone 10, which is the recipieht, and for transmitting the
receptioﬁ confirmation of the receiving of the encrypted
electronic value to the mobile phone 10, a decryption part
25 for decrypting the encrypted electronic value using the
‘common key K1, and a controller 26‘for totally contrclling
~each component described above. |

Accordingly, in the electrbﬁic—value transmiséion
sfstemfl shown in Fig. 1, the.mobile‘phone.lo corresponds to
the sender described in Figs. 1 and 2 deScribéd above,.énd
o the mobile phone 20 corresponds to the recipient.
Subseqqently, the.electronic—value trans@ission system

2 shown in Fig. 8 is a system which can achieve the
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for dividing the electronic value into transm ssion
units having no neaning as an el ectronic val ue and
transmtting each transm ssion unit generated to the
recipient. In the electronic-value transm ssion
system 2, the controller 16 totally controls each
conponent descri bed above to perform the
aut henti cati on processing shown in Fig. 2 or the
aut henticati on processing shown in Fig. 3 in phase 1,
and then perforns the transfer processing of the
- el ect,roni val ue gs shown in Fig. 5.  Alsp, the
Lo COHP b6 o T Ao Br By 2iouR 30sE6n S i n Fi g
A t eng whi apn_aghi e .he. el ec | £~ val ue
des g B o I B, R T it
examp1d,| ¥hkYs{Ordi Ginchudel g%ébﬁm?hfoh@ ¥ aPE Budidie at
system includes a nobile phone 10 including at |east
least o eadeeffwiitesr andl a nobile gHwre 220ihathdihqgrard C
chip capable of storing an el ectronic value. The
chipplcapebdni ef vl ard niar ansail.sstom gy stadme3 hdkea
characteristic in which - 42 the nobile phone 10, .
eleQHﬂoeﬁcrgaép%éﬁﬁEF?uFﬁ&PBd%XS%@?&h&éﬁ}anﬁﬂﬁﬁﬁcﬁﬁ%§¥ﬁfbr
. 2 for.generating a rapdom number, _engrypting the
10 Wéllg'ct F%%i I%C?R/la eué’%‘&l}et Eg' g‘%%%étlesd % §h ‘g?n}‘(' nut e"lrdfésar?d.
valuel @@%Eﬂsi&k r&xtth%lr di\?gl@éu% o%ﬁ%ﬁ%ﬁaaiviﬂon means
ecryption to the reciprent at different timng from
for WRQidi h@NSHE St rbhitNga Dhe tit LheahsaDs £id@lub.rsl n
the electronic-value transm ssion system 3, the
haviemgntipohbeniikd ad enaklyctomiolvaleac bndonporenttting

descri bed above to perform ,
each transmission unit generated to the recipient. In the

electronic-value transmission system 2, the controller 16
totally qontrols each component described above to perform
the authentication processing shown in Fig. 2 or the
é.uthenticatibn processing shown in Fig. 3 in phase 1, and
.then performs the transfer processing of the electronic
value as Shown in Fig. 5.

Also, the electronic-value transmission syétem 3 shown
in Fig. 9 is a'system which can achieve the electronic-value
transmission method shown in Fig. 6 described above.
'Similarly‘to Fig. 7, in this speéific example,rthe system
:includes é'mqbile phone 10 inciuding at,ieast'a
‘ réader/writer and a mobile phone 20 incliiding an. IC éhip
'bapable of'storing an electronié vaiue. The electrqnic— 

value transmission system 3 has a characteristic in which
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t he aut hentication processing shown in Fig. 2 or the
aut henti cation processing shown in Fig. 3 in phase 1,
and then perforns the transfer. processing of the
electronic value as showmn in Fig. 6. In an

el ectroni c-val ue transm ssion system shown in Figs. 7
to 9 as a specific exanple of the present invention,
the nobil e phones 10 and 20 enploy a so-called RFID
(Radio Frequency IDentification) systemusing a
noncontact IC card, a radio tag, etc. The nobile

oo BR0EE ABS00E0 AN ELD 2 SR SRRSO Repand 0,
u 0
A e B R S
encryPitiabNtRe pé?é@frdfﬁ'c vapkena ﬂHen Jeerhold %I‘Eﬂ)m
sonmetines ..described as a l'oop-cGil antenna) f
numh@mnCanﬁatramxmmﬂhﬂngathénramﬂbmﬂmuﬂbéﬁOhé@eﬁﬁaﬂyﬂfﬂr data

transm ssion with a reader/witer apparatus in a

decryphiont et thmmesriphyne| actdiohEgreetti ¢ imbow ciiore the
' - 43 In the following, a detailed

I
crasGRUEH B i b ok el e T
elecgﬁgggg1§§%@n/recegylon gart 15 angh ?ﬁ#%g@fﬁh%g o

tal'?e presents3|’ en ‘o

totall§- coﬂé&oﬁ?”é%chacgﬁﬁ§ﬁéﬁg'&@%c@hbgd Slan, okl

case 1 n which he val ue transm ssion/reception part
the adbthénassdiRg pRob8saing IShoii Rnhavy N &y amkenna for

noncont act conmmuni cati on and the val ue
autheéen@nsatissi gjocesephdg osh@ar tir2fifundtionthae a, and

reader/witer for reading/witing data fronilnto this
then|performs the transfer processing of the electronic

value as shown in Fig. 6.

In an electronic-value transmission system shown in
Figs. 7 to 9 as a specific example of the present invention,

the mobile phones 10 and 20 employ a so-called RFIDV(Radio

Frequency IDentification) system using a noncontact IC card,

a radio tag, etc. The mobile phones 10 and 20 contain a

memory part corresponding to a memory part of an IC card and
‘a radio tag, and a communication circuit for nonconta¢t
g nearby communication. Also, the mobile phones 10 and 20
contain a planar coil antenna (in the following, sometimes
:»-déscribed as a.lobpécoil antenna} for noncontact
cbmmunication, which performs at least data transmission
rwith a reader/writer apparatus in a noncontact mannet by _

'electromagnetic indﬁctive coupling.
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chi-p in a noncontact manner. However, the nobile
phones 10 and 20 nmay include both functions with each
ot her. The val ue transm ssion/reception part 24 shown
in Fig. 10 contains a |oop-coil antenna with a
conducting wire wound in a planar state in parall el
to the use surface. The value transm ssion/reception
part 24 contains a comunication circuit simlar to an
IC card without a power source such as a battery,

whi ch confornms to, for exanple, 1S07810. The val ue

tyansm ssi.Qn/ r.ecept i rt. 24 includes, . .

R FlewiRE Do T S0 S5 kBT PEARE afird BB19t e
of vhiaABSELLAL LVi Qg Slata pl iJag with

an eg%ééééﬁhégqgg?ggﬁgﬁkg?ic fieﬁé gﬁg %ﬁL%%Séa _
-embo(hAbAYr 8 ethe Prieglht) i tAdIVIiER eLESELRIH G LERGUItS

for performng .various processing in order to wite
10. aHdreecad degerigitéonnvEly dicecrivAs af ekamd=e dh whéch

| oop-coi|l antenna 101, a resonant antenna circuit in
the yaled Brawupsedprn/rogepieor Hagtpleols asupedapipehaaan
ic %ncludin a con%uctin wi re wound in alflanat statg

“hihR B EHFAAT GPTEBR2 aTY CHNTERTEE Y FOPHI 3 one RS
the & fugetrﬁféQAfs.%.dLbn}-chépqg%ncgilalrtagﬁegnxﬁcé'ioo]hsl gs a

el ectromagnet 1 ¢ I nduct’i ve couple wih a

read€F A I URANGL e afih B AvS P At b0 oy {1801 W kEer
antenna circuit 204 of the ‘val ue-

chipt f@ans MatiottareCRphinan padvellrasthe neadar/ yhohes 10
. descri bed below, converts the coupl ed el ectronagnetic
and 29 ghay iimcd.ugle betkcfuiddlonsi gash, earid <iepl.ied it to
%%% Lgl%gztransmission/reception part 24 shown in Fig.
10 contains a loop-coil antenna with a conducting wire wound
in a planar state in parallel to the use surface. The value
‘transmission/reception part 24 contains a communication
~ circuit similar to an IC card without a power source such as
a battery, which conforms to, for example, IS07810.
The value transmission/reception part 24 includes, on a
" .printed-circuit board,.a loop-coil antenna 101 for
transmitting and feceiving data by the coupling with an
._'external electromééneﬁic field and an IC (Integrated
lCircuit) 102 on which electronic circuits for perfofming
:vérious processing in ordér to write and read data are
'lintegrated.,
" As an example Qf the loop~coil antenna 101, a resonant

antenna'cirgﬁit-in which a loop-coil 103 as a loop-coil
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The 1C 102 includes a rectifier circuit 105 as
rectifying nmeans for rectifying and snoot hing an

el ectrical signal provided in the |oop-coil antenna
101 i nduced by the electromagnetic field caused by
the antenna of the value transm ssion/reception part
1.5. Also, the IC 102 has a regulator 106 for
converting an electrical signal provided fromthe
rectifier circuit 105, a HPF (H gh-Pass Filter) 107
for extracting high frequency conponents of the
electrlcal si gnal provided fromthe rectlfler C|r g|t

antepps 1nclygdngy G &PPSHCEH%[HJF%US’“PSH’&M
and % gg% af,.hisgh fLe .frggcytef%omogsg%g %fptgtér%%t he

a sequencer I'ng” wr'i t1ng and

appli@@d'r%hé”id%%L%01§°££ééﬁﬁ5“¥dig1E°e1é8€réﬁgéhéﬂi%p|led
fromthe denpdul ation circuit 108, and - nodul ati on

induétiedlidoubl@df @f tHo8 U Bddtendahatio bﬁel‘d amgitetiedrohy
the | oop-coil 103. The data supplied fromthe
a redéendutdtdromntiencai ¢idO8it L0dontr bhé edabye-t he
controller 26 to be stored in the menory 22. -
tranyRes it/ qacEPtéPRCRR¥E 105 g5nal tedew/ ‘?ﬁl&% flffcrabed
resistor 11 capacitor 113. The a erm na
 belof g Ene 0B S BT PonagRen e R AR R LA
_ d itqr 4y -t he cat hode
elect PR Uontd’ 11T SR RAPAT k8 £hd ne Sﬂ%-of the

Y 3t0noél;2n@maésh% Gapackior cidehitlThesokber end of
the resistor 112 and the capacitor 113 is connected

recti fyime nelaher fendredtihe dapdcenbolith@nrch etlketrical

capacitor 104. The rectifier circuit 105 outputs the
signal provided in the loop-coil antenna 101 induced by the
_electromagnetic field caused by the antenna of the value
fransmission/reception part 15. Also, the IC 102 has a
regulator 106 for converting an electrical signal provided
from the rectifier circuit 105, a HPF (High-Pass Filter) 107
for extracting high frequency components of the electrical
_signal provided from the rectifier circuit 105, a
demodulation circuit 108 for demodulating a signal of high
frequency components input from the_ﬁPF 107, a sequencer 109
'Afor controlling writing gnd reading of data corresponding to
the data suppliedrfrom the demodulation circuit 108, and a
-modulation circuit 119 for‘modulating daﬁa to be transmitted
by fhe loop-coil 103. The data sﬁpplied from the

demodulation circuit 108 is controlled by the controller 26

7_ to be stored in the memory‘22.
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el ectrical signal produced by rectifying and snoot hi ng
the electrical signal supplied fromthe | oop-coil

103 to the regulator 106 and the HPF 107. The

regul ator 106 is connected to the cathode term nal of
the diode 111 of the rectifier circuit 105 descri bed
above, and one end of the resistor 112 and the
capacitor 113. The regulator 106 restrains a voltage
variation (data conponent) of the electrical signa
supplied fromthe rectifier circuit 105 to stabilize

the signal, and_ then plies the sjgnal t he
%a?&éﬁfl&agc«‘agcalfmlrﬂe%ptmcé}l%%r% &Hiods vbﬁ #hus,

ge varlatlonto¥wEf§1 13§%og§§dér§§éﬁi us§ 8E the

rESlSE?Fun %lon OF Fﬁ@asequencer exanp

‘the L6y 0l 1298 Y;%Bh@l:’t@é! Eﬁucﬁfed ¥ BEeth@W&éfﬁ@ol@f 1bbe

position of he nobil one 20, and the voltage.

and YBEI @dpaiteaused, buna Eﬂf@l’tgﬂzﬂoﬂet be pisetiodzondanpsi on
. within the nobile phone 20 are restrained. The HPF 107

connentédides cnec apacbfothd Idesirtoar Aé8i stdrtid SapacdgorThe

HPF 107 extracts high frequenCﬁiconponent of the
113.¢| g redir engnarf & %p’r’?%’di‘%‘orro £hand et fGapacetPE i t

113 37 RAEet68. ChnEhaeORtH AP e PR RO o TEgnABE: ed

the £§%$£¥%é¥:?%§ @ﬁﬁggikﬁgﬁﬁf%pgi%hgiaenodgﬁg:F%% ClTcuit

eleclPBcgemndubat %%o&ﬁ@e&'&neﬂe&ﬁ gtﬂﬁg S PhsfdRGURBCYhe

conponent input fromthe HPF 1 and outputs the
electStirdl dignbhesappuesadefrdd®®he loop-coil 103 to the
regulator 106 and the HPF 107.

The regulator 106 is connected to the cathode terminal
of the Qiede 111 of the rectifier circuit 105 described
above, and one end of the resistor 112 and the capacitor 113.
The regulator 106 restrains a voltage variation (data
component) of the electrical signal supplied from the
rectifier circuit 105 to stabilize the signal, and then
supplies the signal to the seqﬁencer_109 as a direct

:electrical power. Thus, the voltage variation, which
becomes the cause of the malfunction of the sequencer 109,
_ etc  for example, the voltage variation caused by the
 movement of the position of he moblle phone 20, and the
:voltage variation caused_by a change in the power
consumption within the mobile phone 20 are restrained.

The HPF 107 includes a capacitor 114 and a resistor 115,
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‘The S@i%@gaulo%tlt% Hrrauidi

The sequencer 109 has a ROM (Read Only Menory) and a
RAM (Random Access Menory) inside, and is connected to
the denodulation circuit 108 descri bed above. The
sequencer 109 stores a signal (conmand) input from

t he denodul ation circuit 108 into the RAM and

anal yzes this in accordance wth the program stored
in the ROM The sequencer 109 reads data stored in
the nenory 22 as necessary based on the analysis
result. Alternatively, the sequencer 109 wites the

lied f he_d dul at t.,108 int
the SRE A BHORS Gt W ERESLBH AP OR0 GRheH A os. 2 ’
elecrt‘i-iE? %’h gred 1974 ‘i;l%ﬁet%EBHd{ﬁlQ 11379 «FONTRAG: £ O

supp e S|gn e nodul ation circult 110 #or

and tohh%pﬁ’egofh'e sa_zgnaa RRNLaLaAlLhEINRIMIY: SHeBudS BUB.
EEPROM (El ectrically Erasable Programable Read Only

. Mem@rdgmodudatipnwhiicbutioedhdis reedepowdrtd dheaiothain
data, can be wused, and is connected to the sequencer
end @9 theserpdssid-cabdvd. anqihéhﬁemﬁraﬁi@z 1dbopésthehdiRFatld7 -

ied fromthe de ulatio circuif 108
58 ge‘%‘%ﬁ“fd tPﬁ"e tEEqﬁb%%Jr Olfgé?heThe

. n Lifeu $12 ci
hlgh@gg&n%&lépo nce mf%gl eéﬁd ggutﬁ Eél"y%: el d ﬁE? f g ? an scfust 0 F)s
the ;1 nal & & Rbukheel Mpgslance 116 is connected to the

athode termnal of the diode 311 of the

ahw&-adﬁ&ﬁbebe@og eds fd GloM qQRE&HI dn 1P Menidig)Okheraend

of the inpedance 116 is connected to the drain
RAM {(BandomalAwfesshélembTfyl1inside soul de tenmeaiad dfo the
demodulation circuit 108 described above. The sequencer 109
stores a signal (command) input from the demodulation
circuit 108 into the RAM, and analyzes this in accordance
with the program stored in ﬁhe ROM, The sequencer 109 reads
data stored in the memory 22 as necessary based on the

analysis result. Alternatively, the sequencer 109 writes

the data supplied from the demodulation circuit 108 into the

- memory 22. 'Also, the sequencer 109 genérates a response

signal corresponding to the command to supply the signal to
the modulation circuit 110.

qu‘the mémory.éz; a nonvblatile memory such as an.
EEPROM-(Electrically.Erasqble Programmable Read Only Memory) ,
eté.,.whicﬂ does not ﬁeed'ppwer-to maintain data, can be

used, and is chnected to the sequencer iOQ-desCribed above,.

f The memory 22 stores the data supplied from the demodulation‘
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the FET 117 is connected to ground, -and the gate
termnal of the FET 117 is connected to the sequencer
109. Also, the nodulation circuit 110 is connected to
the loop coil 103 constituting the above-descri bed
resonance circuit. The nodulation circuit 110 enpl oys
so-called | oad nodul ation in which the FET 117 is
caused to performa switching operation in paralle
in response to a signal fromthe-sequencer 109 in
order to change | oad of the inpedance 116 on the | oop
t her and t he

cieci b AA BoLhEl heLPR TS TP hdERe S HBHRNEE on

1g9.Circuit 202 and a denDduIatlon circuit. 203 for
nodul ati ng and denodul ati ng data, respectively, and a

r e Qkdd1ial @ bn 2Bt LANR: CiCYnk188ds f Orsdrirrs Bikthig and
receiving data by the coupling with an

an iepeddinosdigifetand BneFHT MFixdnt Edfecitr tuats 20dort)otldlll.y

: controls the nodul ati on and t he denodul ati on of the

One gadgof othqoémealngniet izel %ﬁwd:qr@@éﬁteédtow de&Eddeat i on
Gir be provi de?i]e pr ot ection

tem&f‘?gu‘:’% ‘%{)ﬁ q‘é’&‘ﬁcﬂﬁb ‘¥1‘1 thsidheaeArsgrt ‘?‘bé:eﬁtglr?éﬁr
c:ch{ur.]Qu{O Thl:%ec%éch Lol %rql r&fj#ht Q.élp%aerirrlgg pﬁkd%.st %oﬁxggcted

CohRt T O11 ef or “éexanpl€,

to thOMNfLin Gidiklink1204 tg@r@mﬂtﬁ% 2 RRNEEcS11alinbh@r of
various controlling in order +to control the

the PFRTUlEL iGN cenhedtéd 202 @hidd)e afemeHel gitOnergiihalli bf
203 in accordance with an external command and an

the FRT erYialisprognantednth genersatesnteant®® ssiddsodathe

modulation circuit 110 is connected to the loop coil 103
constituting the above-described resonance circuit. The
modulation circuit 110 employs so-called load meodulation in
whiéh the FET 117 is caused to perform a switching operation
in parallel in response to a éignal from the segquencer 1089
in order to change load of the impedance 116 on the loop
coil 103.

On the other haﬁd, the value transmission/reception
l @art 15 includes a modulation circuit 202 and a demodulation
_-circuit 203 for modulating and demodulating data,
respectively, and a reader/writer—antenna circuit 204 for
transmitting and receiving data by the coupling with an
felectromagnefic field. A control circuit 201 totally
Hcohtrols the modulation and the demodulation of the data to

"be transmitted and received. The demodulation circuit 203
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corresponding to the command to supply the data to the
nmodul ation circuit 202. Also, the control circuit 201
generates reproduction data based on the response data
from the denodulation circuit 203 to output the data.
In the nodul ation circuit 202, the transm ssion data
input fromthe control circuit 201 is nodul ated by a
- transmtter, and this nodul ated signal is supplied to
~the reader/witer-antenna circuit 204. The
dermodul ation circuit 203 denpdul ates the nodul ated
wave fromthe reader/witer -antenna _circujt 204, . and

may BEpBFPELdeh&iddnddBrateatyen é”tr(?thhEOI 4%t t
51gn%911fTQel%§%3%rlﬁg%tg ﬁ&% na circuit 204 includes a

oop- col ing a conducting wire in a

PRt orith @18 o r I FARd chfﬁ&‘e F:%Bdénﬁc?r\!}ﬁa Clone¥bli1P4
emts the el ectromagnetic f corresponding to the

16 iAoHuGal ed twaee suppbxaﬁb]fd,omﬁeheofreﬂbﬂ atioruiad 2oai t
202, and detects the |oad change of the | oop coil 103
genepéteéhen vadnierod9 signal afemi wwiiemsr eopptebhimparin 24deln
the val ue transmi ssion/reception parts 15 and 24
to cephiet U doddlagbier i HrerEbodd2 #RENth? é%fé‘icél%%&n
nstructed to. he witten ihe cont CIrCUIt

cirobfh b3 i RO St At SPhe L e BTy BastaRon
incolhF ARSIHC! LA A0Era QRN AGRALDEC TS SS1 On data

corr e Instruction to

corr&&PPhdinadaha tomhdied r@fjtﬂlﬁiﬁﬂ@n théi 45td tt2@2e The
nmodul ation circuit 202 nodul ates the
modulation circuit 202. Also, the control circuit 201
‘generates reproduction data based on the response data from
the demodulation circuit 203 to output the data.
In the modulation circuit 202, the transmission data
| input from the control circuit 201 is modulated by a
transmitter, and this modulated signal is supplied te the
reader/writer-antenna circuit 204. The demodulation circuit
203 demodulatés the modulated wave from the reader/writer-
-antenna,circﬁit 204, and supplies the demodulated data to
the control circuit 201.

The reader/writer~antenna circuit 204 includes a loop-
_coil produced by winding a conducting wire in a planar state.
The readér/writer?antenna circuit 204 emits the |
'electromagpetic field corfespondiﬁg to the modqlated wave

supplied from the modulation circuit 202, and detects the

- load change of the loop coil 103 of the value
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anplitude of the oscillation signal based on the input
signal, and supplies the signal to the
reader/witer-antenna circuit 204. The
reader/witer-antenna circuit 204 emts
el ectromagneti ¢ wave corresponding to the input
nmodul ation :signal. The resonant frequency of the
paral l el resonant antenna circuit including the |oop
coil 103 and the capacitor 104 of the recipient is
-set to the value (in this specific exanple, 13.56
MHz) correspondlng to the oscillation frequency
trangpiprier/ #?%ﬁﬁﬁ%ﬁéyPaFFo%4the reader/writer 15
cordin resonant anten
Ag é?V%ég?%? %ﬁ??%%ﬁf%ﬁ%&ﬁﬁﬁgﬁﬁ thl%§¥E%J£§ resonant
0 Y
cons??lg{:\gé& Ak c% \e%ga SI gna % ﬁgeﬁk€%ﬁl%@fq% ea Cis

‘ Into electricar en supp

- instbhiet8d osilpd rihechC 462, coﬂ]ﬁcﬁ' RekEhfal 20 SigHRIrates
converted from the electromagnetic field by the

a cohmapd ceidnantternarifing sbaswalton ithtie ihetrweotiidn end
circuit 105 to be rectified and snoothed, - 50 and

generatbes | thes gpensed sedor tafae giwirater dabs) qeresPpRdangr
106, restrains and stabilizes a voltage variation (data

to the et 16’f“ fReSEPRLY riteadadpghgl t %ﬁb‘?c?"eld‘tFPBm t he

' rect er gl rCU|t 1 and t hen ppl i t he |gnal as

clregit d?‘gréect &5 PedrL leé b FEHE & gu‘gﬁ%‘gfa‘ﬁg t%

amplif‘@dec"cgﬂqq',lher eckifh £6; andsat %@gegyoﬁ hehe fﬁl@h'tf ' er
circuit 105 is supplied to HPF 107 through the

signﬁlﬁ,d LAr&tf isippaiiesUthe 1dyndiheditgh- Fesguena): reerpanenha
t hereo ,

circuit 204. The reader/writer-antenna circuit 204 emits

electromagnetic wave corresponding to thé input modulation
.signal.

The resonant frequency of the parallél resonant antenna
circuit including the loop coil 103 and the capacitor 104 of
the recipient is set to the value (in this specific example,
-13.56 MHz} corresponding to the oscillation frequency
-{(carrier frequency} from the reader/writer 15.. Accordingly,
the para;lel resonant antenna cifcuit receives the emitted
~electromagnetic field by resonant opération, converts. the
rreceived electromagnetic field into electrical signal, and
_then supplied the signal to the IC 102. |
The electrlcal 51gna1 converted from the
 electromagnet1c fleld by the loop~coil antenna 101 is input

into the rectifier circuit 105 to be reqtified and smoqthed,
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is extracted, and then is supplied to the denodul ati on
circuit 108. The denodul ation circuit 108 denodul ates
the signal of the input high-frequency conponent, and
supplies the signal to the sequencer 109. The
sequencer 109 stores the input signal (comrand) i nput
fromthe denodulation circuit 108 into the RAM
‘anal yzes this in accordance with the program
contained-in the ROM The sequencer 109 wites the
wite data supplied fromthe denodul ation circuit 108
into the nemary. 22 based on the result obtained from
and FH%“ "a%a‘-f%qg.edoﬁot ke of?%‘i'qufé’ﬁd,lggf t e ator
gp%ﬂg) j 8 h | gti.on. ¢ir Ccyj 08 is
106 f%\ggea [ ns%r{rgjgc%:ﬁa%ﬁ?q]tzﬁé gs‘gogl%%%e?%ggtggédgagt aé r ead
compgﬁéﬁlif%f QERORILRYr§ Lat NG gdASLUPPL 08 FFOM dihe nenory
, 22. so, for the sequencer 109, "the FET 117 of the
rectibilet a¢ixuici NQY, t ahdOthen calppedebothpesi@idn as a
: swi tchi ng operation corresponding to the read data.
direFhatufrertto poapr itn the swrhdnaeirodO8ircuit 110, when
the FET - 51 117 is turned on, the inpedance 116 and
e Q-0 dhec 8 gnabarechid icshABE: 8RO AR 1. When the
FET 117. is.tu d.off t.he, par e onnection,of the
rect{ Hati e ro L0Ra* e renpriFe B3 Akobof SPNERoeu® o s
il 4 an . e ' -t £
modul S e | el Er el ey, EARReo
is ekORt,| anantaBna; 4 0duil e taDbhE eapheine k3 czhanges

corresponding to the read data. Accordingly, the
circidr Motal Thet dgRodfiléation circuit 108 demodulates the
$ignal of the input high-frequency component, and supplies
the signal to the sequencer 109. The sequencer 109 stores
-the input signal (command) input from the demodulation
‘circuit 108 into the RAM, analyzes this in accordance with
the pfogram contained -in the ROM. The sequencer 109 writes
‘the write data supplied from the demodulation circuit 108
'into the memory 22 based on the result obtained from the
_ analysis.
~ On tﬁe other hand, if the signal (command) input from
'-the demodulation_circuit 108 is a read instructidn, the
sequencer 109 reads the read data corresponding to the
instruction from the memory 22. Also, for the'seqﬁencer 1.09,r
the FET 117 of tﬁé mpdﬁlation cirguit 110 is caused to’
perform a switching operation corresponding to the read data.

That is to say, in the modulation circuit 110, when the FET
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reader/writer-antenna circuit 204 changes in
accordance with .the change of the inpedance. The
sender can receive the read data by the denodul ation
circuit 203 denodulating this variation. As described
above, the witing and the reading of data between

t he nobi | e-phone 10, which is a sender, and the
nobi | e phone 20, which is a recipient are performed in
a noncontact manner. It should be understood by those
skilled in the art that various nodifications,

comyi nati.ons, sub-conbj nati an | terations
117 33 TRRER R i or ESRER®r L $dmes TOGRASBE herd?

f iyns,of hey .Aar. | 1 hipn t 0
aze IGLLINERT A A8 1SV LR WAL ki 1 Sa0RE0RG o1
the PALVED: | Sondecticdh Wt had Shpldansmitile BgaetREtI QY C

value information for trans?errlng el ectroni c val ue
coil nfodr et rebeade@i ween term nals, the nethod conprising

the steps of: authenticating each other between a

t Ransnressilon $ber depedaned maf s wgadet Hemnisisinggnna
.. squrce of the electronic value information and a .

CLrquLinsRf sEr TP des agRetdRat by nFoRlasbwighathe loop-coil

' ranspl ssiqn desti.nation using .common aut henticatiqn
ancerpd 0L oo e o PR ipHent | ST CoF *SRATTRG o0

the GQURDHL LS orp@écjmngqgt,ai:ﬁsdt@m&aq %&@ga&i & t%ﬁw
bet ween the transm ssron source term nal "and the
readeir-AREM SS+OTt GRS Id1dlcueR 24 NHgesenar ¥ptbAgardi &ith

including the electronic value information to be
the thangai ¢f ecthd rimpeidaactr antSihe ssiroters@ahCeeceive the
read data by the demodulation circuit 203 demodulating this
ﬁariation. As described above, the writing and the reading
~of data between the mobile phone 10, which is a sender, and
‘the mobile phone 20, which is a recipient are performed in a
noncontact manner.

It should be understood by thosé skilied in the art

that various modifications, combinations, sub—combinations
and alterations may occur dépehding on design requirements

‘and other factors insofar as they are within the scope of

“the appended claims or the equivalents thereof.




termnal to the authenticated transm ssion destination
termnal; transferring value information for
transmtting the electronic value informtion
encrypted in the step of encrypting to the

transm ssion destination term nal when the

transm ssion source termnal and the transm ssion
destination term nal are recognized with each other in
the -step of authenticating; tenporarily invalidating
the electronic value ‘'information left in the

ource termnal; 53 transmtting
WHAJ&&%e%gbgﬁtﬁgﬁilrnatlon for returning reception
confirmation to the transm ssion source term nal when
the transm ssion destination term nal conpletes

recept it rfa h@etghﬁsﬁl{@mﬁ? Vél'elé%rbﬁiefﬂ@mém
del eting value informatio or deleting the

informaalibdafed tedrediaraning ¥akderomi®©rdineoinfefdat ot he
transnission source termnal when the transm ssion
betwegnr termbnaimaltheegeithed comprisiguptthenstensi efati on;

traﬁ§n1tt|ng validation information to the
t FANTH SR 90 8eFP nAt e RFHReRa P 5??%§m%qﬁ%Q%eF8PF6ﬁ

termgkﬁﬁgg?fﬂéﬁnr 'yﬂ% '%%EHE sn&%géﬁg Inlgégron%F value
_ e e foni ¢ va ot mafi 6n:

1nfo¥ﬁ5kg§ﬁ|gﬁﬁ\ﬁﬂﬂfﬁngﬂiggf@ﬁl&EE%fﬂ?t&%ﬁek¥ %i“beln

val idation information and va ating t ectro

tran¥l 8€ion MytTRkitaBnbys{ he ééﬁi&Wa&%b@ﬁtﬂ@&ﬁld}ﬁtl on
term nal
information;

sharing authentication for sharing common information
obtained by the authentication betﬁéen the transmission
source terminal and the transmission.destination terminal;
encrypting data including the electronic value
~ information to be transmitted from the transmission source
terminal to the authenticated transmission destination
~ terminal;
transferrihg value inforﬁation for transmitting the
..electronic value information encryéted in the step of
. endrypting to the transmission destination terminal wheﬁ the
' fransmission source terminal and the,transmission |
_destination terminal are fecoghized with each. other in the
‘step of authenticating;
temporarily invaiidating the électrcnic value

‘information left in the transmission source terminal;

- 53 =




2. The nmethod of transmtting el ectronic val ue
informati on according to claim1l, wherein the step of
encrypting encrypts all the data -transmtted and
recei ved between the transm ssion source .termna
and the transm ssion destination termnal using the
comon i nformation shared in the step of sharing

aut hentication. 3. The nethod of transmtting

el ectronic value 54 information according to claim1l
or 2, wherein the step of deleting value information
del etes electronic value information left in the

t FeiRT ey §68PEE1°%eﬁ?ﬁﬁﬂﬂmq§§PGréofh%ﬁ¥%¥ﬂ%§9er and

th f t th t
recoPht §Prige ot %EOLE% r%?ﬁf%lrsasr%%ﬁeﬁf%ﬁﬁég A %ﬁfﬂ& e

when %hgetréﬁgﬁgggi ggggggep (#é%ﬂgﬂ%h Bg

further conpr|S|ng t encryptin

recebBf 8h NBE | @k flecRRGHYBL VAU Neh R akich B8Rk C value
Information wusing the authentication information,

wielresti imoe ved e o h €o it tisori foar Al e Ofng ndtey rimdlu.dath@
step of encrypting value information is transmtted to
. electheni¢ remkin dsifopmgssonnbefonin e KaRNFRLIHONL SOYLEPL
transferring value information. 5. The nethod, of

termﬁ?%s‘ﬁ‘i‘?’t |‘HE SEBBEPLRPLOY af WFCe {HEEBERAL | TS ¢Sy
rece ﬁ q;ther conprising the step of decrypting
bhiSu e

transmitting validation information to the transmission
destination terminal after the deletion of the electronic
" value information in order to validate the electronic value
information; and

validating value information for receiviﬁg the
validation information and validating the electreonic value

information by the transmission destination terminal.

2. The method of transmitting electronic value
‘iﬁformation according to claim i,

wherein the step of encrypting encrypts all the data
~transmitted and received between the tfansmission source

terminal and the transmission destination terminal using the

- common information shared in the step of sharing

authentication.
3. The method of transmitting electronic value
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el ectronic value information using the authentication
information after the step of transmtting reception
confirmation by the transm ssion destination

termnal.. 6. The nmethod of transmtting electronic
value information according to any one of the
preceding clains, - 55 wherein the authentication

information is a cormon key determ ned between
el ectroni c-val ue-information transfer termnals, and
all the data transmitted and received in the step of

infgﬁ%%ﬁ%ﬁ{g%@ggggn%$?§Qﬁgxﬁt§dopyzthe common key. 7. The

of trans ting electronic value information
AR AINGrosaBy PO ety REEGEIEAToEhAE 1B daMRRE i N
in the step of authenticating, the transm ssion
elec8Btifit€ $£IUE Nalfoandtibg 1&80SA SHORrdaShi 88id®ource
term nal authenticate with each other using a
termpnal éraforienddreptvbnsfek egnd uml lgudhda Ahérmat tibim preha teeld
' for the transm ssion source termnal being a
to the pkeFHIC Fedpeeinfreakir erninal of the
transm ssion destination termnals; and then the
“transm ssion source term nal generates a session key,

nad e . ey i R
i e e e S T S T
infornzansfi htEdHigleebr 80k Lm VAl Ye orl Bf Or mation accordi ng
to any one of the preceding clains, wherein in the
Suephet deietisniny athee stefpoofakhonyptirey valwel i dat ed
electronic value infornmation left in the transm ssion
infommlricm tfornengkyphingl the e gatronigt vehue el mf@gnation

using the authentication information,

wherein electronic value information encrypted in the
step of encrypting value information is transmitted to the
transmission destination terminal in the step of

transferring value information.

5. The method of transmitting electronic value .
information according to claim 4,

further cbmprising the step of decrypting the encrypted
glectrohic value information using the authentication
informétion after the'step of trahsmitting reception

-

confirmation by_the'tranSmission destination terminal.

6. The method of transmitting.electrohic value

information according to any one of the p}ecedihg claims,
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to the electronic value information are del eted, and
then in the step of transmtting validation
information, validation information for validating
the electronic value information - 56 is transmtted
to the transm ssion destination termnal. 9. The

met hod of transmitting electronic value information
according to anyone of the preceding clains,; further
conprising the step of determ ning disruption for
det erm ni ng conmuni cation di srupti on between the
transnj ssion saurce termnal and the transm ssion

dBRETRLR i e AMthenkicakhar et HEQTHRA 4o 4 8PN e
detéf%ﬁﬁhﬁa£e§ﬁ§%$?§11ééf%ﬁ%@ %%i?@ ggféfﬁggld%ptk%hgkgél

rovi uni ormati1 on, a counter

terrdﬁ@'l@ atLpg ¥ chhPIRGES Hragsat 8g8dt ﬂ?d LAY Al §hé n
and t he uni que information are transmtted and

step e€ehMeNetitidathoh iof kevcriypteiebgt €ps afmmon key.
aut henticating, transferring value informtion, and

transmtting reception confirmation, and. conpletion
notification indicating , conpletion of the st eps of

alit héha @stihed, ofr hRereRi Fhipo \%%mﬁ%r Fat¥®n, and

transmttin reception confir tion. IS tr SmttEd
infolhdiVoll aeeRRdlng, 1o, a0y, 8Re o7F doee PRERTHPHISAIPeT on,

rec

%}?é]ie‘i%e 19 tha.ef.tégrs& n&hﬁlérge 'c%taﬁ r eEﬁéVErélli‘ﬁuss:Lon
(0] I cat e

Cn‘pe_tlon_notl | ONn term atlonlsnaethat
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a step,.indicated by the counter, of which the
authentipt£te o tiotdaicdhc ather hasng @ |@tbdedelmined public
key, unique information provided for the traﬁsmission source
terminal being a transmission source and each terminal of
the transmission destination terminals; and then the
transmission source terminal generates a session key, and

the generated session key is used as authentication

information.

8. The method of transmitting electronic value
information according to any one of the éreceding claims, .

wherein in thg step of deleting value information, the
invaliaated elecﬁroﬁic value information left in the
transmission source termipal and ail the information related
to the electronic value information are deleted, and then in
the step of transmitting validation information, validation

information for validating the eléctronic value information
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recei ved between the term nals having the unique
information is repeated. . - 57 10. A nethod of
transmtting electronic value information for
transferring electronic value informati on between
termnals, the nethod conprising the steps of:
authentlcatlng each ot her between a transm ssion
source terminal being a transm ssion source of the

el ectronic value information and a transm ssion
destination termnal being a transm ssion destination

is t43hBRi PO a4l %h%ﬁ&%gﬁloh nHOL t‘f%alt‘lrbn t2RALHAY.

aut hentication for sharing comon infornmation
obt ai ned by the authentication between the
transm ssion source term nal and the transm ssion
dest i Tied imgrthiodr pifnakangmivt dimy dlleetalondtr valee val ue
information into transm ssion units having no neaning
lnfOéglaé%%t%Qﬂﬂrélval te anyomeopfathorpreaedistertd s val ue
formation fqr .tra transm ssion unjt

nsmitting
R TR TERERGL BB of ORI RS TN L BP ot T DA CLOn
for UBkHEL 105 TRELANWARDCENG; LA IR DeieehoeRani zed

eac t ep o enticating; .

tranbh@B§ bl tédiﬁ:dee%amlaalcgﬁal em@tﬁﬁhsfugrs_s&@hur ni ng
reception confirmation to the transmni ssion source

destlirati ol tenstienxlt,he transn ssion destination term nal
receives the transmssion unit; .deleting unit
i vyt ithe foenseistiony sdhwragnderminal and the

transmission destination terminal are provided with unique
information, a counter indicating which processing stage the
processing is in and the unique information are transmitted
and received with each other in'the steps of authenticating,
transferring value information, and transmitting reception
confirmation, and completion notification indicating
completion of the steps of authenticating, transferring
value information, and transmitting reception confirmation
is transmitted and received,

in the step of determining disruption, when one of the
terminals fails to*régeive the completion notification; a
determinatioh is made that communication between the
términéls is disrupted and a step, indicated by the counter,
of which the completidn notification has failed to be

received between the terminals having the unique information

is repeated.
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transm ssion unit left in the transm ssion source
termnal - 58 when the transni ssion source tern na
receives the reception confirmation; wherein when the
transm ssion' source term nal receives the reception
confirmation, a next transm ssion unit subsequent to
the one transnmission unit is transmtted, when the
transm ssion destination term nal receives the next
transm ssion unit, a next transm ssion unit left in
the transm ssion source termnal is deleted, and when
the transm ssion units of the el ectronic val ue
information are conpletely transferred, the

el ectronic . value infornmation is reconstructed. 11.

The mét AEER6F PF ahsI I g N8l ELEFERPRIG TR

. i.nformation .,according to £laim10 erein.the step of
forlia P + ! :
it R P RS P Ardr it PP voEPanero i The

betwbEANBLEBSI LR, URhbSndt¥bdedoddt 1NQSkBR Qfepdi ¥Eding
the electronic value information to the transm ssion

desitdhdticati her 828Rl otHe S UeRED, at BarsdnglGfon source
, transmtting reception confirmation, and the step of
. termgnhbtheigouni tranboisaitorsinciadd tthe steptodnic value
, determ ning disruption for determ ning conmuni cation
infogparigh iv BetheranishHon (dafdirssien serptral &edinga
c and t.he transnigsion destination teéninal, the
rangpliiiRns deSHBahr BB LRI (RTTRd AHRECR FHFR i on
infofi§stifiation termnal are provided with unique
Information to
sharing authentication for sharing common information

.obtained by the authentication between the transmission
source terminal and the transmission destination terminal;

dividing the eiectronic value information into
pransmission units having no meaning as electronic value
information;

transferring value information for transmitting one
transmission unit generated in the step of dividing the
electronic value informétion when the terminals are
recognized with each other in the stép of .authenticating;.
| transmitting reception confirmatioﬁ for returning
reception confirmation to the transmission source termihal
- Qhen‘the transmission destination terminal receives the
'transmission unit;
‘deléting unit information for deletiﬁg'the one

" transmission unit left in the transmisSion'source terminal
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- 59 each termnal, the step of transferring val ue
information and the step of transmtting reception
confirmation transmit and receive a counter for
di stinguishing a transm ssion unit and uni que
information of the termnal wth each other, and the
transm ssion destination termnal transmts conpletion
notification indicating conpletion of the reception of
each transm ssion unit to the transm ssion source
termnal, when the transm ssion source termnal fails
to receive the conpletion notification in the step of
when (thes tERRFREFSIRD $OUrRRoERENI oML arRFailyessthp beception
conémag_nktting reception confirmation, the step of
dé erﬁ1ﬁfng di sruption determ nes an occurrence of
CEHQPQJ.I? Q\F ten tﬂlesft.gg}xglgfs?ie th\Bs%rﬁchgete}:t%{ﬂg arlesdeiavrt]a%
the step of transferring a transmssion uni
the irRdepal 66 dBh @ raQUALAL . ahANkAG L NREARRbAT LAD:
notification failed to be received is repeated. 12. A
subseetirod 0f thearsid ttirahgmekeebh amic ial weanknf otd@f ivien
for transferring electronic value infornation between

the tappPRbssion feshinksdonohpribialg ndreiveepshofnext

aut henpti cating each other between a transm ssion
transBipELet Hhitral® BERGgt AR FRHETH UL W94 tsdBEEcinfthene

| 2C i I inf ti dat i SSj.0on
erang b o B T 50 b B el AP RS PBFLGBRY | nat i on
trandfi 88 SOBR AW eRL &Péé@fbn_ﬂc!ﬁv%rl%; iﬁﬁorﬁgﬂéﬁ%&e

aut hentication for sharing common information -
completely transferred, the electronic value information is

reconstructed.

-11. The method of transmitting electronic value
information according to claim 10,

wherein the step of fransferring value information for
transmitting the transmission units divided in the step of
dividing the electronic value information to ‘the
transmission destination terminal in sequence, the step of
transmitting reéeption confirmation, and the step of
deleting uﬁit information include the step of determining
disruption fox déterminihg communicapion disruption between
the transmission source terminai and the ﬁrahsmission
destination terminal, |

‘the transmission source terminal and the transmission’

déstination terminal are provided with unique informatioh to
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obt ai ned by the authentication between the

transm ssion source termnal and the transm ssion
destination term nal; generating a random nunber;
encrypting value information for encrypting the

el ectronic value information using the random nunber
generated in the step of generating a random nunber
when the termnals are recognized with each other in
the step of authenticating; encrypting data including
the electronic value information to be transmtted

cact, (AR B R 3 PR S Rt figiidne' PoFRfmayion
‘and tt'h%”%f:@ﬁ réf gcr\é@sg&twﬁgr PBLLOM; 40 rcowfa@ﬁaﬁ&ﬁ neratrlg%nlft

el ectronic value information encrypte In the step o

and @RCEYPEi Agcoditiel Fort HABSIhGSL O EPW G ahen i Sodn and ¢
the transm ssion destination termnal are recognized

and wintilqueathfomtatdoni pft hbestepmbfalhuwtitdneiacht dhiger, and
i nvalidating for tenporarily invalidating or deleting
the ftgangnéet i Ghideskaratlpnf berainan Yransmigst pempletion

t | tt
R A WA g AT
trangﬁgsgiéﬁﬁﬂhﬁsE%ntﬁ8u£f§n£fﬁégfgﬂ §My%getgggﬁiégﬁfnss'on

destination term nal conp et es receptl on
ehea] Rl ¢r¥akiesd ¥OrdRiden tgﬂniﬁé‘f Nk4iihad hedeandom

nunber to the transm ssion -
the completion notification in the step of transferrlng
value information and the step of transmitting reception
confirmation, the step of determining disruption determines
an cccurrence of communication disruption between the
terminals, and the step of trénsferring a transmission unit,

indicated by a counter, having the completion notification

failed to be received is repeated.

12. A method of transmitting electronic vaiue
information for transferring electronic value information
'between-terminals, the method comprising the'steps of:

authenticating each other between a transmission source
terminal being a transmission source of the electronic valuge
inforﬁationrand a transmission destination terminal being a
transmission destination using common authentication
information; |

sharing authentication for sharing common information
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destination termnal after conpletion of invalidating
the electronic value information left in the

transm ssion source termnal in the step of

i nval i dating; decrypting the encrypted el ectronic

val ue information using the random nunber; and
deleting value information for deleting the
invalidated electronic value information left in the
transm ssion source term nal when the transm ssion
desti nation terninal decrypts the electronic value

%h el.ectroni c val ue-i nfornati on
Obt?’r%%éﬁfssﬁ snaugwfeaﬁaft&mt Paﬁgﬁaprm@ SRS val ue
souf&g‘¥é?%ingﬁ.Qﬁﬁmfﬁg‘tééﬁ'%égékén ghg 1na f%d:%%nﬁgéﬁ Ion

source term na ransm SSi on sour ce

elg%ﬁEE:QEhﬁgV@Hé%doﬂxf QLRBEEON i ncludes , ,

transm ssi on-destination termnal authentication means

f encpept ongi g valtingbradt hent f satdryrywici Rgathe

transm ssion destination term nal being a transm ssion
elegigmmivaviedne ofnfdwmnatdloac usdngctival tendad aundteiron usi ng

common aut hentication information; transm ssion and

erfé&@rﬂvnlﬁgt%aﬂ‘seﬁ &F eraREATLRY My ¥ansiom @UEEEroRien the

Lnformatian nsm.ssi an stipatio
terﬁﬁﬁ%% naF S wheR T H&S drgﬁgﬁ1§§$% St B tfEn SEER nfhal
auth%%kggggiﬁatlon means aut henticates. the transm ssion -

62 estination and for receiving reception

CentHypRinPmaft@r ihBBuding the electronic value

information to be transmitted from the transmission source

terminal to the authenticated transmission destination
terminal;

transferring value %nfo:mation for transmitting the
electronic value information encrypted‘in the step of
encrypting when the transmission source terminal and the
transmission destination terminal are recognized with each
other in the étep of authenticating;

invalidating for temporarily invalidating 6r deleting
the electronic value information left in the transmission
source términal; |

transmitting rgéeption confirmation for returning
receptioﬁ confirmation to the transmission soufée terminal
when the transmission destination terminal completes
reception of the electronic value informatibn;

transmitting the random number to the transmission




encrypted el ectronic value information; invalidation
nmeans for tenporarily invalidating the electronic
value information left in the transm ssion source
term nal after transm ssion of the el ectronic val ue

i nformation; value-information deleting neans for
deleting the invalidated electronic value information
and all the' information related to the electronic
val ue informati on when the reception confirmation of
the electronic value information is received; and

i.n t | l f
oo TR G P P o S e
eledddrd@t LQRye] Fﬁf’éﬂ&hﬁ% h ferﬁﬁ‘rtﬁ& Qng}sglsneso ce
t er \tlﬂe

electronic validation information eting

ternglrQt E‘Lﬁntﬁevéliéize dinfigkARt §9Pind he t r ansm ssi on
destination termnal to be a Tansmi ssi on destination

ofiethep el mrtttenieccyapted | eif @rtrminien val el 4desrmation
transm ssi on-source term nal authenticating nmeans for

- usingthentfeden niguetes it eadsni ssi on source term nal using

taﬁjr authentlcatlgn information with the transmn ssion

Teng é’ratﬁ“ﬁalln PF‘E\‘?\EW’% Sfi%n d&ﬁ&tﬁéﬁ eFhe rﬂg“‘f?é‘é*r@tﬁér

ransmt transm SS
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receiving the electronic
the electronic value information.

13. An electronic value-information transmission

system for transferring electronic value information between

terminals,

wherein,a transmission source terminal to be a
transmission source of the electronic value information
includes

transmission-destination terminal authentication means
for performing mutual authentication with a transmission

destination terminal being a transmission destination of the

electronic value information using common authentication

information;

transmission and receiving means for transmitting the
electronic value information to the transmission destination
terminal when the transmission-destination terminal

authentication means authenticates. the transmission




to the transm ssion source termnal; value information
decrypting value informati on neans for decrypting the
encrypted el ectronic value information using the
aut hentication information; and validating val ue
information for validating the neans decrypted
el ectronic validation information based on the
validation information. 14. The el ectronic
val ue-information transm ssion system according -to
claim 13, further conprising value-information

faor .encrypting the electronic_val ue

| /pt i
des it 'E%ﬂ”ﬁéa:” ﬁw%é{maufﬁ%ﬁmﬂc% iGRATEFAER | BOF it
enc %ebrQQQE¥§§£§E“6§¥Qﬁ1E%%B?Qatiéﬁf“ nal authentication
enficates e

ans aut ransm ssi1 on destinati on,
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the el ectronic value information“encrypted

eleotalonéc vabherivetd:Oktadar yptt nin nBanrbdsttiesion source
transm ssion destination termnal. 15. The electronic
termiglajeaifhéor peansm sisiansaf sshoreledgystrdm aadoedi ng to
. _claim13 or 14, wherein the value-infornmation deleting
infommatdofel etes el ectronic value information left in

tpglééjyh or%%%ggnsgéqégang means for deleting the

invalidated glectronic value information and all the’
information rglated,to the electronic value information when
the reception confirmation of the electronic value
information.is received; and

information-validation control means for the
transmission destination terminal generating validation
information in order to validate the electronic validation
information after deleting the electronic value information,

the transmission destination terminal to be a
transmission destination of the electronic wvalue information
includes

transmission-source terminal authénticating means for
aufhenticatiﬁg the transmission source terminal using the
authentication information with the transmission source
terminal; |

transmission and receiving means for réceiving
encrypted electronic value information transmitted from.the

- transmission source terminal and for transmitting reception




- 64 termnal before the transfer and all the
information related to the el ectroni c val ue
information. 16. An el ectronic val ue-infornation
transm ssion systemfor transferring el ectronic value
information between termnals, wherein a transm ssion
~source termnal to be a transm ssion source of the
‘el ectronic value information includes '
transn ssi on-destination term nal authentication neans
for .perform ng nmutual authentication with a '
confanmsai sy dior destinitg dthe elpchabnbeivaglue information
transm ssion destination of the electronic value
toj B riansgd sgdPagsewrafoFeamiRakti cati on i nformati on;
val ue-i nf or mati on dividingsneans for dividing the

eIngF@RF&ngaY?%P?rﬂﬂfPﬁﬂF ﬂniTﬁQ?§|§§WSEF§§YBE£EHHEQ?
en%igg#%ﬁiéT%cE?@HEngéfhéﬂ-%&%Eﬁg%gog e | &;%rnatlon

e transm ssion-destination ter

anendaRES 3L 9RrFBANS oraUbiignt i cates the transm ssion

destination termnal; transm ssion and receiving neans
f ovalidasimg tvalge dn¥ogrdt Bbeaidamis Fovalkueidat Didraihieon
. by the value . information dividing neans to the
deqrypiedi sdpohrdeit ivedtidesiorr nfotmaticn beeedi og the
reception confirmation for the .divided electronic
valjgajd opn i BEPERG PN -and val ue-i nfor mation del eting*for
deleting the - 65

14. The electronic value-information transmission
system according to claim 13, |

further comprising value—informdtion encrypting means
for encrypting the electronic value information using thé
authentication information when the fransmission-destination
terminal authentication means authenticates the transmission
'destinafion, | |

wherein the transmission and receiving means transmits

the electronic value information encrypted in the value-

*information encrypting means to the transmission destination

" terminal,

"~ . 15. The electronic value-information franSmissioﬁ
'system .according to claim 13 or 14,
wherein the value-information deleting means deletes

electronic value information left in the transmission source




transm ssion unit left in the term nal when the
transm ssion source termnal receives the reception
confirmation of the electronic value information, the
transm ssion destination termnal to be a

transm ssion destination of the electronic val ue

i nformati on i ncludes transni ssion-source termnm na

aut henticating nmeans for authenticating the

transm ssion source termnal using the authentication
infornation wth the transm ssion source termnal;

on and receiving._neans, for receivin

terfls b aF R o Bbf off B VU FhPof nibt Tete
ettfo u o fraRSAPRL B2 Fen
to tH€ e fgayggg&gs*gﬂk§q5&%g terpjnal and for transmitting
on

reception I rmation for receiving the electronic
value information to the transni ssion source
term nal, wherein when the transm ssion source
t d6ri nah ebodinved ¢ vhRusetepbigticentirbABLL 965 o
transm ssion unit next to the transm ssion unit is
sysemyion tragsfeheing lkdectapsitseabre igdstrinanidomnbetween
tert.er gnal repeiyes the next transnission unitz t he
transm ssion unit left in the transm ssion source
t ] and when .t he tr nsm.ssion unit of
ﬁﬁg}g]ﬂjécét ftor%?lggég TR T If‘f‘?aﬁe&ﬁlflg cbAtet®l y
trankt@BSE AT 86 rdNS ¢ tﬁlaegﬁégﬂ:&n c,alvlé uenERE%Ag%n
reconstructed. 17. ectronlc va |on
incliid@Bsm ssion - 66 systemfor transferring electronic

val ue informati on between
transmission—-destination terminal authentication means

for performing mutual authentication with a transmission
destination terminal being a transmission destination of the
electronic value information using common authentication
information;

value—informatién dividing means for dividing the
electronic value information into transmission units having
no meaning as electronic value information when the
t;ansmission—destination términal authentication means
: authenticétes the tfansmission destinationrterminal;
© transmission and receiving means for transmitting
divided electronic value informétion by the value-
information dividing means to the transmission destinatioﬁ:
terminal‘and receiving'recgptidn confirmation for the
_divided electronic value information; and

value-information delétingrfor deleting the




termnals, wherein a transm ssion source termnal to
be a transm ssion source of the electronic val ue
information includes transni ssion-destination term na
aut henti cation neans for performng nutua
aut hentication with a transm ssion destination
term nal being a transm ssion destination of the
el ectronic value information using comon
aut hentication information; random nunber generating
means for generating a random nunber;

tranlies oA’ BRIRL] O ABCEYR! LAGRIRAN (AL RACLYRLLAG. 406,
el ectroni c value information using Fie PEnddM AiHDer

sow@eNafeainedabyrébei vande® RUFLSE i GENSSHtilAg tIBANS £ WhRD
the transm ssion destination termnal is recognized

- elediyrdnlie velaashh&siren-idasti nation term nal
aut henti cati on means; transni ssion and receiving neans
f Shet FpRIRissiog daskypebibrltesmioal ctydbeia .
i nformation by the val ue- information dividing nmeans
tra”?&“?ﬁé"?r%%#%%ﬁ% @ésEPpatteft randcnivadne ahformation

incii@e&l ving reception confirmation for the encrypted
el'ectronic value information; invalidating neans for
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value information left in the transm ssion source
authbatficsedngheRe dreeensBdoh 6SRRdeOReBhin& 0N {1 tHRN

fromthe transm ssion destination term nal
authentication information with the transmission source
terminal; and

transmission and receiving means for receiving divided
‘electronic value information transmitted from the
transmission source terminal and for transmitting reception
confirmation for receiving the electronic value information
to the transmission source terminal,

wherein when the transmission source terminal receives
the reception confirmation, a transmission unit next to the
' transmission unit is transmitted, when the transmission
destination terminal receives the next transmission unit,
the next transmission unit left in the transmiésion éource
terminal is deleted, and when the tiansmission unit of the

electronic value information is completely transferred, the

_electronic value information is reconstructed.
17. An electronic value-information transmission
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random nunber transmtting nmeans for transmtting the
random nunber to the transm ssion destination term na
after conpletion of invalidating the electronic val ue
information left in the transm ssion source termna
by the invalidating neans; and val ue-information
del eting neans for deleting the invalidated
el ectronic value information left in the transm ssion
source term nal when the transm ssion destination
term nal decrypts the electronic value information,
and the transm ssion._destination term_nal to be a
sysQ ok SEPBTETea] o ARFORE BT N QG E ORTR Lol e tween
termilfdhQr mMation includes transm ssion-source term nal
aut henticating nmeans for authenticating the

L WROBHLS S Ara5@HAC816RT Sbldle YUSIRUnhDCo be a
-authentication information with the transm ssion

transodseiont souiarlot tthanehtssiaricarclnecehbhgs eans f or

. _receiving encrypted electronic value information

inclpgdgasnitted fromthe transm ssion source term nal and
for transnittinggteception confirmation for receiving

t e ESe BRI Ee VAR T 7 JrSFIEPEh 2R Bt He datdipeniiesrsn

for §g9E8S¢{5§ .dy§ai %GghvﬁLE@Eéig%p%n%gign deg%% éé%ﬁ% |
ans tor’ decrypting fhe encrypte 3| &b C ue

destiRE QLM hiveNGeiNg LaPAOByis<88n AUIPEIation of the
electronic value information using common authentication
information;

random-number generating means for generating a random
number;

value-information encrypting means fo: encrypting the
electronic value information using the random number
generated by the random—numbef generating means when the
transmission destination terminal is recognized by the
transmission-destination terminal authentication means;

transmission and receiving means for transmitting
encrypted electronic value information by the value-
information dividing means to the transmissionrdestination
rterminal and réceiving reception confirmétiﬁn for the
encrypted electronic vglﬁe information;

invalidating means for temporarilylinvalidating or
deleting the electronic value information left in the

transmission source terminal when receiving reception




wherein the transm ssion source term nal receives
reception confirmation of the encrypted el ectronic
value information fromthe transm ssion source
termnal, invalidates-or deletes the electronic val ue.
information, then transmts the. random nunber used
for encryption of the electronic value informtion,
and the transm ssion destination term nal decrypts
the electronic value infornation.

confirmation from the transmission destination terminal;

random~number transmitting means for transmitting the
random number to the transmission destination terminal after
completion of invalidating the electronic value information
left in the transmission source terminal by the invalidating
: ﬁeans; and

~value-information deleting means for déleting the
iﬁvalidated electronic value information left in the
‘transmission source terminal when the transmission
destination terminal decrypts the electronic value
iﬁformation, and

the transmission destination terminal to be a
fransmission destination of the electronic value'information
includes

transmission-source terminal authenticating means for
authenticating the transmission source terminal using the
authentication information with the transmission source
terminal;
| transmission and receiving means for receiving
encrypted electronic value information transmitted from the
fraﬁsmission source terminal and for transmitting reception
- confirmation for receiving the electronic value info;mation
to the transmission source terminal; and

value-information decrypting means for decrypfing the

vencrypted.electronic value information using the random




number,

wherein the tiansmission source terminal receives
reception confirmation of the encrypted electronic value
information from the transmission source terminal,
invalidates or deletes the electronic value information,
then trénsmits the. random number used for encryption of ﬁhe
electreonic value information, and the transmission

destination terminal decrypts the electronic value

~information.




