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APPARATUS AND METHOD FOR COLLECTING AND ANALYZING
COMMUNICATIONS DATA

This application claims the benefit of priority under 35 U.S.C. § 119 from
U.S. Provisional Patent Application Serial No. 60/109,718, filed November 24,
1998, which is hereby incorporated by reference.
TECHNICAL FIELD
- The present inve_ntion relates generally to data communications, and, in

particular, to a system and related method for collecting, analyzing, and monitoring data

communications.

BACKGROUND OF THE INVENTION

It is now routine for data and other information to be communicated to
different points via a communications or data network. One example of such data
networks includes multiple end-user computers which communicate with each other along
the various paths comprising such networks. The complexity of such computer networks
can range from simple peer-to-peer connection among a relatively small number of
machines, to LANS, WANS and, of course, the global computer network known as the
internet. The architecture of such networks varies widely, dependihg on the particular
application, but most sophisticated networks make use of backbones, nodes, and computer
servers supporting the transmission of data and information over such networks.

Companies and individuals are increasingly relying on such data networks

not only for sending and receiving information, but for transacting business, and for any

conceivable number of other activities involving the sending, receiving or viewing of
information. The advent of the Internet and its continued development has only increased
the demand for effective communication among companies, individuals, and other users of
such networks. | ' |

This demand for sending and receiving data over such networks generates
so-called “traffic”, that is, a volume or “payload” of digitally-encoded information
traversing appropriate paths on the network. Unfortunately, traffic across the network

often leads to congestion or “trouble spots™ at certain points or along certain paths of the
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network. Such congestion may take the form of maddérﬁngly slow transmission of data,
or, at worst, a complete inability to send or receive needeci 'informaﬁon over such network.
This problem is compounded by the fact that, under certain network architectures, the
traffic generally proceeds only as quickly as its slowest link or pathway will allow.

Obviously, such traffic congestion is undesirable for any number of
reasons. Users “stuck” in such traffic may blame the congestion on their network service
providers, causing such providers to potentially lose business. Such network delays will
also have a negative effect, both directly and indifectly, on pfoductivity of the networks
users.

_ One approach to relieving such network congestion or"otl:ler network
“trouble spots” is to obtain timely and accurate information about the congestion or
trouble spot. Unfortunateiy, attempts of the current art to unravel the intricacies of
computer networks and relieve the congestion suffer from various drawbacks and -
disadvaﬁtages. For example, network monitoring tools of the current art may be difficult
to customize, and thus may lack the necessary tools to analyze network congestion or
trouble .spots. Such network ‘;sniffers” are often limited to performing traffic dumps of
certain specific protocols which, again, may fail to accurately describe or pifipoint the
source of network éong_e_sti_on. In other words, most network monitors and “sniffers” of
the current art are limited in theif abilities to tabulate real-time data, or to record data over
extended periods of time.

Network monitors of the current art generally intrude into the network in

order to evaluate or estimate network performance. The reference “TCP/IP Illustrated,

Volume I — The Protocols,” Chapters 7 and 8, available from Add_ison-Wesley Pubiishing
Co., 1994, describes one such technique. To estimate round-trip times for “packets"’ of
information in the ihtemet, the network monitor injects additional packets into the network
and follows the travel of such additional péckets. Thus, the very process of determining
network performance itself further degrades performance by adding additional packets of
ihfonnation to the traffic. _ '

Not é_nl'y is the above-described method intrusive, but it is generally

‘inaccurate as well. In particulax_', one-way times are evaluated by generally dividing the
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round-trip delay of the test packet by two; however, half of a round-trip time is generally
not equivalent to a one-way delay, in part based on asymmetries (discussed below) in the
network. To compensate for this inaccuracy, certain teachings of the current art inject test
packets more frequently into the network, a solution which may further degrade the
performance of the network which is being fested or monitored.

Network performance may be further enhanced if network traffic flow or
network bandwidth dimensioning could be more accurately modeled. In particular, traffic
does not necessarily flow symmetrically across a given network path. This is especially
true when the path terminates in an end user on an internet connection. Such a path is
lasymmetric in that the end-user normally downloads more payload or traffic than he or she
uploads. Network monitors of the current art generally do not detect or model such
asymmetries, with the _result that greater network resources are devoted to particular routes
than may otherwise be fo;quiréd. This costs additional money and wastes computer
resources. ' | _ |
| There is thus aneed to lmprove network performance and relieve network
traffic congestlon Thcre is a further need for tools which do not intrude upon the traffic
flow, which can be adapted to analyze different traffic parameters or types of “packets,”
and which collect and tabulate required statistics quickly and accurately.

With the increasing use of computer data networks, companies and
individuals are increasingly interested in collecting, filtering, or “profiling” data about the
users or their traffic on such networks. Marketing enterprises or other sales organizations
may be particularly fascinated by demographié or other data which can be gleaned by
accurate recording and analysis of network traffic. Unfortunately, many internet
advertisers obtain customer profiles by requiring the users to fill out forms and |
questionnaires. Advertisers miss out on most of this customer information because
customers often do not want to be bothered with answering such questions. There is thus a
need to obtain customer “profiles” in a less intrusive manner.

The expanding use of networks has likewise expanded the possibilities of
“hackers” or other damaging intruders performing mischief or even criminal activities in

proprietary or protected networks. As such, a system which can determine the origin of
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~ security breaches would be valuable to enforcement agencies, such as the FBI, to stem the

~ tide of computer-related crimes and misdemeanors. The current art, again, generally fails

to analyze, tabulate, monitor, or reéord the flow of data over a network in an optimal way

to facilitate security activities. - ' '
Companies or individuals charged with mqnitoring networks not 6n1y need

to obtain vast amounts of information and statistics in a timely manner, but they also need

to view such data quickly, easily, and in an understandable format. Again, current art

.solutions are often limited to providing “dumps”, often chrohologically, with inadequate

statistical compilations or graphical representations of such data. It is thus desirable not
only to compile network traffic information, but to p’érfoﬁn certain commonly needed °
calculations, and to graphically represent such: calculations in a user-friendly and flexible
format. ' |

| To overcome the shortcomings of conventional data communication
mdhitoring methods and systems, a new method of monitoring a communication line is

provided. An.object of the présent invention is to provide a network monitor for collecting

~ and analyzing communication data. Another object is to provide a method for cdllecting

and analyzing communication data.

To a_chiév_e these and other objects, and in view of its purposes, the present

' invention provides a method for monitoring data on a first communication line. Data'is

received from the first communicat_ion line and a plu_rality of packe:ts are extracted from
the data. Statistics are then recursively generated, the statistics corresponding to the
plurality of packets. |
It is to be understood that both the foregoing general description and the
following detailed description are exemplary, but are not restrictive, of the invention.
 The invention is best understood from the following detailed description

‘when read in connection with the accompanying drawing. It is emphasized that, éccording

" to common practice, the various features of the drawing are not to scale. On the contrary,
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the dimensions of th ious features are arbitrarily expanded or reduced for clarity.

Included in the drawing are the following figures:

Fig. 1 shows a network monitor according to the present invention coupled

to a communication line;
Fig. 2 illustrates an exemplary protocol hierarchy;

"Fig.3isa block diagrani of an exemplary network monitor according to the

present invention;

Fig. 4isa ﬂdw chart illustrating an exemplary method of monitoring a

communication line according to the present invention;

Fig. 5 is a data flow diagram illustrating the many permutations of data

collection and analysis methods of a network monitor according to the present invention;
- Fig. 6 is a flow chart illustrating a method for identifying troubled servers;

Fig. 7 shows a network using network monitors according to the present

Jinvention coupled to two separate communication lines in a network;

Fig. 8 is a flow chart illustrating a method for determining transmission
delay;
~ Fig. 9A is a flow chart illustrating operation of a host computer for
synchronizin_g with an interface computer;
Fig. 9B is a flow chart illustrating operation of an interface computer for
synchronizing with a host computer; and '
Figs. 10-28 are screen displays illustrating a user interface for receiving

monitoring parameters and illustrating methods of displaying and providing

communication analysis information.

Referring now to the drawing, in which like reference numerals refer to like

elements throughout, Fig. 1 illustrates an exemplary network monitor 102 according to the
present invention which is coupled to an exemplary network N1 106 via a first

-5-
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communications (traffic) on communication line 104 and provides real-time metrics or
statistics of the data traffic on the communication line 104,
The communication line 104 may use a single data link layer protocol to

transport traffic of a multitude of different higher h1erarchlcal protocol layer protocols.
One such hierarchical protocol structure 200 is 1llustrated in Flg 2. The data link layer

| protocol 202, Ethernet in this exemplary case, of traffic between the network N1 106 and

the router 108 may include encapsulated IPX, IP, ARP, or other network layer 204 tiafﬁc.
The IP traffic may include encapsulated UDP, TCP, ICMP or other transport layer 206
traffic. The TCP traffic may include encapsuiated Web, FTP, Domain Name Service, or

 other application layer 208 traffic.

The network monitor 102 accerding to the pfesenf invention includes
[hardware and software (discussed below) which collects and analyzes network traffic in

such a way that it can generate a vanety of real-time statistics on such traffic at one or

| multlple protocol layers The real-time statistics generated by network monitor 102 enable
quality and quantxty of service analysxs, billing based on quahty of service and quantity of

“service, dynamic network resource allocation and planning, customer profiling based on

data content, network security analysis, and session playback. Exemplary statistics
include byte counts, bjt counts, one-way or roundtrip delays, response times, retransmitted
bytes, originating bytes per host, terminating bytes per host, .originating-termiﬁating host
pair counts, web abort rates, throughput, goodput, and percent retransmitted bytes due to
delays or losses. These statistics may selectively be provided based on traffic on the first
communication line 104 on one or multiple protocol layers between the data link layer and
the application layer. ' | |

Operation of an exemplary network monitor 302 shown in Fig. 3 is described with
reference to the flow chart in F ig. 4. The network monitor 302 includes a first network

interface 304 ceupled to a first communication line 308 by a first connection 312 and a

" second network interface 306'coupled to a second communication line 310 by a second

‘connection 314. The first interface 304 receives first data (a bitstream) from the first

communication line 308 (step 402) and the bitstream is then segregated into packets (step

. —6-
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404). The term segregate is used herein to mean that previously defined packets are being
extracted from thé bltsiream The bitstféam may be séér_égated into packets by either the
interface 304 or By the host computer 316. The packets are.stored in memory 318 which is
hierarchical in this embodiment and iné_ludes a short-term memory 320 and at least one
longer-term memory 322. A processor and query engine 316, optionally controlled by a

user interface 324, then processes the packets as described below with reference to Fig. 4.

In an exemplary embodiment, the network monitor 302 is coupled to the first
communication line 308 in a non-intrusive manner. That is, it does not directly hinder the
flow of traffic on the communication line. The network monitor 302 may be coupled to
the communication line 308, for éxample; by plugging the first connection 312 into a port
or jack on a switch or router, by breaking the communication line 308 and iﬁstalling aY-
connector to which the first connection 312 is coupled, by connecting the first connection
to a hub, using an optical splitter, or.by connecting the network monitor 302 to a
monitoring jack in a?:entral office.

Processor and query engine 316 converts the packets into records and stores the
records in memory (steps 414-422). Processor and query engine 316 includes snitable
programming to generate statistics corresponding to the packets (steps 406-412). |
Although the generation of statistics for the packets may be accomplished in a variety of
wéys, one preferred approach processes a set of packets received over a predetermined
timer interval or.“sar_npling time” (step 406) to generate corresponding statistics (step 408).
The processing is then repeated in a recursive fashion to successive sets of packets
réceiv_ed during successive time periods (step 410). During such processing, suitable
programming stores the genei'ated statisﬁcs in memory at appropriate intervals of time,
such intervals preferably on the same order as the time intervals corresponding to the sets

of packets.

The conversion of the packets into records permits a wide variety of further
statistics to be generated as now described. The records are generated by first determining
the type of each packet (step 414) and then filtering the packets (step 416) based on their
determined types. An index is generated (step 418) for each packet and the packet is then
converted into an indexed record (step 420) and stored in memory (step 422). Further

-7-
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 statistics are then generated (step 426) usmg the statxstlcs prewously generated for the

" packets and records are then provided to one or more apphcatlons such asa dlsplay device

(step 428), a router for dynamically adjusting network routmg based on the further

~ statistics (step 430), and a billing service for billing chents based on quality or quantlty of

service as detenmned based on the generated statlstlcs (step 432)

Apphcatzon of the process of Fig. 4 is now descnbed for an Ethernet
communication line including encapsulated IP packets WhICh encapsulate TCP packets
which encapsulate web traffic (See Fi ig. 2). The Ethemet bltstream is received from the
‘communication line (step 402) and is segregated into packets (step 404) The packets are
divided into sets, each set including packets recezved dunng one of successive one-second
time periods (exemplary time period) (step 406). The number of bits received dunng each
oné-second time penod (exemplary statistic) is calculated (step 408). Successive statistics
are gcnerated for successive time penods by rece1v1ng the next set of packets
corresponding to the next one-second time period (step 412) and then calculating the
number of bits in those packets (step 408). The bit counts for each one-second time -

interval are stored in memory (step 412) as they are generated

A type (e. g IP, ARP, ...) of each packet is determmed (step 414). If a user only
wishes to analyze traffic of IP packets, the packets are fi Itered to pass only the IP packets

(step 416). The time when the network monitor received each IP packet is used as an

index for the each respective IP packet (418). An indexed record is then generated (step

420) for each IP packet and is .st_cred in men:ory (step 422). An exemplary'reco'rd having
the index as a first field F1 and the packet as a second field F2 is illustrated below.

F1: Index (time.of receipt) - F2: Packet or portion of packet

In addition to the filtering (step 416) only passing IP packets, the filter may also be
used to pass only a portion of the packet, such as only the IP portion, by truncating the
Ethernet overhead portion so the record above contains only the IP portion in the second

field F2. Alternatively, the record may include a plurality of fields, each corresponding to

-8-
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a portion of the IP packet such as a source address or destination address, and filtering inay

be performed based on any one or more of the plurality of fields. -

Any number of statistics can be generated from the stored records alone, or in
combination with statistics for the packets generated in steps 46-412. In this example, a
further statistic known to the art of interest includes the ratio«of the number of bits in IP
packets received to the number of bits in all packets received for each successive minute
(step 426). The calculation of this statistic is facilitated according to the present invention,
because the stored packets are already all IP packets and are indexed by time of receipt.
As such, the calculation is performed by sorting the records by index, reading the set of
records for each successive minute, and adding the number of bits in each set of records.
The number of bits in all packets per minute may be calculated by summing the previously
calculated bit counts generated on a per second basis in groups of sixty (thereby equaling
one minute). Thus, the further statistic is generated uéing both the stored records and the

. stored statistics, which reduces the number of additional calculations needed and the time

to generate such further statistic.

A specific example of the filtering and storing methods performed by a network
monitor according to the present invention was described above with regard to Fig. 4. The

flexibility of data collection and analysis methods of a network monitor 500 according to

- the present invention are described below with regard to the data flow diagram of Fig 5.

An incoming bitstream is packetized by a packetizei' 502. Decoding of the
bitstream may be automatically performed for known protocols or may be performed
according to user-specified parameters for custom or proprietary protocols. For example,
if a new data link layer protocol is introduced, network monitor 500 includes suitable
programming to reSpbnd to user-defined protocols, entered using the user interface 520.
The inventive network monitor 500 thus recognizes packet structures of the new protocol
to packetize an incoming bitstream. The network monitor could then perform its data
collection and analysis methods through the higher protocol layers. This flexibility is not
limited to the data link layer. In other words, the network monitor 500 according to the
present invention is able to collect and analyze data communications for custom protocols

at other protocol layers.
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The packets may be directly stored into the short-term memoy 510 using path A.
This is useful for storing all data received from the 'c‘ommw_lication line. The short-term
‘memory 508 may periodically transfer data to a long-term mém'ory 510 to prevent
overflow. Although illustrated as having only a single Shqr;t-term memory 508 and a
single long-term memory 510, the teachings of the present invention are applicable to
other hierarchical memory structures including a plurality of memory devices. For _
example, the niemory may include a random access memory (RAM), a disk memory, and
a tape memory. As the RAM fills, data is transferred to the disk memory. As the disk
memory fills, data is transferred to the tape rﬁemory. As the tape memory fills, tapes are

replaced for continuous or long-term data storage for archival purposes, for example. As

~ indicated by the double arrow to the short-term memory 508 and between the memories

508, 510, data stored in the memories may later be retrieved for analysis or for one of the

| applicati_c')ns 522-530 discussed below.

Storing all packets directly into memory may be desired for security applications
528. For example, the network monitor may be iﬁmgrammed to store all communications
for a period of 1 week and then overWrite the o_ldest stored data. If a breach in security is
detected within a week of its occurrence, the stored data may be analyzed by the network

monitor to determine the source and extent of the breach.

The packetized data may alternatively be provided by the packetizer 502 to the
index generator 504. The index generator 504 generates.an index corresponding to one or
more of the received packets. Exémple_s of an index corresponding to a packet include a
time stamp to indicate the time it was received by the network monitor, the type of packet

- (protocol and/or layer), the size of packet, a packet number (1, 2, 3, ...), an interface
number, an application, and an associated session. Record generator 506 receives the
packets and the generated index and generates a record including the generated index.
Alternatively, the record generator 506 may combine the received packet and index with
an existing record previously storéd in memory 508, 510. The record generator may also
receive a packet directly via path C and generate an unindexed record including the packet

or may combine the packet into an existing record previously stored in memory 508, 510.

-10-



10

15

20

25

30

Wb 00/31963 PCT/US99/27969

-

For example, a singl_e record may be generated corresponding to an ATM session.
When a first cell (a fixed size paclset) corresponding to the ATM session is received, it
may be indexed and an indexed record may be generated and stored in the memory 508,
510. The index may be an identiﬁ_er of the ATM sessiort, for example. When further cells
corresponding to the ATM session are received, not necessarily in order, the record
generator 506 may directly receive these cells via path C, read the previously stored
indexed record from memory 5(5_8,' 510, and then combine the newly received cell into the
indexed record. In addition to simply combining packets belonging to a common ATM
session in a common record, the record generator 506 may also orient the received ATM

cells within the record in their correct order.

The record/packet type identifier 512 receives packets or records from either the
record generator 506 or from the memory 508 and then characterizes the received-packets
or records by identifying its corr'esp.onding “type” or “property”. The type or property of a
packet or record is a versatile identifier and may be programmed via the user interface 520.
Examples of packet or record types or properties include the number of corresponding bits
or bytes, its protocol layer, its protocol type at a particular protocol layer, a source address,
a destination address, an end-user ID, and an application ID. The records or packets are
then filtered in the packet type filter 516 based on the property or type identified by the
record/packet type identifier 512. The filtered records or packets are then indexed,

indexed and turned mto records, or directly stored into memory 508, 510.

The time period filter 514 receives records or packets from the record generator or
the memory 508, 510, and filters them based on the time they were received from the
communication line by the network monitor. The records or packets are then segregated
into groups corresponding to packets received by the network monitor during respective
successive time periods. The statistic generator 518 then generates statistics for each of
the successive time periods corresponding to packets received during each respective

successive time period.

The filtered packets and the generated statistics may be stored in memory. The
paths between the functional blocks in Fig. 5 illustrate that the contents of memory may

then again be used to perform further filtering or statistic generation. Thus, a network

-11-
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- monitor according to the present invention may recursively collect and analyze data by

generating statistics based on previously generated statistics :or stored packets.

In addition to programrmng the network momtor for a custom protocol as
described above, the user interface 520 may also def ine the operatmg parameters of the |
functional blocks within the network momtor For example a user may speclfy the index
to be used by the mdex generator 504 the time penod to be used by the time penod filter
514, and the statistics to be generated by the statistic generator 518 for each of the

successive time penods

The collected data and the corresponding analysis generated by the network

monitor 500 may be provided to one or more applxcatrons 522 530. For example, a

' dlsplay device 522 may dtsplay statrstrcs, records or packets responsxve to user selection as

further descnbed below w1th regard to the dlsplay screens m Flgs 10-28

The statlstlcs generated by the network monitor 500 may be provided to a network
admrmstrator or router 524 to allow for dynamrc routmg of communications and network
bandwrdth management also known as “yleld management :on a network responsrve to
statlstlcs correspondmg to network perfonnance Itis readrly appreciated that, by

measunng one-way delays and by providing traffic statistics ona protocol-by-protocol

basis at different protocol layers, a network monitor accordmg to the present invention can -

identify these asymmetries by quantifying trafﬁc ﬂows to allow a network adm1mstrator to’

properly size network resources according to the measured flows.

Commumcatron networks can be optimized at the service layer because the
network monitor accordmg to the present invention 1ncludes suxtable programming to
analyze trafﬁc flows at any protocol layer. Although dlﬂ‘erent serv1ces may have different
service requirements, these services are often mtegrated ina smgle communication
network. Nonetheless, servrces such as real-time multlmedla, voice over IP, data, and
Intranet may each have unique network service requirements. F or example, for voice over

IP, due to low tolerances in voice transmissions degradatlon, a lower quality of service

" including delay or loss of data may not be tolerated In contrast, data transmission can

proceed in a lossy environment due to error recovery by retransmission. An exemplary

-12-
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router 524 is configured to route traffic corresponding to different services differently

depending on their service requirements.

The network monitor according to the present invention includes programmed
features which identify flows corresponding to each individual service and/or user and
provide for analysis of interactions with different services. This information may be used
by a router, for example; to make real-time or non-real-time decisions on optimizing
network topologies, routes, or service segregation, etc. to achieve an optimal configuration
suitable for providing each and every service with its own unique quality of service

requirement.

A billing system 526 may be conﬁgured'to receive qué.lity and/or quantity of
service sté_tistics corresponding to different :services and different hosts and bill clients
accordingly. This allows clients to be billed based on these statistics rather than providing
flat rate billing for previously unmeasured service. For example, a client may use her
unlimited Internet service for voice over IP commﬁnication_. According to the preseht
invén-tion,. the network monitor 500 riiay generate statistics for a particular client on the
number, duration, and destination of voice over IP calls. The statistics are then converted
to billing information by the billing system 526 and the client is billed accordingly. Thus,
an Internet subscriber that uses the Internet for voice over IP calls, may now be billed
according to the quantity, duration, and destination of calls as is done for non-Internet
telephone service. Clients may similarly be billed based on a number of e-commerce
transactions, a number of stock traﬁes, a number of requests for real-time stock quotes, and
other transactions. Alternatively, clients may have service contracts including different
billing rates depending on a quality of service provided and may be billed accordingly. A
network monitor may also be used to ensure compliance with service contracts which

guarantee minimum service standards or service level agreements.

As described above, the collected data may be used for security 528 to identify
breaches in security, to identify improper network use or illegal activity. For example,
packets may be filtered to identify particular files which have been FTP’d to a server, to
identify who telnetted (logged onto) a particular machine or server, and to see what they

typed once logged on.

-13-
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. Statistics from a network monitor may be cotrespond to a user or a group of users

for profiling the user or group. Much Internet advertising is directed to customers based
‘monitor according to the present invention can filter each-;e%c_eived-packet based on its

Philadeiphia gustomer base may look at every packet from every user before it enters the
Internet. Also, the returned trafﬁc to these users can be analyzed by looking (filtering) for
speciﬁc text within the packets or for the web sites visited by the user. A profile per user
or group of users may then be generated based on the filtered data to target content to the
user which will be of interest to the user such as far_geted email. The method described
above for filtering may similarly.be used by iaw enforcemg:_it or security ofﬁcials to
ﬁlonitor ;:bmrﬁunications to detect ﬁnlaWﬁil activity or to mdnitor activity of selected
users. . | | | | o | B
_ 'fhe network monitor may also be used to provide data to a playback device 530 to
playback clienf sessions which were monitored from the communications line. All
received packets may be recorded and then filtered based on a particular session. The

: ééssion_rﬁay be id_entiﬁed_ based on information included in _thel packets themselves or
bééed on sessibn information feceived in special packets or. channels such as SDR (session
_directbry protocol). 'I_'he_ packets corresponding to the session may then be played back in

a fashion originally pfesented to the user. This method may be used to replay all web

~ activity of a user or of voice over IP conversations.

- The network monitor may be configured by a user to monitor communication lines

- that transport traffic using a proprietary or custom protocol. Along with a suitable

“physical layer interface between the network monitor and the communication line, a user
may enter proprietary protocol parameters using the user interface. The parameters define
the structure of packets within the bitstream transported on the communication line for the
network monitor to segregate the packets from the bitstreém. “Additional parameters may
élso define fields within a packet so the network monitor could be configured with custom

cjueries_ to provide statistics based on the content of these packet fields. The network

-14 -
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monitor may similarly be programmed to receive and analyze data corresponding to
custom protocols at layers higher than the link layer. '

In an exemplary network, the data transmission protocol provides for each packet

to include a time stamp field. Packets transmitted from a source to a destination include a

time stamp value in the time stamp field indicating a time of transmission by the source.

‘When the packet is received at the destination, the destination can compute the one-way

transmission duration or delay from the source to the destination by subtracting the time
stamp value from a current time value. This protocol allows for simpler one-way
transmission delay and quality of service measurements by eliminating the need for
communication between network monitors to match packet pairs at separate network

monitors.

For a network including many separate intermediate transmission paths between
the source and the destination, the one-way end-to-end transmission duration information
does not provide information regarding a particular bottleneck somewhere between: the
source and destination. For improved bottleneck diagnosis, rather than only calculate end-
to-end delays, a network monitor according to the present invention can be coupled to one
of the intermediate separate transmission paths between the source and destination. The

network monitor can receive the time stamp value from a packet traversing the network

- from the source to the destination. The time stamp value may be subtracted to the current

time at time of receipt of the packet by the network monitor to determine an intermediate
duration value. One or more inteﬁnediately spaced monitors may be used as described
above to locate the bottleneck in a network. In an exemplary embodiment each of the
source, destination, and network monitor include a GPS (global positioning satellite)

interface for receiving the current time used to calculate the transmission duration.

One of the metrics that a network monitor according to the present invention can

- provide is an indication of the number of aborted connections for a particular source-

destination pair, for a particular source or destination, and information on the ration of
aborted connections to total connections for a particular source or destination. An
exemplary method of identifying troubled TCP (transmission control protocol) servers is
described with regard to the flow chart 600 in Fig. 6.

-15-



WO 00/31963 PCT/US99/27969

-

As known to those skilled in the art, a TCP session is normally opened by the
client and is then closed by the server when it has no more data to send to the client. Ifa

TCP session is closed by the client, this indicates that the session is being terminated

| prematurely. Using the web as an example, a client (user using browser) may close the

- session for reasons including simply chan_ging one’s mind r_é__gar_ding the need for the

desired data or due to imp_atienc_e due to delay in receiving desired data.

The network monitor receives a packet from a communication line (step 602) and
identifies whether the packet belongs to a TCP session (step 604). The network monitor
may identify whether the packet is a TCP packet by ideritifying and decoding a protocol

_ field in the packet which identifies which of several transport layer protocols the "packet '
- belongs to. Once a packet is identified as TCP, the TCP client and TCP server are

~ identified (step 606). The packet is then _examined to determine whether it opens or is

initiating the TCP connection (step 608)." If the packet is the opening or initiating packet: '

of a TCP session, a count of the total number of TCP sessions for the previously identified

. (in step 606) TCP server is incremented (step 610).

- Ifthe pabket is not an opening packet, the network monitor next determines

" . whether the packet is closing the TCP connection (step 612). If not, the network monitor -

20

25

30

gets the next packet (step 602). Otherwise, the network monitor determines (step 614)

- whether the connection is being closed by the server, by examining the FIN bit for

example, or whether the connection is being closed by the client. Closure by the server

- indicates normal termination of the session and the network monitor gets the next packet

(step 602). Closure by other than the server indicated premature termination of the session
and a premature closure count corresponding to the particular server is incremented (step
616). The ratio of premature closures to the total TCP sessions of the particular server is
calculated (step 620) and compared to a predétefmined threshold value (step 622). If the

ratio of premature closures exceeds the threshold, the particular server is identified as a

- “troubled server” (step 624).

As known to those skilled in the art, in some networks all packets corresponding to
a particular TCP session may not travel through the same communication line and -

therefore may not be detected by a single network monitor interface. A network monitor
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can be placed in proximity to or on a server or client to “catch” all packets. Altematively;
multiple network monitor interfaces may be used as described above to store records
corresponding to packets. The stored records may then be anélyzed to determine which
servers may be “troubled”. In an exemplary embodiment, remote network monitors each
look for FIN packets, using a filter, for example, and upon detecting a FIN packet they
send a message including the contents of the FIN packet to a central monitor that makes

the “troubled server” determination.

Although the teachings regarding measuring aborted connections and identifying
troubled servers are described above with regard to TCP sessions, these teachings are
generally applicable to other protocols and to other protocol layers and are not limited to
identifying troubled TCP servers. For example, in another protocol, a session may be both
opened and closed by the same node, whether it be the client or the server. In addition, the
session payloads may be transmitted in separate packets from or on separate

communication links from the session control messages

In a futher alternative embodiment shown in Fig. 7, a system 701for momtonng
communications according to the present invention may mclude one or more network
monitors each coupled to respective communication lines in a network as shown in Fig. 7.
Fjrst, second, and third network monitor 700, 710, 720 are coupled to the first, second, énd
third communication lines 702, 712, 722, respectively. Each network monitor 700, 710,
720 collects and analyzes data received from its respective communications line as

described above with regard to the data flow diagram in Fig. 5.

In addition to providing independent data collection and analysis, a system
including a plurality of network monitors 700, 710, 730 may correlate data received at the
different network monitors to provide improved network performance analysis. For
example, one-way delay may be calculated for data traveling from the first communication

line 702 to the second communication line 712.

An exemplary method of calculating the one-way delay is illustrated by the flow
chart in Fig. 8. Generally, the “same” packet is identified at two separate network

monitors and the difference in time between when it was received by each monitor is used
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- to calculate the one-way delay. The “same” packet is identified by zercing out portions of

 the packet that change between the separate network monitors,

~ Bach of the first and second network monitors 700, 710 receives data (step 802,

-~ 806) from its respective communication line 702, 712. The packetizér 502 segregates the

10

15

20

25

- received data into packets (steps 803, 807) and each the index generator (504) associates

the time of receipt (time stamp) of each packet with each packet. The record generator 506
generates a record including the time stamp of corresponding to each packet and a unique

portion of the data packet (UDPD) and stores the record in memory 508, 510 (steps 804,

- 808).

The UPDP is a portion of the received packet that makes the data unit uniquely

identifiable. For example, for an Ethernet communications line and an IP payload, the

~ Ethernet header is removed from the packet, the IP ttl and checksum fields 'are§'zeroed, and
~ the IP header and the 20 succeeding bytes are sa'ved and incorporated by the record

: generator 506 into a UPDP record. The UPDP may be different for different protocols and
. may be programmed using the user 1nterface

. The UPDP records of the first network monitor 700 are compared to the UPDP -
records of the second network monitor 710 to match pairs of UPDPs (step 810). The first -
and second network monitors may communicate via a communication link 730. The -
communication link 730 may be implemented by communication of the network monitors
through the network they are monitoring (in-band). Alternatively, the communication link
730 may be implemented by communication external to the network over a telephone line,

a radio connection, or a satellite connection, for example (out-of-band).

For each matched pair of UPDPs, the corresponding time stamp ts2 from the
second network monitor is subtracted from the corresponding time stamp ts! from the first
network monitor (step 812). This time difference ts1-ts2 re'preéents the duration for the
data corresponding to the UPDP to travel from the second network monitor 710 to the first

~ network monitor 700. By calculating the UPDP, the transmission duration of a certain

payload between first and second communication lines 702, 712 using the same or
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different communication protocols may be determined according to the method described’
above. B -

In an exemplary embodiment, the time difference ts1-ts2 is normalized (steps 814,
816) to account for the delay of the first communication line 702. The delay is normalized
by subtracting the delay xmit-delay for the packet corresponding to the UPDP to traverse

the first communication line from the time difference as illustrated by the equation below:
Normalized Network Delay = (ts1-ts2) — (link_speed/packet_length)

where link_speed is the transmission rate on the first communication line 712, and

 packet_length is the length of the packet on the first communication line which contained

the UPDP. The calculated network delay rriay include components due to queuing delay
and to transmission delay. As illustrated by the data flow diagram in Fig. 5, the statistic
generator 518 can receive the packet for which is UPDP record is to be generated, the -
statistic generator 518 calculates the number of bits in the packet and provide this statistic
to the record generator for inéox_'poratibn into the UPDP record for use in a normalization

calculation. Round-trip times may be estimated by similarly calculating the delay from the

 first to the second network monitor and adding this delay to the delay between from the

second to the first network monitor.

The accuracy of the calculated transmission delay depends on the synchronization

| of the time clocks of the first and second network monitors 700, 710. The network

monitors may communicate via communication line 730 to synchronize their respective
clocks. In an exemplary embodiment, the network monitors are synchronized by receiving
a time signal from a common time source 740. In an exemplary embodiment, the
transmission delay is generated at a Jevel of accuracy less than 10 microseconds, that is,
the difference between the calculated delay and the actual delay is less than 10
microseconds. Ina prefer;'ed embodiment, the common time source 740 is a system of
global satellites such as the global positional satellites (GPS) and each network monitor
700, 710 includes a receiver for receiving a time signal from one or more global satellites.

When the two communication lines to be monitored are proximate to each other, one of
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- the first and second network monitors 700, 710 may include a master GPS receiver and the

other may include a slave GPS receiver coupled to the master.

An exemplary network monitor is implemented with a host computer having an
interface computer on a network interface card (NIC) C'oupl_ed to the communication line it
is monitoring. As described above, data received by the NIC may be processed before
being sent to the host computer. Also as described above; the network monitor may use
the time of receipt of data from the communication line for generating network
communication statistics or metrics. In order to accurately record the time when data is
received from the communication line, the interface computer associates a time of receipt

w1th the data (time stamps the data). By havmg the interface computer rather than the host -

'computer time stamp the data, inaccuracies in the time of rece1pt duetoa delay in

'transfernng data from the mterface computer to the host computer are reduced or

ehmmated _
In an exemplary embodlment the mterface computer mcludes an mterface clock
and the host computer has a host clock. The host clock and the mterface clo_ck are

syﬁcﬁroniz’ed so the host computer can use the time stamp to accuratély ge_nera’te__ statistics
cbrrésponding to the received data. In an exémplary embodiment, the interface clock is
implemented as a counter. As each packet is received from the communications line, the ~ -
current value of the counter is associated with that packet. “The packet is Iater transferred

to the host computer with the counter value. The host computcr includes a host clock

synchronized with an absolute time reference. As described above, the absolute time

reference may be provided by a global positioning satellite.

The host clock and the inu_erface clock are synchronized' by correlating the counter
values associated with each packet by the interface computer with the absolute time
reference. The method of synchronizing the interface clock with the host clock is
described with reference to the flow charts in Figs. 9A and 9B with regard to the host
computer and the interface computer, respectively. Generally, the host computer

periodically requests the value of the interface clock counter from the interface c'omputér

- and uses this value to correlate the counter to the host clock.
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Referring to Figs. 9A an 9B, if the host computer has received a set of packets
from the interface computer (step 902), the host computer proceeds to request the counter
value (step 906) from the interface computer by sending a “get counter” message to the
interface computer. In an exemplary embodiment, the interface computer stores a set of
packets in a memory of the host computer by a direct memory access (DMA) operation
and then interrupts the host computer to indicate the transfer of packets. If the host
computer has not received a set of packets, the host computer waits for packets for a
timeout period (step 904), after which it requests the counter value (step 906). The host
computer records the host clock’s time (step 906) when it requests the interface counter
value.

When the interface computer receives a “get counter” message (step 920) from the
host computer, the interface computer then determines (step 922) whether it is currently
idle or whether it is receiving data from the communication line. If not idle, the interface
computer sends (step 924)a “try again” message to the host computer. If idle, the
interface computer then reads the counter value and subtracts a precomputed interrupt
service time (:sfep 926) to generate an adjusted counter value. The interface computef then -
sends (step 928) the adjusted counter value to the host computer.

The precomputed interrupt service time corresponds to the duration of time
between when thé intérface computer receives the counter request from the host to when
the interface computer provides the host computer with the adjusted counter value. The
precomputed interrupt sefvice time may be determined experimentally using a logic
analyzer, for example to measure the duration of time between when the interface receives
the request for the counter until the interface provides the counter value. To match the
experimental delay measurements to the delay during normal operation, the experimental
request is provided to the interface when the interface is known to be idle and the interface
only services a request during normal operation when idle. As known to those skilled in
the art, the response time of the interface computer may be taken repeatedly to generate an
average service time for use during operation. " | '

Upon receipt of the counter value, the host computer computes (step 912) an

estimate of the relative frequency of the interface clock counter to the host computer clock.
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. The relative frequency may be used to correlating counter values associated with packets -

received from the interface computer until the next execution of the synchronization
routine. In an exemplary embodiment, the host computer subtracts a host interrupt service
time from the time recorded in step 906 before computing the relative frequency to '
account for the delay between the time when the host receives the count from the interface
to the time when the host computes the relative frequency. |

In an exemplary embodiment, a multiple network interfaces eéch coupled toa
respective communication line are implemented as a singlé unit and share a common
clock. Thus, synchronization with only the common clock synchronizes the host clock

with the time stamps associated with data received from any of the respective

communication lines.

Figs. 10-28 are exemplary screen displays illustrating a graphical user interface
(GUI) for displaying data collected and analyzed by a network monitor and for controlling

| data analysis by a network monitor according to the present invention. The display in Fig.

10 includes a tables frame 1010, a second frame 1030, and a buttons frame 1050. The

tables frame 1010 includes a first portion 1011 with seléctable boxes for user selection and

 text input boxes and a second portion 1012 with tables of statistics corresponding to

received data. The tables 1023 which appear below the selectable buttons, boxes and
fields include entries corresponding to the particular data being analyzed. The plots frame
'1030 includes plots 1032, 1034 illustrating statistics corresponding to received data. The
buttons frame 1050 includes a set of user-configurable buttons. |

The text input boxes and the selectéble boxes in the first portion 1011 of the tables
frame 1010 may optionally be fixed to prevent user selection of the options and prevent
user entry in the text boxes. The functions associated with the opﬁons and boxes

displayed in Fig. 10 are described below:

1. Start: The start ﬁeld 1013 specifies the beginning time from which the traffic
is analyzed and its results are displayed in the GUL.

2. Stop: The Stop field 1014 specifies the ending time to which the traffic is
analyzed and its results are displayed in the GUL Thus the Start/Stop fields
1013, 1014 specify the time between which the traffic has been analyzed and
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presented to the user via the GUL. The contents of the Start and Stop fields
1013, 1014 may be displayed in multiple formats. For example, the contents
are shown in a date format in Fig. 10. Alternatively, the contents may be
displayed as +/- hours to indicate that a time relative to the current time, the
term “now” may be used to represent the current time, or the term “never” may

be used to represent that the data should be continuously updated.

Window: The Window field 1015 indicates the time intervals at which to
compute values to be plotted in the second frame 1030. For example, if a user
enters “1” as the Window field, then the values in the plot field are plotted
every second. The user may enter the values in the Window field in using units
as appropriate to indicate the resolution of the plots (e.g. 1s, 1ms,l 100us, ...to
indicate a time resolution if the unit of the horizontal scale is time). An empty
Window field 1015 indicates that the resolution on the horizontal scale should

be automatically set.

. Top N: The Top N field 1016 specifies the maximﬁm number of entries for the

tables 1023 which appear in the second portion 1012 of the tables frame 1010.
If Top N is 10, then the table 1023 will inciude 10 rows sorted by a particular
column value in descending order. If TopN is -10, then the table 1023 will
include 10 rows sorted by a particular column value in ascending order (i.e. this

becomes the notion of BottomN).

. Filter: The Filter window 1017 describes a filter to be applied to the data to be

displayed. For example, Filter could be “protocol IEEE802.3” to display
results for packets with link layer protocol IEEE802.3. For data previbusly
filtered to show only IP traffic, a Filter of “host 10.0.0.1” would display results
for IP traffic where either the source or des;tination host was 10.0.0.1. Various

complex filters are also possible.

. Do DNS: The Do DNS checkbox 1018 converts ehtries in the tables 1023 from

a numerical representation.to a textual representation. For example, in IP a

numerical representation (the IP address) is used to identify a host. A DNS
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- (Domain Name Server) may contain a mapping from this numerical
representation of the IP address to a textual representation. For example, the IP
address 10.0.0.1 may be converted to the textual representatiOn foo.niksun.com

‘when the Do DNS checkbox is checked. For protocols other than DNS the
label given to the checkbox will vary accordmgly with an equivalent
functionality.

7. Help: The help buttons 1019 next to each field when selected cause display of
context-sensitive assistance. For example, if the help button next to Filter 1017

s selected, a help window for Filters would pop up.
'8. Refresh: The Refresh button 1020 refreshes the _contents of all frames.

9. Forward and thk’wafd Buttons: The forwafd 1021 and backward 1022
| buttons at the top of first portlon 1011 of the tables frame 1010 function similar-
- to the “Forward” and “Back” buttons of a browser with the added feature of -
- keeping the contents of all frames aligned. In contrast, clicking the “Forward”
and “Back” buttons of a browser causes forward of backward movements on'a
frame by frame basis hence loos_ing correspondence between the various

The plots frame 1030 includes plots 1032,-1034, text input boxes and selectable
boxes and buttons. The text input boxes and the selectable boxes may optionally be fixed
to prevent user selection of the optlons and prevent user entry i in the text boxes. The
functions assoclated w1th the optlons and boxes dlsplayed in the plots frame 1030 of Fig.
10-are described below:

1. Update Tables and Plots: This button 1036 updates the tables and frames in a

coordinated manner. For example, if a user zooms in by selecting a portion of
the plot with a mouse, then clicking this button 1036 would update the plots

and tébles for the selecied time range that was zoomed into.

2. Byte/Packet Counts (and Bit/Packet Rates) (and Utilization): This button
1037 changes between one of three options upon selection: “Byte/Packet
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Counts”, “Bit/Packet Rates”, and “Utilization”. The plots also change from
Byte/Packet Counts over a certain window, to Bit and Packet Rates (i.e.
number of bits or packets per second), to Utilization accordingly. In an
exemplary embodiment, the byte plot displays normalized values relative to the
link speed (i.e. bit rate divided by link or channel or virtual circuit capacity in

bits per second).

3. Toggle Parent Plot: This button 1038 toggles the line on the plots as described

below.

4, Toggle Plot of Average: Selection of the Toggle Plot of Averége button 1039
toggles whether the average value (not shown) of the y-axis of the plots is

displayed.

5. Play/Forward/Stop/Fast Forward/Rewind/Fast Rewind/Pause Buttons:
These buttons 1040 control the playing of the plots on the screen to allow the
plots to be updated over time and to scroll with time. The tables 1023 in the
table frame 1010 are be updated to match the plots 1032 1034.

6. Top Plot: The top plot 1032 shown in Fig. 10 is a Link Level Bit Rate plot in
bytes/second. '

7. Bottom Plot: The bottom plot 1034 in Fig. 10 is a Link Level Packet Rate blot

in packets/second.

The table 1023 in the tables frame 1010 is automatically generated based upon
protocols found to be active in the interval specified by the Start 1013 and Stop 1014
fields. In Fig. 10, the table 1023 shows that between the Start and Stop times, 264K
(K=1000’s) IP packets and 919 ARP packets were received by the network monitor. The
IP packets and ARP packets containing 99M and 55K bytes, respectively (M=1,000,000).

The entries in the table 1023 are selectable to sort data by the selected field. For
example, if the packets heading in the table was clicked then the table would be sorted by
the packets column in descending order of activity and if this header is clicked again, then
it would be sorted in the opposite order. Selection of the other table headings similarly

sorts the entries.
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Fig. 11 illustrates the.zooming capability of the"pi‘_esent invention. The start/stop
time inteiTVal of 7:18/12:02 in Fig. 10 is narrowed to the 9:00/10:00 time interval in Fig.
11. The table 1023 and plots 1032, 1034 have been updated accordingly. The start 1013
and stop 1014 field values may be adjusted by either manual entry in the fields 1013, 1014
themselves, or by graphical selection, By a mouse for examjlle,'of an interval of time in the

plots 1032, 1034. Upon selection, the display will zoom into the selected interval.

' Zooming in on the plots causes the plots to be regenerated for the interval selected by the

user. Selection of the “Update Tables and Plots™ button 1036 will then synchronize data in

the tables frame 1010 to the plots 1032, 103_4. The plots could also be updated -
Iautomaticelly, if the user éelected'the “auto-syn_ch” fea_ture (not shown). The “Update

Tables and Plots” button 1_036 allows a user to zoom in several tit_nes to. a desired time -

‘interval without updating the data. This provides the advantage of reducing unnecessary

processing by the network momtor until the final mterval is chosen.

“The protocols listed as entncs in the table 1023 in Flg 10 are selectable by a user,

as hyper-lmks for example, to list protocols encapsulated thhxn the selected protocol.

~ Clicking or selectmg the IP entry in table 1023 in Fig. 10 results in the display of Fig. 12.

The selection causes the plots 1032, 1034 in the plots‘ frame 1030 of-Flg. 10 to

~ automatically update to show only IP traffic in plots 1232, 1243 in Fig. 12.

The plots illustrate all traffic from the link layer as a line chart 1235 and alllP
traffic as a bar chart. This dual-display format provides a graphical representation of the

perspective between all traffic of one level (IP in this case) compared to all traffic of a

previous level (Ethernet in this case).

The contents of the tables in the tables frame 1210 are also updated to correspond
to IP traffic. Table 1223 lists all IP protocols which were in use on the link being

B monitored between the *“Start” and"‘Stop”:times. 'In this parﬁculér case, only TCP, UDP
“and ICMP IP protocols were found. Activity by IP hosts may also be displayed. By

s_crelling down the table frame 1210, the table of IP counts by source host is seen as

. illustrated in Fig. 13 for the case where TopN=2.
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In Fig. 13, trafﬁc is dlsplayed in a source host table 1302 for traffic generated by
hosts, in a destmatxon host table 1304 for traffic received by a host, and in a host table
1306 for traffic generated and received by a host. Clicking on a link 1308 i in the tables
frame 1310 will.generate a display of a_“host_-_pairs” table 1402 shown in Fig. 14.

The host-pairs table 1402 lists the total number of packets and bytes sent between

pairs of hosts for each identified pair.

Selection of a “destination host” such as 10.0.0.47 (1404 in Fig. 14) will further
filter the traffic by the selected “destination host” to show only traffic destined for host
10.0.0.47. This is illustrated in Fig. 15 where table 1502 shows traffic destined to
10.0.0.47, all from host 128.32.130.10 in this case for traffic monitored between the start

and stop interval.

Thus, we see that only host 128.32.130.10 was sending traffic to 10.0.0.47 between
the “Start” and “Stop” times. Note that the plots 1532, 1534 in the plots frame 1530 now
show this activity between these two hosts as a bar chart 1535 and all IP traffic as a line

chart 1536. Colors may also be used to distinguish the data in the plots or tables. |

If the TCP entry in table 1223 in Fig. 12 is selected, we move up the protocol stack
and the tables frame 1610 is updated as shown in Fig. 16 to include TCP level counts for
each underlying application 1612. For example, there were 27K HTTP (web) packets
which contéined 21 MegaBytes which were received during the designéted time interval.

In Fig. 16, if the “TCP flows” button 1604 is selected, all TCP flows are displayed
with their time durations and performance metrics as shown in Fig. 17. A TCP flow
contains a set of packets belonging to one TCP session between two hosts. Each flow may
be plotted or its corresponding packets viewed by selecting the “plot” button 1702 or the
“pkts” button 1704, respectively, corresponding to the desired TCP flow. Note that if the
Do DNS option had been selected, all TCP host IP addresses would be replaced by their
respective names .(e. g. foo.niksun.com). | A user may aggreg'ate flows by clicking on other
links such as the ones that identify a particular host such as 10.0.0.47. If a user clicks on
10.0.0.47 (1706), aggregated flows for host 10.0.0.47 will be displayed as shown in Fig.
18.
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- Fig: 18 shows all TCP flows origineting from host 1'0 0.0.47. The display in Fig.

- 18 is generated by applymg a filter selectlve to the 10.0.0. 47 host to the data displayed in
 Fig. 17. Further filters can smularly be apphed by chckmg on other hosts (hyperlmks) in

Fig. 18. For example, in the “Term host” column, if a user selects host 10.0.0.5 (1802),
then all TCP flows between host 10.0.0.47 (as source) and host 10.0.0.5 (as destination)

are displayed.

A “TCP perfonnance” selection may be provided, m the screen display of Fig. 16,
for example, for generating TCP perfortnahce tables. By e_lic_king on the “TCP
performance” hyperlink, performance tables 1902 for TCP are dis'played as shown in Fig.
19. The whole tables frame is displayed in Fig. 19 or clarity. ‘The displaty includes a
“Troubled TCP Chents” table and a “Troubled TCP Servers” table for the worst two
performing TCP chents and servers (TopN field value of- 2) Over the time interval
specified by the Start and Stop fields, the tables show the fellowmg measurements for each

TCP client or server:

1. No. of Connectlons This is the total- number of TCP connections to the

client or server N
- 2. . TCP Data Bytes: This shows the total number of data bytes carried by all

the TCP connections. '

3. TCP 'goodpﬁt (Bytes/sec): This shows the TCP payload throughput
(application throughput) or TCP goodput. That is, the total number of

- application bytes divided by time it takes to send these bytes averaged over

the number of connections. ' '

4. TCP throughput (Bytes/sec): This shows the total number of bytes carried
in the TCP connections divided by time (TCP flow rate).

5. Avg RTT" This shows the average Round Tr.ip:Time.between the client and

server over the number of connections.

6. Avg Response: This shows the average response time from the server to

the client.
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7. Retransmit %: This shows the percentage of TCP bytes which were

retransmitted (due to congestion, loss, or delay, or any other reason).

The TCP performance tables may be customized to add other metrics or delete

existing metrics via the user interface.

Selecting the http hyperlink in Fig. 16 results in the display of statistics for web
traffic (http) as shown in Fig. 20. - B

An “http performance” selection may be provided, in the screen display of Fig. 20,
for example, for generating http performance tables. By clicking on the “http

- performance” hyperlink, performance tables 2102 for http are displayed as shown in Fig.

21. The whole tables frame is displayed in Fig. 21 for clarity. The display includes a

- “Troubled WWW Clients” table and a “Troubled WWW Servers” table for thé worst two

performing WWW clients and servers (TopN field value of 2).

The metrics in the http performance tables 2102 may be generated online and
displayed to the user as troubled www clients and www servers or may be fed directly to a
netwbrk management system for immediate action. These metrics can help a network
administrator to identify bad servers and connections. This information may also be used
to as the basis to notify the web server operator to buy more bandwidth or to fix his server.
Further, it can be used to notify clients that they may need more bandwidth or they may
need to choose another service provider. Accordingly, these metrics may be used to
improve the quality of service given to users and ultimately may provide further revenue
to the network administrator. For example, in the table “Troubled WWW Servers”, the
second server listed (204.162.96.10) had about 33% web aborts. This could indicate a

potential loss of 33% of the customers from this web site.

The tables frame 1610 is updated as shown in Fig. 16 to include TCP level counts
for each underlying application 1612. For example, there were 27K HTTP (web) packets
which contained 21 MegaBytes which were received during the designated time interval.

Upon selection of the UDP hypeﬂink 1240 in Fig. 12, we move up the protocol
stack and ihe display of Fig. 22 is provided to illustrate levels of UDP traffic. In the tables
frame 2210, a “UDP Level Counts” tables is displayed showing activity for each UDP
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application or UDP port. For éxample, the display md:cated that there were 453 domam
packets which contained 69 KiloBytes. - ' '

_ Note that UDP ban_dwidth usage was only about 0.32% of the total IP (see table
1223 in Fig. 12). Thus, the plots frame shows only IP traffic (RED graph) which dwarfs
the UDP traffic (in BLUE). By clicking on the “Toggle P:a.rent Display” the user can now
zoom the Y-axis only on _the UDP fraffic (this is not illustratgd) as the plot for IP (parent

plot) will be removed.

Selection of the “MBONE” button 2202 in Fig. 22 results in display of an

application layer analysis Qf MBONE (Multimedia backbone) sessions as shown in Fig."

23,

Selection of the --“View Packets” button 2204 in the buttons frame 2250 in Fig. 22
gives a dump of all packeis as shown in Fig. 24. Since the network monitor can record all
packets, all packets and their contents can be viewed. The liﬁks in the display of Fig. 24
allow a usér to flexibly filter the data streams. If the user clicks on 10.0.0:12 (2402), then
the next screen of dumps will only contain packets to and from 10.0.0.12. In that next
screen, if a user selected 10.0.0.5, then the updated display would show only packets
between 10.0.0.12 and 10.0.0.5. A user could also further qualify the dump by selecting
ports. Various options for dumping packets can be applied by selecting a type of dump

| from the selections 2404 at the top of the screen display.

Selection of the “Recommend” button 2206 in the buttons frame 2250 of Fig, 22
results in the display of real-time capacity or bandwidth recommendations for the network.
Upon detection of selection of the “Recommended” button 2206, the network monitor uses
a mathematical model to interpret the data being viewed by the user to provide
recommendations on bandwidth usage by an application (or other types of traffic) or on
setting of link/switch capacity to obtain a specific quality of service. Several such
statistics 2502 are shown in Fig. 25. A user may enter desired quality of service values
such as loss fates and maximum délays to obtain recommendations on the capacity
reqliired to support the desired quality of service for the type _o:f traffic analyzed. Figs. 25

“and 26 illustrate the recommendations which can be provided.
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Inan exemplary embodiment, the user may select a particular application and a
“busy-period” for whlch she wants to “size” the network resources for a particular quality
of service level. Appropriate subroutines in the network monitor then analyze the
particular application traffic .and. extract or estimate “model parameters”. Using the
mathematical model, and estimates of the parameters, as well as parameters of quality of
service (such as packet losé rates, network delays, frame rates, etc.) the model computes
statistics such as statistical multiplexing gains, capacity requirements, and buffer
allocations and provides the user with optimal recommendations of switch/router
configurations, network resources, or server parameters to maximize network utilization
while meeting the quality of service requirements. Such recommendations can be -
computed on a real-time basis where the statistic is updated for every packei or a set of
packets belonging to different services and feedback can be provided to network elements
along the path for each flow on optimal configurations to enable dynamic resource

allocation to meet service quality requirements.

The x-axis 2602 of the graph represents the number of users and the y-axis 2604
represents capacity in bits/second. For a desired number of users, the capacity can be read
off the chart or from a display of corresponding tabular results. Fig. 27 illustrates a -
display similar to that in Fig. 22 for the case where the Do DNS button was selected so the

IP addresses are resolved to their registered names.

Fig. 28 is a display showing statistics that are displayed upon selection of the
“Statistics” button 2208 in the buttons frame 2250 in Fig. 22. Upon selection of the

“statistics” button 2208, the network monitor cdmputes various statistics based on data

- currently being viewed by the user. Exemplary statistics include packet size dishibuﬁons,

protocol distributions, bandwidth usage per client, bandwidth usage by domain, average
response time per server, average round-trip time between server-client pair, and

performance metrics.

The present invention is not limited to a particular division of functions between
the host computer and the interface computer. The functions of the host computer and the

interface computer may be performed by a single computer. Interface with a network
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monitor according to the present invention is not limited to the user interface and may be
via the network being monitored or another communication line. =~

Although illustrated and described above with refer'en;cé' to certain specific
embodiments, the present invention is nevertheless not intended to be limited to the details
shown. Rather, various modifications may be made in the details within the scope and

range of equivalents of the claims and without departing from the spirit of the invention.
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- WHAT IS CLAIMED IS:

1. A method for collectlng and analyzing first data on a first communication line

compnsmg the steps of:

(a) receiving the first data from the first communication line;

(b) segregating the received first data into péckets;

(¢) determining a respective first characteristic of each packet;

(d) selecting packets based on their respective first characteristic;

(e) associating a respecﬁve index with each of the éelécted packets;

(f) converting each of the selected packets into a respective record including its
respective index;

(g) storing the records in a first memory;

(h) determining a fespective second characteristic of each packet;

(i) incrementing a_ﬁrst'coulnt by an amount cbrresponding to each respective
second characteristic; .' | | -

() receiving a first count duration; and |

(k) storing a separate first count in a second memory éorresp_onding to packets
received during each successive first count duraﬁon. | ' _

2. A method for nionitoring data on a first communication line comprising:

receiving the data from the first communication -line; _

extracting a plurality of packets from the received data; and

recursively generating statistics corresponding to the plurality of packets.

3. A method for collecting and analyzing first data transmitted on a first
communication line comprising the steps of: |

(a) receiving the first data from the first communication line;

(b) segregating the received first data into packets;.

(c) determining a reépective type of each packet;

(d) selecting packets based on their respective type;

(e) associating a respective index with each of the selected packets;
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(f): converting each of the selected packets into a respective record including its
respective index; g

(g) storing the records in a first memory;

(h) receiving a first duration value con‘equnding'to a first time period;

@) generatin_g at least one statistic corresponding to packets received dﬁring each
successive time period; and | | _ |

() storing the at léast one'statisti'c for each successive time period in a second
memory. o : | _
| 4, The method according to cléim 3 further comprising the step of generating

a further statistic using at least one of the stored records and the stored at least one

 statistic.

5. The method lacdording to claim 3 further compﬂsing-fhe steps of:

receiving a second duration value corresponding to a second timé p.criod longer
than the first time period; and . | | |

generatlng a further statistic correspondmg to packets recelved during the second

time period encompassing at least one first time period using at least one of the stored

. records and the stored at least one statistic. _

6. The method according to claim 3 wherein the at least one statistic includes -
at least one of a number of bits, a nuinber of bytes, a number of packets; a number of
'packefs"of a predetemﬁneci protocol, a riumber of pé,ckets of a predetermined protocol
layer, a number of packets havmg a predetermined source address, and a number of
packets having a predeterfmned destlnatlon address of a respective packet

7. _The method according to claim 3 wherein a regord includes a portion of its
respective packet plus ifs respective ihdex._ |

8. The method according to claim 3 .wher:ein the respective index of a packet
corresponds to a time when the packet was recelved

9. A method according to claim 8 ﬁlrther comprising the steps of receiving a

time signal from a global positioning satellite indicating an absolute time and generating

Thls ‘Sheet Has Been Replaced
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10. A method according to claim 3 wherein the received packets originated )
from a second communication line and each received packet includes an indication of a
respective first time when it was left the second communication line, the method further
comprising: _

determining a respective second time when each packet is received from the first
communication line; and

generating a transmission delay corresponding to each packet by subtracting its
respective second time from its respective first time.

11.  Amethod according to claim 10 wherein the transmission delay

corresponding to each packet is calculated using the equation
transmission delay = (ts1-ts2)-(link_speed /packet_length)

where tsl and ts2 are the first and second times, respectively, the link_speedis a
data rate on the first transmission line, and the packet_length is the length of each -
respective packet on the first transmission line.

12. The method according to claim 3 wherein step (a) includes receiving the
first data from the first communication line using a non-intrusive coupling to the first
communication line. _

13.  The method according to claim 3 further comprising the step of receiving
information indicating at least one of a type of packets to be selected in step (d), the first
duration value, and an identification of which statistics to generate in step (i).

14.  The method according to claim 13 wherein the information is received via
the first communication line.

15. A method according to claim 3 wherein each packet received from the first
communication line includes a respective source time stamp corresponding to a time of
transmission from a source, the method further comprising:

decoding the time of transmission from the respective source of each packet; and

generating a transmission delay corresponding to each packet by subtracting its

respective time of transmission from the current time.
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16. A method accordmg to claim 15 including the step of recexvmg the current
- time from a global p0s1t10mng satellite.

17. A method according to claim 3 wherein step (i) includes generating at least
one quality of service value for each successive time peﬁod_ corresponding to pabkets ofa
predetermined packet type received during each respective successive time period.

18. A method according to claim 17 wherein the at least one qhality of service
value indicates at least one of a round trip delay, and a retransmit rate corresponding to the
packets of the predetermined packet type received during the respective successive time
period. '

19. A method according to claim 3 wherein step (c) includes determining a

‘respective type of each packet based on at least one of a corresponding application type, a
corresponding packet content, a packet source, and a packet destination.

20. A method according to claim 3 wherein the first communication line isin a

- network including a user and:step (i) includes generating at least one user profiling statistic
for each successive time period corresponding to packets destined to or from a user which™
. are received during each respectlve successive timer period. '

_ 21. A method according to clalm 3 further comprising the step of using the
fécords stored in the first memory to generate at least one user profiling statistic foreach =~
successive time period corresponding to packets destined to or from a user which are
received during each respective successive timer period.

22. - A method according to claim 3 further comprising the step of receiving an

input from a user identifying a user statistic and step (1) includes generating the user
statistic. '

23. A method according to claim 3 further comprising the steps of:

. receiving an input from a user identifying a user statistic; and
* generating the user statistic using the at least one statistic stored in the second
memory and the records stored in the first memory.

24. A method according to claim 3 wherein the first data is transmitted on the first

communication line according to a first protocol, the method further comprising the step of

receiving deéoding parameters corresponding to the first protocol and step (a) includes
/
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receiving the first data according to the decoding parameters and step (b) includes
segregating the received first data into packets according to the decoding parameters.

25. A method according to claim 3 wherein

step (i) includes generating a separéte count for each of a plurality of packet types
corresponding to a number of packets of each respective on of the plurality of packet types
received during each respective successive time period; and the method further comprises
the step of

displaying the plurality of packet types and their corresponding statistics
accumulated over a second time period greater than the first time period in a first portion
of a display area of a display device;

26. A method according to claim 25 whérein the plurality of packet .types'are
selectable by a user and the method further comprises the steps of:

receiving a user selection of one of the packet types by a user;

displaying statistics corresponding to packets of the selected packet type received
during the second time period. | |

27. A method according to claim 25 further comprising the step of graphlcally
displaying the statistics corresponding to the plurality of packet types in aplot over the
second time period in a second portion of the display area.

28. A method according to claim 25 further comprising the step of:

generating a graphical display of the statistics corresponding to the plurality of
packet types in a plot ranging over the second time period in a second portion of the
display area, wherein the plot includes a plurality of discrete selectable time periods;

receiving a user selection of a range of the plurality of discrete selectable time
periods;

updating the graphical display to display statistics corresponding to the selected
time periods.

29. A method according to claim 3 further comprising the steps of:

1identifying packets belonging to a data stream;.

storing stream identification information as one of a separate record and a separate

field in the records corresponding to the identified packets. //
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30. A method according to claim 3 further comprising the step of recreating a data

stream using the stored records and the stored stream identification information.

31. . Amethod according to claim 3 wherein

the first communication line i ls in a network including a second communication

line,

step (e) includes determining a respective time-valuc'-correSponding to a time when

each of the selected packets was received and the respectlve mdex associated with each

selected packet includes its respectlve time value,

and step (f) includes convertmg each of the selected packets into a respective

record which includes a uniquely xden_tlﬁab]e portion of the respectxve selected packet;

and the method further comprises the steps of:

receiving second data from the second'ccmmunication line;

segregating the second data into packets;

| determining a respectlve type of each packet received from the second

communication line;

selecting packets received from the second communication line based on their

respective type;

determining a respective time when each of the selected packets received from the

second communication line was received;

associating a respective 'inde'k with each of the selected packets received from the

second communication line, the respec’tiVe index corresponding to a time when the packet

was received from the second. commumcatxon line;

convert each of selected packets received from the second communication line info

a respective record that includes a umquely ;dennﬁable portion the selected packet from

the second communication line and includes its respective index;

storing the records coxrespcnding to the selected packets received from the second

communication line in a third memory;

comparing the uniquely identifiable portions of packets in records stored in the

second memory to those in records stored in the third memory to determine which selected
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packets received from the first communication line correspond to packets received from )

the second commumc:iﬁon line to generate matched palrs of packets;
' generating a transmission delay corresponding to each matched pair of packets
using their respective indexes. .
32. The method abcording to claim 31 wherein the transmission delay for a

particular packet is calculated using the equation
transmission delay = (ts1-ts2)-(link_speed /packet_length)

where ts] and ts2 are the times of receipt of the matched packets from the first and
second transmission lines, respectively, the link_speed is a data rate on the first
transmission line, and the packet_length is the length of the matched packet on the first
transmission line, when ts1 is later than ts2, and o

where ts1 and ts2 are the times of receipt of the matched packets from the second
and first ﬁ'ansmission lines,lrespéctively,_'the link_speed is a data rate on the second '
transmission line, and the packet’ length is the length of the matched packet on the second
transmission line, when ts2 is later than tsl. - '

33. A method according to claim 32 wherein the first communication line
transmits data using a first protocol and the second communication line transmits data
using a second protocol different from the first protocol.

34. A method according to claim 31 wherein the transmission delay is
generated at a level of accuracy less than 10 microseconds.

35. A method for routing data from a first point to a second point in a
communication network including a plurality of paths between the first point and the
second point, the method comprising the steps of:

generating flow statistics based on the flow of other data on the plurality of paths
between the first point and the second point;

routing the data betwéen the first and second points based on the generated flow

statistics.

/
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- 36. A method of displaying packet properties on a dieplay device having a
_display area, the packet properties corresponding to pack_e_ts received from a first

communication line during an-interval of time, the method comprising:

(a) dlsplaymg a table hstmg the packet propertles in a first pomon of the | '
 display area; and

(b)  displaying a plot of the packet properties over the time interval in a second
portion of the display area, the plot having two axe_s, the packet properties being |

represented on one axis of the plot, and time represented on the other axis of the plot.

37.  The method 'according to claim 36 wherein the packets correspond to a
plurality of protocols at 2 protocol layer wherein step (a) includes dxsplayxng atable hstmg

each of the plurality of protocols and a corresponding number of packets.

38.  The method according to claim 37, further comprising the steps of detectmg
selection of one of the plurality of protocols and updating the table to dlsplay packet
properties corresponding to packets of the selected protocol and to dlsplay a dual plot
including the packet properties of the selected protocol and the packet propertles of all
protocols.

39. The method acCOfding to claim 36 .fur_ther comprising the step of receiving.'. '
a selection of a sub-interval of time less than the interval of time by o._rie of entry of times

in a text ficld or selection of a time intervai along the time axis of the plot.

40.  The method according to claim 39 further comprising updating at least one

of the'tables and the plots to correspond to the selected sub-interval of time.

41.  The method according to claim 36 further comprising the steps of receiving
a start time and an end time spanning a duration longer than the time interval and updating

at least one of the tables and the plots to correspond to the duration.

42.  The method according to claim 36 wherein a subset of the packets
cotrespond to a host and the method further comprises detectmg selectlon of the host and

displaying statistics corresponding to the subset of packets.
\
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43.  The method according to claim 36 wherein the packets correspond to a
plurality of protbcols and a subset of the packets correspond to one of the plurality of the
protocols and the method further comprises detecting selection of the one of the plurality
of the protocols and displaying statistics corresponding to the selected one of the plurality

of protocols.

44, A method of synchronizing host clock on a host computer with an interface

clock on a network interface card comprising the steps of:
requesting an interface clock value from the network interface card;
reading an interface clock value;

generating an adjusted interface clock value by subtracting a predeteimined service

time from the interface clock value ;
providing the adjusted interface clock value to the host computer;
reading a host clock value;
correlating the adjusted interface clock Value; with the host clock.value_.

45. A method of monitoring communications on a network having a first
communication line and a second communication line different from the first

communication line, the method comprising the steps of:

(@)  receiving a first plurality of packets from the first communication line with

a first network monitor;

(b) receiving a second plurality of packets from the second communication line

with a second network monitor; and
(c)  correlating the first plurality and the second plurality of packets.

46. The method according to claim 45 wherein step (c) includes extracting a
uniquely identifying portion of each of the first plurality and second plurality of packets
and comparing the uniquely identifying portions of the first plurality of packets to those of
the second plurality of packets to generate matched pairs of packets.

-
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47. The_methodfaccording to claim 45 wherein step (a) includes time stamping
the first plurality of packets, step (b) includes time Stamping the second plurality of
packets, and the method fm'ther comprises the step of synchromzmg the first and second

“network monitors with an. absolute clock reference.

48.  The method according to claim 47 wherein the network monitors are
synchronized by receiving a time signal from a global positioning satellite.

49, A system for 'monitdring communication on a network inclﬁding a first
communication line and a second communication line, the system comprising:

a first network monitor having a first clock"and 'coupled to the first communication
line for receiving first data'ffom the first communication line; '

a second network monitor having a second clock and coupfed to the second

communication line for receiving second data from the second communication line;
synchronizing means for synchronizing the first clock with the second clock.

- 50. A system according to claim 49 wherein the first clock and the second

clock are synchromzed within one microsecond of each other.

51. . A system according to claim 49 wherem the synchronizing means

comprises:

a receiver associated with the first network monitor for receiving a time signal

from a common clock reference; and

a receiver associated with the second network monitor for receiving a time signal -

from the common clock reference.

52. A system according to claim 51 wherein the common clock reference is a

global positioning satellite system.
53. A method for billing a userofa communicaﬁon network comprising steps

of:

determining a quality of service metric corresponding to the user’s use of the

communication network; .
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billing the user based on the determined quality of service.

54. A method of transmitting data onto a communication line cbmpriéing the

steps of:
associating a time with the data;

generating a packet including a plurality of fields, wherein at least one field

corresponds to the associated time and at least one field corresponds to the data;
transmitting the packet onto the communication line.
55.  An apparatus for transmifting data onto a communication line comprising: -
a clock for providing a time value;

an encoder for encoding a packet including a plurality of fields, wherein at least

one field corresponds to the time value and at least one field corresponds to the data;
a transmitter for providing the packet to a communication line.

56. A system for monitoﬁﬁg:a computer network over an inter_val of time, in
which data packets travel across network pathé during such time interval, the system
'compris:ing:' | |

means for recording the packets substantially cohtihuously during the time interval;

means for extracting packet properties from the recorded packets at multiple,
successive sampling times during said time interval, the time from the beginning of the
time interval to successive sampling times defining subintervals of time during which the
network has been monitored, the subintervals being increasingly longer as packet
properties are extracted over successive sampling times during the time interval;

means for tabulating the extracted pécket properties for the subintervals to create
statistical information; '

means for altering the recording of the packets and the extraction of packet
properties in response to user selections; _

~ means for creating, during the time interval, data corresponding to graphical
representations of the statistical information in response to the creation of the statistical

information;
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means for displaying said graphic'aI représentations inresponse to the creation of ~
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said graphical representations.

57.  The system of claim 56, wherein the recording means includes:
means for detecting the packets travelling overa selected one of the network
paths; | |
 means for indekihg the détected packets; |
means for creating'recdfds corresponding to the paekets; and

means for storing the récords in memory.

58, The system of claim 57, wherein the detecting means includes means for |

determining packet properties and means for selecting certain ones of the data packets

traveling the network path and having a predetermined packet property.

59.  The system of claim 57, wherein the indexing means comprises means for

timestamping the data packets

~© 60.  The system of clalm 59 in which the network is monitored at two points on
the network, the system further compnsmg tlmestampmg means at the two pomts and
wherem the timestamping means comprises GPS means for synchromzmg the mdexmg of -

the data packets at the two pomts

l' 61.  The system of claim 57 further comprising a computer with a data storage
device, a network card having network card memory, and a CPU in logical _corhmunication
with the network card, and wherein the record storing means comprises:

means for storing the records on the network card memory;
means for detecting relative inactivity of the CPU; and -
means for transferring records stored on the network card memory to the data

storage device in response to detection of the relative inactivity of the CPU.

' 62.  The system of claim 61, wherein the record storing means further

comprises:

a long-term storage device having replaceable storage media loaded therein so as to

“receive data thereon, anda magazine of additional storage media operatively connected to

the long-term storage device;
| This. Sheet Has Been Replaced -
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means for detecting when the data storage device of the computer contains a
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predetermined amount of data corresponding to the recorded packets, said predetermined
amount of data corresponding to the data storage device being full;

means for transferring said data from the data storage device to the long-term
storage device in response to detecting the data storage device is full;

means for detecting when the replaceable media loaded in the long-term storage
device is full; and

means for replacing the full storage media with storage media from the magazine.

63. . The system of claim 56, wherein the displaying means includes a computer
display screen having a graphical user interface and a control program for the graphical
user interface, the control program having: |

means for displaying at least some of the packet properties over time on a graph
having two axes, the packet-lsrdperﬁes being represented on one axis of the graph, the time
being represented on the other axis of the graph; )

means for varying the timescale of the graph in response to user selection; and -

means for displaying at least some of the statistical information in at least one table
adjacent to the graph, the tables having user-selectable cells therein; and

means, responsive to selection of one of the cells, for displaying additional
statistical information corresponding to the selected cell.

64. A system for monitoring data on a first communication line comprising:

a packetizer for receiving the data from the first comunication line and extracting
a plurality of packets from the data;

means for recursively generating statistics corresponding to the plurality of
packets. ' '

65. A system according to claim 64 wherein the means for recursively
generating statistics comprises:

means for generating records corresponding to the plurality of packets;

a filter for identifying packets from the plurahty of packets received by the system

during a time period;

-
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- means for .generating first statistics'éonespohding to the plurality of packets

received by the system during the time period;

a memory for storing at least one of the plurality of packets, the records

corresponding to the plurality of packets; and the first statistics;

a packet type identifier for identifying a type of packets received from one ef the

packetizer, the record generator, and the memory;

means for generating second statistics using at least one of the first statistics and

the received packets.

66. A system accordmg to claxm 64 ﬁn'ther compnsmg a display device for

 displaying the generated statistics.

67. Asystem accordlng to claim 65 -ﬁxrther_comprising a user interface for

~ defining at least one of the first statistics, the seeond statistics, and the time period.

68. A system according to claim 65 further comprising:

a time source synchronized to an absolute time source, and

means for determining a time when each respective one of the plurality of packets

was received from the first communication line. ..

69. A system according to claim 68 Wherein_the_ time source is a receiver for

~ receiving a time signal from a global positioning satellite. -

70.  An article of manufacture comprising a computer useable medium having

computer readable program code means embodied therein for monitoring data on a first

communication line, the computer readable program code m,e_aps- in said article of

manufacture comprising computer readable program code means for causing a computer to

effect: _ _
receiving the data from the first communication line;

extracting a plurality of packets from the received data; and

recursively generating statistics corresponding to the plurality of packets.

71. A computer program product comprising a computer useable medium

having computer readable program code means embodied therein for monitoring data on a

first communication line, said computer readable program code means in said computer
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program produqt cqmp_rising computer readable program code means for causing a
computer to eﬁwt:réééiﬁng the data from the first corﬁir;ﬁnication line;
~ extracting a plurality of packets from the received data; and

recursively generating statistics corresponding to the plurality of packets.

72. A program storage device readable by machine, tangibly embodying a
program of instructions executable by the machine to perform method steps for monitoring
data on a first communication line, said xhéthod steps comprising: |

receiving the data from the first communication line;

extracting a plurality of packets from the received data; and

recursively generating statistics corresponding to the plurality of packets.

73.  An article of manufacture comprising a computer useable medium having
computer readable program code means embodied therein for displaying packet properties
on a display device having a display area, the packet properties corresponding to packets
received from a ﬁrst communication line during an interval of time, the computer readable
program code means in said article of manufacture comprising computer readable program
code means for causing a computer to effect: '

_ (a)  displaying a table listing the packet properties in a first portion of the
display area; and

(b)  displaying a plot of the packet properties over the time interval in a second
portion of the display area, the plot having two axes, the packet properties being

represented on one axis of the plot, and time represented on the other axis of the plot.

74. A computer program product comprising a computer useable medium
having computer readable prograin code means embodied therein for causing displaying
packet properties on a display device having a display area, the packet properties
corresponding to packets received from a'ﬁi’st communication line durfng an interval of
time, said computer readable program code means in said computer program product
comprising computer readable program code means for causing é computer to effect:(a)

displaying a table listing the packet properties in a first portion of the display area;

and /
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successive time period; and

®) dlsplaymg a plot of the packet propertres over the time interval in a second
portion of the display - area, the plot having two axes, the packet properties berng :

represented on one axis of the plot, and time represented on the other axis of the plot.

75. A program storage device readable by machme tanglbly embodymg a
program of i mstructlons executable by the machme to perform method steps for displaying
packet propertles ona dlsplay device havmg a dlsplay area, the packet propertles
corresponding to packets recelved from a first communication line during an mterval of
time, said method steps compnsmg

(a) dlsplaymg a table hstmg the packet propertres ina ﬁrst portion of the
dlsplay area, and

(b) drsplaymg a plot of the packet properties over the time interval in'a second
portron of the d1sp1ay area, the plot having two axes, the packet properties being

represented on one axis of the plot, and time represented on th_e other axis of the plot'-..

'76.  Anarticle of manufacture comprisirl'g'a computer useable medium having
computer readable program code means ernbodied'therein for.--collecting and analyzing
first data transmitted on a first communication line, the computer readable program code
means in said article of manufacture comprising computer readable program code means
for causing a computer to effect: :
| - (@) receiving the first data from the first communication line;

(b) segregating the received first data into packets;
B (c) determining a respective type of each packet;

_' (d). selecting packets based on their respective type;
() associating a respective index with each of the selected packets;
() converting each of the selected packets into a respectlve record including its

respective index;

(©® stonng the records ina ﬁrst memory, |
(h) receiving a first duration value corresponding to a ﬁrst tlme penod

(i) generating at least one statistic corresponding to packets received during each

/

eet Has Been Replaced

\\\l\l\\\lll\\\\\l\I\\||\



17

18

10

11

12

13

14

15

16

17

18

O
' ‘ . * c . L N s .

- PCT/US99/27969

-

() stoﬁng;_.tyg at least one statistic for each.successive time period in a second
memory. L

77. A computer program product comprising a computer useable medium
having computer readable program code means embodied therein for collecting and
analyzing first data transmitted on a first communication line, said computer readable
program code means in said computer program product comprising computer readable -
program code means for causing a computer to effect:

(a) receiving the first data from the first communication line;

(b) segregating the received first data into packets;

(c) determining a respective type of each packet;

(d) selecting packets based on their respective type;

(e) associating a respective index with each of the selected packets;

(f) converting each of the selected packets into a respective record including its -
respective index; _

(g) storing the records in a first memory;

(h) receiving a first duration value corresponding to a first time period;

(i) generating at least one statistic corresponding to packets received during each
successive time period; and |

)] storing the at least one statistic for each successive time period in a second
memory.

78. A program storage device readable by machine, tangibly embodying a
program of instructions executable by the machine to perform method steps for collecting
and analyzing first data transmitted on a first communication line, said method steps
comprising:

(a) receiving the first data from the first communication line;

(b) segregating the received first data into packets;

(c) determining a respective type of each packet;

- (d) selecting packets based on their respective type;
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(O converting each of the selected packets into a respective record including its

respective index;

(g) storing the records in a first memory;

(h) receiving a first duration value corr_esp(mding to a first time period;

(1) generating at least one statistic corresponding to packets received during each

successive time period; and

@)

memory.

storing the at least one statistic for each successive time period in a second
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