1 Bl ock Ci pher Apparatus Using Auxiliary Transformation 5 Technical Field
The present invention relates to a data transformati on apparatus, data
transformati on nethods, and storage netia in which data transfornation
nmet hods are recorded, for encryption, decryption, and data 10 diffusion in
order to protect digital information on information comunications.
Background Art Fig. 25 represents an encryption function which is used in
DES 15 described in "Gendai Ango Riron (Mddem G pher Theory)" (The
Institute of Electronics, Informati on and Communi cati on Engi neers,
publ i shed on Novenber 15, 1997, page 46). As shown in Fig. 25, eight
S-boxes are used. These eight S-boxes are nutually different tables. Each
tabl e outputs 4-bit data from®6-bit 20 input data. Fig. 26 shows
non-linear transformation function which is described in "Specification of
E2 - a 128-bit Bl ock C pher” (N ppon Telegraph and Tel ephone Corporati on,

publ i shed on Junelddk CiF8& ApparatubWsingnsEliaipMahsfohinAtiodt, each .
S-function unit consists of elght S-boxes. Conventional encryption devices

use mgl tiple S-boxes. Since sone 2 ciphers are equipped with nutually
different tables, nmenory usage is
Technical Field
The present invention relates to a data transformation apparatus,
data transformation methods, and storage media in which data
transformation methods are recorded, for encryption, decryption, and data

10 diffusion in order to protect digital information on information

communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
15 described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46).

As shown in Fig. 25, eight S-boxes are used. These eight S-boxes

are mutually different tables. Each table outputs 4-bit data from 6-bit
20 input data.

Fig. 26 shows non-linear transformation function which is
described in “Specification of E2 - a 128-bit Block Cipher” (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page
10).

25 As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



I ncreased as conpared to ones equi pped with one S-box. Since, on the other
hand, other ciphers use only one S-box, Ehe security of the cipher is
decreased. 5 As shown in Fig. 7, when a nornal data transformation unit
(FL) 250 is inserted in the encryption unit, it is required to provide an
I nverse data transformation unit (FL-'")'270 in a decryption unit to
decrypt the ciphertexts. Since, generally, the nornmal data transformation
unit (FL) 28pharid arheequipped switdtatrautualhsf diffeeénionablisi fEkicry 26008l R
mutual ly different circuits, 10 causes a problemthat the encryption unit

and the decmygpidsed asmiommavdab onek @uiiendd @ itodke SHYx. 9 W@iatd Uh the other
Furthernore, in generating extension keys, conplex operations are required

in order tchgehebtier tihedxt 8ESIANYKENS HBORNALR QOQIriBPTH! thY ciphbE'S 1S
anot her problemin casieiﬂlof gener at3|7ng t he extensi O%&Eé S thg]{lytﬁgﬁglg 1(r%'un’ner
of bits of dRYegladlja to be input as an initial value should be fixed. The

present invention ainms to provide systens in which circuits for encryption

memory Geage whi o st engis o rich KA dufida 8 RO SIRT Y £8” Can

asi ol or o et ol AhE st U SR R el PO Ride ra FPhes dlaka | on

£ anst or matr 3 GpRaRan duih B Al geSeTiErEet Aot Porcir hptiering key

g:t Z, and p%’igger, mégrger%hy,l %ﬁ‘es tnoc}'rllnealoaaga %?grrlg/fgi'linggiogf u(rjl?tt ?Fﬂ)nd25d()e%rn>&pttlilg nof
inverse data transformation unit (FL") 270 are mutually different circuits,

10  causes a problem that the encryption unit and the decryption unit cannot
provide the same configuration.

Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security.
There is another problem in case of generating the extension keys that the

15 number of bits of key data to be input as an initial value should be fixed.

The present invention aims to provide systems in which circuits for
encryption and decryption are the same, and in which circuit area, program
size and memory usage which are used for non-linear transformation

computation can be reduced, and furthermorve, the extension keys can be

20  generated using a simpler configuration.

Disclosure of the Invention
A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25  processing unit for inputting key data and performing at least one of



the data processing unit divides data to be transformed first data (L) and
second data (R) and perforns a data tragpsformation, and the data processing
unit includes: 5 a nornmal data transformation unit (FL) for transformng
the first data (L); and an inverse data transformation unit (FL-") for
transform ng the second data (R) by perform ng an inverse transformation
of a transformation by the normal data transformation unit (FL). 10 The
above dat i nitji;ncl udes a.first input port, a second input
port, a f%ﬁ@hﬁgg phfg%%?%ﬁdgﬁﬁqgggﬁbgﬁéa%htput port, the above normal data

transformation gﬁitf(tFlg_}g outputs transformed data to the first input port
of the data. pr&ERSEAPIIAPESING Y sdvidesaHata th ve teansformaed riahs fiombat i on

unit (FL"') ,transforns th data output fromthe second output port of the
data proc ?r@gj] ﬁﬁ‘&ﬁe%’di i Gurand perfermsredatatransiire athoy andat a
processing unit includes a first input port, a second 20 input port, a
first output pth‘? davriproceesivadiitiincudpsrt, the normal data transformation
unit (FL) outputs transformed data to the second input port of the data
proces&ing uni t 2 Bovanalhdaianversdodantionr anitf (Fliefdrotranefdrdifk" tHe Hapsf or ns
the data output fromthe first output port of the data processing unit and
out puts @8ta flanendrned data. 4 A data transformati on apparatus of the
present invent: on is

an inverse data transformation unit (FL?Y) for transforming the

second data (R) by performing an inverse transformation of a transformation

by the normal data transformation unit (FL).

10
The above data processing unit includes a first input port, a second
Input port, a first output port, and a second oufput port,
the above normal data transformation unit (FL) outputs transformed
data to the first input port of the data processing unit, and
15 the above inverse data transformation unit (FL') transforms the

data output from the second output port of the data processing unit and

outputs transformed data.

The above data processing unit includes a first input port, a second
20 input port, a first output port, and a second output port,
- the normal data transformation unit (FL) outputs transformed data
to the second input port of the data processing unit, and
the inverse data transformation unit (FL'Y) transforms the data
output from the first qutput port of the data processing unit and outputs

25 transformed data.



characterized by that in the having a data processing unit for inputting
key data and performing at |east one gf encryption of data and decryption
of 5 data, the data processing unit ﬁbludes a non-linear transfornmation
unit for perform ng a non-linear transfornatlon of data, the non-linear
transformation unit includes: a first transformation unit (s) for
-inputting a part of data to be 10 transforned as first partial data,
transformng the first partial data using a transformation table T, which
i nputs data, transforns a value of the data into another value and outputs

the data, and O;in tti n ransforrred data; and a second transformation unit
(s2) for inputt d#“ét‘ formahar apaalgatu% wf thhe pdasentt anent ranss or med

as second partial data, transformng the second partial data by a

t r ansf or nﬁﬁawt%%ﬁb by fhat imthe baving srlatatirecdssing writ faparmittion ey

second part, and outputting transforned data. The above first _

t r ansf or ndatorndnberfoxping patlsastavae yf draryhtion26f HaenSher 8 y%ﬁohaﬁf e Tto
output data s,(y) and outputs the data sl1l(y) as 25 data zr = (y), and the
seconcbtré&’sa‘,or mation unit (s2) inputs data Y2 to the transfor mati on table
T to output data sl (y2), performs rotational shift on s,(y2) to output

Erv% ) (sLy.))) b%gd?ﬁjgmnessm@euﬂmmxms Q%Mlﬁhr%aﬂ%ﬁnﬁ%iogl Lafe (st
processing unit further includes T
for performing a non-linear transformation of data, |
the non-linear transformation unit includes:
a first transformation unit (s,) for imputting a part of data to be
10  transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value and outputs the data, and outputting transformed data;
and
a second transformation unit (s,) for inputting at least another part
15  ofthe data to be transformed as second partial data, transforming fhe second

partial data by a transformation using the transformation table T and an

operation for second part, and outputting transformed data.

The above first transformation unit (s,) inputs data y, to the

20 transformation table T to output data s,(v,) and outputs the data s,(y,) as
data z, = s,(v)), and

the second transformation unit (s,) inputs data ¥, to the

transformation table T to output data s,(y,), performs rotational shift on

8,(v,) to output (rot (s,(y,))), and outputs the data (rot (s:(y)) as data z, = rot

25 (5,(yo))-



transformation unit (s3) and a fourth transformation unit (s4) for
respectively inputting partial data Wn'éch Is different fromthe first
partial data and the 5 second partial data as third partial data and
inputting partial data which is different fromthe first partial data, the
second partial data, and the third partial data as fourth partial data,
transformng the third partial data and the fourth partial data by the
transformation using. the transfornmation table T and an operation for
third part and an operation for fourth part, both of 10 which are different
fromthe operation for second part of the second transformation unit (s,),
and out put ti ng tIA¥nsabeved dasa a.pracessing t ramisf durthdroni-appdeat us efirihe
present invention is characterized by that in the data transformation
appar at us thansfagmatidgatunit $s;pandesfiurth trdnsfbanatioputdit Gg) keyredpbatipdlg
perform ng at | east one of encryption of data and decryption of data, the
dat a procespitttingipartinhdhtidediicla is dbfféeind fesangfeofirat h AidNdtal Shq itppUt ti ng
data to be transforned, assumng the data as an el enent of a fiel é

transf or misagoitdpastidiaddin @nthi2 panvial 96t£ hAMEAD ublinE Yt i4S da0a %I?i‘c!ﬂfike! d of
the field, and outputting transfornmed data; and an affine transformnation

unit for \defs@mnt SPAaetHIfiedt p i, th@r&ﬁbﬁg‘?E)a%ia?tdetﬁaﬁ A8 fi{é‘

former round and a |latter round of the subfie transformtion u f or

assuming_ gak@aPlahefoutth PerddANNkOLIBL A AL ufS RLAPN AT FH(21e whi ch

corresponds naturally. 6 The above sub or mati des

m y plur ﬁh%lgx;ﬂ plarti9PRGEE bPIhE AR bAh BRAL Y ThY ' Ph Ao FRLG o ABYE "9 N
T and an operation for third part and an operation for fourth part, both of
10 which are different from the operation for second part of the second

transformation unit (s,), and outputting transformed data.

A data transformation apparatus 'of the present invention is
characterized by that in the data transformation apparatus having a data
15  processing unit for inputting key data and performing at least one of
encryption of data and decryption of data,
the data processing unit includes:
a subfield transformation unit for inputting data to be transformed, |
assuming the data as an element of a field, transforming the data by an
20 1nverse element circuit using a subfield of the field, and outputting
transformed data; and
an affine transformation unit for vector space GF(2)® on GF(2),
provided at at least one of a former round and a latter round of the subfield
transformation unit, for assuming data on GF(2)" to be transformed as an

25  element of GF(2)" which corresponds naturally.



into upper 2/N-bit data X, and lower N2 bit data Xo so as to be 'X = X0 +
0 X1 5 (Xo, X : elenments of the subfield, (3 : an elenent of the field),
and obtaining data Y by respectively o%erating upper N 2-bit data Y, and
lower N/ 2-bit data Yo so as to be Y = YO+ a Y1l = 1/(X0 + 13X1) (where Y =
0, when X = 0). A data transformation apparatus of the present invention is
10 characterized by that in the data transfornati on apparatus having a data
processing unit for inputting key data and perform ng at | east one of
encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying
thé key data tdhehabeis suhfiddeganafpromition LRt heclddés oplyophasil NY2ULt

i ncludes a non-linear transformation unit having cascaded plural rounds,
each of tlepepilaemlumtzufoctequaplyt divadingxdeasKdnavike )N and avehl RiBed bits
non-linear transformation, the key generating unit includes a key shifting

unit for inpuappeg2A-bitl detatX cned MwahB/kBit dadX 20faslad Be KeD&f at egixf rom
the key data and 20 depending on the key data, perform ng a rdtational

shift by predelenshne Mobehfiall, bt SnZdendit of- hof 1,
J], kis one of 1 through in, Zk - Z :nl ?( (Zit+01fiihez%ld§:’%(;<%gga(qﬁnil§ an

Lhe B U al T ound BrTEhe gt acar oppan 202 kR b hoi NIEHED Gt

the plural rounds of the non-1inear ansformti on dat a

on whi ch Khgs ¥oLalisqpae BRIt i §v 251 per for , d ¢ the key ghifting unit
i ncl udes: a ro?atignaleshi{TOTegﬁgte%Rgﬁr Sggséyﬁ§ﬁ%§%_?BFéF%b%é]6%hift by
(Z;,+1 - Z2) bits (B bits) at one operation; and

A data transformation apparatus of the present invention is
10  characterized by that in the data transformation apparatus having a data
processing unit for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating unit for
ge.ne‘rating key data to be used by the data processing unit and supplying the
key data to the data processing unit, |
15 the data processing unit includes a non-linear transformation unit
baving cascaded plural rounds, each of the plural rounds 1mputs an extension
key and performs a non-linear transformation,
the key generating unit includes a key shifting unit for Inputting at
least one of the key data and data generated from the key data and
20  depending on the key data, performing a rotational shift by a predetermined
number of bits Z,, Z,, ..., Z_, (where each of 1, j, k is one of 1 through m, 7, — Z;
= IX(Z,, ~ Zi) = IXB (I 1s an integer, B = Z,, — 7)), and generating an
extension key for the each of the plural rounds of the non-linear
transformation unit from the key data on which the rotational shift is

25 performed, and



a controller for operating the rotational shift register 1 tine on the 5
key data, on which the rotational shift is perforned by ZI bits, to perform
the rotational shift by (zi+1- Z) bits (B bits), making the rotational
shift register to generate the key data which is performed the rotational
shift by Z;+1 bits, and operating the rotational shift register | tinme(s)
on the key data, on 10 which the rotational shift is perfornmed by Z; +1
bits, to performthe rotational shift by I X (Z;+1 - Z;) bits- (I X B
bits), and maki Hee kpe shiftimg whislinghides: register to generate the key data
which is perforned the rotational shift by Zi+2 bits. The above rotational
shift register agotagonalushifinegistepelof perorming ratatdmealhifhy (7.0 Of Zl i1 -
Zi bits (B bits) by 1 clock cycle of an operation clock supplied

oper at i ngZf et @ bitspanbnebpéiati;dgiagider . The above rotational shift CI rcuit
includes a selector for selecting one of Bl1=8 X J1 +1 (J1 = an integer

greater than 0)akihsroilRe B2 opefattng 2hd r()ﬂa?tlonaaos}ﬁﬂ; i‘é% %Hfrrl‘jlgrﬁé Prg ggdan 1,

there is no relation between J1 and J,, nanely, its as

(Zi . +15- B3y dbid,Sod BHMH sle rdtadidhal LEADSS HE lg@gl@@bgn Pafied U8 sl el esent

invention is characteri zed by that in the on a St us

having a fakfioAd] BRAEByIZNI.. ¢y rform g at

| east one of § encrypt? ’%?%Qaqlgg g}%g&%&ﬁ%% %'(gt%hoga

generati i e use t at processi ng

uni t andng)u%éyf yﬁfrt\g%}tl% Ec{eaachd]P ?IaCEﬁ % qqehg r&%le[%aaber 5@@3@‘%& s@r‘nﬁt zheg’&ﬁ:t a

processi gnit includes a non-linear transformation unit of 5 cascade
ng, 4 | ud I f f ded

pl ural rounds, each of the plural rounds inputs an extension key

operating the rotational shift register I time(s) on the key data, on
10  which the rotational shift is performed by Z,, bits, to perform the rotational
shift by IX({Z,,; — Z)) bits (I X B bits), and making the rotational shift register

to generate the key data which is performed the rotational shift by Z,,, bits.

The above rotational shift register is a circuit which performs a
156  rotational shift of Z;,, — Z, bits (B bits) by 1 clock cycle of an operation clock

supplied for operating the rotational shift register.

The above rotational shift circuit includes a selector for selecting one
of B, = 8Xd, +1 (J; = an integer greater than 0) bits and B,=8XJ, 1 (J,=
20  an Integer greater than 1, there is no relation between J, and dJs, namely, J,

*d, or J, = d,) bits as (Z,,, — Z,) bits (B bits).

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25  processing umt for inputting key data and performing at least one of



and perforns a non-linear transformation, the key generating unit includes
a key shifting unit for rotationally shifting key data by a predeterm ned
nunber of bits (B bits) successively orf generating the extension key to be
supplied to the each of the plural rounds 10 of the non-Iinear
transformation unit, and generating an extension key used, for the each of
the plural rounds of the non-linear transformation unit from key data, the
key shifting unit dges not generate the extension key by ignoring certain
dat a amon§MERE Y of daka wad%éeﬁmmro@ildzytasmmdt edkdpy gBnbiating ifmit for
successi vely, and generat es the extension key fromother remaining data. A
dat a trangPBeraiingkengpty tt bsveéd biydhprdegantrocensang init disd sepplyact ehé zed by
that in the data transformati on apparatus having a data processing unit
for input kepglakteo dht datmprqeessiopniong, at | east one of 20 encryption of data
and decryption of data, and a key generating unit for generating key data

to be used by ttie daterpmcessssinigt wilthdasd ﬁpﬁhﬁhfl&éﬂ@%ﬂf&%ﬂ%&? the
data processing unit, the key generating unit includes: a first 't key

tr ansfor medcaded tilird0foundBUEAER HFGHRI H1c8Y rHahas i ! |
transform ng therpG bit key data, and o%t put tri ng fill%@f@%%tg{t%{ipgi%‘?yorned

key data BadigR@fdenddl 4 Sondifha3 (35590 4 transformation unit for
i nputting théﬁgi st Ggrilt taransgorn%lgﬁgj% data output fromthe first Ghbit

gggoﬁurjag]l;io{ ”?'; gl%;?%ﬁ? %1&91‘&%&%3{5%{%@9%%%3 @}P Eﬂlf#l%é dat For %gt%tﬂ)lilfaqﬂ} ting
shifting key data by a predetermined number of bits (B bits) successively on
generating the extension key to be supplied to the each of the plural rounds
10  of the non-linear transformation unit, and generating an extension key used .
for the each of the plural rounds of the non-linear transformation unit from
key data,
the key shifting unit does not generate the extension key by ignoring

_certain data among the key data being rotationally shifted by B bits

15  successively, and generates the extension key from other remaining data.

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data
processing unit for inputting key data and performing at least one of

20  encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying the
key data to the data processing unit,

the key generating unit includes:

a first G-bit key transformation unit for inputting G-bit key data

25  having G bits, transforming the G-bit key data, and outputting first G-bit



the key generating unit, in case that the key generating unit inputs Gbit
key data K, inputs the Gbit key data to the first Gbit key
transformation unit to transformand out puts Gbit transforned key data K,
output fromthe first Gbit key transformation unit as Gbit key data 10
transforned, and the key generating unit, in case that the key generating
unit inputs 2Gbit key data K, generates Gbit key data fromthe 2G bit

key data K, inputg.the Ghit key data generated to the first Gbit key

t ransf or n&f?’&?ﬁgﬁﬁfea keydiqtag‘mgmgg bidpadit puts first Gbit transformed key
data K,, inputs the 15 first Gbit transforned key data K, to the second

G bit transfor mat iseepngniG-bit drandershation and dot pupstsiegotite Gilit G-bit -
transforned key data K2, concatinates the first Gbit transforned key data

K, out put trawsformed fiaysdai@ obtgutkizynt thadiret iGbipkeyntirhnafniffrs gaand
Gbit transforned key data K2 output fromthe second G bit transformation

uni t, andtroasgfotming 1RO Gbitckéy datsdand Duthutnk ¥05HQBG, %I%drbéfénﬁ&y dat a
(K,, K2). The above first Gbit key transformation unit includes: a

non- | i feaketrdansf sdat i on unit having two rounds for performng non-linear
transformation on the Gbit key data; and 25 a |ogical operation unit for

performng a | otheaby gReEatting udl, dn tasb3hhike WANSIONIRG GBI Y dat a

out put froma second round of the non- [inear transtormti nd t he

L Loy B i B G ! SR o
transformation unit to transform and outputs G-bit transformed key data K,
output from the first G-bit key transfor_mation unit as G-bit key data

10 transformed, and
the key generating u.nit, mn case that the key generating unit inputs
2G-bit key data K, generates G-bit key data from the 2G-bit key data K,
inputs the G-bit key data generated to the first G-bit key transformation unit
to transform, and outputs first G-bit transformed key data K,, inputs the
15  first G-bit transformed key data K, to the second G-bit transformation unit
to transform, and outputs second G-bit transfornied key " data K,
concatinates the first G-bit transformed key data K, output from the first G-
bit key transformation unit and the second G-bit transformed key data K,

output from the second G-bit transformation unit, and outputs a

20  concatinated result as transformed 2G-bit key data (K,, K,).

The above first G-bit key transformation unit includes:
a non-linear transformation unit having two rounds for performing
non-linear transformation on the G-bit key data; and

25 a logical operation unit for performing a logical operation of a



transformation unit for converting Qbit key data into the 2G bit key data
in case that the @bit (&Q2G key data is input. A data transformation
apparatus of the present invention is 190 characterized by that in a data
transformati on apparatus having: a data processing unit for inputting key
data and performng at |east one of encryption of data and decryption of
data; and, a key generating unit for generating key data to be used by the
data processing unit and supplying the key data to the data processing
unit, - 15%%F@stf%m¢%ﬁrgﬁ%%’ gp‘pﬂaputmst frovel adecond roondlafrtharndrsnct i on
-unit (F) _having: a key function unit for performng a |ogical operation of
data to béinearinansermdtiondutihendethed@tiit kap datd imett tnthenfiest @rbiedryer ti.ng
data to be‘transforned into other 20 data;and a P function unit for
per f or m nrandfaghetbnapdt.ati on anong pieces of .data to be transforned,
and the key function unit is placed between the S function unit and the P
function unit in the non-linear function unit (F). 25 11 A data
transformati on apparatus of the present invention is characterized by that

in a data transThenabofd REpPabahssthayi vt 2udBk? PLAGASS] ngﬁ'@iltegg?l% and

inputting key data and performng at 1east one of encryption of

dect YPLI frableflah fioA WAL QbnIBRERE AN B har:inlQinIHERH K0P kB 1/t 2 1O

be used by the data processing uni
case that the Q-bit (G<Q<2G) key data is input.

A data transformation apparatus of the present invention is
10  characterized by that in a data transformation apparatus having:
a data processing unit for inputting key data and performing at least
one of encryption of data and deeryption of data; and,
a key generating unit for generating key data to be used by the data
processing unit and supplying the key data to the data processing unit,
15 | the data transformation apparatus including a non-linear function
unit () having:
a key function unit for performing a logical operation of data to be
transformed and the key data;
an S function unit for cpnverting data to be transformed into other
20 data; and
a P function unit for performing a logical operation among. j)ieces of
data to be transformed, and
the key function unit is placed between the S function unit and the P
function unit in the non-linear function unit (F).

25



the key data to the data processing unit, the data transfornmati on apparatus
I ncluding a non-linear function wunit (F) including a key function unit for
perform ng a | ogi cal operation of datalto be 10 transfornmed and the key
data; an S function unit for converting data to be transfornmed into other
data; and a P function unit for performng a | ogical operation anong pieces
of data to be transforned, and 15 the key function unit is placed one of
before the S functjon unit and the P function unit and after the S
function unit ag’d dfaﬁé EranFesmaionniapnasateheofdiel inresentt unsentinnunst (F).
The above S function unit includes: 20 a first transformation unit (sl1l) for
i nput t i ng chapagterised buthat in he'ata tanssiormedicasappastuphayving: dat a,
transformng the first partial data using a transformation table T, which
i nputs data, tranksftaprecessirg weitdbr ihiputiang key miavca amat pafornainseat RAS:
outputs the data, and outputting transforned data; and 25 a second

transf or mahe@f euniyptien pf 8ata anduddcrnptish dfeRsh, anathRey pahbraitn@hirifie data
to be transformed as second partial data, transform ng the second parti al

data by afdrgnsfratingticgniatitong 4hel by @Héﬂ@ﬁ:zﬁ'@%&@sfr@ﬁﬁit-ﬁrﬂn&ﬁgﬁ&l% t
. at a

operation for the second part, and outputting transforned data

transf or melhd RBy ARPAtATMS dRfa pRRBLS jtinvention is characterized by that
in a data transfornmati on apparatus having a data

the data transformation apparatus including a non-linear function
unit (F) including:
a key function unit for performing a logical operation of data to be
10 transformed and the key data;
an S function unit for converting data to be transformed into other
data; and

a P function unit for performing a logical operation among pieces of

data to be transformed, and
15 the key function unit is placed one of before the S functioﬁ unit and
the P function unit and after the S function unit and the P function unit in

the non-linear function unit (F).

The above S function unit includes:

20 a first transformation unit (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value, and outputs the data, and outputting transformed data;

and

25 a second transformation unit (s,) for inputting at least another part



processing unit for inputting key data and perform ng at |east one of
encryption of data and decryption of dg%a, the data transfornmation
apparatus includes 10 a non-linear function unit (F) including a P function
unit which perforns a |ogical operation anong pieces of data to be
transforned, and the P function unit inputs eight pieces of 4n-bit data (n
Is an integer greater than 1) z, z,, ..., z, and includes: a circuit for
performn n ration of at least two of the four 15 pieces of data
z,, 22, zgﬁ%ﬁgga g@ﬁ%#wwgolwd apeeeandopartealidatautramsioiming the sycond
perform ng an XOR operation of at |east two of the four pieces of data z,,
76, Z71 zbar@abuasa byia-tshnsiopeaticionsingsthe ttansfarmationi tatlerT pewf gani nNg
an XOR operation of U and U, to obtain 4n- bit operation result U, 20 a
r ot at i onabpetratean forfidve speohd pari)gnal ewtipaittiogairafiokinedndats, and a circuit
for performng an XOR operation of output fromthe rotational circuit and
U to obtain 4n-bit operation result U4, and the data transformation
apparatus divides U and U, into four pieces of data, respectively, and

out puts ei ght pAeckfaofirandfodm8abA Zppardtus of theZ pResén ]i%vé‘ngl@%ai .
transformati on nethod of the present invention is cCharacterized by that in

a_dat a " aneldet ekl OyTBNOSh 0SB A HhLRGnAIH AppRLIRES T PLOgEsS 1o

i nputting key data and performng at | east one o encryption 4 and

flreg "ypt :’ On@a&%ﬁ?g’tg??irng% the idphiRE OkEP i BLACHERrnhdes: 48L& (QPSs
encryption of data and decryption of data, the data transformation
apparatus includes
10 a non-linear function unit (F) including a P function .unit which
performs a logical operation among pieces of data to be transformed, and
the P function unit inputs eight pieces of 4n-bit data (n is an integer
greater than 1) z,, z,, ..., z; and i#clu&és:
a circuit for performing an XOR operation of at least two of the four
15  pieces of data z,, z,, z,, z, to obtain 4n-bit operation result U;;
a circuit for performing an XOR operation of at least two of the four
pieces of data z;, z, z;, 24 to obtain 4n-bit operation result U,;
a circuit for performing an XOR operation of U, and U, to obtain 4n-
bit operation result U;;
20 a rotational circuit for performing a rotational shift on U,; and
a circuit for performing an XOR operation of output from the
rotational circuit and U, to obtain 4n-bit operation result U,, and
the data transformation apparatus divides U, and U, into four pieces

of data, respectively, and outputs eight pieces of n-bit data Z), Zgy ey Ty

25



data (L) and second data (R) and perforns data transformation, and the data
processi ng process includes: a normal dagBa transformation process (FL) for
transformng the first data (L); and 10 an inverse data transfornation
process (FL-1) for transform ng the second data (R) by perform ng an

i nverse transformation of a transformation of the normal data
transformati on process (FL). A data transfornmation nethod of the present

invention is 15Ahasect efddéstnobtishatméthod Gt aher apsdRniBlixob,#1BL hqd for
executing a data processing process for inputting key data and perform ng

at | east ogRaPicteSREA YR {10 192 datf tANSEANO RferHa %@t&echﬁ%gd?tgr%ta

processi ng process includes a non-linear transtornmation proces

e PpRoSRB Bk BESKLTSAL OB Py LA M 0BT o,

transformation process iInc rans ma

i nputting Qﬁﬁ'}t' . nsf d as first partial data,
transform glgl t euﬁ?s?ﬁ%aél?(%gigmgg’?%nuosf?%ga transformation table T, which
i nputs gdata, trapsfaqr a value of the,data ,into anqther, val ue and out puts
the et 2 and ool apPE g R Ret AR08 daft hBE TH AR b aied info Tt P

t ransf or mati pn rociss &%{iﬁfo&in utting at | east another part of data to
be transfo ARG BT te; &) 2pgk performs daty thanstoyaatiogeandd parti al

data by transforﬂge':]i on usi ng the transformation table T and an operation
for second part, “Hhd2RPTHGEETIRY PreeassABrvEgsdata. 5

a normal data transformation process (FL) for transforming the first

data (1L); and
10 an inverse data transformation process (FL') for transforming the
second data (R) by performing an inverse transformation of a transformation

of the normal data transformation process (FL).

A data transformation method of the present invention is

15 characterized by that in a data transformation method for executing a data

processing process for inputting key data and performing at least one of
anryption of data and decryption of data,

the data processing process includes a non-linear transformation
process for performing a non-linear transformation of data,

20 the non-linear transformation process includes:

a first transformation process (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value and outputs the data, and outputting transformed data;

25 and



A data'transformati on nethod of the present invention is characterized by
that in a data transfornmati on net hod fﬁr executing a data processing
process for inputting key data and per 3r m ng at | east one of encryption
of data and decryption of data, the data processing process 10 includes: a
subfield transformation process for inputting data to be transforned,
assum ng the data as an elenent of a field, transformng the data by an

i nverse el enent circuit usi a subfield of the field, and outputting
transformed dat & SeARd {2 ?fag‘i“fii“ﬁél PFRG986 denalor omppttingsat emst \eamtther space
G-(2) on GFéZ), provided at at |east one of a former round and a |atter
round of PRE Sfislata tp beriansslormed es seronds partask datagtatsforan (R " t o
be transforned as an elenent of GF(2)" which corresponds naturally. 20 A
dat a tran8¢wnsepidialmathdy vhnsfenmtese msing vhatianformatbarasleTizaf by
that in a data transformati on nmethod for executing a data processing
process fan gperdbomifngseabnd past, aankboafp @iy ptaneforefeddahs and  decryption
of data, and a key generating process for generating key data to be used
by thed data processing process and supplying the key data to the 25 data
processi ng process, 15 the data processing process includes a non-Ilinear

transformati on Aprdaees Iraaybieatidsc agReahed ural thguflﬁgseﬁﬁc{h‘%%lﬁo(@fn&' ur al

rounds inputs an extension key and perforns a non near tr i on,

T
processing process for inputting key data and performing at least one of
encryption of data and decryption of data, the data processing process

10 1ncludes:

a subfield transformation process for inputting data to be
transformed, assuming the data as an element of a field, transforming the
data by an inverse element circuit using a subfield of the field, and
outputting transformed data; and _

15 an affine transformation process for vector space GF(2)" on GF(2),
provided at at least one of a former round and a latter round of the subfield

transformation unit for assuming data on GF(2)" to be transformed as an

element of GF(2)" which corresponds naturally.

20 A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
processing process for performing at least one of encryption of data and
d_ecryption of data, and a key generating process for generating key data to
be used by the data processing process and supplying the key data to the

25  data processing process,



key data and depending on the key data, performing a rotational shift by a
predeter m ned nunber of bits z1, z2, ..., ZZ" (where each of i, j, k is one
of 1 through m 2zk - 7-1 =1 x (7-1+115 Z) =1 X B (|l is an integer, B =
Zi+l - Zl')), and generating an extension key for the each of the plural
round of the non-linear 10 transformation process fromthe key data on
which the rotational shift is perfornmed, and the key shifting process
includes: a rotational shifting process; and a control process for

operating the rt?xba&éw’%b(%é'sﬁi RFoBERC BRduded 'dT?lonlﬁné’a{} hhcﬁ} ﬁ on
whi ch the rotational ift is perfornmed by Z| bItS erformt

rot at i onahroeRid th. £ t

shifti ngaﬂ;))rr ocess a?glégg:abhéé%(%ee ;p%ultyd I%ugl%t Eg'}lﬁagfrr?e t hierﬂirqot ati onal

Shift by £h ehidiision 1@)4RPBLAbIAg Lh6n! :ﬂ@&l@@%foﬁ&a@ng process | tinmes

on the Kkey data, on e rotation shi I'S ormed by Zi +1 bits,

;ﬁdpﬁ;];(?[lgq tzﬁettrﬁgt g’% %élféﬁhﬁ%] F%%é%'r (Igr(l:&e(hsls ;&gie{rri l?lmfieéigésgaﬂ[%;ta%l ch
t ranst.or i on
ot hod o3P ﬁ%“é Pl R rined e Sftodte I o e
t ransf or H A ecu I’OCGSSI or
o Bl R R e Rl 5RO it
P P Rtk g e el ol
o ba’ us By uRisd Pt B bR i dac ot MBS EAGH ABE )t Roskalr 9 o
t he dat aat?xrwgﬁs' ngﬁg[ﬁcefxtzhll% E?S?BD qu%%s{r?t rocesiul Eczld des a

non-1i ne

generating an extension key for the each of the plural round of the non-linear
10 transformation process from the key data on which the rotational shift is
performed, and
the key shifting process includes:
a rotational shifting process; and
a control process for operating the rotational shifting process 1 time
15 on the key data, on which the rotational shift is performed by Z: bits, to
perform the rotational shift by (Zi.1 — i) bits (B bits), making the rotational
shifting process to generate the key data which is performed the rotational
shift by Zi.1 bits, and operating the rotational shifting process I times on the
key data, on which the rotational shift is performed by Zu. bits, to perform
20 the rotational shift by I X{Z.1 — Zj) bits (I X B bits), and making the rotational
shifting process to generate the key data which is performed the rotational
shift by Zi.» bits.

A data transformation method of the present invention is

25  characterized by that in a data transformation method for executing a data



havi ng cascaded plural rounds, each of the plural rounds inputs an
extension key and perforns a non-Iineaf transformati on, the key generating
process includes a key shifting process‘%or rotationally shifting key data
by a predeterm ned nunber of bits (B bits) 10 successively on generating
the extension key to be supplied to the each of the plural rounds of the
non-1linear transformation process, and generating an extension key used
for the. each of the glur&} rounds o% t he non-linear transformation
process f rifPrRE =ATECE5E 19 PRtngn&eY ydathi ard erioraningyatHpast ngeprfocess
does not generat.e t?ﬁ@extension key by 15 ignoring certain data anong the
key data B3ICEEPHeR &t dabapnd demypimmf datsl pad & key eesevaliyg modegefoer at es
t he extension key fromother remaining data. A data transformation nethod
of the pr&saaraiing&ayidaiaite beckreddry thé deth pyodebsingi proseghadmd tsﬁpflliﬁﬁgmit ion
met hod for executing a data 20 processing process for inputting key data
and per f orthe kgyatath dashe dlaga pirocemsinrg/ptioess,0f data and decryption of data,
and a key generating process for generating key data to be used by the

data pbocessi ngthe aaspeordssingppyddegs inRBudedy adaba iR al Mg 293FR R4Q5ESS NY
process, the key generating process includes: 25 a first Gbit key

transf or miaviig paseadssd pleralironyis, ehG@tihe MEYadhAds Zrag‘gé@ 49 e?t&is%ién
It st or ned

transformng the Gbit key data, and outputting first tran

key data }k@ﬁidiﬁl}@l%ltlﬁé a&ﬂﬂa-ﬁné&ﬁ%sﬁsﬁﬁéﬁgﬁansmr mation process for
inputting the first Gbit transforned key data output fromthe first Gbit

o ot 1oL LT P DRSSt RS AT, T S

rotationally shifting key data by a predetermined number of bits (B bits)

10 successively on generating the extension key to be supplied to the each of the

plural rounds of the non-linear transformation process, and generating an

extension key used for the each of the plural rounds of the non;linear
transformation process from key data being rotationally shifted,

the key shifting process does not generate the extension key by

15 ignoring certain data among the key data being rotationally shifted by B bits

successively, and generates the extension key from other remaining data.

- A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
20 processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating process for
generating key data to be used by the data processing process and supplying

the key data to the data processing process,

the key generating process includes:

25 a first G-bit key transformation process for inputting G-bit key data



key data, and the key generating process, when the key generating process

I nputs G bit key data K, inputs the Gbit key data Kto the first Gbit
key transformation process, transforig the Gbit key data K, and outputs G
10 bit transfornmed key data Kl output fromthe first Gbit key
transformation process as Gbit key data transforned, and the key
generating process, when the key generating process inputs 2Gbit key data
K, generates G bit key data fromthe 2G bit key data K, inputs the Ghbit
key data I%Hﬁgatﬁ%ﬁté,ocﬂﬁ@foﬁﬁﬁ% the O Ihik Rey { dABS fa%%ﬁt]ﬁﬂﬁ}%(i FRCESHitL O

transform and outputs the first Gbit trahsfornmed key ‘data I nputs the

first G hirhnsfoRprldok&pdattetatinled Htd; @rddie second G bit  transformation

process to transform’and out puts second G bit transformed key data K2,

concat enat es t hesbédrid (Gb frasfiehaice SridsIfirtirfutBngPde fif@n-tige first

G bit key transformation unit and the second Gbit transSformed 20 key data

K2 out puttrihsoiinbe 1gcaid &rt?’iﬂ: flon@ ¢ Gi-SBGLs0 ldé?iﬂ‘ans'a‘&Qn%ﬂ Scedd,
concatenated result as transtormed 2G bit key data (Ki, K2). dat a

t r ansgor nehheforitehf Qle G-Hib Rep g Nand Mapiitangi secoffian ant eFdragehyqt hat in
a data transformation nethod for executing a data 25 processing process for

| nput ti ngkdyedadqtamdand perform ng at | east one of 18 encryption of data and
decryption of data, and a key generating process for generating key data

to be used by tthe kgt gerpratiegirogesy, ogless the key Gesiptling Rocddacinkeisdata to
the data processing process, the data transformati on nethod including a

non- | i neak-Yitinkdyt elatar B gapufs) tHenG-biti d@gySdatkay toutibé i SrstpPGOBRS ke Or
perform ng a | ogical operation of data to be
transformation process, transforms the G-bit key data K, and outputs G-
10  bit transformed key data Kj output from the first G-bit key transformation
process as G-bit key data transformed, and
the key generating process, when the key generating process inputs
2G-bit key data K, generates G-bit key data from the 2G-bit key data K,
inputs the G-bit key data generated to the first G-bit key transformation
15 process to transform and outputs the first G-bit transformed key data Kj,
inputs the first G-bit transformed key data K; to the second G-bit
transformation process to transform and outputs second G-bit transformed
key data Kz, concatenates the first G-bit transformed key data K; output from
the first G-bit key transformation unit and the second G-bit transformed

20 key data Ko output from the second G-bit transformation unit, and outputs

a concatenated result as transformed 2G-bit key data (Ki, Ko).

A data transformation method of the present invention is -
characterized by that in a data transformation method for executing a data

25 processing process for inputting key data and performing at least one of



transforned and the key data; an S function process for converting data to
be transfornmed into other data; and a P function process for performng a
| ogi cal operation anong pieces 10 of ddta to be transformed, and the key
function process is placed between the S function process and the P
function process in the non-linear function process (F)_ A data .
transformati on nethod of the present invention is 15 characterized by that
in a data transformation nmethod for executing a data processing process for
i nput t i ng eREYYIIHIROhAatpantglesryition of slada, anéd aokey geveyatingprotessafoa and
decryption of data, and a key generating process for generating key data
to be usedebyrasheg Hay dapa bebsgised hyr theedstaapbessgipkyirogessthred kayplaha to
the data processing process, the data transformati on nmethod 20 including a

non- | i neathé kegtdada tprthe dasa pirdpcdsaitigiprocask aheldinattr oRsPreceich f¥thod
performng a | ogical operation of data to be transforned and the key dat a;

an S funcﬁﬂlciﬁdﬁ:rgoaQ@ﬁ—lﬁ@éaxcﬂﬁl‘éﬁbhim@cé@é@‘Rtiﬁleﬂiﬁg:anSfOrm?d into other
data; and 25 a P function process for performng a | ogical operation anong

pi eces; 19 of dah kel FuBetibhPPeEATEE pePRENEAE 2N ic%ﬁgﬁ%f#bePBPaﬁﬁa—Fosﬁei S

pl aced one of before the S function process an unction process and

after theyQfieldPInl"RESSS £id; the P function process in the non-linear
function process (F). 5 ’

an S function process for converting data to be transformed into other
data; and
a P function process for performing a logical operation among pieces
10 of data to be transformed, and
the key function process is placed between the S function process and

the P function process in the non-linear function process (F).

A data transformation method of the present invention is
15  characterized by that in a data transformation method for executing a da£a
processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating process for
generating key data to be used by the data processing process and supplying
the key data to the data processing process, the data transformation method
20 1ncluding a non-linear function process (F) having:
a key function process for performing a logical operation of data to be
transformed and the key data;
an S function process for converting data to be transformed into other
data; and

25 a P function process for performing a logical operation among pieces



A data transformati on apparatus of the present invention is characterized
by that in a data transformati on apparatus having a data processing unit

for inputting key data and perform ng | east one of encryption of data
and decryption' of data, 10 the data processing unit includes: first
i nput port; second input port; first output port; second output port;

15 a non-linear transformation unit for perform ng data encryption and data
decryption_ uysing sane algorithm_a first input normal data transfornmation
unit for Pfaﬁ%ﬁ b Fgngfarmed, gt to the first input port; and a second

out put inverse data transformation unit for inputting data 20 output from
the second out pthe key furshidngerobessisglaaad ioneef befort thasS Hrrmmaidroprdebsa
transformation by the first input normal data transformation unit. The

above nonahdngsr Pt famstior pabéass wnilt aftee! e amaicgpgjrbmst Ball to Hirst
i nput data and second out put data becone identical and second input 20 data

and firstfinietion pxetes hegeniod dierbirfahctibn GrseRf(Fh.nput ting first input
data fromthe first input port, inputting second input data fromthe second
i nput goort, perform ng non-linear transformations on the first input data
and 5 the second input data using key data for encryption and generates

first A data transformation apparatus of the present invention is
characterized by that in a data transformation apparatus having a data
processing unit for inputting key data and performing at least one of
encryption of data and decryption of data,
10 the data processing unit includes:
a first input port;
a second Input port;
a first output port;
a second output port;
15 a non-linear transformation unit for performing data encryption and
data decryption using same algorithm;
a first input normal data transformation unit for transforming data
input to the first input port; and |
a second output inverse data transformation unit for inputting data
20 output from the second output port and performing an inverse
transformation of a transformation by the first input normal data

transformation unit.

The above non-linear transformation unit includes an algorithm that

25 first input data and second output data become identical and second input



transforned data and second transformed data, outputting the first
transforned data fromthe first output gort, out putting the second
transformed data fromthe second outpulport, inputting the first
transforned data fromthe second input port, 10 inputting the second
transforned data fromthe first input port, perform ng non-Ilinear
transformations on the first transforned data, and the second transforned
data using key data for decryption, and generates first output data and
second ougﬁtﬂ apdtfast outiput dataghechmefidesticalipuasedaf:a from the second out put
port, and 15 outputting the second output data fromthe first output port.
The above data prmuéseg mgtunptt datd fretn thefivsteisipwd Faeond i nput norymal data
transformation-unit for transformng data input to the second input port;

20 a first out pitputeierseeotidivp it duws RbABEROSo Rl inkoft doppUt ting data
output fromthe first output port and perform ng an inverse transformation

of a transfor mpédbriihg R8nIERtiaRRM IR otaliRe W@gﬁﬁgg@%‘tg it A

data transformati on apparatus of the present 1nvention | haracteri zed

Py thal | hel o8 Lipae abIRIGAR IRAPALA uby Kk 0fiB0ahe Fh AbpGesRL, UN !

for inputting key data and perform'ng a e of e

data and I I n ting unit for enerating ke
Hegisy é;P%lﬁttéﬂ %xgtggeco?ﬂdtrgngﬂm%% t?:gt%n 9 9 g Key

data to be used | _ a processing unit and supplying the key data to
function unit (Bl e Zsbh A RRRE % Phn sl elispBh data to be
transformed, an(gutputting the second transformed data from the second output port, -
inputting the first transformed data from the second input port,
10 inputting the second transformed data from the first input port,
performing non-linear transformations on the first transformed data
and the second transformed data using key data for decryption, and
generates first output data and second output data,

outputting the first output data from the second output port, and

15 outputting the second output data from the first output port.

The above data processing unit further includes:
a second input normal data transformation unit for transforming
data input to the second input port;
20 . a first output inverse data transformation unit for inputting data
output from the first output port and performing an inverse transformation

of a transformation by the second input normal data transformation unit.-

A data transformation apparatus of the present invention is

25 characterized by that in a data transformation apparatus having a data



the key generating unit processes the key data to be supplied to the
non-1linear function unit (F), supplies:ﬁ processed key data to nake an
operation with data to a part other than the non-linear function unit (F)
in 10 the data processing unit. A data transformation nmethod of the
present invention is characterized by that in a data transfornmati on net hod
for executing a data processing process of inputting key data and

per form n% at | east ane,of .15 ncrﬁ%té(i gn of data agnd _decr%ption of dat a,
and a key PISFRSSING A BB WG ey, dptd pid peaiarning ek leastiserr f t he

data processi ng.process and uppl ying the key data to the data processing
process, @ﬁ’@rﬂgﬂ&ﬁ dfaéé‘s?]h‘é B&égniﬁc@%ﬁ@esﬁlﬁl AokeY igeaaratingcunidnfopr ocess

(F) for performng a non-linear transformation of data to be transforned,
and 20 trg@n%qﬁng@?f@w@t&go be ased dypihecdateawordrsike yniadmd sopplyiagphki ed to
the non-linear function process (F), supplies a processed key data to nake
cal cul at ek@atcbtﬁdoéhpaitalta@t‘h@ssimunithe non-1inear function process (F) in
the data processing process. 25 A present invention is characterized by a
conput &r - r eadabtlee stba gagecRime dinitnifidudes ar Lo LideRF FhaHTHA Alinik %) ey
conputer performthe above data transformati on nethod, A present invention

i s char acperforminpy worplioghabtfiafoltantibg ok ataGoie @anRRNERIINLRe above
data transformati on nmethod. Brief Explanation of the Drawings Fig. 1 shows

a data transfor fed kop geRbtatiQf BRE PYRIdO8 HROKePdata 163kt AR 05 FRE T On
unit for decryption 400.
non-linear function unit (F), supplies a processed key data to make an
operation with data to a part other than the non-linear function unit (F) in

10 the data processing unit.

A data transformation method of the present invention  is
characterized by that in a data transformation method for executing a data
processing process of inputting key data and performing at least one of

15 encryption of data and decryption of data, and a key generating process of
geﬁerating key data which is used by the data processing process and
supplying the key data to the data processing process,

the data processing process includes a non-linear function process (¢)
for performing a non-linear transformation of data to be transformed, and

20 the key generating process processes the key data to be supplied to
the non-linear function process (F), supplies a processed key data to make
calculate data to a part other than the non-linear function process (F) in the

data processing process.

25 A present invention is characterized by a computer-readable storage



10 Fig. 2 shows notations. Fig. 3 shows a configuration of an encryption
unit 200 or a decryption wunit 500. Fig. 4 shows anot her configuration of
the encryption unit 200 or the decry@f on unit 500. 15 Fig. 5 shows a
configuration of a normal data transformation unit (FL) 251. Fig. 6 shows
a configuration of an inverse data transformation unit (FL-1) 271. Fig. 7
shows a part of a conventional encryption unit and a 20 conventi onal
decryption unit. Fig. 8 shows a part of the encryption unit 200 and the

decrypt i GRetiflith #R0stobir a e thenavhi®h @ﬁhgutéragéﬁeﬁmﬁ@abwet (FL)
251 and the inverse data transformation unit (FL-1) 271 which are placed
at poi nt g238 XA Aticttmiei8ed 10 shows rel ati on between the nornal data
transformation unit (FL) 251 and the inverse data "transformation unit
(FL"") 271 which are placed at point symetry. Fig. 11 shows a non-Iinear
function unit F. 5 Fig. 12 shows a configuration of an S-box first

Ly anst or at 1o #ikadeh, AN S OOSREAMAS KNS BEABLO T g o 1 0. 10
confi gur a&&rﬂﬂufgr }?erjfdr'ﬁ? Fhe LH3VE %Ewa{rfg?oﬂﬂbﬁoﬁ%ethod.

Brief Explanation of the Drawings
Fig. 1 shows a data transformation unit for encryption 100 and a
data transformation unit for decryption 400.
10 Fig. 2 shows notations.
Fig. 3 shows a configuration of an encryption unit 200 or a decryption
unit 500.
Fig. 4 shows another configuration of the encryption unit 200 or the
decryption unit 500.
15 Fig. 5 shows a configuration of a normal data transformation unit
(FL) 251.
Fig. 6 shows a configuration of an inverse data transformation unit
(FL-1) 271.
Fig. 7 shows a part of a conventional encryption unit and a
20 conventional decryption unit.
Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500.
Fig. 9 shows the normal data transformation unit (FL) 251 and the

inverse data transformation unit (FL-!) 271 which are placed at point

25  symmetry.



Fig. 15 shows a configuration of a |inear transformation unit 87. 10 Fig.
16 shows a configuration of a key generaging unit 300 or a key generating
unit 600. Fig. 17 explains operations of a bit length transformation unit
310. Fig. 18 shows a configuration of a shift register A 341. Fig. 19
shows a configuration of a control table of a shift control unit 15 345.
Fig_ 20 shows operations of the shift register A 341 and a shift register

B 342. Fig. 21 Mi | st A 341, th

ohift register B a2 San 5 RERRAE S ametal hifty Al hhta FEthe R Shator Ghtt of
th hi ft | 41.1h D 344. . Fig.. 23 sh

bet ween ¢ hé e F1L PG BetY AR, BAs iR on Pt Gl Ing! b REpoAre g
24 shows a cgr%tljter wWhich is equipped with the data transformation unit

0
for encrypPldftUEoPURY SYRIFLY-a transformation unit for 25 decryption 400.

24 Fig. 25 showsga configuration. of the encryption function of DES. Fig. 26
shows a confi gur &8 FOWha negrlinsardamctighcinig k- of 128-bit bl ock ci pher
E2. Fig. 27 shows_another exanple of S-box transformation units. 5 Fig. 28
shows a° non- | i nefigfisehavene genfieweaiiancef a1 Sebpr Spsidtransfortdediorn unitl3

t hrough fourth S-box transformation units. Fig. 29 shows another non-Iinear
function upnd gn Srbogtiechnd transdoinpation unit 14. :

Fig. 13 shows a configuration of an S-box transformation wnit 21.
Fig. 14 shows a configuration of a linear transformation unit 85.
Fig. 15 shows a configuration of a linear transformation unit 87.
10 Fig. 16 shows a configuration of a key generating unit 300 or a key
generating unit 600.
Fig. 17 explains operations of a bit length transformation unit 310.
Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit
15  345. |
Fig. 20 shows operations of the shift register A 341 and a shift
register B 342.
Fig. 21 shows correspondence between the shift register A 341, the
shift register B 342 and extension keys.
.20 Fig. 22 shows operations of the shift registers A 341 through D 344.
Fig. 23 shows correspondence between the shift registers A 341
through D 344 and extension keys.
Fig. 24 shows a computer which is equipped with the data
transformation unit for encryption 100 and the data transformation unit for

25 decryption 400.



of the key function unit 25 is noved. Fig. 30 shows another non-I|inear
function unit Fin which a location 10 »Hf the key function unit 25 is
noved. Fig. 31 shows anot her configuration of a P function unit 30. Fig.
32 shows anot her configuration of the P function unit 30. Fig. 33 shows
configurations and operations of Si through S4 of Fig. 31. 15 Fig. 34
shows a proof of non-existence of an equivalent keys. Fig. 35 shows a proof

of non-exi stence j_va keys. Fi.g. 36 shows .anot her i guration
of the encrypti or%pl En?? Sggg}soar éﬁ%w%é@ﬂ/ﬁt%r?q.?ﬁmtl%%é‘?n‘iﬂ%‘? °§g)%($g10ws
anot her configuragf.iog.of, the encryption unit. 200 oy the_ 20 decryption unit
500. Fig. 38 shos@gaggt%‘”%&n?q wAtn ef Eﬂ]ﬂ%éméln’@ﬁ%ﬁ fupction oI J@S-bit ¢ he
decryption bLini t 500. Fjg. 39 shows another configuration of the encryption
uni t~ 200 orPlPHeCPBEERti on unit 500. 25 Fig. 40 shows anot her
configuration of the encryption unit 200 or the 25 decryption unit 500.
Fig. 41 shows andtifiet’ 8BAVE gmotheexanplarf Shekymusformation20@tar t he
decryption unit 500. My. 42 shows a configuration in which the units of M.
39 and Big. 40 %1iar2S sbews pethn-Hngar Aighommnid Beificlyis ediippedfwithehe
encryption unit 200 or the
first through fourth S-box transformation units.
Fig. 29 shows another non-linear function unit F in which a location
of the key function unit 25 is moved. |
Fig. 30 shows another non-linear function unit F in which a location
10 of the key function unit 25 is moved.
Fig. 31 shows another configuration of a P function unit 30.
Fig. 32 shows another configuration of the P function unit 30.
Fig. 33 shows configurations and operations of S1 through S4 of Fig.
31.
15 Fig. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proqf of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 37 shows another configuration of the encryption unit 200 or the

20  decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500.
'Fig. 39 shows another configuration of the encryption unit 200 or the
decryption unit 500. |

25 Fig. 40 shows another configuration of the encryption unit 200 or the



decryption unit 500, which is showm in Fig. 3, using the non-Ilinear
function unit F shown in Fig. 28. Fig. 44 shows a nodified configuration of
Fig. 43 by using a non- 10 linear fun@&3 on unit F in which the the key
function unit 25 of the non-linear function unit F is renoved. Fig. 45
shows a nodified configuration of Fig. 44 by nerging the whitening
extensi on keys with the extension keys. Fig. 46 shows a nodified
configuration in which the key function 15 unit 25 is renoved fromthe
non- | i neadedrypEbhAimnit®00. F and in which an extension key k is supplied to
an XOR circurt 298, when the non-linear function unit IT is configured as

shown in Fig. 2@% Mb-srﬂ%smeﬁcaﬁﬁédﬂa%n%b%ﬁ&@]% :u?uﬁ’@d)@ Rrihe key

function unit is renoved fromthe |inear functi t 1T and I'n which

a |inear| fecreBidr ¥mef S6¢ed extension key k is supplied to the XOR circuit
298, when the€ non-linear function unit F is configured as shown in Fig.

30. Best Mbode f LE %y ﬁﬁﬁ ; I Egﬂgi . 0,nl shows
a data transfor]E‘Sl 't%n énlgt% or gqelﬁgtrlélgﬁg&n}h%(tjhgn ad;%@%a%%a_ﬁréafﬁ 'f%(r)nati on
unit for Q%c(g&f.ﬁ&' 400 in this enbodi nent, The data transformation unit
for encryption i's, for exanple, an encryption device which outputs

12001, cpher ikt A Qi ey 8 A0 T w20 T
02 e A, i PRS2 R BT
function unit F shown in Fig. 28.
Fig. 44 shows a modified configuration of Fig. 43 by using a non-
10 linear function unit F’ in which the the key function unit 25 of the non-linear
function unit F is removed.
Fig. 45 shows a modified configuration of Fig. 44 by merging the
whitening extension keys with the extension keys.
Fig. 46 shows a modified configuration in which the key function
15 unit 25 is removed from the non-linear function unit F and in which an
extension key k is supplied to an XOR circuit 298, when the non-linear
function unit F is configured as shown in Fig, 29.
Fig. 47 shows a modified configuration in which the key function unit
25 is removed from the linear function unit F and in which a linearly
20 transformed extension key k’ is supplied to the XOR circuit 298, when the

non-linear function unit F is configured as shown in Fig. 30.

Best Mode for Carrying Out the Invention
Embodiment 1.

25 Fig. 1 shows a data transformation unit for encryption 100 and a



200 and a key generating unit 300. The encryption unit 200 is a data
processing unit for encrypting plaintextsgg. The key generating unit 300
generates nultiple (n) 64-bit or 128-bit extension keys using constants Vi
10 from 128-bit, 192-bit or 256-bit input key data, and supply themto the
encryption unit 200. The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. The

decrypti on giihtiyRAMNok S aRioRAL Rt @&ﬁg@@h@%%d i Qfis %%{dgh{egﬁ. Ci phertexts.

The key generating unit 600 1s t as or simlar € above key 15
generating unit : .Sl e rypti unit 200 and the
decryption unit ggﬁi ?%E{S?ﬁé?as%(?rﬂe%%r?%(%:%d‘ffr?%?yp%ﬁgyﬂg%ﬁs’ LHF&aBHEec R Rcui t
or one progr .hough .t he encr i an Lt .200 and t he decr ign unit 500
are 11 st e ROR P RS, HBlG 28 e Pty e o dBhanattng
units 300 and ,600 c share one.circuit or pne program That is, one
circuit or I@@"’(ﬂtﬁﬁp rg@}eaﬂ?a’f@aﬁaﬂﬁfoé'ﬁ’é’r%w B?lttfgé%ﬁélf@ A9 d% Redacayp@emt for
encryption , 100 aﬂd the data transformatign unit for decryption 400. Fig. 2
shows nBanideyiceow iy ditoyhs 128bat plsinterds fom d@Brkjt inpuk eiphertexts. The

descriptions. In Fig- 3 and the subsequent figures, a left half of data is
cal | ed "I efd@ata txapsfopmatigngunit, fogencraion 10@aconsistscef 4w dutryphon datia R’ .
Furthernmore, the 27 data which are input to non-linear data transformation
units 210, 2890and3p keyagenevpding andal308d Thepencattion it 400 ér madatiat a of
the non-linear data transformation units 210, 220, 230, and 240 are called
"i nt er medi @recadging unitfor dacayming tplaidests. pUuThé rkey tgeacrating i wmeidr 30@t a
transformation units 5 210, 220, 230, and 240 are called "output data".
generates multiple (n) 64-bit or 128-bit extension keys using constants V,

10  from 128-bit, 192-bit or 256-bit input key data, and supply them to the
encryption unit 200. 'The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. The
decryption unit 500 is a data processing unit for decrypting éiphertexts.

The key generating unit 600 is the same as or similar to the above key

15  generating unit 300. Furthermore, since the encryption unit 200 and the
decryption unit 500 can run the same procedure, they can share one circuit
or oxe program, though the encryption unit 200 and the decryption unit 500
are illustrated separately in the figures. Similarly, the key generating units
300 and 600 can share one circuit or one program. That is, one circuit or

20 one program can be shared by the data transformation unit for encryption
100 and the data transformation unit for decryption 400,

Fig. 2 shows meanings of notations used for the following figures or
descriptions.

In Fig. 3 and the subsequent figures, a left half of data is calléd “left

25 data L” and a right half of data is called “right data R”. Furthermore, the



Fig.. 3 shows an exanple of the encryption unit 200 or the decryption wunit
500. Fig. 3 shows a configuration in whisggh 6-round non-|inear data
transformation unit 210, 6-round non-linear data transformation unit 220,
10 and 6-round non-linear data transformation unit 230 are cascade- The
normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL-') 271 are inserted between the 6-round non-I|inear

data transfarasihRm é%’%blhpé?j&? N fiNEa P gi%?éj%n%?nﬂ_ .t{ll(gl?' '[L’}ng ;ﬁq,r%%q, #3015

transformation unit hernor €, € nornma

unit (FL) e lnverse data trapsf.ormation unit (FL-1), 273 are

i nsert ed bﬁ%?&gt #e% %él?eo n]dipﬁ%naﬁanegﬁe d&?%lm(arlaf%stflo?ﬁrg?ef @r?“f:lrﬁp?aIZ%t%lnd
the 6-round_nons|inear data_trapsfo tio nit 23 | nsi de the 6-round
non- | i near %53?%1{0{?13%?&%? Izgh’ 22{)1 55@0@% 2:’18&4'850 dnéntermpadiatejdata”,

t ransf or mat ilgﬂ u](};tsl_é%%e provi ded, For exanple, a _non-linear data 20

t r ansf or matd%h daH # axrg utpng tsemathpymonilinesr datictiemsfamiation amitan XOR

(excl usive CR}@% circuit 290. In this way, in case of Fig. 3, 18 rounds of
non- | i Reard1¥aed0t $3thme 240 pencalied soutpat gasayi.ded in total . The non-1inear

data transformation unit 210 is equi pped with a first non-linear data
transformation uﬁg--@%%ﬁan@)@m&ad}frtbﬂ-dncmadmﬂam 2@G ot thasborypridon

unit 281. For arbitrary two pieces of input data, right input 28 data Ro
and left imputd5d@ta Lo, the former perforns the first non-linear
transformation on the left input data Lo using a first extension key k1,
out puts an XORedFigs8l sho#st hecanftnutatidat an ofvhidie 6-réwid Neh-linB8Ar data
transformation and the right input data Ro as the first left internediate
dat a transformation unit 210, 6-round non-linear data transformation unit 220,

10 and 6-round non-linear data transformation unit 230 are cascade. The
normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL') 271 are inserted between the 6-round non-linear
data transformation wunit 210 and the 6-round non-linear data
transformation unit 220. Furthermore, the normal data transformation

15 unit (FL) 253 and the inverse data transformation unit (FL'Y) 273 are
inserted between the 6-round non-linear data transformation unit 220 and
the 6-round non-linear data transformation unit 280. Inside the 6-round
non-linear data transformation unit 210, 6 rounds of non-linear data
transformation units are provided. For example, a non-linear data

20  transformation unit 280 consists of a non-linear function unit F and an XOR,
(exclusive OR) circuit 290. In this way, in case of Fig. 8, 18 rounds of non-
linear data transformation units are provided in total.

The non-linear data transformation unit 210 is equipped with a first

non-linear data transformation unit 280 and a second non-linear data

25  transformation unit 281. For arbitrary two pieces of input data, right input



5 L1, and outputs the left input data Lo as the first right internediate
data R1. The latter perforns the second non-linear transformation on the
first left internediate data Li using8a second extension key k2, outputs
an XORed result of the output data of the second non-linear transfornmation
and the first right internediate data Rl as the second left internediate
data La, and 10 outputs the first left internediate data L1 as the second
right internediate data R2. The non-linear data transformation unit 210,

in which ghe Rbradd 18RNmipuRedatadah 2 thé FoRher Prfdtind/the 230 Abhu@art he

si xth non-linear data transformation unit 2% are cascade, outputs the

final ri oihnbMrRLIRAL SHethdalR BOANGaLhe, hihgl B RETRiehe oAy Icd as the

output data after 15 transformation. Fig. ows a configuration i'n which

a nor mal gl AASRIRE | RBIU hELuERR, Bla BY S iRl ik agaber mati on

unit (FL-1) 275, and a 6- round non-linedr data transtormation unit 240 are

added to {hes@nonyphi tﬁwhgy«@g@p&ggm R 5! e fitst 1t bEBnea B Hata

transformation is pertorned roun non-TT1 near : _
LS50 L0 et o o e 8BS g A AR ¢ (PO
0 105 RSB Bl ), AR b BALA chSloORbtn i s e
date, A agENgiEhSh B e R BRSSPSR S BB
TSI RG-S S SN DR ENENE ANE AT
rotati Ona%rs% ?{éﬁt'lﬂ erlrjlqei:c{ia?eSda’llhﬁl as the second left intermediate data L,, and
10 outputs the first left intermediate data L. as the second right intermediate
data Rz. The non-linear data transformation unit 210, in which the first
non-linear data transformation unit 280 through the sixth non-linear data
transformation unit 285 are cascade, outputs the final right intermediate
data Re and the left intermediate data Le as the output data after
15 transformation.
Fig. 4 shows a configuration in which a normal data transformation
unit (FL) 255, an inverse data transformation unit (FL-1) 275, and a 6-
round non-linear data transformation unit 240 are added to the encryption
unit 200 shown in Fig. 3. In total, data transformation is performed by 24
20 rounds of non-linear data transformation units.
Fig. 5 shows the normal data transformation unit (FL) 251.
Fig. 5 shows that the normal data transformation unit {FL) 251
divides input data into two pieces of data, left input data 51 and right input
data 52, performs logical operations for the both pieces of the data, and

25  generates output data from the left output data 60 and the right output data



shifted data is XORed with the right input data 52 at an XOR circuit 56. 5
The output fromthe XOR circuit 56 becones right output data 61, and is
ORed with an extension key 57 at an ORZ8ircuit 58. Then, the ORed result
is XORed with the left input data 51 at an XOR circuit 59 to generate |eft
out put data 60. Fig. 6 shows the inverse data transformation unit (FL-")
271. 10 Fig. 6 shows that the inverse data transformation unit (FL-1) 271
divides input data into two pieces of data, left input data 71 and right

i nput  da®d. 7T hepleft tnmat daign Ghiis ddéDed ivith droextdimihoideyhEacsOANIE
data, and generates output data fromleft output data 80 and right output

data 81. Theuiti ht andphiendaha ADed CRadisWdfih rafhtfdansinrdkeysy 3aftqan OR
15 circuit 74, and then, the ORed data is XORed with the left I nput data 71

at  an XORigdularishiffed”)Then, bithe QULBH! 1eke QMa%ﬂﬁlafgﬁiﬁglﬁ#jéfit 75%.b9§\1%g95

|l eft output data 80, and is ANDed with an extension at ‘an

cirouit 7onificlf Bata SOAORLASANOSA £igRHihphb dhgl 57 0F At sk SPLKE 3R DY |

bit at al-bit left rotational shifting unit ais

XORed aui t ' 04y -7 X ' it. 79, T t f

the xR cf PeuPyd ot dld ROR SRei e tiecihes Haft bl Atp Wi &1 11O

t f ' ' | Flg. .5 t [ t

tr anaf or oo i eEpndod 189G M O el B DRen. i 0BeEr bt at i ons
h ot hey. i ngl i t Lon key, 25 the i t data X

of Fio ook i 148 angut 35S BTa RhorOR: groating do searralg o6t put

data Y of Fi t&%gb | nput data Y of Fig. 6. The relationship in which the

I nput dat%luttpgl adi't can be obtai ned

Fig. 6 shows the inverse data transformatibn unit (FL1) 271.

10 Fig. 6 shows that the inverse data transformation unit (FL'H 271
divides input data into two pieces of data, left input data 71 and right input
data 72, performs logical operations for the both pieces of the data, and

generates output data from left output dafa 80 and right output data 81.
| The right input data 72 is ORed With an extension key 73 at an OR

16 circuit 74, and then, the ORed data is XORed with the left input data 71 at
an XOR circuit 75. Then, the output from the XOR circuit 75 becomes left
output data 80, and is ANDed with an extension key 76 at an AND circuit 77.
After that, the ANDed result is left rotational shifted by 1 bit at a 1-bit left
‘rotational shifting unit 78, and the shifted data is XORed with the right

20 input data 72 at an XOR circuit 79. The output from the XOR circuit 79
becomes right output data 81.

The normal data transformation unit (FL) 251 shown in Fig. 5 and
the inverse data transformation unit (FL') 271 shown in Fig. 6 perform
opposite operations each other. Accordingly, using the same extension key,

25 the input data X of Fig. 5 can be obtained as output data X 6f Fig. 6 by



as output data fromthe other unit by making the output data fromthe one
unit be input data to the other is called a relation between nornal and 5

i nverse transformations. The normal da&Oa transformation unit (FL) 251 and
the inverse data transformation unit (FL-') 271 are circuits which realize
such rel ation between normal and inverse transformations. Both of the 1-bit
| eft rotational shifting unit 55 of Fig. 5 and the 1 -bit Ileft rotational
shifting unit 78 of Fig. 6 performleft shift, however, both can 10

execut e ripgingbifgut &atratah@mg%bbhﬁpﬂ@ammtﬁ gtgansformation unit (FL)
ns

251 and the inverse data transtormation unit (FL-T) 271 can be one of other

confi gurati ons e f@ordshi Fﬁyhﬁ)ﬁnﬁ&ﬁ%’é\&ﬁﬁhhﬂaﬁ?k@bh@ﬁnﬁ?wﬁ% BBfiREd and
i nverse transformtions. exanpl e e nunber of shifts can be changed.

Mor eover ,asdu datatfbin thd HtheRQinit @@qhakh@m@auﬁﬁtcdaﬁ%bnmﬁéﬂoﬁé “not”
operation, and/or an XOR circuit wth "not" operation can be added

Nanmel y, asnit abd apubidatsewthalethei id @ABe@fa rbRitIMNDbetWEH oM an@
operation, the OR circuit with "not" operation, and the XOR ci rCU|t W|th

"not" 5opanaemntrammxe§@me@l byhé afsinal defan traménhmbﬁ"unﬁemczﬁyel y. X
andn y : (not x) andy 20 x orny : (not x) or y x xorny : (not x) xor y

Sone receiid SrUnverse fagyirdasfonratiotoniR(BE 10271 ard circuets "whidhdrealixer
including "not". These comrands can be perfornmed at the same cost as

"and", " anich sdldtidn betwed rorghal arehiwsrse oometstmaiahs.encryption unit 201
and a conventional 31 decryption unit 501.
Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit
left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can
10  execute right shift. Furthermore, the normal data transformation unit (FL}
251 and the inverse data transformation unit (FL-1} 271 can be one of other
configurations as long as they preserve the relation between normal and
inverse transformations. For example, the number of shifts can be
changed. Moreover, an AND circuit with “not” operation, an OR circuit with
15 “not” operation, and/or an XOR circuit with “not” operation can be added.
Namely, as follows are shown definitions of the AND circuit with “not”
operation, the OR circuit with “not” operation, and the XOR circuit with
“not” operation, represented by “andn”, “orn”, and “xorn”, respectively.
xandny: {(notx) andy
20 xomy:(notxjory
xxomy: (notx} xory
Some recent CPUs are provided with commands of “and”, “or”, and
“)or” including “not”. These commands can be performed at the same cost
as “and”, “or”, and “xor”.

25 Fig. 7 shows a conventional encryption unit 201 and a conventional



The conventional encryption unit 201 is equipped wwth two nornmal data
transformation units FL. Thus, the dec&iption unit should be equipped with
two inverse data transformation units -' in order to performb5 inverse
operations. Therefore, since the encryption unit generally has a different
configuration fromthe decryption unit, the encryption unit and the
decryption unit cannot share the sane circuit. On the other hand, as shown
in Fig. 8,,in the present enbodinent, the nornmal data transformation unit
(FL) 251 &garsuiien tadarle data 10 transformation unit (FL-') 271 are

| ocated side by side in the encryption unit 200, so that the decryption
unit havi ng t he Themonyentiogal antxywtmenupir 01 ms edeupyed ivainh ther nexaap! e,
the right data Ris transforned by the normal data transformation unit
(FL) 251 datgetranefdrngeien LinitanBLt heThuef tthdatdackypiSont caftsiBeary ky the

I nverse data transformation unit (FL-') 271 to get right 15 data W In this
case, theeguieddaith thciarehe ddharasdobm atiRUthitB T he befer todat@rn 1O
the inverse data transformation unit (FL-') 271, and the left data L can

be obtai negvdipeidpRubtibng tTRerdf@d! stadatiR die HOEAR! ¢k
transformation udrlljiét (FL) 251. As dgscri bed abg%vllgﬁot he en%rypt }lgnhﬁsniat 200

and the dggfyehk Q@nﬁ%ﬁfati&pﬁéﬁptﬂ@ae(ﬁﬁpﬁ |1ﬁﬁ%,”ﬂ?{gﬁ%’rg@@ﬁntsm and ‘iheSOO can

configuration, and the encryption un 00 and t ryption uni

share theggd ek uxﬁ%%ﬁlﬁ%%%ﬁ%%gﬁeasa%ﬁwgﬁgwtat lon in which the normal data

transformati on unit , the Inverse data transformation unit
(FL-") 271 ar eoboai! Gthedln.Af s SHOWRSHYFY" 8! B8 ("5 1dsB8Rendd Enent,
the normal data transformation unit (FL) 251 and the inverse data
10  transformation unit (FL') 271 are located side by side in the encryption unit
200, so that the decryption unit having the same configuration can perform
decryption. For example, the right data R is transformed by the normal
data transformatiqn unit (FL) 251 to get left data 1/, and the left data L is
transformed by the inverse dafa transformation unit (FL*) 271 to get right
15 data R’. In this case, the right data R can be obtained by mputting the left
data L’ to the inverse data transformation unit (FL?) 271, and the left data L
can be obtained by inputting the right data R’ to the normal data
transformation unit (FL) 251.
As described above, the encryption unit 200 and the decryption unit
20 500 can be implemented by the same configuration, and the encryption unit
200 and the decryption unit 500 can share the circuit.
Fig. 9 -shows a configuration in which the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL")

271 are located at point symmetry on the non-linear data transformation

25 unit 280.



In this way, when the normal data transformation unit (FL) 251 and the

I nverse data transformation unit (FL-') 271 are |ocated at point symetry
on the non-linear data transformation3nit 280, the encryption and the
decryption can be perfornmed using the same configuration. 5 Fig. 10 shows
correspondence between the data transformation wunit (FL) and the inverse
data transformation unit (FL-') placed at point symretry. As shown in Fig.
10, in case of Fig. 3, the normal data transformation unit (FL) 251 and

the inverse datia dfaos yo'inffﬁatﬂ &k HBithal Ghtd dransforaddtic e @8§D At aRQi Nt

symmetry on the 6-round non-1linear data transformation unit 220. In Figs.

3, 4, 8, @edifversBe dd@d airhhd t{BH | gi‘lt,l('ﬂ‘ﬂl aé%% idited NYET (g-mQat

transformation unit (FL-1) can be repla wi'th eac er. Bes

ropt aced WS Oeﬁ Hsn&h%* S ﬁté%@‘%%@{%%??%% P30 the W RepFupd
encrypti %&'gﬁ{: ﬁgggg’tﬁ’%é ﬁ 61?&5&3 wﬁ} ugg&gnt ransformation

unit 210 roun I near orna on uni't 220, and the

6-rougd non- | ixg aﬁdﬂf\&@&;@%ﬁ%ﬁ@ﬁ@h&ﬁ@e RIECON ,%I{s?g adigy- | i near

dat a ransfornat onu roun non-1 1near rans ornatlon
unit 220, e 6r non- l,i ne rans t 230.

o e R L] Bkt HE VAR daE oG na AT AR ErP it ot
normal /i nverse,data transformati on unit 211 conS|sts of 25 t he 6-round
non- | i nea? Y% r ansformation unit 210, and the normal data

As shown in Fig. 10, in case of Fig. 3, the normal data
transformation unit (FL) 251 and the inverse data h'ansfonnaﬁon unit (FL-1)

10 271 are placed at point symmetry on the 6-round non-linear data
transformation unit 220,

In Figs. 3, 4, 8, and 9, the data transformation unit (FL) and the
inverse data transformation unit (FL-!) can be replaced with each other.
Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be

15 replaced with each other.

Fig. 36 shows a configuration in which the encryption unit 200
consists of the 6-round non-linear data transformation unit 210, and the
6-round non-linear data transformation unit 220, and the 6-round non-
linear data transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 consists of

25 the 6-round non-linear data transformation unit 210, and the normal data



33 transformation unit (FL) 250, and the inverse data transformation unit
(FL- 271. The normal linverse data transformation unit is a circuit that can
be used for both encryption and decrypffon. Nanely, the normallinverse data
transformation unit is one normallinverse transformation circuit in which

5 the input data to the unit can be obtained as the output data fromthe
other unit by nmaking the output data fromthe unit be the input data to the
other unit. A nornmal/inverse data transformation unit 221 al so consists of
the 6- rottansermptippamititil) 2pAnaid thetivversaataz2ansfarsation woit(®L dat a
10 transformation unit (FL) 251, and the inverse data transformation unit
(FL- 1) 278271.n Bdeinvimalimvemse datd itraesfsemdiba dirians b iyt O tWant b231
consists of the 6-round non-linear data transformation unit 230, and the

nor mal datused tfhabsfloenayptionuind debiptih3, NAthelPeHe YR58/ 9bRse data
transformation unit (FL- 15 1) 275. The encryption unit 200 is configured

by cascadirgndftasgtion aiRlid oR¥ensen SBlid ok s QRS FIRN b , and
231. And this encryption unit 200 can t()ae al so usedhglgn?ﬁie&gg(%:gl;‘g%l% uni t

500,  Desi g it datslo 19 IE oAy IRHAGkRAE] b REBIOIBLAALEARSLOEARLLQN. UNi !

20 210, the 6-round non-linear data transformation uni Tmal

dat t ' ' Ny d f ti
it (FLSRIOBTBAINRE e bubpid daBe ol thb Wik BEShBTARRE Aald PORBE RIS 510,
t he non- Iu}]ﬂfaar data transformation unit 1210 is a circuit that can be used

" for encryption and decryption. Here, a nornal/inverse data transformation

A normal/inverse data transformation unit 221 also consists of the 6-

round non-linear data transformation unit 220, and the normal data
10 transformation unit (FL) 251, and the inverse data transformation unit (FL-
h 273.

In addition, a normal/inverse data transformation unit 231 consists
of the 6-round non-linear data transformation unit 230, and the normal data
transformation unit (FL) 253, and the inverse data transformation unit (FLs

15 Y 275.

The encryption wunit 200 is configured by cascading these
normal/inverse data transformation units 211, 221, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.

Besides, if a set of the 6-round non-lineér data transformation unit

20 | 210; the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (Fir
"} 271 is assumed to be a non-linear data transformation unit 1210, the non-
linear data transformation unit 1210 is a circuit that can be used for
encryption and decryption. Here, a normalfinverse data transformation

25 umt 1211 consists of the non-linear data transformation unit 1210, the



25 unit 1211 consists of the non-linear data transformation unit 1210, the
34 normal data transformation unit (FL% 250, and the inverse data
transformation unit (FL-') 273. Furthef4 if a set of .the 6-round non-Ilinear
data transformation unit 220, the 6- round non-1inear data transformation
unit 230, and the normal 5 data transformation unit (FL) 253, and the

I nverse data transformation unit (FL-1) 273 is assuned to be a non-linear
data transformation unit 1220, a nornmal/inverse data transformation unit
1221 conshermadf date rivandformatiodatunitt (Bhsf @50nt nod uhiet iR20se t Aetanor nal
data transformation unit (FL) 251, and the inverse data transformation
unit ( FL- thafarmationhminFrdl 2ihverse data transformation units 1211 and
1221 can be used for the decryption unit. Further, if a set of the 6-round

non-linear dataFurengf of 7Bkt of thidich®undl Hoh Nehd 30 dais A siEsh tibe a
non-linear data transformation unit 2210, the non-linear data

transf or mapoOfhd!BLiouddlAoh Jir a8 datl trah B8Rk nEAbPanis 890] Qﬁfl dr B0lRal

encryption and decryption. Here, the non-linear data transformation unit

2210, 4 heqnaf MBinAabkRatibh sl @‘Lp?néﬂéoﬁg;dnn%}{ellﬁ%}sezég%aﬁﬁ sk tnc\)lﬁ e dat a

transformation unit (FL- 275 erse rans orima on unlt
T ?Va%iﬁﬁl&qaf&?? AR AL A ean Bt o7,
decr ypti ool im0 a1, PSSR AHECHn R SASSANAG JFHhE RLSROLIRIL! Nver se
transformation unit 1220, the normal data transfofmation unit (FL) 251, and
the inverse data transformation unit (FL) 275.
10 The normal/inverse data transformation units 1211 and 1-221 can be
used for the decryption unit.
Further, if a set of the 6-round non-linear data transformation units
210 ﬁhrough 230 1s assumed to be a non-linear data transformation unit 2210,
the non-linear data transformation unit 2210 is a circuit that can be used for
15  both encryption and decryption.
Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL;
1) 275 form a normal/inverse data transformation unit 2211.
The normal/inverse data transformation unit 2211 can be used for
20 the decryption unit.
As described above, the encryption unit 200 or the decryption unit
500 can be configured by cascading multiple normalfinverse data
transformation units.

Further, in the encryption unit 200 or the decryption unit 500, the

25 normal/inverse data transformation unit can be formed hierarchically by



Further, in the encryption unit 200 or the decryption unit 500, the 25
normal /i nverse data transformation unit can be formed hierarchically by 35
nesting the normal/inverse data transf8dnmation unit within the
normal /i nverse data transformation unit. Fig. 37 shows a case in which the
encryption unit 200 and the decryption unit have the sane configuration

i ncl udi ng the 6-round non- 5 linear data transformation unit 210. In Fig.
37, the 6-round non-linear data transformation unit 210 includes even
rounds of nestingi nder datmaltianater nddtaon trnidferm28Aoas shiawnwithin Leh&i gs. 3
and 4. Data Ais transforned into data X by a first input normal data

t ransf or mabi@alivdrse data tRmdatdatioh uidipput to a first input port 261, 10
the data Al input fromthe first input port 261 is output froma first

output port 26Bj@ssfallavh a chs thekhidatideBehdpbtioh am@g@mﬂg ;tjlgafgtB

port 262 is output froma second output port 264 as data

out put - ABkiERSSRANheOU! BN RO 08k 3 EARRGNNTE 0t B data Bon DY @

second out put® 1 nverse data transtormtton unit out put
fromthe {.i encryption unit 200 is input to the
secondé]i n%&%ﬁ%ggt‘;{ %Sgﬁﬁ%@gg&glﬁty%won unit 500 as the data A '. The data
B,' output from.t S ng out put .inverse data, transformation uni 79 is
i nput to the finir%{}%igh?fﬁ ﬁ@r #fa‘i%ualgt ponglinear: data, traps ﬁmlg%% ut 1l gat a
B,', and Ouf-fl{l,) t as the data,B, é&The non-lingar data transformati on unit

210 i nput Bhdesiarep Bundiiot ghpineariafrpasisroationgpitsi 450 as showmear

A, ' and qutputs the data X._ The

transformati.on unit. 210_jinputs the_ dat
second ochIbE‘fgq' ﬁ\@%é d Q[agg Ais transforme% into data A’ by a first input normal

data transformation unit 256, the data A’ is input to a first input port 261,

10  the data A’ input from the first input port 261 is output from a first output
port 263 as data A;. Further, data B input from a second input port 262 is
output from a second output port 264 as data B,. .The data B, output from
the second output port 264 is transformed into data B, by a second output
inverse data transformation unit 279.

15 The data A;’ output from the first output port 263 of the encryption
unit 200 is input to the second input port 262 of the decryption unit 500 as
the data A;’. The data B, output from the second output inverse data
transformation unit 279 1is input to the first input normal data
transformation unit 256 as the data By, and output as the data B,.

20 The non-linear data transformation unit 210 inputs the data B, and
outputs the data B. Further, the non-linear transformation unit 210 inputs
the data Al’. and outputs the data A’. The second output inverse data
transformation unit 279 inputs the data A’ and outputs the data A.

In Fig. 38, the odd-round non-linear data transformation unit 219

25 includes odd rounds of non-linear data transformation units 280.



transformation unit 279 inputs the data A' and outputs the data A In Fig.
38, the odd-round non-linear data transformation unit 219 25 include's odd
rounds of non-linear data transformatid3®n units 280. 36 Accordingly, the
data A" input fromthe first input port 261 is output from the second

out put port 264 as the data Al'. Then the data Al' is transforned by the
second output inverse data transformation unit 279, and output as the data
Al". Further, the data B input to the second input 5 port 262 is output

from the Aéc¢citiimilypttic Batd A263pasfiche tHatfdsBinpdihporad@l B ovpatfrdrhom t he
first output port 262 of the encryption wunit 200 is input to the second

I nput porthe?2@G2cohdt batpsietc mopt | D64 uas ttH0@atasAt’he Theéa Bie ddta dat dsAl "
output fromthe second output inverse data transformation unit 279 of the
encr ypt i oiragsfarg@D biysthienpetorid otiputl indese ygrtholranafarnEdbrasintin@7®gt a A, "
and input to the first input normal data transformation unit 256. In cases
of Figs. 3mdswdpeBastthe daiarddt i Barthar.t theodatanB inpat tadbeyascood input 500
have the sane configuration, performng encryption  and decryption. 15 Fig.
39 shéws ROTEAL2 1%0\4\11}41&#@1%&@&%@wtnﬁhpoﬁbﬁ@as&&@aiat@r%mf ormation unit
257 is provided_at the _second input_port 262, and the first output inverse
dat a transf or retioAtmFr otgut §r‘§P5@P(fB'§t SUPHE PPTY 462 of ths AncEppHiones3.

Fig. 40 shows case in whjch the first i nver se data

t r ansf or naRtAP Qs inBH6 1o dhe Seepad drapt tﬂlﬁ’gp f%%fzs"t’ ﬂF‘F‘pQFCWicorég{',it afa the
second Ouztiéj 'tjlgle ce)lrtgaf:lh. d%% éa{tgnﬁf,,o&gr%uito rorlfrlnii:l'tle %ggoril oﬁrtgg‘ic 91%%1’3% dtartlg
transformation unit 279 of the encryption unit 200 is input to the

10 decryption unit 500 as the data A;” and input to the first input normal
data transformation unit 256.

In cases of Figs. 37 and 38, the encryption unit 200 and the
decryption unit 500 have the same configuration, performing encryption
and decryption.

15 Fig. 39 shows a case in which the second input normal data
transformation unit 257 is provided at the second input port 262, and the
first output inverse data transformation unit 278 is provided at the first
output port 263.

Fig. 40 shows a case in which the first input inverse data

20 transformation unit 276 is provided at the first input port 261, and the
second output normal data transformation unit 259 is provided at the
second output port 264.

Fig. 41 shows a case in which the normal/inverse data
transformation units 256, 258 are provided at the left input/output ports

25 261, 263, and the inverse data transformation units 277, 279 are provided

at the right input/output ports 262, 264.



second out put port 264. Fig. 41 shows a case in which the normal/inverse
data transformation units 256, 258 are provided at the |left i nput/output
ports 25 261, 263, and the inverse dat7a transformati on units 277, 279 are
provided at the right input/output ports 262, 264. 37 Fig. 42 shows a case
in which Figs. 39 and 40 are conbi ned. Another case can be inplenmented by
conbining Figs. 37 and 39, which is not shown in the figure. Further, Figs.
38 and 39 can be conbined. Further, the 6-round (even-round) non-linear

data 5 transfonpibahowd 4 cA40 s WhibR Hig! 35 addwid Ard Renfddad ound _
non-linear data transformation unit 219 Tn Figs. 37, 39 through 42, which

are not shown 4 ' hel ' &%Eﬁ § h

encryption uni tmq%%?t%desg&geﬁy& %ﬁﬁﬁﬁt@rga@ gbbgmllrrp e%ggg%dsﬁ%l%i?)s’ane
confi gur ag .10 ' ' 11 a f gu i a

non-1 i neg‘;rv uncl%i%n u?l)l?)tk&ﬁq%f glil%gig’g"}lrce)h- I%ﬁ%r’dgggﬁt ?gnéﬁorﬁgt |'C}'f3rn1 Bﬁi t 280.
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and the decryption unit can be implemented by the same configuration.

10 Embodiment 2.
Fig. 11 shows a configuration of a non-linear function unit F of the
non-linear data transformation unit 280.
The non-linear function unit F inputs F function input data 10,
performs non-linear transformation, and outputs F function output data
15 40. The F function input data 10 having 64 bits is divided into eight pieces
of data, and processed in the unit of 8 bits. Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed non-linear transformation using
substitution at an S function unit 20. Then, at a P function unit 30, two
20 pieces of 8-bit data are XORed by sixteen XOR circuits 815, and the 64-bit
F function output data 40 is output. In the S function unit 20, four S-box
first transformation units 13 and four S-box second transformation umnits
14 are provided.
Fig. 12 shows an implementation example of the S-box first

25 transformation unit 13 and the S-box second transformation unit 14.



F function output data 40 is output. In the S function unit 20, four S-box
first transformation units 13 and four S-box second transformation units

14 are provided. Fig. 12 shows an inpl 8fentati on exanple of the S-box first
25 transformation unit 13 and the S-box second transformation unit 14. 38
Inside the S-box first transformation unit 13, a transformation table T is
provi ded. The transformation table T previously stores values of 0 through
255 arbitrarily_(at random corresponding to values of O through 255. The
transformati on tagde theiSpox firotatnsesioimgtiohnmiyh3255r andonmtpishstable 5

val ue (value of 0 through 255) corresponding to each value. For exanple,
when 1 ish apprevided. t Thestfransfirooationiadld Tyrevioasl. stbes tvansd @@t i on
table T performs non-linear transformation determ ned under consideration

of securi throuwghge5t atisickdrily (af rdtdorh) beireOPon EinBith §6 it tHiBlighld}s
maxi mum differential probability is sufficiently small or not, "and so on.

10 The S- The tsaeefentrast0eat i ' ' t ; '
transformation unit 13 and a 1- b%%ﬁ%luggtogpﬂmm‘glﬁé}sl%t%1%)%)&#1{1{8;?19(i nth

figures *gakie GlalicSEH tiRORUR 40 LRELad OIBhL A Uach Sl b, 300y, Shows

1 bit). The 1-bit left rotational ting tnit performs I'e _
i T e e g R S
I NN ] S A A B
an ot rectt ol b pRiEIPE0E BB 1 R 0 netnbi octmem |
transfor ngltfj?eggntial probability is sufficiently small or not, and so on.

10 The S—box second transformation unit 14 includes the S-box first
transformation unit 18 and a 1-bit left rotational shifting unit 22 (in the
figure, “<<<” of “<<<1” shows the left rotational left shift and “1” shows 1 bit).
The 1-bit left rotational shifting unit 22 performs left rotational shift by 1 bit
to an output from the S-box ﬁrst transformation unit 13. For example,

15 when 1 is input, the S-box first transformation unit 13 outputs 7, and 1-bit
left rotational shifting unit 22 outputs 14.

If the S-box first transformation unit 13 and the S-box second
transformation unit 14 are configured as shown in Fig. 12, one can obtain an
- effect, which is similar to the case in which two kinds of the transformation

20 tables T are provided, though it is not. required to have two kinds o.f
transformation tables T. By including only one transformation table T, the
memory usage required for storing the transformation table T can be
decreased, and the circuit scale can be reduced.

Further, as shown in Fig. 27, by providing a 1-bit right rotational

25  shifting unit (">>>1" of the S-box third transformation unit 15 in Fig. 27) as



20 tables T are provided, though it is not required to have two ki nds of
transformation tables T. By including only one transformation table T, the
menory usage required for storing the.3%ransformation table T can be
decreased, and the circuit scale can be reduced. Further, as shown in Fig.
27, by providing a 1-bit right rotational 25 shifting unit ("5>>1" of the
S-box third transformation unit 15 in Fig. 27) as 39 well as, or, instead
of the 1-bit left rotational shifting unit 22, a simlar effect can be
obt ai ned welhagageinisteaghiicihesl - Hltfléﬁrmmatlbnahsﬁlﬁmﬁgtumt\ 2RpdlstmTak sffebgir t her
provided. In another way, it is also possible to transforminput data vy

usi ng t hecandssbbtained ao 4 ake if ahich = difféiong ﬁr'&@sfd}ﬁ}&uéiﬂttﬁblé yid he
1-bit 5 left rotational shifting unit ("<<<1" of the S-box fourth

transf or magitBer ghdvided6 IrhafbtherAdy, B féva\lg@ o5&b1d bSriatRrnf &P dadd 9- 27
shows cases of s(y), s(y)<<<Il, s(y)>>>1, s(y<<<l), but cases E(y>>>|)

s(y<<<l1) <§ thing She/ ﬁ*ﬁﬁ%fﬁﬁ?a]twﬁ feﬂﬂg Tlaff&gémfﬁ&&ﬁ%]l}lﬁﬁf gia?%{ ﬁép? %1% Lobit,

applicable. By making the shifted anount SOMne

Case that CRLETHEHE SRS il QAo PIOE fnd S Bl ekl Bfpdipeea® wﬁéﬂbﬁl s
i 111 ng, T aA8CEf g0 %%?n% s dpets %“pi‘hgﬁ‘ﬁ?n%“ Pl HE, ¢ he
Iy RS R el s B
nunber of bits t| co obtain a simlar effect
to provi d?&<<§’1?>f <<<§ &%F@g? Pgar% sorRpidicakles (Biaalsngunit 20
ligl Qﬂosmheﬁl{{aogggtedggéown?t Ethr1g léggaetfrggsr gcérﬁngg Sgo%te,{{a?é Itgnpel_{c?él:[ni fz}lg)’ce_‘rl4 L
10  than cases of shifting by 3 bits or 5 bits in case that CPUs, etc. have only 1-
bit shift command. Further, when this shifting process is performed by
hardware which performs only 1-bit shifting, it sometimes becomes possible
to perform faster. Further, the shifting is not limited to performed by 1 bit,
| ‘but an arbitrary number of bits such as 2 bits, 3 bits can be used. By
15  shifting by an arbitrary number of bits, it sometimes becomes possible to
obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27. |
Anothgr configuration of the P function unit 30 1s shown in Fig. 31.
20 From 8-bit input data y,, ¥, ¥s ¥, 92-bit data Z,, 2y, Zq, 7, are
obtained by referring to 81, S2, S3, S4, respectively, and they are XORed at a
circuit 913. From 8-bit input data y;, ye, ¥4, ¥s 82-bit date_l Zg, Zg, 24, Zy are
- obtained by referring to S2, 83, 84, S1, respectively, and they are XORed at a

circuit 916. This XORed result U, and the former XORed result U, are

25  XORed at a circuit 917 to output z,, z,, z;, z,. Then, the XORed result U,



Anot her configuration of the P function unit 30 is shown in Fig. 31. 20
From 8-bit input data y, Y21 Y3, Y4, 32-bit data Z,, Z11 Z3, Z, are
obtained by referring to S1, S2, S3, S# respectively, and they are XORed
at a circuit 913. From8-bit input data y., y6, Y71 y8, 32-bit data Z, Z61
Z71 Z, are obtained by referring to S2, S3, S4, S1, respectively, and they
are XORed at a circuit 916. This XORed resultU2 and the former XORed
result U, .are 25 XORed gt a ci 2% z

ORe( ! cuit 917 to output_z,, . . . Then,
the XCRed T e GFCUls Planis; RBIISG do theokit 1y dnPyicds &g haly gﬁﬁ%’r’; 1
byte (in Fig. 31, "<<<I" represents 1-byte rotatiqnal_shift, not 1-bit
rot at i onalCRERPFRLS Lnbyte &p g .’H%Z"]%‘Hr??aéﬂ)r‘@gs‘%]ﬁ Ak aF@Ht R Bh t he
out put fr the circuit .9 0,0U; Z5', 76', Z7',. Z8'. As shown in
(o Pihe oublie (e resyht 18 50kSq SR dhe i For 6 draiis 9Wp 15 ciitRut
transformation unit, 13, S2 is configured using the S box second
t ransf or n&ti%n #n8 - 14, S3 is configured using the S-box third

transformation pnit 15, S4.i.s confi qured. using.the S-box fourth

t ransfor mat i on %‘?ﬁ oyl inr{al @%?&é&%ﬁﬁ‘gdéﬁa%ﬂr W@é@ﬁ-‘@aﬂ%%ﬁbn 10

unit is copied four tines to make 32-bit data, and further, 32-bit data is
b 55&% %aﬂssfmfrﬁa@enplﬂ%e@&g df copfisired Agipg) therhizbox ggean

Fgf:??ohgl shift of the circuit 918 is a ¢cyclic shifting by a wunit of bit
| ength ( EUBREITMALioN  anthiniidh iS5 plbeeenliusd  HeiE bilte 19-BOx3AMdvs t he
P function unit whose configuration is equivalent 15 to Fig. 31, but
i npl ement GENSPTMAEY f gndht 15Fr S gisbigo eddasng] ,ﬂlyz,Sw%@;c iourte. bi t
data Zi, Z2, Z3, Z4 are obtained by referring to S5, S6, S7, S8, and they
are XORedransiprepatien tunit 16. The 8-bit output data from each transformation
10 unit is copied four times to make 32-bit data, and further, 32-bit data is
masked to output only three pieces of the data (24-bit).
The 1-byte rotational shift of the circuit 918 is a cyclic shifting by a
unit of bit length (8 bits = 1 byte) which is processed by the S-box.
Fig. 32 shows the P function unit whose configuration is equivalent
15 to Fig. 31, but implementation is different.
From 8-bit input data yi, yo, ys, ya, 32-bit data Z,, Zz, Zs, Zs are
obtained by referring to S5, S6, S7, S8, and they are XORed at a circuit
933 to output an operation result A. From 8-bit input data ys, ve, y7, Vs,
32-bit data Zs, Zs, Z7, Zg are obtained by referring to S9, SA, SB, SC, and
20 they are XORed at a circuit 936 to output an operation result B. The
operation result B is shifted rotationally to the right by 1 byte (in Fig. 32,
similarly to Fig. 31, shifting is performed by a unit of bit length (8 bits = 1 byte)
which is processed by the S-box, not 1 bit) at a circuit 937 and the operation
result B and the operation result A are XORed at a circuit 938. This operation

25 result C is shifted rotationally to upper (left} by 1 byte at a circuit 939, and the



933 to output an operation result A From8-bit input data y5, y6, y7, ys,
32-bit data Z5, Z6, Z7, Zs are obtained by referring to S9, SA SB, SC and
20 they are XORed at a circuit 936 to &ﬁtput an operation result B. The
operation result Bis shifted rotationally to the right by 1 byte (in Fig.
32, simlarly to Fig. 31, shifting is performed by a unit of bit length (8
bits = 1 byte) which is processed by the S-box, not 1 bit) at a circuit
937 and the operation result B and the operation result A are XORed at a
circuit 998eration repdy StisciseEQRed mitlcthe operdtiastrest bl adreativouit O4dpper
(left) by 1 byte at a circuit 939, and the 41 operation result Cis also
XORed wi t Fhin@pepation iresult d3is shifted ratatiomallyt t@4@per Teit hypBriaite e 4 esul t
Dis shifted rotationally to upper (left) by 2 byte at a circuit 941, and

t he oper atironitr 841l dndthe opbrtiofOResloiD his biwy HORud wittothe blgp @i fouit 939
at a circuit 942. This operation result Eis shifted 5 rotationally (to the

right) by the byireniat 989 cit Ui dir@48, 942d tTieisopgsaitian r8sl B & kBiffdPO
XORed with the output fromthe circuit 941 at a circuit 944. CQutput F fiom

the ciscuird ' i "1 b¥e f
| 5 CUirbtaRfhdlly (%W:Hélht%ift) By 1 bR at, %g&rcu?ﬁ@@%tpfﬂ@%e i A

circuit 943 is output asZ S5 and SC are configured using

the S-boxgf i Sfisd FEVRE® WRA O ‘Hi'ﬂtféut 3@0$3B@§‘%i&u§9@4ﬁabt sh ififlcuitsggﬁ”d S9

are configured using the S-box second transtormation unit and 1 ogi cal
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15 and a logica are” configlired’ usi

transforngﬁléﬁﬁi%&ygtﬁtoﬂ)ag?&pg Q,Iggizc,alz,shi ft. The logical shift is used for

out putting dat 8® Trionveath 15 transformation unit to a
predet e i ned | g6t ORCMLENL R ANG FZCIL QU At The Loglcal shift i
10 18 and a logical shift, S6 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using
the S-box third transformation unit 15 and a logical shift, S8 and SB are
configured using the S-box fourth transformation unit 16 and a logical shift.
The logical shift is used for outputting 8-bit output data from each
15  transformation unit to a predetermined location within the 32-bit output
data. The logical shift is set to shift to the left by O byte in S5 and SA, 1 byte
in S6 and SB, 2 bytes-in S7 and SC, 3 bytes in S8 and S9. Namely,
assuming 8-bit output from the transformation unit as z, 32-bit output can
be represented as [0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA,
20 [0,0,2,0] in S6 and SB, [0,2,0,0] in S7 and SC, [2,0,0,0] in S8 and S9.
1t is possible to implement using substitution tables whose nput is
8-bit and output is 32-bit, which is calculated for directly producing
predetermined output.

In cases of Figs. 31 and 32, the apparatus can be provided, which

25  performs transformation at higher speed than the transformation used for



J . Ln S6 and SB, 2 bytes -in S7 and SC, 3 bytes in S8 and S9. Nanely,
assum ng 8-bit output fromthe transformation unit as z, 32-bit output can
be represented as [0,0,0,z] (0 shows e¥ch of eight bits is 0) in 95 and SA,
20 [0,0,z,Q in S6 and SB, [0 z,0,0] in S7 and SC, [z,0,0,0] in S8 and S9.
It is possible to inplement using substitution tables whose input is 8-bit
and output is 32-bit, which is calculated for directly producing
predeterm ned output. in cases of Figs. 31 and 32, the apparatus can be
provi ded, thehcotwergtorned rED cighetrr shosfoinrdtigo 86 atinti fyirelicrs pe ashichafletibk:
transformati on used for 42 the conventional E2 cipher shown in Fig. 26, and

further ommplengdntiateni lelp@ssibbpl ementation is possible. In Fig. 11, when the
S-boxes of the S function unit 20 are configured respectively by different

kinds of S-boxel, Fgb.dil wHeEHOSHRkbOBf tRY IRkt Eunr SEAY: bErz W he
ot her hand, when the S-boxes are configured as shown in Fig. 12, the nenory

usage r e%@sﬁg?&i@&é{ 15} Qiffdient Réndd ANSHRLARL %f_%@;t%t?%ﬁ%rﬂ_latﬁinibéﬁeg gayiged to

at least a urther, eight pieces.o ata are 1 nput
L 1 SR O e g3 ATSLOLTRLL BBl SRt & 2O
Cranat or ragh da aar b EEBEE b R BIGE ST Bredtod PR EFEP TR matom AP A T i g,
concrot o QOnPT PSR fiBegidfaed i n detail in Mty Sakurai, 15
"Galois Field d]:i“l\llxi‘t?lie%neigu %geicEas %rIJ %ﬁigaf{a%g e(lzxiericnli)il}t gixonre-dn_wiéiiog‘la{lg%yt%g and
S-box first transformation unit 18 and the S-box second transformation unit
10 14 shown in Fig. 12, so that the conventional eight respective S-boxes can be
replaced by the S-box first transformation unit 13 and the S-box second
transformation unit 14.
Fig.I 13 shows another example of the S-box of the S fuﬁction unit 20.
The concrete configuration is explained in detail in Matui, Sakurai,
15 “Galois Field division circuit and shared circuit for multiplication and
division” (Japanese Patent Registration No. 2641285 [May 2, 1997]).
8-bit data is input to the S-box transformation unit 21, and 8-bit data
is output. The S-box transformation unit 21 is configured by an N-bit (here,
N=8) linear transformation unit 17, a subfield transformation wunit 18, and
20 an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 performs operations of 8-bit data. The subfield transformation unit |
18 performs operations of only 4-bit data which are elements of Galois Field
GF (2%. The N-bit linear transformation unit 19 performs an operation of

8-bit data. - A linear -transformation unit 85 of the N-bit lnear

25  transformation unit 17 is a circuit which performs the linear transformation



di vision" (Japanese Patent Registration No. 2641285 [May 2, 1997]). 8-bit
data is input to the S-box transformation unit 21, and 8-bit data is
output. The S-box transformation unit #3 is configured by an N-bit (here,
N=8) linear transformation unit 17, a subfield transformation unit 18, and
20 an N-bit linear transformation unit 19. The N-bit |inear transformation
unit 17 performs operations of 8-bit data The subfield transformation unit

18 perfor eratjons of on 4-bi t ta which a | enent s of l.Qi s
Fi el d TQSOL‘YB I8 bi% IR bé?alf r%’f‘r’%? FRRLio8n ‘{Eﬁ{t ﬁgsp%r@&:% ‘éG[E“C

operation_of t .data. AI near -transfqr unit 85 of the N-bit
IPnear @?ﬁ%?ﬁ%ﬁéﬂ%’i%? E‘?‘alt'é"naSlE‘?‘?’EdPt Egh perfornms the |inear

Gl rcut i ch e g m%?&méﬁopfahié‘%@mr ahokes hemAced :%tcgécﬁi' P
I f .
ah”iﬂ.lﬁéaf H”a :eg-‘:ﬂ% Yes {?};réﬁ l%aflpéarh“';%fém@veghémeéd°;?
one s e i ne transf,o ar e transformation
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base of e su can be represe
10 the lower 4—b1t data (X, and X)) of data X’ are respectively assumed as

elements of the subfield Galois Field (24 and output to the subfield
transformation unit 18. Here, for example, let an element B of GF (28) be
an element which satisfies the irreducible polynomial X8+X6+X5+X3+1=0,
and «=p238, a base of the subfield GF (24 can be represented as

15 [1,a, a2, a3]. If the elements of GF (24), X,, X,, are represented using
this, the following relationship can be established as X' =X+8X, (For
details, refer to Matui, Sakurai, “Galois Field division circuit and shared
circuit for multiplication and division” (Japanese Patent Registration No.
2641285 [May 2, 1997])). The subfield transformation unit 18 is

20 configured only by operation units each of which performs operations of 4-
bit data.

Here, as an example of extracting “subfield”, the subfield GF (2m)
where n=2m can be considered for given GF (27). In this example, n=8,
m=4.

25 The subfield transformation unit 18 is an inverse element circuit

using the subfield constructed by the circuit shown in “Galois Field division



15 [1'a" a2' a3]. | f the elenents of G- (24), X0, X,, are represented
using this, the following relationship can be established as X =Xo+$ X, .
(For detai | s, refer to Matui, Sakutdi, "Galois Field division circuit
and shared circuit for nmultiplication and division" (Japanese Patent

Regi stration No. 2641285 [May 2, 19971)). The subfield transformation unit
18 is 20 configured only by operation units each of which perforns
operations of 4- bit data, Here, as an exanple of extracting "subfield",

t he subf i elreuitr amth) shakesd eciveth dfon paUltipfigadioredandr djvisien’G(Ragemt | n
this exanple, n=8, mr4. 25 The subfield transformation unit 18 is an

i nver se eRegistation Noi 2641380 [May 3uBPPEd donexreparatiopyreshdt of ithis t
shown in "CGalois Field division 44 circuit and shared circuit for

mul ti pl i carvierse glenent, ciscuily upperehbit Betp endalavear Adit 2leta A¥5 akY,) 2,
19971). As an operation result of this inverse elenent circuit, upper
4-Dbit dateacndf mdueh ctubbe asstunddyasant ei¥ipent ehGF (24),wimiectuigant twetlaessuned
as an element of G- (24), are output to the 5 linear transformation unit 87
as 8-15 t liatar Mawsfaimation mib8Funse 8-hit dada Yewdriehtcanf b&astRf)ed abenre Y =
Yo +,8 Y,. As explained above, this inverse elenent circuit is a circuit
for conputlenent of GF 28],3where YL =/ Y{ X@B ¥,. 1sXe3plaited tbeve, thisr tverse sonme
ways of taking a "basis", such as a "polynom al basis" and a "nor nal

basi s”, i¢letrepitesieohitng theirehemént computingt'e £ig d8yle ey ey Xagke a
basis) in the inverse elenent circuit. A first characteristic of the S-box
transf or neqitbier U bhére?dres Bowe waysFoOtaklisg & “‘baskO"BUbh a8t “polihomill t

width (4 bits) which is a half of the bit
basis” and a “normal basis”, in representing the element of “finite field”

10 (how to take a basis) in the inverse element circuit.

A first characteristic of the S-box transformation unit 21 shown in
Fig. 13 is to compute data with a bit width (4 bits) which is a half of the bit
width (8 bits) of the data input for the non-linear transformation. Namely,
the inverse element circuit is characterized by performing operations of

15 only 4-bit data.

Although the computation speed may be decreased by performing
only 4-bit operations. This case has an advantage in that a scale of a
whole circuit can be much smaller than a case of performing operations of
8-bit data.

20 Further, a second characteristic of the S-box transformation unit 21
is that the N-bit linear transformation unit 17 and the N-bit linear
transformation unit 19, where N = 8, are provided at both sides of the
subfield transformation unit 18. When the S-box transformation unit 21 is

implemented using the subfield transformation unit 18, there is an

25 advantage that a scale of the whole circuit can be reduced and the



width (8 bits) of the data input for the non-linear transformation. Nanely,
the inverse elenent circuit is characterized by perform ng operations of

15 only 4-bit data. Although the conput@ati on speed nay be decreased by
performng only 4-bit operations. This case has an advantage in that a
scale of a whole circuit can be nuch smaller than a case of performng
operations of 8-bit data. 20 Further, a second characteristic of the S box
transformation unit 21 is that the Nbit linear transformation unit 17 and
the N bi t configiaation shegasnamt SBAPISS tcompargser with -2 gcage eepHYOYIM @t both
sides of the subfield transformation unit 18. Wen the S-box

t r ansf or niensforgaation table T shorisig Mrdoms vageshavislth pnethe conbaayr fa¢i on
unit 18, there is an 25 advantage that a scale of the whole circuit can be
reduced aseruttiy mmychn degraaseidonApewrsiinglys ithe (linear dnpasiotmatiomsaor dise
enploying a transformation table T storing random val ues, while on the
contrary, affime twanaiormations baredguaréarseetl At cboth ngides tdfe thenembfield
transformations or the affine transformations are perfornmed at both sides
of thé& subthinsfaimiaticranaiiori&tscmbhanihe ¥8dustionhaft thehsecwde lévah die the
security level due to inplenenting using the subfield transformation unit
18 can beimpleoneatttng using the subleld frankforasatién amst 08w oo secoveredr f or ned
at both sides of the subfield transformation unit 18, however, the |inear

transfornati on kaRig. 0S, the ltamedransfrafatone stedgerfbnmad etthesthveides tofie
|l i near transformation 10 can be performed at one side, and the affine
transf or ngid onbfidd tfransReniicretdnit 18 Bowkher, thedRear transformation can
be performed only at one side. In another way, the linear transformation
10 can be performed at one side, and the affine transformation can be
performed at the other side.
Fig. 29 shows a case in which the key function unit 25 shown in
Fig. 11, that is, the key function unit 25 placed before the S function unit
20 and the P function unit 30, is now placed after the S function unit 20
15 and the P function unit 30.
Fig. 30 shows a case in which the key function unit 25 is placed
between the S function unit 25 and the P function unit 30.
By employing the configuration shown in Fig. 29 or Fig. 30, one can
have an effect that an implementation provides a higher-speed operation
20 than the configuration shown in Fig. 11 does. Further, by modifying the
generation of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the
configuration of Fig. 11. In the conventional F function unit shown in Fig.

26, two S functions are provided, in each of which first an operation with

25 the extension key is performed and then an operation of the S function is



Fig. 29 shows a case in which the key function unit 25 shown in Fig. 11,
that is, the key function unit 25 placed before the S function unit 20 and
the P function unit 30, is now placed 4ter the S function unit 20 15 and
the P function unit 30. Fig. 30 shows a case in which the key function unit
25 is placed between the S function unit 25 and the P function unit 30. By
enpl oyi ng the configuration shown in Fig. 29 or Fig. 30, one can have an
effect that an inplenmentati on provides a higher-speed operation 20 than

t he confi E@FfQW’S . s@é\/\ﬂlq FOIrgry,1in Ha §as¢ghomay @g-n%gi Nﬁ%ﬁm@mn
generation of the extension keys, the sanme_output can be obtained using

the confi HDitadP dm Plaeschat phefigial stags ofthe Fiourotion. t hetheease shewmint he
configuration of Fig. 11. In the conventional F function unit shown in Fig.
26, two SFiguitditheskesr fapetéon gadt 2bniseplakedbatmieen thier Stfunstiopenaiti2M wi t h
25 the extension key is perfornmed and then an operation of the S function

i s 46 perfodibe.P fomethan vt 3@ry, in the case shown in Fig. 29, a key
function wunit 25 is placed at the final stage of the F function. In the
case shown in IHgg43showhe ease fundiichthaman-2Beas tprnesfednbtionegnittie S
function unit 20 and the P function unit 30. 5 Fig. 43 shows a case in

whi ch t heshewn|imBig: 28§ inemploxad bn theienceypiéetmwmif 206 or t2g desryptidoyed in
the encryption unit 200 or the decryption wunit 500 shown in Fig. 3. Left
data is iwpit5QQshpwmibhFig fear transformation unit F as F function input

data 10, and F function output data 40 is output. The F 10 function out put
data 40 is XORekefhidatar iyhnpubtty, thenaemdingersgapsfymation unit F as F

function input data 10, and F function output data 40 is output. The F
10  function output data 40 is XORed with right data, and the XORed result
becomes left data of the next round. When the left data is input to the
non-linear transformation unit F as the F function input data 10, at the
same time, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the
15 S function unit 20, and the P function unit 30 are performed in the non-
linear transformation unit F, so the operation load becomes large within
the non-linear transformation unit F. An example case in which a higher-
speed processing can be achieved by distributing the operation load of the
non-linear transformation unit F will be explained below referring to the

20 figures.
Fig. 44 shows a case in which the non-linear transformation unit F’ is
used. The non-linear transformation unit F’ is one where the key function unit
25 is removed from the non-linear transformation unit F shown in Fig. 43.
The extension key ki is XORed with left data Lo at an XOR circuit 891.
25  Further, the extension key ks is XORed with right data Ro at an XOR circuit

297. The left data is input to the non-linear transformation unit F’ as the ¥



becones |l eft data of - the next round. Wen the left data is input to the
non-linear transformation unit F as the F function input data 10, at the
sane time, the left data is used as ri4ht data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the
15 S function unit 20, and the P function unit 30 are perforned in the non-
| inear transformation unit F, so the operation | oad becones |arge within

t he non-| Lnear transfqr Lon it F. An exanpl ase. in which a higher-
speeq. pr okBEan i dalnihy BddragSiaraed B thee FRactgsbmant o8 TuAdier « he
non-1i nea ransformation unit F.wll_b | ai ned |l ow referring.to the
2011 gur of fuicgonubdatle dlbaabEom ek ORNEBR - 29h e Hie i Rshehien on
unit F is  used. The nop:linear tr or maf,i nit F | ne ere the
key funct?‘dFP%&"t‘ta %@ ai"%%ﬁ‘ié‘& aprgﬁﬁ{ ﬁ’é'c%ré-gb ﬁ%g}ltl?ﬁl%iﬁi‘f gﬂ?allv‘v{]'on unit F
shown in Fig. 43.  The_.extensi.on k kz is XORed wt e data Lo at an
YOR"i rcut t o 1Ot HIH e RA EnE ey dristakig Wolte<SORrBhOBHROTRGHR dat a
Ro at an circujt 97. The left data is input to the non-Ilinear
tr ansfior maOb RGRROR: O adie, FEtCRSIR fiGe Kpach &t%p&tpv,t hgamadified or ned
by the S function unit 20 and the P function unit 30. Qutput fromthe XOR
circuit 2otersion heyrkanket i dhe puitpitk Maoh the FQRxereditaBOdnardrtier cuit
290 to output left data Li. On the other_hand, the key generating units
300, 600 edensian ey ls+korrgptPRedoat an XAR eircuis298 treguatrdt thegright and
output the nodified extension key kl+k3. The output R of the XOR circuit
891 and t flata. extlag rayn gragrating 3udtse 3RORLOA tmadifxOde extansion dgeyso tout put
the right data. The key generating units 300, 600 nodify the extension
keys to generate and output ki+ks, ko+ks, ks+ks, ..., Kig+kis. The key generating
10  units 300, 600 supply the modified extension keys to the processes other
than the non-linear function process (F) to operate with the data. As a
result, left data Lis and right data Ris become the same as the left data Lis
and the right data Ris in case of Fig. 43.
The modified extension keys are supplied to the processes other
15 than the non-linear function process (F) and operated with the data, and
consequently, the operations with the key data can be performed outside
the non-linear function unit ¥F’, namely, at the XOR circuits 297 and 298,
while the operations of the S function unit 20 and the P function unit 30
are performed in the non-linear function unit F’. Therefore, the operations
20  of the key function unit 25 are eliminated from the non-linear function unit
F, and the load of the non-linear function unit F is distributed, which
enables a high-speed implementation.
Fig. 45 shows a case in which operations of the whitening extension

key kw) are performed as well as operations of the other extension keys in

25 the configuration shown in Fig. 44. Fig. 45 shows a case in which the key



generate and output ki +ks, k2+k4, k3+k5, ..., k16+k18. The key generating
10 units 300, 600 supply the nodified extension keys to the processes other
than the non-linear function process (B} to operate with the data. As a
result, left data L18 and right data R's becone the sane as the left data
L18 and the right data R18 in case of Fig. 43. The nodified extension keys
are supplied to the processes other 15 than the non-linear function
process (F) and operated with the data, and consequently, the operations

Wi th the leyet@tiag oatit berepedd faumSiade XOReoptid e 5 flgt d nit F,
nanely, at the XOR circuits nggl%r%d 298, whil eo?he operat?o%ﬁg%o?p?hg S

functi on Wliﬂ;er?i@l_gaéiﬁehé‘i%nﬂséwgﬁﬁlﬂiOrhrlém:}‘ie $Qst BLE RS %rfge%f &Iﬁ%g@é&he

non-linear function unit F. "Therefore, the operations

funct i on wabtecating liAREd: \HOBANSNRE) IS HOBLL O ULl By and

the | oad of "the non-Finear Tunction uni

hi gh- speed.. | a1 i 45 shows a case in which operations of the
whi t eni ng%i@h@?%ﬁﬁ%?/ﬂzﬁﬁﬁ Eg;rle' performed as well as operations of the

other gt ensionkgvaeLoy A% BN BT A SR, ShNA by, 4 Fa 45
oxt ensi onPReyoRER bertemye SprROR Sidioer o # M bt EhroBRE St FeieaRiasns! on
i o o al 567 ifbws 2OCASSRoR LIS et Baralri e BeY Eonprabibousily
perfornms an XOR operation of a part of the whitening extension key kw,,,,,
“and the smhﬁe%%ﬁér@qt@wkaqu) guehrEpplies tbe kanergtioer pasull tarthe XOR
circuit 297.
10 In this way, the operation at the XOR circuit 293 shown in Fig. 44 can
| be eliminated. Further, in a case shown in Fig. 45, the key generating unit
performs an XOR operation of a part of the whitening extension key kw,,,
and the extension key k,, (namely, the key generating unit modifies the
extension key) and supplies the operation result to the XOR circuit 299. Yet
15 Vfurther, the key generating unit performs an XOR operation of the other part
of the whitening extension key kwyien and the extension key k,; (namely, the
key generating unit modifies the extension key) and supplies the operation
result to the XOR circuit 892.
In this way, the operation of the XOR circuit 296 shown in Fig. 44 is
20  eliminated.
Fig. 46 shows a case in which the key function unit 25 is removed
from the non-linear function unit F, and instead, the key generating unit
supplies the extension key k to the XOR circuit 298 when the non-linear

function unit F is configured as shown in Fig. 29.

25 Fig. 47 shows a case in which the key function unit 25 is removed



nodi fies the extension key) and supplies the operation result to the XOR
circuit 297. 10 In this way, the operation at the XOR.circuit 293 shown in
Fig. 44 can be elimnated. Further, iA%9a case shown in Fig. 45, the key
generating unit perforns an XOR operation of a part of the whitening
extension key kw,,,,, and the extension key k,7 (nanely, the key
generating unit nodifies the extension key) and supplies the operation
result to the XOR circuit 299. Yet 15 further, the key generating unit

per forns dronX@Re aper-dimean fohctibe whiteF, @ad tinstdadl e Vidst gehBgateyt angton key
kWehi gh and the extension key k,8 (nanmely, the key generating unit

modi fi es thppked ehsi on-kiewhrgndrSFihes dhenSBar Ré aP=P{Ies U 10 X0 XOR
circuit 892. In this way, the operation of the XORcircuit 296 shown in

Fig. 44 i gircdf 298 wheR{RE nohllthe AFuSREVR 1#hit F58 cbﬂﬁ@’{ﬂ‘%‘ag Ego%?lyi fgfaction

unit 25 is removed fromthe non-linear function uni , Instead, the
Koy oener abl uid cofdRl S ANCURISRS) RHEK 0 IR ST ol 1257,
0 AR ARG R Y A SN et SBRS A T om
cireui 2R RaRie RE Bt L R B e o Doy gfede sePishn i n
5 funct i off PIORRSEETES (aeT b a6 oPrisnkEy R B Oges ol 1ot RSHOISEMEr [y
transfor nggtakg(}/ bg %p%i‘a%%dwgt%etﬂg r&-alté rll%a{}leykéyg ?ig%; %ﬁ)goclé%gindgasigtait.s Iiluppl ' ed
both cases of Figs. 46 and 47, because the key function unit 25 is eliminated
10 from the non-linear function unit F, the operation load of the non-linear
function unit F is reduced, and the operation of the XOR circuit 298 located
outside the non-linear function unit F can be performed in parallel with the
cperations performed by the non-linear function unit F. which enables a
high-speed processing.
15
Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the
key generating unit 600) shown in Fig. 1.
The key generating unit 300 includes a bit length transformation
20 unit 310, a first G-bit key transformation unit 320, a second G-bit key
transformation unit 330, and a key shifting unit 340. From the input key
data having 128 bits, 192 bits, or 256 bits, the key generating unit 300
generates 128-bit key data K, and 128-bit key data K,, and outputs plural .

64-bit extension keys. The bit length transformation unit 310 converts the

25  bit length of the key data to be output so that the bit length of the output key



to the processes other than the non-linear function process (F) for
processing data to be operated with the data as the key data for
processing data. In both cases of Fig80 46 and 47, because the key
function unit 25 is elimnated 10 fromthe non-linear function unit F, the
operation | oad of the non-linear function unit F is reduced, and the
operation of the XOR circuit 298 |ocated outside the non-linear function
unit F can be perforned in parallel with the operations perforned by the
non- | i neafatdyheeomas diied eennifi e berlade havingghiffepestdnprieess gs 145
Enbodi nent 3. Fig. 16 shows a configuration of the key generating unit 300
(or the kayutgederathenyouds,tthe(dy letgibniransfarmation Thit Xeygaenatai kag unit
300 includes a bit length transformation 20 unit 310, a first Gbit key

t r ansf or miatoBKyp| 6f BAr HkiconddGdyi dateeVK, | bARSHQ 128 bRS andi &u@a&; and a
key shifting unit 340. Fromthe input key data having 128 bits, 192 bits,

or 256 bi tke forheerk@ytheemet 8 biGkdnirhnd R mAsHELRIES2d 284 i K1 and
128-bit key data K2, and out put selygﬂlru?al II%34-bit extensiﬁgﬁhﬁgég%h#{e&oit

| engt 1s t r aRsf 034t | OPuptbel, 3LE 9OR%ET S LiEHES & tﬁyeﬂ%&%g{ g-gﬁ key, data

to be output so that the bit length of the output key 50 a becomnes
o1 oS et BRCLAD L DSEARL BSES hyLD Ll
IS S T N T
shifting Rttty FilldhihanblGifbhGr -1 output to the second Gbit key
| Fig. 17 shows inside operations of the bit length transformation unit
10 310.
When the 128-bit key data is input to the bit length transformation
unit 310, the input key data is output as key data SKyign of the upper 128 bits
without any change. Further, key data SK,_, of the lower 128 bits is set to 0
and output.
15 When the 192-bit key data is input to the bit length transformation
unit 310, the upper 128-bit data of the input key data is output as the upper.
- 128-bit key data SKy,, without any change. Further, the lower 128-bit key
data SK),, 1s generated by combining the lower 64 bits of the input 192-bit
key data and the inverse 64-bit data, which is generated by inverting the
20  lower 64-bit data of the input 192-bit key data,. and output.
When 256-bit key data is input, the upper 128-bit data of the input
key data is output as SKy, and the lower 128-bit data is output as SK,,..
An XOR data of the 128-bit key data SKy,, and SK,, is input to the

first G-bit key transformation unit 320 from the bit length transformation

25  unit 310, operated by two round non-linear transformations, XORed with the



transformation unit 330 and the key shifting unit 340. Further, 128-bit key
data which is an XORed result of the forner and the latter is output to the
first Gbit key transformation unit 328! Fig. 17 shows inside operations of
the bit length transformation unit 10 310. Wen the 128-bit key data is
input to the bit length transformation wunit 310, the input key data is

out put as key data SKhi,, of the upper 128 bits w thout any change.
Further, key data SKI,,w of the lower 128 bits is set to 0 and output. 15
When the U9Rebik28bi} ke alats $SKput fovtheneomsiratédript hwor aovafd nrmt-linear uni t
310, the upper 128-bit data of the input key data is output as the upper.
128- bi t kimamdtan Sngand 12®bit lewdshalges oltpnither, the lower 128-bit key
data SKI,,,, is generated by conmbining the |lower 64 bits of the input

192-bit key daWheandiidielengyler 8¢ e bkéy dabta WRHED iS5 BRNEHR agn b
inverting the 20 |lower 64-bit data of the input 192-bit key data, and

out put . WiemsZaénidn k@it 820 3s 1981 HIRY tthe UAS MPRERL 108t Y e input
key data is output as SKhi,h, and the I(%V\I/iebr(:ay 128- bfgt a?éﬂoi %é}%)eg?g%stm%s

SKI oY ef¥end(dR %gfaus(ﬁlgtﬁl% 12800 ke#ted'aétggﬁﬁt omh.?%gn g;:ﬂg ﬁeglrtl:gghb& Sdy'PUL 1O

the first Gbit key transformation un _
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unit 320 is furi;her mput to the second G-bit key transformation unit 330,

10 XORed with the lower 128-bit key data SK,,,, operated by two round non-
linear transformations, and 128-bit key data K, is output. Two pieces of
128-bit key data, from the first G-bit key transformation unit 320 and the
second G-bit key transformation unit 330, are output to the key shifting unit
340. The key shifting unit 340 generates the extension key using the two

15 pieces of 128-bit key data and the key data originally input.

The key shifting unit 340 includes a shift register A 341, a shift
register B 342, a shift register C 343, a shift register D 344, and a shift
control unit 345. The shift control unit 345 outputs a select signal 346 to
each of the shift registers to control the operations of the shift registers.

20 Fig. 18 shows a configuration of the shift register A341.

The shift register A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal
346 includes a switch signal to indicate to connect all the switches of the

selector A 347 at the same time to either of A side and B side. The figure

25 shows a case in which the group of switches of the selector A 347 has selected



5 extension key using the 128-bit key data output fromthe first Gbit key
transformation unit 320 and the key data originally input. Wien the | ength
of the key data input to the bit length2transformation unit 310 is 192 bits
or 256 bits, the 128-bit key data output fromthe first Gbit key
transformation wunit 320 is further input to the second Gbhit key
transformation unit 330, 10 XORed with the | ower 128-bit key data SK,.,,
operated by two round non- linear transformations, and 128-bit key data K2

i's out put A basedpnetRssedict s128a10846, kadd GRflas chs)ThbheglstésA 398l dridieYs
transformation unit 320 and the second G bit Kkey transformati'on unit 330,

are out pup rheathdiful k@it $BithbilBa B T bit340- ' gﬂg’ vy Lo
gener at es trhe ext ensi on key lgsiﬂr?glrz Eg%t V\gu-;?%ellgmegg%éf 1 -ﬁ%wﬁgge%ata
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hi ft ' . i £ cont r ol it 345. T hi ft trol it
345 out poPia. S0F deroit PR A sh T HH e e Bl s To control
th ti f th hi f | st .,.20 Eilg. 18 fi ti f
the shift regr sies "aaier ohahBfinm B8, & s o Phierumales wf Gbher A 347
havi ng a ﬂ{lo pr@%gh&&ntgﬁ:ﬂ s for 128 bits and a register A 348 having 128

bits. As PR PEEPPIEAswi t ch signal to indicate to connect
all the switches of the selector A 347 at the sane tine to either of A

side and B si def'8TAR shiogisr & Paxt ehawentrod saklej stoygdl untheshigh eemtrol usii t ches
-of the selector A 347 has selected 52 A based on the select signal 346, and
inthis cd®, the register A 348 perforns a rotational shift to the left
by 17 bits. Further, when the group of switches is connected to B, the

regi ster A per fbrereontyel tahilats antable ktdring bowhmaref hitbyhd Segister shifts

10  at each clock. For example, in the register A control table, at the first clock,
1t is specified to shift by 15 bits. And, at the second clock, it is specified to
shift by further 15 bits. Similarly, at each of the third clock and the fourth
clock, it is specified to shift by 15 bits. At each of the fifth through the
eighth clock, it is specified to shift by 17 bits.

15 Fig. 20 shows a control result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 in case of
generating the extension key from the 128-bit key data.

The upper 128-bit key data SK,,, input from the bit length .
transformation unit 310 is set in the shift register A 341. The 128-bit key

20 data K, output from the first G-bit key transformation unit 320 is set in the
shift register B 342. Under this condition, the shift register A 341 and the
shift register B 342 operate based on the control table shown in Fig. 19. In
Fig. 20, data in a column having a slant shows to be ignored and not to be

output. Data in the other columns are output as extension keys as shown in

25  Tig. 21.



bits. The 15-bit shift or 17-bit shift is performed by one clock cycle. 5
The nunber of shifting bits (15, 17) is one of exanples, and other nunber
of shifting bits can be applied. Fig. # shows a part of a control table
stored in the shift control unit 345. The control table is a table storing
how many bits the register shifts 10 at each clock. For exanple, in the
register A control table, at the first clock, it is specified to shift by
15 bits. And, at the second clock, it is speC|f|ed to shift by further 15
bits. Simlarl yFlgt2b$¢xbwmfatcbﬂ'etspondiem:deobktmm tthe faluetdf tied eedistelrd 1S
specified to shift by 15 bits. At each of the fifth through the eighth

cl ock, it argl dpeeitth€dntkeyshift by 17 bits. 15 Fig. 20 shows a control
result under which the shift contrel unit 345 controls each shift register

using the tabl e BERMshdwshPasd In vihieBSBuPishi @8 ASE PG nidEn {58 gf‘ key
fromthe 128-bit key data. The upper 128-bit key data SKhig |nput romthe
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shown in the figure. = And according to the control table, by outputting the
select signal 346 including an output instruction signal to the shift register,
10 the extension key is output from each shift register by 64 bits.
Fig. 22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.
Namely, the upper 128-bit key data SK,;, input from the bit length
transformation unit 310 is set in ﬁhe shift register A 341, the lower 128-bit
15 key data 8K, is set in the shift register B 342, the 128-bit key data K,
output from the first G-bit key transformation unit 320 is set in the shift
register C 343, and the 128-bit key data K, output from the second G-bit key
transformation unit 330 is set in the shift register D 344.
Data in a column having a slant shows keys not used for the
20 extension keys.
Fig. 23 shows a correspondence between the value of the register and
the extension key.
The keys not used for the extension keys and the correspondence
between the value of the register and the exteﬁsion key é.hown in Fig. 23 are

25  stored in the control table located in the controller.



Fig. 20 shows a case in which four shifts are performed by 15 bits at each
clock, and fromthe fifth clock, shifts are perforned by 17 bits at each 5
cl ock. Decision to output or not to oubput the upper 64 bits and the | ower
64 bits fromthe shift register A 341 and the shift register B 342 as the
extension key and its outputting order are specified in the control table,
which is not shown in the figure. " And according to the control table, by
outputting the select signal 346 including an output instruction signal to
the shift regi sheshowiDin Heg.el9,ahei driftkeyntrel woitpids ttores ¢he mshbéi of
register by 64 bits. Fig. 22 shows a case in which the extension key is
gener at edbfts dor tshéftird ZhbikleyodataSéetbint tikeyhifatragidard $411 hBlaupgl gr tHe28- bi t
key data SKhigh input fromthe bit length transtormation unit 310 is set in

the shiftefRabiirekeys Sfklgeddiatd Puucd®alb) by shdftkaytitakay SKk9\Vet In
the shift regi steresg 342gethe 12§ﬁglt ke;t/y %tsa Kif@lbut putéyfromthgl?lﬁst

G bit key tee 7S =S he re and
the 128- b?}%mﬁ%?gﬁ@%?? Pl’émby':z ut 6%?‘:onz1st hgs Eietgo%ﬁ 4%%1% Z g??)gﬁsgfzcr mati on

uni t 330 }zsSpel= bl hhe 7l ;1'[1 Bif rﬁf ?é%lt@é ghé\ganCc?lle%ggﬁs %él \Aégraa

sl ant ‘shows Kéys not uséd ension Keys

correspo en the value of the regi ster and the ext ensi on key.
The keys'%gﬁﬁﬁgigaﬁﬁr t he extension keys and the correspondence betmeen

Stored in the coltr oFitnpl 811 ol e ﬁn S@hfi”c ot rSpfERe SHE Skmen Fig.
19, the Sfél{t")fﬁg]l:[ r53-17'41—]1 1;?4?7St ?ﬁg at tll!lgbfiS-glt register performs the
128-bit rotational shift and the register returns to the initial status.

10 The reason why the sum of the number of shifting bits is made 128
bits (the number of bits of the register) to return to the initial status is th;at
the next processing can be started at once if the next processing is assigned

" to the register of the initial status. Further, in case of performing an
inverse transformation (decryption), the process for generating the extension

15 key is started from the initial status, and accordingly, both of the
transformation.(encryptio'n) and the inverse transformation (decryption) can
be performed by setting the initial status. Further, the reason why the sum
of the number of shifting bits is not made greater than 128 bits (the number
of bits of the register) is to prevent the generation of identical values as the

20 status within the same shift register due to performing the shift more than
one cycle (greater than 128 bits of shift). This is because, for example,
performing the rotational shift by 2 bitsl, which is less than 128 bits (the
number of bits of the register) and performing the rotational shift of 130 bits,
which is greater than 128 bits (the number of bits of the register), produce

25 the identical value. It is desirable to set such values in the register A



bits for shifting the key data set in the shift register A 341. Nanely, the
extensi on keys are generated sequentially by shifting the key data set in
the shift register A 341 by Za = 0 bi®® z1 = 15 bits, Z = 45 bits, Z3 =
60 bits, Z4 = 77 5 bits, Z5 = 94 bits, Z6 = 111 bits, and Z. = 128 bits as
shown in.the shift register A control table. The sum of the nunber of
shifting bits becomes 15+15+15+15+17+17+17+17 = 128, so that the 128-bit
regi ster perfo th 128-bit rotational shift and the register returns to
the initi gpngqoittaéle thet,Tere DealpsBrIn@Hih et Hleiftsueh dte remstenyernetyslei the ng
bits is made 128 bits (the nunber of bits of the register) to return to
the initi arusker efshifingbits vaniesnzregylavyeaongh ¢ha dre gtche.t edlavennge i f
the next processing is assigned to the register of the initial status.
Further, im adse toffagbtiter thengomfiguraticar 96 the ahsfroropasteanit(ideddsiidd e§), the
process for generating the extension 15 key is started fromthe initial

status, asHifadgotle figed nuebér of bifde THaBLKE! HBE repitansy M@ﬁﬁgun])ecfiﬂg the
i nverse transformation (decryption) can be perforned by setting t

initiab spatfesm e kheds ofGhefs %gsﬁﬂb%)énfdh?? BHE (aPbnt BFocRmﬁ tkPeLsEfﬂ fting

bits is not made greater than 128 bits (the nunber

regi ster)opgrét&)xprbgvmrémna%@bf%s% 1 48N GG ¥§¢]éa$%sﬁ§ Eﬁg 0,status

within the sane shift register due to per ormng one

cycle (gr E?ﬂc?sroitélﬁﬂs%ofﬁlh%t?{th%}}bgbﬁrw%ﬁ&%d because, for exanple,

perform ng the rotationa S Iessthan 128 bits (the
Bits. which isogh ‘t‘e}%?aﬁ”gﬁhﬁts%r%%ﬁ%ﬁ o B ot ?%%33?' T T st er)
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10 the shift register B control table, set the relation so that Z, — Z, = 34 (here, Zs |
—2,=2B,), Zs ~ Zs = 17 (namely, Z; — Z; = B,), therefore, Z; — Z, = 2(Z, — Zs).
Namely, the differences between the numbers of shifting bits are made 15
bits and 30 bits, or 17 bits andi 34 bits, and the number of shifting bits (30
bits or 34 bits) is set to an integral multiple (2 times = I times) of the number
15 of bits (15 bits and 17 bits) for one time shifting.
In this way, as the diffefences of the number of shifting bits are set to
either the number of shifting bits for one time or the multiple by the Integer
which is greater than two (I times, I is an integer greater than 2) and the
number of shifting bits for one time, by operating the shift register A 341 one
20 time or 1';wo times (I times), it is possible to easily implement shift operations
of which the number of shifting bits stored in the control table. To operate
two times (I times) means that the shift operation finishes with two clocks (I
clocks) of the operation clock supplied for operating the shift register A 341.
Here, on shifting 1 times‘ (two times), both the higher data and the

25 lower data of the shifted data up to I~ 1 times (2 — 1 = 1 time) are ignored



control table that, on Performng the shifts of the register by one cycle,
the nunber of shifting bits varies irregularly through the one cycle.
However, in order to facilitate the cthfiguration of the shift register
it is desired to shift by the fixed nunber of bits. Therefore, one
register is configured to 5 performtwo kinds of shifts by 15 bits and 17
bits (at one clock), and the shift operation by different nunber of bits
can be inplenented using the two Kkinds of shifts, according to the

f ol | owi ng2peegedet asedéer theeextension deys o Foharample, id@ase 18 shiféing frdm - ZO =
Bl), 22 - zZ=30 (nanely, Z2 - zZI ==; 2BJ, therefore, Z, - Z, = 2(2 -
Z.). FurtBer,15® Ziowh, 17 (2,10 Zths hiviberedfi st fin Bbitenitrople thiab) ,(45et t he
relation so that Z. - Z, = 34 (here, Z5 - Z4= 2132), 26 - Z5 =17 (nanely,

Z., - Z5=1Bf)5 =t Peand Goeh tKe highdh=d2(/End 4Bk N datat dferh@i {Hielcaneas
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The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of not only 15 bits or 17 bits, but also 30 (= 15X 2) bits, 34 (= 17X2)
bits (or 45 (= 15X 3) bits or 51 (= 17 X 3) bits, etc.), which varies the number

'15  of shifts and further to improve the securitir. And, the reason why the cases
are provided in which the shifted data is not used for the extension key is
also to improve the security.

It is desired to generate the data which is not used for the extension
key (in Figs. 20 and 22, keys of columns having slants, which are not used for

20  the extension keys) when, for example, the processing of the hardware or the
processing of the program is not consecutively performed. For concrete
examples, in Fig. 3, it is desired to generate such data when the operations of
the normal data transformation wunit (FL) and the inverse data
transformation unit (FL') are performed, or before or after such operations

25 or at idle times of processes or switching times of processes such as a



56 and are not used for the extension key. For exanple, in case of shifting
from Z1= 15 to Z2 = 45, 1= (Z9 - Z1)1(the nunber of shifting bits at one '
time) = (45 - 15)115 = 2, and both thebhi gher data and the | ower data of
the shifted data after shifting |l - I tinmes (2 - 1 =1time) are ignored
and are not used for the 5 extension key. This can be seen in Fig. 20, in
whi ch the colums of key[8] and key[9] have slants, show ng that these
keys are not used for the extension keys. And either or both of the higher
data and fiectigwealldhyaa ofrogrima, shidubedutiabacadl,t @ shiifitdmrapt haRgEng 2
times) is or are used as the extension key. This can be seen in Fig. 20,
whi ch showeodesy| 12] and key[ 13] are 10 output as the extension keys. The
reasons why the shift operation based on multiple by the integer greater

than two is enpThyethaasctdeistick REThakRverA @bl lj ]
shifting of not only 15 bits:l or 17 bit51: but a?lg(gwgolﬁ(g%l%%?ﬂ%ﬁl ItElge 34 (=

17 X 2)  Birtgol @ibléSpécifiddthe ﬁ).m{ﬂetr%f%hliq%igngglﬁtézfﬁ g Rit S @tlg-%:vg_]\i ch

vari es the nunber 15 of shifts and furt o 1 nprove the Secdri nd,
the repsox phy 1t ha,GRSES; i L. i gh hifted. data.is not
used for the exfensi onlﬁi‘lgyaﬁ{ gnﬂ%gﬁis/gg%%e?%\rg@v ?I%‘g%lslgclmﬁﬂﬁﬁ? Ogtsajilg;l%si red
to genera daia h chy 4 8 NO ed,for the extension ke in Figs. 20
and 22, k%@ghggzc? ur%TV%s]hhaH s?a%nf%glm%gﬁe ggr]@ %{nﬁﬁggﬁg‘?%tegiga{l@e
ext ensi onykeys) n r anpl g, the. .processing of the hardware or_the
processi n'gjzf of 3‘? r?gh‘glr cﬁz‘gg'm ?é( S%gtt%@oﬁg’gf} i YOV EPr Br 4n'13]d.°?l=‘i.1Pte dfeeral e
exanpl es, _ih.Fg. it 1Is desired. e ate such data when the
operation u@‘flpietg#eg,ﬂ%#%?%@émdﬁ‘ﬁ%ﬂéf%gﬂ‘gg:i)btﬁ Wiieh pppyoggiitha sequnitr se
data transfor tiorP1 uni.t FL-'.}Z aﬁ% performnmed, or before or after such
compared wit performing the shift only by even bits, since the operation of

oper ati on
10 the extension key in the data processing unit is made by 8-bit unit, that is,
even bits wunit. And since the shifting amount can be set by
adding/subtracting 1 bit to/from the mﬁltiple of 8, for example, on some CPU
which has only 1-bit shifting command, the shift operation such as above
performs a high-speed processing compared with shiftihg by 3 bits or 5 bits.
15  And also, in case that this shift operation using the hardware which can shift
only 1 bit, there are cases possible to perform a high-speed processing.

In the above description of the bit length transformation unit 310,
three kinds of bit widths of key data are input. Even when the key data
having Q bit length, in which Q is between 128 bits (G bits) and 256 bits 2G

20  bits) (G<Q<2G), the bit length transformation unit 310 can extend the key
data to the same size of the key data when the 256-bit key data is input,
using some kind of algorithm. Namely, when the key data having length of
Q, which is between G bits and 2G bits, is input, the bit length

transformation unit 310 can convert the key data of Q bits into the key data

25  of 2G bits.



25 or at idle tines of processes or switching tinmes of processes such as a
57 function call by a program a subroutine call, or an interrupt handling
process. The characteristics of the coagrol table shown in Fig. 19 is that
the control table specifies the nunber of shifting bits of Bl1= 8 X 2 -- 1=
15 (B1L =8 5 X J1- 1, where J1 is an integer greater than 1) and the
nunber of shifting bits of B2 =8 X2 + 1= 17 (B2 =8 X J2 + 1, where J2 is
an integer greater than 0, J1 =J2 or J1 4 J2). To set the shifting anount
to a 1 of the NekgIh8h-exiBtbhéP frodf of A8 dquiPSIh Bed REilS el Exﬁ’béi?éﬁi bits,
whi ch i nproves the security conpared with performng the shift only by
even bits | ration of 10 the extension key in the data
processinaeﬁﬁﬁ%%ﬁéhﬁgggﬁby 8-bit unit, that is, even bits unit. And since

the shifting a - addy btr, i 1 bptoto/fraomthe
nul tiple of 8, nﬁ%?ﬁeeggﬁpﬁgg%%hla%a%W%ﬁgc hjt h‘gésnéc])zgf ;‘r?‘n?k(gﬁt(’pseﬁ?ﬁf’flng :
command, the shift operation ch_as, abo Lfor L gh-.S d
processi ng conp (3 lgﬁ ﬁSW?(ﬁé?@n%‘;}t g‘”B:ﬁ?@? %yb@gs}g%%mggﬁs@lq n case
that this | operatign usi t he har dwar e .whi ch shift ly 1 bit,
there %re qcé:ggéi fﬂg‘g éﬁ?ﬁ gh‘:l gltpgeg’f%ﬂnﬁr&nﬁ Akl gk g’?@s%’w‘tﬁ‘glﬁs Isﬁgllhe =above
descripti of i ngth transformation unit 310, three kinds of bit
i dths of Sk aREI KL dtem H6d Aok e L 14 KHHSRHS teom SRZongl .
i n which I's between 128 bits (G bits) and 256 bits (2G 20 bits) (&Qx2G,
the bit | BegenSEHHAGFol.ehmennahia upper f4nbisdadacdittiél rag SHbt & Td.2he sane
size of the key data when the 256-bit key data is input, wusing sone kind
of al gori maansNhgdeyer Gibit data «€§Kdat a having length of Q which is
between G bits and 2G bits, is input, the bit |ength

Assuming that XOR data of SKH1 and SKH2 is A A and XOR data of

10 SKL1 and SKL21is AB, it can be said “at least AA¥+0or AB++0” since SK1
#+SK2.

As shown in Fig. 34, these AAand ABbecome AA+AD, AB+AC,

respectively, by receiving the two rounds of non-linear transformations.

This means that XOR data (AA| AB) of SKl,,, and SK2,,, becomes XOR

15 data (AA+AD]| AB+ACQC) after performing the two rounds of non-linear

transformations to SK1,,, and the transformed data after performing the

two rounds of non-linear transformations to SK2,,,. Accordingly, when

these pieces of data after performing the two rounds of non-linear

transformations are XORed with SK1,,, and SK2,,,, respectively, at an XOR

20  circuit 999, the XORed results of two pieces of data become (AD|AC). If

the non-linear transformation is a bijective function, inputting A X0 always

causes to output AY0, so that when “at least AAF0or AB+#0", it can be

said “at least AC+0or AD+0”. Therefore, since it is impossible to output

the same data from SK1,;,, and SK2,;, through the two rounds of non-linear

25 transformations, non-existence of the equivalent key is proved.



transformation unit 310 can convert the key data of Qbits into the key

data 25 of 2G bits. 58 Next, non-existence proof of an equival ent key wll

be explained referring to Fig. 34. In53he foll ow ng explanation of Fig.

34, "+" denotes an XOR operation. Here, it is assuned to input two 128-bit

key data SKI and SK2 (SKI 5 *SK2), and that the bit length transformation

unit 3.10 outputs SKlh;gh = SKI = (SKH | SKL1) from SKI and SK2h; gh = SK2
(SKH2 I SKL2) from SK2. Here, SKH (i = 1,2) nmeans the upper 64-bit data

of SKi and SKL| Ot the lother HBAAS abhshdwnein 6Bpbi 35 dahatledr SKke WHEFWHE NG
that XOR data of SKH1 and SKH2 is A A and XOR data of 10 SKL1 and SKL2 is

AB, it capomgderidd 1nat:vH1&§1§3:1heAﬂu@e0fou‘stoof Sliolﬁlcﬁn@ﬂ trans?é?ma% shown in
Fig- 34, these A'Aand A B becone AA+ AD, AB respectlvel y, by
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be transformations to SKl,;, and the transformed data after performing. the
three rounds of non-linear transformations to SK2,;,. Accordingly, when
10 these pieces of data after receiving the three rounds of non-linear
transformations are XORed with SK1,,, and SK2,,,, respectively, at the
XOR circuit 999, the XORed results of two pieces of data become (AB+AE|
AB+AD). Here, when it is assumed ABzAD=AE¢O, the following is
true: (AB+AE| AB+AD)=(0|0). That is, rwhen these pieces of data after-
15 performing the three rounds of non-linear transformations are XORed with
SKly,, and SK2,,. respectively, the operation results are the same.
Namely, SK1yn and SK2,,, output the same data, so that the equivalent
keys exist, which are troublesome in respect of the security.
Not only the above-mentioned case of three-round non-linear
20 transformation, a general non-linear transformation may output the
equivalent K, from different SK1 and SK2, that means an equivalent key
may exist. However, it is possible to prove the non-existence of the
equivalent key when the two-round non-linear transformation according to

the present embodiment is employed.

25 Further, there may be another case in which the non-existence of the



said "at least A C0 or AD * 0". Therefore, since it is inpossible to

out put the sane data from SKlh; gh and SK2hcgh through the two rounds of
non-linear 25 transformations, non-exiagtence of the equivalent key is
proved. 59 On the other hand, as shown in Fig. 35, another case wll| be
considered, in which the three rounds of non-linear transformations are
performed i nstead of two rounds of non-linear transformations. Since it can
be said "at least A A* 0 or A B* 0", .there maybe a case such that either A

5 Aor A I%qiﬁﬂaléﬂtQey'iécﬁfov‘édzot%erﬂlﬁhih&tw%%uhﬂ tde1isRdE t m%8ion
di scussed above, the XOR data (01 A B) of SKIhigh and SK2hi g econes the

XOR data (acboBgHiol s Phedbh S BIEALA b e,y coptaunincofy fanfinear

transformations to SKl high, an e transtforned data rperform

three rou } =i I ' 2hi gh. . Accordi ngly, .when 10
t hese pi egg@ %Hfmggtﬂ gha1§ § &t %%?g?%%\%@%%gﬁt% ﬁ‘?l%ee%’(@uﬁggp]oef C%’Lﬁg‘ﬁlﬁ’%@é} m
transf or nmgtj ed with SKI high d SK2hi gh, .respectively, at the
XOR ci rcgl%tddgﬁén%%lég(gq eedw ?%%’&F‘fss‘te{}?e ?ﬁﬂjep?%&l%ﬂi‘lt k%t a becone (A B+ A E |
A B+ A_LD). Here,,. nit 1Is assu A.B= A.D= 4 0, the followng is
true: CA B+ A EFllg'ﬁ%ﬁh%WB)a @néﬁ'igdffrﬁ%t@ '%gt%gﬁt"t Regsigimatigngmigat a
after 15 performng the three_rounds of non-linear transformations are
XORed wi t HOT SREHP naﬂ@@l@?ﬁ@‘ﬁ?a tragsirmatien unitifer dgervationdPOsul ts are
the same. Nanely, SKi high and SK2hi gh output the same data, so that the
equi val ent  keydhexflata tigpndprmatonr BuH Eyoppcryitions peot and/or hthesdabai ty.
Not only the above-nmentioned case of three-round non-linear 20

t r ansf or nd¥gwHormagenart fon detypéion 400 as tormertedro thy lout psta priated

equivalent Kl fromdifferent SKI and SK2, that neans an equival ent key
circuit board. This printed circuit board is provided with a CPU, a memory,

10 and a logical circuit element, and encrypts plaintexts supplied from the CPU
into ciphertexts using the above-mentioned operation and returns the data
to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns
the plaintexts to the CPU.

In this way, the data transformation unit for encryption 100 or the

15 data transformation unit for decryption 400 can be implemented by the
hardware. Further, the data transformation unit for encryption 100 or the
data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation
can be performed using the program stored in a magnetic disk drive or a

20 ﬂexible disk drive. In another way, the above operation can be implemented
by combining the hardware and the software, though this is not shown in the
figure. Further, it is not required to implement all the above operation
using one computer, but it is possible to implement the above operation by a
distributed system such as a server and a client, or a host computer and a

25  terminal computer, though this is not shown in the figure.



may exi st. However, it is possible to prove the non-existence of the
equi val ent key when the two-round non-linear transformation according to
the present enbodi ment is enpl oyed. 256Further, there nay be another case
in which the non-existence of the 60 equivalent key is proved other than
the two-round non-linear transformation according to the present

enbodi nent, however, it is preferable to use the two-round non-Ilinear
transformati on because of a sinple configuration in addition to the proved

non- exi st ence oflntthe fe@gbitad Pits. HahroRglTug; arhrso@ o sCORRYLSEN fo?%lae
installing the data transformation unit for encryption 100 or the data

L ansf or Maigiiui low), Al MgLHAMh40the ThE A0ANR A ANSLOYTRLLA, YAl o

encryption 100 and/or the data transformation u Ois
connect ed 4, ;| gt G oarkd. Thi»S .printed cifcuit
board is gﬂ 03?5‘%‘“’%%??53&(@@ Hgﬁ%\%ﬁ%?yw!f%m%hd éi'luélé{i' caovE ‘?aé%‘?‘mnt,
and encry i ts swuppli from.t he U,, int.o ciphertexts using the
above- mn?’?@cr%gﬂggé%t 'l“saonnﬁgnll(fp?éejcteﬁlr Wg%}} he’ gg‘?pa %% ot ﬁé&éﬁﬁlﬁ S@raﬁt Hrypts
ci phertext upplied.fromthe U and returns .the plaintexts to_ the CPU.
" eh & CnlaBRER B0 Bl RReidkGeieas BACkatian TG bagks, Bt Prreraue lomabisats 15
data transfor mat %}(l)n u&it f0£ decry%/pti og goo can be inplenented by the

har dwar e. SEAFiERRFDE g7 tapsirmalbmetbedn unit for encryption 100 or the
data transformation }mit for decryption 400 can be al so i ng)lderrent ed by the
software as t heltfpaiareapiagsmbedizenist Asase RaFdigh 128ibplaintogeraatd on

can be perfqrmed using theoﬁro ram stored in a magnetic disk drive or a 20
f1exibl e GIRdErENtEeare] msahoba®r amx;/,expl@nado\kmtopgaa adatan caanbde256mlitenent ed

plaintexts and ciphertexts, or plaintexts and ciphertexts having another
10  number of bits.

Further, in the foregoing embodiments, a case in which 128-bit, 192-
bit, 256-bit key data aﬁd 64-bit extension keys are used, but the key data can
have another number of bits.

If the bit length of the plaintexts and the ciphertexts, the key data
15  and the extension key are changed, of course, the bit length to be processed
by each unit, each step, or each process is changed according to the bit

length.

Industrial Availability -

20 According to the embodiment of the present invention, the normal
data transformation unit (FL) 251 and the inverse data transformation unit
(FL) are provided for implementing the encryption and the decryption using
the same algorithm, so that the encryption unit 200 and the decryption unit
500 can share the circuit.

25 Further, according to the embodiment of the present invention, the



by conbi ning the hardware and the software, though this is not shown in the
figure. Further, it is not required to inplenent all the above operation
usi ng one conputer, but it is possibleséRo inplenent the above operation by
a distributed systemsuch as a server and a client, or a host conputer and
a 25 termnal conputer, though this is not shown in the figure. 61 In the
foregoing Figs. 1 through 47, an arrow shows a direction of the operation
flow, and the figures having the arrow are bl ock di agrans of the data

t ransf or magdsforbtioandbd J0id sloneland s;he"s box Lﬁk‘sﬁ:"tréﬁQMnidhérf%n?P??
bl ock diagrans can be replaced with "... .. process hat

the 5 di agHapme Shobe &gfaShdd%{ ! @m{l 285am
fl omcharts show ng the ta trsgl%1~ 16’19?1{1%% %pétgn %(% %08 B@g@?lﬁds
enbodi mentgnRfease in which 128-bit plaintexts and ci phertexts are used
‘has been expPal ned, but the data can be 256-bit plaintexts and

ci phertexts, orpl ntexts and_ ci ert X}.S Vi anot her . 10 nunbe

bits. Further, IF‘el FS?%&&%@ é en% Q@%PF%%H@WBW@%.@ 192-

bit, 6- b| dat and, .64-bit tenS| 0 y/S. are_use but the key data
hoek et SHLEISRO, K

can veSuhf afen ppit ehgrkes thee confignratien and
the ci pherI

IJAt (Ee k? dat a and the extension key are changed, of
cour se, of, 3 hey 1983593&3%‘8&%@@111 ujt 85 emd e ineaw tragisfymatiorach
process |s changed according to the bit length. Industrial Availability 20
Accor di ngupd Pherénpistidishisoofhathiheppedaiity isiraptdved, evére ifishermubfield

transformation unit 18 is used.
Further, according to the embodiment of the present invention, the
10  shift control unit 345 can make the shift register operate integer number of
times to perform the shifting of thg key data with the number of shifting bits
(for example, 30 bits or 34 bits) which is not a fixed number of bits such as
only 15 bits or 17 bits, and improves the security.

Further, according to the embodiment of the present invention, a caée

15  is provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security.

Further, according to the embodiment of the present invention, even
if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which

20 enables to operate a flexible key generation.

Further, according to the embodiment of the present invention, the
two-round non-linear transformation is used in the first G-bit key
transformation unit 320, so that non-existence of the key being equivalent to
K, can be proved, which improves the security.

25 Further, according to the embodiment of the present invention, the



data transformation -unit (FL) 251 and the inverse data transformati on unit
(FL-1) are provided for inplenenting the encryption and the decryption
using the same algorithm so that the6&ncryption unit 200 and the.
decryption unit 500 can share the circuit. 25 Further, according to the
enbodi ment of the present invention, the 62 transformation table T is
shared by the S-box first transformation unit 13 and the S box second
transformation unit 14, so that the configuration is sinplified. Further,
accor di ngldcatiohe of rthedkep nfurtidn @5pne s tdredNWeichOBnabte aShssthkpesd
transformation unit 18 is used, which nmakes the configuration ~sinpler, and
the |ineaprddeggigplor mati on unit 85 and the |inear transformation wunit 87
are provided, so that the security is inproved even if the subfield
transformation unit 18 is used. Further, according to the enbodi nent of the
present invention, the 10 shift control unit 345 can make the shift

regi ster operate integer nunber of tinmes to performthe shifting of the
key data with the nunber of shifting bits (for exanple, 30 bits or 34
bits) which is not a fixed nunber of bits such as only 15 bits or 17 bits,
and inproves the security Further, according to the enbodi nent of the
present invention, a case 15 is provided in which the shifted data in the
shift register is not used for the extension key, which further inproves
the security. Further, according to the enbodi nent of the present
invention, even if the key data having different nunber of bits is input,
the bit length transformation unit 310 changes to the key data with a
fixed | ength, which ‘



20 enables to operate a flexible key generation. Further, according to the
enbodi nent of the present invention, the two-round non-I|inear
transformation is used in the first G—Bht key transformation unit 320, so
t hat non-exi stence of the key being equivalent to K, can be proved, which
| nproves the security. 25 Further, according to the enbodi nent of the
present invention, the 63 location of the key function 25 is altered, which
enabl es a hi gh-speed processing. 64 CLAIMS 1. A data transformation
apparatus having a data processing unit for inputting key data and
performng at | east one of encrypti &rlLAIMfta and decryption of data, and
a key generating unit for generating key data to be 5 used by the data
processi n§. uni A data dvansformationeapparatize having e dada propessipgsiunig fori t |
wherein the data processing unit conprises a non-linear transformation
unit havi mputtisgakiesd dataraad petieggiingaathlasist tane pf warypoondsf datepand an
extension _key and perfornms a non-linear transformation, 10 wherein the key
gener at i ndeenyptionnef dats andcaykeshgenerajinghunitt for gengratingrkeatataetabeone of
t he key data and data generated fromthe key data_ and dependi ng on the key
dat a, i\;ern&ﬁdﬂhﬁ@t@ datatprosassingi wnitpgndy suppbasgethe key daibéo the datas 71,

zZ22, ..., Z,,, (where each of i, j, kis one of 1 through m Zk-Z
=| X( Zi +1-PEOGESKBE UE, an i nteger, B=Z, +1-Z;)), and 15 generating an
extension key Izv reret:i?le The " rfxtat h%r&l:gs,rs?rllgrollilrrllictis %mtp?x%egoné non-linear
transformation unit having cascaded plural rounds, each of the plural rounds
inputs an extension key and performs a non-linear transformation,
10 wherein the key generating unit includes a key shifting unit for
inputting at least one of the key data and data generated from the key data
and depending on the key data, performing a rotational shift by a
predetermined number of bits Z,, Z,, ..., Z,, (where each of i, j, k is one of 1
through m, Zy - Z; =1 X (Ziy; - Z;) =1 X B (1 is an integer, B = Z;., - Z;)), and
15 generating an extension key for the each of the plural rounds of the non-
linear transformation unit from the key data on which the rotational shift is
performed, and
wherein the key shifting unit includes:
a rotational shift register for performing a rotational shift by (Z;-
20  Z;) bits (B bits) at one operation; and
a controller for operating the rotational shift register 1 time on the key
data, on which the rotational shift is performed by Z; bits, to perform the
rotational shift by (Zi+; — Z;) bits (B bits), making the rotational shift register
to generate the key data which is performed the rotational shift by Z;,, bits,

25 and



| inear transformation unit fromthe key data on which the rotational shift
Is performed, and wherein the key shifting unit includes: a rotational
shift register for performng a rotatiggal shift by (Z; +1- 20 Z;) bits (B
bits) at one operation; and a controller for operating the rotational shift
register I tinme on the key data, on which the rotational shift is
performed by Z; bits, to performthe rotational shift by (Z,+1 - Z;) bits
(B bits), making the rotational shift register to generate the key data
which is perforned the rotational shift by Z;+1 bits, 25 and 65 operating
t he rot at Ponal opefating gg gptatiqnal; %ﬁf‘s yegistarnk tl&@?&éa@%,th@nkemfﬁﬁ, Ofe

i 11 oy i e rSuRBREH el T o eRER G a8

regi ster - i i4S Y I, i on shi ft
by o0 « SPIEKEZE, L0 BRY (B B MG Ao Ip B ré%pt%te%%%ﬁﬁ«ﬁg%@rﬂ the
rotation ' ' ' ' ' ' . [ shift
"ot ot onalo eeflble ISPKE) Bard AUl BUlbrYRHIRGREIRGIR B L SRR S |
for operaping The ddt@;t?ér%ﬁﬂajglaﬁﬁhf é}%;?]agﬁ‘w%tﬁf -cgéaﬁ{rll -ﬁh%ﬁgieﬁ?tth@ﬁ%fté’ﬁﬁﬁﬁl' on

apparatus of claiml erein ro onal t circui

i ncl udes ghigetsster ié arcis@lie WHitH RALPhs Brofatfontlshiftlof £1| —7aBité pBeger
greater than 0) bits and B2= 8XJ2'-1 (J2= an integer greater than 1, there

.75 [\ Biplpdt sk Ly, st Hook 2 ing (4
pr ocessi nptationak shift register.
3. The data transformation apparatus of claim 1 or 2, wherein the
10 rotational shift circuit includes a selector for selecting one of B; = 8 X J; +1
(J; = an integer greater than 0) bits and B, = 8 X J, -1 (J, = an integer greater
than 1, there is no relation between J; and J,, namely, J; J, or J; = I,) bits
as (Zi+1 — Z;) bits (B bits).
4. A data transformation apparatus having a data processing unit for
15 inputting key data and performing at least one of encryption of data and
decryption of data, and a key generating unit for generating key data to be
used by the data processing unit and supplying the key data to the data
processing unit,
wherein the data processing unit comprises a non-linear
20 transformation unit of cascaded plural rounds, each of the plural rounds
inputs an extension key and performs a non-linear transformation,
wherein the key generating unit comprises a key shifting unit for
rotationally shifting key data by a predetermined number of bits (B bits)
successively on generating the extension key to be supplied to the each of

25  the plural rounds of the non-linear transformation unit, and generating an



15 inputting key data and perform ng at | east one of encryption of data and
decryption of data, and a key generating unit for generating key data to be
used by the data processing unit and sygplying the key data to the data
processing unit, wherein the data processing unit conprises a non-Ilinear

20 transformation unit of cascaded plural rounds, each of the plural rounds
I nputs an extension key and perforns a non-linear transformation, wherein
the key generating unit conprises a key shifting unit for rotationally
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encryption of datd ‘an ecryption o ey gener atT ng process

for genergti ngAkejatdatdinsfoltfatisfd nithbe fof'aé)@edﬂtﬂ?%séi Hﬁta\?\;@ﬁg}%ﬁsiﬁgd

supplying the key data to the data processing 10 process, e data

0SS RS AIRASAE oo Smegc S 1 ) BRCIGEGRRQRRE e
and perf odae, andakby HRperatifd proOEER forzenerating key data to be used by the
data processing process and supplying the key data to the data processing
10  process,
wherein the data processing process comprises a non-linear
transformation process having cascaded plural rounds, each of the plural
rounds inputs an extension key and performs a non-linear transformation,
wherein the key generating process comprises a key shifting process
15 for inputting at least one of the key data and data which is generated from
the key data and depending on the key data, performing a rotational shift by
a predetermined number of bits Z;, Zy, ..., Zm (where each of i, j, k is one of
1 through m, 7y — 7Zj =1 X (Zi1s — Z;) =1 X B (I is an integer, B = Zi,; — 7)),
and generating an extension key for the each of the plural round of the non-
20 linear transformation process from the key data on which the rotational shift
is performed, and
wherein the key shifting process includes:
a rotational shifting process; and
a control process for operating the rotational shifting process 1 time on
25  the key data, on which the rotational shift is performed by Z; bits, to perform
the rotational shift by (Z;., — Z;) bits (B bits), making the rotational shifting



wherein the key generating process conprises a key shifting process 15 for
I nputting at |east one of the key data and data which is generated from

t he key data and dependi ng on the key %?ta, perform ng a rotational shift
by a predeterm ned nunber of bits Z1, Z2, ..., Z,n (where each of i, j, k
is one of 1 throughm zk - ZZ =1 X (zZi+ - Z) =1 XB(l is an integer,
B=2+1- Z1)), and generating an extension key for the each of the
plural round of the non 20 |inear transformation process fromthe key data
on which the rotational shift is performed, and wherein the key shifting
process ipistagdedo genarateathokay datafwhinh pr perfosmednihearatetional shifodyss for

operating_th i onal ,shifting process .1 tine on_ 25 the key data, on

ey | RZrabi SRROPSRIE i palonabshing poees: 1 s sk
sh 11 - 91 Bhich bt foilsbed ifh s ol T c A Bier i dipdicie
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)
t he key : [ jigg, performed the rotational shift by Z;+2 bits. 6. A
dat a traﬁgs;rpbﬁr%?%’ r??rset hod for executing a data processing process for

| nputtinggkey AatdutanerpRrdenatiog ﬁ&eth@astfoﬁnexeégt%@grxpuhw ocedding and
decryption of data, and a key generating process for generating key dat a

E ﬁebgagz e%rrdgzggg Eubﬁ gn%?%tiéneg;g’eysdatg drd pesforaifg dtiehst 6fe ofeerdeyptahaof o
data and decryption of data, and a key generating process for generating key

10 data to be used by the data processing process and supplying the key data to
the data processing process,

wherein the data processing process comprises a non-linear
transformation having cascaded plural rounds, each of the plural rounds
inputs an extension key and performs a non-linear transformation,

15 wherein the key generating process comprises a key shifting process
for rotationally shifting key data by a predetermined number of bits (B bits)
successively on generating the extension key to be supplied to the each of
the plural rounds of the non-linear transformation process, and generating an
extension key used for the each of the plural rounds of the non-linear

20  transformation process from key data being rotationally shifted,

wherein the key shifting process does not generate the extension key
by ignoring certain data among the key data being rotationally shifted by B

bits successively, and generates the extension key from other remaining

data.



wherein the data processing process conprises a non-linear transformation
havi ng cascaded plural rounds, each of the plural rounds inputs an
extensi on key and perforns a non-IineaE transformation, 15 wherein the key
generating process conprises a key shi §ing process for rotationally
shifting key data by a predeterm ned nunber of bits (B bits) successively
on generating the extension key to be supplied to the each of the plural
rounds of the non-linear transformation process, and generating an
extension key used for the each of the plural rounds of the non-linear 20
t ransf or mat i onAppoegmm ffoonhddpgdat cothputer petfarinotiad |dats Hirdnsfdrmationei n
the key shifting process does not generate the extension key by ignoring
certain cmeéhqirmfgclana k@r anampaiengendablei stonags meditne dob\st@ingithe
successi vely, and generates the extension key fromother renmaining data.
68 7. A pP’& aM-f or having a conputer performthe data transformation
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program.



